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[epilnym

O okomdg avthg TG StatpiPnig eivat va Stepevvnoet kat va eAéyEel Ty anote-
Aeopatikdtnta tov SCTP oe avtifeon pe to TCP vd mpaypatikés ovuvOnkeg
péoa and pa oetpd metpapdtwy. To SCTP elval éva axetied véo mpwtdkolo,
nov TpotdOnke wg dtadoxog Tov TCP, kabwg éxet oxedlaotel Kat kataokevaoTel
fe Paon TIg véeg avaykes Kat TS TPodLlaypages Twv gOYXpOvOV ETUKOLVOVIDV
Kkat Tov Atadiktoov, adld uéxpt onpepa Sev éxel Ppet epapoyr oe peydn kAi-
paka. [t 1o Adyo avtd, 0 vy ypagéag anoPacioe va SOKIUATEL TEPALTEPW EPAP-
HOYEG, [e OTOXO TNV Teptypa@n TNG kKataAAnAdTnTag Tng Texvoloylag yLa mep-
artépw avamtogn. Avth n SwatpPn ebetalet mpdrta T Stadikacia avantvingtng
gQappoyng kat Tig ouvlnkeg Stefaywyng Twv mepapdtwy. Ze va Sedtepo oTd-
S0, mpaypatomoteital évag onuavTkdg aptiudg amd melpdplota ylo Tov Eheyyo
g kOplag vodBeang. Teéhog, Ta cLYKeVTpwUEVA amoTEAETUATA TTAPOVTLALoV-
Tt kat avakvovtat. Ta aroteléopata Twv mepapatwy Seixvovv 6t to SCTP
anodetkvoeTat OTL eival KAADTEPO OTIG TEPLOTOTEPES AT TIG MEPIMTWIELS KAl
akopa Kat K&Tw amod Wbavikég ovvlnkes, avtaywviletat endfla 1o Katd TOAD
nahdTepo kat efaupeTtikd Pertiwpévo TCP.

Abstract

The aim of this thesis is to investigate and ascertain the efficiency of SCTP op-
posed to TCP under real world circumstances via a series of experiments. SCTP
is a relatively new protocol, proposed as the successor of TCP as it is designed
and built based on the emerging needs and specifications of modern commu-
nications and the Internet, but to date has found no large-scale application.
For this reason the author decided to test further applications, with the aim of
describing the technology’s suitability for further development. This thesis first
examines the development procedures followed and the experimentations setup.
In a second stage, a significant number of experiments for testing the main as-
sumption are undertaken. Finally, the pooled results are presented and analyzed.
The results of the experiments show that SCTP proves to be better in most of the
occasions and even on ideal scenarios, it competes well against the much older
and extremely improved TCP.
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1 Motivation

According to the OSI model', the transport layer provides the functional and
procedural means of transferring variable-length data sequences from a source
to a destination host via one or more networks, while maintaining the quality
of service(QoS) functions. For networked applications, the choice of transport
protocol is of major importance.

The most known and widely used, TCP, is byte-oriented, provides reliable
data transfer and strict order-of-transmission delivery of data. The sense of a
connection and a data stream are equivalent for TCP. Thus, many incompatibili-
ties turn up among TCP and modern network applications, which requirements
do not meet with the specifications of TCP. Either TCP does not provide the
functionalities needed by the applications or results in overhead providing too
many unnecessary ones.

HHTP is a message oriented protocol of the OSI application layer, where the
most crucial requirement is a reliable and fast as possible transfer. For example
while transferring multiple files, such as a website and all of its contents, the
objective is to display everything as fast as possible to the user to provide an
excellent QoS. The way TCP is designed ignores those factors, causing internet
browsers to adapt for better results.

On the other hand SCTP is designed with a completely different logic. It is
reliable, message oriented, thus not aiming on strict order transfers and also
provides two great assets. The multiple stream feature, which allows multiple
simultaneous file transfers and the multihoming feature, making SCTP efficient
on more than one network interfaces. Considering the above facts, SCTP is
assumed to be a more suitable and effective transport protocol for the HTTP

traffic, in matters of reduced latency and greater throughput.

* The Open Systems Interconnection
model (OSl) is a conceptual model that
characterizes and standardizes the internal
functions of a communication system by

partitioning it into abstraction layers as in

Table 1.1.

Table 1.1: OSI model by layer

Layer

7.

6.

Description

Application — Network process
to application

Presentation — Data representa-
tion, encryption and decryption,
convert machine dependent data
to machine independent data.
Session — Interhost communica-
tion, managing sessions between
applications.

Transport — Reliable delivery

of packets between points on a
network.

Network — Addressing, routing
and (not necessarily reliable)
delivery of datagrams between
points on a network.

Data link — A reliable direct
point-to-point data connection.
Physical — A (not necessarily
reliable) direct point-to-point
data connection.






2 Stream Control Transmission Protocol

2.1 SCTP—How it works

[n computer networking, the Stream Control Transmission Protocol (SCTP)
is a transport layer protocol, serving in a similar role to the popular protocols
Transmission Control Protocol (TCP) and User Datagram Protocol (UDP). It
provides some of the same service features of both: it is message-oriented like
UDP and ensures reliable, in-sequence transport of messages with congestion
control like TCP.

SCTP applications submit their data to be transmitted in messages (groups
of bytes) to the SCTP transport layer. SCTP places messages and control informa-
tion into separate chunks, each identified by a chunk header. The protocol can
fragment a message into a number of data chunks, but each data chunk contains
data from only one user message.

So, SCTP may be characterized as message-oriented, meaning il transports
a sequence of messages, rather than transporting an unbroken stream of bytes
as TCP does. As in UDP, in SCTP a sender sends a message in one operation,
and that exact message is passed to the receiving application process in one
operation.

2.2 Multi-streaming

The term multi-streaming refers to the capability of SCTP to transmit several
independent streams of chunks in parallel, for example transmitting web page
images and the web page text simultaneously. In essence, it involves bundling
several connections into a single SCTP association, operaling on messages (or

chunks) rather than bytes.
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SCTP Association

2.3 Multi-homing

A multi-homed host is one with more than one network interfaces, and therefore
more than one 1P addresses for which it can be addressed.

SCTP introduces the concept of an association that exists between two hosts
but can potentially collaborate with multiple interfaces at each host.
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Client Server
Host (TcP) Host (TCP)

Client Host Server Host
(scTp) (scTp)

2.4 Determining interface

One interface is established as the primary within STCP and all others become
secondary. SCTP uses a built-in heartbeat to periodically check the status of the
links and upon detecting a failure on the primary interface, the protocol sends
traffic over the alternate path, without the applications being aware of or affected

by that change.

2.5 SCTPvs TCP

As opposed to SCTP, the TCP has some major structural and functional dif-
ferences. TCP supports single stream of data delivery whereas SCTP supports
multiple streams of data delivery.

When it comes to data transfer, TCP is a byte-oriented protocol, while SCTP
is message oriented.

Furthermore, one crucial difference of the two (2) protocols is the fact that
SCTP supports multi-homing, as described above, whereas TCP requires a single
TCP endpoint to have one IP address.

In addition, SCTP is considered to be a more secure protocol, since the ulti-
mate objective of its development was to create a connection-oriented protocol
better than TCP in speed, security, and redundancy.



3 Experimental Setup

3.1 Description

The main idea was the implementation of a simple HTTP server & client that
serves static web pages over SCTP. Specifically, transferring a website, including
the HTML file (index.html), an image file (nigel.jpg) and a video file (movie.mp4)
over the SCTP server and comparing the obtained results to a corresponding
conventional TCP HTTP server.

3.2 Experiment Environment

All experiments were conducted at the Network Implementation Testbed Labo-
ratory of the Computer and Communication Engineering Department at Uni-
versity of Thessaly. NITLab has developed a testbed named NITOS, which stands
for Network Implementation Testbed using Open Source platforms. The NITOS
testbed currently consists of 50 operational wireless nodes, which are based on
commercial Wi-Fi cards and Linux open source drivers. The testbed is designed
to achieve reproducibility of experimentation, while also supporting evaluation
of protocols and applications in real world settings.

3.3 Wi-Fi setup

Wi-Fi experimentation was conducted at the outdoor nodes of the NITOS testbed.

The upgraded WiFi nodes have been developed by the NITLab team and sup-
port MIMO operation. The new version of outdoor nodes are equipped with
802.11a/b/g and 8o2.11a/b/g/n wireless interfaces. They also feature 2-core Intel
cpus, new generation solid state drives and usb web cameras. Last but not least,
each node is equipped with light, temperature and humidity sensors. For detailed
specifications refer to Table 3.1

NITLabs Chassis Manager Card (CM card) is used to control and monitor
Icarus node’s operation. A tiny web server is running on the CM card and serves
http requests, such as power on/off and reset commands. Furthermore, CM
card can support real time sensor measurements, since it can be connected with
temperature and humidity sensors as well as with light sensors. Two leds are

Motherboard Features two Gigabit network interfaces and supports
two wireless interfaces

CPU CPU Intel Core 2 Duo P8400 2.26 GHz

RAM 2G DDR3

Wireless Interfaces Atheros 802.11a/b/g & Atheros 8o2.11a/b/g/n (MIMO)
Chassis Manager card  NITlab CM card

Storage Solid state drive
Power Supply 350 Watt mini-ATX
Antennas Multi-band sdbi, operates both on 2.4Ghz & sGhz

Pigtails High quality pigtails (UFL to RP-SMA)

Table 3.1: Specifications
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Figure 3.1: NITLab Outdoor Testbed

used to indicate the operation status of the outdoor nodes. More specifically a
two state led, located on the side, indicates the power status of the node. If the
led is red the node is turned off and if the led is blue the node is turned on. The
same led flashes in red mode each time the cm card serves a request. The second
led is on the CM card and indicates the connection of the node to the power

supply.
3.4 WiMAX Setup

The setup NITOS testbed is currently using is a fixed setup (employing no mo-
bility between BSs) that does not require an ASN-GW installation. The overall
topology is summarized in Figure 3.3.

For the proper configuration of the BS, the Netspan utility is required, pro-

vided by Airspan. Netspan is operating as an integrated service in a Windows
Server 2008 box, and allows configuration of both the BS unit and the Service ~ Figure 3.2: An outdoor node
Flow on the WiMAX clients (Subscriber Stations — SSs). The current setup pro-

vides experimentation support with WiMAX enabled clients, using a fixed fre-

quency. Apart from the Base Station’s components, NITlab has also acquired sev-

eral end-devices able to operate as WiMAX clients. This equipment is installed

at NITOS testbed, enhancing existing nodes capabilities by adding 10 WiMAX

enabled mini-pcie cards, 6 WIMAX USB dongles as well as 10 WiMAX enabled

smartphones carried by volunteers. All of them use Open Source firmware/drivers,

thus enabling more complex experiments, and the evolution of new MAC Layer

standards. In addition to the aforementioned equipment, NITlab also acquired

3 indoor WiMAX to WiFi gateway units, enabling the creation of heterogeneous

topologies by involving both WiMAX and WiFi technologies. ~ More specific,

the end-device used for the particular WiMAX experimentation was a Teltonika

UMG6225 USB dognle The Teltonika UM6225 module is a compact USB modem

that offers high speed data rate connectivity to WiMAX network. Key Features:

« Compliant with IEEE802.16e-2005 WiMAX Wave 2 standard

« USB 2.0 Interface



- Control Netwaork
s== WIMAX Network

=== WiFi Network e

l.;g; j ~ CESREEEES ;,-_’_’-_ o R

Users e
I . Netspan Server ok Fs

. - tu
. iy Y
WINAX B8 WIMAX to WIFi =
Fraiat
- / : £ L
— af & H ‘ ) " d
A ! Lif { m_) WIMAX-anabled
dn ab o
Internet o o B~ R

NITOS Sarver

ICARUS Noda ICARUS Node ICARUS Node ICARUS Node ICARUS Node
! t !
i B
Intel WIMAX Intel WiMAX Tettonica UM 6225
6250 intertace 6250 ineriace USB dongle

« Operation within 2.3-2.4, 2.5-2.7, 3.3-3.6 or 3.3-3.8 GHz Range

« 2 Tx with Closed Loop Diversity

« Support up to HARQ category 7 (40 Mbps throughput DL+ UL)

« MIMO Matrix A and B for Improved Transmission Speed and Coverage

« Compatibility with Windows XP/Vista/7, Linux, MAC OS X

3.5 Experiment specifications

The main setup on all experiments was identical, two (2) nodes, one serving as
the server and the other as the client. Initially, both the TCP and SCTP server
code were simultaneously executed on the server node and remained active until
the end of all measurements, waiting for requests. On the client node, TCP and
SCTP client code were executed alternately, as close as possible in matters of time
so that the state of the network was almost identical for both measurements.

Starting with The Wi-Fi setup, initial measurements were carried out on
the 802.11g mode. 802.11¢ is the third modulation standard for wireless LANs. It
works in the 2.4 GHz band and operates at a maximum raw data rate of 54 Mbit/s.
Despite its major acceptance, 8o2.11¢g suffers from interferences in the already
crowded 2.4 GHz range. Devices operating in this range include microwave
ovens, Bluetooth devices, baby monitors and digital cordless telephones, which
can lead to interference issues. Additionally, the success of the standard has
caused usage/density problems related to crowding in urban areas.

Next up, the Wi-Fi experimentation setup was switched to the 8o2.11a mode.
802.11a provides protocols that allow transmission and reception of data at rates
of 1.5 to 54 Mbit/s. It has seen widespread worldwide implementation, particu-
larly within the corporate workspace. The 802.11a standard uses the same data
link layer protocol and frame format as the original standard, but an OFDM
based air interface (physical layer), which yields realistic net achievable through-
put. It operates in the 5 GHz band with a maximum net data rate of 54 Mbit/s,
plus error correction code. Since the 2.4 GHz band is heavily used to the point
of being crowded, using the relatively unused 5 GHz band gives 802.11a a signifi-
cant advantage. It also suffers from interference, but locally there may be fewer
signals to interfere with, resulting in less interference and better throughput.

EXPERIMENTAL SETUP

Figure 3.3: Topology of the testbed setup

Figure 3.4: Icarus node

13
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Wi-Fi Protocol 802.11g Wi-Fi Protocol 802.11a
Rates (Mbps) ail6  allo aliz w18  als all o all 2 a8
Transmisson  ©0-27 0-27 o0-27 o0-27 default default default default
power
Rates (Mbps) wil 24 all36 all 48 allsq4  ail2g  alze  alg8 il sg
Transmisson 0-27 0-27 o0-27 o0-27 default default default default
power
WiMAX Uplink & Downlink
MCS  16QAM1/2 16 QAM3/4 64 QAM1/2
MCS 64 QAM2/3 64QAM3/a 64 QAMSs/6
MCS  QPSKi/2  QPSK3/4 default

Finally, the whole experiment was set up on a WiMAX network. As a stan-

dard intended to satisfy needs of next-generation data networks (4G), WiMAX
is distinguished by its dynamic burst algorithm modulation adaptive to the phys-
ical environment the RF signal travels through. Modulation is chosen to be more
spectrally efficient. There is no uniform global licensed spectrum for WiMAX,
however the WiMAX Forum has published three licensed spectrum profiles: 2.3
GHz, 2.5 GHz and 3.5 GHz, in an effort to drive standardisation and decrease cost.
Comparisons and confusion between WiMAX and Wi-T'i are frequent, because
both are related to wireless connectivity and Internet access.

-

WiMAX is a long range system, covering many kilometres, that uses licensed
or unlicensed spectrum to deliver connection to a network, in most cases the

Internet.
Wi-Fi uses unlicensed spectrum to provide access to a local network.
Wi-Fi is more popular in end user devices

Wi-Fi runs on the Media Access Control's CSMA/CA protocol, which is
connectionless and contention based, whereas WiMAX runs a connection-

oriented MAC.

WiMAX and Wi-Fi have quite different quality of service (QoS) mechanisms:

WiMAX uses a QoS mechanism based on connections between the base sta-
tion and the user device. Each connection is based on specific scheduling
algorithms. Wi-Ti uses contention access — all subscriber stations that wish
to pass data through a wireless access point (AP) are competing for the AP’s
attention on a random interrupt basis. This can cause subscriber stations
distant from the AP to be repeatedly interrupted by closer stations, greatly
reducing their throughput.

The exact specifications and variables of all measurements conducted in the

context of this thesis are summarized in Table 3.2

Table 3.2: Measurements specifications



4 Implementation

4.1 SCTP Web Server/Client Implementation

The application was mostly implemented in C, with minor C++ code additions
for handling exceptions.

Supplementary tools used for the SCTP sockets programming were the 1k-
sctp-tools (Linux Kernel Stream Control Transmission Protocol Tools) and
the corresponding C language library called libsctp, which provide certain
functions for implementing SCTP protocol functionality.

The development of the SCTP Web Server/Client was originally based on an
existing implementation of a TCP Web Server/Client which was altered in such
a way that it could support the SCTP protocol. Most significant additions made
are listed below:

o 'The requested HTML file is initially parsed on the server side to ascertain
which and what kind of files should be transferred.

« As mentioned above, socket functions were modified to fit the SCTP func-
tionality, based on the libsctp library.

« A simple allocation/reallocation strategy for the different file types was im-
plemented and added to the original application in a way that HTML files got
the highest priority, followed by the image and video files accordingly.

o 'The file chunk assembly policy was modified in order to work based on the
streamn the chunk originated from.

o Parts of C++ code were added to the original implementation for the purpose
of exception handling during sending and receiving messages (sctp_send-

msg/sctp_recv_msg).

4.2 HTML Parsing

After the client’s request for the HTML file, the server application begins parsing
the above file, looking for patterns corresponding to image (. jpg) and video
(% .mp4) files. Thereafter, those files are passed onto a “sending” list where the
different streams are allocated to each file, according to its type.

A more analytical description of the stream allocation strategy follows up
on a later section.

4.3 SCTP Network Programming

SCTP socket programming bears many similarities to the TCP one, but with a
few inevitable modifications. More specifically, to fully exploit the capabilities
and functionality provided by SCTP (such as the use of multiple streams), it is
necessary to use some new functions and data structures provided by libsctp.
Examples of such code fragments are given below:
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TCP:  sockfd = socket(AF_INET, SOCK_STREAM, 0);
SCTP: sockfd = socket(AF_INET, SOCK_STREAM, IPPROTO_SCTP);

/* Enable receipt of SCTP Snd/Rcv Data via sctp_recvmsg #/
setsockopt(sockfd, SOL_SCTP, SCTP_EVENTS, (const void =)&events,
sizeof(events));

4.4 Initial Stream Allocation Strategy

The implemented application uses a quite simple stream allocation strategy in
order to ensure that the highest priority is granted to the HTML file. The files
about to be sent are stored in a list, which is later ordered according to the file
types, with increasing priority, as shown in Figure 4.1.

Subsequently, a stream is assigned to each file selected for sending. In this
implementation the maximum number of files that can be transmitted simulta-
neously, ie to share the available streams, is set to three (3).

« Ifthe HTML file exists in the “sending” list, all available streams are allocated

to it

« Otherwise, the available streams are equally assigned to the rest of the files,

one for each file sequentially, as found on the “sending” list.

4.5 Stream Reallocation Strategy

After the completion of a file transfer, the streams used to transfer the above
files remained inactive and the rest of the files continued using only the streams
initially assigned to them. In this way, the multistreaming capabilities of the
SCTP protocol were not fully exploited.

In order to fix that behavior, the inactive streams are now reallocated to the
remaining files to be sent, based on the priority of each file. The client application
is notified about the changes and the stream allocation is adjusted accordingly.

4.6 SCTP Multistreaming File Transfer

The original SCTP implementation is providing the correct sequence of messages
per stream, with ID assignment to each data packet, but cannot ensure the proper
sequencing of messages belonging to different streams (see Figure 4.2: if 2 data
chunks are sent through different streams, there is no way to make a correlation
between them).

When a file is moved through many different streams (as is done in our
implementation), this issue should be properly addressed to ensure the correct
assembly of the file on the client application. To solve the problem on the server
side, a unique header-ID which holds the serial number of the chunk is injected
into each chunk of a single file. On the client side, those global ID’s are extracted
and used to correctly assemble the files coming from different streams.

T Input

1 Input

high————— > low

Figure 4.1: File type priorities
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4.7 File Reassembly On The Client Side

Once the client has received the data chunks of a unique file in correct order,
those are written directly on a binary file. In case some data chunks are received
out of sequence, they are stored into a list until all the previous missing data
chunks arrive, and then are written all together into the binary files in the proper
sequence (see Figure 4.4 for an example).

keep data chunk #18
@ SuEane chunk #19 arrives
_________ write data e in list until e ssmmme

chunk #1 data chunk
= | gID: #17 fl 7 — | glD: #19 g )
to file #18 arrives

——i
all previous chunk list
chunks have — #19 -+

already been

written

stream #1

Note: @ — Server
° — Client

4.8 Exception Handling

The system buffer for WIMAX in Linux drains on a regular basis which causes
the file transfers to fail and the whole application to terminate, because of the
server/client attempting to read data from an empty buffer. To avoid this phe-
nomenon, a simple “try-catch” piece of C++ code was added for the exception
handling on both the server and the client side.

[ 1
try { sctp_sendmsg( fd, bufferSCTP, strlen{bufferSCTP), NULL, 8, @, 8,

curr_stream, @, © ); }
catch (int e} {

IMPLEMENTATION

Figure 4.2: Chunk sequencing

Figure 4.3: Data chunks with assigned
header IDs

write data
chunks #18
& #19 to file

chunk list
NULL

Figure 4.4: File tranfer through two
different streams

1T Input
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cout << "An exception occurred. Exception Nr. " << e << ’\n’; }

try { in = sctp_recvmsg(sockfd, bufferSCTP, MAXSIZE, NULL, ©, &sndrcvinfo,
&flags); }

catch (int e) {

cout << "An exception occurred. Exception Nr. " << e << ’\n’; }

4.9 File Structs

In order to achieve the proper and complete transfer of the files, C structs were

used to store the needed information.

Struct for the files sent from the server:

struct file {

char filename[1024];

char extension[5];

char filetypel[10];

int curr_chunk_global_id;

short int streams_assigned[OUT_STREAMS]; // 1 for yes, © for no

1} *files[100];

Struct for the files received from the client:

struct file {

};

char filename[1024];

char extension[5];

char filetypel[10];

int curr_chunk_global_id;

int last_chunk_written_id;

short int streams_assigned[IN_STREAMS]; // 1 for yes, © for no
struct chunklist *root; // points to the root of the list that keeps
// chunks that arrived out of order

4.10 TCP server ¢ client

The TCP server & client implementation was more straightforward:

o After a client HT'TP request, the server sends the files serially.

o Problem: TCP is byte stream-oriented, so send () function does not guaran-

tee that all bytes sent out will actually be transferred in one batch.

o Solution: manually make sure that all bytes are sent - sendall() function.

int sendall(int s, char *xbuf, int *len) {

int total = 0; // how many bytes we’ve sent
int bytesleft = *len; // how many bytes we have left to send
int n;

while(total < *len) {
n = send(s, buf+total, bytesleft, 0);
if(n==-1) { break; }

total += n;
bytesleft -= n;
}
*len = total // return number actually sent here
return n==-17-1:0; // return -1 on failure, © on success

1 Input

Tlnput

1 Input

Tlnput

1 Input

Tlnput

1 Input



4.1 OML Usage

Initially, OML parameters had to be added to the server | client code, set up and
modified according to the purposes of this experiment. The necessary files were
originally produced with two (2) simple commands executed on the terminal:

f
oml2-scaffold --app server

# produces server.rb (or client.rb)
oml2-scaffold --oml server.rb
# produces server_oml.h containing MP structs and functions

The corresponding headers and OML functions (initialize, add, start inject)
were included to server.c and client.c. More specifically, the retrieved measure-
ments were forwarded and saved on the OML server through a custom function
called inject_time (), which can be seen below, along with a fragment of the
OML usage on the server.

inject_time()
void inject_time(oml_mps_t *g_oml_mps, int *total_chunk_seq_num,
int =*file_chunk_seq_num,
char xfname, int stream, uinté4_t time_ns,
uinté4_t time_diff, int when, char *mode) {
char total_chunk_seq_str[1024];
char file_chunk_seq_str[1024];

sprintf(total_chunk_seq_str, '"chunk#%d",
*total_chunk_seq_num); // build e.g. "chunk#1302"
if(filename != NULL) strcpy(file_chunk_seq_str, fname);
// e.g. filename = "HTML_HEADER"
// build e.g. "movie.mp4#213"
else { sprintf(file_chunk_seq_str, "FILE%d", =*file_chunk_seq_num); }

// inject TIME DIFFERENCE
if(!strcmp(mode,"TIME_DIFF"))
oml_inject_timeDiff(g_oml_mps->timeDiff, total_chunk_seq_str,
file_chunk_seq_str,
fname, stream, time_diff);

// inject TIME POINT
else if(!strcmp(mode,"TIME_POINT")) {
oml_inject_timePoint(g_oml_mps->timePoint,total_chunk_seq_str,
file_chunk_seq_str,
fname, stream, time_ns);
// if the measurement is sent BEFORE sctp_sendmsg,
increment the chunk seq. numbers
if(when == BEFORE_SEND) {
(*total_chunk_seq_num)++;
(*file_chunk_seq_num) ++;

IMPLEMENTATION

Tlnput

1 Input

Tlnput

1 Input
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4.12 Measurements example

curr_time = prev_time = ClockGetTime(); T Input
// get time BEFORE sctp_sendmsg
inject_time(g_oml_mps, &total_chunk_seq_num, &file_chunk_seq_num,
files[sq[fq_ind]->file_idx]->filename, curr_stream,
curr_time, ©, BEFORE_SEND, "TIME_POINT");
try { sctp_sendmsg( fd, bufferSCTP,
(size_t) (bytes_read + CHUNK_SN_BYTES + 1),
NULL,0,0,0,
curr_stream,0,0 ); }
catch (int e) {
cout << "An exception occurred. Exception Nr. " << e << ’n’; }
curr_time = ClockGetTime(); // get time AFTER sctp_sendmsg
inject_time(g_oml_mps, &total_chunk_seq_num, &file_chunk_seq_num,
files[sq[fq_ind]->file_idx]->filename,curr_stream, curr_time,
©®, AFTER_SEND, "TIME_POINT");
inject_time(g_oml_mps, &total_chunk_seq_num, &file_chunk_seq_num,
files[sq[fq_ind]- >file_idx]->filename,
curr_stream,0,curr_time - prev_time,®,TIME_DIFF"); | Input
4.13 OML Measurement Points (MPs)
Two (2) OML measurement points were defined in order to receive the required
measurements:
o timePoint: stores a specific time using as reference another timePoint
o timeDiff: stores a certain amount of time as timePointl - timePoint2
Below is the structure (C struct) automatically generated by the oml2-scaffold
containing the OML measurement points:
[ 7 Input

typedef struct {
OmlMP* timePoint;
OmlMPx timeDiff;
OmlMP* totalGoodput;

} oml_mps_t; | Input




5 Results

Referring back to Table 3.2, the overall number of measurements carried out
in this thesis exceeds 550. A thorough presentation and analysis of the results
obtained, divided into three (3) major sections (Wi-Fi 802.11g, Wi-Fi 802.11a and
WiMAX), follows on this chapter. Finally, as a reminder, the files transmitted on
each experiment and their sizes are listed on Table 5.1

5.1 Wi-Fi 802.11g Results

As the most common and widely used Wi-Fi mode, 802.11g, was inquired in
greater depth than the other experimental sections. With a total of 512 measure-
ments conducted on all supported rates (6, 9, 12, 18, 24, 36, 48, 54), the trans-
mission power varying from o-27 on each rate and each experiment on this
section repeated twice for greater accuracy, all possible scenarios were covered.
The results shown on Table 5.2 are referring to the mean time difference of all
measurements, regardless transmission power, grouped by rate. More specifi-
cally, we note that “index.html” is transmitted faster via SCTP across all rates,
but with hardly noticeable differences. When it comes to “nigel.jpg”, results are
very close, with SCTP proving to be slightly faster in general, with minor excep-
tions at rates 18 and 48 where TCP is faster. A significant occurrence is noticed
at rate 56, where the difference between the two (2) protocols is huge (1 second).
Eventually, on “movie.mp4” which is the largest file, results are divergent. TCP
is steadily faster with a major exception at rate 56, where SCTP is faster with a

vast difference of 5.1 seconds.

5.2 Wi-Fi 802.11a Results

The number of measurements carried out on the 802.11a mode is nowhere close
to the corresponding on 802.11g. The reason is simple, the state of the network
over 802.11a mode is close to ideal, with minor exterior interference as explained
on chapter 3, so no major variations were expected. Again, as on the 8o2.11g
mode, the results shown on Table 5.3 refer to the mean time difference of all

File

Jll 6

SCTP

TCP

INDEX.HTML
NIGEL.JPG
MOVIE.MP4

File

INDEX.HTML
NIGEL.JPG
MOVIE.MP4

0.0008
0.0235
1.0586

0.0018
0.0268
0.9547

all 24

SCTP

0.0007
0.0096
0.3380

TCP

0.0009
0.0099
0.3055

Al 9

SCTP

0.0010
0.0168
0.7463

TCP

0.0017
0.0161
0.6352

all 36

SCTP

0.0005
0.0074
0.3124

TCP

0.0010
0.0082
0.1896

all 12

SCTP

0.0007
0.0138
0.5438

TCP

0.0023
0.0155
0.4075

all 48

SCTP
0.0006
0.0429
0.4299

TCP

0.0015
0.0131
0.3440

Table 5.1: File types and sizes.

File

INDEX.HTML
NIGEL.JPG
MOVIE.MP4

all 18

SCTP

0.0008
0.0428
0.6144

-III 5

SCTP

0.0004
0.1054
0.4808

TCP

0.0017
0.0194
0.5165

4

TCP

0.0010
11573
5.5306

Size

333 B
9.94 KB
311 KB

Table 5.2: Mean Time Difference (in
seconds) across all measurements and
transmission powers for the Wi-Fi Protocol
8o2.11g
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all 6

ull g

all 12

all 18

File SCTP TCp SCTP Tcp scTP Tcp SCTP TCcp
INDEX.HTML  0.0005 0.0013 =B 00004 00008 wmll oco010 00000 HE 00008 oo0cos Hm
NIGEL.JPG 00171 oozo5 MEE  oo0122 00117 WB  oo0o96 00113 MR oco0069 ooco7z2 WM
MOVIE.MP4 07682 os5140 MWW 06053 03507 Mm 03264 02745 HB 02387 o1906 HE
all 24 all 36 al 48 Wl 54
File SCTP TCP SCTP TCP SCTP TCP SCTP TCP
INDEX.HTML o0.0009 o005 Bm 00009 ooo06 MHE 00008 o0wcoo7 HE  o0.0008 oo0cos HE
NIGEL.JPG 0.0058 00054 HB o004z 00041 BB ocoo42 00031 HE 00041 00028 Hm
MOVIE.MP4 0.2025 0.1591 in 0.1580 01176 in 0.1390 0.0956 | [ 0.1299 0.0884 | [

Table 5.3: Mean Time Difference (in
seconds) across all measurements for the
Wi-Fi Protocol 8oz2.11a

measurements grouped by rate. Results were quite different from above. TCP
seems to prevail on all rates and file types, but differentiation is minor on the
majority of cases. The only noticeable differences are noticed on the largest file
(“movie.mp4”) transfer,

As observed in section 5.2, TCP seems to have a slightly better performance
on the ideal environment provided on Wi-Ii 802.11a. Same thing is noticed on
some distinct cases in section 5.1. There is a reasonable explanation for this be-
havior. TCP is a much older protocol, widely used in real life applications and
therefore its implementation on the Linux Kernel is significantly improved over
and over throughout all these years. Thus, TCP is gaining a slight advantage over
SCTP on those marginal situations.

5.3 WiMAX Results

A different separation was used for the WiMAX experimentation. Initially, the
downlink of the network was measured. Pertaining to computer networks, a
downlink is a connection from data communications equipment towards data
terminal equipment (real server serving as the server application and the client
node as the client application). Thereafter, the uplink was measured with reverse
topology. Pertaining to computer networks, an uplink is a connection from data
communications equipment toward the network core (real server serving as the
client application and the client node as the server application). In consistency
with the previous policy, the results refer to the mean time difference of all mea-
surements, grouped by modulation scheme (MCS).

5.4 WiMAX Downlink Results

For the first time, very divergent results were noticed here. SCTP proves to be
much faster on the HI'ML file (“index.html”) transfer across all modulations
schemes. Contrariwise, on the image (“nigel.jpg”) transfer, TCP had great per-
formance, leaving SCTP way behind in matters of time on all occasions. Finally,
during the video transfer (“movie.mp4”), SCTP was once again faster than its
competitor on most cases. TCP was more agile at the 16QAM % and the QPSK %2
MCS, with noticeable difference. For further reference, see Table 5.4.



RESULTS 23

16 QAM /2 16 QAM 3/4 64 QAM /2 64 QAM 2/3
File SCTP TCcp SCTP TCcp SCTP TCP SCTP TCP
INDEX.HTML  0.0009 0.0813 B 00005 0.0763 B oo0005 o0.0815 B o0o0005 o0.0808 [ |
NIGEL.JPG 01591 ooo60c M_ 00739 00095 M- 00848 o0.0087 M- 00857 o.o094 H_
MOVIE.MP4 1.6237 07507 MBm 08457 08090 HE 08685 o09500 HE 08727 o920 HE
64 QAM 3/4 64 QAM 5/6 QPSK1/2 QPSK 3/4 default
File SCTP TCcP SCTP TCP SCTP TCP sCcTP TCP SCTP TCP
INDEX.HTML 0.0004 00750 B 00005 0085 B o000z 0084 _B o0o000os o082 B oocoos 00814 _H
NIGEL.JPG 0.0701 0.0087 l_ 0.0886 0.0057 ._ 0.0898 0.0096 ._ 0.0840 0.0093 l_ 0.0767 0.0092 l_

MOVIE.MP4 0.7940 0.9720 (] | 0.8147 0.9138 [ ] | 0.8393 0.5479 | '] 0.9000

07252 Hm 0.8173 o9461 HN

Table 5.4: Mean Time Difference (in
seconds) across all measurements for the

WIMAX downlink

16 QAM /2 16 QAM 3/4 64 QAM /2 64 QAM 2/3
File SCTP TCP SCTP TCP SCTP TCP SCTP TCP
INDEX.HTML  0.0006 0.0764 B oco003 o0.0723 B 00003 00773 B ocooos 0.0873 [ |
NIGEL.JPG 00744 00870 HE o00740 o.0603 HWE 00723 o00793 BB 00088 o0.0693 Hm
MOVIE.MP4 12403 4.5833 =B 30088 35331 HWB 09925 37047 =M 19752 27303 mll
64 QAM 3/4 64 QAM 5/6 QPSK1/2 QPSK 3/4 default
File SCTP TCcp SCTP TCP SCTP TCP SCTP TCP SCTP TCcP
INDEX.HTML 0.0004 o0.0009 wml 00003 o0.084 W oco0008 00774 _MB ocoo003 o0724 M ocoos 00874 _N
NIGEL.JPG 00582 01591 wmB 00777 o080 HE 00627 00852 EE 00572 00787 mE 041358 00740 Hm

MOVIE.MP4  3.3261 16237 Hm 203117 07815 Bm 08204 15393 =l 29203

5.5 WiMAX Uplink Results

Afresh, a variety of results were noticed in this case and shown on Table s5.5.
Overall, SCTP seems to overrule TCP, with a few exceptions. Across all MCS,
SCTP performed better on the HTML and the image file transfer, excluding only
three (3) cases for the image file (16QAM % , 64QAM % and the default MCS).
In cocnlusion, obtained results were balanced on the video file transfer. SCTP
was faster on five (5) occasions (16QAM %, 16QAM %, 64QAM Y%, 64QAM %
and QPSK %) with differences varying from o.5 to 3 seconds. On the other hand
TCP achieved better times in the rest of the cases, with steady differences around
1second. A small sample of plots obtained from the measurements are listed on
the next page.

13374 MWm 24538 14377 Hm

Table 5.5: Mean Time Difference (in
seconds) across all measurements for the
WIMAX uplink
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6 Conclusion

In this thesis we presented a comparative study of SCTP with TCP over two (2)
different technologies: Wi-Fi and WiMAX. The experimentation covered two
(2) modes of Wi-Fi (802.11g and 802.11a) and two (2) different topologies on
WiMAX (downlink and uplink) with a total of over 550 measurements under
real world environment settings. In general, SCTP showed better performance
in most of the occasions, with steadier and faster results. There are, though, some
specific cases and observations worth mentioning.

As noticed on chapter 5, both protocols had similar behavior and perfor-
mance on the 8o2.11a Wi-Fi mode, with slightly better results for the TCP. This
is a pretty much expected behavior, since 802.11a is interference free and the
network state is as close as possible to ideal. That means that the TCP protocol
does not suffer from the Head of Line Blocking effect, as packet losses are scarce.
In combination with the fact that TCP is a much older and widely used protocol
and therefore significantly improved over the years, it performs great against
SCTP.

In the majority of the measurement plots for SCTP over WiMAX, repeating
spikes can be spotted throughout the diagrams. Fact is that the software buffer
of UNIX for the WIMAX traffic is drained and thus creates delays while sending
data over the WIMAX link, which causes that pattern on all measurements.

Another noticeable SCTP behavior shown on the diagrams is a huge spike
towards the end of the measurement that can be seen on almost every SCTP
diagram, regardless the experiment specifications. More specifically, this spike
corresponds to chunk number 323 of the video file (“movie.mp4”), the second to
last chunk sent on each experiment. Referring to section 4.6 about the SCTP im-
plementation, there is a mechanism for reconstructing the out-of-order chunks
received during the experiment. That procedure takes place at that exact mo-
ment, where all out-of-order segments are re-ordered and written into the right
place into the corresponding binary file, which explains the delay depicted on
the plots.

Concluding, some general notices, deriving once again from the diagrams.
After thoroughly examining all the plots and results, TCP seems to perform
better when using high transmission power at low transmission rates. Moving
to higher rates, TCP starts to suffer from serious Head of Line Blocking, and
its performance starts to fall behind compared to SCTP. On the other hand,
SCTP deals more effectively with often packet losses, taking advantage of its
multi-stream feature and limiting the Head of Line Blocking effect to specific
streams.
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A Appendix

A.1 Wi-Fi 802.11g
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Figure A.1: Experimental measurements
plots for the Wi-Fi 8o2.11g protocol (part I)
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Figure A.4: Experimental measurements
plots for the Wi-Fi 8o2.11g protocol
(part IV)
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Figure A.5: Experimental measurements
plots for the Wi-Fi 8o2.11g protocol
(part V)
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Figure A.6: Experimental measurements
plots for the Wi-Fi 8o2.11g protocol
(part V1)
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plots for the Wi-Fi 8o2.11g protocol
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Figure A.8: Experimental measurements
plots for the Wi-Fi 8o2.11g protocol
(part VIII)
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plots for the Wi-Fi 8o2.11g protocol
(part X)
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Figure A.12: Experimental measurements
plots for the Wi-Fi 8o2.11g protocol
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Figure A.14: Experimental measurements
plots for the Wi-Fi 802.11g protocol
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(part XXXVIII)
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Figure A 39: Experimental measurements
plots for the Wi-Fi 802.1ma protocol (part [}



68 EVALUATION OF THE SCTP PROTOCOL

all 24 Mbps all 36 Mbps
SCTP . TCP . SCTP . TCP
1073 1073 s 3 w03
g A= 1.5 — = 15 =
w = 1— =
— I 1
g = L= - =
= 5= ! 0:5 — 0.5 — 0.5 =
- o - B o —
RN NN RN [ T O [ T PO T T O TR I R B K F 1T Cit R I SO 6T N IR
O 100 200 300 o 200 400 o 100 200 300 ] 200 400
4 — 4 —
——— MOVIE.MP4 ——— MOVIE.MP4
E S e e — NIGEL.JPG T NIGEL.JPG
5 2 ~ INDEX.HTML 3 e INDEX.HT ML
= = =
& -
o — o—
VPRI E L i S
o 100 200 300 0 100 200 300
all 48 Mbps all 54 Mbps
. sCTP . TCP _sCTP . TCP
103 “1073 1074 (03
1 — = =
e 8= 1
s = 1 = -
Pl = == 6 — =
# = = = <
£ 2:5 0.5 — 4 = 0.5 —
= 2 =
- = 2
o — = o —
0_|||||||||||||||||II LI T TR Y T S T A Y R o_||||||||||||||||||| (Y BN AR T T N O A A I
o 100 200 300 o 200 400 0 100 200 300 o 200 400
G — 4—- ——
- ——— MOVIE.MP4 - ——— MOVIE.MP4
‘g e NIGEL.JPG = e NIGEL.JPG
g2 —— INDEX.HTML B e i INDEX.HTML
B = =
3 = e i
o — o —

SRR AN N RN RN EENE R
Le] 100 200 300 100 2100 300

Q

Figure A.40: Experimental measurements
plots for the Wi-Fi 802.11a protocol
(part 1)
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Figure A.41: Experimental measurements
plots for the WiMAX QPSK
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Figure A.42: Experimental measurements

plots for the WiMAX QAM (part 1)
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Figure A.43: Experimental measurements
plots for the WiMAX QAM (part 1)
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Figure A.44: Experimental measurements
plots for the WiMAX (default MCS)



