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Diploma Thesis

Enhancing Public Sector Transparency: Retrieval-Augmented

Generation with Large Language Models on Diavgeia Greek

Government Data.

Kollimenos Lampros

Antoniou Georgios

Abstract

In recent years, the demand for increased transparency in public governance has become a

global imperative, driving governments to implement measures that enhance the accessibil-

ity and accountability of their administrative processes. The Greek government’s Diavgeia

initiative, which mandates the online publication of all government decisions, represents a

significant step towards transparent governance. However, the vast and unstructured nature of

the data generated by Diavgeia presents challenges in information retrieval, comprehension,

and utilization for citizens, researchers, and policymakers alike.

This thesis addresses these challenges by proposing a novel approach that leverages

Retrieval-Augmented Generation (RAG) with Large Language Models (LLMs) to improve

the accessibility and usability of Diavgeia data. The research explores the integration of ad-

vanced AI technologies, specifically the application of RAG combined with LLMs, to de-

velop an AI-powered chatbot capable of efficiently retrieving and generating relevant infor-

mation from the extensive Diavgeia dataset.

The research’s findings suggest that integrating RAG with LLMs can significantly im-

prove the usability of government transparency platforms like Diavgeia, thereby fostering

greater citizen engagement and facilitating informed decision-making.

Keywords:
Public Sector Transparency, Retrieval-Augmented Generation, Large Language Models, Di-

avgeia, Information Retrieval, Government Data
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Περίληψη xiii

Διπλωματική Εργασία

Ενίσχυση της Διαφάνειας του Δημόσιου τομέα: Retrieval-Augmented

Generation με Large Language Models στα δεδομένα της ελληνικής

κυβέρνησης της Διαύγειας.

Κολλημένος Λάμπρος

Αντωνίου Γεώργιος

Περίληψη

Τα τελευταία χρόνια, η απαίτηση για αυξημένη διαφάνεια στη δημόσια διακυβέρνηση έχει

γίνει παγκόσμια επιταγή, οδηγώντας τις κυβερνήσεις να εφαρμόσουν μέτρα που ενισχύουν

την προσβασιμότητα και τη λογοδοσία των διοικητικών τους διαδικασιών. Η πρωτοβου-

λία «Διαύγεια» της ελληνικής κυβέρνησης, η οποία επιβάλλει την ηλεκτρονική δημοσίευση

όλων των κυβερνητικών αποφάσεων, αποτελεί ένα σημαντικό βήμα προς τη διαφανή διακυ-

βέρνηση. Ωστόσο, ο τεράστιος και αδόμητος χαρακτήρας των δεδομένων που παράγονται

από τη Διαύγεια παρουσιάζει προκλήσεις όσον αφορά την ανάκτηση, την κατανόηση και τη

χρήση πληροφοριών για τους πολίτες, τους ερευνητές και τους υπεύθυνους χάραξης πολιτι-

κής.

Η παρούσα διατριβή αντιμετωπίζει αυτές τις προκλήσεις προτείνοντας μια νέα προσέγ-

γιση που αξιοποιεί Retrieval-AugmentedGeneration (RAG) με Large LanguageModels (LLM)

για τη βελτίωση της προσβασιμότητας και της χρηστικότητας των δεδομένων της Διαύγειας.

Η έρευνα διερευνά την ενσωμάτωση προηγμένων τεχνολογιών τεχνητής νοημοσύνης, και

συγκεκριμένα την εφαρμογή της RAG σε συνδυασμό με LLMs, για την ανάπτυξη ενός chat-

bot με τεχνητή νοημοσύνη, το οποίο είναι ικανό να ανακτά και να παράγει αποτελεσματικά

σχετικές πληροφορίες από το εκτεταμένο σύνολο δεδομένων της Διαύγειας.

Τα ευρήματα αυτής της έρευνας υποδηλώνουν ότι η ενσωμάτωση της RAG με LLMs

μπορεί να βελτιώσει σημαντικά τη χρηστικότητα των κυβερνητικών πλατφορμών διαφάνειας

όπως η Διαύγεια, προωθώντας έτσι τη μεγαλύτερη εμπλοκή των πολιτών και διευκολύνοντας

τη λήψη τεκμηριωμένων αποφάσεων.

Λέξεις-κλειδιά:

Διαφάνεια του δημόσιου τομέα, Διαύγεια, Ανάκτηση πληροφοριών, Κυβερνητικά δεδομένα
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HTTP Hypertext Transfer Protocol

CSS Cascading Style Sheets

HTML Hypertext Markup Language

IDE Integrated Development Environment

NLP Natural Language Processing

BERT Bidirectional Encoder Representations from Transformers

AWS Amazon Web Services

GPT Generative Pre-trained Transformer

ADA Αριθμός Διαδικτυακής Ανάρτησης (Web Posting Number)

F1 Harmonic Mean of Precision and Recall
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Chapter 1

Introduction

This chapter explores the challenges associated with the Diavgeia initiative and examines

how emerging technologies can address these challenges. It sets the foundation for under-

standing the need for advanced information retrieval systems. It introduces the potential of

LLMs and RAG techniques in improving the accessibility and utility of public sector data.

Through this exploration, the chapter aims to highlight how these technologies can enhance

transparency and accountability in governance.

1.1 Problem

In recent years, the demand for increased transparency in the public sector has emerged

as a critical concern for governments and citizens worldwide. Transparency is not only a cor-

nerstone of democratic governance but also a vital mechanism for fostering trust between the

government and the public. In the context of Greece, the government’s Diavgeia initiative,

launched in 2010, represents a pioneering effort to enhance transparency by mandating the

publication of all government decisions, contracts, and administrative acts online. This ini-

tiative has generated an extensive and growing repository of publicly accessible documents,

intended to provide citizens, journalists, researchers, and other stakeholders with insight into

the workings of the state.

However, while the Diavgeia initiative has significantly advanced the cause of trans-

parency, it also presents new challenges. The vast volume of data generated—spanning mul-

tiple years, diverse government agencies, and a wide range of topics—has led to difficulties

in information retrieval, comprehension, and utilization. The data is often unstructured, scat-
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2 Chapter 1. Introduction

tered across different formats, and challenging to search effectively. This complexity can

hinder the ability of citizens to find relevant information, understand government activities,

and hold public officials accountable. Furthermore, researchers and policy analysts face sig-

nificant obstacles in extracting actionable insights from this data, limiting the overall impact

of the Diavgeia initiative.

The problem is further compounded by the limitations of traditional information retrieval

systems, which struggle to process and present such large and diverse datasets meaningfully.

Despite the availability of search engines and basic filtering tools, users often encounter dif-

ficulties in accessing the specific information they need, leading to an information overload.

This situation underscores the need for more sophisticated methods to enhance the usability

and accessibility of the Diavgeia dataset, ensuring that the promise of transparency is fully

realized.

1.2 Technological Landscape

Addressing the challenges associated with accessing and utilizing the extensive data gen-

erated by government transparency initiatives, such as Diavgeia, has been facilitated by ad-

vancements in artificial intelligence (AI) and natural language processing (NLP). Among the

most prominent solutions are Large Language Models (LLMs), which leverage vast amounts

of text data to understand and generate human-like language. These models are grounded in

the theory of NLP, an area of artificial intelligence that studies how language is understood

by machines.

The goal of the specialised field of natural language processing (NLP) within artificial

intelligence (AI) is to make it possible for computers to comprehend and interpret human lan-

guage. By employing techniques such as tokenization, parsing, and entity recognition, NLP

bridges the discrepancy between machine cognition and human communication. Advanced

models in NLP use deep learning to analyze and generate text with high accuracy, facilitat-

ing complex tasks like summarization, translation, and information retrieval. This capability

is crucial for managing large datasets and extracting meaningful insights, particularly from

extensive public sector documents.

At the forefront of these technologies are models like OpenAI’s GPT-4 and Google’s

BERT. GPT-4, the fourth iteration of OpenAI’s Generative Pre-trained Transformer series,
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1.2 Technological Landscape 3

builds upon its predecessors by incorporating a more extensive and diverse dataset, allowing

it to generate more coherent and contextually relevant text. GPT-4 employs a transformer

architecture that excels in understanding context, generating creative content, and answering

complex queries with a high degree of accuracy (OpenAI, 2023). This model’s ability, with its

175 billion parameters, to perform tasks such as summarization, translation, and information

retrieval makes it particularly useful for managing large volumes of public sector documents,

extracting pertinent details, and presenting them in an accessible format.[1]

Similarly, Google’s BERT (Bidirectional Encoder Representations from Transformers)

represents a significant advancement in NLP. Introduced in 2018, BERT utilizes a bidirec-

tional approach to understand the context of words in a sentence, rather than processing them

sequentially. This enables BERT to grasp nuances and ambiguities in language more effec-

tively, enhancing its performance in tasks like question answering and language inference

(Devlin et al., 2018). BERT’s architecture allows it to excel in understanding the context and

intent behind queries, making it an invaluable tool for parsing and analyzing extensive data

sets generated by transparency initiatives.[2]

One of the most promising techniques for leveraging LLMs in this context is Retrieval-

Augmented Generation (RAG). RAG combines the strengths of retrieval-based and genera-

tive models, allowing for more precise and context-aware responses. In a RAG system, the

model first retrieves relevant documents or snippets from a large dataset using traditional

search methods. It then uses these retrieved documents as context to generate a more accu-

rate and detailed response. This approach is particularly effective for handling the unstruc-

tured and diverse nature of government data found in the Diavgeia initiative, as it allows the

model to focus on specific, relevant information while still drawing on the broader dataset.

By integrating RAG with LLMs, researchers and developers can create powerful tools that

significantly enhance the accessibility of government documents, making it easier for users

to find and understand the information they need.

Beyond LLMs and RAG, the availability of public APIs and open data platforms is crucial

for transparency and innovation in the public sector. APIs, or Application Programming In-

terfaces, are tools that allow different software applications to communicate with each other

by providing a set of rules and protocols for accessing specific data or services. The Greek

government, through the Diavgeia initiative, has made a vast amount of data publicly avail-

able via APIs. These APIs give developers structured access to government decisions, con-

Institutional Repository - Library & Information Centre - University of Thessaly
11/08/2026 22:44:10 EEST - 216.73.216.43



4 Chapter 1. Introduction

tracts, and other official documents, enabling the creation of custom applications and tools.

By leveraging these APIs alongside LLMs and other AI technologies, it is possible to de-

velop comprehensive systems that not only retrieve and display government data but also

analyze trends, generate summaries, and offer insights to enhance public debate and inform

policy-making.

Moreover, the integration of cloud computing platforms such as Amazon Web Services

(AWS), Google Cloud, and Microsoft Azure further enhances the scalability and accessibil-

ity of these solutions. These platforms offer robust infrastructure for deploying LLMs and

processing large datasets, ensuring that the solutions can handle the growing volume of gov-

ernment data without compromising performance. Additionally, cloud-based deployment en-

ables real-time updates and access to the latest government publications, ensuring that the

public always has access to the most current information. Together, these technologies form

a powerful toolkit for addressing the challenges of public sector transparency, enabling more

effective oversight, accountability, and engagement in democratic processes.

1.3 Thesis overview

This thesis addresses this challenge by exploring the application of cutting-edge artificial

intelligence (AI) technologies, specifically Large Language Models (LLMs), to the problem

of information retrieval and generation from the Diavgeia dataset. By leveraging Retrieval-

Augmented Generation (RAG) techniques, which combine the strengths of retrieval-based

systems and generative AI models, this research aims to develop innovative solutions that

can significantly improve the way government data is accessed and utilized. The ultimate

goal is to enhance the transparency and accountability of the Greek public sector by making

government data more accessible, understandable, and actionable for all stakeholders.

A chatbot is a piece of software that uses voice or text interfaces to mimic human commu-

nication. It utilizes natural language processing (NLP) andmachine learning algorithms to un-

derstand user queries, provide relevant responses, and perform various tasks autonomously.

Chatbots can serve as virtual assistants that engage with users in real-time, offering informa-

tion, support, and guidance based on the input they receive.

The main objective of the research is outlined as: to design an AI assistant bot for Di-

avgeia with the following capabilities of RAG and GPT models. The specific objectives of
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1.3 Thesis overview 5

the research include:

• Design the web crawler application for the Diavgeia data acquisition.

• Design a data indexing system for realization in the Docker environment using Elastic-

search. Docker is a platform that allows developers to package applications and their

dependencies into containers, which are isolated and portable environments that ensure

consistent operation across different computing environments.

• Build an AI chatbot based on RAG and GPT models that can give a proper, relevant,

and correct response to the user’s requests.

• These results will help measure performance and effectiveness in improving access to

data imparted by the chatbot implemented within Diavgeia.

The key contribution of the research is:

• Experimentation that integrates advanced but raw NLP models closer to government

data toward discovering information in the novel.

• Now, we will create a chatbot in Diavgeia to service the other governmental platforms.

• Tips on assessing the effectiveness of the government services chatbots.

The present thesis is outlined as follows:

• Chapter 2: Literature Review - In this chapter, we review the relevant literature on

AI assistants, RAG, and LLMs and their applications across various domains.

• Chapter 3: OpenData API and Data - This chapter details the data collection and

API integration process, focusing on the use of the Diavgeia OpenData API to support

the chatbot’s access to governmental decisions.

• Chapter 4: Data Crawling and Preprocess - This chapter describes the data crawl-

ing and preprocessing steps, including the implementation of a web crawler to extract

government decisions from the Diavgeia platform and the subsequent indexing of this

data into Elasticsearch for efficient querying.
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6 Chapter 1. Introduction

• Chapter 5: Architecture - This chapter offers a thorough overview of the chatbot’s

architecture, focusing on using of Retrieval-Augmented Generation (RAG). It demon-

strates how RAG enhances the system’s ability to provide accurate and contextually

relevant responses for the Diavgeia platform.

• Chapter 6: System Architecture and Implementation - This chapter provides a

concise overview of the chatbot’s architecture, encompassing backend, frontend, and

Docker aspects.

• Chapter 7: Evaluation, Testing, and Results - This chapter details the evaluation

methodology, testing process, and results for the DiaygeiaBot.

• Chapter 8: Additional Work - Testing features like streaming responses and other

LLMs.
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Chapter 2

Literature Review

The purpose of this literature review is to provide an overview of existing research and

developments in the fields of AI assistants, Retrieval-Augmented Generation (RAG), and

Large Language Models (LLMs). This review will focus on their applications in various

domains, particularly in government services, to set the context for the development of our

AI assistant bot for Diavgeia.

2.1 AI Assistants

AI assistants, also known as virtual assistants or chatbots, have gained significant atten-

tion due to their potential to automate and enhance human-computer interactions. Early AI

assistants were rule-based, but recent advancements in machine learning have enabled the

development of more sophisticated models.

2.1.1 Historical Development

The development of AI assistants can be traced back to the 1960s , when simple, rule-

based systems such as ELIZA mimicked a psychotherapist by recognizing keywords and

responding with pre-programmed phrases. This era marked the beginning of conversational

agents designed to simulate human dialogue through patternmatching and scripted responses.

In the following decades, AI assistants evolved significantly with the integration of more

advanced algorithms and natural language processing (NLP) techniques. The 1990s and early

2000s saw the emergence of assistants likeApple’s Siri andMicrosoft’s Clippy, which utilized

basic NLP andmachine learning techniques to provide more dynamic and useful interactions.

7
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8 Chapter 2. Literature Review

2.1.2 Current Trends

Today, AI assistants leverage deep learning and large datasets to understand and generate

human language more effectively. Models like Google Assistant, Amazon Alexa, and Apple

Siri have become ubiquitous, utilizing sophisticated NLP algorithms and vast amounts of

training data to handle a wide range of user queries.

Recent advancements include the integration of context-aware and multi-turn dialogue

systems, which allow AI assistants to maintain context over multiple interactions and provide

more coherent and relevant responses. Additionally, the development of Transfer Learning

and pre-trainedmodels has significantly improved the accuracy and efficiency ofAI assistants

[3].

Furthermore, the incorporation of Retrieval-Augmented Generation (RAG) techniques

has enhanced the capabilities of AI assistants by enabling them to access and utilize external

knowledge sources dynamically. This approach improves the factual accuracy and contex-

tual relevance of responses, addressing common issues such as hallucinations and outdated

information in generative models [4].

Moreover, recent studies emphasize the importance of developing AI assistants that are

not only intelligent but also transparent and explainable. Ensuring that users understand how

and why an AI assistant arrives at a particular response is crucial for building trust and facil-

itating widespread adoption, especially in sensitive domains like government services [5].

2.2 Retrieval-Augmented Generation (RAG)

The RAGmodel is a hybrid approach that combines retrieval-based and generation-based

methods to provide more accurate and contextually relevant responses.

2.2.1 Concept and Mechanism

The RAG model operates by first retrieving relevant documents or passages from a large

corpus based on the user’s query. This retrieval step ensures that the model has access to fac-

tual and contextually relevant information. The second step involves generating a response

using a neural network, such as a transformer model, which incorporates the retrieved infor-

mation to produce a coherent and contextually appropriate reply [6].
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2.2.2 Advantages and Challenges 9

By combining retrieval and generation, RAG models leverage the strengths of both ap-

proaches. The retrieval step grounds the model’s responses in real-world data, reducing the

likelihood of generating incorrect or nonsensical answers. The generation step allows for

more natural and flexible interactions, as the model can generate responses that are tailored

to the specific context of the query.

Recent research in open-domain question answering has demonstrated the efficacy of

dense passage retrieval methods. For example, Karpukhin et al. (2020) showed that dense

retrieval techniques outperform traditional sparse vector space models like BM25, resulting

in significantly higher passage retrieval accuracy [7]. This advancement is crucial for im-

proving the performance of RAG models, which rely on the quality of retrieved information

to generate accurate responses.

2.2.2 Advantages and Challenges

Advantages:

• Improved Accuracy: RAG models enhance response accuracy by grounding outputs

in up-to-date and relevant information retrieved from external databases or knowledge

bases [4].

• Dynamic Knowledge Integration: They allow for real-time integration of new infor-

mation without the need for retraining the entire model, making them highly adaptable

to evolving data [5].

• Reduced Hallucinations: Relying on retrieved factual data makes RAG models less

prone to generating fabricated or misleading information, a common issue in standard

generative models.

Challenges:

• RetrievalQualityDependence:The overall performance heavily depends on the qual-

ity and relevance of the retrieval component. Inaccurate or irrelevant retrieval can lead

to poor responses.

• Computational Complexity: Integrating retrieval mechanisms increases computa-

tional requirements, which can impact response time and scalability.
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10 Chapter 2. Literature Review

• PrivacyConcerns:Accessing and utilizing external data sources raises concerns about

data privacy and security, especially when handling sensitive information [5].

2.2.3 Applications and Case Studies

RAG models have been applied in various domains, including customer support, edu-

cation, and healthcare. In customer support, RAG models can provide accurate and helpful

responses by retrieving information from knowledge bases and FAQs. In education, these

models can assist students by answering questions based on textbooks and other learning

materials. In healthcare, RAG models can support medical professionals by retrieving rele-

vant medical literature and guidelines to inform clinical decisions [8].

Case studies have demonstrated the effectiveness of RAG models in improving the accu-

racy and relevance of AI-generated responses. For example, a study by Lewis et al. (2020)

showed that the RAG model outperformed traditional retrieval-based and generation-based

models in tasks such as open-domain question answering and dialogue systems [6].

2.3 Large Language Models (LLMs)

Large Language Models, such as OpenAI’s GPT, have revolutionized the field of NLP

by enabling the generation of human-like text.

2.3.1 Development and Capabilities

LLMs, including the Generative Pre-trained Transformer (GPT) series developed byOpe-

nAI, are trained on vast amounts of text data using deep learning techniques. These models

utilize transformer architectures, which allow them to handle long-range dependencies in text

and generate coherent and contextually appropriate responses [9].

The capabilities of LLMs have expanded significantly with each iteration. GPT-3, for

instance, has 175 billion parameters, enabling it to generate highly nuanced and context-

aware text. LLMs can perform a wide range of tasks, including text completion, translation,

summarization, and question answering, often with minimal fine-tuning.

Recent surveys have highlighted the evolution of large language models and their signifi-

cant impact on the AI community. Zhao et al. (2023) discuss howmodel scaling has led to the

development of LLMs with enhanced capabilities, such as in-context learning, which were
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2.3.2 Applications and Case Studies 11

not present in smaller models like BERT. This evolution has been marked by the advent of

models like GPT-3 and GPT-4, which have transformed the way AI algorithms are developed

and utilized across various domains [10].

2.3.2 Applications and Case Studies

LLMs have been applied across various sectors, demonstrating their versatility and effec-

tiveness. In the business sector, LLMs are used for automating customer support, generating

marketing content, and analyzing customer feedback. In the creative industry, these mod-

els assist in generating stories, poems, and even music. In the scientific community, LLMs

help researchers by summarizing papers, generating hypotheses, and automating literature

reviews.

The development of specialized models like Codex, which is fine-tuned on code from

public repositories like GitHub, demonstrates the potential of LLMs in more technical do-

mains. Chen et al. (2021) showed that Codex, which powers tools like GitHub Copilot,

significantly outperforms previous models in generating correct code from docstrings. This

progress illustrates the growing applicability of LLMs in software development and the po-

tential broader impacts on the industry, including safety, security, and economics [11].

Case studies highlight the transformative impact of LLMs. For example, OpenAI’s GPT-

3 has been used to develop applications such as chatbots that provide mental health support,

virtual assistants that help with programming tasks, and systems that generate personalized

educational content.

2.4 Chatbots in Government Services

The integration of chatbots in government services has the potential to enhance citizen

engagement, facilitate access to information, and optimize administrative processes.

2.4.1 Existing Applications

Several governments worldwide have implemented chatbots to improve service deliv-

ery and citizen interaction. For example, the Estonian government has developed the virtual

assistant KRATT to provide information and services to citizens across various platforms.
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Similarly, the Singapore government uses chatbots like “Ask Jamie” to assist users on mul-

tiple agency websites.

These chatbots handle a wide range of tasks, from answering frequently asked questions

to helping citizens navigate government websites and access services. The benefits include

improved accessibility, 24/7 availability, and reduced workload for human agents.

2.4.2 Case Studies

Case studies from different countries illustrate the success and challenges of integrating

chatbots into government services. In the United States, the Internal Revenue Service (IRS)

implemented a chatbot to assist with tax-related inquiries, resulting in increased efficiency

and user satisfaction. This chatbot, known as the IRS Virtual Assistant, utilizes natural lan-

guage processing to provide accurate information and support to taxpayers [12].

In Australia, the government uses chatbots to support taxation, property rights, income

and deductions, filing declarations, and tax-related services, enhancing digital inclusion and

public communication [13].

The IRS has also implemented the Winnie chatbot for internal operations, which has

improved efficiency in handling employee inquiries and processing internal data [14].

These case studies highlight the potential for chatbots to transform government-citizen

interactions, but they also underscore the importance of addressing challenges such as data

privacy, security, and the need for continuous updates and improvements [15].

2.5 Diavgeia: Transparency andAccountability in theGreek

Government

Diavgeia is a Greek government initiative aimed at promoting transparency and account-

ability through the publication of administrative acts and decisions online.

2.5.1 Overview of Diavgeia

Launched in 2010, Diavgeia requires all government agencies to publish their decisions

and acts online, making them accessible to the public. This initiative aims to enhance trans-

parency, foster accountability, and improve public trust in government operations. The plat-

Institutional Repository - Library & Information Centre - University of Thessaly
11/08/2026 22:44:10 EEST - 216.73.216.43



2.5.2 Challenges and Limitations in Current E-Government Systems 13

form includes a searchable database where users can find various administrative documents,

including decisions, circulars, and official announcements.

2.5.2 Challenges and Limitations in Current E-Government Systems

While Diavgeia represents a significant step toward transparent governance, Tsironidou

(2021) highlights several challenges common to e-Government systems that could also im-

pact Diavgeia. One major issue is the usability of these platforms, as users often struggle

with the interface and navigation, especially when dealing with large volumes of documents.

Another challenge is the limited accessibility for individuals with disabilities or those un-

familiar with digital technologies. These limitations can hinder the overall effectiveness of

such platforms in promoting transparency and citizen engagement [16].

2.5.3 Potential for AI Integration

Despite its benefits, Diavgeia’s vast amount of data can be challenging for users to nav-

igate. Integrating AI and chatbots with Diavgeia can significantly enhance its usability and

accessibility. An AI assistant can help users find specific documents, answer queries about

government decisions, and provide summaries of lengthy documents.

Moreover, the integration of Application Programming Interfaces (APIs) in Diavgeia

could play a crucial role in this process. APIs enable seamless interaction between different

government systems and public interfaces, allowing for automated retrieval and integration

of public documents into third-party applications. This feature would be instrumental in en-

abling an AI assistant to provide accurate, up-to-date, and contextually relevant responses to

user queries, directly accessing the latest information from the government database [17].

The authors by [17] also discuss the impact of emerging technologies such as blockchain,

cloud computing, and data analytics in e-Government platforms. These technologies can fur-

ther enhance the transparency and efficiency of platforms like Diavgeia by ensuring data

integrity, scalability, and more sophisticated data processing capabilities. Blockchain, for in-

stance, could be employed to secure government documents’ integrity, ensuring that they

cannot be altered or tampered with once published. Cloud computing could enable more effi-

cient data storage and processing, allowing Diavgeia to handle the growing volume of admin-

istrative acts and decisions. Data analytics could be utilized to extract valuable insights from
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the vast amount of data stored in Diavgeia, helping both citizens and government officials

make more informed decisions [17].

The AI assistant can offer accurate and contextually relevant responses by leveraging

RAG and LLM models, improving the overall user experience. This integration can further

support Diavgeia’s mission of transparency and accountability by making government infor-

mation more accessible and understandable to the public.

2.6 Summary

This literature review has provided an overview of the key concepts and developments in

AI assistants, RAG, LLMs, and their applications in government services. The insights gained

from this review will guide us through the development of our AI assistant for Diavgeia.
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Chapter 3

OpenData API and Data

This chapter focuses on the data collection process, API integration, and critical com-

ponents for developing the Diavgeia chatbot. We describe the Diavgeia OpenData API, the

implementation of the data crawler, the methods for data cleaning and preprocessing, and the

strategies for storing and integrating data into the chatbot.

3.1 Diavgeia OpenData API

The Greek Diavgeia API is pivotal in enhancing transparency and accountability within

the country’s public administration. This section explores the content housed within the API

and its profound implications.

3.1.1 Comprehensive Repository of Governmental Decisions

At its core, theDiavgeiaAPI is as a gateway to a vast repository of governmental decisions

spanning various public institutions and administrative levels. These decisions encompass a

wide array of matters, including:

• Public Procurement: Detailed records of procurement decisions, bids, and contracts

issued by governmental bodies, providing insights into public spending and vendor

relationships.

• Legal Actions: Documentation of legal proceedings initiated or concluded by public

authorities, ensuring visibility into judicial processes and outcomes.

15
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• Appointments and Personnel Changes: Information on appointments, transfers, and

dismissals within the public sector, promoting transparency in staffing decisions.

• Regulatory and Administrative Acts: Records of regulatory actions, administrative

directives, and policy implementations affecting citizens and businesses.

3.1.2 Data Structure and Accessibility

The API facilitates structured access to this wealth of information through standardized

data formats and protocols. Key features include:

• Search and Retrieval Capabilities: Users can query the API to retrieve specific deci-

sions based on criteria such as date range, decision type, and issuing authority, enabling

targeted research and analysis.

• Real-Time Updates: The API provides real-time access to newly published decisions,

ensuring stakeholders have access to the latest information as it becomes available.

• Metadata and Contextual Information: Each decision entry includes metadata such

as decision date, issuer, and decision number, supplemented by contextual information

that enhances understanding and interpretation.

3.1.3 Implications for Transparency and Accountability

The availability of comprehensive decision data through the Diavgeia API has profound

implications for governance, transparency, and accountability in Greece:

• Enhanced Citizen Oversight: Citizens can monitor governmental actions and deci-

sions affecting their interests, promoting informed civic engagement and oversight.

• Facilitated Research and Analysis: Researchers and analysts can conduct in-depth

studies on public policy, administrative practices, and regulatory compliance, con-

tributing to evidence-based policymaking and academic inquiry.

• Deterrence of Malpractice: The API acts as a deterrent against corruption and mal-

practice by promoting visibility and scrutiny of governmental decisions, thereby fos-

tering ethical conduct among public officials.
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3.2 API Description

The Diavgeia OpenData API provides access to a wide range of government documents

and decisions. The primary endpoints used in this project are:

• /decisions: Retrieves government decisions.

• /organizations: Provides information about government organizations.

• /units: Retrieves details about organizational units.

• /signers: Provides data about individuals who sign the decisions.

• /decisionTypes: Retrieves information about different types of decisions.

These endpoints return data in JSON format, which includes detailed information about each

decision, such as the unique identifier (ADA), issue date, subject, status, and associated doc-

uments.

3.3 Data Format

In this section, we will present the format and structure of the data sourced from the Di-

avgeia OpenData API, which serves as the foundation for our thesis research. The API pro-

vides a structured dataset comprising essential details of governmental decisions, including

administrative metadata, decision dates, and legal references. This structured format ensures

the data’s reliability and accessibility, facilitating comprehensive analysis and insights into

governmental operations. By exploring this rich dataset, we aim to uncover valuable informa-

tion regarding public policy trends and decision-making processes, crucial for understanding

the dynamics of public administration and its implications.

3.3.1 Decision Format

Below you can see the main structure fields of every decision in the API:
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Field Description

ada Αριθμός Διαδικτυακής Ανάρτησης (Διαδικτυακή Ανάρτηση

means Web Posting Number)

protocolNumber Αριθμός Πρωτοκόλλου (Αριθμός Πρωτοκόλλου means Protocol

Number)

subject Θέμα πράξης (Θέμα πράξης means Subject of action)

Issue Date Ημερομηνία έκδοσης σε μορφή Unix Timestamp (Milliseconds

from epoch)

decisionTypeId Κωδικός του τύπου πράξης

organizationId Κωδικός φορέα

unitIds Λίστα κωδικών που αντιστοιχούν στις μονάδες οι οποίες εμπλέ-

κονται στην έκδοση της συγκεκριμένης πράξης

signerIds Λίστα κωδικών που αντιστοιχούν στους τελικούς υπογράφοντες

της πράξης

extraFieldValues Ενότητα ειδικών πεδίων. Το περιεχόμενο αυτής της ενότητας είναι

ανάλογο του τύπου της πράξης.

submissionTimestamp Ημερομηνία και ώρα τελευταίας τροποποίησης πράξης σε μορφή

Unix Timestamp (Milliseconds from epoch)

status Ένδειξη για την κατάσταση της πράξης. Οι τιμές μπορεί να είναι

PUBLISHED, PENDING REVOCATION, REVOKED ή SUB-

MITTED

versionId Αριθμός έκδοσης. Ο αριθμός αυτός αλλάζει σε περίπτωση που

γίνει διάρθρωση των μεταδεδομένων μιας αναρτημένης πράξης,

ή όταν αλλάξει η κατάστασή της

Table 3.1: Description of Decision Fields

3.3.2 Organizations Struct Format

Through the Diavgeia OpenData API, users can retrieve detailed information about these

organizations, such as their structure, activities, and financial dealings. This data enables

researchers, journalists, and the general public to monitor government actions, ensuring that
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public funds are used responsibly and decisions are made transparently. For each organization

registered in Diavgeia, the following information is provided:

Field Description

uid Μοναδικός κωδικός που ταυτοποιεί τον φορέα

label Επωνυμία φορέα

abbreviation Συντομογραφία φορέα

latinName Συντομογραφία φορέα με λατινικούς χαρακτήρες

category Κωδικός κατηγορίας φορέα

organizationDomains Λίστα κωδικών τομέων αρμδιότητας

status Ένδειξη για το αν ο φορέας είναι ενεργός

supervisorId Κωδικός εποπτεύοντος φορέα

supervisorLabel Επωνυμία εποπτεύοντος φορέα

website Ιστότοπος φορέα

odeManagerEmail E-mail υπεύθυνου ΟΔΕ φορέα

vatNumber ΑΦΜ φορέα

fekNumber Αριθμός σχετικού ΦΕΚ

fekIssue Κωδικός τεύχους σχετικού ΦΕΚ

fekYear Έτος έκδοσης σχετικού ΦΕΚ

Table 3.2: Description of Organization Fields

3.3.3 Units Struct Format

Within the framework of the Diavgeia (Διαύγεια) program, units refer to the various de-

partments, divisions, and sub-entities that operate under larger public organizations such as

ministries, municipalities, and other governmental bodies. The Diavgeia OpenData API al-

lows users to access comprehensive data about these units, including their roles, decisions,

and financial transactions:
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Field Description

uid Μοναδικός κωδικός που ταυτοποιεί τη μονάδα

label Επωνυμία μονάδας

abbreviation Συντομογραφία μονάδας

active Ένδειξη για το αν η μονάδα είναι ενεργή

activeFrom Ημερομηνία και ώρα ενεργοποίησης μονάδας

activeUntil Ημερομηνία και ώρα απενεργοποίησης μονάδας

category Κωδικός κατηγορίας μονάδας

unitDomains Λίστα κωδικών τομέων αρμδιότητας

parentId Κωδικός φορέα ή μονάδας ανώτερου επιπέδου

Table 3.3: Description of Unit Fields

3.3.4 Signers Struct Format

In the Diavgeia (Διαύγεια) program, signers are the authorized individuals within pub-

lic organizations who validate and approve decisions and documents. These signers play a

critical role in the administrative process, ensuring that all actions and expenditures comply

with legal and regulatory standards. The Diavgeia OpenData API provides access to detailed

information about these signers, including their names, positions, and the specific decisions

they have endorsed.
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Field Description

uid Μοναδικός κωδικός που ταυτοποιεί τη μονάδα

lastName Επώνυμο υπογράφοντα

firstName Όνομα υπογράφοντα

active Ένδειξη για το αν η μονάδα ο υπογράφων είναι εν ενεργεία

activeFrom Ημερομηνία και ώρα ενεργοποίησης υπογράφοντα

activeUntil Ημερομηνία και ώρα απενεργοποίησης υπογράφοντα

organizationId Κωδικός φορέα στον οποίο υπάγεται ο υπογράφων

hasOrganizationSignRights Ένδειξη για το αν ο υπογράφων έχει δικαίωμα υπογραφής σε όλες

τις μονάδες του φορέα του

units Οργανωτικές μονάδες στις οποίες ο υπογράφων έχει δικαίωμα

υπογραφής . List of complex values, each having the following

structure:

• uid: Κωδικός μονάδας (ή φορέα, αν το hasOrganization-

SignRights είναι true) όπου ο υπογράφων έχει δικαίωμα

υπογραφής.

• positionId: Κωδικός θέσης υπογράφοντα (Signer position

ID)

• positionLabel: Όνομα θέσης υπογράφοντα (Signer posi-

tion label)

Table 3.4: Description of Signer Fields

3.3.5 Example of a JSON Response

This section provides an example of a JSON response from the Diavgeia API when query-

ing for a decision. This example illustrates the typical structure and data fields returned by

the API.
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1 { ”ada”: ”ΒΛΕΖΝΡΝ-7”,

2 ”protocolNumber”: ”Α.200”,

3 ”subject”: ”Πράξη μετάταξης”,

4 ”issueDate”: 1380585600000,

5 ”organizationId”: ”30”,

6 ”signerIds”: [

7 ”28006”

8 ],

9 ”unitIds”: [

10 ”10000”

11 ],

12 ”decisionTypeId”: ”Γ.3.5”,

13 ”thematicCategoryIds”: [

14 ”611”

15 ],

16 ”extraFieldValues”: {

17 ”eidosYpMetavolis”: ”Μετάταξη”,

18 ”documentType”: ”ΠΡΑΞΗ”,

19 ”relatedDecisions”: [

20 {

21 ”relatedDecisionsADA”: ”ΒΛΛΝΝ9-32”

22 }

23 ]

24 },

25 ”privateData”: false,

26 ”submissionTimestamp”: 1389700140183,

27 ”status”: ”PUBLISHED”,

28 ”versionId”: ”6deb2804-ef9b-4640-8a4e-92f2acecb970”,

29 ”documentChecksum”: ”034a544f359fe152ca646347502653c5276c786a”,

30 ”attachments”: [

31 {

32 ”id”: ”c5e2ad78-6c6b-452a-8ef9-4cae2b9b691a”,

33 ”description”: ”Συνοδευτικό έγγραφο”,

34 ”filename”: ”attachment.pdf”,

35 ”mimeType”: ”application/pdf”,

36 ”checksum”: ”e357f6261bcd123bb868535ddeb58471c3265ca7”

37 }

38 ] }
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3.4 Exploring Key Functions in OpenData Diavgeia API

3.4.1 get_simple_search_results Function

The get_simple_search_results function is designed to perform a basic search operation

within a dataset or database. This function typically accepts search parameters such as key-

words or phrases and returns a list of items that match the search criteria. The implementation

details can vary, but the core functionality revolves around querying a data source and filter-

ing results based on the input parameters.

1 def get_simple_search_results(self, **kwargs):

2 ”””Performs search with the given criteria and returns the

results.

3

4 Keyword arguments:

5 ada: Diavgeia decision identifier

6 subject: Subject of the decision

7 protocol: Protocol number

8 term: General search term

9 org: uid or latin name of the issuing organization

10 unit: uid of the organization issuing organization unit

11 signer: uid of the signer

12 type: decision type uid

13 tag: thematic category uid

14 from_date: Search decisions published/edited/revoked

15 after this timestamp (format: YYYY-MM-DD)

16 to_date: Search decisions published/edited/revoked

17 before this timestamp (format: YYYY-MM-DD)

18 from_issue_date: Search decisions with issue date

19 after this date (format: YYYY-MM-DD)

20 to_issue_date: Search decisions published/edited/revoked

21 before this date (format: YYYY-MM-DD)

22 status: Accepted values are ’published’, ’revoked’,

23 ’pending_revocation’, and ’all’. Default: ’all’

24 page: Result page number. Default: 0

25 size: Result page size. The default value is based on whether

26 the client is authenticated or not

27 sort: Accepted values are ’recent’, ’relative’. Default: ’recent’

28 ”””
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29 args = [”{0}={1}”.format(kw, kwargs[kw]) for kw in kwargs]

30 return self._get_resource(”/search?” + ”&”.join(args))

3.4.2 get_decision_type Function

The get_decision_type function determines the type of decision associated with a given

item or record. This could involve analyzing the content or metadata of an item to classify it

into predefined categories such as ”Approval”, ”Rejection”, or ”Pending”. This function is

crucial for applications that process or route items based on their decision type.

1 def get_decision_type(self, type_id):

2 ”””Returns the decision type with the specified ID.

3

4 Arguments:

5 type_id: uid of the decision type

6

7 Output format:

8 - uid: decision type identifier

9 - label: decision type title

10 - parent: identifier of parent type, if any

11 - allowedInDecisions: true if the decision type

12 can be used to publish decisions

13 ”””

14 return self._get_resource(”/types/{0}/”.format(type_id))

3.4.3 get_unit Function

The get_unit function aims to identify the unit or department associated with a particular

record or item. This could involve parsing the item’s details to extract information about

the responsible unit, such as its name or code. This function is essential in contexts where

organizational structure plays a role in the processing or analysis of items.

1 def get_unit(self, unit_id):

2 ”””Returns the unit with the specified ID.

3

4 Arguments:

5 unit_id: unit uid

6 ”””
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7 return self._get_resource(”/units/{0}/”.format(unit_id))

3.4.4 get_signer Function

The get_signer function is designed to identify the individual who has signed or autho-

rized a particular document or record. This might involve extracting signature information

from the document’s metadata or analyzing the document’s content to find the signer’s name.

This function is particularly important in legal, financial, or administrative processes where

authorization is a key factor.

1 def get_signer(self, signer_id):

2 ”””Returns the signer with the specified ID.

3

4 Arguments:

5 signer_id: signer uid

6 ”””

7 return self._get_resource(”/signers/{0}/”.format(signer_id))

3.4.5 get_organization Function

The get_organization function focuses on determining the organization associated with a

specific record or item. This could involve analyzing the item to extract information about

the organization, such as its name, ID, or other identifying details. This function is crucial for

applications that need to categorize or route items based on organizational affiliation.

1 def get_organization(self, org):

2 ”””Returns the organization with the specified uid or latin name.

3

4 Arguments:

5 org: uid or latin name of an organization

6 ”””

7 return self._get_resource(”/organizations/{0}/”.format(org))

3.4.6 _get_resource

The get_resource function is a private method within a class designed to interact with a

web API. It serves as a utility function to make HTTP GET requests to specific resources
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on the API. The function takes two parameters: resource, which is a string representing the

specific API endpoint to be accessed, and addheaders, a dictionary allowing for additional

HTTP headers to be specified alongside the default headers.

This function is designed to be used internally within the class to abstract the complexities of

making HTTP requests and handling responses. It allows other methods of the class to access

various resources on the API by providing a simple interface to make authenticated requests

and parse JSON responses.

1 def _get_resource(self, resource, addheaders={}):

2 headers = self.default_headers.copy()

3 for addh in addheaders.keys():

4 headers[addh] = addheaders[addh]

5 response = requests.get(

6 self._get_resource_url(resource),

7 auth=self._create_auth(),

8 headers=headers,

9 verify=False,

10 )

11 #import ipdb; ipdb.set_trace()

12 print(response)

13 return response.json()

3.5 Summary

Overall, this chapter highlighted the meticulous approach to data collection and API inte-

gration, emphasizing the importance of structured and accessible data for the chatbot’s knowl-

edge base. By leveraging the comprehensive data from the Diavgeia OpenData API, we have

established a solid foundation for a chatbot that enhances the accessibility and transparency

of governmental decisions, fostering a more informed and engaged citizenry.
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Chapter 4

Data Crawling and Preprocess

In this chapter, we present the process of data crawling from the Diavgeia platform, a

crucial step in building our AI assistant bot. The Diavgeia platform publishes government

decisions, and our goal is to download, extract, and index this content for further process-

ing. This involves using a web crawler to automate the retrieval of data and storing it in a

structured format.

4.1 Crawler Implementation

Our crawler is implemented in Python and utilizes the OpendataClient class to in-

teract with the Diavgeia API. The process involves several key steps:

• Setup and Configuration: Import necessary modules, set the path for the project, and

initialize the client with credentials.

• FetchingData:Makemultiple requests to theDiavgeia API to fetch data, incrementing

the page number with each request.

• Saving Data: Extract and save all information from each decision into structured text

files.

Below, we provide an overview of the implementation along with relevant code excerpts.

4.1.1 Setup

First, we import the necessary modules and set the path for the project.

27
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1 import sys

2 import os

3 import datetime

4 import time

5

6 # Setting path

7 sys.path.append(’your_path_to_project’)

8

9 from diaygeia.crawlers.opendata import OpendataClient,

extract_text_from_pdf_url

10 from diaygeia.logging_tools import get_logger

4.1.2 Credentials and Logging

We initialize the logger and set the credentials for the OpendataClient.

1 if __name__ == ”__main__”:

2 logger = get_logger(”diaygeia_opendata”)

3 client = OpendataClient()

4 client.set_credentials(”USERNAME”,”PASSWORD”)

4.1.3 Fetching Data

We start fetching data from the API by making multiple requests with increasing page

numbers until no more data is available. The results are saved in a specified download path.

1 page = 0

2 download_path =

”C:/Users/lkoll/PycharmProjects/diaygeia/diaygeia/entrypoints/data/”

3

4 while True:

5 data = client.get_simple_search_results(

6 from_issue_date=”2024-01-01”, to_issue_date=”2024-01-02”,

page=page, size=500

7 )[”decisions”]

8

9 if not data: # If no more data, break the loop

10 print(”No more data”)
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11 break

4.1.4 Purpose of time.sleep()

When interacting with APIs, especially those that impose rate limits, it is crucial to man-

age the frequency of requests to avoid exceeding these limits. The time.sleep() function

is used to introduce a delay between successive requests. This delay helps in several ways:

• Avoid Rate Limiting: Many APIs have rate limits to prevent abuse and ensure fair

usage. By introducing a delay, we can ensure that our request rate remains within ac-

ceptable limits.

• Prevent Server Overload: Rapid successive requests can overwhelm the server, lead-

ing to slower responses or even temporary bans. time.sleep() helps distribute the

requests over time, reducing the load on the server.

• Improve Reliability: APIs might reject requests if they are too frequent. Introducing

a delay improves the reliability of the data fetching process, ensuring that each request

is processed successfully.

In the given script, time.sleep(1) is used before making requests to retrieve deci-

sion types, units, signers, and organizations. This helps in complying with any potential rate

limiting policies of the API and ensures smooth and consistent data retrieval.

Implementation in the Script

Here is a snippet from the script showing how time.sleep() is used:

1 for d in data:

2 ...

3 time.sleep(1)

4 decision_type = client.get_decision_type(d[”decisionTypeId”])

5 ...

6 for i in range(len(d[”unitIds”])):

7 time.sleep(1)

8 unit = client.get_unit(d[”unitIds”][i])

9 ...

10 for i in range(len(d[”signerIds”])):
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11 time.sleep(1)

12 signer = client.get_signer(d[”signerIds”][i])

13 ...

14 time.sleep(1)

15 organization = client.get_organization(d[”organizationId”])

16 ...

Listing 4.1: Usage of time.sleep() in the Script

Each call toclient.get_decision_type,client.get_unit,client.get_signer,

and client.get_organization is preceded by time.sleep(1). This ensures a

one-second delay between each API request, reducing the likelihood of hitting rate limits or

overloading the server.

4.1.5 Handling Multiple Pages of API Responses

Pagination in API Requests

APIs often return results in pages, with a fixed number of results per page. To retrieve all

the data, especially when dealing with large datasets, the script needs to handle pagination.

This involves making repeated requests, incrementing the page number until no more results

are returned.

Implementation in the Script

The script handles pagination using a loop that continues until no more data is returned

from the API. Here is the relevant part of the script:

1 page = 0

2 while True:

3 data = client.get_simple_search_results(

4 from_issue_date=”2024-01-01”, to_issue_date=”2024-01-02”,

page=page, size=500

5 )[”decisions”]

6

7 if not data: # If no more data, break the loop

8 print(”No more data”)

9 break

10
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11 for d in data:

12 file_path = download_path + d[”ada”] + ”.txt”

13 if not os.path.exists(file_path):

14 ...

15 f.close()

16 else:

17 print(f”Ada {d[’ada’]} already downloaded”)

18 print(f”Page {page} done\n”)

19 page += 1 # Increment the page number

Listing 4.2: Handling Pagination in the Script

• Initialization: The page variable is initialized to 0.

• LoopUntil NoMoreData:Thewhile True loop runs indefinitely until it explicitly

breaks out when no more data is returned (if not data).

• APIRequest with Pagination:client.get_simple_search_results is called

with the current page number and a fixed size of 500. This fetches the results for

the specified page.

• Processing Data: The script processes each decision in the data. If a decision has not

already been downloaded (if not os.path.exists(file_path)), it fetches

additional details and writes them to a file.

• Incrementing Page Number: After processing all decisions on the current page, the

script increments the page number (page += 1) and proceeds to the next iteration,

fetching the next page of results.

By handling pagination this way, the script ensures that all available data is retrieved,

even if it spans multiple pages. This approach is efficient and ensures completeness in data

collection.

4.1.6 Saving Data

For each decision fetched, we save the information in a text file. We include important

details such as the ADA, protocol number, issue date, subject, status, and URLs and also the

whole text of the decision.
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Saving the Document’s Main Information

The code first formats and writes the main information of a document into a file. This

includes details such as submission date, publish date, subject, status, URL, decision type,

organizational units involved, signatories, organization name, budget category, financial year,

entry number, and total amount with VAT.In figure 4.1

Figure 4.1: Important info of a diavgeia document.

Extracting and Saving Text from the Document’s PDF

After saving the main information, the code checks if the document has an associated

PDF URL (if len(d[”documentUrl”]) > 0). If so, it proceeds to extract text from the PDF.

The text extraction from the PDF is done by a function extract_text_from_pdf_url(d[”ada”],

d[”documentUrl”]), which takes the document’s unique identifier (d[”ada”]) and the URL to

the PDF (d[”documentUrl”]) as arguments:

1 def extract_text_from_pdf_url(url):

2 # Download the PDF from the URL

3 response = requests.get(url)

4 response.raise_for_status() # Ensure the download succeeded

5

6 # Create a temporary file to save the PDF

7 with tempfile.NamedTemporaryFile(suffix=”.pdf”) as temp_pdf:

8 temp_pdf.write(response.content)

9 temp_pdf.seek(0) # Go to the beginning of the file
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10

11 # Open the PDF with fitz

12 with fitz.open(temp_pdf.name) as doc:

13 text = ””

14 # Extract text from each page

15 for page in doc:

16 text += page.get_text()

17 return text

After this step the stored data appears in a .txt file as shown in the figure below: 4.2

Figure 4.2: Data of a stored text file

4.2 Data Indexing Using Elasticsearch

4.2.1 Introduction to Elasticsearch

Elasticsearch is a highly scalable, open-source, full-text search and analytics engine based

on Apache Lucene. It is designed to facilitate real-time search, analysis, and visualization of

large volumes of data. Elasticsearch is widely adopted across various industries for its speed,

scalability, and ease of use.
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Architecture and Core Concepts

Elasticsearch is built on a distributed architecture, making it capable of handling extensive

datasets across multiple nodes. The core components of Elasticsearch include:

• Index: Similar to a database in the context of a relational database, an index in Elas-

ticsearch is a collection of documents that share similar characteristics.

• Document: The basic unit of information that can be indexed. Each document is a

JSON object consisting of fields and values.

• Shard: Indices are subdivided into shards, which can be distributed across multiple

nodes. Shards allow Elasticsearch to horizontally scale and distribute data for parallel

processing.

• Replica: For high availability and fault tolerance, each shard can have multiple repli-

cas. Replicas ensure that the system can recover quickly in the event of a hardware

failure.

Key Features

Elasticsearch offers a range of features that make it a powerful tool for various applica-

tions:

• Full-Text Search: Elasticsearch provides sophisticated full-text search capabilities,

including support for multiple languages, relevance scoring, and phrase matching.

• Real-Time Data: It supports near real-time indexing and searching, making it suitable

for applications requiring immediate data insights.

• Scalability and Flexibility: With its distributed nature, Elasticsearch can scale hori-

zontally by adding more nodes. This allows it to handle large volumes of data and high

query loads efficiently.

• Extensible Query Language: It provides a rich query DSL (Domain Specific Lan-

guage) based on JSON to define complex queries and filters.
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4.2.2 Setting Up Elasticsearch

Integrating Docker with Elasticsearch service significantly enhances the ease of deploy-

ment and management of Elasticsearch instances. Docker, a platform for developing, ship-

ping, and running applications in isolated containers, allows Elasticsearch to be encapsulated

in a lightweight, portable, and self-sufficient environment. This encapsulation simplifies the

setup process, as Elasticsearch and its dependencies can be packaged together, ensuring con-

sistency across different development and production environments. Additionally, Docker

facilitates scaling Elasticsearch services horizontally by enabling the creation of multiple

container instances across distributed systems, which aligns perfectly with Elasticsearch’s

distributed architecture. This combination ensures that Elasticsearch can efficiently handle

large volumes of data and high query loads, offering robustness and flexibility in various

application scenarios. To set up Elasticsearch using Docker, we used the following configu-

ration:

1 elasticsearch:

2 container_name: document_store_bm25-container

3 image: docker.elastic.co/elasticsearch/elasticsearch:7.11.0

4 environment:

5 - xpack.security.enabled=false

6 - ”discovery.type=single-node”

7 ports:

8 - ”9200:9200”

9 volumes:

10 - elasticsearch-data:/usr/share/elasticsearch/data

11 - elasticsearch-logs:/usr/share/elasticsearch/logs

4.2.3 Indexing Data in Elasticsearch

To index data into Elasticsearch, we first need to establish a connection to an Elastic-

search instance and define the necessary index configuration. The following Python code

demonstrates how to connect to an Elasticsearch server, create an index with specified set-

tings and mappings, and iterate through a directory of text files to index each document into

Elasticsearch. The indexing is done using python in the following script:

1 import os

2 from elasticsearch import Elasticsearch
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3

4 # Create a connection to Elasticsearch

5 es = Elasticsearch(”http://localhost:9200”)

6

7 # Index name

8 index_name = ”diaygeia”

9

10 if not es.indices.exists(index=index_name):

11 es.indices.create(index=index_name, body=index_config)

12

13 # Iterate over downloaded data and index each document

14 path = ”path_to_files”

15 for file_name in os.listdir(path):

16 if file_name.endswith(”.txt”):

17 with open(os.path.join(path, file_name), ”r”, encoding=”utf-8”)

as file:

18 key = file_name[:-4] # Extract key from file name (remove

”.txt” extension)

19 content = file.read()

20 doc = {

21 ”content”: content

22 }

23 # Indexing the document

24 es.index(index=index_name, id=key, document=doc)

25

26 print(”Indexing complete.”)

After running this script, all Diavgeia documents that we have obtained through crawling are

now indexed in Elasticsearch. This enables us to leverage Elasticsearch’s robust search and

analytics features to efficiently query and analyze the indexed documents.

Elasticsearch.index Function

When using Elasticsearch, indexing is the process of adding a JSON document to a des-

ignated index so that it may be found through searches inside the Elasticsearch ecosystem.

This process is essential to Elasticsearch data management since it makes it possible for the

system to efficiently store, update, and retrieve documents. The es.index() function is essen-

tial to this procedure. It adds a document to the specified index, which is usually represented
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as a Python dictionary. The procedure adds the new content to the existing document and

increases its version number if it is already present in the index. Data consistency must be

maintained by using this versioning method, particularly in dispersed situations where con-

current updates may take place. There are multiple steps in the indexing process. The JSON

format of the document is first created, containing the data fields and their corresponding

values. Subsequently, the target index and document ID are specified when the es.index()

method is used. Elasticsearch will generate an ID automatically if one is not supplied. After

that, the process updates the underlying data structures that provide quick search and retrieval

operations and saves the document in the index. Elasticsearch uses this function to make sure

the document is included in the dataset that can be searched, so users can query it in addition

to other documents that have been indexed. All things considered, Elasticsearch’s data stor-

age and retrieval capabilities are supported by the robust es.index() function, which enables

effective document management and real-time searchability.

4.3 Conclusion

In this chapter, we detailed the implementation of a Python-based web crawler designed

to extract government decisions from the Diavgeia platform. Through meticulous setup, cre-

dential management, and systematic pagination handling, our crawler efficiently retrieves

decision data while adhering to API constraints. By incorporating features such as metadata

extraction and optional PDF text parsing, we ensure comprehensive data capture for further

analysis. Additionally, we demonstrated how to index the retrieved documents into Elas-

ticsearch. This indexing process allows for efficient querying and analysis of the Diavgeia

documents, thereby enhancing the value of the collected data.
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Chapter 5

Architecture

This chapter delves into the technical execution and architectural design of our chatbot

system, which was created for the Greek government platform Diavgeia. A chatbot’s archi-

tecture is a key factor in determining its functionality, dependability, and performance. This

chapter gives a thorough description of the system’s architecture, outlining each component’s

functions and the reasoning behind the design choices made.

To give precise and contextually relevant answers to user queries, our chatbot system

uses a Retrieval-Augmented Generation (RAG), which combines the best features of both

retrieval-based and generative models. The chatbot can answer various inquiries on decisions

and actions made by the government administrative branch by utilising information from the

Diavgeia open data API. The chatbot’s ability to produce human-like responses is further

improved by the usage of Large Language Models (LLMs), namely the GPT-3.5 API, which

guarantees a smooth and interesting user experience.

We start by providing an overview of the system architecture and showing how different

parts work together to process and reply to customer inquiries. Preprocessing, which involves

cleaning and organising raw data from the Diavgeia API so that it can be used in the model, is

included. After that, we go to great lengths on the RAG technique, outlining how the retrieval

and generation components are integrated and the advantages of this hybrid method.

The technical details of the retriever and generator components are also covered in this

chapter, along with an explanation of the strategies and techniques used for information re-

trieval and response production. We also go over the LLM integration, covering the methods

for training and fine-tuning it to fit our particular application.

In conclusion, this chapter aims to present a thorough and technical explanation of the

39
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model architecture while emphasizing its importance in accomplishing the goals of our chat-

bot project for the Diavgeia platform. Through this detailed review, we show how architec-

tural decisions affect the overall performance and usefulness of the chatbot.

5.1 Retrieval-Augmented Generation (RAG)

TheRetrieval-AugmentedGeneration (RAG) architect is a pivotal component of our chat-

bot system, leveraging both retrieval-based and generative approaches to enhance response

accuracy and relevance. This section provides an in-depth discussion of the RAG approach,

including its architecture, its advantages, and its implementation within our system.

5.1.1 Overview of RAG approach

RAG combines two powerful techniques in natural language processing: retrieval of rel-

evant information and generating of coherent responses. By integrating these approaches,

RAG can produce more informed and contextually appropriate answers than either method

alone. The model operates in two main stages:

1. Retrieval Stage: The model retrieves relevant documents or passages from a pre-

indexed corpus based on the user’s query.

2. Generation Stage: The retrieved information is then used as input to a generative

model, which produces a coherent and contextually relevant response.

This dual approach allows RAG to leverage large-scale knowledge bases while maintain-

ing generative models’ flexibility and creativity.

We can see the Combination of Retrieval and Generation for Advanced ML Models in the

next figure: 5.1
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Figure 5.1: This is our RAG approach

5.1.2 RAG Architecture

The architecture of the RAG model consists of two primary components: the retriever

and the generator. These components work together to ensure the chatbot provides accurate

and relevant responses.

Retriever Component

The retriever component identifies relevant information from the corpus.We utilizeDense

Passage Retrieval (DPR) as our retrieval method, which involves the following steps:

• Document Indexing: Diavgeia open data API documents are preprocessed and in-

dexed using dense vector representations. This allows for efficient similarity searches.

• Query Encoding: When a user submits a query, it is encoded into a dense vector rep-

resentation.

• Similarity Search: The encoded query vector is compared against the indexed docu-

ment vectors to retrieve the most relevant passages.
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The use of dense vector representations enables the retriever component to perform more

accurate and contextually aware searches compared to traditional keyword-based methods.

Generator Component

The generator component uses a fine-tuned version of a Large Language Model (LLM),

such as GPT-3.5, to generate responses based on the retrieved information. The process in-

volves:

• Input Preparation: The retrieved passages and the user’s query are combined to form

the input for the generative model.

• Response Generation: The LLM processes the input and generates a coherent and

contextually relevant response.

• Fine-Tuning: The LLM is fine-tuned on domain-specific data from the Diavgeia API

to improve its understanding and generation capabilities in the context of government-

related queries.

5.1.3 Large Language Models (LLM)

Models such asGPT-3.5 is an advanced version of theGenerative Pre-trained Transformer

(GPT) series developed by OpenAI. It is built upon the transformer architecture, which uti-

lizes self-attention mechanisms to process and generate text. The key characteristics of GPT-

3.5 include:

• Model Size: GPT-3.5 has billions of parameters, making it one of the largest and most

powerful language models available. This vast number of parameters allows it to cap-

ture a wide range of language patterns and nuances.

• Training Data: GPT-3.5 is trained on a diverse dataset comprising a significant portion

of the internet, including books, articles, and websites. This extensive training enables

it to generate text that is coherent and contextually relevant across various domains.

• Few-Shot Learning: One of the notable features of GPT-3.5 is its ability to perform

few-shot learning. This means that it can understand and respond to new tasks with

minimal examples, making it highly adaptable and versatile for different applications.
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• Fine-Tuning: For our specific use case, GPT-3.5 is fine-tuned on domain-specific data

from the Diavgeia API. Fine-tuning involves additional training on a smaller, special-

ized dataset, allowing the model to better understand and respond to queries related to

Greek government administrative acts and decisions.

The transformer architecture of GPT-3.5 comprises multiple layers of self-attention and

feedforward neural networks. The self-attention mechanism enables the model to weigh the

importance of different words in a sentence, allowing it to generate more coherent and con-

textually appropriate responses. The extensive training and fine-tuning process ensure that

GPT-3.5 can produce high-quality, human-like text, making it an ideal choice for our chat-

bot’s generator component.

5.1.4 RAG Advantages

RAG offers several advantages for our chatbot system:

• Enhanced Accuracy: By retrieving relevant information before generating responses,

RAG ensures that the answers are well-informed and contextually appropriate.

• Scalability: The modular architecture of the RAG model allows for easy scaling and

integration with large knowledge bases, such as the Diavgeia open data API.

• Flexibility: The combination of retrieval and generation provides the flexibility to han-

dle a wide range of queries, from simple factual questions to complex, multi-turn in-

teractions.

• Improved User Experience: The ability to generate natural and engaging responses

enhances the overall user experience, making interactions with the chatbot more satis-

fying and effective.

5.1.5 Integration and Workflow

The integration of the retriever and generator components within the RAG architect fol-

lows a specific workflow:

1. Query Processing: The user’s query is processed and encoded by the retriever com-

ponent.
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2. InformationRetrieval: Relevant passages are retrieved from the indexed corpus based

on the encoded query.

3. Response Generation: The retrieved passages, along with the user’s query, are input

into the generator component, which produces the final response.

4. Response Coordination: The response is coordinated and refined to ensure coherence

and relevance before being sent back to the user interface.

This workflow ensures that the chatbot can quickly and accurately respond to user queries

by leveraging both retrieval and generative capabilities.

5.1.6 Search Concepts in Elasticsearch

Elasticsearch is a powerful tool for search and analytics, designed to handle large volumes

of data in real-time. Key concepts include:

• Index: A collection of documents that share similar characteristics.

• Document: The basic unit of information that can be indexed, represented in JSON

format.

• Query: A search request to find documents that match specific criteria.

• Match Query: A query that analyzes the input text and constructs a query that finds

matching documents.

5.2 The search Function in Elasticsearch Python Client

The search function in the Elasticsearch Python client is used to query the Elasticsearch

cluster and retrieve search results based on the specified criteria. This function is highly ver-

satile, allowing for a wide range of search operations, from simple queries to complex aggre-

gations and filtering.

5.2.1 Importing the Client

To use the search function, you first need to import and configure the Elasticsearch

client:
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1 from elasticsearch import Elasticsearch

2

3 # Create an instance of the Elasticsearch client

4 es = Elasticsearch(

5 hosts=[{”host”: ”localhost”, ”port”: 9200}],

6 http_auth=(”user”, ”password”),

7 scheme=”https”,

8 verify_certs=False

9 )

5.2.2 Function Signature

1 Elasticsearch.search(index=None, body=None, params=None, headers=None)

5.2.3 Parameters

• index (str or list of str, optional): The name of the index or indices to search.

If not specified, the search will be performed across all indices.

• body (dict, optional): The search definition using Query DSL. This parameter con-

tains the query, filters, aggregations, and other search options. If not provided, amatch_all

query is executed by default.

• params (dict, optional): Additional URL parameters to pass to the query. These can

include options like scroll, size, from, etc.

• headers (dict, optional): Additional HTTP headers to send with the request.

5.2.4 Return Value

The function returns a dictionary containing the search results. The structure of the re-

sponse includes metadata about the search, such as the total number of hits, and the actual

search results.

Institutional Repository - Library & Information Centre - University of Thessaly
11/08/2026 22:44:10 EEST - 216.73.216.43



46 Chapter 5. Architecture

5.2.5 Example Usage

Basic Search

1 # Simple match query to search for documents containing ”elasticsearch”

in any field

2 response = es.search(index=”my_index”, body={

3 ”query”: {

4 ”match”: {

5 ”content”: ”elasticsearch”

6 }

7 }

8 })

9

10 # Print the search results

11 for hit in response[’hits’][’hits’]:

12 print(hit[’_source’])

Search with Aggregations

1 # Search query with aggregation to get the count of documents per

category

2 response = es.search(index=”my_index”, body={

3 ”query”: {

4 ”match_all”: {}

5 },

6 ”aggs”: {

7 ”categories”: {

8 ”terms”: {

9 ”field”: ”category.keyword”

10 }

11 }

12 }

13 })

14

15 # Print the aggregation results

16 for bucket in response[’aggregations’][’categories’][’buckets’]:

17 print(f”Category: {bucket[’key’]}, Count: {bucket[’doc_count’]}”)
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Paginated Search

1 # Paginated search with size and from parameters

2 response = es.search(index=”my_index”, body={

3 ”query”: {

4 ”match_all”: {}

5 }

6 }, params={”size”: 10, ”from”: 20})

7

8 # Print the search results

9 for hit in response[’hits’][’hits’]:

10 print(hit[’_source’])

Scrolling

For large result sets, you may need to use the scroll API to retrieve results in batches:

1 # Initialize the scroll

2 response = es.search(index=”my_index”, body={

3 ”query”: {

4 ”match_all”: {}

5 }

6 }, params={”scroll”: ”2m”, ”size”: 100})

7

8 scroll_id = response[’_scroll_id’]

9

10 # Fetch all results using scroll

11 while True:

12 response = es.scroll(scroll_id=scroll_id, scroll=”2m”)

13 if not response[’hits’][’hits’]:

14 break

15 for hit in response[’hits’][’hits’]:

16 print(hit[’_source’])

17

18 scroll_id = response[’_scroll_id’]
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5.2.6 Error Handling

The search function may raise exceptions in case of errors. Common exceptions in-

clude:

• elasticsearch.exceptions.ConnectionError: Raisedwhen the client can-

not connect to the Elasticsearch cluster.

• elasticsearch.exceptions.NotFoundError: Raised when the specified

index does not exist.

• elasticsearch.exceptions.RequestError: Raised when there is an issue

with the search query, such as a syntax error.

The search function in the Elasticsearch Python client is a powerful tool for querying and

retrieving data from Elasticsearch indices. By understanding its parameters and usage pat-

terns, you can effectively leverage Elasticsearch’s capabilities to perform complex searches

and aggregations.

5.3 Our ChatBot Approach with RAG

Building on the concepts discussed earlier, we present our approach to developing a chat-

bot using the Retrieval-Augmented Generation (RAG) architecture. This method leverages

the strengths of both retrieval and generation to enhance the chatbot’s performance and ac-

curacy.

5.3.1 Elasticsearch Integration

We integrated Elasticsearch into our system to index and search the Diavgeia documents.

The integration allows for scalable and efficient search operations. The following code snip-

pet demonstrates the connection setup and search implementation.

Setting Up the Elasticsearch Client

We initialize the Elasticsearch client, ensuring connection stability with retries and time-

outs.
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1 from elasticsearch import Elasticsearch, ConnectionError

2

3 class DiaygeiaBot:

4 def __init__(self, name, logger=None):

5 if not logger:

6 self.logger = logging.getLogger(__name__)

7 self.session_manager = SessionManager(logger=self.logger)

8 self.index_name = name

9 try:

10 self.client = Elasticsearch(

11 hosts=[{”host”: ”elasticsearch”, ”port”: 9200}],

12 timeout=30,

13 max_retries=10,

14 retry_on_timeout=True

15 )

16 if not self.client.ping():

17 raise ValueError(”Connection to Elasticsearch failed”)

18 except ConnectionError as e:

19 self.logger.error(f”Failed to connect to Elasticsearch: {e}”)

20 raise

Performing Search Queries

We define a method to perform search queries on the indexed data. The get_context

method constructs and executes a match query to retrieve relevant documents.

1 NUM_RESULTS = 3

2

3 def get_context(self, question: str):

4 search_query = {

5 ”query”: {

6 ”match”: {

7 ”content”: question

8 }

9 }

10 }

11 resp = self.client.search(index=self.index_name,

body=search_query, size=NUM_RESULTS)
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12 results = [{”id”: hit[’_id’], ”content”:

hit[’_source’][’content’]} for hit in resp[’hits’][’hits’]]

13

14 return results

5.3.2 Integrating OpenAI for Contextual Responses

To enhance the bot’s responses, we integrate OpenAI’s language model. This model pro-

cesses the search results from Elasticsearch and generates coherent and contextually relevant

responses.

Setting Up OpenAI

We use the OpenAI API to generate responses. The API key is loaded from environment

variables.

1 import openai

2 from dotenv import load_dotenv

3

4 openai.api_key = os.getenv(”OPENAI_KEY”)

Generating Responses

In our AI-driven chatbot system, one of the key components is the function that gener-

ates responses to user queries by interacting with OpenAI’s language models. This function,

named get_bot_response, plays a critical role in managing conversation flow by:

• Handling user session data

• Gathering relevant context

• Leveraging the language model to produce accurate and contextually appropriate re-

sponses

1. Session Management The process kicks off with retrieving the user’s session history:

1 user_history_data = self.session_manager.get_user_session(session_id)
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By preserving the history of past interactions, stored in user_history_data, the

chatbot maintains continuity in the conversation. This ensures that responses are relevant

and coherent, as the model can reference previous exchanges.

2. Context Gathering Next, the function constructs the context:

1 context = ”\n\n”.join([str(item) for sublist in

self.get_context(question) for item in sublist.values()])

2 context = ” ”.join(context.split()[:500])

This context is derived by invoking self.get_context(question), designed to

gather additional relevant information. The context is trimmed to the first 500 words to keep

within the token limits of the OpenAI API, ensuring the model focuses on the most pertinent

details.

3. Logging for Transparency Before making the API call, the function logs the user’s

history:

1 self.logger.warning(f”History: {history}”)

Logging is essential for debugging and monitoring. It gives developers insight into the

information being passed to the model, especially during development and testing.

4. Interacting with OpenAI’s API At the core of the function is the API interaction:

1 response = openai.ChatCompletion.create(

2 model=”gpt-4o-mini”,

3 messages=[

4 {”role”: ”system”, ”content”: ”You are a helpful assistant.”}

5 ] + history + [

6 {”role”: ”user”, ”content”: context},

7 {”role”: ”user”, ”content”: question}

8 ],

9 max_tokens=300,

10 n=1,

11 stop=None,

12 temperature=0.7,)

This call to openai.ChatCompletion.create() is carefully structured:
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• SystemMessage:The conversation starts with{”role”: ”system”, ”content”:

”You are a helpful assistant.”} to set the assistant’s role and guide its

behavior.

• History & Context: Integrates the conversation history and gathered context, so the

model is fully aware of past interactions and relevant information.

• User’s Query: The current question is appended, allowing the model to address it

while considering the context.

5. ErrorHandling To ensure robustness, the API call is wrapped in atry-except block:

1 try:

2 response = openai.ChatCompletion.create(...)

3 # Extracting the completion text from the response

4 completion = response.choices[0].message[’content’].strip()

5 except Exception as e:

6 print(e)

This error-handling mechanism prevents the system from failing silently and aids in di-

agnosing issues effectively.

6. Session Update Finally, the user’s session history is updated:

1 self.session_manager.update_user_session(session_id, user_history_data,

question, completion)

This ensures that the chatbot maintains an up-to-date record of the conversation, allowing

it to recall past interactions seamlessly.

By breaking down the function into these steps, it’s easier to understand how get_bot_response

effectively manages the conversation flow, ensuring a natural and coherent interaction with

the user.

5.3.3 Conversation History

Importance of Conversation History

In the realm of conversational AI, maintaining a history of user interactions is crucial

for creating meaningful and contextually aware responses. Conversation history allows the
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system to track the flow of dialogue, ensuring that responses are coherent and relevant to the

ongoing discussion. By storing past interactions, the system can maintain context over time,

enabling it to provide more personalized and informed answers. This is particularly important

in applications where users may revisit topics or reference previous interactions, as it allows

the AI to recognize these references and respond appropriately.

Furthermore, conversation history contributes to enhancing the overall user experience

by enabling the AI to build a relationship with the user. For instance, in customer support sce-

narios, maintaining a record of previous queries and resolutions can help in providing faster

and more accurate assistance. In our system, the conversation history plays a pivotal role in

feeding relevant context to the language model, which is essential for generating responses

that are not only accurate but also contextually aligned with the ongoing conversation.

Leveraging Redis Service

Redis is an open-source, in-memory data structure store that is widely used as a database,

cache, andmessage broker. In our system, Redis plays a critical role inmanaging conversation

history by providing a fast and efficient storage solution for session data. Its in-memory nature

allows for quick retrieval and updating of conversation history, which is essential for main-

taining the real-time responsiveness of the AI. Redis also supports various data structures,

including strings, hashes, and lists, making it well-suited for storing and handling serialized

conversation data. By leveraging Redis, our system can efficiently store user interactions,

ensuring that the conversation history is readily available for the language model to generate

contextually relevant responses.

Implementation of Conversation History in Our System

In our thesis, we implemented the conversation history feature using two primary compo-

nents: theSessionManager class frommanage_session.py and theDiaygeiaBot

class from response.py. These components work in tandem to manage, retrieve, and uti-

lize the conversation history in generating responses from the language model.

Session Management with SessionManager

The SessionManager class is responsible for handling user sessions, including stor-

ing, retrieving, and updating the conversation history. This class leverages Redis as the under-
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lying storage mechanism to efficiently manage session data. The key functionalities provided

by SessionManager are:

Retrieving User Sessions The get_user_sessionmethod is used to retrieve the con-

versation history for a given session ID. It checks if the session data exists in Redis, decom-

presses it, and loads it into a Conversation object. If no session data is found, an empty

Conversation object is returned.

1 def get_user_session(self, session_id):

2 try:

3 key = session_id

4 if self.engine.get(key):

5 result = Conversation(

6 pd.read_json(zlib.decompress(self.engine.get(key)).

7 decode(”utf-8”))

8 )

9 else:

10 result = Conversation(pd.DataFrame(),

columns=Conversation.column_names)

11 except Exception as e:

12 self.logger.warning(f”Could not retrieve user session due to

{e}”)

13 result = Conversation(pd.DataFrame(),

columns=Conversation.column_names)

14 return result

Listing 5.1: Retrieving User Sessions

ResettingUser Sessions Thereset_user_sessionmethod allows the system to clear

the conversation history for a given session, effectively resetting the session. This is useful

in scenarios where a fresh start is required, such as when a new conversation begins.

1 def reset_user_session(self, session_id):

2 try:

3 key = session_id

4 self.engine.delete(key)

5 except Exception as e:

6 self.logger.warning(f”Could not reset user session due to {e}”)
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Listing 5.2: Resetting User Sessions

Updating User Sessions The update_user_session method is central to maintain-

ing the conversation history. It appends the latest user question and the corresponding bot

response to the existing conversation history and then stores the updated conversation back

into Redis.

1 def update_user_session(

2 self, session_id, conversation: Conversation, question: str,

response: str

3 ):

4 try:

5 user_conversation = Conversation(

6 pd.concat(

7 [

8 conversation,

9 pd.DataFrame(

10 [

11 {

12 ”user”: session_id,

13 ”utterance”: question,

14 ”time”:

dt.now().strftime(DATETIME_FORMAT_STR),

15 }

16 ]

17 ),

18 pd.DataFrame(

19 [

20 {

21 ”user”: ”BOT”,

22 ”utterance”: response,

23 ”time”:

dt.now().strftime(DATETIME_FORMAT_STR),

24 }

25 ]

26 ),

27 ],
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28 ignore_index=True,

29 )

30 )

31 key = session_id

32 json_s =

zlib.compress(user_conversation.to_json().encode(”utf-8”))

33 self.engine.set(key, json_s)

34 except Exception as e:

35 self.logger.warning(f”Could not update user session due to {e}”)

Listing 5.3: Updating User Sessions

These methods ensure that the conversation history is accurately maintained and easily

accessible for each user session.

Utilizing Conversation History in DiaygeiaBot

TheDiaygeiaBot class inresponse.py is where the conversation history is utilized

to generate responses from the languagemodel. The keymethodswithin this class that interact

with the conversation history include:

get_bot_response This method is the core of the bot’s response generation. It re-

trieves the conversation history using the SessionManager, processes it to extract rele-

vant context, and then passes this context along with the user’s current question to the lan-

guage model. The history is formatted and included in the prompt to the model, ensuring that

the response is informed by the ongoing dialogue.

get_llm_response This method calls the OpenAI API to generate a response from the

language model. It constructs a message sequence that includes the system prompt, conver-

sation history, and the current user question. This sequence is crucial for maintaining context

within the conversation, allowing the model to generate responses that are coherent and con-

textually relevant.

get_context Although primarily focused on retrieving related information from Elas-

ticsearch, this method indirectly interacts with the conversation history by considering the

user’s previous interactions when forming search queries. This helps in providing contextu-

ally relevant documents that can assist the model in generating accurate responses.
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5.4 Summary

In this chapter, we provided a comprehensive overview of the architectural design and

technical execution of our chatbot system developed for the Greek government platform,

Diavgeia. We emphasized the significance of a robust architecture in ensuring the chatbot’s

functionality, reliability, and performance.

We introduced the Retrieval-Augmented Generation (RAG) approach, which combines

the strengths of retrieval-based and generative models to enhance the accuracy and relevance

of responses. We detailed the two main stages of the RAG model: the retrieval stage, which

utilizes Dense Passage Retrieval (DPR) to fetch relevant documents, and the generation stage,

where a fine-tuned Large Language Model (LLM), specifically GPT-4o mini, generates co-

herent and contextually appropriate responses.

The chapter thoroughly explained the retriever component, focusing on document in-

dexing, query encoding, and similarity search. We also explored the generator component’s

process, from input preparation and response generation to fine-tuning on domain-specific

data from the Diavgeia API.

We discussed the integration of Elasticsearch for efficient search operations and how the

chatbot leverages Elasticsearch’s capabilities through its Python client.

Furthermore, we demonstrated the integration of OpenAI’s language model to produce

contextually enriched responses according to past and present in a dialogue. Code snippets

were provided to illustrate the setup and operation of the Elasticsearch client, the search query

execution, and the response generation using OpenAI’s API.

As for the conversation history in our system it serves as a foundational element for gener-

ating meaningful and contextually aware responses. By carefully managing and utilizing this

history, our AI can maintain continuity in conversations, deliver personalized interactions,

and ultimately enhance the user experience. The integration of SessionManager for ses-

sion handling and DiaygeiaBot for response generation demonstrates a well-coordinated

approach to leveraging conversation history in a practical AI application.
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Chapter 6

System Architecture and Implementation

This chapter will explore each component of the system in detail, startingwith an overview

of the architecture and the specific roles of backend services, frontend development, and

Docker containerization. We will then provide insights into the implementation of the Flask

application, the configuration of Docker services, and the design of the user interface. By ex-

amining the system architecture and its implementation comprehensively, this chapter aims

to offer a clear understanding of how each part contributes to the overall functionality and

performance of the chatbot system.

6.1 Overview of System Architecture

The system architecture for our chatbot encompasses a range of components that work

together to deliver a seamless and efficient user experience. This architecture includes back-

end services that handle data processing and retrieval, frontend development for the user

interface, and Docker services for containerization and deployment. The following sections

provide detailed descriptions of these components and their roles in the overall system.

The architecture is designed to be modular, scalable, and efficient, ensuring that each

component can be developed, tested, and deployed independently while maintaining smooth

integration with other parts of the system. This modularity facilitates easier maintenance

and updates, allowing us to introduce new features and improvements without disrupting the

entire system.

The key components of our system architecture include:

• Backend Services: Responsible for handling data retrieval, processing, and interac-

59
Institutional Repository - Library & Information Centre - University of Thessaly
11/08/2026 22:44:10 EEST - 216.73.216.43



60 Chapter 6. System Architecture and Implementation

tionswith theDiavgeia open dataAPI. This includes the implementation of the Retrieval-

Augmented Generation (RAG) model, which combines retrieval-based and generative

approaches to provide accurate and contextually relevant responses.

• Frontend Development: Encompasses the user interface of the chatbot, designed us-

ing HTML and CSS. The frontend ensures that users can interact with the chatbot

seamlessly, receiving timely and accurate responses to their queries.

• Docker Services: Used for containerizing the various components of the system, en-

suring consistent and reproducible deployment across different environments.

6.2 Backend Services

The backend services form the core of our chatbot system, handling data retrieval, pro-

cessing, and interactions with various APIs. This section focuses on the Flask application,

which serves as the backend, and its Docker configuration.

6.2.1 Flask Application

The Flask application acts as the backend for our chatbot system. It is responsible for

processing user queries, interacting with the Elasticsearch document store, and utilizing the

Retrieval-Augmented Generation (RAG) model to generate responses. The Flask application

is containerized using Docker to ensure consistency and ease of deployment across different

environments.

6.2.2 Dockerfile for Flask Application

TheDockerfile defines the steps to create a Docker image for the Flask application. Below

is the detailed configuration:

Base Image

The Dockerfile begins by specifying the base image:

1 #Use an official Python runtime as a parent image

2 FROM python:3.10-slim-buster
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Listing 6.1: Base Image

We start with the official python:3.10-slim-buster image, a lightweight version of Python

3.10, which serves as the parent image for our Flask application.

Package Installation

Next, we update the package lists and install necessary system packages:

1 #Update and install necessary packages

2 RUN apt-get update &&

3 apt-get install -y build-essential git &&

4 apt-get install -y libglib2.0-0 libsm6 libxext6 libxrender-dev &&

5 apt-get install -y libgl1-mesa-glx &&

6 apt-get install -y libopencv-dev &&

7 apt-get install -y libboost-dev &&

8 apt-get install -y libopenblas-dev &&

9 apt-get clean

Listing 6.2: Package Installation

This step installs essential packages, such as build tools, Git, OpenCV, Boost, and others

required for the application. The apt-get clean command is used to remove unnecessary files,

reducing the image size.

GCC and Rust Installation

We then install GCC and set up Rust for later use in the application:

1 #Install GCC

2 RUN apt-get -y install gcc

Listing 6.3: GCC Installation

1 #Install curl and Rust

2 RUN apt-get update &&

3 apt-get install -y curl &&

4 curl https://sh.rustup.rs -sSf | sh -s -- -y

5

6 #Set the PATH for Rust
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7 ENV PATH=/root/.cargo/bin:$PATH

Listing 6.4: Rust Installation

The installation of GCC is required for compiling any C extensions that the application

or its dependencies might use. Rust is installed via curl, and its binary path is added to the

PATH environment variable.

Application Directories and Environment Variables

We then create directories for the application and NLTK data, and set environment vari-

ables:

1 #Create application directories

2 RUN mkdir -p /app RUN mkdir -p /app/nltk_data

Listing 6.5: Application Directories

1 #Set environment variable for NLTK data

2 ENV NLTK_DATA=/app/nltk_data

3

4 #Set the environment variable for Flask

5 ENV FLASK_APP=run.py

Listing 6.6: Environment Variables

These commands create the necessary directorieswithin the container and set theNLTK_DATA

and FLASK_APP environment variables, which will be used by the application at runtime.

Dependency Installation

We then upgrade pip, set the working directory, and install the application dependencies:

1 #Upgrade pip

2 RUN pip install --upgrade pip

3

4 #Set the working directory to /app

5 WORKDIR /app

Listing 6.7: Pip Upgrade and Working Directory
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1 #Copy the requirements file to the container

2 COPY requirements.txt .

3

4 #Install the dependencies

5 RUN --mount=type=cache,target=/root/.cache pip install -r

requirements.txt

Listing 6.8: Install Dependencies

The working directory is set to /app, and pip is upgraded to the latest version. The re-

quirements.txt file is copied into the container, and the dependencies are installed using the

–mount=type=cache option to cache pip downloads, which helps to speed up subsequent

builds.

Application Code and Port Exposure

Finally, the application code is copied into the container, and the port is exposed:

1 #Copy the current directory contents into the container at /app

2 COPY . /app

3

4 #Expose port 8000 for the Flask app

5 EXPOSE 8000

Listing 6.9: Application Code and Port Exposure

All application code is copied to the /app directory, and port 8000 is exposed, which is

the port that the Flask application will use to listen for incoming requests.

6.2.3 Docker Compose for Multi-Container Setup

To orchestrate the multi-container application, we use Docker Compose. Below is the

docker-compose.yml file:

Redis Service

The Redis service in our system utilizes the Redis database, a highly performant in-

memory data structure store that is widely used for caching, session management, and real-

time analytics. Redis excels at handling key-value data with extremely low latency, making it
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an ideal choice for applications requiring fast data access and high throughput. In our setup,

Redis facilitates efficient caching and data storage, allowing for rapid retrieval of frequently

accessed information and ensuring that the system can scale effectively under heavy load.

1 version: ’3.5’

2

3 services:

4

5 redis:

6 container_name: redis

7 image: redis:latest

8 ports:

9 - ”6379:6379”

10 volumes:

11 - redis_data:/data

Listing 6.10: RedisGraph Service Configuration

Elasticsearch Service

Elasticsearch is a powerful search and analytics engine based on Apache Lucene. It is de-

signed to handle large volumes of data and provides near real-time search and analytics capa-

bilities. In our system, the Elasticsearch service is configured as a single-node cluster, which

simplifies deployment andmanagement. By disabling security (xpack.security.enabled=false)

and exposing the service on port 9200, we facilitate ease of access for other components.

Persistent storage is ensured through data and log volumes, preserving data across container

restarts and facilitating debugging and performance monitoring.

1 elasticsearch:

2 container_name: document_store_bm25-container

3 image: docker.elastic.co/elasticsearch/elasticsearch:7.11.0

4 environment:

5 - xpack.security.enabled=false

6 - ”discovery.type=single-node”

7 ports:

8 - ”9200:9200”

9 volumes:

10 - elasticsearch-data:/usr/share/elasticsearch/data

11 - elasticsearch-logs:/usr/share/elasticsearch/logs
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Listing 6.11: Elasticsearch Service Configuration

Kibana Service

Kibana is a visualization tool designed to work with Elasticsearch. It provides a user-

friendly interface for querying, analyzing, and visualizing data stored in Elasticsearch. In

our setup, the Kibana service is linked to the Elasticsearch service through the ELASTIC-

SEARCH_HOSTS environment variable, ensuring seamless integration. Kibana depends on

Elasticsearch to be running first, which is managed through the depends_on directive. By

exposing Kibana on port 5601, users can access the Kibana interface to create visualizations,

dashboards, and perform ad-hoc queries, enhancing the usability of our data.

1 kibana:

2 container_name: kb-container

3 image: docker.elastic.co/kibana/kibana:7.11.0

4 environment:

5 - ELASTICSEARCH_HOSTS=http://document_store_bm25-container:9200

6 depends_on:

7 - elasticsearch

8 ports:

9 - ”5601:5601”

Listing 6.12: Kibana Service Configuration

We used Kibana to make sure all of our documents were correctly indexed as shown in the

figure below: 6.1

Flask Application Service

The Flask application serves as the backend of our chatbot system, handling user queries,

processing data, and generating responses. The service is built using a Dockerfile located

in the current directory, ensuring that all dependencies and configurations are properly set

up. The Flask environment is set to development for easier debugging and troubleshooting

during development. The service relies on Elasticsearch for data storage and retrieval, which

is indicated by the ELASTICSEARCH_HOSTS environment variable. By exposing the Flask
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Figure 6.1: Indexer through Kibana service

application on port 8000 and using the appropriate command to run it, we ensure that the

application is accessible and ready to handle requests.

1 flask_app:

2 container_name: service

3 build:

4 context: .

5 dockerfile: ./Dockerfile

6 environment:

7 - FLASK_ENV=development

8 - ELASTICSEARCH_HOSTS=http://document_store_bm25-container:9200

9 depends_on:

10 - elasticsearch

11 ports:

12 - ”8000:8000”

13 command: flask run --host=0.0.0.0 --port=8000

Listing 6.13: Flask Application Service Configuration

Networks and Volumes

To facilitate efficient communication between services and ensure data persistence, we

define custom networks and volumes in our Docker Compose configuration. The custom

network named external-product provides isolated and organized networking for our

services, enhancing security and manageability. Persistent volumes are configured for Elas-

ticsearch data, logs, and Kibana data, ensuring that crucial information is retained across

Institutional Repository - Library & Information Centre - University of Thessaly
11/08/2026 22:44:10 EEST - 216.73.216.43



6.3 Flask Application Logic 67

container restarts. Additionally, a volume for the database is included to support any future

database services that may be integrated into the system.

1 networks:

2 default:

3 name: external-product

4

5 volumes:

6 elasticsearch-data:

7 driver: local

8 db:

9 driver: local

10

11 elasticsearch-logs:

12 driver: local

13 kibana-data:

14 driver: local

15

16 redis_data:

17 driver: local

Listing 6.14: Networks and Volumes Configuration

This setup ensures that all necessary backend services are containerized and can be de-

ployed consistently across different environments. Docker Compose simplifies the and man-

agement of these services, providing a scalable infrastructure for our chatbot system.

6.3 Flask Application Logic

The run.py file sets up the Flask application, configures routes, and handles requests

for the chatbot system. The Flask application is designed to interact with the DiaygeiaBot, a

custom bot for interfacing with the Diaygeia Greek government data.

6.3.1 run.py

1 import ...

2

3 app = Flask(__name__)
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4 CORS(app)

5

6 @app.route(’/’)

7 def index():

8 return render_template(’index.html’)

9

10 @app.route(”/diaygeiachat”, methods=[”POST”])

11 def diaygeiachat():

12 user_input = request.json

13 user_text = user_input.get(”param1”)

14 session_id = ”1”

15 client_name = ”Username”

16 bot_instance = DiaygeiaBot(name=”diaygeia”)

17 if user_text == ”reset”:

18 bot_instance.session_manager.reset_user_session(session_id)

19 return {”response”: ”Let’s start over!”}

20 response = {

21 ”response”: bot_instance.get_bot_response(

22 user_text,

23 session_id,

24 )

25 }

26 return json.dumps(response)

27

28 if __name__ == ”__main__”:

29 app.run(port=8000, debug=True)

Listing 6.15: Flask Application Logic in run.py

Explanation of run.py

• Imports: The necessary modules and classes are imported, including Flask for creating

the web application, CORS for handling cross-origin requests, and custom classes for

interacting with the Diaygeia data and bot responses.

• App Initialization: A Flask application instance is created, and CORS is enabled to

allow cross-origin requests.

• Index Route: The index route renders the main HTML page of the application.
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• Chat Route: The /diaygeiachat route handles POST requests containing user

input. The input is processed by an instance of DiaygeiaBot, which generates a

response based on the input text and session information.

• Main Block: The application runs on port 8000 in debug mode when executed directly.

The functionality of this script is done according to class DiaygeiaBot and get_bot_response

we presented in previous chapters

6.4 Frontend Development

The HTML file for the DiaygeiaBot chat interface serves as the foundational structure for

the web page, organizing the visual and functional elements necessary for user interaction.

It includes a header to identify the application, a chat log area where messages between the

user and the bot are displayed, and an input form for the user to type and send messages.

6.4.1 HTML Code

TheHTML links to a CSS file for styling and a JavaScript file to handle the dynamic func-

tionalities. This separation of structure, style, and behavior allows for a clean, maintainable,

and efficient web application design.

index.html

The HTML file serves as the structure for the web page. It defines the layout and elements

that will be displayed to the user. The key components include a container for the chat inter-

face, a header, a log area for displaying chat messages, and an input form for user interaction.

Here’s the code:

1 <!DOCTYPE html>

2 <html>

3 <head>

4 <title>DiaygeiaBot</title>

5 <link rel=”stylesheet” type=”text/css” href=”styles.css”>

6 </head>

7 <body>

8 <div class=”chat-container”>
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9 <div class=”chat-header”>

10 <h2>DiaygeiaBot</h2>

11 </div>

12 <div class=”chat-log” id=”chat-log”>

13 <!-- chat messages will be displayed here -->

14 </div>

15 <form onsubmit=”sendData(event)”>

16 <div class=”chat-input”>

17 <input type=”text” id=”user-input” placeholder=”Type your

message here...”>

18 <button type=”submit” id=”send-button”>Send</button>

19 </div>

20 </form>

21 </div>

22 <script src=”script.js”></script>

23 </body>

24 </html>

Listing 6.16: index.html

6.4.2 CSS Code

styles.css

The CSS file is responsible for styling the HTML elements. It defines the appearance of

the chat container, header, log area, and input fields. This includes setting dimensions, colors,

padding, margins, and other visual properties. Here is the styling code:

1 .chat-container {

2 max-width: 600px;

3 margin: 0 auto;

4 border: 1px solid #e0e0e0;

5 border-radius: 6px;

6 overflow: hidden;

7 font-family: Arial, sans-serif;

8 }

9 .chat-header {

10 background-color: #5a60ff;

11 color: white;
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12 padding: 10px;

13 font-size: 18px;

14 font-weight: bold;

15 }

16 .chat-log {

17 height: 400px;

18 overflow-y: scroll;

19 padding: 10px;

20 background-color: #f7f7f7;

21 }

22 .chat-input {

23 padding: 10px;

24 display: flex;

25 align-items: center;

26 background-color: #f7f7f7;

27 }

28 #user-input {

29 flex: 1;

30 padding: 8px;

31 border-radius: 6px;

32 border: none;

33 font-size: 16px;

34 background-color: white;

35 box-shadow: 0 2px 4px rgba(0, 0, 0, 0.1);

36 }

37 #send-button {

38 padding: 8px 15px;

39 border-radius: 6px;

40 border: none;

41 background-color: #5a60ff;

42 color: white;

43 font-size: 16px;

44 margin-left: 10px;

45 cursor: pointer;

46 box-shadow: 0 2px 4px rgba(0, 0, 0, 0.1);

47 }

Listing 6.17: styles.css
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6.4.3 JavaScript Code

script.js

The JavaScript file handles the functionality of the chat application. It includes an asyn-

chronous function to send user input to the server and display the response in the chat log.

The code captures the form submission event, prevents the default action, retrieves the user

input, sends it to the server using the Fetch API, and updates the chat log with the server’s

response.

1 async function sendData(event) {

2 event.preventDefault(); // Prevent the form from submitting the

traditional way

3

4 const param1 = document.getElementById(’user-input’).value;

5

6 const response = await fetch(’/diaygeiachat’, {

7 method: ’POST’,

8 headers: {

9 ’Content-Type’: ’application/json’

10 },

11 body: JSON.stringify({ param1 })

12 });

13

14 const result = await response.json();

15 document.getElementById(’chat-log’).textContent =

JSON.stringify(result, null, 2);

16 }

Listing 6.18: script.js

6.4.4 Overall interface

After combining these 3 files we get the outcome as shown in the figure below:6.2
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Figure 6.2: Chatbot’s interface

6.5 Summary

In this chapter, we began by discussing the overall architecture of the system, highlighting

the integration of various components such as the RedisGraph, Elasticsearch, Kibana, and the

Flask application, all orchestrated using Docker.

We described the Docker Compose setup that facilitates the management of these ser-

vices. Each service’s configuration was meticulously explained, showcasing the roles and

dependencies that define the system’s operation.

The core of the backend implementation was laid out through the Flask application logic,

emphasizing how the run.py script sets up the web application, handles incoming requests,

and interacts with the DiaygeiaBot to generate responses based on user input. This section

provided a comprehensive understanding of the server-side operations and the flow of data.

The frontend development section covered the creation of the user interface using HTML

and CSS. We detailed how the chat interface allows users to interact with the chatbot, with

JavaScript handling the asynchronous communication between the client and the server.

Through this chapter, we provided a thorough walkthrough of the deployment and exe-

cution environment of the chatbot system.
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Chapter 7

Evaluation, Testing, and Results

In this chapter, we will discuss the methodology and process we used to evaluate the

performance of our DiaygeiaBot, a chatbot designed to process and retrieve information from

official documents. This evaluation involves testing the chatbot’s accuracy in responding to

specific queries about the structured information in each document. We will detail the steps

taken, the custom queries used, and the overall results.

7.1 Evaluation Methodology

The evaluation process involves several steps:

1. Document Preparation: We prepared a dataset consisting of documents stored in

text format. Each document contains various structured information, such as the to-

tal amount, signatories, issue date, issuing body, and protocol number.

2. Query Formulation: For each document, we formulated specific queries to test the

chatbot’s ability to accurately extract information. These queries were designed to tar-

get particular fields in the documents.

3. Ground Truth Extraction: For each document, we manually extracted the correct

answers (ground truth) for each query. This step ensures that we have a reliable bench-

mark against which to compare the chatbot’s responses.

4. API Interaction: We used a Python script to automate the process of sending queries

to the chatbot and receiving responses. The script reads each document, formulates the

query, sends it to the chatbot’s API, and compares the response to the ground truth.
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5. Normalization andComparison: To ensure accurate comparison, we normalized both

the chatbot’s responses and the ground truth answers by removing diacritics and con-

verting text to lowercase. This step helps mitigate issues related to text formatting and

casing.

1 import unicodedata

2

3 def remove_diacritics(text):

4 normalized = unicodedata.normalize(’NFD’, text)

5 return ’’.join([char for char in normalized if

unicodedata.category(char) != ’Mn’])

6

7 def normalize(text):

8 return remove_diacritics(text).lower()

Listing 7.1: Normalization and Preproccess

6. Metrics Calculation: We calculate metrics of the chatbot to examine its performance

on different situations.

7.2 Evaluation Script for Structured Data

The Python script used for evaluation is detailed below. This script automates the entire

process, from reading documents and formulating queries to sending requests to the chatbot’s

API and calculating accuracy.

1 #αριθμός πρωτοκόλλου

2 for file_path in file_list:

3 file_name = os.path.basename(file_path)

4 with open(file_path, ’r’) as file:

5 content = file.read()

6 query = f”ποιος είναιοαριθμόςπρωτοκόλλουστοέγγραφομεΑΔΑ :

{file_name}”

7 content1 = content.split(”\n”)[1].strip(’Αριθμός

Πρωτοκόλλου:’).strip()

8 print(content1)

9 #ground_truth_line = json.loads(content1)

10 ground_truth_answer = str(content1)

11 data = {
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12 ’param1’: query

13 }

14 # Make the POST request to the Flask API

15 response = requests.post(url, json=data)

16

17 # Print the status code and response content

18 print(f’Status Code: {response.status_code}’)

19 print(f’Response Content: {response.json()}’)

20 answer = response.json()[’response’]

Listing 7.2: Evaluation Script

7.2.1 Custom Queries and Ground Truth

The following custom queries were used to evaluate the chatbot’s performance on the

data saved as structed from the Diavgeia OpenData API. Each query was designed to extract

specific pieces of information from the documents. The only thing needed is changing the

query from the python scipt with the following questions:

• Total Amount: ”ποιο είναι το συνολικό ποσό σε ευρώ που αναφέρεται στο έγγραφο

με ΑΔΑ : file_name”

• Signatories: ”ποιος είναι ο υπογράφοντας στο έγγραφο με ΑΔΑ : file_name”

• Issue Date: ”ποια είναι η ημερομηνία έκδοσης του εγγράφου με ΑΔΑ : file_name”

• Issuing Body: ”ποιος είναι ο φορέας στο έγγραφο με ΑΔΑ : file_name”

• Protocol Number: ”ποιος είναι ο αριθμός πρωτοκόλλου στο έγγραφο μεΑΔΑ : file_name”

For each query, the corresponding ground truth answer was extracted manually from the

documents and compared against the chatbot’s response.

7.2.2 Results and Analysis

After running the evaluation script, we obtained the following results:

• Correct Answers: The number of correct answers given by the chatbot.

• Accuracy: The accuracy of the chatbot’s responses, calculated as the ratio of correct

answers to the total number of queries.
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Accuracy Calculation

In this section, we describe the calculation of accuracy for ourmodel. Accuracy is ametric

that indicates the proportion of correct predictions out of the total number of predictionsmade.

The formula for accuracy A is given by:

A =
Ncorrect

Ntotal
(7.1)

where:

• Ncorrect is the number of correct predictions.

• Ntotal is the total number of predictions.

In our implementation, we keep track of the number of correct predictions using the vari-

able correct_answers. The total number of predictions is given by the length of the

list file_list, which contains the data for which predictions are made.

The following code snippet demonstrates how accuracy is calculated in our python script:

1 if normalize(ground_truth_answer) in normalize(answer):

2 print(”The answer is correct!”)

3 correct_answers += 1

4

5 accuracy = correct_answers / len(file_list)

6 print(f”Accuracy: {accuracy}”)

Here, the function normalize is used to preprocess the answers before comparison,

ensuring that variations in formatting do not affect the comparison result.

The accuracy is then computed as the ratio of correct_answers to the length of

file_list, and the result is printed as shown below:

1 # Example output

2 print(f”Correct Answers: {correct_answers}”)

3 print(f”Accuracy: {accuracy}”)

Listing 7.3: Example Output

Results

After executing the evaluation script with our test files, we obtained impressive results:
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• Correct Answers: The chatbot correctly answered all queries, resulting in a perfect

score of correct answers.

• Accuracy: The accuracy of the chatbot’s responses was calculated to be 100, as every

answer matched the ground truth perfectly.

These results demonstrate that, for our test files, the chatbot achieved a flawless per-

formance with structured data, validating its effectiveness in extracting specific information

from the documents. Several factors contributed to this outstanding performance:

• Quality of StructuredData: The structured nature of the data from theDiavgeiaOpen-

Data API likely facilitated accurate extraction and comparison. The consistency in data

formatting and clear labeling helped the chatbot accurately identify and extract the re-

quired information.

• Effective Query Formulation: The custom queries were well-defined and targeted

specific pieces of information. This precision in query design ensured that the chatbot’s

responses were evaluated against relevant and correctly defined ground truth answers.

• Robustness of Normalization: The use of the normalize function in the accuracy

calculation played a crucial role in handling variations in formatting and ensuring that

the comparison between chatbot responses and ground truth was fair and accurate.

Overall, these results are encouraging and suggest that the chatbot is well-equipped to

handle similar structured data tasks with high accuracy.

7.3 Evaluation for Random Queries

To ensure the efficacy and accuracy of the Diavgeia chatbot, we developed a script that

leverages advanced natural language processing (NLP) techniques. This script employs Ope-

nAI’s GPT-4o-mini model to generate questions and validate the chatbot’s responses. This

section explores the purpose, functionality, and advantages of each component of the script.

7.3.1 The Need for Automated Evaluation

Evaluating chatbot performance manually can be a tedious and error-prone process. To

streamline this, we harnessed the capabilities of GPT-4o-mini, an advancedNLPmodel devel-
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oped by OpenAI. By automating question generation and comparison, we ensure a consistent

and objective assessment of the chatbot’s responses.

7.3.2 Code Components and Their Functions

Configuration and Setup

1 import os

2 import openai

3 import requests

4 from dotenv import load_dotenv

5

6 load_dotenv()

7

8 # Set up your OpenAI API key

9 openai.api_key = os.getenv(”OPENAI_KEY”)

10

11 # Define the URL of the Flask API endpoint

12 url = ’http://127.0.0.1:8000/diaygeiachat’

Listing 7.4: Configuration and Setup

This initial setup is crucial for connecting with OpenAI’s API and the local Flask server

hosting the chatbot. By loading environment variables from a ‘.env‘ file, the script keeps

sensitive information, such as API keys, secure and out of the main codebase. The use of

dotenv simplifies environment management, ensuring that configuration details are easy

to update and maintain.

Generating Questions with GPT-4o-mini

1 def generate_question(content):

2 prompt = f”Create a random question and its answer (ground_truth)

from the following text :\n\n{content}\n\nPlease format your

response as:\nQuestion: <question>\nAnswer: <answer>. I will use

these for evaluation in my rag based bot assistant.”

3 response = openai.ChatCompletion.create(

4 model=”gpt-4o-mini”,

5 messages=[{”role”: ”system”, ”content”: ”You are a helpful

assistant.”},
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6 {”role”: ”user”, ”content”: prompt}],

7 max_tokens=300,

8 temperature=0.7,

9 )

10 response_text = response[’choices’][0][’message’][’content’].strip()

11 # Ensure the response follows the specified format

12 if ”Question:” in response_text and ”Answer:” in response_text:

13 question, answer = response_text.split(’\nAnswer: ’)

14 question = question.replace(’Question: ’, ’’).strip()

15 answer = answer.strip()

16 return question, answer

17 else:

18 raise ValueError(”Response format is incorrect”)

Listing 7.5: Generating Questions with GPT-4o-mini

The generate_question function is a core component that utilizes GPT-4o-mini to

create meaningful and contextually relevant questions and answers. By providing a detailed

prompt that includes specific instructions and context, the model generates questions that

are tailored to the content of the provided text. This approach ensures that the questions are

relevant and useful for evaluating the chatbot.

Why GPT-4o-mini? GPT-4o-mini is chosen for its ability to understand and generate

human-like text. It offers a balance between performance and computational efficiency, mak-

ing it ideal for creating diverse and high-quality questions without excessive computational

costs. This capability is crucial for generating evaluation material that accurately reflects the

nuances of the input content.

Interacting with the Chatbot

1 def get_chatbot_response(question):

2 data = {

3 ’param1’: question

4 }

5 response = requests.post(url, json=data)

6 print(f’Status Code: {response.status_code}’)

7 answer = response.json()[’response’]

8 return answer
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The get_chatbot_response function sends a generated question to the local Flask

API, which simulates the chatbot’s response. This interaction is essential for testing how

well the chatbot handles various questions and provides responses. By resetting the chatbot’s

state before each query, we ensure that the chatbot’s answers are not influenced by previous

interactions, maintaining the integrity of each test.

Why Local API Testing? Testing against a local API allows for immediate feedback and

iterative improvements. It also enables developers to refine the chatbot’s performance in a

controlled environment before deploying it in a production setting. This approach helps in

identifying and fixing issues promptly, ensuring a robust and reliable chatbot.

Processing Text Files

1 with open(’test_log.txt’, ’a’) as log_file:

2 # Iterate over each .txt file in the folder

3 for filename in os.listdir(folder_path):

4 if filename.endswith(”.txt”):

5 file_count += 1

6 file_path = os.path.join(folder_path, filename)

7 # Read the content of the file

8 with open(file_path, ’r’) as file:

9 content = file.read().strip()

10 # Generate a question based on the content

11 question, ground_truth = generate_question(content)

12 # Get the chatbot’s response

13 get_chatbot_response(”reset”)

14 response = get_chatbot_response(question)

15 log_file.write(f”Ground Truth: {ground_truth} | Chatbot

Response: {response}\n”)

Listing 7.6: Processing and Evaluating Text Files

The script concludes by processing each text file in a designated folder, generating ques-

tions for each, and evaluating the chatbot’s responses. This batch processing approach allows

for comprehensive testing across multiple content files, ensuring that the chatbot’s perfor-

mance is robust and consistent.

Why Batch Processing? Batch processing is efficient for evaluating the chatbot on a

wide range of inputs. By processing multiple files in one go, we can gather a large dataset
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of responses. This method provides valuable insights into the chatbot’s strengths and weak-

nesses across diverse scenarios, enabling targeted improvements and ensuring that the chatbot

can handle various types of queries effectively.

This script exemplifies how modern NLP tools like GPT-4o-mini can be leveraged to en-

hance the evaluation process of conversational agents. By automating question generation,

and interaction, we achieve a scalable and efficient method for assessing and refining our

Diavgeia chatbot. This approach not only saves time but also ensures a high standard of ac-

curacy in evaluating the chatbot’s performance.

7.3.3 Results and Analysis

BertScore

To evaluate the performance of the chatbot responses against the ground truth, we utilized

the BERTScore metric. BERTScore is a sophisticated evaluation metric for natural language

generation tasks that leverages deep contextualized embeddings, particularly those derived

from BERT (Bidirectional Encoder Representations from Transformers). Unlike traditional

metrics such as BLEU or ROUGE, which rely on surface-level token matching, BERTScore

evaluates the semantic similarity between the generated text and reference text by comparing

their embeddings. This makes it particularly effective in capturing nuances in meaning that

may not be evident through simple n-gram overlap. BERTScore calculates three primary

metrics: Precision, Recall, and F1 Score. These metrics are adapted from their traditional

definitions to fit the context of text similarity:

• Precision: In the context of BERTScore, Precision measures how much of the content

in the chatbot’s response is relevant to the ground truth. It is computed by averaging

the maximum cosine similarity between each token in the generated response and all

tokens in the reference text. High Precision indicates that the chatbot’s responses are

closely aligned with the reference, focusing on relevant content.

• Recall:Recall assesses howwell the ground truth is captured by the chatbot’s response.

It is calculated by averaging the maximum cosine similarity between each token in the

ground truth and all tokens in the generated response. High Recall suggests that the
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chatbot’s responses cover a substantial portion of the relevant information found in the

ground truth.

• F1 Score: The F1 Score is the harmonic mean of Precision and Recall, providing a bal-

anced measure that considers both the relevance and coverage of the response. A high

F1 Score implies that the chatbot’s responses are not only relevant but also adequately

encompass the information present in the ground truth, making it a crucial metric for

overall performance evaluation.

The following Python script was developed to compute Precision, Recall, and F1 Score for

the chatbot’s responses.

1 import re

2 import matplotlib.pyplot as plt

3 from bert_score import score

4

5 # Path to the log file

6 file_path = ’test_log.txt’

7 # Initialize lists to hold the ground truth and chatbot responses

8 ground_truths = []

9 chatbot_responses = []

10

11 # Regular expressions to match ground truth and chatbot response lines

12 ground_truth_pattern = re.compile(r”Ground Truth: (.+?) \|”)

13 chatbot_response_pattern = re.compile(r”Chatbot Response: (.+)”)

14

15 # Read and parse the file

16 with open(file_path, ’r’, encoding=’utf-8’) as file:

17 lines = file.readlines()

18 for line in lines:

19 ground_truth_match = ground_truth_pattern.search(line)

20 chatbot_response_match = chatbot_response_pattern.search(line)

21 if ground_truth_match and chatbot_response_match:

22 ground_truths.append(ground_truth_match.group(1).strip())

23 chatbot_responses.append(

24 chatbot_response_match.group(1).strip())

25 # Compute BERTScore

26 P, R, F1 = score(chatbot_responses, ground_truths, lang=”el”)

Listing 7.7: BERTScore Evaluation Script
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The script performs the following steps:

1. It reads a log file containing pairs of ground truth and chatbot responses.

2. It uses regular expressions to extract and store the ground truth and chatbot responses.

3. The script computes BERTScore metrics (Precision, Recall, and F1 Score) using the

bert_score Python library.

These steps provide a comprehensive evaluation of the chatbot’s performance, allowing

us to understand not just how closely the responses match the ground truth but also the quality

of the match in terms of semantic similarity.

Results

Building on these results, we now examine the detailed BERTScore metrics across all

sentence pairs in the dataset. For the comparison of a pair of ground truth and chatbot’s

response we get the following results in figure 7.1

Figure 7.1: Output for an evaluation pair.

Summing up the results for all the test files we havewe get the following averageBertScores

as in the figure 7.2

Figure 7.2: Average BertScores calculated by our script.
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These metrics, presented in the following figures, offer a deeper understanding of the

chatbot’s semantic accuracy and consistency.

Figure 7.3: Precison Bertscore.

As seen in the figure 7.3 the Precision scores demonstrate more fluctuation compared to

the F1 scores, with some pairs scoring as low as 0.6. The lower average Precision compared

to F1 indicates that while the model is capable of generating semantically accurate responses,

it sometimes includes tokens that do not perfectly match the reference sentence.

Figure 7.4: Recall BertScore.
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In figure 7.4 the Recall scores are generally high, with many scores nearing 1.0. This sug-

gests that the model is effective at capturing the essential tokens from the reference sentences,

indicating that the chatbot rarely misses critical information. The higher average Recall com-

pared to Precision suggests that the model prioritizes capturing all relevant content.

Figure 7.5: F1 BertScore.

In figure 7.5 the BERTScore F1 values fluctuate between 0.6 and 1.0, with the majority of

the scores clustering around the average. The high variability suggests that while the chatbot

performs well overall, there are specific instances where the semantic similarity between the

chatbot’s responses and the reference sentences is lower. The consistency of scores around

the average implies that the model generally maintains good performance across different

sentence pairs.

7.4 History service Evaluation

Evaluating the effectiveness of a chatbot’s historical context handling is essential for un-

derstanding how well the system maintains coherence and relevance over a series of inter-

actions. Historically, chatbot evaluation has focused on individual queries, often neglecting

the importance of contextual continuity within conversations. To address this, we devised a

targeted evaluation approach where multiple queries were crafted to relate specifically to the

same file or document. This method allows us to examine how well the chatbot leverages
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historical context from previous exchanges to maintain a coherent dialogue.

In our evaluation, we generated a series of related queries based on the content of a sin-

gle file, ensuring that each question was connected to prior interactions. By observing the

chatbot’s responses to these queries, we assessed its ability to accurately recall and integrate

information from earlier in the conversation. This targeted approach enabled us tomeasure the

chatbot’s performance in managing historical context, identifying whether it could provide

consistent and contextually appropriate answers. Through this process, we gained insights

into how well the chatbot maintains the thread of conversation, manages context over time,

and responds effectively to complex, multi-turn dialogues. The use of history can be shown

in the figure below 7.6

Figure 7.6: History service usage.

7.5 Conclusion

In conclusion, the evaluation of DiaygeiaBot demonstrates its strong performance in ex-

tracting structured information from official documents. The bot achieved high accuracy with

custom queries, showcasing its ability to handle structured data effectively. The use of nor-

malization, precise query formulation, and rigorous testing through an automated Python
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script contributed to these results.

The bot also performed well in handling random queries, with BERTScore metrics indi-

cating that it captures the essential information in most cases, though there is some variability

in precision. Additionally, the bot’s ability to maintain contextual coherence across multi-turn

dialogues was effectively demonstrated through the historical context evaluation.

Overall, DiaygeiaBot proves to be a reliable tool for extracting and processing infor-

mation from structured documents, with consistent performance across various evaluation

scenarios.
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Chapter 8

Additional Work

In this chapter, wewill explore the implementation of streaming responses inDiaygeiaBot,

a chatbot designed to offer real-time conversational capabilities. We will discuss the technical

aspects of integrating streaming into the bot, the benefits it brings to user interactions, and

the challenges faced during its implementation.

This chapter aims to provide a comprehensive overview of this enhancement, illustrating

how streaming responses contribute to a more effective and engaging chatbot experience.

8.1 Implementing Streaming Responses

8.1.1 Introduction to Streaming Responses

In traditional web applications, responses are typically sent back to the client in a sin-

gle, complete package after the server finishes processing a request. This approach, while

straightforward, can lead to increased latency, especially when handling complex operations

or generating large responses. Users must wait until the entire response is ready, which can

create a less engaging experience, particularly in interactive applications such as chatbots.

Streaming responses offer an alternative by sending parts of the response to the client

as they are generated. This technique reduces the perceived latency, as users start receiv-

ing information almost immediately. Streaming is particularly beneficial in scenarios where

generating the full response takes time, as it keeps users engaged by providing them with

incremental updates.
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The Concept of Streaming in Web Applications

Streaming in web applications involves breaking down the server’s response into smaller

chunks that are sent to the client incrementally. Instead of waiting for the entire response to

be ready, the server begins transmitting data as soon as it becomes available. This process

continues until the full response is delivered.

Streaming is often implemented using protocols such as HTTP/1.1 with chunked transfer

encoding, or more modern approaches like HTTP/2 and WebSockets. These protocols allow

for continuous data flow between the server and the client, enabling real-time updates.

In the context of chatbots, streaming is used to deliver parts of the bot’s response as they

are generated by the underlying language model. This approach enhances the responsiveness

of the bot, making the interaction feel more natural and less constrained by processing times.

8.1.2 Technical Implementation of Streaming in DiaygeiaBot

The streaming functionality in DiaygeiaBot was implemented by adding a new endpoint

that handles streaming responses. This required modifications to both the backend (server-

side) and frontend (client-side) components of the system.

Code Explanation

Below is a brief explanation of the key code snippets involved in implementing streaming

responses:

• Flask Endpoint for Streaming: The endpoint /diaygeiachat_streamwas cre-

ated to manage the streaming process. This endpoint initiates the response generation

and streams the output to the client in real-time.

1 @app.route(”/diaygeiachat_stream”, methods=[”POST”])

2 def diaygeiachat_stream():

3 ...

4 def stream_generator():

5 response = client.chat.completions.create(

6 model=”gpt-4o-mini”,

7 messages=[

8 {”role”: ”system”, ”content”: ”...”},

9 ] + history + [
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10 {”role”: ”user”, ”content”: question}

11 ],

12 stream=True

13 )

14

15 for chunk in response:

16 if chunk.choices[0].delta.content is not None:

17 time.sleep(0.05)

18 yield(chunk.choices[0].delta.content)

19

20 return stream_generator(), {”Content-Type”: ”text/plain”}

Listing 8.1: Flask Endpoint for Streaming

This code sets up a streaming response where the server sends parts of the AI’s response

to the client as soon as they are generated.

• JavaScript for Handling Streaming: The client-side JavaScript code was adjusted to

handle the streamed content, updating the chat interface with new content as it arrived.

1 const reader = response.body.getReader();

2 let output = ””;

3

4 while (true) {

5 const { done, value } = await reader.read();

6 output = new TextDecoder().decode(value);

7 lastElement.innerHTML += output;

8

9 if (done) {

10 return;

11 }

12 }

Listing 8.2: JavaScript for Handling Streaming

This snippet continuously reads from the response stream, updating the chat log as new

data arrives.
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8.1.3 Benefits of Streaming Responses

The transition to streaming responses in DiaygeiaBot introduces several benefits, includ-

ing:

• Reduced Perceived Latency: Users receive immediate feedback as soon as parts of

the response are ready, significantly reducing the perceived waiting time.

• Improved User Engagement: Streaming creates a more interactive and dynamic ex-

perience, which can help keep users engaged, especially in lengthy conversations.

• Efficient Resource Usage: Streaming allows for better resource management on both

the server and client sides, as data is processed and transmitted incrementally rather

than in a single large payload.

8.1.4 Challenges and Considerations

While streaming responses offer many advantages, implementing them is not without

challenges:

• Handling Partial Outputs: The system must ensure that each streamed segment is

meaningful and coherent. Users should not receive incomplete thoughts or sentences

that could cause confusion.

• Network Reliability: Streaming relies on a stable network connection. Interruptions

can lead to incomplete responses, requiring mechanisms to handle reconnections or

retries.

• Error Handling: The system must gracefully handle errors that occur during stream-

ing, ensuring that users are informed of any issues and that the conversation can con-

tinue smoothly.

8.2 Conclusion

The implementation of streaming responses in DiaygeiaBot marks a significant improve-

ment in the user experience by making interactions faster and more engaging. This approach

aligns with the broader trend in web development toward real-time, responsive applications
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that better meet user expectations. Aswe continue to refine this feature, future workwill focus

on optimizing performance, enhancing error handling, and further improving the naturalness

of the conversation flow.
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