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Abstract

Nikos GIACHOUDIS

Solving Fundamental Problems in Hostile Networks

In this thesis we study three fundamental problems in hostile network environments.
Our work lies in the area of Theoretical Computer Science and in particular in the area
of Distributed Computing. We design distributed algorithms and we prove their correct-
ness and computational complexity for the following problems. We study how identical
mobile agents that move autonomously in a network and have only local information
about the environment, can gather at a node of a network despite the presence of a hos-
tile mobile agent which may prevent agents from visiting a node of the network. We
also study how a number of agents that move autonomously and have only local infor-
mation about the environment, might collectively decontaminate a network in which
there is a virus capable of infecting an area of the network. Finally, we study how mo-
bile agents that move autonomously in a network can learn a message initially carried
by only one of the agents despite the fact that the agents cannot communicate from a
distance, cannot leave messages at nodes of the network and many links of the network
might unpredictably fail at any time. The above problems are often needed to be solved
as an early step in order to solve other problems in distributed environments. Some
of those problems have been previously studied either in safe environments or when
static hostile entities are present. Here we investigate more general models in which ei-
ther hostile mobile agents exist in the network, or a hostile behaviour can spread at the
nodes of the network, or many unpredictable faults can occur in the network. We prove
lower bounds on the number of mobile agents which are necessary in order to solve the

problems and design optimal algorithms that meet those lower bounds. We show how
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those three important problems can be solved fast in severe hostile environments by au-
tonomous mobile agents having very limited resources (e.g., very limited memory and
no initial knowledge about the environment) and capabilities (e.g., no communication
from a distance and no sensory abilities). Since in most cases our models are very weak,
we hope that our techniques can be extended to handle different problems and system-
atically increase our knowledge in extremely malicious environments where the hostile

behaviour can affect large and sometimes distant areas of the environment.
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IlepiAnyn

Nixog I'taxovdng

AAyoplBuikn Avtiuetwmion IlpofAnudtwy ae un-Acpain

Aiktva

Xe autq ) Statppr yeretape tpia Paocwkd mpoPfAquata oe mepfdrrovta exOpkwv Si-
KTOWV. To €pyo pag Bpioketal atov Topéa TG OewpnTkig IIANPoPoPIKAG Kat el8IKOTEPA
0Tov Topéa Twv Kataveunuévwv Ynoioylopwv. ExeSldfovpe KaTaveunueVoLsg aAyopLd-
UOLG KAl artoSeKVVOLUE TNV 0pBOTNTA KAL TNV VITOAOYLOTLKY] TTOAUTTAOKOTNTA TOUG yld
T aKOAOLOA TTPOPAfUATA. MEAETAUE TTWE TTAVOUOLOTUTIOL TPAKTOPEG TTOL KLVOUVTAL QV-
TOVOUQ OE €va SIKTLO Kal €40VV HOVO TOTILKEG TANPOPOPIEG YL TO TTEPLBAAAOV, UTTOPOVV
Vo oLYKEVTPWOOUV ag évav KOUBOo VO SIKTVOL TTapd TNV TapoLcia evog ex0pLKoOL Kvn-
TOV TTPAKTOPA TIOV Urtopel va eUTOSIoEL TOUG TTPAKTOPES VA EMLOKEPOOVV €vav KOUBo Tov
Siktvov. MeAetdpe emiong mwg €vag aplOuog mPaKTOpwWV OV KvouvTal avToévouad Kot
€XOUV UOVO TOTILKEG TTANPOWOPLeG OXETIKA UE TO TEPLBAAAOV, evEEéxeTal va kKabapicovv
oLAAOYLKA €va §(KTLO 6TO 0TT0{0 LTTAPXEL EVAG LOG LKAVOG VA LOAVVEL ULa TTEPLOYH TOL SL-
KTUOVL. TEAOG, HEAETANE TTWG TTPAKTOPESG TTOV KLVOUVTAL ALTOVOUA GE €va §IKTLO UITOPOULV
va pdbouvv €va pijvupa mov apykd To yvwpilel uovo €vag mpdKTopag, mapd To yEYovog
OTL oL TPAKTOPEG €V UTOPOVV VA EMKOLVWVAGOLV aTtd ardaTac, SEV UTopovv va agn-
00UV Unvouata o€ KOUPBOUG TOL SIKTVOL Kal N OTTOLASHTIOTE KU TOU SIKTVOL EVEEXETAL
Vo amoTuXEL anpofAenta avd maca otiypn. Ta mapandvw mpofAjuata cuyxvd xpelddetal
va emALBolV WG TPWLUO BAUa yla TV eniAvon AAAWY TTPOPBANUATWY CE KATAVEUNUEVA
neplBariovta. Mepikd amd avtd ta mpoPARuata €(ouv peAetnOel mponyovpévwg eite oe
ac@aAn mepfdArovTa | 0TAV LITAPYOLV OTATIKEG EXOpIKEG ovTOTNTEG. ESW Slepeuvope
TILO YEVIKA povTéda ota omolia eite vmdpyovv ato SikTvo exOpikol KivnTol MPAKTOPES,

elte pa exOpkn ovumeplpopd popet va eEamiwOel 6Tovg KOUBOLE TOL SIKTVOL 1) TOAAL
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anpOPAETTA CQAAPATA UTTOPOVV VA TPOKVYPOLV 0TO S{KTLO. ATTOSEIKVVOLUE KATW QPAY-
Qata oTov apliuod Twv KvnTwv TPaKTOPWYV OV elval arapaitnTol yla tnv eniivon Twv
TPOPBANUATWVY Kal oXeSLAToOVUE BEATIOTOVG OAYOPLOUOLE TTOV LKAVOTIOLOVY TA KATW QPAy-
pata. Agiyvovue mwg avtd ta Tpia onUavTikd mpofAnuata umopovv va entivfovv anodo-
TIKA G€ TTOAV £XBp LKA TEPLBAAAOVTA ATTO AVTOVOUOVE KLVNTOVG TPAKTOPEG TTOV £XOVV TTOAV
TIEPLOPLOUEVOUG TTOPOLG (TT.Y. TTOAV Alyn uvAun Kal Xwpig apyIKEG yVWAOELS YL TO TTEPLPAA-
Aov) xat Suvatotnteg (7)., xwpig emkowwvia armd andotacn Kal xwpig aiodnTnplakeg
LKavOTNTEG). EMELSN OTIG TEPLOGOTEPEG TTEPUTTWOELG TA LOVTEAQ Uag efval TOAV advvapua,
eATtiCoupe ATL OL TEYVIKEG YA UITOPOVV va ENMEKTABOVV Yyl va XELPLOTOVV SLAQOPETIKA
TPOPARUATA KAl VO ALENCOVV CUOTNUATIKA TIG YVWOELG HOG O ECALPETIKA KAaKOBovAa
nepBAAAovVTa OTIOL N €XOPLKY] cLUTTEPLOOPA UTTOPEL va emnpedoel HEYAAEG KAl UEPLKEG

(POPEC ATTOUAKPUOUEVEC TTIEPLOXEG TOL TIEPLBAAAOVTOG.
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1 Introduction

We often need to design algorithms used by entities which act autonomously having very
little or no initial knowledge about the environment, very limited or no communication
or sensor capabilities. To answer whether a problem can be collectively solved by such
weak entities possibly tolerating faults or some times acting in hostile environments is
not important and interesting only for theoriticians but also in practise. The challenges
behind designing optimal distributed algorithms for such weak models and prove their
correctness as well as showing in what models certain problems are infeasible and care-
fully adding the necessary capabilities that makes a problem feasible, make the issue
very attractive in Theoretical Computer Science. However, such weak models are often
very useful in practice, not only because many real problems are needed to be solved
by entities that act autonomously in hostile environments, but also because it is usually

easier to implement weaker models and at a lower cost.

For example, suppose that a number of robots are scattered in an environment, and they
need to gather at the same point. Each robot has only limited information about the to-
tal number of robots and the initial configuration. It can sense the environment up to a
fixed radius, it can only communicate with close-by robots and behaves autonomously.
Moreover, the robots might have different coordinate systems and might not be synchro-
nized. Furthermore, some of the robots might temporarily shut down. In other scenarios
the robots might operate in a network being able to move using the links of the network.
Hostile entities might exist in the network capable of damaging the robots, or at least
preventing them from effectively performing a task. The links of the network may fail
from time to time while the robots might need to discover and report hostile activities
or might need to solve a problem like broadcasting, despite hostile activities. Alterna-
tively, the nodes of the network might represent hosts and instead of robots, a piece of

information and/or software might be able to replicate itself and move from host to host
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Chapter 1. Introduction 2

using the links of the network, in order to maintain the network.

Such problems arise very often due to the heavy use of networks but also because of
the need to handle scenarios and problems where the structures are huge or it is just
not desirable to have a central authority that instructs all entities how to act. Hence it
is often more realistic (and applicable) to design distributed algorithms that can be used
autonomously by mobile entities so that the problem can be solved despite the absence

of a central authority and/or in a hostile environment.

Although there are many interesting results on what can be achieved in such scenarios
even in hostile environments, most of the work either involves non-faulty environments
or environments with static hostile entities. Our knowledge on what can be achieved
when the hostile entities are able to move or many faults can arise in distant areas of
the environment, is rather limited. In this thesis we study three problems in such hostile

environments.

We study how identical mobile agents that move autonomously in a network and have
only local information about the environment, can gather at a node of a network despite
the presence of a hostile mobile agent which may prevent agents from visiting a node of
the network ([34]). We also study how a number of agents that move autonomously and
have only local information about the environment, might collectively decontaminate
a network in which there is a virus capable of infecting an area of the network ([56]).
Finally, we study how mobile agents that move autonomously in a network can learn a
message initially carried by only one of the agents despite the fact that the agents cannot
communicate from a distance, cannot leave messages at nodes of the network and many
links of the network might unpredictably fail at any time ([37]). The above problems
are often needed to be solved as an early step in order to solve other problems in dis-
tributed environments. Some of those problems have been previously studied either in
safe environments or when static hostile entities are present. Here we investigate more
general models in which either hostile mobile agents exist in the network, or a hostile
behaviour can spread at the nodes of the network, or many unpredictable faults can oc-
cur in the network. We prove lower bounds on the number of mobile agents which are

necessary in order to solve the problems and design optimal algorithms that meet those
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lower bounds. We show how those three important problems can be solved fast in se-
vere hostile environments by autonomous mobile agents having very limited resources
(e.g., very limited memory and no initial knowledge about the environment) and capa-
bilities (e.g., no communication from a distance and no sensory abilities). Since in most
cases our models are very weak, we hope that our techniques can be extended to handle
different problems and systematically increase our knowledge in extremely malicious
environments where the hostile behaviour can affect large and sometimes distant areas

of the environment.

This thesis is divided into five chapters. Chapter 1 is a quick introduction into the field of
distributed algorithms and a summary of related work that has been done for the prob-
lems studied here, as well as other similar problems. Chapter 2 consists of definitions
and notations that are needed in order to understand the rest of the chapters. Finally,
Chapters 3-5 give results on fundamental problems in a distributed context. Specifically,
the results concern three problems, as mentioned above, and each problem is studied

separately in each corresponding chapter.

1.1 Related work

There is an extended research on the problems studied in this thesis and briefly men-
tioned above. We will discuss the previously known results on those problems and also

on related problems.

Let us discuss about the gathering problem. The problem is called rendezvous when the
mobile agents are only two, gathering otherwise [65], and has been widely studied when
the environment is modelled as a graph and the mobile agents can move along the edges
of the graph. However, most of the studies are restricted to fault-free environments
and little is known about gathering when the environment is faulty or hostile. Possible
faults can be a permanent failure of a node, like for example the so called black hole that
destroys agents arriving at a node [6,40], or, transient faults that can appear anywhere
in the graph and are controlled by a mobile hostile entity (an intruder) that behaves

maliciously [8].
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Most of the research that has been done in hostile environments is on the direction of
how to locate a malicious node in a graph (see, e.g., [41, 61]). Protecting the network
against a malicious entity able to move along the edges of the graph, is generally a more
difficult problem. Problems in this direction include the so-called network decontami-
nation or intruder capture problem (see, e.g., [47,67]). Other types of faults or malicious
behavior that have been considered in the context of the gathering problem are Byzan-

tine agents [23,27,39], and delay-faults [20], and edge evoling graphs [79].

A Byzantine agent is indistinguishable from the legitimate or honest agents, but it may
behave in an arbitrary manner and may provide false information to the honest agents
in order to induce them to make mistakes, thus preventing the rendezvous of the honest
agents. However the Byzantine agents cannot actively harm the honest agents or physi-
cally prevent the agents from moving. Delay-faults [20] can prevent an agent from mov-
ing for an arbitrary but finite time (i.e., they must eventually allow the agent to move),
whereas probabilistic edge evolving graphs are dynamic networks where the set of com-
munication links continuously changes thus preventing the use of standard gathering
algorithms that work for static networks [79]. Finally, the gathering problem has been

also studied in the plane when there are faulty agents which may crash [2,13].

We consider here a relatively new type of malicious agent that was first introduced in [35]
and successively investigated in [32, 33]. This malicious agent can move arbitrarily fast
along the edges of a graph, it has full information about the graph and the location of
all other honest agents, and it even has full knowledge of the actions that will be taken
by the agents. The objective of the malicious agent is to prevent the honest agents from
gathering by blocking their path. More precisely, when the malicious agent occupies a
node u of the graph, it can prevent (or block) the movement of any honest agent to node
u, and at the same time is detected by those agents. In [32, 33, 35] it is shown how this
malicious agent is a stronger adversary than the Byzantine agent or the Intruder agent,
or the delay faults, as even one malicious agent can prevent rendezvous of honest agents

in many cases.

The gathering problem has been investigated in [33,35] for asynchnonous mobile agents
moving in aring or in a grid with one malicious agent. The asynchrony among the honest

agents combined with the ability of the malicious agent to move arbitrarily fast, gave the
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power to the malicious agent to prevent the next move of several agents at any stage of
the algorithm. Thus, gathering of the honest agents was shown to be impossible [35], in
all cases except when the agents started from an initial configuration where the subgraph
induced by all the occupied nodes was connected, and additionally, in the case of the grid
graph, when the honest agents were able to “see” nodes at distance two in order to check

if they were occupied or not.

To allow the possibility of gathering the honest agents in more scenarios, we relax the
constraint of asynchrony and assume that the honest agents move in synchronous steps.
Note that, if two synchronous honest agents try to move to two distinct nodes at the same
time, then the malicious agent can block the move of at most one agent, even though the
malicious agent can execute moves of arbitrary distances between two consecutive steps
of the honest agents. This model with synchronous agents was studied in [32, 33] only
for the case of a ring, where it was already possible to solve gathering in more cases than

with asynchronous agents.

The problem of Black Virus Decontamination (BVD) is a well known problem in the lit-
erature too. It combines the Black Hole Search (BHS) problem and the Intruder Capture
(IC) problem. The Black Hole Search problem has been extensively studied for various
topologies and communication models (e.g., in [24, 28,42,43]). A recent survey of the
results on the black hole search problem can be found in [70]. The Intruder Capture
problem has been also studied (e.g., in [10,12, 38,48,51,71]). The BVD problem was in-
troduced in [16] where the problem was studied in specific topologies, namely g-grids,
g-tori and hypercubes. The problem was considered for a team of initially co-located mo-
bile agents that are injected somewhere in the network and a different solution protocol
was given for each topology. In [17] the BVD problem was studied in arbitrary networks,
where the agents have a map of the network and can compute an optimal exploration
sequence. Furthermore, in [17] two types of black virus clones are considered; fertile
clones, that maintain the same capabilities as the original black virus and sterile clones
that cannot spread when visited by an agent. In [18] a protocol providing a distributed
optimal solution for arbitrary graphs is presented. The main difference between [17]
and [18] is that in [18] the agents have ‘2-hop visibility’ instead of a map. Moreover, only

the case of sterile clones is considered in [18]. In [15] the problem was considered for
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arbitrary networks that contain multiple black viruses for the first time. The agents in
[15] are provided with ‘2-hop visibility’ and both the cases of sterile and fertile clones
are investigated. Finally, the BVD problem has been studied in chordal rings in [3] and

parallel strategies for the decontamination were given in [66].

The problem of broadcasting has been originally investigated in message passing mullti-
hop radio networks (e.g. see the survey [53]). Previous studies on broadcast and other
communication problems have focused on the efficiency of performing the task, either
in terms of time taken [22], or in terms of energy expended [26]. A slightly different
line of research considers the problem of communicating in the presence of faults and
the objective is to tolerate as many faults as possible. The faults can be missing links or
nodes [54] in the network or loss of messages [55], in case of message passing networks.
Recently there has been a lot of interest in so called dynamic networks which model both
faults and changes in network topology in a uniform manner by considering that the
network may change in each round during the execution of the algorithm. The evolving
graph model [44] represents a dynamic network by a sequence of graphs G = G1,Ga, . ..
based on the same set of vertices V but the set of edges changes in each round i, i.e. each
graph G; = (V, E;) is a spanning subgraph of the graph G = (V,UE;), which is called
the footprint of the dynamic network. For solving most problems, some assumptions
about the connectivity of the dynamic network need to be made. We consider the model
of constantly connected dynamic networks which is discussed in detail in Section 2.4.3.
Note that, these assumptions are much weaker compared to that of T-interval connected
networks as in several previous results [60,64] where the network is assumed to contain

a stable spanning tree for a continuous period of 7' rounds.
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2 Preliminaries

In this chapter we discuss some preliminary definitions and observations that are going

to be used in the next chapters.

The environment where, as we will see later the entities operate in, is also the environ-
ment where the problems are defined. There are two main categories for the environ-
ment where related problems have been studied: a discrete environment and a contin-
uous environment [49]. The continuous environment is usually defined as a space in R,
where d is the dimension of that space, and the discrete environment is usually defined

as a graph.

2.1 Network

Definitions of models of a network come from the algorithmic theory of distributed com-
puting (see for example [63,68,72]). Following the definition in [49], the network is usu-
ally defined or represented as a simple, finite, connected undirected graph G = (V, E),
where V is the set of nodes and £ C V x V is a set of edges (also mentioned as links).
The nodes of the network may or may not have distinct identities. Often the network is
anonymous (see [49,63]), i.e., the nodes do not have any labels. Edges may or may not
have labels. For example, as defined in [49] the incident links at each node are labeled
as follows. Let V(u) = {v € V : (u,v) € E} denote the neighbours of u, E(u) denote the set
of edges incident to node » and )\, : F(u) — £ be an injective function which associates
a distinct label (also mentioned as port number) from a set of labels £ to each incident
edge of w. Hence, for each edge ¢ = (u,v) there are two associated labels, namely )\, (e)
and \,(e), which may be different (for example see Figure 2.1). The labeling of graph G
isaset A = {\, :u € V} and the pair (G, \) is the corresponding edge-labeled graph, also

sometimes called graph world or netscape.
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Another characteristic used for each link is a queuing policy [72]. An edge (or link) (u,v)
represents a channel of communication between » and v and when a message is sent
from one node to the other, the message actually gets transmitted via this channel. We
can have different outcomes when two or more messages are transmitted at the same
time via a channel. The ordering of the delivery of the messages may or may not be
the same as the ordering of transmission. The specific behaviour for all the edges of the
network is defined in the model for each problem. An example of a link behaviour is
that the link follows the principles of a queue. Queues follow a first-in-first-out (FIFO)

principle and this is the behaviour of moving in such a link, i.e., the order of reception

is the same as the order of transmission.

u  Au(u,v) Ao (v, 1)

FIGURE 2.1: Example of an edge labeling.

2.1.1 Network topologies

Usually problems are studied in specific network topologies [49,63,68,72]. A topology is
the basic structure of the network and it is represented by classical graph families [74].
We provide some definitions and give examples for some graph families we use in our

work.

Definition 2.1 (cyclic graph [74]). Ifn € Z andn > 3, the cyclic graph on n vertices, denoted
C,, 1s the simple graph having vertex set {1,2,3,...,n} and edge set {{1,2},{2,3},...,{(n—
1),n},{n,1}} (see Figure 2.2 a).

Definition 2.2 (complete graph [74]). If n € Z, the complete graph on n vertices, denoted
K,, is the simple graph having vertex set {1,2,3,...,n} and all possible edges.
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(a) (b)

FIGURE 2.2: Example of graph topologies.

Definition 2.3 (tree [78]). If n € Z™, a tree graph on n vertices, denoted T,, is the simple

graph that is connected and acyclic (see Figure 2.2 b).

Definition 2.4 (star [78]). If n € Z*, the star graph on n vertices, denoted S,, is the graph
having vertex set {1,2,3,...,n} and edge set {{1,2},{1,3},...,{1,n}}.

Definition 2.5 (line graph [78]). If n € Z*, the line graph on n vertices, denoted P, is the
simple graph having vertex set {1,2,3,...,n} and edge set {{1,2},{2,3},...,{(n — 1),n}}
(see Figure 2.4 d).

Definition 2.6 (cactus [37]). A cactus graph is a connected simple graph in which any two

simple cycles have at most one vertex in common (see Figure 2.3.

Definition 2.7 (hypercube [58]). A hypercube graph Q,, is the simple graph formed from
the vertices and edges of an n-dimensional hypercube (see Figure 2.4 e, for a 3-dimensional

hypercube).

Definition 2.8 (grid [75]). A two-dimensional grid graph, also known as a rectangular
grid graph or two-dimensional lattice graph [1], is an n x m lattice graph that is the graph
Cartesian product P, x P,, of line graphs on n and m vertices. The n x m grid graph is

sometimes denoted L(n,m) [1] (see Figure 2.2 c for a 5 x 6 grid graph)*

2.1.2 Sense of direction

In alabeled graph (G, \) a sense of direction can be defined [45,46,49,50,63]. Let = denote
a path in G and let P[z] denote the set of all the non empty paths that start from z € V.

Furthermore, Pz, y] is the set of all different paths that start from = € V ending toy € V,

In chapters 3 and 5 the origin of the grid, denoted by (0, 0), is defined as needed for each case.
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FIGURE 2.3: Example of cactus graph topology.

o o o o
(d) (e)

FIGURE 2.4: Example of graph topologies.
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y # . Let A, : Plz] — £ and A = {A, : = € V} be the extensions of A\, and X for paths

respectively. Finally, let A[z] = {Az(7) : 7 € Plz]} and Az, y] = {Ax(7) : 7 € Plz,y]}.

Informally, we say that an edge-labeled graph (G, \) has a sense of direction when there
is a consistent coding and decoding function f, which maps paths to values. Following
the description in [46], given (G, \), a consistent coding function f for X is a function,
which has £* as domain, and maps paths starting from the same node to the same value
if and only if they end at the same node. More formally, Vz,y, 2z € V,and Vm; € Pz, y] and
Vmy € Pla, 2], f(Az(m)) = f(Ae(m2)) &y = 2.

Definition 2.9 (Weak sense of direction [45]). A system (G, \) has a weak sense of direction

iff there exists a coding function f for \.

Let us denote the codomain of f as V. A decoding function h for f is a function 4 :
L x N — N such thatVz,y,z € V and (x,y) € E(z), where E(x) is the incident edges to z,
and w € Ply, 2] : h(A:((z,v)), f(Ay(7))) = f(Az({z,y)) - Ay(7)), where - is the concatenation
operator. Informally, a decoding function maps the pair of an edge label \,({z,y)) and
an encoding of a path to the same value as the encoding of the path starting from edge

<I‘, y>‘
Definition 2.10 (Sense of direction [45]). A system (G, \), has a sense of direction iff the
following conditions hold:

1. there exists a coding function f for A,

2. there exists a decoding function h for f.

We say a graph is oriented when it has a sense of direction. For example, an oriented
grid graph is a grid graph where its nodes are labeled consistently with the four labels,

north, south, west, and east (see Figure 2.5).

2.1.3 Time-varying graphs

Following the description in [49], we mention that there are many models of graphs that
change over time like time-varying graphs, evolving graphs, temporal graphs etc. As
mentioned in [49] time-varying graphs are the most general ones that cover most cases.

The definition of time-varying graphs follows.
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O Q O

south

north

east west J\ east west

south

north

o 5 5

\J

FIGURE 2.5: An example of an oriented grid-graph. Notice that the port la-
beling is globally consistent.

A time-varying graph [19] or TVG for short, is a graph that changes over time. It is defined
as a quintuple G = (V, E, T,(, p), where V is the set of nodes and £ C V x V is the set of
edges. 7 C T is the time-span of the time, also mentioned as lifetime of the system,
where T is the temporal domain which is N for discrete systems and R* for continuous
time systems. Lastly, p and ¢ are two functions. Specifically, p : £ x T — {0,1} is the
function of edge presence. It shows if a specific edge is present at a specific time or not.
Function ¢ : £ x T — T is a latency function that shows how much time is needed for an
agent to cross a specific edge starting at a specific time. The static graph which consists

of all the edges available during the lifetime of G is called the footprint of G.

As stated in [49] dynamic networks are usually considered in a synchronous or semi-
synchronous models. In those models time is discrete (i.e., T = N and is measured in
rounds, and the latency function is constant ( = 1, meaning that an agent needs one
time unit to traverse an edge. With these assumptions, the TVG is commonly viewed as
a series of static graphs G;, G, ... and the network that changes over time is called an

evolving graph. Specifically, G; is the static snapshot of G at time ¢ [44,57].
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2.2 Mobile agents

Based on the description of [69], a mobile agent is modeled by a finite state machine
(initially that definition was used by Shannon in 1951 [73]). Formally, a mobile agent is
defined as a hexad A = (X,Y, S, 4, )\, Sp), where X C D, xC,,Y C D, x {actions}. Sis a set
of states that a mobile agent can be in, with S, € S being the initial state. 6 : S x X — S
is the state transition function of the mobile agent and A : S — Y is a function that takes
a state of the mobile agent and gives the move the mobile agent will make. D, is the set
of edge labels available to the mobile agent that occupies node v and C, is the state of
node v (for example if there are any other agents on that node, if there is some kind of

information on that node etc).

Mobile agents move in the following way. An agent starts in state S, and from that its
first move, indicated by \(S), is decided. When the agent makes a move from node u to
node v it executes the following tasks: it reads the port label i € D, it came from and the
state ¢, € C, of v and with the pair (i, ¢,) decides its new state S’ = 4(S, (i, ¢,)) using the
state transition function, where S is the previous state the agent was in. The new state
S” indicates the new move A(S’) of the agent. The mobile agent continues moving in the

network like this, possibly for ever.

2.2.1 Communication

As mentioned in [49], the most crucial part of distributed computing with mobile agents
is the communication between them, or as referred to in [14] coordination. Following
the same classification as in [49] the different coordination models depend on three ba-
sic characteristics, temporal and spatial requirements, as well as in the explicitness of
the information that is being communicated. We summarize the combination of those

characteristics with the examples of models in Table 2.1.

Let us now discuss each communication model separately. Following the discussion
in [49], the most powerful model is the GLOBALSPACE. In this model the mobile agents
share a common space called globalspace in order to communicate. The operations pro-
vided are exclusive-write and concurrent-read that can be used from any node on the

network. This model is also referred as associative blackboard [14]. The access to the
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Model Spatial requirement Temporal requirement
globalspace

whiteboard v

wireless v’
face-to-face v’ v

tokens (implicit) v’

beeping (implicit) v’

TABLE 2.1: Communication models [14,49]

globalspace has neither spatial nor temporal constraints and the information shared be-
tween the mobile agents is explicit. To be clear in this model the only way of communi-
cating is through the globalspace, and the mobile agents cannot even distinguish if there

are other agents on the same node.

The opposite side is the FACE-TO-FACE model. This is the simplest [49] model and there
are both spatial and temporal constraints. In order for the mobile agents to communicate
under the face-to-face model they have to be on the same node v of the network at the
same time. In such a case each agent can read the memory and/or state of the other

colocated agents and use that information to decide its next move.

An extensively studied model is the WHITEBOARD model [4, 9, 29, 30, 49], which is spa-
tially restricted but not temporally restricted. In this model there is a “whiteboard” (i.e.
a local shared memory) at each node v € V' of the network, which the mobile agents can
access with the restriction of fair mutual exclusion in order to give access to at most one
agent at the same time, and any agent will be given access to the whiteboard within a
finite amount of time. The mobile agents that are at a node v € V of the network can
read and write explicit information on the whiteboard of v and use that information to
decide their next move. In the case of anonymous agents, the author of any information
on the whiteboard is unknown and the size of the whiteboard is an optimization param-
eter to be considered. An interesting result [21, 31] is that in a graph (G, \) under the
WHITEBOARD model the mobile agents can solve the same set of problems as in the more

traditional message-passing [68] distributed network with the same topology of (G, A).

Another spatially restricted and not temporally restricted model is the 70KEN model [49],

it is also one of the oldest ones. The difference between 70OKEN and WHITEBOARD is that
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in TOKEN the information given is implicit. The mobile agents have in their possession
one or more tokens (also mentioned as pebbles) and when a mobile agent is at a node
v € V of the network it can request access to the tokens at v respecting the fair mutual
exclusion restriction. When the mobile agent gets access, it can count the number of
tokens at v and using that as information the mobile agent can decide whether to put
down a subset of its tokens, pick up a subset of the tokens on v or do nothing. There
are also the unmovable token and the enhanced token (see [49]). The former is a stricter

model and the latter is a more powerful model.

The WIRELESS model is a model with temporal restrictions and no spatial restrictions.
Essentially, the mobile agents can communicate with each other no matter where they
are located in the network. The only restriction is that there is a specific point in time
when the agents must be active in order to communicate. Usually this model assumes
that the agents cannot “see” the other agents even if they are on the same node [49]. This

model has been used e.g. in [36,52].

The BEEPING model [49] has the same restrictions, temporal but not spatial, as WIRELESS,
but the difference is that the information is implicit. It was first introduced in [25] and
in this model again the agents are not visible to each other, even when they are on the
same node. Each agent can transmit a signal called beep. If there are other agents active
at that time, they hear that beep, but not if they are transmitting themselves, i.e. an agent

can either transmit or listen.

2.2.2 Mobile agent capabilities

Mobile agents may have different range of visibility [49]. For local visibility the agents
can only read the port labels of the node they are at, and they may or may not detect
if there are more than one agent at that node. Depending on their memory they could
know the exact number of agents at that node. Another model is for the agents to be able
to see at some range (i.e., at ¢ hops from the node an agent is at), this model is called ¢ - hop
visibility and studied in, e.g., [7,11,59]. The visibility range ¢ > 1 is independent of the
size of the graph [49]. The last model is for the agents to be able to see the whole network

as well as the position of every agent in the network, which is called global visibility [49].

Institutional Repository - Library & Information Centre - University of Thessaly
25/12/2024 18:38:53 EET - 3.22.242.202



Chapter 2. Preliminaries 16

Except from visibility, mobile agents may have other knowledge too. Based on the de-
scription in [49], we remind the reader some of the knowledge that might be given to
the agents before they start executing their protocol. Depending on their memory the
agents might know » (i.e., the number of nodes in graph G) or m (i.e., the number of
edges in graph G) or both. They might also know & (i.e., the number of agents operating
in the network), also as an alternative the agents might be given just an upper-bound on
those numbers (i.e., n, m, and k) and not the exact information. Other knowledge that
the agents might have is information about the network topology (for example if they
operate on a tree, grid, hypercube, etc.), if they don’t know the topology the agents might
have sense of direction or they might have a full map of the network. Finally, we say that
the agents have full knowledge if they are provided with a full map of the network and

the initial location for each agent in the network.

Another capability that we have to consider is the memory of the mobile agents, a notion
which is used throughout the literature (e.g., [49, 63, 72]). In order for the agents to be
able to compute their next actions, they need memory which may or may not be persis-
tent [49]. We say the memory is persistent if the mobile agents retain the information
saved in their memory even when they are not active. There is also a model called obliv-
ious [49] where the agents lose all memory when they deactivate. The memory of the
agents can either be finite, or bounded by some parameter. We could say that a lower
bound for an agent’s memory is at least the space needed to represent its states, but in
some cases the total memory needed by an agent might be dependent on the space nec-
essary to give some more powerful capabilities to the agent (e.g., global visibility). In
the problems studied in this thesis when an agent has constant memory it means that it
has constant number of states. In any case optimizing the memory usage of the mobile
agents is an assessment measure for the protocols executed by the mobile agents (i.e.,

space complexity).

One more capability that we have to consider is whether the agents have distinct iden-
tities [63]. Usually the agents do not have such distinct identities initially, such agents
are called anonymous agents. However, the mobile agents may be able to assign such

distinct identities during the execution of the protocol.
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2.2.3 Time

The notion of time is quite important for the agents. Each agent having a clock can op-
erate based on the ticks that clock makes. Even if all the agents have such a clock, that
does not ensure that all the agents will move and operate synchronously [49]. In fact, the
time spent by each agent moving, observing, interacting with the environment, and com-
puting, might be different from agent to agent and different in different stages of their
operation. Also, the time between two consecutive active stages for each agent might dif-
fer too. Two very important models, that have been extensively studied are .AsYyNc and

SSYNC [49].

In the semi-synchronous (SSYNC also known as just synchronous) time is divided in time
units; some of the agents then are active on any specific time unit (or round). These
agents can compute, interact with the environment, move etc. and all the other agents
are inactive for the entire time unit. An adversarial activation scheduler chooses which
agent is active and which is inactive. A fairness to the activation scheduler is enforced,
for every agent a € A and time ¢, where A is the set of mobile agents operating in the
network, there is a time ¢ > ¢ on which agent « is activated (i.e., each agent is activated
infinitely often). At the extremes of SSYNC we have the fully synchronous (Fsync) model.
Under this model, in each time unit all agents are activated at the same time. Another
extreme is the sequential (SEQUENTIAL) model. Under this model at each time unit only

one agent is activated.

On the contrary, in the asynchronous (AsyNc) model there is no notion of time between
the agents. There is no assumption as to how much time it takes for an agent to op-
erate, but any agent can be active for only a finite amount of time. The agents are
activated by the activation scheduler totally independently from one another, but the
scheduler is said to be fair as mentioned before (i.e., each agent is activated infinitely
often). Notice that even though the activation scheduler is fair in both the Async and
the SsyNc models, the number of activations of other agents between two consecutive
activations of the same agent « might be unbounded. There is though a stronger assump-
tion of a p-bounded (or p-fair) activation scheduler. Under that assumption, for every
agent a € A, between two successive activations of agent a, every other agent has been

activated at most p times. Note that, in #SYNC, the scheduler is 1-bounded by definition.
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Time is also one of the assessment measures for any algorithm (i.e., time complexity).

2.3 Adversary

In the analysis of algorithms in order to prove correctness of an algorithm and show up-
per and lower bounds on time complexity as well as proving infeasibility under certain
models, the abstract notion of an adversary is often used. In the case of mobile agents,
the analysis of a problem can be thought of as a game between a proposed algorithm ex-
ecuted by mobile agents and the adversary. The adversary may have “powers” which it
utilizes in order to prevent the mobile agents from executing the algorithm successfully.
The powers of the adversary depend on how weak the model is. All parameters of an in-
stance of a problem can be decided by the adversary. For example, the initial positions
of the agents, the network topology, the time needed for a mobile agent to traverse an
edge in the AsYNc model, the number of the agents, the size of the network. We say that
the problem is infeasible if the adversary can set the parameters in such a way to make
any algorithm fail, and when the problem is feasible then the algorithm that solves the

problem works for any options of the adversary.

2.4 Problems

In this section we discuss the main problems studied in the present thesis. Specifically,
we have three main problems which are studied, namely the gathering problem, the
broadcast problem, the black virus decontamination problem. We will formally define

all details of the problems later in the relevant chapters.

2.4.1 Gathering

Consider a set of mobile entities that are able to move in an environment and whose task
is to meet at the same location. This is a fundamental problem in the area of distributed
computing with mobile agents (or robots), since agents, to execute specific tasks, may
need to meet to share information or to coordinate. The problem is called rendezvous
when the mobile agents are only two, gathering otherwise [65], and has been widely

studied when the environment is modelled as a graph and the mobile agents can move
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along the edges of the graph. However, most of the studies are restricted to fault-free
environments and little is known about gathering when the environment is faulty or
hostile. Possible faults can be a permanent failure of a node, like for example the so
called black hole that destroys agents arriving at anode [6,40], or, transient faults that can
appear anywhere in the graph and are controlled by a mobile hostile entity (an intruder)

that behaves maliciously [8].

We investigate the gathering of multiple honest agents scattered in a graph in the pres-
ence of a malicious adversary as discussed in Section 2.3. We assume that the honest

agents are much weaker than the malicious agent.

Problem 1. Given a graph G = (V, E) and k honest mobile agents scattered at distinct

vertices on the network, find a protocol that gathers all agents at a single vertex.

2.4.2 Black virus decontamination

We study the Black Virus Decontamination (BVD) problem within the distributed com-
puting and especially the mobile agents’ area. A Black Virus is a malicious entity and the
goal is to find the minimum number of agents that can decontaminate a given network
with a Black Virus initially located at an unknown place and design a fast distributed
algorithm for a certain (preferably weak) model of mobile agents. In our study specifi-
cally we discuss the problem on rings but the problem can be defined in a general graph

environment.

Problem 2. Given a graph G = (V, E) and k mobile agents scattered at distinct vertices
of the graph, and a vertex of G unknown to the agents which is contaminated by a black

virus, find a protocol that if followed by all mobile agents G gets decontaminated.

2.4.3 Broadcasting

We are interested in communication problems for mobile agents moving in a network.
The classical problems of broadcast or convergecast deal with the dissemination of infor-
mation in the network. In the case of message passing networks, broadcast is achieved
by spreading the information from the source node to all other nodes. For a system of

mobile agents, the equivalent problem is the propagation of information from one source
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agent to all other agents in the system. Such problems are relevant for teams of mobile
sensor robots sent on data collection missions. We assume that the agents autonomously
move along the edges of a graph that represents the network; when two agents are at the
same node, they can communicate and share information. We would like to stress here
that the agents are not allowed to use any means of communicating at a distance (e.g.,
due to security reasons). The information to be broadcast can be transferred only when

the agents meet physically.
We define formally the problem of broadcasting bellow:

Problem 3 (The broadcast problem as defined in [37]). Given a constantly connected
dynamic network G based on an underlying graph G consisting of n > 2 nodes, a source
agent that has a message M and k > 1 other agents that are initially located at distinct

nodes of the network, the goal is to broadcast this message M to all the agents.
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3 Gathering of Mobile Agents

The problem of gathering two or more agents, in a graph is an important problem in the
area of distributed computing and has been extensively studied especially for the fault
free scenario. In this chapter we consider the mobile agents gathering problem in the
presence of an adversarial malicious agent which by occupying an empty node prevents
honest agents from entering that node. The honest agents move in synchronous rounds
and at each round an agent can move to an adjacent node only if this node is not oc-
cupied by the malicious agent. We model the agents as finite state automata moving in
an environment modeled by an anonymous oriented grid graph and having no informa-
tion on the size of the graph. The malicious agent is assumed to be arbitrarily fast and
to have full knowledge of the graph, the locations, and the strategy of the honest agents
at all times. The honest mobile agents are anonymous, synchronous, cannot leave mes-
sages at nodes and they have constant memory. Two agents can see or communicate
with each-other only when they meet at a node. Previous studies consider the problem
for ring networks and for asynchronous grids, where rendezvous was solved only for
the special case of agents starting already in connected configurations. We study here
the problem for synchronous agents in anonymous oriented grid networks for any start-
ing configuration without multiplicities and any number of agents. We first show that
rendezvous is impossible for 2 agents even when the agents can see the locations of each-
other at all times. We then present a universal deterministic algorithm that solves the
problem for any number of at least 3 agents with only local visibility and constant mem-
ory in any oriented grid with one malicious agent. Some of those results have appeared

in [34]
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3.1 Mobile agents with global visibility

We first study the case where the agents have global visibility. In this scenario the agents
are able to determine the locations of all other agents on the grid at all times. We first

show some basic properties.

Let us consider a two dimensional oriented grid consisting of n» rows and m columns.

Port labels have been consistently assigned at each vertex:
{north, south, east,west}

and analogously for vertices on the border.

Algorithm 1: Solving the trivial case of no malicious agent.

1 while not on the north border do
L move north

3 while not on the east border do
L move east

Notice that if there is no malicious agent, then any number of agents with constant mem-
ory, having no initial information about the size of the grid, can easily gather within at
most n + m — 2 steps by executing Algorithm 1. Eventually, each agent moves to the
North-East corner of the grid. It is shown below that when there is a malicious mobile
agent on the grid, a similar strategy can gather at least (¥ — 1) out of the k agents. In this
strategy when the agents are blocked by the malicious agent then they diverge a little

and all except one can reach the meeting point.

Procedure MoveToNECorner

1 repeat
Compute S
Let A be the agent such that, z(A4) = eriI}g x(4A;)
i€
S=5-A

if S = () then Compute S without considering A
6 Let B be the agent such that, z(B) = \}Eir}q x(A;)
i€

7 if A not at the north border then moves one step north
else moves one step east
9 if B not at the east border then moves one step east
10 else moves one step north
11 until there exists at most one agent A’ such that z(A’) + y(A’) > 1
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Let us now discuss an algorithm that gathers ¥ — 1 agents with global visibility in the
presence of a malicious agent. The idea of the algorithm is the following: The goal of
that algorithm is to gather all but one agents at the north-east corner, or if the corner
is occupied by the malicious at a neighboring node (i.e., the node immediately at the
west or at the south of the corner). To achieve that, the agents would chose at each step
two agents that are the closest to the corner but not at the corner or the adjacent nodes
of the corner. The choice is made by selecting the agent which is closest to the north
border as agent A and the second closest to the north border agent B. If there are ties,
we break them by using the distance from the east border!. The agents that have been
chosen make a move, one towards the north border and one towards the east border.
At least one of them will reach the border and when they do, they start moving towards
the north-east corner until they reach one of the adjacent nodes of the corner. When all
but one have reached one of the two adjacent nodes of the corner, they can collectively

decide at which node the should gather.

Algorithm 2: Gathering of > k£ — 1 agents with global visibility.
Execute MoveToNECorner
if less than k — 1 agents are collocated then
if there are at least two agents Ay, Ay with y(A;) = y(A2) = 0 then
Select A1, A (with smallest ids)
A; moves east and A, moves south
while 3 agent C : y(C) =0do
L moves through connected path south of (0, 0)

| if (1,1) is occupied then that agent moves east

else
if there are at least two agents Ay, A; with x(A;) = z(As) = 0 then
Select A;, Ay (with smallest ids) and z(A4;) = z(A42) =0
A; moves north and A, moves west
while 3 agent C : (C) =0 do
L moves through connected path west of (0, 0)

| if (1,1) is occupied then that agent moves north

else there is one agent at (0,1) and one at (1,0)
L Both agents move towards (0,0) and if blocked move towards (1, 1)

if (0,0) is occupied then all agents move to (0, 0)

We define here some additional notation used in Algorithm 2. Let (0, 0) be the north east

corner for description purposes, y(A) be the distance of mobile agent A from the north

1Since the agents start at distinct nodes, one of those distances must be different.
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border, x(A) be the distance of mobile agent A from the east border, and the set of the
agents who are closer to the north border, but not at nodes (0, 0), (1,0), or (0, 1), is defined

as

§ = {4 | y(4:) = miny(C), and y(C) + z(C) > 1}

where (1,0) and (0,1) are the neighboring nodes of (0,0) to the west and south respec-

tively.

Lemma 3.1. In an oriented grid of size n x m, with n, m > 3, k > 3 honest agents, initially
placed at distinct nodes, and one malicious agent, at least (k — 1) honest agents executing

Algorithm 2 can gather under the global visibility model.

Proof. Notice that initially the agents can assign distinct identities to each agent, for ex-
ample using the combination of their distances from the east and north borders. In view
of Lemma 3.3 atleast k£ — 2 agents are located at nodes (1,0) and (0, 1) collectively. If there
are at least two agents at (1,0), then two of that group is chosen (for example, two with
the smallest identities) and they try to move south and east respectively. At least one
agent succeeds effectively creating a “bridge” towards (0, 1). Then the rest of the agents
move through the occupied by an agent neighboring node (i.e., the bridge) towards (0, 1)
and finally the agent or agents, that moved initially, move to (0,1). Finally, if (0, 0) is oc-
cupied then all agents move there and & — 1 agents have gathered. If (0,0) is not occupied
then there were £ — 1 agents initially at nodes (1,0) and (0,1) collectively, and thus all

k — 1 agents have gathered at (0, 1).

If there is only one agent at (1,0) then there are at least two agents at (0, 1) except from
two special cases which we will consider later. The agents at (0, 1) form a bridge towards
node (1,0) and with the same argument as before at least k¥ — 1 agents gather either at

(1,0) or (0,0).

The two special cases arise when k& = 3 or k£ = 4. For k£ = 3, there might be one agent at
each node (1,0) and (0, 1) respectively. If the malicious agent blocks the third agent then

k — 1 agents can gather at (0,0) (the same happens if there was an agent at (0,0) from
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the beginning). For £ = 4, in order to only have at most one agent in both (1,0) and (0, 1)

nodes then (0,0) must be occupied, which is the node where £ — 1 agents gather. O

Lemma 3.2. Let agents A and B be the agents chosen by Algorithm 2. At least one of agents

A and B executing Algorithm 2 reaches node (0,1) or (1,0) after a finite amount of time.

Proof. The agents A and B are chosen depending on their distances from the north and
east borders. Since the initial placement of the agents is at distinct nodes, each pair of
agents (A, B) would have either y(A) # y(B) or z(A) # x(B) or both. Moreover, agent B
who is closer to the east border moves east and agent A moves north, their paths towards
the nodes (1,0) and (0, 1) for A and B respectively do not intersect, and because they are
the closest agents to those nodes they do not meet any other agent. If there was an agent

in any of those paths of A and B, then that agent would have been chosen as A or B.

The malicious agent can block only one of the agents A and B during that procedure.
Notice that blocking one of them does not change their states, Aremains A and B remains
B. Therefore, after a finite amount of time if A (resp. B) is not blocked, then it reaches

node (1,0) (resp. (0,1)). O

Lemma 3.3. After a finite amount of time at least k — 2 agents that execute Algorithm 2

are located at nodes (0,1) and (1,0) collectively.

Proof. Inview of Lemma 3.2 at least one agent reaches either (1,0) or (0, 1). Without loss
of generality, let A be the agent that reaches (1,0). If A is the only agent that managed to
reach its node, then it has z(A4) + y(A4) = 1, thus on the next round a new pair of agents
A and B is chosen. If there are two agents A and B that reach nodes (1,0) and (0,1)
respectively, then both agents have z(A4) + y(4) = 1 and z(B) + y(B) = 1, hence on the

next round a new pair of agents A and B is chosen.

Applying at each phase Lemma 3.2 eventually at least & — 2 agents would have gathered
at nodes (1,0) and (0, 1) collectively. The two agents Cy, C that might be missing is one
thathas z(C1)+y(C1) > 1 and is indefinitely blocked by the malicious agent and the other
which has z(Cs) + y(C2) =0 O

Let us now recall the following property of a grid graph:
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4 Cy Cs

Malicious X 4 4 . ®

Honest ® ¥ ¥ ¥

FIGURE 3.1: Two agents gathering configurations C;, Cs, and C3;. The two
agents are denoted by letters A and B and the malicious agent is denoted by
the letter M.

Definition 3.1 (vertex cut [77,78]). A vertex cut, also called a vertex cut set or separating
set, of a graph G is a subset of the vertex set S C V(G) such that G — S has more than one

connected component.

Definition 3.2 (minimum vertex cut [76,78]). Given a graph G a minimum vertex cut is a

vertex cut of smallest possible size.

Property 3.1. Ann x m grid graph G = (V, E), with n,m > 3 has a minimum vertex cut of
size 2, and every minimum vertex cut consists of the occupied nodes of either configuration
C5 of Fig. 3.1, or a symmetric one (all the pairs of nodes which are neighbours of a corner

of the grid).

3.1.1 Impossibility result for two honest agents

We first show that two agents cannot gather in an oriented grid, even if they have unlim-
ited memory and global visibility. Notice that the agents can assign themselves distinct
identities. More specifically, each agent can assign an identity to itself consisting of two
integers by observing the distances from the borders. The first integer will be its dis-
tance from the north border, and the second integer will be its distance from the east
border. Since the agents have global visibility and they have been initially placed at

distinct nodes they can compute those distinct identities.

Lemma 3.4. In an oriented grid of size n x m, where n,m > 3, two agents cannot gather
in the presence of one malicious agent, even if they have unlimited memory and global

visibility.
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Proof. Let G = (V,E) be an oriented grid. Suppose that there is an algorithm .4 that
gathers the two agents at a node of the grid at time ¢. Consider the last configuration
of the agents before they meet (i.e., the configuration at time ¢ — 1). We first prove that
the last configuration should either be the one in which: 1) the two agents are adjacent
somewhere in the grid (let us call this configuration C;) or, 2) they are both at distance
one from the same corner of the grid (let us call this configuration C5). Examples of those
two configurations are shown in Figure 3.1. Suppose for the sake of contradiction, that
the last configuration C is not C; or Cs. In that case the agents in C have to be at distance
two (but not as in () at time ¢ — 1, otherwise they cannot meet at time ¢. This means that
both agents have to move to the same (free) node « in order to meet. From Property 3.1, if
n,m > 3, we have that the only vertex cut of size less than 3 is a vertex cut of size 2 which
is the one of configuration C5, or the symmetric ones. Thus, in all other configurations,
the subgraph induced by all free nodes (i.e., nodes which are not occupied by honest
agents) is connected. Hence, in that case the malicious agent M can always reach the
free node u before the agents and thus prevent them from meeting each-other, even if
the agents, have unlimited memory and they can see each other’s locations. Thus, the

last configuration before the gathering should be C; or Cs.

Let us now define configuration C5 in which one of the agents occupies a corner node u
of the grid and the other agent occupies the node v which is at distance 2 from « and not
in the same row or column with «. We will show that unless the agents initially start in
configuration C, Cs, or Cs, it is impossible to form any of those configurations, and hence
it is impossible to gather. Suppose for the sake of contradiction that the agents are able
to form a configuration of type C € {C1, Cs, C5} starting from a different configuration

and let ¢’ ¢ {C4, Cs, C3} be the last configuration before C is formed.

First observe that since C’ is different than configuration C; and its symmetric ones, ac-
cording to Property 3.1 configuration C’ cannot have a vertex cut smaller than 3. Hence,
if both agents at configuration C’ try to move to the same node z, or only one agent tries
to move to a node 2 in order to form configuration C, then M can reach node = before the
agent(s) (since, in any configuration apart from Cs, M is able to reach any node which is
not occupied). Therefore configuration C cannot be formed if at C’ only one agent tries

to move, or if both agents try to move at the same node. Let us study now the remaining
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(a) (b) ()

FIGURE 3.2: Two agents in a n x m,n,m > 3 grid trying to move to two dis-

tinct nodes (z, w) from two distinct nodes (z, y) not in a configuration of type

{C1,Cy,C3} respectively. Nodes (z,w) are not occupied nodes, but need to
be in order to get a configuration of type: C, Cs, Cs.

case in which both agents at C’ try to move to two distinct nodes.

Consider a configuration ¢’ ¢ {C;,Cs,C3} composed of a node z containing agent A
and a node y containing agent B. Suppose that the two agents A, B located at nodes
z, y in configuration C’ are trying to move to two distinct nodes > and w respectively
in order to form configuration C. If z,w are not the occupied nodes of a configuration
C € {C1,Cs,Cs}, then the malicious agent M does not block anyone and therefore C can-
not be formed. If 2, w are indeed the occupied nodes of a configuration C' € {Cy,C5,Cs}
but either the pair (z,w) or the pair (z,y) are not the occupied nodes of a configuration
C € {C1,Cs,Cs}, then the malicious agent M could block either node z (so that the new
occupied nodes are (z,w)) or node w (so that the new occupied nodes are (z,y)) respec-
tively. Hence, again the malicious agent M has a strategy to prevent the agents from

forming configuration C.

The only remaining hypothetical scenario in which the malicious agent M would not be
able to prevent the formation of configuration C from C” is when all pairs of nodes (z, w),
(z,y), and (z,w) are the occupied nodes of configurations in {Cy, C2, C3}. We show below

that this is impossible.

» Suppose that the nodes (z, w) (in configuration C) are the occupied nodes of config-
uration type C;. In other words, if both agents A, B move then the resulting con-
figuration is connected (see an example in Figure 3.2(a)). Node z could not be at w,
since then configuration ¢’ would be of type C;. Node z can only be either North
or South of w in Figure 3.2(a), since otherwise (x,w) cannot be the occupied nodes

of some configuration in {C;, Cs,C3}. Suppose without loss of generality that z is
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as shown in Figure 3.2(a). Then y cannot be adjacent to x (otherwise configuration
C’ would be of type ;) and can only be as shown in Figure 3.2(a), since otherwise
(z,y) cannot be the occupied nodes of some configuration in {C}, Cy, C3}. However,
even in that case, the pairs of nodes (z,w) and (z,y) cannot be the occupied nodes

of configuration types C; or C5 if n,m > 3.

» Suppose that the nodes (z,w) (in configuration C) are the occupied nodes of configu-
ration C; (see an example in Figure 3.2(b)). Then nodes z, y have to be the other two
nodes of the corner 2 x 2 subgrid in Figure 3.2(b), otherwise (x, w) or (z,y) cannot
be the occupied nodes of some configuration in {C;, Cy, C5}. However, this means

that configuration C’ was of type Cs5, which is a contradiction.

 Suppose that the nodes (z, w) (in configuration C) are the occupied nodes of configu-
ration C (see an example in Figure 3.2(c)). Then nodes z, y have to be the other two
nodes of the corner 2 x 2 subgrid in Figure 3.2(c), otherwise (z,w) or (z,y) cannot
be the occupied nodes of some configuration in {Cy, Cs, C5}. However, this means

that configuration C’ was of type Cs, which is a contradiction.

Hence, if the two agents initially start at a configuration of type different than C, Cs, or
(s, then they cannot form a configuration of type C4, Cs, or Cs, and therefore they cannot
gather. Notice that, this impossibility result holds even when the agents have unlimited

memory and can see each-other’s location at any time on the grid. O

We will see later that 3 or more agents can always gather in this model.

3.1.2 Gathering any number of at least 3 agents

In this section, we show that under the global visibility model, even three honest agents

(with constant memory) can gather in an oriented grid in presence of a malicious agent.
Some notations:

* Let C§ be the set of all connected configurations with 3 agents (i.e., the nodes occu-

pied by the agents form a connected subgraph of the grid).
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FIGURE 3.3: Three agentsin a grid: A tower of 2 and a single agent at distance
two.

* Let C$ be the set of all configurations with 3 agents, where two agents are colocated
and the third agent is at distance two from them on a straight line (i.e., either on

the same row or on the same column, see an example in Fig. 3.3).

s Let C3 be the set of all configurations with 3 agents, where two agents are colocated
and the third agent is at distance two from them not on a straight line (i.e., the agents

are not all on the same row or on the same column, see an example in Fig. 3.3).

Theorem 3.1. Three honest agents with global visibility can gather in an oriented grid in

spite of one malicious agent.

Proof. 1t is sufficient to show that the agents can form a connected configuration (it is
straightforward to gather from a connected configuration if the agents can see each
other). Due to Lemma 3.1, we know that 2 of the 3 agents can always gather at a node,
if they have global visibility. So, let us assume that we start from a configuration where
2 agents are colocated (form a tower) and the third agent is in some distinct node of the
grid. Due to the global visibility capability, the agents can approach each other, i.e., they
can try to move to reduce the (vertical and then horizontal) distance between them. The
two agents in the tower will move together during this process. Note that, if the distance
between them is more than two then M can block either the tower or the third agent
but not both at the same time. Thus, at each time step, the distance will be reduced until
the distance is no more than two. If the distance is less than two then the agents already

form a connected configuration and they can immediately gather. So, suppose that the
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agents reach a configuration where the distance between the tower and the third agent

is exactly two.

Thus this configuration can be either of type C? or of type C3. We show that: (i) From
a configuration of type C? we can reach a configuration of type C3 or a connected con-
figuration, and (ii) from a configuration of type C3 we can always reach a connected

configuration.

To prove (i), let us consider, w.l.o.g., the particular configuration C € C; where the third
agent is two steps to the EAST of the tower of two agents (see Fig. 3.3). Note that for
the other configurations in C$, similar arguments hold, with rotation of directions etc.
In configuration C, the algorithm will instruct the tower to perform GO(NORTH) and the
solitary agent to perform GO(WEST). If both moves succeed, then the resulting configu-
ration is in C§ and we are done. If only the move of the tower is blocked then we have
a connected configuration. So, we need to consider the only other case where the move
of the solitary agent is blocked by M. The resulting configuration has the tower one step
North and two steps West of the solitary agent (as shown in the figure). From this config-
uration, in the next step, the algorithm will instruct the tower to perform Go(EAST) and
the solitary agent to perform Go(WEST). If both moves succeed then we have a connected
configuration and if either one of the moves is blocked then the resulting configuration

is in C3. Thus we have proved (i).

To prove (ii), note that in any configuration of type C3, there are two unoccupied nodes
of the grid that are both at distance one from the tower and from the solitary agent. The
algorithm will instruct the agents in the tower to split and move towards those two nodes
respectively?. The malicious agent M cannot block the moves of both and if at least one of
the moves succeeds then the resulting configuration is a connected configuration. Thus
we have proved (ii). So, three agents with global visibility can always gather starting

from any configuration. O

Notice that the above result can be extended to any number of k agents, by first forming
a tower of (k — 1) agents (cf., Lemma 3.1) and repeating the technique of Theorem 3.1

with the k£ — 2 agents of the tower acting as a single agent. However, we will show in

2We remind the reader, that as we have noticed in the beginning of the section, the agents can assign to
themselves distinct identities and therefore they can perform distinct moves.
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the next section that for £ > 3 agents, gathering is still possible in the more challenging

model with local visibility.

3.2 Local visibility

3.2.1 Gathering any number of at least 4 agents

In this section, we show that four or more honest agents can always gather in an n x m
oriented grid with one malicious agent, where n,m > 1. Notice that, if n or m equals
1 (i.e., the grid is just one row or column), the gathering of all honest agents is trivially
impossible since the malicious agent can divide the agents into two separate groups and
prevent them from gathering. Hence we are interested in n x m oriented grids, where
n,m > 1. Notice also that, if in the starting configuration there are nodes with more than
one agents, then those initially colocated agents will always behave in the same way since
they are anonymous deterministic automata acting synchronously and they always have
the same input. Thus, for an initial configuration with two colocated groups of agents
the problem is unsolvable since the two groups will act as two agents and Lemma 3.4
will apply. Hence, in general the problem is unsolvable for initial configurations with
multiple agents at distinct nodes. Therefore, we are interested in initial configurations

with scattered agents (i.e., at most one agent at each node).

The high level description of the algorithm is the following: The agents first form at
least one group of at least 3 colocated agents. Each such group moves to the South-West
corner of the grid. Then, each group of at least 3 agents sweeps the whole grid towards
the North-East corner and on the way collects all the agents not belonging to a group.
Finally, all agents meet either at the North-East corner of the grid or at its adjacent node

on the West.

The main algorithm, called Gridwalk, first creates at least one group of three colocated
agents, called tower, and then moves the towers of agents towards the South-West corner
of the grid. After arriving at the South-West corner the towers sweep the grid towards the
North-East corner, by exploring each column and changing columns only via the South
border while on the way collect all the agents that do not belong to any tower. Note that,

when two (or more) agents are moving at the same time to different nodes, the malicious
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agent M can block at most one of them at each step, since the movements of the agents
are synchronous. An agent can move in a chosen direction only if the neighbouring node

is not occupied by M, otherwise it stays (we say it is blocked) for this step.

Procedure FormTower
/* Algorithm to form Towers of at least 3 agents for k>4 */
/* Returns the state of the agent */
State := Initial
while there are less than 3 agents at the current node and there is an edge North do
if there is exactly one agent at the current node then

if previous move was North and blocked and there is an edge East then move

one step East
else move one step North

else

// there are exactly two agents at the current node

if previous move was North and blocked for both agents at state Initial then
Al moves one step North
if there is an edge East then A2 moves one step East
else A2 moves one step West

| else move one step North

State := NB-reached
while there are less than 3 agents at the current node and there is an edge East do
if there is exactly one agent at the current node then move one step East
else
// there are exactly two agents at the current node
if previous move was East and blocked for both agents at state NB-reached
then
Al moves one step East
if there is an edge North then A2 moves one step North
else A2 moves one step South

| else move one step East

while there are less than 3 agents at the current node and there is an edge North do
| move one step North

while there are less than 3 agents at the current node do WAIT(1)
State := Tower
return State

The formal description of Gridwalk is shown in Algorithm 3. The algorithm uses a num-
ber of procedures. The first one, is called Procedure FormTower and creates at least one
tower of at least 3 collocated agents. The second one, is called Procedure TowerWalk and

moves a tower of 3 agents to the next node in the intended direction. Finally Procedure
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ExploreLine, is used to move a tower in a straight direction.

Let us now describe all procedures in more detail. The main idea of Procedure Form-
Tower is to let each agent navigate towards the North-East corner, by first instructing
the agent to move North up to the North border and then East up to the East border.
During this navigation, if an agent is blocked by the malicious agent while moving North
and it is alone, in the next move it will try to move East for one step (or West if it is lo-
cated on the East border column). If at some point the agent (which still moves towards
North) meets with exactly one more agent and both of them were blocked while trying to
move North, then one of them moves East for one step (or West if it is located on the East
border), while the other one moves North. If two agents which have already reached the
North border are blocked on the North border while they try to move East, then one of
the agents moves South for one step. The agents that reach the North-East corner wait

until at least 3 agents are there.

Lemma 3.5. Consider k > 4 agents in a n x m oriented grid, initially placed at distinct
nodes, with one malicious agent, where n,m > 1. If the agents execute Procedure FormTower

then at least 3 agents will meet at a node at the same time within O(n + m) time units.

Proof. Initially every agent is moving towards the North border of the grid. If an agent
which is alone is blocked by the malicious agent M while trying to go North, and the
agent is not on the East-border column, then it tries to go East for just one move, i.e.,
before continuing to try to go North. If there are two co-located agents which have been
blocked while they are trying to go North, then one of them tries to go East (or West
if they are moving on the East-border column) for just one move, while the other one
tries to go North. Note that even though the agents are anonymous, since they initially
started at distinct nodes, they can assign to themselves different labels when they gather
at a node, based on the arrival times and on the incoming directions. Since M can only
block at most one node at a time, it might prevent at most 2 agents from approaching
the North border while executing the first while-loop of Procedure FormTower: M might
prevent one agent A (or a group of at most two co-located agents) from going North and
at the next time unit (when A tries to go East) it might prevent another agent B (or a

group of at most two co-located agents) from going North; M can continue to prevent
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agent A (when B goes East) and B (when A goes East) from going North. Hence at least
k — 2 agents will finish executing their first while-loop in the procedure approaching the
North border of the grid. At least one of the remaining two agents will first reach the
East border and then it will try to move North. Even if both remaining agents at some
point occupy the same node on the East border, they will split, one going West, and the

other North, hence at least one of them will manage to approach the North border.

Thus at least & — 1 agents will exit the execution of their first while-loop in the procedure
and reach the North border after O(n + m) time units. Now every agent on the North
border will execute its second while-loop trying to go East. The malicious agent M can
divide those k& — 1 agents on the North border, into at most two groups and can prevent
the western group from approaching the East border. Notice that, since £ — 1 > 3 at least

one of these groups should have at least two agents.

If there is only one agent on the western group of the North border, then either it will be
eventually unblocked, or otherwise the agent which was still blocked without exiting its
first while-loop, will be unblocked and reach the North border, joining one of the two

groups there.

If there are two agents on the western group of the North border, then those agents (by
executing their second while-loop) will split after they are blocked at the same node (one
of them continuing moving East and the other one moving South for one step). Hence,
the malicious agent can only prevent at most one of them from moving East within the
next two steps. Overall, at most one agent might not exit its first while-loop and at most
one more agent might not exit its second while-loop. This case can only happen if the
malicious agent has blocked the North-East corner of the grid. Otherwise, at most one
agent might not exit its first while-loop, Oor at most one agent might not exit its second
while-loop. Notice that the agents which have exited their first while-1loop they are later
located either in the North border or one row below. The agents which have also exited
their second while-loop they are later located either in the North-East corner or one
node below. Hence if £ — 1 > 3 agents have exited their second while-loop they meet and
finish the procedure. If the malicious agent blocks the North-East corner then it might
happen that one agent has not exited its first while-loop and is located one node South

of the North-East corner and another agent has not exited its second while-loop and is
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located one node West of the North-East corner. However, in such a case at least two of
the remaining ¥ — 2 > 2 agents will soon join one of the blocked agents. Notice that, in
the special case where two groups of two agents each are temporarily formed, one West
and one South of the North-East corner, two agents might swap positions once, but then

at least three agents will gather at the node South of the North-East corner.

Hence at least one group of at least 3 co-located agents will be formed. O

Procedure TowerWalk(X, Y)

/* A tower of at least 3 agents moves from a node u = (z,y) either to an
adjacent node in direction X, or to a node at a distance 2 from w in
direction XY . If at some step there are no applicable instructions for
an agent, this agent does not move in that step. All other agents
associated with the tower except the 3 basic agents, are just following
one of the three basic agents. */

1 Step 1
2 A; :moveto (z+1,y)

3 Ay :move to (z,y + 1)

4 Step 2
5 | As:[together with 4;]: move to (z,y + 1)

6 As : [together with As]: move to (z + 1,y)

7 Step 3

8 Al : [alone at (z,y)]: move to (z + 1,y)

9 A2 :[alone at (z,y + 1)]: move back to (z,y)
10 A2 : [alone at (z,y)]: move to (z + 1,y)

11 | A2:[otherwise]: moveto (x + 1,y + 1)

12 Step 4

13 Al :[alone at (z,y)]: move to (z,y + 1)

14 A2 : [together with A3 at (z,y + 1)]: moveto (x + 1,y + 1)
15 A2 : [together with A3 at (z,y)]: move to (z + 1,v)

(

(

16 | A3:[together with A2 at (z,y + 1)]: move to (z,y)

17 A3 : [together with A2 at (z,y)]: move to (z + 1,y)
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Step 5
Al : [together with A3 at (z,y + 1)]: moveto (z + 1,y + 1)
A2 :[alone at (z,y + 1)]: move back to (z,y)
A3 : [alone at (z,y + 1)]: moveto (z+ 1,y + 1)
A3 : [together with Al at (z,y + 1)]: moveto (z + 1,y + 1)

Step 6

A2 :[alone at (z + 1,y + 1)]: move to (z + 1,y)

A2 : [together with A3 at (z,y)]: move to (z + 1,y)

A2 : [together with A3 at (z + 1,y + 1)]: move to (z + 1,y)
A3 : [alone at (x,y)]: move to (z + 1,y)

A3 : [together with A2 at (z,y)]: move to (z + 1,y)

A3 : [together with A2 at (z + 1,y + 1)]: move to (z + 1,y)

Consider a number of at least three agents which gather at a node constructing a tower
3. Even in the case that more than three agents gather at the same node, three agents can
always be elected as the three distinct agents that form the tower (e.g., by comparing ar-
rival times, incoming directions, already assigned identities and making an ordered list
in which all agents agree). The remaining agents (if any) are then identified as followers
of the constructed tower. Hence assume a tower of at least three agents which has been

formed by agents A1, A2 and A3.

Procedure TowerWalk, moves all agents associated with the tower either to an adjacent
node towards a given direction or to a node at distance 2 from the agents’ current posi-
tion. Let X be the given direction and Y (which is also given) be the direction 90 degrees
clockwise or counterclockwise from X. For example if X is North then Y will be either
East or West and so on. Suppose the tower is at position (z, y), where z is the current row-
position and y is the current column-position. Let (z+ 1, y) be the node which is adjacent
to node (z, y) towards direction X and let (z,y + 1) be the node which is adjacent to node
(x,y) towards direction Y. Then, after an execution of TowerWalk (X, Y), the new position
of the tower is either (z + 1,y) (if the node (z + 1,y) was not blocked) or (z + 1,y + 1) (if
the node (z + 1,y) was blocked). For example if at least 3 agents belong to a tower at a
node u then Procedure TowerWalk (North, East) will move all agents associated with the
tower either to node v adjacent to « in the North direction (if v is not blocked) or to node

w at distance 2 from « in direction North-East (if v was blocked).

3We remind the reader that, even though the agents are anonymous, since they initially started at distinct
nodes, they can assign to themselves different labels when they gather at a node, based on several criteria.
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The formal description of Procedure TowerWalk (X,Y) can be found in Algorithm Tower-
Walk. The algorithm has also been demonstrated in Figures 3.4, 3.5, 3.6 for X = North
and Y = Fast, the remaining cases for X and Y work in a similar way. In the algorithm,
the related figures and correctness lemma we only analyze the movements of the three
agents Al, A2 and A3 which formed the tower. If there are more agents associated with

the tower then those agents just follow one of the three previously mentioned agents.

Lemma 3.6. Consider k > 4 agents in a n x m oriented grid, initially placed at distinct
nodes, with one malicious agent, where n,m > 1. Suppose that in the grid there is at least
one tower consisted of at least | > 3 colocated agents located at a node v = (x,y) at time
t. If the tower-agents execute Procedure TowerWalk(X,Y), then after at most 6 time units,
they all move either 1) to a node v = (z + 1,y) which is adjacent to u towards direction X,
if v was not blocked at time t + 1 or t + 3 or, 2) to a node w = (x + 1,y + 1) which is at a

distance 2 from u towards direction X — Y, if v was blocked at time t + 1 and t + 3.

Proof. We will prove the lemma for directions X, Y, where X is any direction and Y is
the direction 90 degrees clockwise from X. The case when Y is the direction 90 degrees
counterclockwise from X can be proved in a similar way. We have depicted the algo-
rithm in Figures 3.4, 3.5 and 3.6, for X = North and Y = Fast. We describe the algorithm
by just illustrating and analyzing the movement of the 3 basic agents A1, A2 and A3 that
formed the tower. If there are more agents associated with the tower then those agents
just move together with one of the three previously mentioned agents. If one of the three
basic agents meets at any time another agent C' which has not yet been associated with
any tower, then agent C is associated with the tower and after that it just moves together
with one of the three basic agents of the tower. If one of the agents associated with the
tower meets at any time an agent C which is associated with a different tower, then the
agents just ignore each-other. Note that two tower-agents that meet at the same node can
always decide whether they are associated with the same tower or not: Suppose that two
agents A, B associated with towers started the execution of Procedure TowerWalk at nodes
u4, up respectively and meet at a node v while executing the procedure. The two tower
agents communicate and compare their port-sequences from the starting nodes w4, ug

to the meeting node v. Since, as we will prove, Procedure TowerWalk lasts at most 6 steps,
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a tower-agent needs only constant memory to keep the sequence of ports from the node

that started the execution of the procedure.

In the first step of the Procedure TowerWalk (X,Y), agents A1 and A2 move synchronously
to different nodes and therefore the malicious agent can only block at most one of the

agents. Agent A3 does not move. Thus the following three cases arise:

After step 1 After step 2 After step 3
vl |w v[1,3 |w
= —_—
ule, 3 | ul2 |
After step 1 After step 2 After step 3 After step 4
V|1 w V|1 w V|1 ﬂ
— — A
uls 2 uls ]2 ul2,3 |
After step 1 After step 2
v w Honest ©
> = ! ® o Step3
ull 2,3

FIGURE 3.4: Consider three colocated agents with identities 1, 2, 3 which have
formed a tower and are located at node . The agents execute Procedure
Towerwalk(North, East). The arrows depict the intended moves at step 1
on the left of the figure. Each possible configuration from step ¢ to step ¢ +
1 is shown under the title ‘After step . In each configuration the arrows
depict the agents’ intended moves of the next step. For the series of the
lower configurations, the demonstration continues in Figure 3.5.

* A2 is blocked at step 1, hence A1 moves to node (x + 1,y) and A3 does not move.
After step 1 Alis at (z + 1,y) and A2 is at (z,y) with A3, as shown in the first row
of Figure 3.4. Therefore at step 2 A1 and A2 do not move and A3 moves to (z + 1,y)
where Al is located. After step 2 Al is with A3 at (z + 1,y) and A2 is alone at (z,y)
(first row, second column, of Figure 3.4). Therefore at step 3 A1 and A3 do not move,
A2 moves to (z + 1,y) where Al and A3 are located. Therefore after step 3 A1, A2

and A3 are all together at (z + 1, y) (first row, third column, of Figure 3.4).

* Both A1 and A2 move at step 1. Hence, after step 1 Al is at (x + 1,y) and A2 is at
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(z,y+1)and A3is at (x,y), as shown in Figure 3.4, second row. Then at step 2 no one
will move, since A3 is alone at (z, y), therefore after step 2 there is no changes at the
locations (second row of Figure 3.4). Atstep 3 A1 and 43 do not move and A2 moves
back to (z,y) to meet A3. After step 3 Al is alone at (x + 1,y) and A2 and A3 are at
(z,y). Therefore at step 4, A1 does not move and A2 and A3 move to (z+1,y) where

Al islocated. Therefore after step 4 A1, A2 and A3 are all together at (z + 1,y).

» Al is blocked at step 1, hence A2 moves to (z,y + 1). Therefore, after step 1 A2 is
at (z,y + 1) and Al and A3 are at (x,y), as shown third row of Figure 3.4. In step 2
Al and A2 do not move, A3 moves to (z,y + 1). Hence after step 2 Al is at (z,y) and
A2 and A3 are at (z,y + 1) (third row of Figure 3.4). At step 3 A3 does not move, Al
tries to move to (= + 1,y) and A2 tries to move to (z + 1,y + 1). Depending on which

agent succeed in his/her movement, three sub-cases arise, which are presented in

Figure 3.5:
After step 3 After step 4 After step 5 After step 6
V1 2 V|1 2 U123 W
= v w
u 3 U 3 u B
Step 3 After step 3 After step 4 After step 5
v 2 v w2 v wl[123
—> W L
MERE U 1,3 |
After step 3
vl w Honest ©
L~ 2 __~ Step4
ul3 2,3

FIGURE 3.5: Continuation of the series of the lower configurations of Fig-
ure 3.4. For the series of the lower configuration, the demonstration contin-
ues in Figure 3.6.

- Both A1 and A2 move. Hence after step 3 Alisat (z+1,y), A2isat (z+1,y+1)
and A3is at (z,y + 1), as shown in first row, Figure 3.5. At step 4 no one moves,

hence after step 4 there is no change at the locations (first row, Figure 3.5). At

Institutional Repository - Library & Information Centre - University of Thessaly
25/12/2024 18:38:53 EET - 3.22.242.202



Chapter 3. Gathering of Mobile Agents 41

step 5 Al and A2 do not move and A3 moves to (z+1,y+1), where A2 islocated.
Therefore after step 5 Alis at (z+ 1,y) and A2 and A3 are at (x + 1,y + 1) (first
row, Figure 3.5). At step 6 A2 and A3 move to (x + 1,y), where Al is located.
Therefore after step 6 A1, A2 and A3 are all together at (z + 1,y).

— Alis blocked, hence A2 movesto (x + 1,y + 1). After step 3 Al is alone at (z,y),
A2isat (x+1,y+1)and A3is at (x,y+1), as shown in second row, Figure 3.5. At
step4 Al movesto (x,y+1), A2and A3 are alone so they do not move. Therefore
after step 4 A1 and A3 are at (z,y + 1) and A2 is at (x + 1,y + 1) (second row,
Figure 3.5). At step 5 A2 does not move, A1 and A3 move to (z+ 1,y + 1), hence
after step 5 A1, A2 and A3 are all together at (x + 1,y + 1).

- A2 is blocked, hence A1 moves to (z + 1,y). After step 3 Al is at (z + 1,y) and
A2 and A3 are at (z,y + 1), as shown in third row, Figure 3.5. At step 4 A1 does
not move, A2 tries to move to (z + 1,y + 1) and A3 tries to move back to (z,y).
Again depending on which agent succeed in his/her move, three sub-cases arise

which are presented in Figure 3.6:

* A3 1isblocked, hence A2 movesto (z+1,y+1). After step 4 Alisat (z+1,y),
A2is at (z + 1,y + 1) and A3 is at (z,y + 1), as shown in the first row of
Figure 3.6. Therefore at step 5 A1 and A2 do not move and A3 moves to
(x+1,y+1), where A2 islocated. After step 5 Alisat (z+1,y) and A2 and
A3 are at (z + 1,y + 1) (the first row of Figure 3.6). Hence at step 6 A1 does
not move and A2 and A3 move to (z + 1,y), where Al is located. Therefore

after step 6 A1, A2 and A3 are all together at (z + 1, y).

* A2 is blocked, hence A3 moves to (z,y). After step 4 Al is at (z + 1,y), A2
is at (z,y + 1) and A3 is at (z,y), as shown in the second row of Figure 3.6.
Therefore at step 5 A1 and A3 do not move and A2 moves back to (z,y),
where A3 is located. After step 5 Al is at (z + 1,y) and A2 and A3 are at
(z,y) (second row of Figure 3.6). At step 6 A1 does not move and A2 and A3
move to (z + 1,y), where Al is located. Therefore after step 6 A1, A2 and
A3 are all together at (z + 1,v).

* Both A2 and A3 move. Hence after step4 Alisat (z+1,y), A2isat (z+1,y+1)
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After step 4
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After step 4

After step 4
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After step b

After step 5
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After step 6
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After step 6
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FIGURE 3.6: Continuation of the series of the lower configuration of Fig-

ure 3.5.
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and A3 is at (z,y), as shown in the third row of Figure 3.6. At step 5 no one
moves, hence after step 5 there is no change at the locations (third row of
Figure 3.6). At step 6 Al does not move and A2 and A3 move to (z + 1,y),
where Al is located. Therefore after step 6 A1, A2 and A3 are all together

at (x + 1,y).

Procedure ExploreLine(Dir)

/* Algorithm for Exploring a line (row or column) of the Grid towards
direction Dir */

X = Dir

Y is the direction 90 degrees clockwise from direction X

parity = 0

while there is an edge towards direction X do

if there is no edge towards direction Y then

L Y is the direction 90 degrees counter-clockwise from direction X

Let u be the location of the tower

Perform TowerWalk(X,Y)

Let v be the location of the tower after executing Procedure TowerWalk
if node v is at a distance 2 from v on the XY direction then

if there is an edge towards X then

Let Z be the opposite direction of Y

Perform TowerWalk(Z, X)

else

parity =1

return parity

Procedure ExploreLine (Dir), moves a tower consisting of at least 3 agents from a node u
either to anode v onthe border of the grid in a straight direction Dir from u, or to a node v/
on the border adjacent to v (if v was blocked at that time). The procedure repeatedly calls
Procedure TowerWalk(X,Y), where X = Dir and Y is a direction 90 degrees clockwise or

counterclockwise from X. If at some point the tower ends up at a node w # +' which
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is not on the straight direction connecting nodes u, v, then a suitable correction move is
executed. For example, if the tower had to move North but ended up North-East (before
itreaches the target border) then it moves West, thus going back to its track. This ensures
that the tower always moves in a straight direction. Note that for parameter Dir we use

only the directions of north, south, or west.*

Possible executions of Procedure ExploreLine are shown in Figures 3.7, 3.8.

O Tower (i.e three or more colocated agents)

e
by
e
e
e

—-

(a) (b) (©)

FIGURE 3.7: Possible executions of Procedure ExploreLine. (a) A tower
traversing back and forth a column without been blocked (Procedure
ExploreLine (North), followed by Procedure ExploreLine(South) and Pro-
cedure TowerWalk(East, North)). (b) A tower traversing the West border
column towards North (Procedure ExploreLine(North)). The tower was
blocked two times and those times temporarily ended up in the next col-
umn. (c) A tower traversing the West border column towards South (Proce-
dure ExploreLine(South), followed by Procedure TowerWalk (East, North)).
The tower was blocked once and that time temporarily ended up in the next
column.

Lemma 3.7. Consider k > 4 agents in a n x m oriented grid, initially placed at distinct
nodes, with one malicious agent, where n,m > 1. Suppose that in the grid there is at least
one tower consisted of at least | > 3 colocated agents located at a node u at time t. Let v
be the node on the border of the grid towards direction Dir furthest from u and let p be the
distance (i.e., the length of the shortest path) between nodes u and v. If the tower-agents
execute Procedure ExploreLine(Dir), then after O(p) time units the agents will end up either
at node v (in this case the procedure returns Parity = 0) or at a node on the border adjacent
to v (in that case the procedure returns Parity = 1) depending on the location of node v and

direction Dir as follows:

) Dir is North and u is not on the East border: v or East of v

“Even though Dir could also get east as value, we do not use it in our algorithm since the move from one
column to the next towards the east is made by only one execution of TowerWalk.
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O Tower (i.e three or more colocated agents)
-

Wﬂf -

:
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i !
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() (f)

FIGURE 3.8: Possible executions of Procedure ExplorelLine. (d) A
tower traversing a non-border column towards north (Procedure
ExploreLine(North)). The tower was blocked once and that time tem-
porarily ended up in the next column. (e) A tower traversing a non-border
column towards South (Procedure ExploreLine(South), followed by
Procedure TowerWalk(East, North)). The tower was blocked once and
that time temporarily ended up in the previously traversed column.
(f) A tower traversing the East border column towards North (Proce-
dure ExploreLine(North)). The tower was blocked once and that time
temporarily ended up in the previously traversed column.

ii) Dir is North and u is on the East border: v or West of v
iii) Dir is South and u is not on the West border: v or West of v
iv) Dir is South and v is on the West border: v or East of v

v) Dir is West and u is on the South border: v or North of v

Proof. Consider a tower of at least three agents at a node u = (z, y) not on the East bor-
der. Assume that the agents associated with the tower execute Procedure ExploreLine
towards direction North (i.e., case (i)). Let v be the node on the North border which is
the furthest node on the same column and north of «» and let p be the shortest path from
u to v. According to Algorithm ExploreLine direction X = North and direction Y = Fast.
The tower will execute Procedure TowerWalk(X, Y) and by Lemma 3.6 will either reach
node (z + 1,y) (which is the node next of » on path p) or node (z + 1,y + 1) (which is
the node at distance 2 from « towards direction X — Y (i.e., North-East) within at most 6
time units. The tower agents repeatedly execute Procedure TowerWalk(X, Y) from their
current node (say ') until they either reach node v in the X (i.e., north) border (in which
case the procedure ends and Parity = 0 is returned), or they reach a node w which is

not straight in direction X (i.e., north) from « for the first time. In that case node w has
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to be at distance 2 in direction X — Y (i.e., North-East) of node «’. If w is on the X (i.e.,
north) border then it must be Y (i.e., East) of v and the procedure ends and Parity = 1 is
returned. If w is not on the X border, then the agents execute TowerWalk(Z, X), where Z
is opposite than Y (i.e., Z is West when Y is East). Therefore the agents will either reach
the node next of «’ on p or the second next node of «' on p. Hence the agents will either
reach node v or the node Y (i.e., east) of v on the X (i.e., north) border within O(p) time

units.

If the starting node « is on the East border (case (ii)), then the tower agents always execute
TowerWalk (North, West). The proof of this case can be done in a similar way as before

by taking X = North and Y = West.

If the direction is South and the starting node « is not on the west border (case (iii)), then

the proof can be done in a similar way as before by taking X = South and Y = West.

If the direction is South and the starting node « is on the west border (case (iv)), then the

proof can be done in a similar way as before by taking X = South and Y = FEast.

Finally, if the direction is West and the starting node « is on the south border (case (v)),
then the proof can be done in a similar way as before by taking X = West and Y =

North. O

We now present Algorithm GridwWwalk which gathers £ > 3 agents in an oriented grid with
one malicious agent. The algorithm first instructs the agents to form at least one tower
(using Procedure FormTower). Each tower moves to the South-West corner of the grid
(using Procedure ExploreLine). Then each tower explores the grid, starting from the
South-West corner, and traversing the grid moving back and forth on each column and
changing columns from the south border using Procedures ExploreLine and TowerWalk,
trying to reach the North-East corner of the grid. Along the way the towers collect any

agents which do not belong to any tower. The formal algorithm is shown in Algorithm 3.

Theorem 3.2. Consider k > 4 agents in a n x m oriented grid, initially placed at distinct
nodes, with a malicious agent, where n,m > 1. If the (honest) agents execute Algorithm

GridWalk then they gather within at most O(nm) time units.
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Algorithm 3: GridWalk

/* Algorithm for Gathering k >4 agents in Oriented Grid */
/* State = Tower */

1 execute FormTower
2 if there is an edge towards South then execute ExploreLine(South)
3 if there is an edge towards West then execute ExploreLine(West)

[S-J- RS - S I

10
11
12
13
14
15

16

17
18
19

/* The tower has reached the West border */
while there is an edge towards East do
execute ExploreLine(North)
if ExploreLine returns 1 then execute TowerWalk(West, South)
Perform ExploreLine(South)
if ExploreLine returns 0 then execute TowerWalk(East, North)
if ExploreLine returns 1 and the ExploreLine was not performed at the West border
then
Let u be the current node
execute TowerWalk(East, North)
if tower ended up at distance 2 North-East of u then
Let v be the current node
execute TowerWalk(South, East)
if tower ended up South of v then execute TowerWalk(East, North)

B else execute TowerWalk(East, North)

/* The tower has reached the East border */
execute ExploreLine(North)
if ExploreLine returns 1 then

L while there is an edge towards East do move East

Proof. The agents first execute Procedure FormTower. In view of Lemma 3.5, they form
one or more groups (towers) of at least 3 agents within O(n + m) time units. Then, each
tower first moves to the South and then to the West border (using Procedure Explore-
Line). Hence, in view of Lemma 3.7 each tower will eventually reach either exactly the
South-West corner of the border, or one node above the South-West corner, of the grid
within another O(n+m) time units. Then each tower traverses the whole grid as follows:
it traverses each column back and forth (using Procedure ExploreLine) and moves to the
next column in direction East (using Procedure TowerWalk). Examples of such traver-
sals are shown in Figures 3.7, 3.8. By repeatedly applying Lemmas 3.6 and 3.7, we get
that each tower will either reach the North-East corner or its neighbour node = to the
west, within at most O(nm) time units in total. Any tower that reaches node z tries for
ever to move East to the North-East corner. Therefore within at most O(nm) time units

all towers will meet either at the North-East corner or at node z.
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What remains to be proved is that any agents not belonging to a tower will be discovered
and collected by a tower on its way to the North-East corner. Notice that any agent H
which has not yet been associated with a tower, must still execute Procedure FormTower
and therefore according to that procedure, agent H either waits at the North-East corner

or otherwise tries to move towards North, East, or West®.

Let us closely follow the exploration of a tower starting at the South-West corner of the

grid (or its neighbour node on the north).

Let u be the starting node of such an exploration (i.e., either the South-West corner of
the grid or its neighbour node on the north). First notice that if « is not the South-West
corner, then it means that the tower could not reach the South-West corner during the
execution of Procedure ExploreLine(West). The only case where this can happen is if
the South-West corner is blocked during step ¢ of the last call of Procedure TowerWalk, as
it can be verified in the procedure. Since agent H cannot move to the South-West corner
from any other node, it means that if « is not the South-West corner, agent H can not

move at the South-West corner at time ¢ or later.

Hence the tower executes Procedure ExploreLine (North) starting at node v at time ¢’
(e.g., see Figure 3.7(a), (b)). Agent H cannot move to the South-West corner or to node
at ¢ (without meeting a tower agent) or later. Let v be the node where the tower ends-
up after the execution of the procedure. Since n,m > 1, this first column is not the East

border of the grid.

Suppose that the column is not adjacent to the East border of the grid. In view of Lemma 3.7,
since the column (where v is located) is not on the East border, node v is on the North
border and either on the same column with « or on the next column towards east. Let
t be the first time when one of the tower agents was blocked while trying to move to-
wards North to a node «' on the same column with « (i.e., while executing Procedure
TowerWalk (North, East) within Procedure ExploreLine(North)). Since, up to this mo-
ment, no tower agent was blocked while moving North, if agent H was at any node in

the shortest path p from « to «/, then the tower agents should have met it. Moreover, if «’

SWe remind the reader that according to Procedure FormTower, agent H will try to move West only if it
has not yet reached the North border and is located in the East border together with another agent and both
of them were blocked in the previous step while trying to go North.
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is not adjacent to v then H can not move at ' at time ¢ (without meeting a tower agent)
or later since agent H always tries to move towards North or East (unless it is located
on the North or East border) and therefore cannot reach «' from a node not in p. If «/
is indeed adjacent to v, then it might happen that A will try to move to «’ at ¢ or later.
However, the tower agents will finish the current Procedure TowerWalk (North, East) by
either gathering at v’ or at a node east of «’. In the first case if H is at v a tower agent will
meet H within the first step of the next Procedure TowerWalk (North, East). In the sec-
ond case if H is at «’ or v the tower agents will meet # during the next two executions of
Procedure TowerWalk (i.e., either during the correction movement by calling Procedure
TowerWalk (West, North), or during the next Procedure TowerWalk(North, East)). Hence
when the tower reaches the north border of the grid at time ¢, either a tower agent has

met H or H will never try to move to a node in the same column with « at time ¢’ or later.

If u, v are not on the same column, then the tower executes Procedure TowerWalk (West,
South) and moves to a node v’ on the same column with « either on the North border or

one row below.

Afterwards, the tower executes Procedure ExplorelLine(South) (e.g., see Figure 3.7(c))
and let w be the node where the tower is located after finishing the execution of Proce-

dure ExploreLine (South).

Since +" was on the West border then in view of Lemma 3.7, nodes v/, w either belong to
the same column or w is on the next column towards East. If v/, w are on the same column,
Procedure ExploreLine returns 0, and the tower executes Procedure TowerWalk(East,
North) and moves from w to the next column ¢ towards East at a node v” either on
the South border or one row above (see Figure 3.9). If the tower after TowerWalk(East,
North) is located one row above the south border, then that means that the malicious
agent was blocking the tower from moving to node +” on the south border, hence there

can be no agent H at that location at any later time.

The tower continues exploring this next column ¢ towards north until it reaches the north
border at a time ¢ (e.g., see Figure 3.8(d)). If ¢ is not adjacent to the east-border column,
then using the same arguments as before, any agent H cannot move to any node of that

column ¢ within time ¢ (without meeting a tower agent) or at a later time. Therefore agent
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H (if not already met with a tower agent) is located at a column not yet traversed. Then
the tower executes Procedure ExploreLine (South) and ends up on the south border
either on the same column ¢ or one column to the west (e.g., see Figure 3.8(e)). In the
first case the tower agent acts exactly as described a few lines above. In the second
case, Procedure ExploreLine returns 1 and the tower executes 2 or 3 times Procedure
TowerWalk as it can be seen in Figure 3.10, in order to move to the next (not yet explored)
column to the east. Once more if the tower never reaches the initially intended node,
then the malicious was blocking the tower (and any other agents) from moving to that
node, hence there can be no agent A at that node at that time or any time later.

,U//

TowerWalk(East, North)

|

,U//

FIGURE 3.9: A tower executed Procedure ExploreLine(South) traversing a

column and ended up at a node w located in the same column (the procedure

returns 0). Then the tower executes Procedure TowerWalk (East, North) and
ends up at node v”.

Now, consider the case of a tower entering and starting to explore (i.e., towards north)
a column ¢ which is adjacent to the East border column of the grid (i.e., ¢ is not the East
border but the adjacent column on the west) (e.g., see Figure 3.8(d)). In that case, if agent
H is somewhere on the east border, it might happen that A will try to move to a node on
the west. Nevertheless it is easy to see that when the tower traverses column ¢ towards
North it explores both column ¢ and the east border column. To see why, suppose that
agent H islocated at a node z in the east border column and let 2’ be the node on column
cwhich is adjacent to z. Suppose also that the tower is located at a node z in column ¢ on
the shortest path between the south border and node 2’. Each time the tower executes
Procedure TowerWalk (North, East),onetower agent triesto move north of z and another
one tries to move east of z. Hence, since agent H will not try moving South, will be either

collected by one of the tower agents by the time the tower agents reach the north border
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Previously explored column /\v Next column to be explored

—

TowerWalk(East, North) TowerWalk (East, North)

T~ T

v

I

TowerWalk(South, East) TowerWalk(East, North)
e |

o, _
I l L

FIGURE 3.10: A tower executed Procedure ExploreLine(South) traversing

a column which is not on the West border, and ended up at a node w lo-

cated one column to the West (the procedure returns 1). Then the tower

executes Procedure TowerWalk (East, North) and ends up at node v”. After

that, the tower executes one or two more times the Procedure TowerWalk in

the appropriate direction(s) and ends up on the next (unexplored) column
towards East.

o
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or H will reach the North-East corner of the grid. Notice that by the time the first tower
finishes the exploration (i.e., traversing towards north) of the column which is adjacent
to the east-border column, if there are agents not associated with a tower, then those

agents must wait at the North-East corner of the grid.

Finally, when the tower reaches the East border, the execution of ExploreLine (North)
starts, and as a result the tower is now located either at the north-east corner of the grid
or at an adjacent node to the west (say y) (e.g., see Figure 3.8(f)). In the second case
all agents associated with that tower try to move East until they reach the North-East
corner. Notice that, if there is at least one tower at node y trying to go East (at the North-
East corner of the grid), then either the malicious agent prevents all agents from moving
to the North-East corner, or there is an agent that reaches the North-East corner. Hence

all agents will gather either at node y or at the North-East corner. O

3.2.2 Gathering three or more agents

Let us now present a more sophisticated technique for gathering any number of three

or more agents. We start with a high-level description of the algorithm.

Notice that in the algorithm for 4 agents, as discussed in Section 3.2.1, the idea was to
form a group of 3 agents which can explore the grid (while the members of the group
stay close to each other), and this can be done independently of whether other agents
are also moving at the same time or not. In the algorithm for 3 agents the idea is to
form a group of two agents which can explore the grid (while the members of the group
stay close to each other). However now it is necessary that at least one other agent is also
trying to explore the whole grid. The reason is that if all other agents plan to move within
a limited area, then the adversary could block one of the group agents and therefore it
would be impossible for the group agents to explore the whole grid staying close to each

other.

For all the reasons mentioned above, the algorithms, procedures, and proofs for 3 agents
are much more complicated: A tower of 3 agents (as in the algorithm for 4 agents) can

never be blocked by the adversary and it will always explore the grid (even if there were
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no other agents). However, a tower of 2 agents (as in the algorithm for 3 agents) can some-
times be blocked without making any progress, but the malicious agent while blocking
the tower should allow the alone agents to move freely. Therefore, the algorithms for 3
agents have to be carefully designed so that the tower can not be blocked together with

another agent at the same time, which would bring as to a standstill.

The agents executing the algorithm are moving as follows: Atleast two of the agents meet
and form a group of explorers. Then they explore the whole grid moving in a “cautious
way” and maintaining a distance of at most one edge between them until they either
meet a third agent or they are blocked by the malicious agent. If the routing distance h
(i.e., the distance with respect to the routing, that we formally define later) between one
of the agents in the group and an agent not in the groupis ~ < 2, then they all meet after a
constant number of steps. On the other hand, if the routing distance is ~» > 2, then within
O(h) steps either the two agents of the group meet again and their routing distance from
the third agent is at most 2, or one of the agents in the group meets the third agent. In
this last case all agents meet after a constant number of extra steps. We describe below

the algorithm in detail.

Each agent is initially located at a distinct node, and starts at state initial moving to-
wards the North border of the grid and then towards the East border until it either

reaches the North-East corner or it meets another agent.

If an agent reaches the North-East corner of the grid (i.e., without meeting another agent),
it switches to state Explorer1 and starts exploring the grid by a zig-zag technique: it first
traverses the current column to the South; then it proceeds (via an edge on the South
border) to the next column to the West and it repeatedly traverses that column initially
moving North and then back South until it reaches the South border; it then moves to
the next column to the West, and so on (see Figure 3.11). The agent follows the described
route with the following additional local moves (see Figure 3.11): it moves one step for-
ward along the route, then back (i.e., to the previous position) and forward again. If the
agent is blocked while taking the move backwards it continues moving forward, while if
it gets blocked while moving forward it keeps trying to move forward. Hence, if an agent

is blocked while moving, on the next step it tries to move again forward until it succeeds.
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FIGURE 3.11: Both Explorerl and Explorer2 routes are shown. The explor-

ers’ local moves depend on the general route direction. For example, when

Explorerl moves towards South, North, or West, then “forward” means to-
wards South, North or West, respectively.

After having traversed back and forth the column on the Western border of the grid (i.e.,
reaching for the second time the South-West corner), the agent switches to state Explor-
er2 and explores the grid in the opposite way (i.e., traversing one by one the columns
from the West to the East and changing columns only via edges on the South border),
until it again reaches the North-East corner (see Figure 3.11). The agent at state Explor-
er2 follows the described route with the additional local moves: it repeatedly moves one
step along the route and then (if not blocked) waits for one time unit before it moves
again (see Figure 3.11). In case the agent is blocked while trying to move it tries to move

again (i.e., without waiting) until it succeeds.

Each agent repeats those procedures until it meets another agent or reaches the North-
East corner of the grid while at state Explorer2. We will later show that at least two
agents will meet before an agent visits twice the North-East corner of the grid (i.e., at
state Explorer2). In fact, we will show that at most one agent will switch to state Explor-
er2 and before the first agent at state Explorer2 finishes its traversals, at least two agents

meet.

If two agents meet (at any time during the main algorithm) they change their state to
Group-Explorerl and Group-Explorer2 respectively (they can always switch to different
states since they either come from different directions or one of them did not move in
the previous step), and they start (or continue) the exploration in the zig-zag route: the
agent at state Group-Exploreri follows a similar movement as an Explorer2 (i.e., starts
or continues a zig-zag route towards the North-East corner by repeatedly moving one

step forward and waiting for one time unit), while the agent at state Group-Explorer?2
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just follows Group-Explorerl with one time unit delay; in other words Group-Explorerl
moves forward while Group-Explorer2 waits and on the next time unit Group-Exploreri

waits until Group-Explorer2 joins.

The group of explorers moves as described until one of them meets a third agent or
Group-Explorer1 is blocked (notice that only a Group-Exploreri could be blocked) by the
malicious agent. If they reach the North-East corner they switch direction and move in

a similar way towards the South-West corner and then back to the North-East corner.

If Group-Explorerl is prevented to move by the malicious agent, then the two agents
change their states to Group-Tracel and Group-Trace2 and start moving in a special lo-
cal way which is described in detail later, which guarantees that they progress in the
exploration while maintaining a close distance between them and almost preserve the
exploration route. We show later that before the two agents reach twice the North-East

corner of the grid they meet a third agent.

Algorithm 4: Gathering £ > 3 agents in a n x m grid

1 State = Initial

2 while you are alone and not on the North border do move North

3 while you are alone and not on the East border do move East

4 if you are alone then

/* you have reached the North-East corner */

5 State = Explorer1

6 else
7 if you have met with exactly one more agent B then
8 if agent B’s state is either Initial, Explorerl or Explorer2 then GroupMove

9 else State = Group-Follower

Lemma 3.8. Consider k > 3 agents initially placed at distinct nodes in a n x m grid. By
executing Algorithm 4, within O(n + m) time units either at least two agents meet or at
least one agent reaches the North-East corner. If k > 3 then at least two agents meet.

Furthermore, all agents (if any) that meet at the same node switch to distinct states.
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Procedure GroupMove

1 Let u be the current node

2 Let A be the ordered set A = {West, North, East, South}

3 Let d; be the direction from which you entered node «

4 Let ds be the direction from which the other agent entered node «

5 if dq 7£ do then

6 if d, appears before d, in set A then State = Group-Explorerl

7 else State = Group-Explorer?2

8 else

9 if you were already at node u in the previous step then State = Group-Explorerl
10 else State = Group-Explorer?2

Proof. Since the malicious agent may only block one node « at a time, it might only (for-
ever) prevent agents of the same column to reach the North border. Hence either at least
k—1 agents finish the execution of the first while-1loop of Algorithm 4 and reach the North
border or at least 2 agents meet within O(n + m) time units. Therefore, if no two agents
meet sooner then at least £ — 1 > 2 agents will reach the North border within O(n + m)

time units.

The malicious agent can divide those £ — 1 agents on the North border, into at most two
groups and can prevent the western group from approaching the East border. Notice

that, if £ > 3 at least one of these groups should have at least two agents.

Therefore if £ > 3 then at least two agents meet while if £ = 3 either at least two agents
meet or at least one agent will reach the North-East corner of the grid within O(n + m)

time units.

Moreover, two agents that meet at the same node anywhere on the grid, should have
been at different nodes at the previous step and hence they can switch to different states

as shown in Procedure GroupMove. O

Hence by executing Algorithm 4 within O(n + m) time units either at least two agents
have met or one agent has reached the North-East corner of the grid. We show below

that within a total number of O(nm) traversals at least two of the £ > 3 agents have met.

Before going on let us present the notation we use in the following proofs and figures. On

the figures the transition between configurations are shown. On each configuration the
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Procedure Explorerl

/* Explorerl state */
1 while you are alone and not on the South border do
2 | MoveFBF(South)
3 while you are alone and not at the South-West corner do
4 MoveFBF(West)
5 while you are alone and not on the North border do
6 | MoveFBF(North)
7 while you are alone and not on the South border do
L MoveFBF(South)
9 if you are alone then
/* you have reached the South-West corner */
10 | State = Explorer2
11 else
12 if you have met with exactly one more agent B then
13 if agent B’s state is either Initial, Explorerl or Explorer2 then
14 | GroupMove
15 else State = Group-Follower
Procedure MoveFBF(dir)
/* Move forward-back-forward towards direction dir */

Move one step at direction dir until you succeed
Move one step back
if succeeded moving backwards then

L Move one step at direction dir until you succeed

=W N =
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geometric shapes represent the positions of the honest agents, while the arrows denote

the move of each corresponding agent. The position of the malicious agent is omitted.

Depending on all possible positions of the malicious agent, two or more configurations
may arise. In most cases when the goal of a procedure is achieved the word “Done”
followed by a specific time unit ¢ is written on the configuration. Some configurations
can occur in two different times from the start of this procedure. We denote ¢t = {x, y} ifa
configuration may occur either at ¢ = x or at t = y. When two arrows are associated with
an agent, then that agent tries those moves interchangeably until another agent arrives

or one of those moves succeeds.

The figures show a very specific movement, usually North-to-South and South-to-North,
but the protocol for these moves, and more specifically for the agents in a state of Group—-
Tracel Or Group-Trace2, can be generalized with a main and a secondary directions. Let

us define these directions as ( fwd, auz) which take values based on the following rule.

auzx € {east,west} if fwd € {north, south}

aux € {north, south} if fwd € {east, west}

Lemma 3.9. Consider k > 3 agents initially placed at distinct nodes in a n x m grid. By ex-
ecuting Algorithm 4, within O(nm) steps at least two agents meet. Furthermore, all agents

that meet at the same node switch to distinct states.

Proof. In view of Lemma 3.8, if £ > 3 then at least two agents meet while if £ = 3 either
at least two agents meet, or at least one agent has reached the North-East corner of the

grid within O(n + m) time units.

Suppose that £ = 3 and no two agents have met until one agent reaches the North-East
corner of the grid. Let A be the first agent that reaches the North-East corner. According
to Algorithm 4, agent A’s state changes to Explorer1l and then moves according to Algo-
rithm Explorerl. Agent A will either meet another agent as it moves, or it will be blocked,
possibly for many time units, or it will reach the South-West corner of the grid without
meeting an agent. It is easy to see that agent A can not be overtaken by another agent at

state Explorer1 without the two agents meet. Therefore, as long as no agents have met,
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all other agents at state Explorer1 except agent A, may only exist in the same column as

A or in different columns closer to the East border of the grid.

Suppose that, while no agents have met, agent A is blocked while moving forward® to-
wards a node u (i.e., the malicious agent is at ). There are three cases for the location
of node w. It could be either on the north border, on the south border, or somewhere in

between.

 If node v is on the North border, then only an agent (at state Initial) coming from
the West could be blocked at the same time, since no agent would try to move to
node » coming from the East. Hence, in that case, at most one more agent could be

blocked while moving to w.

* If node « is not on the North or the South border, then only an agent coming from
the opposite direction of A (i.e., moving in the same column as A) could be blocked
at the same time, since no agent would try to move to node « coming from the East
or West. Hence, again at most one more agent B could be blocked while moving to
u (notice that B should either be at state initial if u is at the East border, or at state

Exploreri, otherwise).

 Ifnode « is on the South border, then again only one more agent B could be blocked
at the same time: when A is coming from the North and B is coming from the East

(notice that B should also be at state Explorer1).

Since, in all above cases, at most two agents can be blocked at the same time, either A will
be unblocked, or a third agent will meet agent A or B, within O(nm) time units. Hence
either two agents meet or agent A is the first agent that reaches the South-West corner,

switches to state Explorer2 and moves according to Algorithm Explorer2.

We now show that at least two agents meet before agent A reaches again the North-East
corner. To show this we first observe that while no two agents have met and A has not
been blocked, if at a time ¢ there is an agent at a node v and at state Initial while agent
A (at state Explorer?2) is moving towards the North-East corner, then agent A will pass

from v at a time ¢ > t and before reaching the North-East corner. We also observe that as

5We analyze only the forward moves of agents at state Explorert, since if such an agent is blocked while
moving backwards, it immediately tries to move forward until it succeeds. Hence it can not be blocked for
more than one time unit trying to move backwards.
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long as no two agents have met and agent A has not been blocked: if at a time ¢ there is
an agent B at a node v and at state Explorer1 while agent A (at state Explorer2) is moving
towards the North-East corner, then agent A would either pass from v at a time ¢’ > ¢ and

before reaching the North-East corner or agents A, B, will meet at time ¢ + 1.

Hence while agent A at state Explorer2 is moving towards the North-East corner without
having been blocked and before two agents meet, any other agent B is either at state
Initial Or Explorerl. Moreover as long as no two agents have met and agent A is not

blocked, A will meet with another agent B before reaching the North-East corner.

We now show that if A is blocked, then it will either eventually be unblocked or otherwise
two agents will meet after a finite number of time units. If A is blocked while trying to
move to a node « then it might happen that another agent B is also blocked at the same
time while trying to move to « (in that case agent B cannot be at state Initial). Similarly
as in the cases above (i.e., when agent A was at state Explorer1), if node « is not on the
South border, then no third agent can be blocked while moving to «’, and since any other
agent at state Explorerl should pass from node « on its way to the South-West corner
either A will be unblocked or a third agent would meet agent A or B within O(nm) time
units. If however node « is on the South border, then there is a single case where 3 agents
could be blocked at the same time: it might happen that B is at state Explorerl coming
from the North and moving to « and another agent C' at state Explorer1 is coming from
the East and moving to « while A was trying to move to « coming from the West. Note
that there can be no two agents at state Explorer2 since if agent B was at state Explorer2

it would have met agent A.

In order to avoid a scenario like this, agent A (at state Explorer?2) is instructed to deviate
a little from its usual algorithm when it is blocked while trying to move to a node on the
South border, coming from the West, on its way to the North-East corner, while agents
B, C execute Algorithm Explorerl. The details are shown in Figures 3.12, 3.14 where all

possible scenarios are demonstrated.

Because of this route-deviation of agent A, now it is not clear whether agents A, B could

7Actually when A was previously blocked on the South border it then deviates for a few moves from its
usual algorithm (see this deviation of A later in the proof), and it might happen that three agents are blocked
at the same time. However, in that case, as we will see, agent A will soon be unblocked.
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miss each other. However, we show in Figures 3.12, 3.14 that in any configuration A, B

cannot miss each other and continue their way to the corners of the grid.

Hence in all cases at least two agents will meet before agent A reaches for the second
time the North-East corner of the grid. Two agents that meet at the same node anywhere
on the grid, they should have been in different configurations at the previous step and

hence they can switch to different states as shown in Procedure GroupMove. O

Procedure Explorer2

/* Explorer2 state */
MoveFW(East)
while you are alone and not on the North border do

| MoveFW(North)

while you are alone and not at the North-East corner do
while you are alone and not on the South border do
| MoveFW(South)

if you are alone then MoveFW(East)

while you are alone and not on the North border do
| MoveFW(North)

if you have met with exactly one more agent B then
if agent B’s state is either Initial, Explorerl or Explorer2 then
| GroupMove

else State = Group-Follower

Procedure MoveFW(dir)
/* Move forward-wait towards direction dir x/
Move one step at direction dir
if you have been blocked then
if (dir = East) AND (state = Explorer2) then
| Move as shown in Figures 3.12, 3.14

else
Move one step at direction dir until you succeed
Wait for one time unit

else
L Wait for one time unit

Notice that, all agents except those at state Initial are moving on the same route (ex-

cluding a temporary deviation of an Explorer2 when it is blocked on the South border).
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Procedure Group-Explorerl

/* Group-Explorerl state */

/* First moving towards the North-East corner x/
1 Group-Explorer1MoveNE

/* Then moving towards the South-West corner */
2 Group-Explorer1MoveSW

/* Then moving again towards the North-East corner */

3 Group-Explorer1MoveNE
4 if you have been blocked and you have not met a third agent then
| State=Group-Tracel

Procedure Group-ExplorerlMoveNE

/* Moving towards the North-East cormer */
1 while you have not met a third agent and you are not on the North border and not
blocked do
2 | MoveFW(North)

3 while you have not met a third agent and you are not at the North-East corner and
not blocked do

4 | while you have not met a third agent and you are not on the South border and not

blocked do

5 | MoveFW(South)

if you have not met a third agent and not blocked then MoveFW (East)

while you have not met a third agent and you are not on the North border and not
blocked do

8 | MoveFW(North)

Procedure Group-ExplorerlMoveSW

/* Moving towards the South-West corner */
1 while you have not met a third agent and you are not on the South border and not
blocked do
2 | while you have not met a third agent and you are not on the South border and not
blocked do

3 L MoveFW(South)

if you have not met a third agent and not blocked then MoveFW(West)

5 | while you have not met a third agent and you are not on the North border and not
blocked do

6 | MoveFW(North)

AN

while you have not met a third agent and you are not at the South-West corner and
not blocked do
| MoveFW(South)

[~}
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Procedure Group-Explorer2

/* Group-Explorer2 state */
Wait for one time unit
/* First moving towards the North-East corner */
Group-Explorer2MoveNE
/* Then moving towards the South-West cormer */
Group-Explorer2MoveSW
/* Then moving again towards the North-East corner x/
4 Group-Explorer2MoveNE
5 if you have been blocked and you are together only with a Group-Explorerl then
| State=Group-Trace2
Procedure Group-Explorer2MoveNE
/* Moving towards the North-East cormer */

-

-

©

while you have not met a third agent and you are not together with a
Group-Explorerl on the North border do
| MoveFW(North)

while you have not met a third agent and you are not together with a
Group-Explorerl at the North-East corner do
while you have not met a third agent and you are not together with a
Group-Explorerl on the South border do
| MoveFW(South)

then
L MoveFW (East)

while you have not met a third agent and you are not together with a
Group-Explorerl on the North border do
L MoveFW(North)

if you have not met a third agent and you are not together with a Group-Explorerl

Procedure Group-Explorer2MoveSW

/* Moving towards the South-West corner
while you have not met a third agent and you are not together with a
Group-Explorerl on the South border do
while you have not met a third agent and you are not together with a
Group-Exploreril on the South border do
| MoveFW(South)

then
L MoveFW(West)

while you have not met a third agent and you are not together with a
Group-Explorerl on the North border do
| MoveFW(North)

while you have not met a third agent and you are not together with a
Group-Explorerl at the South-West corner do
| MoveFW(South)

if you have not met a third agent and you are not together with a Group-Explorerl
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Let us now define the routing distance, denoted by h.(A, B), between agents A and B at

time ¢:

Definition 3.3. Let A be a group agent colocated with its related group agent and let B
be either an agent at state Explorerl, Explorer2 or another group agent colocated with
its related group agent. Agents A and B are executing the corresponding algorithms and
hence they are moving on the same main route between the North-East and the South-West
corner back and forth as instructed by the algorithms. Suppose that agent A occupies node
u and agent B occupies node v at time t. We define the routing distance h.(A, B) as the
number of edge traversals, without including back and forth or local moves, the agents
need to do (where each agent follows its instructed route) in order to meet if the agents had

not been blocked.
In Figure 3.18 the routing distances of agents A, B are shown in three different cases.

The procedures that are executed by an agent at state Group-Tracel and the other agent at
state Group-Trace2 are quite technical and therefore are only shown in the correspond-
ing figures. An agent at state Group-Follower “sticks” together with (i.e., follows) the

agent that met.

In view of Lemma 3.9, within O(mn) time units there is at least one group of agents and

any agent not belonging to a group is either at state Initial, Explorerl Or Explorer?2.

Observe that, if an agent at state Explorer1 is blocked while trying to move forward or
backward then it tries to move forward on its route (i.e., at most every 2 time units tries
to move forward). Also observe that, an agent at state Explorer2 tries to move forward

on its route every 2 time units (unless it was blocked on the South border going East).

In the next lemmas we analyze the movements of agents at the explorer states (i.e. Ex-
plorerl and Explorer2) without taking into account the local movements (shown in Fig-
ure 3.11) of those agents for keeping the presentation simpler. Nevertheless the results
continue to hold even if we include the local movements of the agents, since the only
difference is that due to the local movement an agent instead of going forward it might
first go back or wait for one step (unless it was blocked on the South border going East,
which case we handle separately). In order to explain further why these local moves do

not interfere with the algorithms while ensuring the gathering of the two agents moving

Institutional Repository - Library & Information Centre - University of Thessaly
25/12/2024 18:38:53 EET - 3.22.242.202



Chapter 3. Gathering of Mobile Agents 65

in opposite directions let us consider the following. Explorer2, which is moving one step
forward and then waits for one time unit, is located at any node for at least two time
units, while Explorer1, which moves one step forward, then one step backward, and one
step forward again, is located at a node different from the one trying to reach for at most
one time unit. Therefore, there are not enough time units in order for an Explorer1 and
an Explorer2 to cross on an edge of the grid without noticing each other. They are going

to meet at a node, assuming there is no malicious agent interfering.

Lemma 3.10. Let k > 3 agents initially placed at distinct nodes in a n x m grid. Suppose
that the agents are executing Algorithm 4. Consider a group of explorers A,, A at states
Group-Explorerl and Group-Explorer?2 respectively, which are co-located at a node u and
an alone agent As at state Explorerl or Explorer2 which is located at a node v at time t = 0.
Suppose also that all agents are about to start their movement. If the routing distance
between the group of agents and the alone agent is hy(A1, As) < 2 then within at most 11

additional time units either all three agents meet or the alone agent has met another agent.

Proof. If hy = 1, then in the next time unit Group-Explorerl and the alone agent will
cross the same edge (without noticing each-other) effectively swapping positions, while
the alone agent meets Group-Explorer2. At the next time unit Group- Explorer2 and the
previously alone agent move to Group-Explorerl while Group-Explorerl waits, thus all

three agents meet within a total of 2 time units.

If hy = 2 then the malicious agent can either block or not block the agents by moving to

the node (say w) between the group explorers and the alone agent.

If the malicious agent does not block the agents then Group-Explorer1 will meet with the
alone agent at node w. On the next time unit the agent in state Group-Explorer2 moves
to w while both Group-Explorer1 and the previously alone agent wait. Thus after a total

of 2 time units all three agents meet.

In the last case where the malicious agent occupies node w the agents Group-Explorer1
and Group-Explorer2 change their states to Group-Tracel and Group-Trace?2 respectively
and no agent moves. Depending on the exact location of node « there are a number of

cases which are shown in Figures 3.15, 3.16, 3.17, 3.19 and 3.20.
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If node w is on the South border and the agent at state Explorer2 was trying to move to
w coming from a node West of w on the South border, then the situation is depicted in
Figures 3.15, 3.16. A similar case where w is one row above the south border but again
the agent at state Explorer?2 is trying to move to w coming from west of w is depicted in

Figure 3.17.

In every other case, on the next time unit the agents start a procedure as shown in Figure
3.19. The starting configuration for this case along with all resulting configurations until
all agents meet (if no other agents interfere) are depicted in Figures 3.19 and 3.20. Hence,
if no other agents interfere, then the agents meet within at most 11 time units. If within
less than 11 time units, a fourth agent interferes and meets one of the group agents, then
if the agent was alone, it becomes a follower of the group, while if it was a member of
another group then one of them is elected as a follower of the other group. If another

agent interferes and meets the alone agent, then the alone agent joins another group.

Notice that the protocols are consistent since for any two possible configurations Cy, Cs
at any fixed time ¢ the strategy of a fixed agent A is the same when the recent history of

A is the same at both Cy, Cs.

O]

Lemma 3.11. Let k > 3 agents in a n x m grid initially located at distinct nodes. Suppose
that the agents are executing Algorithm 4. Consider a group of explorers A,, A at states
Group-Tracel and Group-Trace?2 respectively, which are located at nodes u, v, where u # v
and an alone agent at state Explorerl or Explorer2 which is located at node u at timet = 0
in the configurations shown in Figure 3.20. Then after at most 4 additional time units, all

three agents meet.

Proof. Agents A; and A, are located at different nodes either at distance one or at dis-
tance two diagonally from each other. In the first case if the alone agent is together with
either A; or A, then the three agents meet on the next time unit as it is shown in Fig-
ure 3.19. In the second case where the agents of the group are at distance two diagonally

from each other, the alone agent somehow helps the two group agents in order to meet.
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The agents of the group behave in the following manner. One agent is waiting, while
the other is trying to move either south or west interchangeably until either it succeeds
or the group agent meets with another agent that moves to the same node. Notice that
these moves depend on the general direction of the group. We suppose that the group
was moving south without loss of generality since we can change the direction of the
moves based on the rotation and the forward and secondary directions mentioned ear-
lier. Thus, if there is no other agent the two group agents can be blocked by the malicious
agent indefinitely. When the alone agent meets the agent that tries to move interchange-
ably south and west, they can do a simultaneous move (i.e., one agent moves west and
the other south) and after at most three time units all three agents gather. If the alone
agent meets the group agent that waits, it tries to move in such a way in order to create a
“bridge”. As shown in Figure 3.20 that move is either north or east (which is actually the
opposite moves of south and west). In any case it is easy to see that after at most three

time units all agents gather.

The proof is depicted in Figure 3.20. Notice that the protocols are consistent since any
two possible configurations C1, Cs at any fixed time ¢ the strategy of a fixed agent A is the

same when the recent history of A is the same at both C1, Cs.

O

Lemma 3.12. Let k > 3 agents in a n x m grid, initially located at distinct nodes. Suppose
that the agents are executing Algorithm 4. Consider a group of explorers A,, Ao, at states
Group-Explorerl and Group-Explorer?2 respectively, which are co-located at a node u and
an alone agent As at state Explorerl or Explorer2 which is located at a node v at time
t = 0. Suppose also that all agents are about to start their movements. Let ho(A1, Az) be
the routing distance at time t = 0 between the group of agents and the alone agent. Then

at time t < 8hy + 11 either three agents meet, or the alone agent has met another agent.

Proof. If ho(Ay, As) < 2 then in view of Lemma 3.10 all agents meet within at most 11
time units or the alone agent meets another agent. Consider the remaining case where
ho(A1, A3) > 2. We will first prove that within a time ¢t* < 8h, if no other agent interferes,
then either all three agents meet or one of the group explorers meets the alone agent in

the configurations shown in the upper part of Figure 3.20.
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Then in view of Lemma 3.11 within an additional time of at most 4 time units all three

agents meet.

In order to prove our first claim, we will show that every at most 8 time units there is at
least one of the group agents A’ € {A;, A2} (not necessarily always the same) for which
the routing distance between A’ and the alone agent A3 strictly decreases by at least one.
Hence eventually one of the group agents meets the alone agent. We will also prove that
when this happens, the possible formed configurations are the ones shown in the upper

part of Figure 3.20.

As it can be seen in Figure 3.23, within at most ¢; < 4 time units, either there is at least
one of the group agents A’ € {A;, Ay} for which the distance between A’ and node v (i.e.,
the node where the alone agent A; was located at time ¢ = 0) has strictly decreased by at
least one, or the situation is the one depicted at the bottom-rightmost configuration. In
the last case after 4 time units more there is at least one of the group agents A’ € {4;, 4>}

for which the distance between A’ and node v has strictly decreased by at least one.

Notice that, at every single time unit, at least one of the agents A;, A, either is located
on the main-route where all three agents move or tries to move there and hence there is
no chance that agent A; could escape without meeting at least one of the group agents.
Furthermore, within those 8 time units, either agent A; has moved at least two times, or
there is at least one of the group agents A’ for which the distance between A’ and node
v has strictly decreased by at least two. Therefore within a total of at most 8 time units
there is at least one of the group agents A’ € {4;, A;} for which the distance between
A’ and agent A3 has strictly decreased by at least one. There is a special case where
As is an Explorer2 moving on the south border trying to move to the same column the
group tries to move to, where the routing distance is actually greater than two, but their
normal distance is 2 and hence this case is as if their routing distance was 2. Then in
view of Lemma 3.10 all agents meet within at most 11 time units or the group passes and

progress is made as shown in Figure 3.15.

Hence within a total of at most 84 time units, at least one of the group agents meets the
alone agent. The possible configurations are shown in the upper part of Figure 3.20.

Notice that it might be the case that Aj; is collected by another group which was closer.
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Then the meeting would not occur but there will be progress in the general sense. O

Lemma 3.13. Consider k > 3 agents in a n x m grid, initially located at distinct nodes.
Suppose that the agents are executing Algorithm 4. Then, within O(nm) time units, either

at least 3 agents gather or there is no agent at state Initial.

Proof. In view of Lemma 3.9, two agents A, B meet at a time ¢ = O(nm). Suppose that at
time ¢ the remaining agent C'is at state Initial. We show below that within O(mn) time
units, either at least three agents meet, or all non-group agents have switched to state
Explorerl or Explorer2. In other words, an agent C' cannot be blocked ‘for a long time’
to state Initial. Notice that, if an agent C at state Initial is not blocked while moving
then it will either meet an agent (hence entering a different state) or it will reach the

North-East corner of the grid switching to state Explorerl.

Suppose that C is not located at the North border and is blocked while trying to move
towards the North border. Then the situation is similar to the one that agent C is at a
state Explorerl or Explorer2, and for those cases we proved that C' soon meets at least

one of the group agents.

Suppose that C is located at the North border and is blocked while trying to move East.
Then the situation is similar to the one that agent C is at state Explorer1 located on the
South border and trying to switch columns towards the West border, and for those cases

we proved that C soon meets at least one of the group agents.

O

Lemma 3.14. Consider k > 3 agents in a n x m grid initially located at distinct nodes.
Suppose that the agents are executing Algorithm 4. Consider a group of explorers A, A at
states Group-Explorerl and Group-Explorer2 respectively, which are co-located at a node
u and another group of explorers B, Bs at states Group-Explorerl and Group-Explorer?2
respectively, which are co-located at a node v at time t = 0. Suppose also that all agents are
about to start their movements. If the routing distance between the two groups of agents
is ho(A1, B1) < 2 then within at most 8 time units at least one group of at least 3 co-located

agents has been formed.
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Proof. When hy, = 1 the groups cannot be blocked since they are on adjacent nodes
moving toward each other. After one time unit the Group-Explorers 1 meet the Group-
Explorers 2 of the opposite group. Since the groups where moving opposite to each other,
one was moving toward the northeast corner and the other toward the southwest corner.

The group that was moving toward the northeast corner follows the other group.

When hy = 2 and the groups are not blocked, the Group-Explorers 1 of both groups meet
after one time unit, then after one more time unit the Group-Explorers 2 will join them.
When the groups are blocked they change states into group traces. As it is shown in
Figures 3.21 and 3.22 the agents move following the group-trace protocol, except when
two agents of different groups meet. As shown in the figures, that is bound to happen

after at most three time units.

The case in Figure 3.21 would be the same on the South-border if we rotate every config-
uration 90° counter-clockwise. This is achieved with the following transformation of the
fwd and auz directions respectively. For the group moving South the directions change

in the following way: fwd from 8 to E and aux from E to N.

Those agents carry now the information that the two groups are near each other. Having
that knowledge the agents can now deviate from the original group trace protocol and
as shown in the figures, after at most eight time units at least one group of at least 3

co-located agents has been formed. O

Lemma 3.15. Consider k > 3 agents in a n x m grid initially located at distinct nodes.
Suppose that the agents are executing Algorithm 4. Consider a group of explorers A, A
which are co-located at a node v and another group of agents B,, B, which are co-located
at a node v at time t = 0. Suppose also that all agents are about to start their movements.
Let ho(A1, By) be the routing distance at time t = 0 between the two groups of agents. Then

at time t < O(hg) at least one group of at least three agents has been formed.

Proof. Att = 0 the initial routing distance between the two groups of explorers is hq. If
ho > 2 then after a constant number of steps and because the malicious agent can only
block one of the two groups, group A and group B, will get closer. Let us consider without
loss of generality that group A is the group which is not blocked. Then, group A being free

to move will reach, after a constant number of steps, a node which is closer to group B.
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Hence, the new routing distance h;(A;, By) is strictly less than the initial routing distance

(1e ho < hl).

The same procedure goes on for a number of steps O(hy), until the two groups reach
a routing distance h; < 2. Then it follows from Lemma 3.14 that the two groups meet.
The two groups will meet if and only if they are moving on opposite direction on the
same column, or on the south border, or trying to move to the same node. Since the
agents move to the north-east corner of the gird and then change their direction moving
opposite towards the south-west corner, any two groups will eventually move in opposite

directions during the execution of the algorithm. O

When a group of at least three agents is formed, the group can still execute the previous
algorithms which consider a group of two agents. The agents split into two groups which
represent the two agents which are in state Group-Explorerl and Group-Explorer2 and
continue the movement of the group from where it stopped. Hence we have the following

theorem.

Theorem 3.3. Consider k > 3 agents in a n x m oriented grid, initially placed at distinct
nodes, with a malicious agent, where n,m > 1. If the (honest) agents execute Algorithm 4

then they gather within O(nm) time units.
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FIGURE 3.12: This is the case where Explorer2 is coming from the West,
whereas Explorerl is coming from the East. Both of them want to switch
columns and go to node u. We can see that if Explorer2 follows the depicted
protocol, then Explorer1 will either manage to switch column and therefore
progress is done, or a third agent will meet either Explorer1 or Explorer?2.
Notice that the protocol is consistent since at any given time the moves of
the agents are the same for all configuration of that time, unless their very
recent history is different. For the second time moving to « see Figure 3.13.

Institutional Repository - Library & Information Centre - University of Thessaly
25/12/2024 18:38:53 EET - 3.22.242.202



Chapter 3. Gathering of Mobile Agents

73

Second time moving to u

t ={0,6}

.ﬁ

O Explorerl
O Explorer2

t=1{2,8 R IR N
°© progress iminade
/ > //
t= {3 9} // R ////
-
j ﬁ—li progress is made
t={4,10} " RN

special loop case

Silns

progress is made

O

progress is made

FIGURE 3.13: This is the case where Explorer2 is coming from the West,
whereas Explorerl is coming from the East for the second time due to lo-
cal movement (forward-backward-forward). Both of them want to switch
columns and go to node u. We can see that if Explorer2 follows the depicted
protocol, then Explorer1 will either manage to switch column and therefore
progress is done, or a third agent will meet either Explorerl or Explorer?2
even if they are blocked in a loop as shown at the bottom leftmost config-
uration. Notice that the protocol is consistent since at any given time the
moves of the agents are the same for all configuration of that time, unless
their very recent history is different.
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FIGURE 3.14: This is the case where Explorer2 is coming from the West,
whereas Explorer1 is coming from the North. In ¢ = 3 if the West move
by Explorer? fails then the same move is executed until it succeeds. In ¢ = 4
the South move follows the same principle “try South until you succeed”.
For the cases where Explorer2 is not on the south border and tries to move
south towards the same node as Explorerl then the agents can be blocked

until a third agent meets with one of them.
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FIGURE 3.15: The case where a group of explorers, which are at states
Group-Explorerl and Group-Explorer2, and an alone agent, which is at state
Explorer2, are blocked on the South border.
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Explorer2, are blocked on the South border.
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FIGURE 3.17: The case where a group of explorers, which are at states
Group-Explorerl and Group-Explorer2, and an alone agent, which is at state
Explorer2, are blocked on the South border.
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FIGURE 3.18: Let A, B be two agents located at nodes u, v respectively. The
routing distance is depicted in three examples. (a) The agent located at u
is moving towards the North-East corner by first going to the South border
while the agent located at v is moving towards the South-West corner by first
going to the South border: in that case the routing distance is the number
of edge traversals one of the agents had to do in order to meet the other
agent if the other agent was not moving. (b) The agents are moving towards
the South-West corner of the grid and both agents are first moving towards
the South border: in that case the routing distance is the number of edge
traversals the agent at v has to do in order to meet the other agent if the
other agent was not moving. (¢) The agent located at « is moving towards
the South-West corner by first moving towards the South border of the grid,
while the agent located at v is moving towards the North-East corner by
first moving towards the North border of the grid: in that case the routing
distance is the number of edge traversals the agent at « has to do in order
to reach node v plus the number of edge traversals the agent at v has to do
in order to reach again node v with direction the South-West corner by first
going towards the South border.
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FIGURE 3.19: This figure depicts the algorithm of two agents in states Group—-

Tracel and Group-Trace2 respectively. In this figure the group of agents is

moving towards the south. The case where the group moves towards the

north and the alone agent moves towards the south is analogous. Notice

that at ¢ = 4 Group-Tracel and Group-Trace?2 start the algorithm from the

start, but this time their intended direction is West and their auxiliary line
is to the South.
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FIGURE 3.21: In this figure we can see two groups trying to move to the same
node. One is moving South and the other is moving North.
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FIGURE 3.22: In this figure we can see two groups moving to the same node.
One is moving South and the other, changing column, is moving East.

Library & Information Centre - University of Thessaly



Chapter 3. Gathering of Mobile Agents 83

m Group-Tracel —éu:— u— UEjgngH t=20
auz :

o Group-Trace2

B v -
2 - —l—[ll— o L t=1
Special Case 1 1

2| . B - t=2
Special Case 1
| - ] ] 2 t—=3
1 Special Case 1
g i W —v:WEST t=4
auxr : SOUTH

u'

|

FIGURE 3.23: Two agents which consist a group of explorers are blocked at
a routing distance more than two from the alone agent. Note: In the cases
depicted as Special Case in this figure, the group agent associated with two
outgoing arrows repeatedly tries directions 1 and 2 until it succeeds. Since
there is at least one other agent besides this group of agents, either this third
agent or the group agent will move. Finally the third agent will either meet
the group agent on the bottom left node (see Figure 3.20) or the group agent
on the upper right node. On the latter case, the agents choose distinct iden-
tities and move in different directions in order two create a path towards
the bottom left group agent.
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3.3 Discussion

Comparing our results with the previously known results for asynchronous agents in an
oriented grid, we notice that £ > 3 synchronous agents with only local visibility capa-
bility can gather starting from any configuration without multiplicities, while for asyn-
chronous agents it has been previously proved that the agents can only gather if they can
“see” at distance two and they start from a connected configuration. On the negative side
we proved that two synchronous agents cannot gather even if they have global visibility

capability.

When the synchronous agents start from a configuration with multiplicities (i.e., includ-
ing nodes with more than one agents), then the problem is unsolvable in the general case,
since the initial configuration could be such that the agents form two groups located at

two distinct nodes and they behave like two agents.

Some interesting directions include the study of the problem in other network topologies
such as oriented multidimensional grids, well structured graphs that are easy to explore
by constant memory agents, and arbitrary graphs where agents have a map. Another
scenario is one with a less powerful malicious agent which haslimited speed capabilities.
It would be interesting to see whether the impossibility results could be circumvented in
this case, and to investigate whether the problem could be solved even in the presence

of multiple malicious agents.
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4 Black Virus Decontamination

In this chapter we discuss the black virus decontamination problem. We often need
to solve problems in networks when hostile entities are present which may harm the
system. A model of a hostile static entity which is called black hole has been defined
and extensively studied. A black hole is assumed to be a node which is infected by a
malicious process that destroys any incoming agent without leaving any trace, and the
goal is for a group of agents to locate the black hole within finite time. Another type of a
malicious mobile entity is the intruder. In the intruder capture problem (also known as
graph decontamination and connected graph search) a harmful agent, called the intruder,
can move in the network and infect the visited nodes. The objective is for a team of
mobile agents, that cannot be harmed by the intruder, to decontaminate the network.
Hence a black hole is harmful to the mobile agents but not to other nodes of the network,

while an intruder damages nodes but not agents.

We study here a model of another hostile entity called Black Virus which has been in-
troduced by J., Cai et al in 2014. In particular we study the Black Virus Decontamination
(BVD) problem within the distributed computing and especially the mobile agents’ area.
The Black Virus is a malicious entity similar to a black hole which is initially located at
a node v of the network and has the following behaviour: when a mobile agent enters
node u, the agent is removed from the network without leaving any trace. The Black
Virus spreads to all unoccupied by agents neighbouring nodes of u, effectively expand-
ing its contamination over the network, but node « is now clean (decontaminated). The
goal is to find the minimum number of agents that can decontaminate a given network
with a Black Virus initially located at an unknown place and design a fast distributed

algorithm for a certain (preferably weak) model of mobile agents.

Hence the black virus model combines some of the characteristics of both the black hole
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and the intruder. More specifically, the black virus combines the threat of a harmful

node with the need for decontamination and the ability to infect additional nodes.

In order to prevent the Black Virus from spreading the agents must occupy the node(s)
where the Black Virus is going to spread to. Hence the only way to clear a contaminated
node and at the same time prevent it from spreading the contamination, is to have the

node visited by an agent while at the same time all adjacent nodes are occupied by agents.

We study the black virus decontamination problem on synchronous ring graphs. More
specifically, a ring (or cyclic defined in 2.1) graph is an undirected simple graph G =
(V, E) where each vertex v € V has exactly two neighbours. The nodes of the ring are
anonymous. The ring initially contains a number of mobile agents, initially located at
distinct nodes, and one black virus. All edges incident to a node have distinct port labels,
visible to an agent at the node. In the case of an oriented ring the port labels at each
node are globally consistent and all agents agree in a common sense of direction. In the
case of an unoriented ring the port labels at each node are locally consistent, hence when
two agents which are initially located at different nodes choose the same port label, they
might choose different directions. Thus, in this case it might happen that not all agents

perceive the same direction as clockwise (resp. counter-clockwise) direction.

The ring is synchronous meaning that an agent needs one unit of time to traverse an

edge. The time an agent needs in order to compute its next move is negligible.

The mobile agents are computational entities that operate in the network and are able to
move from one node to another. The agents can only move from a node to a neighbouring
one, in one time unit. The agents may have distinct identities. Most of our negative
results hold even for agents with distinct identities. Our algorithm for oriented rings,
although it is initially presented (for convenience) assuming that the agents have distinct

identities, as we later describe, it can be slightly modified to work for anonymous agents.

The agents are identical (apart from their identities when they are distinct) and they are
equipped with movable identical tokens, which they can leave at (or pick-up from) nodes.
In all our algorithms each agent has at most one token. An agent can communicate with
other co-located agents. More specifically, when two (or more) agents are at the same

node they can read each other’s state, as in the face-to-face model of communication

Institutional Repository - Library & Information Centre - University of Thessaly
25/12/2024 18:38:53 EET - 3.22.242.202



Chapter 4. Black Virus Decontamination 87

described in Chapter 2. Moreover, they can read each other’s identity (only in the case
of having distinct identities). They cannot exchange messages. Their memory, although
it is enough for reading other agents’ identities when needed, it is not related to the
number of nodes of the ring and therefore for example the agents cannot count more
than a constant number of nodes. The agents can only meet at nodes and not inside

edges, i.e., two agents traversing the same edge do not notice each other.

All the agents are initially scattered in the network and they execute the same determin-
istic protocol starting at the same time. The agents do not initially have any knowledge

about the size of the ring or their configuration.

The black virus is a malicious entity which is initially placed at an unknown location in
the ring. The interaction between the agents and the Black Virus is the following. When
an agent decides at time ¢ to move to a node w where the Black Virus resides three events
occur. At time ¢ + 1 the agent vanishes without a trace, node w is cleaned, and the virus
copies itself to any neighbouring nodes of w which are unoccupied by agents at time ¢+ 1.
Notice that if an agent tries to move to a node v and at the same time a clone of the black
virus tries to move to v, then the agent moves to v while the clone does not. If a clone
of the Black Virus moves to a node (unoccupied by agents) where a clone already exists
(or moves there at the same time), then the two clones merge to one. In other words any

node can contain at most one clone of the Black Virus.

The goal of the Black Virus Decontamination problem is to design an algorithm which
eliminates any clones from the network within finite time and at least one agent survives.
The agents are able to coordinate using the 70KEN model defined in 2.2.1. The agents may

have one or more tokens which can be put down or picked up by any agent in the ring.

Preliminary results of this chapter have appeared in [56] and more results can also be

found in [62].

4.1 Decontaminating an oriented ring

4.1.1 Impossibility results

The following simple observations easily lead to a few impossibility results.
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Consider a ring with a black-virus located at a node . The only way to clean the black-
virus, demands having an agent visiting the contaminated node w. It is obvious that one
agent is not enough to decontaminate the ring, even if the nodes of the ring are distinctly
labelled (in that case we say that the ring is labelled) and the agent knows exactly the lo-
cation of the black-virus, since the agent will vanish and the virus will spread to the
adjacent nodes of u. Two agents are also not enough to solve the problem, even if the
ring is labelled and the agents know exactly the location of the black-virus, since at least
one agent will vanish and at that time at least one of the adjacent nodes of « will be unoc-
cupied by agents. Hence the virus will spread there and due to the previous observation,

the (only one) remaining agent cannot decontaminate the network.

Lemma 4.1. Consider a synchronous, oriented and labelled ring whose one node is con-
taminated by a black-virus. Then 2 agents are not enough to decontaminate the ring, even
if they have distinct ids, an unlimited number of tokens, unlimited memory and know the
initial configuration on the ring (i.e., they have an exact map of the ring and know the initial

locations of all agents), and the location of the black-virus.

Consider an interval of > 2 consecutive nodes (i.e., an interval of length  — 1 > 1 edges)
in a synchronous, oriented and labelled ring so that its two endpoints «, v are occupied
by clones of the virus and no node of the interval is occupied by an agent. We call such
an interval a contaminated interval (notice that any other node of the interval apart from
its endpoints could be either clean or not). Then the only strategy which can be used to
decrease the length of the contaminated interval, is first having an agent located at a node
w which does not belong in the interval and is adjacent to an endpoint, say «. We call it
guarding action. Then another agent should visit node « (we call it attacking action), and
hence « will be cleared and since w is guarded, the length of the contaminated interval
will be decreased. The guarding action should take place either before or at the same
time as the attacking action. We will later define formally a combination of those two

actions in order to effectively scan unexplored nodes of the network.

Lemma 4.2. Consider an interval of x > 2 consecutive nodes in a synchronous, oriented
and labelled ring so that the two endpoints of the interval are occupied by clones of the
virus and no node of the interval is occupied by an agent. Then z + 1 agents are not enough

to decontaminate the interval, even if they have distinct ids, an unlimited number of tokens,
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unlimited memory and know the initial configuration on the ring (i.e., they have an exact
map of the ring and know the initial locations of all agents) and the exact location of the

contaminated interval.

Proof. While the contaminated interval consists of 2 > 2 nodes, the only strategy that
can be used in order to decrease its length [ (| = z — 1 > 1) should be a combination of
an attacking and a guarding action as described before. Hence at least one agent should
vanish in order to decrease the length of the interval by one node. Finally, when the
interval has been decreased to just one contaminated node, in view of Lemma 4.1, the

remaining two agents are not enough to completely clean the black-virus. O

An immediate consequence of Lemma 4.2 is the following lemma which gives us a better
lower bound on the number of agents when the location of the black-virus is not initially

known, even for a powerful model of agents.

Lemma 4.3. Consider a synchronous, oriented and labelled ring which is contaminated by
a black-virus. Then five initially scattered agents are not enough to decontaminate the ring,
even if they have distinct ids, an unlimited number of tokens, unlimited memory and know
the initial configuration, i.e., have an exact map of the ring and know the initial locations

of all agents.

Proof. Suppose for the sake of contradiction that there is an algorithm that solves the
problem in any ring and for any initial configuration (and initially unknown location of
a black-virus). Consider an initial configuration in which the distance d?j between any
two agents 7,; at time ¢ = 0 is greater than 3 edges. The algorithm should eventually
move at least one agent. Let A be the first agent that moves from its initial location u to
an adjacent node v at time ¢ (if more than one agents simultaneously move then let A be
anyone of them). Then the adversary places the virus at v and agent A vanishes. Since the
distance df4j > d‘jlj —2 > 2, where j is any of the two agents closest to A, the adjacent nodes
u,w Of v cannot be occupied by agents other than A at time ¢ or before. Hence clones of
the virus contaminate the nodes u, w creating a contaminated interval which consists of
3 nodes: u,v,w as shown in Figure 4.1. In view of Lemma 4.2, the four remaining agents
are not enough to decontaminate this 3-node interval. Hence five agents are not enough

to decontaminate the ring. O
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FIGURE 4.1: Five agents are initially scattered on a ring containing a virus.
The first agent that moves, vanishes and the resulting configuration is
shown here.

Moving to weaker agent models and following a similar reasoning we can easily improve

the lower bound from 5 to 7 when the agents do not know their initial configuration.

Lemma 4.4. Consider a synchronous, oriented and labelled ring which is contaminated by
a black-virus. Then seven initially scattered agents are not enough to decontaminate the
ring, even if they have distinct ids, an unlimited number of tokens, unlimited memory and

know the size of the ring.

Proof. Suppose for the sake of contradiction that there is an algorithm that solves the
problem in any ring and for any initial configuration and consider an initial configura-
tion in which the distance between any two agents is greater than 3 edges. The algorithm
should eventually move at least one agent A. Similarly as in the proof of Lemma 4.3, after
the first move of the first agent A that moves, this agent vanishes along with its tokens
(even if some of them had been left at its initial position) and the configuration is like the
one shown in Figure 4.2. Suppose the initial configuration was selected so that for the

distances x,y in Figure 4.2 it holds = > 2y and y > 1.

The algorithm should eventually move at least one of the remaining agents for at least y
nodes on the same direction in order to meet with another agent, meet another agent’s
token or approach the contaminated area. The agent B that first moves such a distance
can always be selected by the adversary to be one of the agents closest to the contami-
nated interval in such a way that this agent vanishes (possibly leaving many tokens), and
the contaminated interval now consists of at least 4 nodes, since the closest agent to B

towards the safe area is at a distance greater or equal to = > 2y > 2 (see Figure 4.3).

Institutional Repository - Library & Information Centre - University of Thessaly
25/12/2024 18:38:53 EET - 3.22.242.202



Chapter 4. Black Virus Decontamination 91

\ \K—y\/

FIGURE 4.2: Seven agents are initially scattered on a ring containing a
virus. The first agent that moves, vanishes and the resulting configuration
is shown here.
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FIGURE 4.3: Seven agents are initially scattered on a ring containing a virus.
The resulting configuration after two agents have met the black-virus.

In view of Lemma 4.2, the remaining 5 agents cannot decontaminate the interval con-

sisting of 4 nodes and therefore the algorithm cannot decontaminate the network. [

In order to prove the impossibility result for 7 agents (Lemma 4.4) it was enough to ini-
tially place the agents so that at least two of them vanish while the black-virus spreads
to a contaminated interval consisting of at least four nodes. Then Lemma 4.2 applies.
If however more than 7 agents are initially available, then after 2 agents vanish, the
contaminated interval consisting of at least four nodes combined with the fact that the
number of the remaining agents in that case is more than 5 do not immediately permit
the application of Lemma 4.2. Moreover, some tokens (which belonged to agents that
vanished) might have been left over, and could potentially help the remaining agents
to decontaminate the ring. Nevertheless with a more careful initial placement of the
agents, we can show that for any possible algorithm there is an initial placement of nine

agents so that, the first two agents vanish leaving behind at most one token which cannot
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help the remaining agents to form a group of at least two agents before a third agent also
perishes thus increasing the length of the contaminated interval to 5 nodes. Hence, due

again to Lemma 4.2, 6 remaining agents cannot solve the problem.

Lemma 4.5. Nine agents are not enough to decontaminate an n—node, synchronous, ori-
ented and labelled ring, even if they have distinct ids, an unlimited number of tokens, un-

limited memory and know the size of the ring.

Proof. Suppose for the sake of contradiction that there is an algorithm A that solves the
problem in any ring and for any initial configuration. Consider the first two agents A, B
which are instructed to move by Algorithm A (if more than two move at the same time
take any two of them). Agents A, B should either simultaneously move, or one of them
first moves and then, within a finite time, a second one moves. Notice that an algorithm
that does not move a second agent within a finite time, cannot be a correct algorithm,
since the adversary can initially place the agents so that the first one immediately van-

ishes and then nobody moves.

First consider the case where the agents A, B do not move simultaneously. Let A be the
first agent that moves from node « to an adjacent node v. The adversary initially places
the black virus at v and agent A vanishes along with its tokens (even if some of them
were placed at u before the agent moves). Now the contaminated interval extends to the
two neighbouring nodes u, w of v. Agent B moves within a finite time. According to the
direction agent B selects, the adversary can select its initial position to be at an adjacent
node of » or w different than v, and therefore B vanishes after its move at time ¢ along
with its tokens (even if some of them were placed at its initial position). The contami-
nated interval at time ¢ has increased to 4 nodes. A third agent should be instructed to
move either simultaneously with agent B or within a finite time after agent B’s move. If
the remaining agents have been initially placed so that the distance between any two of
them is more than 3 edges, and two of them C, D occupy nodes at a distance of at most
two edges at time ¢ from the endpoints of the current contaminated interval, then the
first agent that moves a distance of at least 2 edges towards one direction (there must be
such an agent, otherwise the agents will never meet other agents or tokens different than

their tokens, or approach the contaminated interval) is selected to be one of the agents C
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or D and therefore vanishes. The contaminated interval increases to 5 nodes, while the
remaining agents are 6. Hence due to Lemma 4.2, the 6 remaining agents cannot solve

the problem.

Now consider the remaining case where the agents A, B move simultaneously. If those
are the only agents that move at the same time and they move towards different direc-
tions then the adversary can initially place them at a distance two at nodes «,w and
place the black virus at the common neighbour v of w,w. Therefore both agents along
with their tokens (even if some of them were placed at nodes u,w) are vanished. Now
the remaining 7 agents are in their initial configuration and they need to clean a con-
taminated interval of 3 nodes which is impossible since they cannot solve the problem
even when there is only one contaminated node as we showed in Lemma 4.4. In the re-
maining subcases, either agents A, B are not the only ones that moved simultaneously,
or they moved towards the same direction. Notice that if more than two agents moved
simultaneously then at least two of them moved towards the same direction. Hence in
all the remaining subcases there are at least two agents that moved simultaneously to-
wards the same direction. Let A, B be two agents that moved simultaneously towards
the same direction. If among all agents that moved simultaneously there is at most one
agent A that left some of its tokens before its move, then the adversary can initially place
the agents so that agent A vanishes along with its tokens (even if some of them were
left at its initial location) and two other agents occupy the two nodes adjacent to the
endpoints of the contaminated interval which now consists of 3 nodes. Hence, the next
agent which moves can be selected by the adversary to be one of those two agents, which
vanishes along with its tokens. Now there are 7 remaining agents with a contaminated
interval consisting of 4 nodes (see Figure 4.4). The configuration is similar to the one
in Figure 4.2, but with 7 agents and a contaminated interval consisting of 4 nodes. Fol-
lowing the same arguments as in the proof of Lemma 4.4, we can show that the agents
cannot solve the problem. Finally, suppose that there are at least two agents A, B that
leave some of their tokens and move simultaneously towards the same direction (say
counter-clockwise without loss of generality). The adversary can arrange the initial po-

sitions of the agents so that agent A vanishes along with its tokens, while the tokens that
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FIGURE 4.4: Nine agents are initially scattered on a ring containing a virus.
This is the resulting configuration after two agents have met the black-virus
without leaving any tokens behind.
agent B had left, are vanished and B is now located next to a contaminated node. A re-

sulting configuration is shown in Figure 4.5, where A denotes the nodes where the agents

were initially located. If the next agent moves clockwise then the adversary can select

FIGURE 4.5: Nine agents are initially scattered on a ring containing a virus.

This is the resulting configuration after one agent has met the black-virus.

The nodes denoted with A clockwise next to each agent are the initial home-

bases of the respective agents. The initial homebase of agent B is now con-

taminated and therefore any token that had been left there by B has disap-
peared.

B as the next agent and the situation is exactly like in the previous case with 7 agents
and a contaminated interval consisting of 4 nodes and can be again treated in the same
way. If the next agent moves counter-clockwise then the adversary can select C as the
next agent (which was initially located at a distance 2 clockwise from agent A) which
vanishes and the contaminated interval consists of 4 nodes. Now each of the remaining
agents can safely move clockwise until one node before its respective initial homebase
(A) (without reaching it) and counter-clockwise until the closer (another agent’s) initial
homebase. Notice that all those intervals do not have a node in common. Therefore
at least one agent should eventually move to a node outside its safe area (otherwise no

agent can meet any other agent or the black-virus). The first agent that moves clockwise
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(respectively counter-clockwise) to a node outside its safe area is selected to be agent B
(respectively the next agent clockwise of C') and vanishes. Due to Lemma 4.2 the remain-

ing 6 agents cannot clean a contaminated interval consisting of 5 nodes. O

4.1.2 An algorithm with ten agents

In this section we present an algorithm that decontaminates an oriented ring using ten
agents. In order to make the presentation easier, we first describe the algorithm for
agents with distinct identities and then we discuss how this algorithm can work with

anonymous agents.

Before describing the algorithm, we define the Cautious-Move procedure, which we use
in all our algorithms. This procedure is a combination of an attacking and guarding ac-
tion which is used by a group of at least two co-located agents in order to scan unexplored
nodes and decrease the length of a contaminated interval, as follows. One of the agents
(leader) of the group located at a node « at time ¢, moves to an adjacent node v while
the remaining agents of the group (companion) wait at «. Hence at time ¢ + 1 the leader
agent is at v while the remaining agents of the group are at «. In the next time unit all

remaining agents of the group move to v while the leader (if it is still alive) waits at v.

Procedure Cautious-Move(dir)
if leader then
Move 1 step dir
Wait(1)
else if companion then
Wait(1)
Move 1 step dir

DU R W N =

It is easy to see that if node v was safe when the leader moved there then all agents of the
group gather at v within two time units. If there was a black-virus at v when the leader
moved there, then the leader has vanished but the virus did not spread to node u, and
node v is now safe. Hence if the companion agents do not meet the leader at node v, they
can conclude that the virus was at v. Furthermore, if v was an endpoint of a contaminated

interval consisting of at least two nodes, now its length has been decreased by one.

The general idea of the algorithm which cleans any oriented ring is the following. First

each agent tries to discover whether there is another agent at distance one. Then each
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agent leaves its token and moves clockwise until it finds a token. This is a special case
which we handle separately in the algorithm. Now each agent moves back to its home-
base, picks up any tokens, and moves clockwise again until it finds a token. This time
it waits at the node with the token until another agent comes. Now the group scans the
ring, using Procedure Cautious-Move, until it meets the black-virus. Then the remaining
agent of the group waits there forever. The rest of the agents repeatedly form groups
of at least two agents and scan the ring in order to find the other endpoint (i.e., other
than that guarded by an agent) of the contaminated interval and decrease one-by-one its
length. The algorithm takes care of situations where some agents were initially located

at distance one, or an agent which belongs to a group meets another agent, etc.

Procedure Initialize

1 Release token
2 Move one step cw
3 if there is a token on the node then
4 pick up token
5 move one step ccw
6 release token
7 wait(1)
8 if there is another agent on the node then state < leader
9 else state < explorer
10 else
11 move one step ccw
12 if no token on the node then
13 move one step ccw
14 if no token on the node then state < guard
15 else state « companion
16 else
17 | state « explorer
18 return state

Lemma 4.6. At most three agents are lost until at least two agents meet. The length of the

contaminated interval can be increased to at most five nodes.

Proof. We will first show that at most two agents can be lost while executing Proce-
dure Initialize, increasing the length of the contaminated interval to at most 4 nodes.
Then we will show that at most one more agent can be lost while executing Procedure
Explorer, increasing the length of the contaminated interval to at most 5 nodes. First, all

agents begin executing Procedure Initialize. During Initialize an agent first moves
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Procedure Explorer

1 Move cw until you find a token and return to your homebase

2 Pick up token(s)

3 if there is another agent on the node then execute Leader(cw)
4 repeat

Move 1 step cw

9]

6 v + current_node
7 until (a member of a pair moving ccw is encountered) OR (a token is detected)
8 if there is a token at v then
9 if there is a companion at v then
10 | execute Leader(cw)
11 else
12 Switch to state companion and wait until an agent gets to v
13 L execute Companion(dir_of_leader)
14 else

15 L execute Companion(ccw)

Procedure Companion(dir)

state < companion

while true do

execute Cautious-Move(dir)

if dir = cw then

if leader not on node then execute Guard()
else if guard on node then dir = ccw

else if dir = ccw then

if leader not on node then

L Companion with smallest ID becomes leader

© NN o WN =

10 if you became the leader then execute Leader(ccw)

one step clockwise and then one step counterclockwise. During those two steps at most
two agents might vanish. This case may only occur when one agent vanishes during the
first step and a second agent vanishes during the second step. Notice that some agents
may perform an additional counterclockwise step. However, no agent can be lost during
this step. Let us suppose that there is an agent A; that performs the additional counter-
clockwise step. This means that A; did not encounter a token during the clockwise step
and another agent, A,, that is at distance one from A;, moved the token left by A;. If A
is also the agent that is lost during the second step, A; moves to a node incident to the
contaminated interval and becomes a guard. If A, is not one of the agents that are lost
then A; moves to the same node as 4, and the two agents form a pair. In either case, 4,

is not lost. Next, the agents begin executing Leader, Companion, Guard Or Explorer. The
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Procedure Leader(dir)

state « leader
Let v be the current node
while true do
execute Cautious-Move(dir)
if dir = cw then
if you meet another leader on v then execute Companion(ccw)
L else if guard on v then dir = ccw

= B Y

Procedure Guard
state < guard
Let v be the current node
repeat
| Wait on v
until leader at v AND dir_of leader = ccw
execute Companion(ccw)

DU e W N =

agents executing Leader Or Companion always move using Cautious-Move and therefore
even if an agent is lost, the contaminated interval is decreased. Furthermore, an agent
executing Guard waits on a safe node and therefore is not lost. Let us now consider the
agents executing Procedure Explorer. Those agents move clockwise until they detect a
token. Exactly one agent that is moving towards the black virus in the path that does
not contain a token is lost. Notice that the token that was left by the agent that was lost
cannot be destroyed, therefore all other agents will reach a token and eventually at least

two agents will meet.

The first agent that is lost increases the size of the contaminated interval from one to
three nodes!. Each additional agent that is lost infects one node that is already in the
contaminated interval and one previously clean node. Therefore, each agent that is lost
increases the size of the contaminated interval by one node. After at most three agents
are lost, the contaminated interval consists of five nodes. Finally, any other agent that
visits an infected node is executing Procedure Cautious-Move and will decrease the size

of the contaminated interval. O

1Recall that in a contaminated interval, clean nodes might be enclosed between infected ones. However,
those clean nodes can be considered infected as well since they will get infected while the agents try to
decontaminate the interval.
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Algorithm 5: ScatteredBVD

State «+ Initialize
switch State do
case leader do Leader (cw)
case companion do Companion (CW)
case explorer do Explorer
case guard do Guard

DU e W N =

Lemma 4.7. The algorithm Scattered BVD solves the black virus decontamination prob-
lem in any synchronous oriented ring consisting of n nodes within O(n) time units, using

ten scattered agents with constant memory and one token each.

Proof. First the agents begin executing Procedure Initialize. As we showed in Lemma
4.6, at most two agents can be lost during this step. The agents that did not form a pair
during Procedure Initialize, begin executing Procedure Explorer. During this proce-
dure at most one agent can be lost as we showed in Lemma 4.6. Each one of the remaining
agents executing Procedure Explorer reaches a token while moving clockwise, return to
its homebase, picks-up its own token and once again moves clockwise until it reaches a
token. The agents that reach a token for the second time are at a node containing a token
left either by an agent that has not yet returned or by the agent that was lost. In the first
case, another agent will eventually return and the two agents will form a pair. In the
second case, since the agent that is waiting has removed its own token, at least one more
agent will reach the same node. Therefore, eventually at least one pair is formed. The
agents executing Procedures Leader Or Companion move using Procedure Cautious-Move.
As we showed in Lemma 4.6, the contaminated interval consists of at most five nodes.
At some time ¢, a pair will reach the contaminated interval for the first time. The leader
of the pair will be lost, the contaminated interval will be decreased by one node and the
companion will become a guard when it detects the loss of the leader. Any other pair
moving clockwise will reach the guard and change direction, therefore no additional
agent moving clockwise will be lost. Furthermore, any agent that encounters a pair or
a team of agents moving counterclockwise begins executing Companion and follows the
leader of the team. Therefore, eventually all the remaining agents in the ring except the

guard (i.e., six agents), will be part of the same team, moving counterclockwise. At most

Institutional Repository - Library & Information Centre - University of Thessaly
25/12/2024 18:38:53 EET - 3.22.242.202



Chapter 4. Black Virus Decontamination 100

four of those agents will be lost decreasing the length of the contaminated interval (con-
sisting of at most five nodes) to one infected node. Let v,u and w be three consecutive
nodes and let « be the last infected node in the ring. The guard is located at v and the
last leader and companion are located at w. In the last step of the algorithm, the leader
moves to the infected node and is destroyed by the black virus. The black virus copies
itself and attempts to spread to v and w. However, both nodes are already occupied by
the last two agents and the ring is decontaminated. It is easy to see that the agents travel

a distance equal to at most a constant times the length of the ring. O

Although, the algorithm above has been described for agents with distinct identities, it
is easy to slightly modify it so that it works for anonymous agents. Notice that the agents
use the distinct identities in order to assign different roles to themselves only when they
are co-located. Hence, a mechanism could be used to help co-located agents to assign
themselves different roles. For example, as soon as (i.e., the first time that) two agents
occupy the same node « and they are at the same state, they may differentiate themselves
according to the direction by which they entered node « and the actions they were doing
one time unit before. Notice that if the agents entered « through the same edge, they
have the same state and they were not co-located before, then exactly one of them was

moving to v one time unit before, while the other one was already at w.

4.2 Decontaminating an unoriented ring

4.2.1 Impossibility results

Suppose that the agents do not agree on the clockwise direction of the ring. Naturally,
all impossibility results for oriented rings hold for unoriented rings. We first show that
ten agents with distinct identities and an unlimited number of tokens cannot solve the
problem. We then show that eleven agents with distinct identities and one token each
are also not enough. We also show that if the agents are anonymous then they cannot

solve the problem no matter how many they are and how many tokens they have.
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Lemma 4.8. Ten agents are not enough to decontaminate any synchronous, unoriented
ring, even if they have distinct identities, an unlimited number of tokens and unlimited

memory.

Proof. Let A and B be two agents that are located at the two nodes which are adjacent
to the one containing the black virus. Furthermore, let C and D be two agents that have
been placed so that the initial distance between A and C' and between B and D is two
edges. Finally, let no other agent be located between A and C or B and D in the part of
the ring that does not contain the black virus. We will first consider the case in which at
least two agents begin moving simultaneously. The adversary can pick the direction in
which the agents move so that both A and B will begin moving towards the infected node.
A and B are destroyed in the first step along with their tokens, and the contaminated
interval consists of three nodes. Notice, that their tokens are destroyed regardless of
whether they were placed before A and B moved. Now, C' and D are located closest to
the contaminated interval. The adversary can always pick C' and D as the next agents to
move a distance of at least two edges in the same direction so that both agents are lost,
while their tokens possibly survive. The length of the contaminated interval has been
increased to five nodes. The six remaining agents cannot clean a contaminated interval

of five nodes as we showed in Lemma 4.2.

If only one agent moves first then there are nine remaining agents (at their initial posi-
tions) with a contaminated interval consisting of three nodes. Hence in view of Lemma 4.5

the problem is unsolvable. O

Lemma 4.9. Eleven agents with distinct IDs and one token each do not suffice to decon-

taminate an unoriented synchronous ring.

Proof. If at most two agents first move simultaneously then the adversary initially places
the agents so that they meet the black-virus and vanish after their first step. Hence at
most ten agents remain located in their initial nodes while the contaminated interval

consists of three nodes. Thus in view of Lemma 4.8 the problem is unsolvable.

Suppose now that at least three agents first start to move simultaneously and consider

the following initial configuration. Two agents, A and B are initially placed at nodes
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which are adjacent to the node containing the black virus. Another agent C'is the closest
neighbour of A in the part of the ring that does not contain the black virus, and agent
D is the closest neighbour of B in the part of the ring that does not contain the black
virus. The adversary arranges chirality of agents so that agent A will move towards the
black virus, agents B and C will move in the same direction as A and D will move in
the opposite direction. The adversary selects all those four agents (if at least four move
simultaneously) or A, B and C (if only three first move) to move simultaneously. The
agents might place their token, and begin moving. Notice that as long as the agents do
not place their tokens on a node, when an agent is lost, its token is lost as well and the sur-
viving agents do not learn anything about the location of the black virus or of the other
agents. Therefore we can assume that the agents place their token, and begin moving.
After the first step, A along with its token and the token left by B are destroyed and the
black virus copies itself and infects its neighbouring nodes. The remaining agents can
either move for a specific number of steps or move until they detect a token or an agent.
Notice that if the agents do not move, the ring cannot be decontaminated. If the agents
only move for a specific number of nodes and return to their respective homebase, the
ring will not be decontaminated. Therefore, the agents need to move until they find a
token or an agent. If the agents move then agents C and D are destroyed, the black virus
infects two additional nodes and B reaches the token left by D. Now, there are five nodes
that need to be cleaned, eight agents and nine tokens in the network. Agent B can either
move past the token left by D, remain at the node containing the token or change direc-
tion and continue moving. If B stops moving when it encounters a token, all the agents
in the ring will eventually reach a token and stop moving. If B continues moving past
the token, B will not be harmed by the black virus, but some other agent will also move
past the tokens left by D and C and be destroyed by the black virus. Hence, there will be
seven remaining agents and in view of Lemma 4.2 the problem is unsolvable in this case.
Let us consider the case in which B changes direction and continues moving. If B only
moves for a number of steps less than the distance to its homebase, all other agents will
also move likewise and the agents will not be able to meet, since no two agents will visit
a common node in this case. Therefore, B needs to move until it reaches its homebase.
However, B will be destroyed by a black virus before reaching its homebase. Now, there

are seven agents and a contaminated interval consisting of six nodes in the ring. The
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remaining agents are not enough to decontaminate the ring as we showed in Lemma

4.2. O

Lemma 4.10. An unoriented synchronous ring cannot be cleaned by any number of anony-

mous agents even if they have an unlimited number of tokens and unlimited memory.

Proof. Assume an unoriented ring with £ anonymous agents and consider the starting
configuration of Figure 4.6 (if k£ is even) or of Figure 4.7 (if £ is odd). If the initial number
of agents is even, the ring consists of n = k£ + 1 nodes and there are initially £ agents
and one black virus. Each node is initially occupied by one agent, except the node that
contains the black virus (see Figure 4.6). If the initial number of agents is odd, the ring
consists of n = £+2 nodes and there are initially ¥ agents and one black virus. Each node
is initially occupied by one agent, except the node that contains the black virus and one
of the nodes incident to the black virus (see Figure 4.7). In either case, each agent has the
same number of tokens and neighbouring agents are forced by the adversary to move in
different directions: agent A; moves clockwise and agent A;,; moves opposite than A;,

Vi > 1.

FIGURE 4.6: An initial FIGURE 4.7: An initial

configuration consist- _conﬁguration consist-

ing of n — 1 anonymous ing of n — 2 anonymous

agents, where n — 1 is agents, where n — 2 is
an even number. an odd number.

If the initial number of agents is even, two agents, A; and A,,_;, along with their tokens
are destroyed after the first step. If the initial number of agents is odd, one agent, A,
along with its tokens is destroyed after the first step. In both cases, each of the remaining
agents reaches a node containing the same number of tokens. The configuration is that

of Figure 4.8.
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FIGURE 4.8: The resulting configuration after the agents’ first move in con-
figuration of Figure 4.6 or Figure 4.7.

The agents cannot stop moving after finding a token, otherwise, the ring will not be
cleaned. If the agents continue moving in the same direction, two additional agents and
two piles of tokens are lost immediately and once again all the remaining agents reach
the same number of tokens. If the agents change direction and move until they find a
token, all agents return to their respective homebases and no agent is destroyed. How-
ever, the agents cannot keep moving between any two nodes with tokens indefinitely,
otherwise the ring will not be decontaminated. Therefore, the agents eventually have to
move to a node they have not visited before. Consequently, in any case two additional
agents and two piles of tokens are destroyed, leaving k£ — 4 agents, k¥ — 4 nodes with (the
same number of) tokens and five nodes that need to be cleaned. The configuration is

shown in Figure 4.9.

FIGURE 4.9: The resulting configuration after some moves of agents in the
configuration of Figure 4.8

The configuration of Figure 4.9 is similar to that of Figure 4.8, with the difference that
there are two more nodes that need to be cleaned and two agents less. The agents on
Figure 4.9 do not have any further knowledge of the network and cannot move in a more
effective / different way than the agents of Figure 4.8. More generally, the ring cannot
be cleaned unless the agents visit new nodes. However, each time the agents move to a

new node, the two agents close to a node containing a black virus are destroyed along
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with their tokens. Each time an agent is lost, a pile of tokens is lost as well. Thus, any two
agents have always the same input and therefore they cannot break this symmetry and

they all eventually vanish. O

4.2.2 An algorithm with twelve agents

We present here an algorithm for twelve agents with distinct identities and one token
each which can decontaminate any unoriented synchronous ring. We use the following

notation.

f €{ecw,ccw}

The direction f is chosen by the adversary to be either cw (i.e., clockwise) or ccw (i.e.,
counter-clockwise), with the agent not having knowledge of that. We define f’ as the
opposite direction of f. The agents start by releasing their tokens at their initial locations,
and move one step forward (either cw or ccw whichever the adversary chooses). Then
the agents that survived move back to pick up their respective tokens and move forward
to the safe node they explored and release their tokens there. Afterwards, the agents
start moving towards the direction opposite to the direction they moved on their first

move trying to converge with another agent onto the same node.

During this phase, the agents bounce back and forth between the two tokens they find,
bringing those tokens closer and closer (by moving only their token). Eventually, at least
two agents meet and start to move trying to decontaminate the ring using Procedure

Cautious-Move.

Algorithm 6: ClearRing

release token
move one step towards f
execute Secure
if did not meet agent during Secure then

execute Converge

repeat

| wait
until meet with another agent carrying a token OR meet a pair

© 0 gD Ul AW N

execute Decontaminate
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Procedure Secure

move one step towards f’
pick up token

move one step towards f
release token

Procedure Bounce
repeat

| move one step towards f’
until token found
repeat

| move one step towards f
until token found

Lemma 4.11. At most four agents are lost until all agents have finished executing Proce-
dure Converge. Furthermore, the contaminated interval has been surrounded by tokens
and all remaining agents are located in the part of the ring divided by those tokens and not

containing the black virus.

Proof. In the first two lines of Algorithm 6, each agent leaves its token at its initial node
and moves one step towards direction f. After the move, there are ¢ > 10 agents still

alive, and ¢ > 10 tokens.

The remaining agents proceed to line 3. In Procedure Secure the agents first move back
to their starting node to pick up their token. If ¢ > ¢ then in the previous phase two
tokens and one agent were lost. Notice that at least one agent must vanish in order for
a token to disappear. The agent that has no token, due to the black virus, is destroyed

trying to return back to its token. We still have ¢ > 10 and ¢/ > 10 but now ¢ = ¢'.

After line 3 of Algorithm 6 each remaining token must be at least two edges away from
any black virus towards f’. Thus, any agent moving towards f’ does not result in the loss
of any more tokens, but it may result in the loss of more agents. More specifically, the
agents that can be destroyed are the two agents located closest to both endpoints of the

contaminated interval since all other agents reach a node containing a token. O

Lemma 4.12. After a finite number of moves, at least two agents meet.
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Procedure Converge

1 repeat

execute Bounce

if token is one step away then

| execute Check

else
pick up token
move one step towards f’
release token

[--IEEN - IS B U

9 until another token is on same node

Procedure Check
1 Let z be your identity number
2 wait for x time units
3 pick up token
4 move one step towards f’

Proof. In view of the previous lemma, by the time the agents finish the execution of the
Procedure Converge, the contaminated interval is surrounded by two tokens and the
part of the ring divided by those tokens and including the black virus does not contain
any of the at least 8 remaining agents. Let p; and p» be those tokens and let, without loss
of generality, p; be the token clockwise from the endpoint of the contaminated interval.

There are two distinct cases:

1. Each surviving agent A; executing Procedure Converge has the same sense of di-
rection as any other surviving agent 4; executing the same procedure (i.e., f4, =
fa;¥i # 7). Since all remaining agents have a common sense of direction either p,
or ps (or both) should have been initially belonged to an agent that vanished. Since
none of the remaining agents move past a token left by another agent, at some time
t1, an agent A will move its token to a node with a token left by the agent that was
lost. Agent A, stops and waits until another agent reaches the same node. Since all
agents move in the same direction, another agent A’ will reach the same node as A

at some time 9 > ¢;.

2. There are at least two consecutive agents A}, A} that move in opposite directions
when executing the same command (i.e., fa; = f,l4'2)' If there are more than two

such agents, we choose A and A/, to be two consecutive agents that move towards
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Procedure Decontaminate

agent with biggest id becomes leader and all others become companions
guard_found «+ false
repeat

execute Cautious-Move(dir_of leader)
if meet agent performing guarding action then

if guard_found = false then
change direction
| guard_found « true

()

Ise if guard found = true then
guarding agent becomes companion and executes
Cautious-Move(dir_of leader)

else if meet another pair then

L agent with biggest id becomes leader and all others companions

until leader lost
if number of companions on node = 1 then
| begin guarding action

else
agent with biggest id becomes leader and all others companions
if guard found = false then

agent with smallest id begin guarding action
all other agents on node change direction

repeat
execute Cautious-Move(dir_of leader)
if leader not on node then agent with biggest id becomes leader

24 until ring is clean

each other if such a pair exists. If there is originally an odd number of nodes be-
tween A} and A/, eventually the two agents simultaneously move their tokens to
the same node v, where the distance dist{A},v} = dist{ A}, v} at any time. If there
is originally an even number of nodes between the two agents, the agents eventu-
ally place their tokens on neighbouring nodes and detect that there is an agent on
a neighbouring node (Procedure Check). After detecting another agent and a token
on a neighbouring node, the agent returns to the node where it left its token and
waits for a number z of time units, where z is the agent’s identity label. The agent
that finishes waiting first, moves one step towards f’ and the two agents meet. Let
us now consider the case in which A4} and A, move away from each other. In this
case, all the remaining agents in the ring are divided into two groups. One of the
groups consists only of consecutive agents that move in the same way as A/, while

the other group consists only of consecutive agents that move in the same way as
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Al,. Any one of the groups can possibly contain only a single agent (A} or A/, respec-
tively). The agents in the group or the groups that contain more than one agents

will form at least one pair in the way described in case 1 of this lemma.

O

Lemma 4.13. Twelve agents with distinct identities (taken from the set of natural num-
bers), constant memory and one token each can decontaminate any n—node, synchronous,
unoriented ring using Algorithm 6 within O(n? + L) time units, where L is the maximum

identity label.

Proof. As we showed in Lemma 4.11, at most four agents are lost until all agents have
finished executing Procedure Converge. The first agent that is lost creates a contami-
nated interval of three nodes. Each subsequent agent that is lost increases the size of
the contaminated interval by one node. Therefore until the agents start executing Pro-
cedure Decontaminate, the contaminated interval consists of at most six nodes. As we
showed in Lemma 4.12, at least two agents will meet after a finite number of steps and
will therefore start executing Procedure Decontaminate. When executing Procedure De-
contaminate, the agents only move using Procedure Cautious-Move. When a pair meets
another pair or team, all agents form a single team and the agent with the biggest ID
becomes the leader. When a team of agents encounters for the first time an agent that
is guarding the contaminated interval, the team changes direction. Notice that since at
least one team of agents reaches one end of the contaminated interval, changes direc-
tion and approaches the contaminated interval from the opposite direction all teams in
the ring will eventually merge. When a leader is lost, its companion begins guarding the
node incident to the contaminated interval until a team that has already met another
guard reaches it. Therefore, when the agents clean more than one nodes in the same
direction, both ends of the contaminated interval are guarded and the black virus can-
not spread to new nodes. Finally, the eight remaining agents clean the six nodes in the
contaminated interval in the following way. Five agents clean five of the nodes in the
contaminated interval by moving using Procedure Cautious-Move. One black virus and
three agents remain. When one of the agents moves to the infected node, both of the

nodes incident to the last contaminated node are occupied by one companion and an
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agent performing a guarding action and the ring is cleaned. It is easy to see that the

algorithm takes at most O(n? + L) time units (due to Procedure Converge). O

4.2.3 An algorithm for six agents provided with an advice

As we proved in Lemma 4.3, five agents with distinct identities and unlimited tokens
cannot solve the problem in oriented rings even when the agents know their initial con-
figuration. We show here that if the agents are provided with an advice that encodes a
few agents’ identities then the problem can be solved in any unoriented ring by only six

agents without tokens.

Let L = {44,...,A¢} be a sequence of 6 successive agents, where Vi : 1 < i < 6, A; are
their distinct identities (which are taken from a totally ordered set, e.g., positive integers),
A; is the minimum one and A, is the minimum identity between the identities of the
two successive agents (clockwise and counter-clockwise) of A;. An example is shown in
Figure 4.10. If an agent’s identity appears at an odd index in this sequence, then the agent
will be instructed to move, otherwise it will be instructed to wait. Hence, exactly 3 of the

agents in the example will be instructed to move. We describe the algorithm below.

All agents receive the same sequence with the identities of the agents that are instructed
to move as advice (which needs O(log L) space, where L is the maximum identity label),
and they move until they meet an agent. If a group of agents is formed then the agents
switch to state ‘group1’ and they start to move in the opposite direction of the moving
agent’s direction using Procedure Cautious-Move. If a group of two or three agents at
state ‘groupl’ meets the Black Virus then the surviving agents switch to state ‘guard’ and
wait until they meet an agent. If a non-group agent meets a guard then it switches to state
‘explorer’, it changes direction and moves until it meets an agent. If a group of agents
at state ‘groupl’ meets a guard then the agents of the group switch to state ‘group?’,
they change direction and move using Procedure Cautious-Move. If an agent meets an
explorer then they form a group of agents, they switch to state ‘group2’, and they move

in the direction of the explorer using Procedure Cautious-Move.

Lemma 4.14. Six initially scattered agents with distinct identities (which are positive in-

tegers) suffice to decontaminate any, synchronous unoriented ring, if they have an initial
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Algorithm 7: AdviceProtocol
Input: L = {Al, - ,AG}
if identity at odd index then
state «<— moving
repeat move one step f until met with an agent
if agent met is a stationary then state + groupl
else if agent is from a group then follow group
else if there is exactly one guard then
state < explorer
repeat move one step f’ until met with an agent
state < group2

else state < group2
execute Group

else

state « stationary

repeat wait until met with an agent

if met with a moving agent then state + groupl
else if met with an explorer then state + group2
else follow group

execute Group

advice of size O(log L), where L is the maximum of the agents’ identities.

Proof. Notice that each moving agent is between two stationary agents, denoted by 5,
and S,. Since there is one black virus initially, at most one agent is lost before an agent
meets another agent and a contaminated interval of at most 3 nodes is produced. For
example in Figure 4.10 only agent A; could meet the black-virus and vanish before a

group of at least two agents is formed.

FIGURE 4.10: A proper sequence for this initial configuration is L =
{4y, Az, A5, A3, Ag, A4}. ‘S’ denotes a stationary agent and ‘M’ a moving agent.

The first group (group A) that is formed starts to move in the opposite direction of the

moving agent’s direction using Procedure Cautious-Move. If a non-group agent, or a
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Procedure Group

switch state do
case groupl do
repeat execute Cautious-move(f’) until BV is found v met with a guard
if BV is found A group had two or three agents then
state « guard
execute Guard

else if BV is found then

if have lowest identity then
state < guard
execute Guard

else
state < group2
| execute Group

else if met with a guard then
state < group2
| execute Group

<)

ase group2 do
repeat execute Cautious-move(opposite of previous group’s direction) until
ring is decontaminated

group of agents reaches a guard then it changes direction. If a group of three agents

reaches the Black Virus then the remaining two agents wait (as guards).

Since each moving agent is between two stationary agents S;, Ss, if the group is formed
at S; then it moves towards S, and vice versa. Suppose, without loss of generality, that

the group A is formed at S; and moves towards 5.
There are three possible cases.
1. Group A reaches S, and the group now has three agents

2. There is a black virus between group A and Ss, thus group A reaches the virus and

its leader is destroyed making the other agent a guard

3. Sy becomes part of another group (group B) and that group starts moving the same

direction as group A

We examine each case separately. From here on we refer to the initially stationary agents

as S, the initially moving agents as M, and the guards as G.
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Procedure Guard
1 repeat wait until met with any agent
2 if met with a group2 v explorer v ((moving agent \ group1) A there are two guards)
then
if there are two guards A have the lowest identity then
state + guard
5 execute Guard

else
state < group2
| execute Group

Case 1. In this case we have a group of 3 agents (two S and one M). There are 4 sub-cases.
Either the group reaches a Black Virus, or the group meets with a M, or the group meets

with another group, or the group meets a G. Lets examine those more carefully.
1. The group (of three agents) reaches a Black Virus.

(a) If this is the first time any agent reaches a Black Virus, then the leader of the
group vanishes and the Black Virus spreads towards the unguarded neighbor.
We now have one Black Virus and 5 agents, of which two Gs, two Ms, and one

S.

Firstly, if a second group reaches the Black Virus then the ring is decontam-
inated. Secondly, if a moving agent reaches the guards, then one guard and
the moving agent form a group which now moves in the opposite direction
collecting the stationary agent and decontaminating the ring, even if the other
moving agent reaches the Black Virus first. Thirdly, if a group reaches the
guards, then one guard is collected and the group, with either three or four

agents, moves in the opposite direction decontaminating the ring.

(b) If this is the first time a group reaches a Black Virus, then a moving agent has
already vanished before, making it a contaminated interval of three nodes.
The leader vanishes and the Black Virus does not spread further. We now
have a contaminated interval of 2 nodes and 4 agents, of which two Gs, one
S, and one M. The moving agent cannot reach the Black Virus before meeting
another agent and therefore either meets the guards or the stationary agent.

In both cases it forms a group. If the group reaches the guards, then one guard
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is collected and the group of three agents move in the opposite direction de-
contaminating the ring. If the moving agent firstly meets the guards, then a

group is formed which collects the stationary agent decontaminating the ring.

(c) Ifthisisthe second time a group reaches the Black Virus then the ring has been

decontaminated.

2. The group (of three agents) meets with a M. Then there is one S and one more M
left. The group can then reach either the Black Virus, or another group, or 8. If the
group reaches the Black Virus after the other group then we are done. If it reaches
the Black Virus first then one agent vanishes, one becomes a guard, and the other
two form a group moving in the opposite direction decontaminating the ring. If
two groups are met then all agents have gathered and can decontaminate the ring.
Lastly, if the group collects S then even if the remaining M vanishes before it is
collected there is a contaminated interval of 3 nodes and a group of 5 agents which

can decontaminate the ring.

3. The group (of three agents) meets with another group. Then we have a group of 5

agents which can decontaminate a contaminated interval of 3 nodes.

4. The group (of three agents) meets a guard. Then it changes direction collecting any

redundant agent and decontaminating the ring.

Case 2. If the group reaches the Black Virus, then this is either the first time any agent
reaches the Black Virus, or this is the first time a group reaches the Black Virus, or this is
the second time a group reaches the Black Virus, hence the ring is decontaminated. We

examine the first two cases more closely.

1. Ifitis the first time any agent reaches the Black Virus then we have a contaminated
interval of one node and 5 agents left. The agents left are one guard, 2 Ms, and 2 Ss.

This is a similar case to case’s 1.1.a and can be examined in a similar manner.

2. If it is the first time a group reaches the Black Virus, then a moving agent has
reached the Black Virus before. The group reaches the Black Virus and we now
have a contaminated interval of 2 nodes, one guard, 2 Ss, and one M which cannot

reach the Black Virus before meeting another agent. Then it either meets the guard
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and changes direction, or it meets with a S forming a group. In either case a similar

argument as before can be presented.

Case 3. Since group A never meets Ss, it can only meet with group B or meet a guard. If
the two groups meet then there is one $ still left and either a M depending on the number
of agents of group B. If group B has three agents, then 5 out of 6 agents have met and
they can decontaminate the ring collecting the remaining S. If group B has only two
agents then 4 agents have gathered and there is still a M moving. Even if the last moving
agent reaches the Black Virus first the ring can be decontaminated by the rest agents 4 in

a group and one stationary, because the contaminated interval does not increase further.

In all three cases the ring is decontaminated. O

4.3 Discussion

We can show that the algorithm for unoriented rings (with twelve agents) will decontam-
inate any oriented ring using at most ten agents (i.e., at most nine will vanish). Hence in
other words, the algorithm for unoriented rings is a uniform algorithm that is optimal
with respect to the number of agents in both oriented or unoriented rings. However, it
takes O(n?+ L) time units to finish even in oriented rings, where L is the maximum label
of the agents, in contrast with the algorithm for oriented rings which takes O(n) time
units to solve the problem with ten agents. Whether there exists an O(n) algorithm for

unoriented rings is an interesting open question.

Another difference between the two algorithms is the following. The algorithm for ori-
ented rings can work for anonymous agents mainly because the agents use their distinct
identities to assign different roles to themselves only when they are co-located. However,
the algorithm for unoriented rings heavily relies on agents’ distinct identities: they are
distinct positive integers and each agent might need to use its label even before meet-
ing another agent. In fact as we proved, the problem is unsolvable by any number of

anonymous agents in unoriented networks.

Another interesting question is whether those algorithms can be extended to handle
asynchronous networks. Does there exist an algorithm for unoriented rings using eleven

agents with more than one token each? Finally it is interesting to investigate whether

Institutional Repository - Library & Information Centre - University of Thessaly
25/12/2024 18:38:53 EET - 3.22.242.202



Chapter 4. Black Virus Decontamination 116

there are different (or better) solutions for rings consisting of » nodes, where n is small.
For example it is easy to see that if n < 3 the problem is unsolvable due to Lemma 4.1
(even for agents with advice). If n = 4 itis solvable by 3 agents with advice, but otherwise

impossible. If 5 < n < 7 then 4 agents with advice can solve the problem.
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5 Broadcasting

The communication between nodes of a network has been studied a lot in the litera-
ture. The classical problems of broadcast or convergecast deal with the dissemination
of information in the network. In the case of message passing networks, broadcast is
achieved by spreading the information from the source node to all other nodes. For a
system of mobile agents, the equivalent problem is the propagation of information from
one source agent to all other agents in the system. Such problems are relevant for teams
of mobile sensor robots sent on data collection missions. We assume that the agents
autonomously move along the edges of a graph that represents the network; when two
agents are at the same vertex, they can communicate and share information. However,

the agents cannot communicate from a distance.

The problem of broadcasting has been originally investigated in message passing mullti-
hop radio networks (e.g. see the survey [53]). Previous studies on broadcast and other
communication problems have focused on the efficiency of performing the task, either
in terms of time taken [22], or in terms of energy expended [26]. A slightly different
line of research considers the problem of communicating in the presence of faults and
the objective is to tolerate as many faults as possible. The faults can be missing links or
nodes [54] in the network or loss of messages [55], in case of message passing networks.
Recently there has been a lot of interest in so called dynamic networks which model both
faults and changes in network topology in a uniform manner by considering that the
network may change in each round during the execution of the algorithm. As discussed
in 2.1.3 the evolving graph model represents a dynamic network by a sequence of graphs
G = G1,G4,... based on the same set of vertices V' but the set of edges changes in each
round i, i.e. each graph G; = (V, E;) is a spanning subgraph of the graph G = (V,UE)),

which is called the footprint of the dynamic network. For solving most problems, some
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assumptions about the connectivity of the dynamic network need to be made. We con-
sider the model of constantly connected dynamic networks where in round ¢, the graph
G, is assumed to be connected. No other assumptions are made about the network. This
means that in the worst case, the graphs G; and G;;; in two consecutive rounds may
differ completely in the set of available edges. To show correctness of our algorithms,
we will assume that an adversary having knowledge of the algorithm, chooses the graph
G; in each round (respecting the connectivity constraint). Note that these assumptions
are much weaker compared to that of 7" -interval connected networks as in several pre-
vious results [60,64] where the network is assumed to contain a stable spanning tree for

a continuous period of 7 rounds.

Following the definition of the problem which appeared in Section 2.4.3 let us give some
more details about this study. We consider different graph families, including sparse
graphs, as well as dense graphs, for example when G is a ring or a cactus, or when G
is a grid, a hypercube or a complete graph respectively. For each family we present
algorithms in order to solve the broadcast problem using the minimum number % of
agents. Note that, having more agents makes the problem easier, due to the fact that
when at least one of them reaches a source agent, there is progress in the propagation
of the message. We also show strict lower bounds on the minimum number of agents
needed to solve the problem in the graph families mentioned earlier. Preliminary results

of this chapter have appeared in [37]

5.1 Broadcast model

In this section the capabilities of the agents and the adversary model is defined.

5.1.1 Agents

The agents are autonomous and identical entities, having their own internal memory,
and are able to move along the available edges of the graph. The agents cannot mark
the nodes or edges of the graph. The agents are initially located at distinct nodes of the
network, they all start in the same initial state, and they execute the same deterministic

algorithm. They have global visibility and they move in synchronous steps, i.e., time is
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discretized into atomic time units called rounds. During each round r, each agent can see
the graph G, and the location of all agents in G, and can distinguish which agents have
the message M (called source agents), and which agents do not (called ignorant agents).
Based on this information, the agent can decide to stay at the current node or move to a
neighboring node in G,. In the latter case, the agent arrives at its destination node at the
end of the round. At the start of the next round r + 1, the adversary chooses the graph
G,+1, and the agents execute the next step of the algorithm. In the initial round, there is

exactly one source agent and k ignorant agents in the network.

5.1.2 Adversarial model

The adversary can decide the initial placement of all the agents in the network, and in
each round the adversary chooses the graph G, which represents the available links in
the network for that round. The adversary may have knowledge of the algorithm and
can use this knowledge for deciding the placement of agents and the dynamicity of the

network (subject to the connectivity constraint as described).

Unknown Adversary: The agents do not have any knowledge of the adversary, and

thus they do not know the dynamic network G in advance.

Global visibility: We assume global visibility to simplify the task of achieving broad-
cast. Note that, if the agents are restricted to local visibility in an unknown dynamic
network, even in the simplest case of a ring network, it may not be possible for two

agents to meet, and thus broadcasting would not be possible.

Distinct starting locations: We assume the agents are initially located at distinct nodes

of the network.

5.2 Preliminaries

We make some preliminary observations about the problem. Recall that the dynamicity
of the network is unknown to the agents. However, in each round 7 the agents can see

the graph G; and the positions of all agents in it.
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Notice that, due to the facts that the agents start at distinct locations, they have global
visibility, there is a unique source agent and the network is locally oriented, the agents

can assign themselves distinct identities in the following way:

Each agent computes for every agent A; (including itself) initially located at a node w;
the lexicographically minimum string of port labels that corresponds to a shortest path
from node u; to node v where the source agent is initially located. Hence all agents have
constructed the same list of strings. Further they can lexicographically sort in increas-
ing order those strings and assign accordingly distinct identities to all agents. Once the
identifiers are computed in a pre-computation, the agents can remember these identi-
fiers and can track all other agents during the algorithm (thanks to the global visibil-
ity). Hence, in the following, we assume without loss of generality, that all agents have
distinct identities. Moreover, for simplicity, we shall describe the algorithms in a cen-
tralized manner, describing which agents perform which operations in any round. It
is evident that the agents executing the same algorithm, can autonomously decide their
role in the computation. Finally, we denote with k£ the number of ignorant agents (i.e.,

the agents that do not know the initial message).

Observation 1. Given a constantly connected dynamic network G based on an arbitrary
connected graph G consisting of n nodes, with k > n — 2 ignorant agents on distinct nodes

of the network, then within O(k) steps, we can solve the broadcast problem.

Proof. Since there are at least n — 2 ignorant agents on distinct nodes and one node is
occupied by the source agent, there is at most one empty node. Thus, in any connected
graph G; there would be a path of length at most two between a source agent and an ig-
norant agent. These two agents would meet in this round. So, we reduced the number of
ignorant agents. The agents can now spread to distinct nodes (using their distinct identi-
ties that have been assigned before they meet, as described in the previous subsection),

and we can repeat the same argument. O

The above result provides a general upper bound on the team size needed for solving
broadcast. We will present smaller bounds for specific graph topologies. For the special
case of trees, the adversary cannot block any edge without losing connectivity. Hence

we have the following trivial result for trees.
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Observation 2. If G is a tree then broadcast can be solved for any k > 1.

Proof. The adversary cannot block any edge without disconnecting the graph. Thus, the
graph is static and in each step each agent can move one step closer to the node contain-
ing the source agent, thus in O(D) time all agents would be colocated with the source
agent and we solve broadcast in O(D) time, where D is the distance of the farthest agent

from the source. O

5.3 Broadcast in sparse graphs

In this section, we will study the broadcast problem with agents in sparse graphs. A

simplest non-trivial sparse network is the ring (or cyclic graph 2.1) topology.

Theorem 5.1. If G is aring of size n > 5, then broadcast can be solved if and only if k > 2
within O(n) steps. If G is a ring of size n < 5, then broadcast can be solved for any k > 1

within at most 2 steps.

Proof. Consider a ring of size n > 5, with one source that has the information M and
one ignorant agent. At each step, the adversary can remove an edge on the shortest path
between the two agents. Note that, the longer path is always of size at least 3, thus the

agents cannot meet on this path in one step. Hence the two agents can never meet.

Now we show that if there are at least two ignorant agents (k¢ > 2), then broadcast is
possible. The two agents can try to reach the source agent by opposite directions, then at
each step one of the agents gets closer, and eventually one of the agents would reach the
source and obtain M. At this stage there are 2 source agents, they can traverse the ring
in opposite directions, thus at least one of them will soon meet the remaining ignorant

agent and broadcast is solved within O(n) steps.

The impossibility of solving broadcast with £ = 1, does not hold for rings of size 3 as in
this case any path between the source and the other agent is of size at most 2, and since
one of these paths must be available, the two agents can meet in one step and solve the
problem. For rings of size 4, if the longer path between the source agent and an ignorant
agent has length 3, then one of the agents moves so that both paths between the agents

are of length 2. Then within the next step, the two agents meet in one of those paths,
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similarly as in the case of rings of size 3. Thus, broadcast is solvable for rings of size

n < 5with any k£ > 1. O

We now make the following observation that will allow us to generalize the results from

rings to other graphs containing cycles.

Lemma 5.1. If G contains a cycle C of length at least 3, such that there is a single node
v € C that is connected to nodes in G \ C, then the adversary can always prevent at least

one agent located in C'\ v from reaching node v, thus trapping the agent in cycle C.

Proof. Consider an agent located at a node v € C'\ v. Since the cycle must be of length
at least 3, the longer path from node « to node v is of length > 2. If the adversary always
blocks the shorter path from the agent’s location to node v, then the agent cannot reach
node v. The only way to get out of the cycle is passing through node v, so the agent is

forever trapped in C. O

Lemma 5.2. If G is a ring of size n > 3, given any vertex v € G, if there are two agents
at distinct vertices of G, then there is an algorithm to ensure that within O(n) steps either
(i) the two agents meet at a vertex of G or (i) at least one of the agents (chosen by the

algorithm) can reach vertex v.

Proof. Letus call the two agents A and B. If we require agent A to reach node v, then the
algorithm asks agent B to move along the path containing agent A and then node v in this
order (if agent B was already at node v then we first move it to any neighbouring node
of v). In each round, only one edge of G may be unavailable, so either agent B will move
closer to agent A or agent A will move closer to node v. So eventually either condition (i)

or (ii) will be true. O
In the following we consider cactus graphs which can be seen as combinations of trees
and rings.

Definition 5.1. A cactus graph is a connected graph in which any two simple cycles have

at most one vertex in common.

In cactus graphs, the size of the team depends on the number and sizes of the cycles of

the graph, as follows:
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Lemma 5.3. If G is a cactus graph of size n having ¢; > 1 cycles of length < 5 and no larger

cycles, then broadcast can be solved if and only if k > ¢; within O(n) steps.

Proof. Consider the family of cactus graphs obtained from aline oflength ¢, by attaching
to each vertex of the line a cycle of length < 5. Each cycle thus satisfies the conditions of

Lemma 5.1.

Ifk < ¢, the total number of agentsis k+1 < ¢;, so the adversary can place each agentin a
distinct cycle, including the source agent. No agent can leave its cycle due to Lemma 5.1.

So, no two agents can meet, thus broadcast is not possible.

For k > ¢, broadcast is solvable in any cactus graph with ¢; small cycles. To prove this
it is enough to analyze the case where at least one cycle has at least two agents, either
two ignorant ones or one ignorant agent and a source. This is because if an agent is
outside of any cycle it can always move to a cycle (all non cyclic edges are available in
each round). If two agents are in a cycle and none of them is the source, then one of the
agents can leave the cycle within at most 2 steps (both agents move towards an elected
exit approaching it from different directions). The agent that leaves the cycle can move

towards the source, until it reaches another cycle.

Thus, one agent will eventually reach the cycle containing the source. This agent can
meet the source and obtain the information M due to Theorem 5.1. Now, there are two
source agents in the same cycle, and thus, one of them can leave the cycle as described
before within at most 3 steps. This source agent reaches another ring containing an
ignorant agent, the information is propagated and we have again two source agents in
a cycle. Repeating the same algorithm, all agents will eventually learn the information,

and thus we can solve broadcast within O(n) steps. O

Lemma 5.4. If G is a cactus graph of size n having ¢, cycles of length > 5 and no cycles of

smaller length, then broadcast can be solved if and only if k > ¢, + 1 within O(n) steps.

Proof. Consider the family of cactus graphs obtained from a line of length ¢, by attaching

to each vertex of the line a cycle of length > 5.

Suppose that & < ¢2 + 1. Then, the adversary places each of the £ < ¢, agents in a distinct

cycle and the source in one of these cycles. Due to Theorem 5.1, the source and the other
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agent cannot meet, since the ring is of length > 5. At the same time, due to Lemma 5.1
the adversary can trap each other agent in its cycle. In the cycle that contains the source,
at most one of the two agents can exit this cycle. Even if the source agent exits this cycle
and enters another cycle the configuration is similar to the initial one. Hence, no two

agents can ever meet and therefore the problem is unsolvable.

To prove that k£ > ¢2 + 1 agents are enough to solve broadcast, we first show that at least
one ignorant agent can reach the source and can become a new source. As in the proof
of Lemma 5.3, we assume all agents move to some cycle if they are not in a cycle. If
the source agent is in the same cycle with at least two ignorant agents, by Theorem 5.1
both these agents can become sources. If not, then, given k > ¢, + 1, there must be some
cycle with two or more ignorant agents and all except one of these agents can leave the
cycle to reach another cycle. Eventually two or more ignorant agents would reach the
same cycle as the source, and again applying Theorem 5.1, all these agents would become
source agents. Thus we have now at least 2 > 3 source agents in a cycle. Furthermore
each of the remaining k£ — = + 1 ignorant agents are alone in some cycle. This implies that
the number of empty cycles (cycles without any agent) are at most « — 3. Among the =
source agents,  — 1 of them can move to another cycle. When the source agents move
to an empty cycle, at most one of them may be trapped. In total = — 3 source agents can
be trapped, thus at least two source agents can reach any cycle that contains an ignorant
agent, so this agent will meet a source. Hence, all ignorant agents will eventually become

sources and thus broadcast can be solved within O(n) steps. O
Theorem 5.2. Let G be a cactus graph of size n having c; cycles of length < 5 and ¢, cycles
of length > 5, then:

* If ¢ = 0, broadcast can be solved if and only if k > ¢; within O(n) steps.

* If co > 0, broadcast can be solved if and only if k > ¢1 + ¢ + 1 within O(n) steps.

Proof. If ¢, = 0, then the cactus graph has only ¢, cycles of length < 5, and in view of

Lemma 5.3 broadcast can be solved if and only if £ > ¢;.

On the other hand if ¢ > 0 and ¢; = 0, then in view of Lemma 5.4 broadcast can be solved

if and only if & > ¢2 + 1, and thus the second condition holds.
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Finally, if ¢; > 0 and ¢, > 0, similarly as in the proofs of Lemmas 5.3 and 5.4, we can
construct a cactus graph from a line of length ¢; + ¢» by attaching a cycle of length < 5 to
each of the first ¢; vertices and attaching a cycle of length > 5 to each of the remaining c,
vertices. Now, if & < ¢; + ¢, then the adversary places each ignorant agent in a distinct
cycle, and places the source agent in the last big cycle C of length > 5. Since there is at
most one ignorant agent and the source in cycle C of length > 5, they cannot meet (see
the proof of Theorem 5.1). Furthermore no other agent (in a cycle different than C) can
leave its cycle due to Lemma 5.1. The source agent may escape from the cycle C' and
reach another cycle C’. If the cycle C’ is big (size > 5), then as before the source agent
would not be able to meet the only agent that is in cycle C’. On the other hand, if the
source reaches a small cycle (size < 5) it may meet the ignorant agent in that cycle, so
we will have two sources; however at most one of the two can leave this cycle. Thus the
agents in the big cycles would never meet any source agent. Thus broadcast can not be

solved.

We now show how to solve broadcast using £ > ¢; + ¢2 + 1 ignorant agents. First, as
argued before, any agent that is not on a cycle can move to the nearest cycle. Since
there are more agents than cycles, there are some cycles that contain multiple agents. In
any such cycle, one of the agents can move to a neighboring empty cycle if there is one.
Repeating this process, we can distribute the agents such that there is at least one agent

in each cycle.

Let C be the cycle that contains the source. In any cycle other than C, if there are more
than one ignorant agents, all except one of them can move to another cycle that is closer
to cycle C. Repeating this process, we will reach a configuration where there will be at
least 2 ignorant agents and the source in cycle C and exactly one agent in each other
cycle. Now it is easy to solve broadcast from this configuration. Using the ring algorithm
(Theorem 5.1) all ignorant agents in cycle C would become sources. Since we have at
least three source agents now, at least two of them can move to a different cycle. In any
other cycle reached by those two source agents, there is one ignorant agent, so we can
apply the same algorithm and have 3 source agents in this cycle. Repeating this process

all ignorant agents will become sources and broadcast is solved within O(n) steps. O
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5.4 Broadcast in Grids

We now study grid graphs which are slightly more dense than rings or cactuses. Even
for 2-dimensional grids, we show that we need Q(n) agents to solve broadcast. Let us first

consider the simplest grid graph with only two rows (called ladder graph).

Lemma 5.5. If G is 2 x L grid graph, then broadcast is unsolvable for k < L — 1.

Proof. Suppose that k < L—1. The adversary can put all k£ agents in one row consisting of
L vertices and the source agent in the other row. So, there is at least one column where
both vertices are empty. The adversary would allow this edge and remove all other edges
connecting the two rows. So the agents could only move within their respective rows.
After some agents move, there would again be some column containing only empty ver-
tices. So the above argument can be repeated. Thus, no agent can leave its respective

row at any step, and hence no agent can meet the source. O

The above lower bound is almost tight as we can show an upper bound of ¢ > L for

broadcast in any 2 x L grid graph.

Theorem 5.3. If G is a2 x L grid graph, then broadcast is solvable for k > L.

Proof. We will denote the bottom left vertex in the grid as origin [0, 0], and the rest of the
vertices will be denoted accordingly as [i, j] where is i = 0 for the bottom row and i = 1
for the top row, while 0 < j < L — 1 is the column number. We will prove the above

theorem using the following lemmas:

Lemma 5.6. If G is 2 x L grid graph containing a source agent at origin [0, 0], such that
the number of vertices occupied by ignorant agents is strictly greater than the number of
unoccupied vertices in G, then there exists a move of subset of the agents which maintains
the ignorant agents in distinct locations and, either (i) one ignorant agent meets the source
agent, or (ii) the sum of distances from the ignorant agents to the source agent in G, de-

creases by at least one.

Proof. Consider the spanning subgraph G, that is available at the current round and

consider any shortest path P in this subgraph from the source to any ignorant agent. Let
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P = (ug,us,...u;) where u, contains the source and u; contains some ignorant agent. We
say that an edge (u;, u;+1) is positive if dg(ug, wi+1) > dg(ug, u;) and otherwise the edge is
called negative. Thus positive edges in P increase the distances from source and negative
edges decrease the distance from source (distances are measured in the original grid G).
Notice that the distance between vertices uy and «,; in G is strictly less than the length of
P if and only if there is a negative edge in P. If there is an ignorant agent on vertex u;;
and vertex u; is empty, then moving this agent to »; would satisfy condition (ii) of the
lemma, if and only if edge (u;,u;11) is positive. So, let us assume there is no such positive
edge with an empty vertex on one end and an agent on the other end. In this case we

need to look for a move of a sequence of consecutive agents on a path P from the source.

If the path P from the source contains a sequence of z > 2 consecutive negative edges,
these must be preceded by at least = + 1 positive edges. (This corresponds to a path that
makes a U-turn and goes back towards the origin, see Figure 5.1.) If path P started with
these edges, then vertices at the end of each positive edge must be empty otherwise we
immediately obtain a move satisfying the conditions of the lemma. In other words, if
there is no move on P satisfying the lemma, then, there are more empty vertex than

vertices occupied by ignorant agents on path P.

The only other possibility is that the path P starts with the sequence of 2 positive and one
negative edge, followed by a repeated sequence of (3 positive, 1 negative) edges. (This
corresponds to a zigzag path where the edges going down from top to bottom row are
the negative edges; See Figure 5.2. The zigzag path may be followed by a path making a
U-turn.) To ensure that there is no valid move of agents on P satisfying the lemma, the
adversary must leave the first two vertices empty, it can place ignorant agents on the
next two vertices, but must leave the next two vertices empty and so on. Thus, if there
is no valid move on P satisfying the lemma, then there must be as many empty vertices
as vertices occupied by ignorant agents, in P. If this condition holds for all paths in the
subgraph G, then the total number of empty vertices is not smaller than the number of
vertices occupied by ignorant agents - which is a contradiction to the assumptions of the

lemma. Thus the lemma holds. O
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Uq (1) Us Uy
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FIGURE 5.1: A path from the source making a U-turn, with a sequence of pos-
itive edge going away from the source, followed by a sequence of negative
edge going toward the source.
Uy u2 Us Ue
O Ia"
\ \ \ 9
Uo us Uy u7

FIGURE 5.2: A path from the source that zigzags, with a repeated sequence
of 2/3 positive edges followed by a single negative edge going toward the
source.

Lemma 5.7. If G is a2 x L grid graph, with k > L ignorant agents in distinct vertices, then

one of the agents meets the source.

Proof. If G is 2 x L grid graph, with the source at the origin and at least £ = L igno-
rant agents, then the number of empty vertices is L — 1, then we can repeatedly apply
Lemma 5.6, until at least one agent meets the source. Note that the agents are always on

distinct locations, until an agent meets the source.

Let us now consider the case when the source is not at [0, 0] but is at a vertex [0, j] (we
can assume without loss that row 0 contains the source as there are only two rows).
Consider the partition of G into a left grid of size 2 x j and a right grid of size 2 x (L — j).

The algorithm would make one of the following moves:
1. If the edge (]0,j — 1], 0, j]) is available, the source moves left to vertex [0, j — 1]

2. If the edge ([0, — 1],0,4]) is not available, and the right grid has more ignorant
agents than empty vertices, apply Lemma 5.6 on the right grid until an ignorant

agent meets the source
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3. Otherwise, if vertex [1,j — 1] is occupied by an ignorant agent, this agent moves
to vertex [1,j] (pushing other agents to maintain agents in distinct locations). If
not, assume that vertex [1,7 — 1] contains an “imaginary” source agent and apply

Lemma 5.6 on the left grid until an ignorant agent reaches vertex [1,; — 1].

We first show that it is always possible to execute one of the three moves above. If the
edge ([0,j—1], 0, j]) isnot available, then the edge ([1, j—1], [1, j]) must be available. So any
agent at [1,j — 1] can move to [1, j] (first part of step (3)). Moreover edge ([1,5 — 1],[1,5])
is the only connection between the left and right grids. So, each of these grids has a
spanning subtree available, so we can apply the algorithm independently on one of those
grids. Thus step (2) is possible. If neither of the first 2 steps are possible, then again edge
([1,7 = 1],[1,4]) is the only connection between the left and right grids, plus there are
more empty vertices than occupied vertices in the right grid. However, since k > L, this
implies that the left grid must satisfy the condition that there are more vertices occupied
by ignorant agents than empty vertices. The algorithm tries to move agents from the left

to the right grid.

If the algorithm applies step (1) repeatedly, then eventually the source agent would be
at the origin [0, 0] or it meets an ignorant agent on the way and the lemma holds. If the
source reach the origin [0, 0], using Lemma 5.6 we can ensure that an agent meets the
source. Now suppose step (1) cannot be applied in some round r. Consider the partition
of G, into left and right grids. As long as there are sufficiently many ignorant agents in
the right grid, we can apply Lemma 5.6 repeatedly then an agent would meet the source
eventually. If we apply step 3 then agents from the left grid move to the right grid (we
can do so while maintaining agents on distinct locations). If enough agents move to the
right grid then the conditions of Lemma 5.6 would be satisfied in the right grid, so we
can apply one of the first two steps. Thus, eventually one of the ignorant agent meets the

source and the lemma holds. O

Lemma 5.8. In the algorithm described above, the ignorant agents are always in distinct

locations in each round.

Proof. Every move of an ignorant agent at a vertex v is one of the following types: (i)

The neighboring vertex w contains the source the agent moves to meet the source at
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vertex w. (ii) The neighboring vertex w is unoccupied and the agent moves to occupy
this vertex. (iii) The neighboring vertex w contains an ignorant agent and there is a
sequence of agents that move simultaneously, each agent occupying the vertex vacated

by the predecessor, and the first agent in the sequence moves to an empty vertex. O

Now, we show how to solve broadcast after one of the ignorant agent has reached the
source, so now there are two sources at a vertex of G. The two sources can move to
adjacent columns (say columns j and j + 1) in at most two steps. As before, we can
partition the graph G, at this round, into a left grid of size 2 x j and a right grid of size
2 x (L — 7). We have two cases.

Case (i): Both left and right grids have a connected spanning subgraph in the current
round. We can thus apply Lemma 5.6 recursively to at least one of the grids. Case (ii):
One of the partitions (say, the left grid) is disconnected. Since G, is connected this means
that there are exactly 2 connected components of the left grid and these two components
are connected by a path passing through the right grid. Further at least one component
must be a line (i.e. a subset of a row) connected to the right grid. If there are empty
vertices on the left grid, then the agents, if any, on this line can move towards the left
grid (as before any sequence of consecutive agents move together). On the other hand,
if the left grid has no empty vertices, we can apply Lemma 5.6 on the left grid as in case

@).

Thus we can ensure progress in each of the cases. O

Lemma5.9. IfGisan hx L grid graph, with h > 1, L > 2, then starting from a configuration
with L—1 agents in each row, the adversary can ensure that there are never more than L—1
agents in the bottom row. Moreover, if we add an additional agent at the bottom row, again

the adversary can ensure that there are never more than L agents in the bottom row.

Proof. If h = 1 then there is only one row, so the number of agents on the bottom row
never changes and the lemma holds trivially. We now prove the lemma by induction on
the number of rows. Suppose that the lemma holds for a grid G with » > 1 rows. We
can construct a grid G’ by adding an additional row at the bottom with L vertices and
L — 1 agents on distinct vertices. Since the bottom row of G has at most L — 1 agents

(by induction hypothesis), there exists an empty vertex v in this row. In the grid G’ the
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adversary makes available the edge from v to the vertex below; all other edges between
G and the additional row are unavailable. In the current round, no agent can enter the
bottom row of G’; although an agent from the bottom row may go up and reach grid
G. In the next round if there are L — 2 agents in the bottom row, and L agents in the
row above then the adversary makes available the edge between a vertex (containing
at most one agent) in this row to the vertex below in the bottom row (and disables all
other edges between these two rows). So, either an agent moves to the bottom row or
the number of agents in the bottom row remains the same. In the first case, we are back
in the initial situation and we could use the same arguments as before. In the second
case, the number of agents at the bottom row is smaller than what was initially. Thus
the lemma holds for grids of » + 1 rows and thus by induction for all grids satisfying
the conditions of the lemma. Furthermore, note that all arguments remain the same
if initially there are > L — 1 agents in the bottom row, i.e. the number of agents in
the bottom row is never more than z if the higher rows contain at most L — 1 agents

initially. O

Lemma 5.10. If G is a W x L grid graph, with W > 2 then broadcast in unsolvable for
k< (L—1(W-=1).

Proof. We can construct a grid of size W x L by joining two grids: a grid G of (h =
W —2) x L with a grid G? of size 2 x L (by adding L edges between the bottom row of
G' and the top row of G?). In grid G', we place L — 1 ignorant agents on each row, at
distinct locations, while in grid G? we place k, < (L — 1) agents plus the source agent, as
in Lemma 5.5. Thus the total number of agentsis k = (W —2)«(L—1)+ko < (L—1)(W —-1).

We now show that broadcast is not solvable in this graph.

Firstly, if no additional agents enter grid G? and the source never leaves G? then by
Lemma 5.5, broadcast is not possible as no agent would meet the source in G2. Further-
more, if the source is in the bottom row, it can never leave this row and thus it cannot
leave G?. In the grid G' there are L — 1 agents in the bottom row and by the Lemma 5.9
the number of agents on this row does not increase (considering only agents in G'), so
there is at least one empty vertex on this row. The edge between this vertex and the grid

G? is made available and all other edges between the two grids are unavailable. In this
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case, no agents from G'! can enter G2. However, some ignorant agents from G2 can enter
G*'. If r ignorant agents from G2 enter the grid G, then by Lemma 5.9, the number of
agents on the bottom row of G! is at most L — 1+ . In each round, if there is some empty
vertex v on this row, the edge between v and G? is the only edge between the two grids
that is made available in that round (in this case, no agents can move from G' to G?).
Otherwise any vertex in the bottom row of G' can have at most x agents in this round;
so, if one edge is available between the two grids, at most = agents can move from G* to
G?. Thus, after each round, the number of ignorant agents in G? is less than L — 1 and

thus broadcast is not possible by Lemma 5.5. O

We can generalize the above to higher dimensional grids as follows:

Lemma 5.11. If G is a d + 1-dimensional grid graph of size W1 x Wy x ... Wy x L where
W; > L > 2 then broadcast in unsolvable for k < (L — 1)(Wy - Wa... Wy — 1).

Proof. Consider the subgraph of the grid thatis a 2-dimensional grid of size (W;- W ... W) x
L. In each round the adversary chooses the available graph to be a connected subgraph

of this 2D grid, then we can apply Lemma 5.10 to obtain the above lower bound. O

5.5 Broadcast in Dense graphs

In dense graphs there are many disjoint paths between two vertices and thus there are
many possible ways for the adversary to change the network while keeping it connected.
In other words, the dynamicity of a (constantly connected) dynamic graph whose foot-
print is a dense graph, is higher than that of sparser graphs that we studied before. The

worst case is when the underlying graph is a complete graph.

5.5.1 Broadcast in Complete graphs

Lemma 5.12. If G is a complete graph of size n then broadcast can be solved if and only if

k > n — 2 within O(n) steps.

Proof. If k < n — 2 then at most n — 2 vertices are occupied (including the source), and

therefore there are at least two empty vertices. The adversary will make available the
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spanning tree where the source is connected to one empty vertex and all other occupied
vertices are connected to the other empty vertex. The two empty vertices are connected
with an edge. This is a spanning tree of G and in this tree, the distance from the source
to any occupied vertex is more than two. So no agent can meet the source in one step.
After one step, during which some agents may move, there will still be at least two empty
vertices; thus the same argument can be repeated for any step. Hence broadcast is im-

possible for & < n — 2.

If k£ > n — 2, then by the Observation 1, it is possible to solve broadcast in any arbitrary

topology, and thus in a complete graph. O

The impossibility result above can be generalized to arbitrary graphs G having the fol-

lowing property.

Lemma 5.13. Consider a graph G and an integer k > 1. Suppose that for every possible
placement of the source agent and k agents on distinct vertices of G, there always exists a
spanning tree of G where the distance from each agent to the source is > 3. Then, broadcast

is impossible in G with k ignorant agents.

5.5.2 Broadcast in Hypercubes

We now study the problem in hypercube networks as defined below.

Definition 5.2. A d-dimensional hypercube is a graph H; = (V, E) with n = 27 vertices
labelled with distinct d-bit strings. A vertex v; € V, 0 < i < 2% — 1, is connected to the d
vertices whose labels differ in exactly one bit from its own. Hereafter, we freely identify

vertices with their labels.

A hypercube H, consists of two d — 1 dimensional hypercubes labelled as [0 - - - %] and
[1xx---x], the corresponding vertices of these two hypercubes are connected by edges of

dimension d.

Theorem 5.4. Given a hypercube H, of dimension d > 2, at least k = n/2 — 1 ignorant

agents are necessary to solve broadcast in the dynamic graph based on H,.

Proof. Assume k < n/2 — 1. Suppose the source agent is at the vertex [00...0] of Hy; the

adversary places all the ignorant agents among the vertices of the sub-hypercube H; ;
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labelled [1xx---x]. Out of the n/2 verticesin H; 1[1%x*--- x|, there must be at least 2 empty
vertices. At most one of these two vertices can be a neighbor of the source vertex [00. . . 0]
in the other sub-hypercube. So, the other empty vertex v must be a neighbor of an empty
vertex u in Hy 1[0 x x---x|. The adversary chooses the available graph G; as the union
of a spanning tree of H; 1[0 * - -- %] and a spanning tree of H; 1[1 * - - - x|, plus the edge
(u,v). All other edges of dimension d are missing in G;. After the agents move in this
round, the ignorant agents would still be in sub-hypercube H,; ;[1xx---x] and the source
would be in the other sub-hypercube H; ([0 % x---«]. Thus, using the same argument,
in each round r the adversary can choose the graph G, as a spanning tree where each
ignorant agent is at a distance of at least 3 from the source, so by Lemma 5.13, broadcast

is impossible. O

The above result does not hold for the trivial case of d = 2, since H, is simply a ring of
four vertices where broadcast can be solved even for £ = 1 (see Theorem 5.1). For a
hypercube of dimension d = 3 (i.e. a cube) we can show a matching lower and upper

bound of £ = n/2 ignorant agents.

Theorem 5.5. If G = Hj is a hypercube of dimension d = 3 i.e. a cube consisting of n = 23

vertices, then k = n/2 ignorant agents are necessary and sufficient to solve broadcast.

Proof. (Lower Bound) We show that if there are only £ = 3 ignorant agents, then it is not
possible to solve broadcast starting from arbitrary configurations. In particular, we de-
fine a class QF of forbidden initial configurations, with one source and 3 ignorant agents
in a cube, such that starting from any such configuration, the adversary can force the
agents to move only to another configuration in QF. Further, in every configuration in
QF, there is a spanning tree (defined by the available links) where the distance from
source to the nearest agent is at least 3. (See Figure 5.3, showing all the forbidden config-
urations, up to isomorphism, and the corresponding spanning trees in each case.) The
configurations in the set QF are listed below by showing the positions of the 3 agents,

with respect to the source vertex which is always assumed’ to be [000]:
Q1 ([100], [010], [110])

@2 ([100], [010], [011])

1After any moves, we rename the vertices.
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FIGURE 5.3: Bad configurations for & = 3 agents (denoted by black discs) and

one source (denoted by red square) in a cube. In each case the adversary

makes available only the bold edges. The arrows denote all possible trans-
formations between configurations in one step of agent moves.

Qs ([100],[110], [101])
Q4 ([101],]011],[111])
Qs ([100],[110], [111])
Qs ([100], [011], [111])
Q7 ([100],[101],[011])

Note that starting from any other initial configurations with 3 agents permits a solution
to broadcast. However, when the 3 ignorant agents start in any configuration isomorphic
to configurations in QF, then the configuration in the next round can only be another

configuration in QF'. All of the available transitions are listed bellow.
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FIGURE 5.4: (a) The cube with a single source (denoted by a square) in the
proof of Theorem 5.5. (b) The cube with two sources at distance 2; the re-
maining agents must occupy the two black vertices.

* Q1 — {Q2,Q3,Q4,Q5,Q7}

* Q2 — {Q1,Q3,Q4,Qs5,Q6, Q7}

* Q3 — {Q1,Q2,Q3,Q4,Q5,Q6, Q7}
* Qa1 {Q1,Q3,Q4,Q5,Q6, Q7}

* Q5 = {Q1,Q2,@3,Q4,Q5,Q6, Q7}
* Qs — {Q4,Qs,Qr}

* Q7 = {Q4,Qs, Qr}

110]

(b)

[101]

We will demonstrate the transitions from Q3. We get Q; if two agents and the source

move to the same face of the cube. We get @), if the source agent moves to the same face

as the two diagonally positioned agents. We get s if the source agent and one agent

from the bottom face change face and move toward the right as depicted. We get Q4 if

the two agents on the bottom face move. We get @5 if the source agent moves to the right

face. We get Q¢ if the agent from the top face moves to the bottom face. And finally, we

get Q7 if the source moves above the agent on the front and the agent on the top face

moves to the bottom.

This implies that no ignorant agent can meet the source after any number of rounds, and

thus it is not possible to solve the Broadcast problem.
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Proof. (Upper Bound) We show that k¥ = 4 agents can solve broadcast by providing an
algorithm. We first show that one of the four agents can meet the source agent. We
denote the vertices of the cube as follows: «" = [000] is the vertex containing the source,
u},ud, ul are the three vertices at distance one from source, u} means a generic vertex at
distance 1 from the source, u?, u3, v are the three vertices at distance 2 from the source,
and »? = [111] is the only vertex at distance 3 (see Figure 5.4(a)). We now consider all
possible initial configurations with agents placed on distinct vertices; Note that, each
such configuration has at least three empty vertices. We denote such a configuration as
[z, vy, z,1] showing the positions of the 4 ignorant agents at vertices z, y, z, [ (with x denoting

any vertex other than the source).

C1 Configuration [ul,u},ul, *]: At least one of the links (u°, u}), (u°, u}), or (u°, i) must
be active, otherwise vertex «° would be disconnected. Hence at least one agent can

meet the source within the next time unit.

C2 Configuration [u?,u3,u3, +]: At least one of the paths of distance two between the
source vertex «° and one of the vertices u?, u3, or vZ must be available, otherwise
vertex v’ would be disconnected from vertices u3, u3 and «3. Hence, within the next
step the agent at a distance two from the source, and the source agent move to the

middle vertex of the path and meet.

C3 Configuration [u},ud,u?, «]: If at least one of the links (u°, u}) or (u°, u}) are active,
then at least one agent can meet the source within the next time unit. Otherwise,
the link (u°, u}) must be active (to ensure connectedness), so in that case, the source
agent moves to vertex ui. The configuration we obtain is isomorphic to the config-

uration [C2] above, so we are done.

C4 Configuration [ui,u},u?,u3]: Assume that there are no paths of length 1 or 2 from
source to any agent (otherwise we are done as explained above). In that case, any
possible spanning tree must have the edges (u’, ) and (u},+3) and further at least
one of the edges (ul,u) or (u3,u?) or (u3,«3). In the first case, one agent moves to
u3 and we obtain the configuration [C2]. In the other two cases, one agent moves to

vertex %, and thus we obtain the configuration [C3]. So, we are done in all cases.

C5 Configuration [u}, 3, u3, u?]: In Gy, if there are no length-2 paths from source to any
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agent, then any path from «° must go through «3; If vertex «3 has an available edge
to some agent, this agent will move to «3 and we would obtain the configuration
[C2]. Otherwise u3 has an available edge to some empty vertex u; # u; which is
connected to some vertex occupied by an agent. Thus, this agent moves to u}, and

we obtain the configuration [C3].

We have shown one agent can reach the source within a constant number of steps and
obtain the message. Now, there are two source agents and three ignorant agents. The
two source agents can place themselves at distance two in G (this is always possible in
at most 2 steps). Assume without loss of generality, that the two sources are at vertices
[000] and [011] as in Figure 5.4(b). There are exactly two vertices ([110] and [101]) that are
at distance 2 from both the sources. If the ignorant agents occupy these two vertices,
then in any spanning tree chosen by the adversary, at least one of the ignorant agents
would be at distance two from a source agent. And in fact, it is easy to see that either
the three ignorant agents occupy all three adjacent vertices of one of the two sources
(which means that in the next step at least one more agent will meet a source), or three
ignorant agents occupy two adjacent vertices of each source. In the last case (due to
connectedness) at least two of the ignorant agents will occupy the two vertices ([110] and
[101]) in the next step. Finally, if only one of the ignorant agents occupies one of the
vertices ([110] and [101]), then in the next step this agent can move from that vertex and
therefore we obtain the previous configuration (i.e., where three ignorant agents occupy
two adjacent vertices of each source). Thus eventually at least two of the ignorant agents
will occupy the two vertices ([110] and [101]) and in the next round, at least one more

ignorant agent will meet a source and therefore we will have 3 source agents.

Note that the case of 3 sources and 2 ignorant agents is analogous to the case of 2 sources
and 3 ignorant agents, while the case of one ignorant agent and four sources, is analogous
to the initial situation with one source and four ignorant agents. So, using the same
strategies as above eventually all agents will obtain the message and broadcasting is

solved. =

For hypercubes of higher dimensions d > 4, we do not have any general strategy for solv-

ing the problem as the adversary has too many possible ways of choosing the available
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subgraph. However, the lower bound of £ = n/2 — 1 agents from Theorem 5.4 still holds

and we have the upper bound of k£ = n — 2 (from Observation 1).

5.6 Discussion

In this chapter, we studied the problem of broadcast for mobile agents moving in con-
stantly connected dynamic networks. The main objective is to understand how many
agents are necessary and sufficient to allow broadcast to be solved in various topologies.
It turns out that for sparse topologies such as rings and cactus graphs, the number of
agents needed for solving the broadcast problem can be independent of the network size
n, while for denser graphs including grids, hypercubes, as well as the complete graph,
©(n) agents are needed. This preliminary investigation on broadcast in dynamic graphs
opens many new research directions. For both grids and hypercubes, we have large gaps
between the lower bounds of (n — 2y/n) and (n/2 — 1) respectively, and the upper bound
of (n —2). It seems that solving the problem in grids requires more agents than in hyper-
cubes, since grid networks contain more redundant edges. However, the lower bound
on hypercubes shows that the number of agents needed can sometimes be much more
than the number of redundant edges in the network. This is in contrast to the cops and
robbers problem where the number of cops needed is roughly equal to the number of
redundant edges in the underlying graph [5]. In the future, we would like to study the
differences between various problems in this model and try to adapt techniques used for
broadcast, to solve other problems in dynamic networks. Moreover it would be nice to
classify various problems according to the resources needed for solving them under the
adversarial model studied in this paper. Another possible direction of research would
be to replace the strong assumption of global visibility with some weaker assumptions

about the agent’s capabilities that still suffices to solve broadcast in this model.
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6 Discussion

To sum up the results presented here we give a summary of each chapter respectively. In
Chapter 3 we studied the problem of gathering under two visibility models, specifically,
the global and local visibility models. In the global visibility model we have shown that
two agents cannot achieve rendezvous in the presence of a malicious agent. Moreover,
we present an algorithm for three or more agents that can achieve gathering. In the local
visibility the impossibility result still holds, and we provide two algorithms that use fun-
damentally different techniques. The algorithms are for four and three or more agents
respectively. All results except the algorithm for three or more agents in the local visibil-
ity model have been published in [34]. In Chapter 4 we have shown that nine agents are
not enough to decontaminate an oriented and labeled ring, while on the case of a syn-
chronous ring without sense of direction eleven agents are not enough to achieve the
decontamination of the ring. We present and give proof of correctness of an algorithm
with twelve agents that are able to decontaminate the synchronous unoriented ring in
O(n? + L) time units. In the oriented case we can achieve decontamination of the ring
with ten agents in O(n) time units. All results from this chapter have been published in
[56]. Finally, in Chapter 5 we provide lower and upper bounds on the number of igno-
rant agents needed in order for a source agent to be able to broadcast some message for
different network topologies from those that are sparser to those that are denser. Es-
sentially, in sparse network topologies such as rinds and cactus graphs, the number of
agents needed for solving the broadcast problem is independent of the network size n,
while for denser graphs including grids, hypercubes, as well as the complete graph, O(n)
agents are needed. Specifically, for the ring network, if the size is at least 5 then broad-
cast can be solved with at least 2 ignorant agents in O(n) steps. If the size is less than 5
then broadcast can be solved with at least 1 ignorant agent in at most 2 steps. In the case

of the cactus network if there are no cycles of size at least 5 (large cycles), and there are
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only cycles of size less than 5 (small cycles), then broadcast is solvable, in O(n) steps, with
a number of ignorant agents at least the number of small cycles in the network. If there
are also large cycles then in O(n) steps broadcast is solvable with a number of ignorant
agents which is at least the sum of the number of small and large cycles plus one. In the
case of a 2 x L grid network, we need at least L ignorant agents, in the case of a clique
at least n — 2 agents are needed to solve broadcast in O(n) steps, and in the case of the
hyper cube network we need at least n/2 agents if the dimension is 3. In general for any

dimension larger than 2 we have a lower bound on the number of agents of n/2 — 1.

Problem Context Agents Complexity
Gathering global Yis. k<3 impossibility
local vis. k>3 O(n)
oriented ring k> 10 O(n)
Black virus . . . -
decontamination unoriented ring any k anonymous impossibility
unoriented ring k>12 O(n®+1L)
with advice O(log L) k>6 O(n)
Broadcasting ringn > 5 k> 2 O(n)
ringn <5 kE>1 2
cactus c2 =0 k>cl O(n)
cactus 2 >0 E>cl+c241 O(n)
grid 2 x L k> L O(n)
grid W x L k<(L—-1)(W—1) impossibility
clique k>n—2 O(n)
hypercube H, k<n/2—-1 impossibility
hypercube H; k>4 o(1)

TABLE 6.1: Final results.

In conclusion we wanted to study problems in a distributed environment keeping all the
advantages of a distributed context. For example, a road network where each driver has
the role of a mobile agent is by nature distributed. Moreover, each driver, depending on
the context, competes or cooperates with the other drivers in order to reach her destina-
tion faster. In such an environment having a central authority that decides who moves
to where can be rather costly, the communications will be flooded and cramped, and
we might not want that central authority due to the single point of failure, or because

distributed decisions look to be more just.
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The second point in our research was that if we fix the distributed environment with all
the advantages and disadvantages that come with it, how much fault tolerant can such
an environment be. How far can we go in terms of hostile entities and still be able to
solve problems in such aggressive and hostile environments. In the problems of gath-
ering and black virus decontamination, we followed the strategy of keeping the hostile
entity the same and changing the model a little in order to find how many resources are
needed that can be used to solve the problem. We found that each particular problem
can actually be solved with very little resources at hand. In the broadcast problem we
followed a different approach, we kept the model the same in all cases and changed only
the network topology. In the ring topology we found that the resources needed to solve
the problem is constant and do not depend on the size of the network. In the cactus
the resources depend on the number of structural elements, on the general grid it looks
like the resources needed are very close to the size of the grid, as well as in the case of
a complete graph. In the general case of a hypercube network the resources are very
dependent on the size and thus on the dimension, but we wanted to see if and how we
could solve the problem and we studied the case of the cube specifically. Finally, we can
actually solve most of those problems having only very little resources even if there is
a hostile behaviour. The next steps on our research would be to consider more general
and arbitrary topologies or make the environment even more hostile, in order to study

where is the point from which we cannot solve those problems.
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