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Abstract

Reliability of Integrated Circuits (ICs) has always been one of the primary concerns in
VLSI field, let alone nowadays, when the continuous technology shrinking that follows
the Moore’s Law renders them more susceptible to various factors. Recently, the
reliability challenge of radiation-induced Soft Errors has drawn remarkable attention
of many researchers. A particle of sufficient energy that strikes a transistor may
create a disturbance of the equilibrium between the electron and holes within the
device and result in changing the logic state of the gate output that usually lasts
for some picoseconds. This temporary phenomenon that emerges as a glitch, called
Single Event Transient (SET), at the output pulse may affect the proper operation of
the circuit as it propagates, and eventually get captured by a storage element. This
is called a Soft Error and, although it is not permanent, it may cause unexpected
behavior to the circuit. Therefore, it is important for the industry to be acquainted
with the circuit susceptibility to such kind of errors, especially when it comes to
critical systems, such as medical, avionics, military, etc.

In this dissertation, we present an integrated framework for the modeling of the
radiation-induced Soft Errors in the combinational logic of ICs, providing an eval-
uation of the Soft Error Rate (SER), a widely-used metric for the susceptibility of
ICs to such hazards. The proposed methodology, which is based on Monte Carlo
simulations, takes into consideration the physical layout of a circuit to deal with
the Single Event Multiple Transients (SEMTs), which have become more prevalent
with the continuous technology downscaling. Two variations of the main SER es-
timation algorithm, for the identification of the most susceptible areas of a circuit
and the most vulnerable gates, are also presented, allowing for slight modifications
of either the circuit design, or the placement strategies in the early design stages,
or both to mitigate SER. The SER evaluation results are demonstrated by a variety
of simulations performed on ISCAS 89 benchmark suite for both 45nm and 15nm
technologies and their verification with HSPICE simulation tool indicates an accept-
able deviation for the small-scale circuits. Finally, the behavior of the state-of-the-art
Fully-Depleted Silicon-On-Insulator (FDSOI) process technology concerning the ion-
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izing particle strikes is examined and compared with the traditional Bulk technology
through TCAD simulations.

Thesis Supervisor: George Stamoulis
Title: Professor
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Movtéha xaw AAyoprinol Ilpocopolwong Mnyavionoy
ITedxAnong MetoaBatixwy Xgaipdtwy ce ONoxAnpwpéva
KuxAopoata
TOU

[Ieronido Tooupdvn

TrofAfinxe oto TphApa Hiextpordywy Mnyavixdy xar Mnyoavixdv Troloylotodv
ot 24 ®efpovapiov 2021, we PepI EXTAYIPWOT] TOVY
OMOLTHCEWY YL TOV
Awoxtopind Titho Hiextpordyou Mnyovixod xou Mrnyoavixol Troloyiotdv

IMepiAndm

H o&omotia tov Ohoxdnewpévey Kuxhwpdtov (OK) Aoy avéxadey pla and TIg To
ouyvég avnouyiec otov topéa tou VLSI, néco pddiov orjpepa, mou n cuveyng oup-
elxvwon tne Tteyvohoyiog mou axohowdel To Néopo tou Moore 1o xohotd mo €u-
dAwTa oe ddgopoug mopdyovies. H mpoxhnon mou €yel va xdvel pe Ty alomotio
xou toe Metafamind Mpdhpato mou mpoxarolvTon amd tovilovoo axtivoBoila xepdllel
OLVEY NS €0aPOC xou EYEL TEUPHEEL TNV TEOCOY T UOXETWY EPELVNTMY TEOCHATWS. 'Eva
cwpotidlo enopxolc EVERYELNS TOL cUYXEoLETAL JIE €va Tpav(io Top popel Vo Tpoxahéoel
olotapary ) oTNV 1oopeoTia PETUED NAEXTEOVIWY Xl 0TV EVTOC TG CUGKELY|C, £Y0OVTOC
0O¢ amoTEAECHA TNY ahhayr) TS Aoywhc xatdotoone e €€600u TNg TUANG TOU OL-
opxel cuvideg oplopéva picoseconds. To TEoowEIVG LTS Qorvopevo Tou epgovileTtal
0¢ évag avemdipnTtog makpog otny €€odo, mou xoheiton xou Single Event Transient
(SET), pnopel va ennpedoet 11 owoTh Aeltovpyios ToU XUXAOIOTOC Xadie BlabideTon
xan ev TEReL amoUnxeleTon ot xdmolo otolyeio pvAung. Autéd ovopdletan Metafatind
Lpdhpo xan TaEOAO o BEV Efvor IOVLIO NTOEEL VoL TPOXAUAECEL ATEOGHEVT) GUHITERLPOES
oto xdwpo. ‘Etot, elvar onpovtind yi ) fropnyavion var yvopllel v eundieia
TOV XUUAOPATOV O TETOOL EIBOUG XVOLYOUG, EWBOTERH OTAY aUTA apopoly xplotpa
CUCTANATA, OGS LUTELXE, UEQONAEXTEOVIXY, CTRUTILTIXS, X.4.

e authy T SlTel31) TaEouctdloUE £Vo OAOXANEWIEVO TAXLCLO Yia TN LOVTEAOTIOLN-
on Twv Metofotixoy Lpoapdtonv eCutloug tng oviCoucag axtivofoliag 6T cuVBLACTIXT
roywer|) Twv OK, nopéyovtag pla extipnon tng Luyvotntag Metofatixev Lgaipdtov
(XMY), evog evpéwe dradedopévou pétpou yio Ty eunddeia twv OK oe tétoloug xvdi-
vouc. H mpotewvépevn pedodoroyio mou Bacileton o Monte Carlo mpocopolhoele,
AoBéver uTOPNY TO PUOKO GYEDLO EVOC XUXAWIUTOS OUTWE WOTE VA IOVIEAOTIOLNOEL TA
Single Event Multiple Transients (SEMTs), to omofa yivovton ohoéva xou mo ouyvé je
TN ovppexvwor e TeEYvoloyioc. Emione, mapouoidloviar dVo mapohayéc Tou xlpLou
alyopitpou tng extipnong e XM, yw v Tawtomoinon twv eualoUnTwy TEPLO-
YOV x0TV To eLaloVNTWY TUAGOY EVOS XUXADIATOS, ETITEETOVTUG MiXPEC TEOTOTOL -

vil

Institutional Repository - Library & Information Centre - University of Thessaly
29/06/2024 22:21:54 EEST - 3.15.141.15



oelg elte TNg oyEdlaong TOU HUXAOPATOG, ELTE UXONT XOL TWV CTEATNYIXMY YEO-
UE€Tnorc Tou oTa TE®MTA 0TEOWL TNG oyedlaong pe oxond TN pelwon tng XMM. Ta
amotehéopato TN extipnong tng MY emdeteviovton pe plar oAl TpOGOOLOCENDY
Tou TparypatonotoLyTon Tdvew ota ISCAS '89 wuxhdpata yio TiC TEYVoloyieC Twv 45nm
xot 15nm, evéd 1 enadideuvon pe o epyaielo npocopoinone HSPICE unodeixvie anode-
©TH amoXAon Yo Tor xeng xhipoag xuxhopata. Téhog, e€etdleton 1 cupTEpLPoEd
e oLy ypeovne teyvohoyiag xataoxeurc OK Fully-Depleted Silicon-On-Insulator (FD-
SOI) amévavtt oTa YTUTAROTA TwY cwPATdwY xou ouyxpivetor e ) oupPotxf) Bulk
teyvoloyia péow mpocopoiwoewy TCAD.

Emprénwyv AwrpBric: Fewpylog Ltapoiing
Tithoc: Kadnyntic
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Chapter 1

Introduction

1.1 Motivation

The motivation behind this dissertation derives primarily from the constant reliabil-
ity concerns in the VLSI field regarding the radiation-induced Soft Errors. Besides,
due to the technology shrinking, which entails higher operating frequencies and lower
supply voltages, cell capacitances and critical charges (the minimum required charge
to induce a node upset, Q.it), rendering the modern chips more susceptible to such
hazards, the need for a comprehensive analysis of the soft errors and their impact
on IC’s operation becomes even more imperative and the contribution of simulation
tools to the development of robust and error-tolerant chips tends to be significant.
It has been shown that the atmospheric neutron Soft Error Rate (SER) in SRAM
cells increases with the decreasing of device feature sizes [1|, whereas an increasing
susceptibility of sequential and static combinational devices to alpha particles and an
accretion of multi-bit upset probabilities have been observed with technology scal-
ing [2], despite the fact that the reduction in charge collection area has been reported
to compensate for the critical charge scaling trend. Also, the technology trends are
expected to result in a considerable increase in the soft error rates in combinational
logic, compared to sequential logic [3, 4]. The significant reduction in the critical
charge of the logic circuits, as device feature size decreases, has a massive impact on

the SER of the combinational logic, as shown in Figure 1-1. Several error correction
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Figure 1-1: CMOS technology generation trend of (a) critical charge (Qiz) and (b)
Soft Error Rate (SER) of SRAM cells, latches, and combinational logic [3].

schemes that have emerged are able to protect the memories from soft errors, al-
though it has been reported that there is a saturation in the soft error mitigation [5].
Thus, an accurate and effective framework for the evaluation of circuit vulnerability
in combinational logic, through the integration of EDA tools that simulate sufficiently
the soft error radiation-inducing mechanisms, may be further exploited in the design
process of error-resistant deep submicron and nanoscale systems through the devel-
opment and employment of radiation-hardening techniques. At the same time, the
emergence and evolution of unconventional silicon semiconductor technologies and
devices (e.g., PDSOI or FDSOI wafers, FinFETs, etc.), which are utilized from the
state-of-the-art microelectronic ICs, may differentiate both the reliability evaluation

process—constituting a challenge and an open field of research—and the outcomes.

1.2 Author Contribution

1.2.1 Contribution

In this dissertation, we have dealt with the radiation-induced soft errors in the com-
binational logic of ICs. An integrated algorithm for SER estimation accounting for
multiple transient faults is developed. The implemented tool, which is based on

Monte Carlo simulations, models and incorporates the fundamental parts of a SER
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estimation in combinational logic, that is the three masking mechanisms. We exploit
the results of a Single Event Transient (SET) pulse characterization process and the
detailed layout information of the designs to achieve an accurate reliability assess-
ment. Note that the terms SET and transient fault are equivalent, and thus they are
used interchangeably in this dissertation.

A significant part of this research is the results regarding the SER of various
benchmarks. In particular, the whole suite of ISCAS ’89 benchmark circuits are
used to demonstrate their susceptibility to ionizing radiation. Also, we perform a
topological analysis of the circuit physical layout to obtain the most vulnerable circuit
sites, allowing for selective slight modifications of the logic cells’ placement to combat
the high soft error rates. Moreover, the gate sensitivity is identified through a metric,
called Glitch Latching Probability (GLP), which represents the impact of masking
mechanisms on SET pulse propagation. Finally, a comparison of our work with
other similar works with respect to the factors that are taken into consideration for
SER evaluation from each one of them is reported. The verification of the results is
conducted with HSPICE demonstrating a quite close convergence.

While our main work focuses on the analysis of soft errors in the conventional Bulk
CMOS technologies, the emergence of cutting-edge technologies, such as SOI, FDSOI
and FinFET, has raised the interest in examining the impact of ionizing radiation on
such technologies. Thus, we conclude this work presenting various results of mixed-
mode and 3D TCAD simulations, which characterize the behavior of FDSOI devices
when a heavy-ion strike occurs. The results are compared with those of the Bulk

technology indicating which of them are more susceptible to such hazards.

1.2.2 Publications

Throughout the doctoral studies the author has submitted, published and presented

his work in various international conferences and proceedings as listed below.

e G.I. Paliaroutis, P. Tsoumanis, G. Dimitriou and G. I. Stamoulis, “SER Analysis

for Multiple Affected Gates”. International Conference on Computer Science,
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Computer Engineering, and Social Media (CSCESM), Special Session on High-
Level Synthesis, CAD and Applications, December 12-14, 2014, Thessaloniki,

Greece.

e G. I. Paliaroutis, P. Tsoumanis, G. Dimitriou and G. I. Stamoulis, “SER Analy-
sis of Multiple Transient Faults in Combinational Logic”. ACM SouthEast Eu-
ropean Design Automation, Computer Engineering, Computer Networks and
Social Media Conference (SEEDA-CECNSM), September 25-27, 2016, Kasto-

ria, Greece.

e G. L. Paliaroutis, P. Tsoumanis, G. Dimitriou and G. I. Stamoulis, “Placement-
aware Simulation of Multiple Transient Faults in Combinational Logic”. Ac-

cepted for publication at North Atlantic Test Workshop (NATW) 2017.

e G. I. Paliaroutis, P. Tsoumanis, N. Evmorfopoulos, G. Dimitriou and G. I.
Stamoulis, “Placement-based SER estimation in the presence of multiple faults
in combinational logic”. 27th International Symposium on Power and Timing
Modeling, Optimization and Simulation (PATMOS), September 25-27, 2017,

Thessaloniki, Greece.

e G. I. Paliaroutis, P. Tsoumanis, N. Evmorfopoulos, G. Dimitriou and G. I.
Stamoulis, "A Placement-Aware Soft Error Rate Estimation of Combinational
Circuits for Multiple Transient Faults in CMOS Technology". IEEE Interna-
tional Symposium on Defect and Fault Tolerance in VLSI and Nanotechnology
Systems (DFT), October 8-10, 2018, Chicago, IL, USA.

e G. I. Paliaroutis, P. Tsoumanis, N. Evmorfopoulos, G. Dimitriou and G. I.
Stamoulis, "Multiple Transient Faults in Combinational Logic with Placement
Considerations". 8th International Conference on Modern Circuits and Systems
Technologies (MOCAST), May 13-15, 2019, Thessaloniki, Greece. (Best Paper

Award nominee)

e C. Georgakidis, G. I. Paliaroutis, N. Sketopoulos, P. Tsoumanis, C. Sotiriou, N.

Evmorfopoulos and G. Stamoulis, "A Layout-Based Soft Error Rate Estimation
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and Mitigation in the Presence of Multiple Transient Faults in Combinational
Logic". 21st International Symposium on Quality Electronic Design (ISQED),
March 25-26, 2020, Santa Clara, CA, USA. (Virtual)

e G. I. Paliaroutis, P. Tsoumanis, N. Evmorfopoulos, and G. Stamoulis, “On the
Impact of Electrical Masking and Timing Analysis on Soft Error Rate Estima-
tion in Deep Submicron Technologies”. Accepted in Work-in-Progress Poster
Session of Design Automation Conference (DAC), December 5-9, 2021, San
Francisco, CA, USA.

His publication history includes as well a journal.

e G. I. Paliaroutis, P. Tsoumanis, N. Evmorfopoulos, G. Dimitriou, and G. Sta-
moulis, "SET Pulse Characterization and SER Estimation in Combinational
Logic with Placement and Multiple Transient Faults Considerations". Tech-

nologies 2020, 8, 5.

1.3 Outline

This PhD dissertation is organized as follows. Firstly, Chapter 1 introduces the
motivation for this work and highlights the main author’s contributions. Chapter
2 presents the background regarding the radiation-induced soft errors. Chapter 3
presents the relevant work that exists in the literature so far. Chapter 4 introduces
the SER estimation methodology elaborating the algorithms and models that are
implemented and incorporated into the proposed tool. Chapter 5 presents various
simulation results performed on the ISCAS ’89 benchmark suite as well as the veri-
fication framework with SPICE. A SET pulse characterization of FDSOI technology
with a TCAD simulation software is presented in Chapter 6, and finally, Chapter 7

concludes this dissertation indicating some useful remarks.
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Chapter 2

Background

In the past few decades, the radiation-induced soft errors have become one of the
major issues regarding ICs reliability. Nowadays, this concern still remains in the
spotlight as the semiconductor industry progress into the deep sub-micron technolo-
gies has rendered the chips more vulnerable to such hazards. This chapter presents an
overview of the radiation-induced soft errors. First, the prevalent causes of soft errors
in submicron devices are highlighted. Then, the radiation-induced SET generation
mechanism in silicon is presented, indicating some critical aspects of the ionization
and modeling such incidents in logic level. Finally, some of the well-known mitigation

techniques to cope with the soft errors are outlined.

2.1 Main Causes of Soft Errors

The soft errors, which are also known as Single Event Upsets (SEU), constitute a
subcategory of a wide classification called Single Event Effects (SEE), that is, upsets
caused by an event, such as a single energetic particle [6]. The emergence of SEUs in
spacial applications was initially observed in the middle of the 70s, when the authors in
[7] reported anomalies in communication satellite operation, which resulted from the
interaction of the galactic cosmic rays with the digital circuits causing the triggering
of the Flip-Flops (FFs). However, the first tangible studies regarding soft errors

occurring in terrestrial electronics emerged a few years later. Such errors, which
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constitute a temporary, non-destructive effect that differs from the permanent of the
hard errors, are mainly caused by alpha particles, energetic neutrons produced from

cosmic radiation, and thermal neutrons.

2.1.1 Alpha particles

The authors in [8] introduced the alpha-particle-induced soft errors in dynamic memo-
ries. Particularly, they showed that the alpha particle emissions due to the radioactive
decay (or alpha decay) of low concentrated impurities in the packaging materials of
ICs, such as uranium and thorium, are able to penetrate the silicon creating enough
electron-hole pairs that eventually cause single-bit flips. An alpha particle consisting
of two protons and two neutrons bound together is identical to that of an Helium-4
nucleus and is symbolized as o, 50 or 3He. The energy of the emitted alpha particles
varies from 3 MeV to 7 MeV (average kinetic energy of 5 MeV), which is sufficient
enough to provoke a disturbance, given that the minimum required energy to generate
an elementary charge (electron-hole pair) is 3.6 €V in silicon. Thus, a single alpha
particle is capable of generating about a million of electron-hole pairs across a path
of just a few microns (2 to 3 microns) in length, resulting in the corruption of stored
information, or else a soft error. Moreover, it should be noted that the emission rate
of such particles depends on the purity of the materials used in fabrication process. In
[9], the collected and critical charges due to alpha particle strikes were modeled, and

the charge limits alteration as technology downscales indicated that the soft failure

probability increases.

2.1.2 Cosmic radiation

A prominent work presented in [10, 11| and followed by [12] some years later, re-
vealed that cosmic radiation constitutes a significant threat for terrestrial electronic
devices. In particular, the high-energy cosmic rays that bombard the earth interact
with earth’s atmosphere particles and a number of secondary particle cascades are

produced, which, in turn, create further cascades, as shown in Figure 2-1.
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Figure 2-1: Representation of various particle cascades as high-energy cosmic rays
interact with earth’s atmosphere particles [13].

In fact, due to the intensity of the collision between the cosmic rays and the at-
mospheric atoms, less than 1% of the primary particles eventually reach the sea level.
Therefore, the terrestrial cosmic rays, that is the rays that are capable of reaching
the earth, are primarily the cascade particles of third generation and above. The
cascade particles consist of electrons, protons, photons, pions, muons and energetic
neutrons. The last, which prevail at sea level (about 95% of the terrestrial particles,
with the rest being protons and pions), may cause significant soft fails in electronics.
Even if they are not charged, their interaction with the silicon nuclei in a chip may
induce their fission producing several secondary fast heavy particles, which are able
to generate, in the vicinity, electrical charges of more than four times as much as that
of alpha particles. Such charge bursts are sufficient to upset a semiconductor device
resulting in soft errors eventually. At high terrestrial altitudes, the percentage of pro-

tons and pions increases significantly and, as the cosmic ray intensity is greater, the
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soft fails are more probable to occur in comparison with sea level. In addition, it has
been reported that the extensive shielding of electronic devices with concrete is able
to eliminate such soft fails, as the cosmic ray intensity approaches zero in such a case.
The outcomes of this extensive research allow for SER evaluation in any location on
earth, since the particle flux is known with high accuracy both at high altitudes and

sea levels.

2.1.3 Other sources

Except for the alpha particles and the energetic neutrons from cosmic rays, there are
some further sources of soft errors. The cosmic ray thermal neutrons, that is the free
neutrons—those that are not bounded in an atomic nucleus—having a low kinetic
energy after reaching thermal equilibrium with the surrounding materials, may po-
tentially pose a significant threat to the proper operation of semiconductor devices.
Thermal neutrons feature higher cross-section in fission of certain materials, com-
pared to high-energy neutrons, thus resulting in the emission of reaction products.
The study presented in [14] showed that the interaction of thermal neutrons with iso-
topes of Boron !B is a significant source of soft errors. The '°B nucleus is extremely
unstable and when it captures a thermal neutron the resultant fission releases an
excited “Li nucleus, an alpha particle and a gamma photon, which may subsequently
generate a charge in the silicon and provoke a soft error. In semiconductor device
fabrication, boron serves as a p-type dopant and is used in borophosphosilicate glass
(BPSG) as well. BPSG layers are widely utilized as top passivation layers of semicon-
ductor devices and as intermetal dielectric insulating layers. The '°B fission in the
BPSG is reported to be a significant source of soft errors in BPSG-based electronic
devices [15, 16|, as the 198 concentration is higher compared to the other implant lay-
ers. Thus, the utilization of the alternative ''B isotope—which has a lower capture
cross-section that contributes less to soft errors—for the BPSG of the critical designs
can be a drastic radiation-hardening technique to mitigate SER. In advanced CMOS
technologies, however, the copper interconnects that have superseded the aluminum

interconnects are subject to a different fabrication process, rendering the use of BPSG
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obsolete, and thus such sources of soft errors are regarded insignificant.

Finally, a minor source of soft errors originates from signal integrity issues, such
as crosstalk between neighboring nets due to the cross coupling capacitance. Nev-
ertheless, the contribution of such sources to the overall SER is rather insignificant

when compared to radiation hazards.

2.2 Soft Errors on Silicon

2.2.1 Radiation interaction with silicon

To proceed further in the analysis of the radiation-induced soft errors in the combi-
national logic of ICs, it is important to comprehend the basic mechanism of ionizing
particles striking the silicon, regarding their interaction with the material and the
immediate consequences on the proper device operation. The fundamental structural
components of modern electronics are the transistors and, particularly, the MOSFETs
which have been the dominant semiconductor devices since the 1960s. Nowadays, an
IC chip, such as a microprocessor, consists of some billions of transistors which is a
result of the device scaling and miniaturization, and the rapid growth of semiconduc-
tor technology in general. Thus, a potentially harmful ionizing particle may strike
one or more of these transistors and affect the proper operation of the chip.
Suppose the MOSFET device (in particular NMOS transistor) of Figure 2-2 be-
ing stricken by a high-energy particle at the p-n junction area [17]. As the particle
traverses through the silicon, a cylindrical track of electron-hole pairs is created and
a series of physical processes take place contributing to the overall charge collection
process. Upon the particle strike, a drift current, i.e. a movement of the deposited
charge carriers, towards the p-n junction instantaneously emerges due to the electric
field of the depletion region. At the same time, due to the IR drop in the substrate,
being a result of the high current density, the charge potential, i.e. the depletion
region, extends into the substrate forming a funnel, and thus enhancing the collection

of the generated electrons in the well. Therefore, a substantial current emerges on the
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Figure 2-2: Charge generation and collection due to a particle strike on a reverse-
biased p-n junction. (a) Generation of electron-hole pairs along the ion traversal,
(b) quick drift charge collection and extension of the depletion region towards the
substrate forming a funnel, (c) slow diffusion charge collection, and (d) the generated
current pulse on the transistor contact throughout this process [17].

particular device node. Afterwards, a slower diffusion collection process supersedes
the fast and predominant drift collection. Due to the spatially varying charge concen-
tration in the silicon between electrons and holes, the excess electrons diffuse and are
collected from the depletion region. The overall current collected from the transistor’s
internal contact, throughout the whole process, is presented in Figure 2-2(d).
Additionally, there is another mechanism that contributes substantially to the
overall charge collection. In the context of the previous illustration of charge collection
process, while the electrons are collected rapidly from the drain (drift phase), excess
holes in the well raise the well potential and lower the source/well potential barrier
resulting in the injection of electrons from the source into the p-well. Thus, the
electrons may be collected from the drain causing an increase in the total collected
charge. This mechanism is the well-known parasitic bipolar effect (or amplification)
due to the injection of the electrons over the source/well barrier acting like a transistor,
where the source is the emitter, the channel is the base, and the drain is the collector
of the transistor [18]. The parasitic bipolar effect has been found that contributes
about 30% to the total collected charge in both 130-nm and 90-nm technologies,
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whereas increases with rising temperature [19]. This indicates the significance of the
parasitic bipolar effect to the radiation-induced generated current pulse, let alone

with the continuous technology downscaling.

2.2.2 Linear Energy Transfer

Another problem of technology downscaling is that radiation particles of smaller
energy, which usually have low penetration depth, may potentially cause transient
faults by ionizing the atoms or molecules of the matter that they strike. The Linear
Energy Transfer (LET) is an energy loss metric and, particular, the amount of energy
per unit distance that a particle deposits, through ionization, to the material (i.e.,
semiconductor in this case) along its track. In other words, it is the retarding force
that the ionizing particle gets as it penetrates the matter, and equals:
dE

LET = = 2.1
7 (2.1)

where dF is the average energy locally imparted to the medium by a charged particle
of specified energy when traversing a distance dl. LET is a positive quantity and is
generally expressed in MeV/em or MeV - em?/mg, which results from the division
with the material density mg/cm?, whereas it depends mostly on the type of radiation
particle, the traversed material and the angle of the strike. Also note that it is
convenient to convert LET into charge per unit length (i.e., pC/mm) so as to be
compared with the device physical dimensions and critical node charge stored.

The ion energy, the energy loss (LET), and the depth (range) that the ion traverses
are closely related. In particular, LET increases with increasing energy until reaching
a maximum value, called Bragg peak, and then decreases with increasing energy. A
Bragg peak is observed also in the plot of the energy loss of ionizing radiation during
its travel through matter. In particular, the energy loss increases with the distance
that the particle travels and reaches a maximum immediately before the end of the
particle’s path, as shown in Figure 2-3. The ion range is an important parameter as

it should be sufficient to provoke charge collection into the silicon and depends on
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Figure 2-3: Energy loss for alpha particles of 5.49 MeV moving through air.

the energy of the particle. As the energy increases, which means lower LET, Bragg
peak moves deeper into the material and broadens and decreases. Therefore, this
analysis demonstrates the interdependence of the individual factors and, mainly, the

significance of LET in radiation effects.

2.2.3 Modeling of the ionizing particle strike

The overall collected charge, as a result of an ionizing particle striking the silicon
p-n junction of a submicron device, corresponds to a current that emerges on the
respective device contact. The charge collection current is sufficiently modeled with
a widely-known approximation model, which utilizes a double exponential waveform
and can be expressed as follows |20, 21]:

Iparticle(t) = M(e_t/Ta - e_t/Tﬁ) (22)

To — T3
where )., denotes the total collected charge from the p-n junction, 7, is the time
constant for the electron-hole pairs deposition in the p-n junction, and 73 is the time
moment of the ion-track establishment, being just a few picoseconds and much less
than 7,. Generally, ().,; depends on the type and energy of the particle that strikes
the silicon, the angle of the strike, the proximity of the strike to the p-n junction, the
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Figure 2-4: Generated double exponential current pulse.

temperature, the bias conditions, and the semiconductor device characteristics, such
as the technology node, the supply voltage, the doping concentration, etc. The total
Qcon is equal to the area under the current curve, as shown in Figure 2-4. Therefore,
given the generated current pulse, QQ.,; can be obtained from the integral of the

Lyarticie With respect to time, as follows:

t
Qcoll_/ [particle(t)dt (23)
0

Moving from the device level to a higher abstraction level, i.e., transistor level,
the incident of an ionizing particle strike can be simply modeled by connecting the
double exponential independent current source, shown in Equation 2.2, to a particular
transistor contact. Depending on the transistor that the particle strikes, the contact
that the current source is attached to, and its direction vary. Note also that an ionizing
particle may potentially affect a transistor solely when the transistor is inactive (or
in cut-off state), which depends on the logic input state. Figure 2-5 presents the
schematics of an inverter while a radiation particle strikes (a) the inactive nMOS and
(b) the inactive pMOS transistor. To be more specific, an ionizing particle striking
the inactive nMOS transistor is modeled with a current source attached to its drain
with the direction being from the drain contact to the body contact (Figure 2-5(a)).
Similarly, a particle striking the inactive pMOS transistor is modeled with the current

source attached to its drain, but with the direction being from the body contact to
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the drain contact (Figure 2-5(b)).
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Figure 2-5: Modeling of the radiation particle strike with a current source when the
strike occurs on (a) nMOS transistor and (b) pMOS transistor of an Inverter.

The double exponential current source model is used for the electrical simulation
of transient faults with SPICE due to radiation particle strikes on sensitive circuit
nodes, allowing for the circuit susceptibility evaluation to such hazards and the char-
acterization of the transient faults, accounting for various factors, such as supply
voltage, temperature, load capacitance, etc. In combinational logic, the injected cur-
rent pulse may appear at the output of the logic gate as a voltage pulse or glitch (i.e.,
a prompt change of the logic state). The generated pulse may exceed the threshold
level, that is the half of supply voltage, and temporarily settle to logic 1 or logic 0.
Figure 2-6 shows an ionizing particle that strikes the inactive pMOS transistor of a
CMOS Inverter. A glitch will emerge at the output of the gate as a result of the
capacitor charging that succeeds the charge generation. Upon the ending of charge
collection, the signal recovers to logic 0 through the discharging of the capacitor,
indicating the end of the phenomenon.

However, there is a condition that should be met, that is, the resultant collected
charge exceeds the minimum amount of charge required for a particle to induce the
change of the output logic state. This charge is called critical (Q..;;) and is mostly

related to the device characteristics (e.g., manufacturing technology, doping level,
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Figure 2-6: Particle striking the off pMOS of a CMOS Inverter.

device size, transistor capacitance, etc.), whereas can be estimated as follows:

chit = Cnode : Vdd/2 (24)

where C),q4. is the capacitance node and Vy; the supply voltage. A more accurate
approximation of ()..;; can be obtained from electrical simulations with SPICE or
device-level simulations with TCAD tools.

The value of Q)..;; is significant and decisive for the emergence of transient faults
and soft errors potentially. Thus, it may be associated with the technology nodes
acting as an indicator of the device susceptibility to radiation hazards. However, the
continuous shrinking of transistor geometries along with the supply voltage scaling
result in decreasing values of )..;;, which increases the soft error susceptibility of mod-
ern ICs raising the concerns regarding the reliability of future submicron technologies
[22].

Generally, a radiation particle striking a sensitive silicon node induces different
results depending on the circuit that this event emerges. In memories, a soft error
emerges when the read operation occurs after the storage state value is modified.
In SRAM memories, the particle strike may result in flipping the logic state of the
cell, whereas in DRAM memories, the generated charge may affect the read or write

operations due to the upset of the cell’s logic and control circuits. On the other hand,
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in combinational logic, the generated pulse at the gate output, called SET, may
propagate along the forward cone paths of the circuit and be eventually captured by
the storage elements, such as latches and FFs, inducing a soft error. However, the
soft error inducing mechanism in combinational logic is much more complicated as
there are individual mechanisms, i.e., masking effects, that occur and determine the

emergence of soft errors.

2.3 Soft Error Rate Mitigation

Since the reliability of modern ICs is non-negotiable, constituting a major concern in
the semiconductor industry, the development of methods and techniques to deal with
the radiation-induced soft errors is indispensable. Over the recent decades, many
approaches have emerged attempting to mitigate the SER of ICs. In general, certain
techniques exist in the bibliography and are divided into hardware-level (system-
level, device-level and circuit-level) and software-level techniques [23]. Since the SEEs
constitute a hazard that primarily affect the proper operation of the circuit, the
hardware-level mitigation techniques are more effective and prevail in this field of
research. However, in some cases, alternative software-level mitigation schemes are
selected to cope with the excessive hardware cost and power dissipation that the
former techniques entrain.

At system-level, the radiation-hardening techniques that dominate include the
addition of redundancy either in logic or memory circuits. In logic circuits, the Triple
Modular Redundancy (TMR) can be utilized by replicating the hardware three times
and filtering out any erroneous value with a majority voting logic. Usually, the area
overhead is excessive, but this option is sometimes preferred to fully protect critical
systems. As regards the memory circuits, a traditional technique to protect them
against SEUs is to append a parity bit to the memory word, which is able to detect
such upsets. Also, additional circuitry is needed to correct the detected errors, known
as Error Correction Code (ECC). However, it may result in significant undesirable

area cost and power penalties, especially when it comes to correction of multiple bit
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errors, thus being difficult to be applied.

The purpose of the device-level mitigation techniques is to reduce the amount
of collected charge due to a high-energy particle strike on the silicon by means of
modifying the fabrication process. The most well-known approach is the Silicon-On-
Insulator (SOI) technology, which is a variation of the conventional Bulk technology.
In particular, the fabrication process differentiates by including an additional ultra-
thin insulating layer from silicon dioxide (SiO;), called Buried Oxide (BOX), within
the substrate providing a different type of wafer. In this way, the silicon gap between
the source and drain junctions decreases, preventing the development of high-collected
charge values, and thus producing smaller SETs [24]. Nevertheless, this kind of miti-
gation technique is expensive in terms of time and cost, as it requires additional steps

in the fabrication process.

Consequently, the interference in the hardware of the design constitutes the basic
means of SER mitigation. At circuit-level, there are approaches that include the
utilization of additional hardware to reduce the consequences of SEEs and harden
the circuit. Several techniques that add spatial redundancy exist, such as the TMR
method. The TMR module consists of three identical instances of the logic gate
that need to be protected, utilizing a voting circuit (i.e., voter) that filters out the
SET and propagates the correct logic value. Others, attempt to modify the delay
of the SET through additional hardware (e.g., buffers and voting circuits) so as it
cannot be latched from memory elements. There are also hybrid techniques that
combine spatial and temporal redundancy methods to moderate the area overhead
and operating frequency degradation. Finally, other radiation-hardening approaches
increase the node capacitance or the driver’s transistor sizes to avoid the excessive

area and delay overheads.

In light of the overhead that such methods entrain, it is important that the
radiation-hardening should be applied on just a small proportion of a circuit to avoid
performance downgrading. Therefore, to selectively harden a circuit, a reliable and
accurate evaluation of the vulnerability of ICs to radiation-induced hazards can be

the determinant factor in the development of reliable electronic systems, through the
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employment of radiation-hardening techniques.

20

Institutional Repository - Library & Information Centre - University of Thessaly
29/06/2024 22:21:54 EEST - 3.15.141.15



Chapter 3

Related Work

Over the past years the ever-growing interest on the study and research of radiation-
induced soft errors and their mechanisms has led to significant contribution and
progress in this field. Since the relevant literature is vast, in the following paragraphs
we will refer to the most representative studies that constitute a breakthrough and
the works that have assisted in the further advancement of the academic research.
The first primitive approaches to estimate the SER in CMOS logic circuits emerged
in the early 1990s 25, 26, 27]. In [25] the authors propose an algorithm to evaluate
the propagation probabilities of single-event-induced errors modeled with closed-form
equations. A method for predicting the SER due to a-particle incidents of CMOS
circuits with dynamic registers is presented in [26] and applied to a pipelined multi-
plier using data of future submicron technologies. In [27] a more advanced computer
program, called SEMM, calculates the failure probabilities due to a-particles and cos-
mic ionizing radiation, modeling the transient charge collection at the semiconductor
junctions and contacts. A switch-level fault simulation algorithm of transients in
CMOS is presented in [28]. The algorithm predicts the transient pulse widths, using
a first order RC model, and models their propagation to subsequent logic blocks,
setting appropriate propagation rules and eventually reducing fault simulation time.
Meanwhile, the gate-level simulation methodologies began gradually succeeding
the old-fashioned and time-expensive electrical-level simulations. An intermediate

approach of a transient fault simulator, using a PieceWise Quadratic approximation of
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the injected current pulse for the analytical solution of the MOS differential equations,
is introduced in [29]. The authors in [30] present a sophisticated gate-level transient
fault injection simulation environment, which uses logic-level and latching operation
models to propagate the fault effects to the latch outputs. The majority of the
works existing in the literature are based on the modeling and implementation of the
three masking mechanisms that inherently mitigate the negative impact of radiation-
induced faults on circuit reliability, i.e., logical, electrical, and timing masking |31, 32,
33, 34, 35, 36, 37, 38]. Other works are based on probabilistic models to evaluate the
SER [39, 40]. In [41] the authors perform a block-based SER analysis, based on an
analytical expression for the electrical masking modeling. The authors in [42] evaluate
the soft error circuit reliability through the development of a general computational
framework, based on probabilistic transfer matrices (PTMs). In particular, matrix
calculations are applied and Algebraic Decision Diagrams (ADDs) are utilized to form
an overall circuit PTM, allowing for accurate reliability evaluation of large circuits.
In [43] a balanced combination of probability and graph theory, circuit simulation,
and fault simulation is employed, whereas a statistical method for SER estimation
through closed-form models is presented in [44]. The statistical SER framework in
[45] takes into consideration the full-spectrum of charge collection and achieves a fast
result, exploiting SVM models for cell characterization, instead of LUT methods. The
approach in [46] presents a statistical SER analysis, based on two frameworks—table-
lookup and SVR-learning—to cope with the underestimation of SER due to the pulse
width fluctuation after propagation. The authors in [47| propose a fast signature-
based SER framework that evaluates efficiently logical masking. The contribution
of the particle striking time and multi-cycle effects to an accurate and efficient SER

analysis, avoiding its underestimation, are discussed in [48].

However, the continuous process technology shrinking, resulting in the reduction
of the distance among the logic cells, has made multiple transient faults, caused by
single particle strikes, more prevalent, thus increasing circuit vulnerability [49, 50, 51].
Particularly, in [51| the authors perform a detailed characterization to quantify the

likelihood of a SET to cause multiple bit-flips in logic circuits, proving that the
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probability is quite significant, especially as technology scales, and therefore, such
type of errors should be taken into account in order to obtain a realistic fault model
for soft errors. Though none of the aforementioned works take into consideration this
trend, a number of research studies on the evaluation of SER, considering Single Event
Multiple Transients (SEMT), have emerged recently. Generally, there are two types
of approaches that predominate in the literature: (i) the non-layout-aware [52, 53, 54]
and (ii) the layout-aware [55, 56, 57, 58, 59, 60, 61]. The former works consider that
SEMTSs occur at the output of the physically adjacent gates, which are identified at the
gate-level by examining fan-outs and fan-ins. Nevertheless, if only logic-level netlist is
used for the determination of circuit error sites, neglecting the layout-level adjacency
of the cells, may result in inaccurate estimation. Also, the authors in [54] assume
that no more than three adjacent gates can be affected by a single event, which may
eventually underestimate the SER evaluation. On the other hand, the latter provide
a more realistic and reliable SER estimation analysis by taking into consideration the
circuit layout. An intermediate approach that takes into account single and double
transient faults on random nodes is presented in [62|, focusing on the probabilistic
logic simulation, albeit neglecting the electrical and timing masking effects, resulting
in inaccuracies of the failure probability. The layout-aware approaches in [56, 57, 63]
introduce the concept of sensitive regions of a cell that determines the fault generation.
A recent unconventional approach, presented in [64], proposes a compact and fast SER
estimation physical model in space environment, which relies solely on experimental

cross-sectional data and LET spectrum of the ionizing particle.

Except for the methodologies that focus on the evaluation of SER, various ap-
proaches that combine the SER estimation and mitigation also exist in the bibli-
ography. In [65] a combination of a sensitivity-based gate sizing algorithm and a
slack-based FF selection are used to achieve SER reduction with reasonable costs. A
symbolic framework for the circuit reliability analysis that is used for a selective gate
resizing to succeed circuit hardening is presented in [66]. In [67] the authors propose
a framework for adding and removing redundant wires to eliminate the gates that

contribute most to the overall SER, which is enhanced with a gate resizing technique
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to further optimize SER robustness. In [68| a sensitivity-based gate sizing methodol-
ogy is presented, whereas a simulation-based approach in [69] aims at maximizing the
logical masking potentiality by extracting sub-circuits and re-synthesizing them. A
placement-based radiation hardening technique of removing whitespace between adja-
cent cells, which have common gates in their forward logic cones, and thus increasing
the logical masking probability, is introduced in [70]. In [71] a Monte Carlo-based SER
estimation method is presented along with two layout-aware approaches to mitigate
SER: the first applies spacing among all the cells, whereas the second converts the
most sensitive cells into a TMR structure, abiding by the minimum required distance

among the TMR members to protect them against a potential SEMT occurence.

The research in this field is not confined to just simulation methodologies to evalu-
ate the radiation-induced SER. On the contrary, a significant part of the bibliography
conducts measurements through neutron beam testing setups that generate particles
from a wide energy spectrum either to acquire important data to be used further in
simulations, such as SET pulse widths, or to evaluate directly the vulnerability of a

circuit.

The authors in [72] utilize the Oracle’s neutron beam device for accelerated testing,
highlighting the impact of technology scaling to the soft error rates. More specifically,
the SEU rate per SRAM cell increases with the technology downscaling, whereas the
multi-cell upsets are more prevalent due to the shrinking of the feature sizes. Finally,
the negative impact of microprocessor energy reduction techniques on the SEU rate
is noticed. In [73] the authors propose a SET pulse width measurement circuit, based
on the propagation-induced pulse shrinking, whereas the simulation results of the
neutron irradiation reveal the number of SETs, SEMTs, and MSETs (i.e., Multiple
SETs) occurred. In [74] heavy ion experiments are conducted to characterize the
SEMTs and provide measured results with respect to both cross-sections and pulse

widths.

Although the real-time experiments constitute an important step to comprehend
the behavior of modern chips into an environment of radiation fluxes, simulations

are necessary to succeed scalability and obtain accurate results in a reasonable time.
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Besides, such simulation tools constitute the principal means of the assessment of
an individual method. In [30, 75| the authors characterize the SET pulse generation
and propagation under different design parameters through SPICE and TCAD sim-
ulations. In [76] the SET pulse width characterization results for 130nm and 90nm
CMOS technologies through actual measurements are supported by 3D TCAD simu-
lations, showing that pulse widths increase for the same radiation environment with
technology scaling, whereas they are strongly related to the strike location. A built-
in-self-test circuit implemented in a 45nm SOI technology is utilized for the heavy
ion experiments to measure the SET pulse widths followed by mixed-mode 3D TCAD

simulations to validate the results in [77].
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Chapter 4

Soft Error Rate Estimation

Framework

A comprehensive framework for SER estimation of modern ICs encompasses a con-
siderable number of complex procedures that should be combined functionally. The
subject of this chapter is to present all these necessary parameters and their incorpo-
ration to an integrated tool. First, the fundamental element of the proposed tool is
presented, i.e., the natural masking mechanisms that are capable of mitigating soft
errors. Second, the modeling of these factors and their integration for SER calculation
regarding SETs follows. Third, the steps for an efficient and accurate consideration
of multiple transients caused from a single particle strike are discussed. And, finally,

the flow and the extensive algorithm of the implementation concludes this chapter.

4.1 Masking Mechanisms

To develop a reliable and accurate SER estimation framework, first and foremost,
it is important to model sufficiently and accurately the masking mechanisms that
inherently determine the capability of a circuit to absorb and eliminate soft errors.
These factors, which hold a crucial role in the emergence of soft errors are logical,
electrical and timing masking. The next subsections describe the masking mechanisms

modeling and implementation as they are integrated into a SER estimation tool.
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Figure 4-1: A SET resulted from an ionizing particle strike on a NAND2 gate is
subjected to the three masking mechanisms, i.e., (a) logical, (b) electrical, and (c)
timing, as it propagates through the circuit.

4.1.1 Logical masking

The first factor that prevents a transient fault from propagating through the circuit
is Logical Masking and its name is due to the circuit logic, that is the logic gates that
are used for the implementation. In particular, as a transient pulse at the output
of a gate propagates through the forward cone it may arrives at a gate whose other
input is in a controlling value. The controlling value is the value at a gate input
that is sufficient to determine the gate output. As a result, the transient fault cannot
propagate through this gate, and thus is masked. Depending on the type of the logic
gate, the controlling value differs. A NAND gate has a controlling value of 0, which
means that whenever this value emerges at its input, the output is at logic 1 regardless
of the other inputs. For instance, in Figure 4-1(a), the transient fault at the output
of the first NAND2 gate is logically masked at a subsequent NAND2 gate due to a

controlling value of the other input, that is, logic 0.

4.1.2 Electrical masking

As mentioned, as soon as an ionizing particle strikes a gate, the glitch that emerges at

the output propagates through the logic gates of the forward cone. However, the non-
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linear electrical properties of the CMOS gates might impede it from its propagation.
On one side, the pulse itself might not be sufficiently strong, in terms of width and
amplitude, i.e., its duration is small, to charge or discharge the output capacitor,
thus settling the output voltage level to logic 1 and logic 0, respectively. On the other
side, the shape, and thus the width of a glitch is modified due to the difference in
rise and fall transition delays. Therefore, the attenuation of the generated glitch that
generally occurs as it propagates through the subsequent gates is called Electrical
Masking. Obviously, a slow gate has a greater contribution to electrical masking
than a fast. In Figure 4-1(b) a pulse generated at the output of NAND2 gate, after

a few logic stages, is completely eliminated.

4.1.3 Timing masking

Even if a transient fault is not eliminated due to the aforementioned factors, there is,
still, another mechanism that could probably do this. Timing or temporal or timing-
window masking refers to the memory elements and, especially, the FFs, which may
prevent a transient fault from becoming a soft error. A positive-edge-trigerred FF
captures the data input at a specific moment of clock period, that is, at the positive
edge of the clock. Yet, the input signal should be held steady before and after the
clock edge so as its value is reliably sampled by the clock. Setup time is the time
that the input data should remain unchanged before the active clock edge and hold
time is the time that the input data should be held steady after the active clock
edge. The latching period corresponds to the sum of setup and hold time. Thus, a
fluctuation of the signal during this period could result the FF in latching a wrong
value. Therefore, timing masking mechanism occurs when the glitch arrives at the
FF data input outside of the latching window or latching period. The extent to which
the timing masking mitigates the SER depends on the circuit temporal properties,
i.e., propagation delay, clock frequency, the timing parameters of the FFs and the
shape of the glitch itself, as a result of the propagation until the FF input. However,
two factors that are independent of the circuit properties, to a certain extent, are

the time moment of the strike incidence inside the clock cycle and the area of the
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circuit that occurs. Those factors in conjunction could determine significantly the
arrival time at the FF, and thus the latching probability. On the other hand, the
higher clock frequency, which means smaller period, makes it more probable for the
transient faults to become soft errors, since the FF samples the data input more
times per time unit. Figure 4-1(c) shows a transient pulse that arrives at the FF

input outside the latching window, becoming eventually masked.

4.2 Single Event Transients

This section describes the individual parts that are combined for the estimation of
SER in combinational logic, including the modeling of the masking mechanisms and
the arrangement of pulse propagation issues, such as pulse reconvergence, and delay
issues. These parts are implemented and incorporated into the proposed tool to
evaluate the latching probabilities and, subsequently, the circuit SER taking into
consideration particle strikes that induce solely SETs. A similar method to evaluate
the individual gate sensitivity is also presented. Note that the soft errors induced
by SEMTs involve a more complicated analysis, and thus a separate section in this

chapter is dedicated to it.

4.2.1 Masking mechanisms modeling

First and foremost, the accurate modeling of the three masking mechanisms and their
efficient implementation, in the context of an integrated SER estimation framework,
are of great significance. In the next paragraphs, we describe in detail the way that
these mechanisms are incorporated into the framework and we conclude this with an

informative and compact pseudocode.

Logical masking

A plain implementation of logical masking requires a static logic simulation of the

entire circuit. An initial simulation is performed for a random primary input (PI)
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vector in order to record the logic values at the output nodes and FF inputs. Sub-
sequently, a transient fault—as a result of a particle strike—is injected on a gate,
which is represented by the flip of the gate’s output logic value. Finally, another
simulation is performed taking into account the faulty logic value, which propagates
to the forward logic cone of the affected gate. To detect if logical masking eventually
occurred, the logic values at the outputs and FF inputs are observed and compared

with the previous ones.

Electrical masking

An accurate analysis of SETSs, occuring in the combinational logic of a circuit, en-
tails the existence of a precise propagation model for the glitches. Generally, there
are two approaches regarding the modeling of the electrical masking effect, both
having advantages and disadvantages. The first utilizes a closed-form expression to
approximate the actual pulse propagation, whereas the second is based on SET pulse
characterization through SPICE simulations.

As regards the first approach, an analytic expression for the modeling of pulse
propagation provides a straightforward handling, which is simple and faster, though
it lacks of accuracy, since it is an approximation of the actual pulse propagation. For
the purpose of this dissertation, a simple linear function [35], depending on the gate

propagation delay, is adopted, as shown in Equation 4.1:

;

07 Wiy, < d
Wout = 2(wm—d), d<wy,<2-d (41)

\

where w;, is the width (duration) of the glitch at the gate input, we,; is the width of
the glitch at the respective output, and d is the gate propagation delay. Given this
equation, we are able to conclude that the attenuation of a glitch will be more intense
as it propagates through a slow gate, compared to a fast gate. Therefore, slow gates

have better glitch attenuation characteristics. Note that the height of the glitch is
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considered adequate enough to change the output logic state.

A complete SPICE characterization process, on the other hand, of the logic cells
of the library is performed to cope with their different electrical properties and non-
linear behavior of MOSFETs. In particular, a series of simulations for each logic gate
is conducted applying a variety of pulses solely to one input, while keeping the other
inputs stable, and observing the pulse that appears at the output. The characteristics
that differentiate each pulse from the others are the pulse widths and the slews, i.e.,
the rise and fall times. Moreover, various output capacitances are applied to account
for the different fan-outs and interconnection parasitics of each design. Therefore,
a number of Look-Up-Tables (LUTSs) are formed so as, given a specific pulse at the
input of a gate and a capacitance load at the output, it is trivial to identify the
pulse at its output by referring to the corresponding LUT entry. If these values
do not coincide with the LUT’s indices, interpolation is performed to acquire the
output pulse width. The parameters that are examined in order to form the LUTs
are the pulse width, the rise and fall delays, and the output capacitance of the gate.
Generally, the advantage of this approach is that it provides a high accuracy, since
the results of an electric-level simulator are recorded on the LUTs and utilized for
the pulse propagation during the customized SER estimation. However, there are
difficulties regarding its implementation as it is almost impossible to account for all
SET pulses in terms of their shape characteristics that may emerge in circuit nodes
during their propagation through its different paths. In view of the different fanouts
and parasitic capacitances of each gate in a circuit, the pre-characterization of the
logic gates becomes an expensive process in terms of time due to the vast amount
of SPICE simulations that should be conducted for all the logic cells and for all
the parameters that are critical in the SET pulse propagation width. At the same
time, this characterization process needs to be conducted for each CMOS technology

utilized.

An alternative approach that is implemented in this dissertation bypasses the
painstaking pre-characterization process and is based on the following inference from

recent works. In |78, 79| the authors presented the Propagation Induced Pulse Broad-
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ening (PIPB) effect that a SET is subjected to, as it propagates through long Inverter
chains, whereas the authors in [80] showed that a SET pulse may attenuate or broaden
depending on the gate delay, indicating both works that the broadening of the pulse

should be considered for SER estimation.

A certain number of SPICE simulations are performed to observe the SET pulse
formulation as it propagates through a logic cell. In particular, pulses of differ-
ent widths are applied as inputs in various logic cells. Each pulse is modeled as a
trapezoidal waveform and different output capacitance is applied to account for the
different number of fan-outs that a gate can have as well as the different interconnec-
tion parasitics of the output. Table 4.1 presents, indicatively, the simulation results
of a NAND2 gate when a SET pulse of different widths emerges on the one input,
while the other input is at a non-controlling value so as the pulse is not logically
masked. Both the 0—1—0 and 1—0—1 transitions of the SET pulse as well as differ-
ent output capacitance values are taken into account. In particular, the low-to-high
propagation delay (tprm) and high-to-low propagation delay (tpnr,) of each transition
are presented along with the SET pulse widths at the gate output. The t,py is the
time interval from the point that input reaches the 50% of the supply voltage (Vdd)
to the point that output reaches the 50% of Vdd. The tyuy, is defined similarly taking
into account the opposite transition. It is obvious that the propagation delays and
the output pulse width are directly related, since the absolute difference of t,rn and
tpur, denotes the deformation of the ouput pulse. Particularly, for the 0—1—0 tran-
sition the pulse width broadens by the absolute difference, whereas for the 1—0—1

transition the pulse attenuates by the absolute difference, as shown in Equation 4.2:

Wout = Win + ’tpLH - tpHL‘ (42)

Note that for the 0—1—0 transition, as presented in Table 4.1, and for high
capacitance values, the output pulses are equal to zero when SET width is 100ps. This
is due to the fact that the amplitude of the particular output pulses does not exceed

the Vdd/2 transition threshold, which means that it is not sufficient to propagate
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to the next stage and settle to a faulty voltage level. Also, it is worth to mention
that there is a slight divergence between the measured output pulse and the actual
difference between tpypr, and tprn delays, which results from the SPICE simulations.

Table 4.1: Propagation delays and output pulse widths for a NAND2 gate and for
both transitions considering 100ps, 300ps, and 500ps input pulse widths

Capacitance
Win 1fF 5fF 10fF
toLH | tpHL | Wout | tpLH | tpHL | Wout | tpLH | tpHL | Wout
100 | 26.6 | 13.4 | 114.2 | 76.3 | 45.1 | 132.2 - - 0

300 | 26.4 | 134 | 3139 | 86.6 | 45.1 | 342.5 | 163.8 | 84.3 | 380.5
500 | 26.3 | 134 | 513.9 | 88.3 | 45.1 | 544.1 | 164.4 | 84.3 | 581.1

100 | 13.5 | 26.7 | 87.8 - - 0 - - 0
300 | 13.8 | 26.7 | 288.1 | 43.3 | 86.9 | 257.4 | 51.4 | 164.8 | 187.6
500 | 13.8 | 26.7 | 488.1 | 44.1 | 86.9 | 458.2 | 78.4 | 164.8 | 414.6

1—0—1|| 0—1—0

In conclusion, we are able model the electrical masking and determine the SET
pulse width as it propagates through a logic gate, by taking into consideration solely
the rise ( tyru) and fall (tynr) gate delays, which are calculated dynamically, depend-
ing on the logic input values and considering the transition of the pulse. Unlike the
previous approach, in this manner, the electrical masking is modeled accurately and
with no additional time cost, since on the one side, the SPICE simulations that are
regarded time-consuming are utilized just to verify the correctness of this approach
and, on the other side, the computation of the corresponding delays is made once,

during the timing analysis as this will be discussed in the next sections.

Timing masking

The timing masking is the last factor that is examined in the simulation, since it is
necessary to know, first, if the transient fault was logically masked and second, the
pulse width at the FF inputs. Given the setup and hold times, the pulse width, the

moments that the particle strike occurs and arrives at the FF input, and the clock
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period, we are able to inspect the timing masking occurrence by checking if the pulse
arrives outside the latching window. There are two conditions (4.3) that render a

SET arriving at a FF timingly masked, as shown in the equation below:

thit + dprop >T — tsetup (a) (4 3)

thit + dprop + w0 < T + thoa  (b)
where w is the width of the transient pulse, %, is the time moment that the SET
emerges, dp, is the propagation delay of the SET, T is the clock period, and sy,
and tj,4 are the setup and hold times of the FF, respectively. The first condition
4.3(a) checks if the transient pulse violates the setup time rule, that is, the pulse
should be stable a minimum amount of time (setup time) before the clock’s positive
edge. The second condition 4.3(b) checks if the transient pulse violates the hold time
rule, that is, the pulse should be stable a minimum amount of time (hold time) after
the clock’s positive edge. If at least one of these conditions is true, i.e., the latching
conditions are not met, the transient fault is masked. At the same time, the amplitude
of the pulse should exceed the threshold of Vdd /2 to be latched. If the pulse does not

exceed this threshold it is not eventually latched either.

4.2.2 Reconvergent transient pulses

A significant factor that affects the fault propagation is the examination of recon-
vergent pulses. This tool takes into account SETs following multiple paths that may
reconverge at a subsequent gate. Thus, when two or more pulses of the same SET
reconverge at a cell having the same direction (Figure 4-2(a)), the output pulse is ap-
proximately equal (due to the different rise and fall times) to the overlapping period.
On the other hand, as for the overlapping pulses with opposite direction (Figure 4-
2(b)), the resulting pulse at the gate output depends on its type and controlling value.
Presenting the simulation of such a case for NOR2 gate, its controlling value is logic
1 and the output pulse equals to the period between the moment that the first pulse
falls below Vdd/2 and the moment that the second one rises above Vdd/2. For the
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Figure 4-2: Output pulses for (a) same direction, (b) different direction, and (c) non-
overlapping input reconvergent pulses.

non-overlapping case, as SPICE simulation shows (Figure 4-2(c)), both pulses emerge
at the output. However, in order to model this case in the proposed framework, for

the sake of simplicity, only the greater pulse is taken into consideration.

4.2.3 Timing issues
Gate delay

A SER estimation process requires a basic timing analysis of the circuit. On the one
hand, the propagation delay of the generated SET until the memory elements and
outputs should be calculated for the modeling of electrical and timing masking. On
the other hand, it is necessary to obtain the circuit critical path, so as we are able to
determine the minimum circuit period. Therefore, the accuracy of the timing analysis

that is adopted for the timing characteristics of the circuit contributes to the accuracy
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of the SER estimation. In this dissertation two approaches are taken into account
to calculate gate delay: the plain and straightforward method of logical effort [81]
and the more accurate and complicated method utilizng a Non-Linear Delay Model
(NLDM).

The logical effort is a simple technique that calculates the gate delay in terms of
the RC constant (7), that is the delay of the ideal inverter. The gate delay is expressed
as the sum of the gate’s parasitic delay (p) and stage effort (f), whereas the stage
effort is the product of the logical effort (¢) and the electrical effort (h). The ideal
Inverter is considered the reference gate to obtain all these individual parameters for
the rest of the gates, rendering this method quite simple as it is adequate to know the
sizes of the gates relative to the Inverter size. Except for its simplicity, this method
is considered technology independent, since the only parameter that changes across
technologies is the time constant 7, which can be easily obtained through electrical
simulations.

However, this technique neglects the different input signal slopes (edge rates) as
well as the wide range of the output capacitive loads, thus resulting in inaccurate
estimation of gate’s delay. To incorporate a more accurate timing model into the
SER estimation tool that corresponds to the results of the state-of-the-art timing
analysis EDA tools, the gate delay is calculated taking into account the NLDM as
this is described in the CMOS technology library. This model consists of a set of
pre-characterized Look-Up-Tables for each logic cell, which store the rise and fall
propagation delays based on indicative values of the input transition time and the
output load capacitance. If a specific input slope or output capacitance of a gate does
not match with the indices of the LUT, interpolation is utilized to obtain the corre-
sponding delay value. Also, note that each library includes such tables for different

corners, such as for typical, fast, slow or worst case conditions.

Interconnection delay and propagation

Another critical issue regarding the performance of modern CMOS circuits is the

interconnect wiring between the components (e.g., logic cells, logic blocks). The in-
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terconnects introduce parasitic quantities of resistance (R), inductance (L) and capac-
itance (C) which may affect the propagation delay. Therefore, various approximate
techniques exist in order to model and estimate the interconnection delay, during the
pre-layout phase, taking into account the number of net fan-outs and estimating its
total wire-length. However, the actual interconnection network of a circuit can be
obtained after the Placement and Routing (P&R) process with the extraction of its
Standard Parasitic Exchange Format (SPEF) file. Such file represents the parasitic

connection and may be further used for simulation purposes such as timing analysis.

AAAY °

Figure 4-3: Distributed RC interconnection tree.

Figure 4-3 shows an example of an actual RC network of a net, as described in the
SPEF file of a design. This is a distributed net model and is depicted as an RC-tree
with 2 branches. Given an RC network like the one of Figure 4-3, it is trivial to
compute the interconnection delay according to Elmore’s delay model [82], which is,
however, beyond the purpose of the current work.

To accurately estimate SER, it is crucial to take into account the effect of intercon-
nection parasitics on pulse propagation. Therefore, to incorporate the interconnection
network into the SER estimation tool, a SPEF file parser was implemented to account
for each net parasitics, thus estimating their delay. Moreover, for each net, the pulse
width at the output of a gate is transformed to a new one at the inputs of the fan-
out gates, taking into account the current parameters, such as slew and total wire

capacitance. Thus, a detailed modeling of the interconnection network is accounted
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for the SER estimation.

4.2.4 Failure probability calculation

As mentioned, this Monte Carlo-based SER estimation tool conducts repeated simu-
lations taking into account different parameters each time. These parameters include
the gate that a fault is injected, the primary input logic vector for the logic simula-
tion, the width of generated SET, and the strike moment within the clock cycle. The
variety of the parameters and the significant number of simulations for the different
values of these parameters provide sufficient data for an accurate SER estimation. A
brief description of the basic simulation procedure to estimate the SER of a circuit is

presented in Algorithm 1.

Algorithm 1 Basic failure probability calculation algorithm considering SETs
Input: Circuit netlist file
Output: Circuit failure probability

Read the circuit netlist
for each logic gate do
for random primary input vectors do
Do a single logic simulation and record the logic values at FF inputs
for SET pulses of random shapes and at random time moments within the
period injected on the gate do

6: Do a single logic and electrical masking simulation accounting for the
SET and record its shape at FF inputs

7: Timing masking check by identifying if SET is latched at FFs

8: end for

9: end for

10: Calculate the total latching probabilities over the total number of simulations

11: end for

12: Calculate the circuit failure probability combining the weighted total latching
probabilities of each gate

The execution starts by parsing the input file, which is a simple netlist of the
circuit, and storing the details and the structure of the design in appropriate data
structures. Then, a cycle of simulations is performed for each logic gate of the cir-
cuit, excluding the sequential cells. Each cycle includes, firstly, the assignment of

random logic values to the primary inputs and FF outputs of the design and the logic
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simulation considering these values to record the logic values at the FF data inputs
(line 4). Subsequently, we inject SETs of random width and striking time moment
on the particular gate and another simulation starts. However, the faulty logic value,
the SET width and striking time are accounted for to perform the logical, electrical,
and timing masking operations (lines 5-6). After completion of the last simulation,
we are aware of the faulty and non-faulty logic values, the SET widths and the SET
arrival times at the FF inputs. In view of these data that are obtained from a sin-
gle simulation, we are able to calculate the latching probability at the FFs, that is,
the probability that a SET will be latched by a FF. In particular, a SET is latched
from a FF when none of the masking mechanisms occurs. Therefore, for all the FFs
we check if the FF inputs are at an erroneous logic state (logical masking). Then
we check which of the transient pulses at these inputs are wide enough to actually
affect the FF input (electrical masking). Finally, we examine if the conditions 4.3(a)
and 4.3(b) are not satisfied, which means that the SET is latched (timing masking).
If there is at least one FF that satisfies these checks, a soft error emerges and the
latching probability of the current simulation is one. Otherwise, it is equal to zero as

shown below:

0, when (4.3) is true
latched _glitch = (4.4)

1, when (4.3) is false
Afterwards, a new simulation taking into account different parameters is made
providing another latching probability. The total latching probability is the sum of
the individual latching probabilities for all the simulations over the total number of

simulations n as shown (line 10):

ota 1 - . .
ploal = " Z latched _glitch(i) (4.5)

i=1
Note that this calculation is made for each logic gate of the circuit. Therefore, we
need to combine the total latching probabilities P4l of each gate to calculate the

circuit failure probability (line 12). However, the probability that a particle hits a
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gate depends on the area that this gate occupies in the circuit, and thus a weighted

equation incorporates this parameter given the number of gates g, as follows:

g

A

Pfail = Z A 2 . Plfzttcifed(]) (46)
=1 Leircui

where A; is the area of gate j, Acireyuit is the circuit area, and Bﬁ%}fed( j) is the total

latching probability of gate j.

4.2.5 Gate sensitivity evaluation

This subsection presents a methodology to identify the sensitivity of the gates to
radiation-induced faults. The motivation behind this analysis is that the knowledge
of which gates are more sensitive to soft errors is necessary in the effort to reduce
their effects on ICs. However, reducing the SER of a circuit through various hardening
approaches comes with additional cost in terms of area, delay, and power consumption.
In order to confine this overhead, it is common to harden the most vulnerable areas
of the circuit instead of its entirety. The sensitivity of a logic gate corresponds to
its relative contribution to the overall circuit SER and is obtained through several
targeted simulations.

Intuitively, in combinational logic, a gate is considered sensitive when the proba-
bility of a generated SET during its propagation from the gate output to a memory
element is not negligible. In such a case, the presence of the three masking effects
that are able to mitigate a SET is vague. Therefore, the metric of the gate sen-
sitivity is inversely proportional to the masking capability of all the three effects
jointly. The Glitch Latching Probability (GLP) of each gate of a circuit is defined
as the probability that a transient glitch at the gate output will propagate and be
eventually latched by at least one memory element. A simplified variation of the
aforementioned SER estimation methodology is followed to characterize the gate sen-
sitivity. In particular, particle strikes of different widths are injected on each gate.
Also, each one of the strikes is applied at different time moments during the clock

period. Subsequently, a sufficient number of simulations are performed using differ-
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ent primary input vectors. Performing these simulations under different parameters,
we ensure that masking effects are sufficiently simulated. During the simulation, the
generated pulse is subjected to these effects as it propagates through the circuit. The
probability that all these faults are captured by at least one sequential element is

obtained, assigning a sensitivity value to each gate, which is computed as follows:

17’1
GLP = — latched qglitch(i 4.7
n;ace_gzc(z) (4.7)

where n is the total number of simulations that equals the product n = 1[-e - t,
where [ is the number of the different primary input vectors for the simulation of
logical masking, e is the number of the different width pulses that are used, ¢ is the
number of the different constant times that errors occur within the clock period, and
latched _glitch equals one when a fault is latched by at least one memory element;

otherwise is zero.

The large number of simulations, due to the different parameters used, as well as
the complexity of the large-scale benchmarks, renders this process time-consuming,
yet it provides a quite accurate assessment of the relative sensitivity among the gates

of a given design.

4.3 Single Event Multiple Transients

As node technology keeps shrinking, following the Moore’s Law, a significant prob-
lem emerges and raises concerns upon the susceptibility of ICs in radiation-induced
hazards. In particular, a radiation particle that strikes on a point of a circuit, might
provoke multiple transient faults on neighboring logic cells as a result of the reduction
in silicon device feature sizes and the higher integration densities of modern ICs, as
shown in Figure 4-4. A more detailed and comprehensive study of the behavior of
such incidents should be taken into consideration. Thus, it is paramount that the SER
estimation procedure needs to be reconsidered to account for the emerging threat of

SEMTs. This section focuses on the critical parameters that render a SER estimation
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Figure 4-4: Node density and SEMTs increase as technology downscales.

tool accurate and concludes with the overall SER estimation algorithm.

4.3.1 Sensitive regions

A critical aspect of a layout-based SER estimation is the determination of the sensitive
regions of a gate. Suppose that a radiation particle strikes the silicon of an IC and,
especially, a transistor (either an nMOS or a pMOS) of a logic cell. As mentioned,
this strike could probably provoke a SET at the gate output, given that its energy
is sufficient enough to generate a charge that exceeds the critical charge of the gate
(charge collection mechanism). However, in such a case, a particular condition should
be met so as the gate output logic value flips eventually. This condition is that the
particle should strike on a sensitive region of the gate.

In general, the sensitive regions of a logic cell are regarded the inactive transistors
and more specifically the drain of the inactive pMOS transistors and the channel
region of the inactive nMOS transistors. On the other side, the source regions of the
transistors are biased either to the supply voltage or to the ground, and thus they are
not included in the charge collection mechanism. The active or inactive transistors
are determined by the inputs at the gate of the transistors, and thus by the current

logic gate inputs. That means that for a CMOS circuit the sensitive regions of a
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particular gate are changing dynamically as the circuit operates. An example of
sensitive regions is illustrated in Figure 4-5. In particular, an Inverter and a NAND2
gate, their schematic, and their physical layout indicating the sensitive regions, which
are contingent on the input logic values are presented. Sensitive regions are regarded
the drain of the pMOS (SR1) and the drain of nMOS transistor (SR2). When an
ionizing particle strikes the drain of the pMOS of the Inverter, a SET is generated
just in the case the transistor is inactive, that is, the input vector is (A) = (0). Thus,
if the input vector is (A) = (1) no SET emerges at the output. Regarding the NAND2
gate, there are 3 sensitive regions, the pMOS drain (SR1), the upper nMOS drain
(SR3) and the source/drain junction of the two nMOS (SR2), as shows Figure 4-5(b).
Accordingly, when a particle strikes the pMOS drain, a SET is induced only when
both transistors are inactive, hence for the (A1, A2) = (0, 0) input vector. Note that
the sensitive regions of any logic cell, even for the complex AOI and OAI cells, can

be identified through device-level or circuit-level simulations.

vob voD | VDD VDﬂ
R ]
- R Al_qi }’_AZ % =
[ N % Ll
= i’ ZN ""\-.
A ZN | N
.l
[ % R, Eh%_ <
4 A2
N \'m 1 \
— GND | = GND |
Al|A2] ZN] Sensitive Region
A] ZN| Sensitive Region 0(0] 1 SR2 and SR3
0] 1 SR2 0o11]11 SR3
0 SR1 1({0]1 SR2
11110 SR1
(a) Inverter (b) NAND2

Figure 4-5: Illustration of the sensitive regions upon the physical layout and their

dependency on the logic input values of two basic logic cells, (a) Inverter and (b)
NAND2.
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4.3.2 Multiple site identification

One of the most important steps in a SEMT analysis is to identify the gates that are
affected from a single particle strike, in other words, the neighboring gates around
the point where the particle struck. For the extraction of the physically adjacent
gates, previous approaches attempted to identify them examining the gate fan-outs
and fan-ins from the logic-level netlist [52, 53]. However, this assumption may result
in the overestimation or underestimation of SER, since the actual neighboring gates

may differ.

In corroboration of the previous inference, consider the small circuit segment il-
lustrated in Figure 4-6. There are two representations of the particular segment.
The first, in Figure 4-6(a), is a schematic that describes the connections among the
logic gates and the registers, whereas the second, in Figure 4-6(b), demonstrates the
placement of the logic standard cells in the rows, which are created during the floor-
planning stage. Also, suppose that a high-energy particle strikes the NOT1 gate.
According to fan-ins of the gate, the NOR2 gate should be regarded as adjacent gate
since its output is the input of NOT1. However, the topological information obtained
from the DEF file show that NOR1 gate is not adjacent to NOT1. To the contrary,
NAND2 gate is adjacent, and thus a particle striking NOT1 gate could potentially
affect it as well, as Figure 4-6(b) shows. Similarly, a particle strike on gate NOT2
could probably affect NOR2 gate, since they are adjacent. Therefore, considering
only logic-level netlists during the analysis leads to inaccurate estimation of SER,
since, with this method, the fan-outs and fan-ins of the striken gate may mark as
neighboring gates those that do not belong to the same error sites, according to the

actual layout.

Therefore, it is crucial to take into account the actual placement of the logic cells
on the chip’s core area. Each circuit physical layout is completely described by the
Design Exchange Format (DEF) file, along with the Library Exchange Format (LEF)
file, in an ASCII format [83]. For the purpose of this dissertation only the DEF

file is utilized in order to keep information about the circuit connectivity and the
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NOT2
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Figure 4-6: Juxtaposition of (a) netlist-based and (b) layout-based identification of
adjacent gates revealing the inaccuracy of the former approach.

[

placement of its components. A typical part of a DEF file is presented in Figure 4-7.
In particular, the COMPONENTS block includes all the logic cells of the design and
their coordinates and direction on the circuit die, whereas the NETS block describes

the nets connection to the logic cells as well as their routing.

COCMPCHENTS 205 ; HMETS 140 :
- NCT 28 INV X4 + PLACED ( 3800 23000 ) N ; - G21
- NOT 27 INV X2 + PLACED ( 29640 3400 ) F5 ; ( HOT_42 & )
"5 o . - { HOT 25 &4 )
- NOT 26 INV X2 + PLACED ( 29640 €200 ) N ; ( DFF 11 Q \
- NOT_25 INV X1 + PLACED { 5700 23000 ) W ; + ROUTED metall ( 180 24260 ) vial 5
- DFF_13 DFF X1 + PLACED ( 11780 25800 ) F5 ; viaz 1 W
- DFF_12 DFF X2 + PLACED ( 8360 €00 } N ; ( 5880 * ) wiaZ 1 W
- DFF 11 DFF X1 + PLACED ( 0 20200 ) F5 ; vial 3 )
- DEF 10 DFF X1 + PLACED ( 5320 25800 ) FS ; NEW metall ( €270 22300 ) wvial 5

{ 5850 % )} ([ * 24280 )

- NOR3 4 NOR3 X2 + PLACED ( 11020 20200 ) FS ; . gsp stGNAL

- NOR3 3 NOR3 X1 + PLACED ( 16340 €00 ) N ;
(a) (b)

Figure 4-7: Snippet of (a) COMPONENTS and (b) NETS block statements of a DEF
file.

In view of the circuit physical layout, the modeling of the SEMT identification is
the following step. A particle striking a point on the silicon inflicts a disturbance on
an area around it, which depends mostly on the energy that this particle delivers and
the angle of the strike. Various works studied the cross-section of radiation particles
striking the semiconductor. This dissertation takes into account the results of the

works presented in [84, 56|, which specify the average area that particles of different
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energies affect, as shows Table 4.2. The affected area, which may be depicted with
an oval shape presents a non-linear increase as the energy increases. The higher
the amount of energy is, the wider the area of the circuit that is affected by the
strike. Note that these values may be applied on different technologies due to their

dependence on the properties of the particle as such.

Table 4.2: Average affected area

Particle Energy (MeV) | Average Affected Area (um?)
22 1.178
47 1.902
95 2.903
144 4.613

As mentioned in the previous section, the sensitive regions of a logic cell are re-
garded the inactive transistors and particularly, the inactive transistor diffusions that
are not biased to Vdd or Gnd. Therefore, it is necessary to account for the position of
the transistors on the chip’s die. The GDSII is a binary file which represents layout
geometrical data, such as transistor diffusion, poly, contacts, metals, vias, etc., in
a hierarchical format. Parsing the GDSII files of the logic cells provided from the
standard cell library, along with the DEF file of a circuit, we are able to obtain the
exact position of each one of the transistors of the utilized logic cells on the die area.
In particular, parsing the GDSII file of each cell we obtain the coordinates of the
diffusions regarding as reference point the bottom-left corner of the cell. Next, we
need to map these coordinates to the actual coordinates on the design by utilizing
the DEF file. A key point in this mapping is that the standard cells are not placed
in the rows of the floorplan with the same orientation. On the contrary, during the
placement process the cells are placed with the orientation that optimizes the perfor-
mance of the design. The DEF file specifies the orientation of each cell, which can be
one of the following: N (North), S (South), W (West), E (East), FN (Flipped-N), FS
(Flipped-S), FW (Flipped-W), or FE (Flipped-East). Also, specifies the coordinates

of the bottom-left corner of the cell on the die area, as shown in Figure 4-7(a). Thus,
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combining this information we are able to identify the position of the diffusions on
the circuit die. Figure 4-8 presents a N-oriented standard cell and the diffusion areas
as those are obtained from the GDSII file. Two different orientations (W and FS) of
the same cell are also illustrated indicating how a specific point (x, y) of the cell is
mapped to the other orientations. Then, given the coordinates of the cells on the die,

it is trivial to map the diffusion coordinates to the actual layout.

N FS
w
(x’, y’) = (height-y, X)

p-diff — p-diff
£ E= £
: I
= (x,y) (x°,y") = (width-x, y)

n-diff — N n-diff

(0,0)
u [
(0,0) - (0,0
width

Figure 4-8: Mapping of the diffusion areas depending on the standard cell orientation.

Note that for the sake of simplicity we consider that the sensitive regions are the
n and p diffusions of the transistors, including both the drain and source regions

regardless of whether they are biased or not.

For an accurate SEMT identification there are two steps that should be followed.
The first is to identify the sensitive transistors of each logic gate, i.e., the nMOS
or pMOS transistor diffusions. This can be merely done by observing, during the
logic simulation, which transistors are inactive, based on the current logic values.
Whereas the second is to identify which of the inactive transistors are located within
the influence range of the particle strike as this is determined by the oval shape. Thus,
multiple transient glitches emerge at the output of the affected gates initiating the
simulation for SER estimation. It should be noted that this is a dynamic process,
as the strikes on a pMOS or nMOS determines the SET direction (i.e., 0—1—0 or
1—0—1).
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4.4 Overall Soft Error Rate Estimation Flow

In this section, we describe the integrated framework for the SER estimation in
the combinational logic of ICs, taking into consideration radiation-induced SEMTs,
through a comprehensive algorithm and a detailed flow chart.

Even though the SER estimation process is quite similar for both SET and SEMT
analysis, there are some variations that should be highlighted. An apparent differ-
ence is the SEMTs consideration, which means that more than one transient pulse
propagates at the same time through the circuit. Thus, first, we need to identify the
SEMTs, which occur due to a single ionizing particle strike. Algorithm 2 presents the
procedure for the fault injection and the SEMT identification and generation that

precedes the propagation phase.

Algorithm 2 Fault injection and identification/generation of SEMTs

1: function ERROR GENERATION

2 SEMT list < initially empty list

3 ZTpit < random point on x-axis of the circuit die where particle strikes

4 Ynit < random point on y-axis of the circuit die where particle strikes

5: E < random particle energy

6 r < Compute the radius of the particle’s cross-section according to £

7 for all logic gates G; of the design do

8 if distance between nmos/pmos diffusion of G; and (xpi, yrir) < v then
9 if affected nmos/pmos is a sensitive region then

10: SEMT list + G}

11: end if

12: end if

13: Generate and initialize SEMTs (pulse width, faulty logic state and oc-

curence time within clock period)
14: end for
15: end function

More specifically, an ionizing particle striking on the circuit is considered to be
random; hence, a random point on the circuit die and a random particle energy are
selected to simulate this event (lines 3-5). Note that the particle energies and the
corresponding affected areas are obtained from Table 4.2. Then, the radius of the
oval-shaped area is calculated and all the cells of the circuit, except for the FFs, are

examined successively. In light of the position of the nMOS and pMOS diffusions
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on the circuit die, obtained from the DEF and GDSII files, we check if they are
located within the range of the particle (line 8). If this happens, we check whether
the affected nMOS or pMOS are sensitive, i.e., are inactive, depending on the gate
logic inputs. The current gate is inserted in the list of the affected gates, if these
checks are true (line 10). This procedure is followed for each gate providing a SEMT
list. Upon identifying the affected gates, each SEMT is initialized at the gate output
with respect to its erroneous logic state, pulse width and onset time of the event.

From implementation point of view and as regards the masking mechanism mod-
eling, the simultaneous fault propagation requires to utilize three two-dimensional
(2D) arrays—one for each masking mechanism—so as every fault propagates sepa-
rately from the others and along with its own masking information. Note that their
size changes dynamically and depends on the number of transient faults generated
from the particle strike. Thus, at the end of each simulation, multiple checks are
conducted at the FF inputs to determine the faults that will be captured by the
memory elements. However, in this case, just one of the multiple faults being latched
is sufficient for the emergence of a soft error. In Algorithm 3, we present all the steps
of the SER estimation framework considering that SEMTs may emerge from a single
ionizing particle.

The SER is defined as the rate at which soft errors emerge or is predicted to emerge
in a device or system and is typically measured either in FIT (Failures In Time),
which is equivalent to the number of failures per one billion hours of operation, or in
MTTF (Mean Time To Failure), which denotes the time of operation until a failure
occurs. However, the expression of the SER in terms of FIT prevails in the literature
and is widely used in semiconductor industry due to its efficacy in ICs susceptibility

evaluation.

As soon as the overall SER probability of the circuit is obtained, we are able to
calculate the SER in terms of FIT, given the environment of the estimation as well

as the circuit die area, as Equation 4.8 shows:

SERF]T = A- SERpmb (48)
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Algorithm 3 SER calculation
Input: Circuit DEF file, Logic cells” GDSII files, NLDM liberty file (optional)
Output: Circuit failure probability and SER in terms of FIT & various experimental

results
1: function SER ESTIMATION
2: for injected fault ¢ do
3: SEMT list <+ ERROR GENERATION()
4: for each input vector do
5: function CIRCUIT SIMULATION
6: w[SEMT _list] < propagated SET width (electrical masking)
7: dprop| SEMT _list] <— propagation delay of SET (timing masking)
8: for each flip-flop F do
9: if error not logically or electrically masked then
10: if latching condition of all errors of SEMT list is true then
11: latched < 1
12: Break and examine another input vector
13: else
14: latched < 0
15: end if
16: end if
17: end for
18: overall latched < overall _latched + latched
19: end function
20: end for
21: Pjy  geces
22: end for .
23: SERop %

24: SERF[T «— F-A- SERprob
25: end function
26: Export various experimental results regarding circuit reliability

where F' is the neutron flux, A is the area of the circuit under test, which is exposed
to the flux, and SE R, is the SER probability as obtained previously [85].

To provide a comprehensive view of the implementation part of this thesis, we
present the overall flow in Figure 4-9. In particular, the flow is divided into three
different parts that are interdependent. First of all, the design flow describes a basic
methodology to obtain the files that will be the inputs to the other flows, given
an RTL design for a specific technology library. This flow includes the synthesis of
the initial design as well as its placement and routing with the appropriate EDA

tools. Taking into consideration the generated DEF file, the SER estimation flow
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Figure 4-9: Overall flow of the SER estimation framework.

initiates by parsing it, and creates the topology of the design that is going to be
utilized throughout the process. Before proceeding to the SER estimation process,
it is necessary to perform a timing analysis of the circuit. Generally, there are two
approaches. The first is to incorporate the results of an industrial timing analysis
tool (e.g., Synopsys® PrimeTime™), which is an accurate but costly solution. The
second is to implement an in-house basic timing analysis that will serve the purpose
of this dissertation, which was adopted ultimately. Besides, it can be enhanced with
the utilization of state-of-the-art work from the literature, such as [86], which adopts
Current Source Models (CSMs) to accurately estimate gate delay. Then the SER
estimation flow resumes by injecting random ionizing particles on the circuit layout

and identifying the SEMTs that are potentially generated. The initialization phase
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of the fault (i.e., faulty logic value, SET width and time of the incidence within the
period) and the logic input vector follows for a single simulation. Each simulation
cycle includes the masking mechanisms, which are essentially the determinant factors
for a soft error to emerge. Finally, an estimation of the design’s SER is provided

along with various results regarding its susceptibility to ionizing radiation.
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Chapter 5

Experimental Results

This chapter presents the procedure for the verification of the SER estimation tool
in combinational logic utilizing a subset of ISCAS ’89 benchmark circuits. Various
experimental results are also demonstrated on the whole benchmark suite, evaluating
the susceptibility of the circuits to radiation-induced soft errors. A variation of the
basic SER estimation process is presented also to deal with the highly time-consuming

Monte Carlo simulations.

5.1 Soft Error Rate Verification

The validation of a SER estimation tool, like the one described in this dissertation, is
an indispensable process in order to quantify its accuracy and, subsequently, through
calibrations and optimizations achieve a better result in terms of accuracy. Tradi-
tionally, the verification is conducted through SPICE-like software, or other electronic
circuit simulators. However, there are some difficulties in this process. First of all,
it is inevitable that there will be discrepancies regarding the results between the
electrical-level simulation (SPICE) and logic-level simulation (SER estimation tool),
since the former is an integrated program that takes into account several electrical
parameters to perform the simulations, whereas the latter constitutes a simplified
high-level approach, having its advantages, though. Besides, the SPICE simulation is

an extremely time-consuming process when it comes to large-scale circuits, rendering
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it disadvantageous in terms of execution time. In fact, it could take many hours, even
days, for the simulation of a design consisting of some thousand or million of nodes to
complete. Therefore, the development of such logic-level simulators that are orders
of magnitude faster and, at the same time, approximate the accuracy of SPICE-like
simulators is imperative.

A critical factor that worsens the problem of the high execution times is the
number of fault injections. A variety of faults should be injected and applied on every
node to excite the entire circuit and achieve a reliable outcome. However, this would
result in high cost in terms of time even for the small circuits, hence there should be a
tradeoff between execution time and accuracy by adjusting the total number of faults
injected. In the context of this dissertation, the verification was performed with
Synopsys® HSPICE™, whereas only the small-scale ISCAS ’89 benchmark circuits
were utilized (i.e., s27, s298, s344, s349). Otherwise, the simulations would have
needed a vast amount of time to complete. Table 5.1 presents the benchmarks that

are used and the number of faults injected for the SER verification.

Table 5.1: Number of faults injected for each benchmark

Benchmark | Number of Nodes | Number of Faults
s27 17 251
s298 169 158
s344 240 94
$349 224 65

The simulation setup for the verification includes the following. First, the netlist
is created with the logic cells and the transistor models obtained from the 45nm Open
Cell Library [87]. A voltage source pulse is applied to each primary input in a way so
as the 2nd input has double pulse width and period compared to the 1st input, the
3rd input has double pulse width and period compared to the 2nd and so on. Thus,
all different input combinations of logic 0 and logic 1 are covered. Also, the period of
the clock pulse that is connected with the FFs is set to the maximum circuit propa-

gation delay as this is obtained from the critical path extraction. A single transient
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analysis follows to record the FF outputs on every time moment. Subsequently, a
specific number of faults are injected on the output of all the logic cells and at ran-
dom moments within the clock period, performing a simulation after each injection.
Finally, a simple script is utilized to compare the results of the faulty simulations
with the initial simulation and calculate the overall circuit failure probability. The

flow of the HSPICE simulation methodology is presented in Figure 5-1.

a Spice Netlist N
.include transistor spice model

.include logic cells

Netlist Stimuli
V1 G1 0 PULSE (0 Vin 16n 0 0 16n 32n)
V2 G2 0 PULSE (0 Vin 8n 0 0 8n 16n)
V3 G3 0 PULSE (0 Vin 4n 0 0 4n 8n)
VCLK CK 0 PULSE (0 Vin 2.25n 0 0 2n 4n)

*Netlist

XNOT_0 GO0 G1 VDD GND INV_X1
XNOT_1 G1 G2 VDD GND INV_X1
XAND2_0 G4 G5 G7 VDD GND AND2_X1

e J
Simulation
Inject
random [
Random fault injections faults
ISER1TO0 G9 0 EXP(11 12 TD1 TAU1 TD2 TAU2) Simulation results of transient
*ISEROTO1 0 G5 EXP(I1 12 TD1 TAU1 TD2 TAU2) analysis before fault injection
-
Simulation
and re-injection
Compute
fallure_ Comparison of simulation results
probability

between the initial simulation
and each one of the subsequent
fault-included simulations
Compute failure probability

Simulation results of transient
analysis after fault injection

%

Figure 5-1: HSPICE simulation flow for verification.

Table 5.2 summarizes the verification results on the examined benchmarks as well
as the number of nodes indicating a high accuracy.

To be able to obtain an accurate SER estimation, the modeling of the basic mask-
ing mechanisms should be accurate as well. Therefore, to verify both the electrical
and timing masking that are implemented from the SER estimation tool, we extract
different logic paths with respect to number and type of logic gates from various

benchmark designs. Subsequently, each path is imported to HSPICE, a SET pulse
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Table 5.2: Verification results of failure probability

Number Our tool HSPICE
Bench. Accuracy
of Nodes | Time SER Time SER
s27 17 1s 0.152721 4m 0.159735 95.6%
s298 169 1s 0.097645 | 17m | 0.104773 93.2%
s344 240 1s 0.131412 | 35m | 0.141922 92.6%
s349 224 1s 0.190249 | 42m | 0.170844 89.8%

is applied on the input of the first gate, and a simulation is performed to obtain the
pulse width and overall path delay at the output of the last gate. Note that the other
gate inputs are in non-controlling value to impede logical masking occurs. Similarly,
the selected paths are simulated with the SER estimation tool applying a SET of the
same width as in HSPICE and observing the shape of the pulse at the end of the
path. Table 5.3 demonstrates the paths that are checked, the length of each one, and
the output SET pulse width and propagation delay in picoseconds for both SPICE
and our tool’s simulations. The average accuracy of the proposed approach hovers
at about 91%, which is acceptable considering the difference in execution time, since

HSPICE simulation is much more time-consuming than the simulation with our tool.

Table 5.3: Comparison of the proposed electrical and timing masking models with
HSPICE on various SET pulse propagation paths

Path Gate Electrical Timing
Stages | Spice | Tool | Acc. | Spice | Tool | Acc.
Path 1 5 201 212 | 94.5% | 171 183 | 93%
Path 2 8 198 189 | 95.5% | 238 258 | 91.6%
Path 3 13 204 215 | 94.6% | 394 425 1 92.2%
Path 4 20 195 187 | 95.9% | 685 749 | 90.7%
Path 5 25 197 185 | 93.9% | 849 946 | 89.9%
Path 6 36 208 221 | 93.8% | 1282 | 1379 | 92.4%
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5.2 Experimental Results

5.2.1 Experimental setup

The proposed SER estimation framework was developed in C programming language
and all the experiments were performed on the same Linux-based workstation with
an Intel® Core™ i7-3770 Processor @3.4GHz and 8GB RAM. In order to demonstrate
the circuit vulnerability evaluation, we considered the whole ISCAS ’89 benchmark
circuits, which are designs consisting of combinational logic and storage elements (i.e.,
D-type FFs). All the designs were synthesized with Synopsys® Design Compiler™ and
placed and routed with Cadence® Innovus™, both with respect to the widely-utilized

45nm and the more recent 15nm Open Cell Libraries [87].

5.2.2 Impact of the electrical and timing masking modeling

on the SER

A determinant factor for the evaluation of the SER is the modeling of the mask-
ing mechanisms. Since the logical masking is quite trivial to model, the approach
regarding the modeling of the other mechanisms may affect significantly the SER
evaluation. We compared the failure probabilities of some benchmarks—for both
45nm and 15nm technologies—taking into account the two electrical masking ap-
proaches. The corresponding results are shown in Table 5.4. The first approach is
based on the closed-form expression that takes into account the inertial gate delay,
whereas the other utilizes the actual delays, obtained from the NLDM-based STA,
and considering the actual transitions of the SET pulses as they propagate through
the gates. The results show that, generally, the failure probabilities are greater when
the NLDM-based approach is taken into account. This is justified from the fact that
the SET pulse width may broaden—depending on the rising and falling delays of each
gate—as it propagates. The analytical expression of the first approach, in contrast,
considers that the SET pulse width may only be reduced, if not remain unchanged.

Also, comparing the results for the different technologies, the failure rate is higher
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Table 5.4: Failure probabilities considering the closed-form approach and the NLDM-
based approach for electrical masking and for both 45nm and 15nm technologies on
a subset of ISCAS ’89 benchmarks

Failure Probability
Benchmark 45nm 15nm
Closed-form | NLDM-based | Closed-form | NLDM-based
s27 0.1293 0.1527 0.2134 0.2917
s344 0.0943 0.1314 0.1345 0.1842
s641 0.0215 0.0528 0.0541 0.0971
$9234 0.0302 0.0718 0.0803 0.1103
s13207 0.0189 0.0423 0.0442 0.0747
$15850 0.0103 0.0413 0.0329 0.0781
$35932 0.0015 0.0069 0.0047 0.0098
$38584 0.0039 0.0084 0.0089 0.0182

at 15nm for both approaches. This result is mainly due to the reduced device fea-
ture size, which induces more SEMTs compared to the 45nm technology. Although
the SET pulse width is smaller when an ionizing particle strikes a FinFET device,
which is the case for the 15nm technology, the decrease in the delay of the gates, and
thus the increased operating frequencies, along with the increased number of SEMTs,

result in higher failure probabilities.

Table 5.5 reports the failure probabilities for three different cases utilizing the
45nm and 15nm technology. In the first, the Logical Effort (LE) technique is taken
into account to estimate gate delays, whereas a STA, based on an NLDM is imple-
mented and used in the second case. In the last case, an enhanced timing analysis,
which incorporates an RC interconnection model to account for the parasitics delay
is implemented. According to the experimental results, in most of the designs, the
SER decreases when the NLDM and RC I/C approaches are considered. This is
explained by the fact that LE is an approximation method to estimate gate delay,
taking into account transistor widths and lengths as well as the number of fan-outs
and inputs, albeit neglecting the input transition times and the actual total output

load capacitance. Therefore, the gate delay is overestimated, compared to the other
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Table 5.5: Failure probabilities considering LE, NLDM and RC Interconnection ap-
proaches for both 45nm and 15nm technologies on a subset of ISCAS ’89 benchmarks

Failure Probability

Benchmark 45nm 15nm
LE |NLDM |RCI/C| LE |NLDM |RCI/C
s27 0.3230 | 0.1846 0.1527 | 0.2808 | 0.4216 0.2917
s344 0.2086 | 0.1602 0.1314 | 0.0901 | 0.2556 0.1842
s641 0.0499 | 0.0974 0.0528 | 0.0384 | 0.1826 0.0971

s9234 0.0632 | 0.0956 0.0718 | 0.0547 | 0.1641 0.1103
s13207 0.0445 | 0.0515 0.0423 | 0.0526 | 0.1107 0.0747
s15850 0.0415 | 0.0659 0.0413 | 0.0345 | 0.1015 0.0781
535932 0.0044 | 0.0121 0.0069 | 0.0104 | 0.0227 0.0098
$38584 0.0113 | 0.0137 0.0084 | 0.0094 | 0.0379 0.0182

models, resulting in smaller period, which eventually increases the SER, as it is more
probable for a glitch to be latched during the latching window. As expected, the
SER is further reduced when interconnection delay is considered, since the critical
path delay, and thus the circuit period increases but also SET propagation delay
increases. Comparing the results across the technologies, as expected and explained
previously, the failure probabilities are increased for the 15nm technology and for the
NLDM and RC I/C approaches. As regards the LE approach, the difference in the
failure probabilities can be explained from the differentiated design resulted from the
logic synthesis. The SER results on the whole ISCAS ’89 suite obtained from our
tool, incorporating the NLDM-based and the RC I/C models for the electrical and
timing masking, respectively, in terms of FIT and for both technologies are reported

in Appendix A.

5.2.3 Impact of the masking mechanisms on SET propagation

A determinant factor for the SER estimation of a circuit are the masking mecha-
nisms. Their impact on the vulnerability of various designs is presented through the

following experimental results. Since the masking mechanisms are contingent on the
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connectivity and the design properties of the individual circuits, their impact varies
from one circuit to another. Figure 5-2 presents the impact of each one of the masking
mechanisms on the reliability estimation of some ISCAS 89 benchmarks and, particu-
larly, the percentage of the SETs that were masked (logically, electrically or timingly)
and not masked when the same number of faults were injected for both 45nm and
15nm technologies. Moreover, the respective failure probabilities are presented to
elaborate the results of the masking mechanisms. What is evident is that for both
technologies the logical masking is the predominant factor that contributes to the
SER mitigation, whereas it hovers around the same percentages, which is reasonable
due to the similar logic-level circuit implementation during synthesis. However, the
timing masking in 15nm technology is less effective compared to the 45nm technology;,
which is explained from the higher operating frequencies that increase the probability
of a SET to be latched from a FF. Also, note that in 15nm technology the overall
masking ability of the benchmarks is reduced, mainly due to the existence of more
SEMTs, which is something that justifies the higher failure probabilities. As regards
the percentages across the benchmarks, the smaller benchmarks are less probable to
mask, in whichever mechanism, the generated SETs, which reflects negatively in the

failure probabilities, as shown in Figure 5-2(c).

5.2.4 Evaluation of the effect of SET and SEMT consideration
on the SER

To corroborate the significance of SEMT consideration for a SER estimation analysis,
we performed two types of simulations evaluating and comparing the failure proba-
bilities of some benchmarks. For the first simulation, we considered that a particle
strike may affect no more than one gate producing one SET at most, whereas for the
second, a particle strike may induce multiple SETs on neighboring gates. The same
simulations were performed for both 45nm and 15nm technologies to assess the failure
probability trend as technology downscales. Figure 5-3 illustrates the experimental

results of the failure probabilities for each case. As expected, the failure probabilities
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Figure 5-2: Impact of the masking effects on the propagation of radiation-induced
SETs through some benchmark circuits for (a) 45nm and (b) 15nm technologies, and
(c) the corresponding failure probabilities.
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are higher for both technologies when SEMTs are taken into account, which denotes
that neglecting them results in underestimation of the SER. When SETs are con-
sidered solely, the failure probabilities at 15nm are slightly lower due to the smaller
pulse width that an ionizing particle may potentially induce, providing that this is
a FinFET-based technology. Conversely, the failure probabilities are substantially
higher when SEMTs occur, due to the higher integration density, which induces a
greater number of SEMTs. Note that most of the benchmarks are in accordance
with this outcome, except for the s35932 benchmark that due to the small failure

probability there is no explicit differentiation among the four cases.
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Figure 5-3: Failure probabilities of the benchmarks considering SETs and SEMTs for
both 45nm and 15nm technologies.

The number of SEMTs induced from an ionizing particle strike is decisive for
the circuit reliability evaluation, and thus for the development of SER mitigation
techniques. Figure 5-4 provides an overview of the distribution of a certain number
of faults injected during a simulation for some benchmarks for both 45nm and 15nm
technologies. In particular, the percentage of the injected faults that induced SETs
and SEMTs are reported, along with the percentage of the injected faults that were
latched from a memory element—producing eventually a soft error—and the obtained
failure probability for each benchmark. Regarding the 45nm technology, the results
show that the SEMTs percentage is only slightly greater than the corresponding for
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the SETs for the majority of the benchmarks. On the contrary, in 15nm technology;,

the SEMTs are much more than the SETs, which is justified from the decreased

transistor size. Besides, it can be observed a substantial increase in the percentage of

the latched faults that eventually exacerbate the tolerance of the circuits to radiation

hazards significantly, according to the reported failure probabilities.
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Figure 5-4: Percentage of injected faults inducing SETs or SEMTs and being latched
by a FF, and the corresponding failure probability of some benchmarks for (a) 45nm

and (b) 15nm technology.

65

Institutional Repository - Library & Information Centre - University of Thessaly
29/06/2024 22:21:54 EEST - 3.15.141.15



5.2.5 Circuit site and gate vulnerability evaluation

To identify the most vulnerable sites of a circuit to radiation-induced transient faults,
we performed a topological analysis, which is a variation of the basic SER estimation
framework. In particular, given a physical circuit layout, as defined by the DEF
file, we divided it into several smaller equal parts—called so on grids— which are
regarded as subcircuits. Note that the number of grids may differ depending on the
intended level of granularity, although there is an upper bound on this number, which
is regulated by the circuit size, since for very small grids the extracted data may be
misleading, thus resulting in an inaccurate SER evaluation. Afterwards, a certain
number of particles of various random energies were injected on each grid inducing
different number of errors, since each subcircuit contains its own set of logic cells
placed in this area. Then we applied the main SER estimation process for each grid
obtaining the individual SER, which indicates the susceptibility of this circuit site to

radiation hazards.

Figure 5-5 shows the SER hotspot analysis of the s15850 and s35932 benchmark
circuits for both 45nm and 15nm technologies. The die area of the s35932 is over
three times as large as the die area of the s15850 for both technologies. Therefore, we
divided the former into 100 grids, whereas the latter into approximately 1000 grids
to provide an accurate overview of the most vulnerable areas. We notice that some
grids (i.e., those with the deep red and orange colors) are considerably vulnerable
compared to others, thus facilitating the designers to intervene and reconsider the
design into these regions by applying minor modifications and selective radiation-
hardening techniques to deal with the large SER values that result in the increase
of the overall circuit SER. Apparently, intervening in a particular grid, one or more
grids in its vicinity may potentially deteriorate in terms of SER. What is more, these
calibrations may impact on the Power, Performance and Area (PPA) variables of the
design. Thus, a compromise should be achieved between SER reduction and PPA
worsening. Comparing the results across the technologies, we observe that in 15nm—

for both circuits—there are more hotspots, which basically results from the increased
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Figure 5-5: Illustration of the SER hotspot circuit regions of s15850 and s35932
benchmarks for both 45nm and 15nm technologies.

number of SEMTs. Besides, the maximum reported individual SER value is greater in

15nm technology justifying the increased overall SER values as presented previously.

Except for the circuit site vulnerability identification, our methodology can be ap-
plied on each gate individually, thus obtaining gate vulnerability. Figure 5-6 demon-
strates the gate sensitivity of some benchmarks with respect to the GLP values of
the gates. In particular, two GLP thresholds were selected to distribute the gates in
three sensitivity levels. For the small benchmarks, more than half of the total gates
exceed the threshold of 0.2, i.e., GLP > 0.2, which means that a particle occurred on
any of these gates is more likely to result in a soft error. On the other hand, for the

large-scale benchmarks the percentage of the gates having GLP values less than 0.2
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increases, which is reasonable taking into account that it is more probable for SETs
to be masked following a potential long propagation path of such benchmarks, and
thus resulting in decreased GLP values. The advantage that this method offers is that
the gate sensitivity values may be exploited in order to harden the most vulnerable
ones to succeed SER reduction. Note that the thresholds may vary, depending on the

circuit complexity, in order to identify accurately the most vulnerable gates.
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Figure 5-6: Distribution of the gates depending on their sensitivity (GLP values) for
some benchmarks.

5.2.6 Temperature dependence of the SER

It is quite common for the modern ICs to operate in elevated temperature envi-
ronments, which may potentially affect the SER values. Actual measurements of
radiation-induced SETs have revealed a strong dependency of their width on the op-
erating temperature, attributed mainly to the enhancement of the parasitic bipolar
effect, according to [88]. In particular, the experiments have reported increased SET
pulse widths up to 80% as the temperature increases from 25°C to 100°C. Also, the
SET widths increase more with temperature, when they originate from pMOS parti-
cle strikes compared to nMOS particle strikes. As discussed, the SET pulse widths
are determinant for the emergence of soft errors in combinational logic, and thus the

consideration of the operating temperature contributes to the accurate evaluation of
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SER. We performed different simulations for each benchmark to identify the impact
of elevated temperatures on the failure probabilities. Figure 5-7 demonstrates the
obtained failure probabilities of the benchmarks for different operating temperatures,
i.e., 25°C, 50°C, and 100°C, indicating the substantial increase in the failure rates of all
the benchmarks and, subsequently, the increased susceptibility to radiation-induced
faults under such conditions. Note that the SET widths utilized for each experiment
were obtained from several SPICE simulations by injecting particle strikes of various

energies on every logic gate and for the respective temperatures.
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Figure 5-7: Impact of operating temperature on the failure probabilities of some
benchmarks.

5.2.7 Comparison among similar SER estimation approaches

Several studies exist in the literature that model the radiation-induced soft errors and
provide various methodologies to estimate the SER of digital ICs. Summarizing the
features of our SER estimation framework, in this section we present a qualitative
comparison among some of the well-known approaches, which were cited previously
in the Related Work chapter. Table 5.6 lists a number of characteristics that a SER
estimator may incorporate and indicates which of them are implemented by each

approach, juxtaposing them with the features of our SER estimation tool.
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Table 5.6: Qualitative comparison of the proposed tool with other state-of-the-art
SER estimation approaches

= lels |8 |8
S g | EH | EC |2l D E|lol|g2
28 s |8 |ES (2|8 |E|&|<|_|ER
Work A e e S N I
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An accurate SER estimation tool needs primarily to implement the masking mech-
anisms that inherently mitigate the SER of a circuit. Most of the presented ap-

proaches take into account the masking effects, which by itself increases the accuracy
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of the tool. As mentioned, due to the technology downscaling the radiation-induced
SEMTs have been more prevalent compared to the SETs, thus accounting for such
events conforms with the technology scaling and device trends enhancing further the
accuracy. There are some recent works, including ours, that model and estimate SER
taking into account the emergence of the SEMTs. Considering the existence of SEMTs
is not enhancing the overall SER estimation accuracy by itself, since the actual cir-
cuit layout should be taken into account. Including our work, very few approaches

implement this feature.

5.3 Speed-up of SER Estimation

A drawback that comes with a Monte Carlo-based SER estimation approach is the
inherent large execution times. This problem worsens as the size of the circuits in-
creases. Besides, the technology shrinking that follows the Moore’s Law has increased
the number of transistors, and consequently the number of nodes in a dense IC, ren-
dering such type of simulations time-consuming. Therefore, approaches that minimize
the execution time making it reasonable should be applied.

Except for the scale of the modern ICs, the main factor that deteriorates this prob-
lem is the large number of simulations. There are a couple of individual parameters
that may catapult so much the total number of simulations that the whole process
becomes impractical. Some of these are the number of particle strikes occurred, i.e.,
the injected faults, the number of applied primary input vectors for the logic-level
simulation, the number of different, in terms of energy, particles applied, and the
number of different moments within the clock period that a particular particle is
injected. In view of the vast number of simulations for the different values of the
aforementioned parameters, it is inevitable to resort to tradeoffs between accuracy
and runtime to address this problem.

An intermediate solution that can be applied to confine the total number of simula-
tions, and thus reduce the execution time preserving the accuracy of the estimation is

to inject faults iteratively, computing after each iteration the current failure probabil-
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ity. Aslong as the absolute difference in failure probabilities between two consecutive
simulations exceeds a certain threshold the process continues. The simulation ends
when the failure probability saturates and remains practically stable, as the absolute
difference does not exceed the threshold value, as Equation 5.1 shows:

Pi o Pijl
M < thres (5.1)
Pfail

-1
ail

where P} and P4, are the failure probabilities after the (i-1)th and ith simulation,
respectively, and thres is the selected threshold. Practically, the threshold value
determines mainly the accuracy of the failure probability and secondarily how fast the
failure probability converges to a steady value, whereas may vary among the circuits.
Smaller threshold value means high accuracy but long execution time, whereas higher
value means faster execution time but low accuracy. This process is described in

Algorithm 4.

Algorithm 4 Failure probability saturation
Input: Convergence thresholds thresl and thres2
Output: Circuit failure probability

L: Pl?ztch —1
2: Inject a fault via ERROR GENERATION function
i _pi—1
3: while %# > thresl do
fail
j  _pi-1
4: while % > thres2 do
fail
5: Apply new primary input vector
6: P! . < Calculate new failure probability
7: end while
8: Inject a fault via ERROR GENERATION function
9: P}, < Calculate new failure probability

10: end while

11: P/™ « Saturated failure probability

—_

First, the failure probability is initialized to 1 and then the simulation starts
by injecting a fault and calculating the failure probability for a random PI vector.
To model logical masking sufficiently, we need to apply different PI vectors. Thus,
the failure probability is re-calculated taking into account the different Pls, until

the absolute difference between two consecutive calculations is less than the value

72

Institutional Repository - Library & Information Centre - University of Thessaly
29/06/2024 22:21:54 EEST - 3.15.141.15



of thres2. Subsequently, a fault is injected de novo and after failure probability
calculation we check if the condition for thresl is true or false. If it is true, the failure
probability is saturated and the simulation ends. It should be noted that thresl
and thres2 can be different, since the impact of different PI vectors on the failure
probability is smaller than the impact of fault injection.

Figure 5-8 shows the convergence of the failure probabilities and the number of
simulations needed to obtain the result for some benchmarks. We note that the small-
scale designs (i.e., s27 and s526) converge faster than the others, which is reasonable

considering the complexity of the large benchmarks.

1

s27

s526
s15850 | |
s38417

09

0.8

0.7+

o
(e}
T

Failure probability
&
T

o
~
T

03

0.2

01 —

0 | | | | | | | | |
0 5 10 15 20 25 30 35 40 45
Simulations

Figure 5-8: Failure probability convergence.

Such an approach reduces significantly the execution time but not at the expense
of accuracy. In fact, the simulations provide satisfactory results in terms of speed-up
according to Table 5.7.

To sum up, this process practically reduces the number of iterations for the dif-
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Table 5.7: Runtimes and speed-up of SER estimation execution on some ISCAS ’89

benchmarks
Benchmark | Old approach | New approach || Speed-up

s820 <1s <1s 1x
s1423 <Is <Is 1x
sh378 6s 1.4s 4.3 %

s15850 135s 12s 11.3x

$35932 630s 128s 4.9x

s38417 19080s 130s 146.8 x

ferent PIs and fault injections. Another solution to cope with the large execution
times by reducing the number of iterations for the different Pls is the utilization of
an appropriate data type for the modeling of logical masking. The data type that fits
in this context and is utilized to store the logic states of each node is the unsigned
integer and the long (long) unsigned integer. The advantage of these data types is
that they utilize 16 and 32 (64) bits, respectively, to represent each number. Thus,
we are able to utilize such types to excite up to 64 Pls in order to cover all logic
input combinations, and thus model logical masking sufficiently. At the same time
the execution time is confined, which is important for a Monte Carlo-based simula-
tion. However, for the large-scale circuits this method is not sufficient since these
data types cannot cover more than 64 inputs, thus covering a subset of different PI
vectors could underestimate SER. This technique though, requires modifications in
the way the SER is calculated and specifically the modeling and merging of the three
masking effects at the FF inputs.
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Chapter 6

Soft Errors in FDSOI Technology

6.1 About Silicon On Insulator Technology

The MOSFET is the main building component of the microelectronic ICs. Although
the notion of the MOSFET as a device for controlling and amplifying electric current
was firstly introduced in the early 1930s [89], its fabrication delayed a few decades
due to the unawareness of oxidation and semiconductor properties. Since then, the
MOSFET has become the dominant semiconductor device utilized in ICs, whereas
the structure of MOSFETS that prevailed until recently is the planar Bulk technology.
Generally, Bulk CMOS refers to a chip built upon a standard silicon wafer, that is, a
thin slice of monocrystalline silicon serving as a substrate. Moreover, a planar manu-
facturing process considers a 2-dimensional projection of the circuit, which facilitates
the microfabrication processes, such as doping, thermal oxidation, etching, ion im-
plantation, polysilicon and metal deposition, etc., unlike contemporary 3-dimensional
structures, such as double gate MOSFETS and FinFETs.

A representation of a typical nMOSFET structure is shown in Figure 6-1. The
nMOSFET device constists of a uniformly p-type doped silicon substrate called body
and two highly doped individual n-type regions called source and drain where the
metal contacts are attached above. The "n+" notation indicates the high n-type
concentration. The gate which is located above the body and controls the charge

flow in the n-channel between source and drain, is made from n-type polycrystalline
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Figure 6-1: Structure of a typical bulk nMOSFET device.

silicon. Also, the gate is insulated from the rest device regions by a thin dielectric
layer, usually silicon dioxide (SiO3). Correspondingly, a pMOSFET consists of an
n-type body, p+ source and drain regions, and p-type polysilicon gate.

Over the past decades, the continuous decrease in transistor feature size follow-
ing the Moore’s Law has resulted in higher operating frequencies and lower power
consumption of ICs. However, the ever-shrinking trend, especially below 22nm sizes,
has induced difficulties in meeting the power consumption requirements due to the
leakage issues that deteriorate. Thus, although the planar Bulk CMOS is still the
most prevalent in the fabrication process of semiconductor devices, the industry has
directed its attention to the reconsideration of the manufacturing process and the
development of alternative 3D technologies. The successor of the traditional planar
Bulk technology is another planar technology called Silicon On Insulator (SOI). In
SOI technology an additional ultra-thin layer of insulator, usually silicon dioxide,
called Buried Oxide (BOX), is placed within the substrate, with various methods, as
shown in Figure 6-2(a). This figure shows two types of SOI devices, the Partially-
Depleted SOl nMOSFET (PDSOI) and the Fully-Depleted SO nMOSFET (FDSOI).
The difference between these variations is that in the case of simple PDSOI the silicon
layer above the BOX is such thick that there is a silicon gap between the depletion
region and the BOX, whereas in the case of FDSOI the depletion region covers the
whole silicon region between the gate and the BOX. This happens due to the thin sil-
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Figure 6-2: Structure of typical (a) PDSOI and (b) FDSOI nMOSFET devices.

icon layer above the BOX, rendering the transistor fully depleted. The simple PDSOI
MOSFET behaves more or less like the Bulk MOSFET. Also, note that the rest of
the manufacturing steps are the same with Bulk.

The advantages of this technology over the conventional bulk technology have
been reported to be significant for feature sizes below 22nm. The most prevalent
advantage is that it contributes to the reduction in leakage compared to the sub-
22nm Bulk transistors. However, the fabrication of specialized SOI substrates is

more expensive than the Bulk substrates, due to the additional steps needed.

6.2 Heavy Ion Strike TCAD Characterization

6.2.1 About TCAD simulations

Technology Computer-Aided Design (TCAD) is a category of EDA tools that refers
to the modeling, simulation and optimizing of semiconductor process technologies and
devices. Such tools model the physical and electrical properties and behavior of the
semiconductor devices by solving numerically fundamental physical partial differential
equations, such as Poisson, potential, transport, diffusion, electric field equations,
etc. These equations are solved in time and space at the regions of the device. Thus,
the virtual semiconductor device—either 2-Dimensional or 3-Dimensional-—needs to

be discretized into a finite number of sparse grids, thus forming a network of grids
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called a mesh, on which the afforementioned equations are solved iteratively until
they converge to a solution. A denser mesh, which means a large number of grids,
provides a more accurate solution, albeit at the expense of simulation time. Due to
the deep physical background of TCAD tools, they provide accurate prediction of
the semiconductor device behavior which is not restricted to a particular technology,
but is applicable to a wide range of technologies. Since they constitute a fast and
inexpensive modeling approach, they are able to substitute the expensive and time-
consuming procedure of manufacturing and simulating testing wafers during the early
development stages of a new semiconductor technology. Also, the variety of physical
models and parameters that a TCAD tool provides, allows for different simulation
setups and calibrations to obtain an accurate result and optimize the semiconductor
technology, before proceeding to the device fabrication.

The TCAD tools are widely used in semiconductor industry and academia—
for research purposes—as well. For the purpose of this dissertation the Synopsys®
TCAD Sentaurus™ is used, as it is a dominant simulation software and provides an
integrated framework combined with a powerful and user-friendly GUI environment.
A typical flow of TCAD Sentaurus includes initially the creation of the virtual device
structure with Sentaurus Process modeling environment. Once the device structure
is generated, it needs to be re-meshed for optimization of efficiency and robustness.
Then, Sentaurus Device is used to simulate the electrical behavior of the particu-
lar device and finally Sentaurus Visual and Inspect deliver the visualization of the

simulation results and their plots, respectively.

6.2.2 Simulation setup

The first step for the TCAD simulations was to define the devices by specifying
their physical characteristics, such as the gate length and the device width. For the
purpose of this dissertation, we utilized a typical built-in nMOSFET Bulk device from
TCAD Sentaurus. Subsequently, based on this structure, we created the pMOSFET
Bulk device structure by making the appropriate calibrations. Also, we created the

nMOSFET and pMOSFET for the FDSOI technology. Table 6.1 presents some of
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Table 6.1: Physical parameters of nMOS devices

Parameters | nMOS Bulk(nm) | nMOS FDSOI(nm)
L, 15 15
Lsq 25 25
14 100 100
Tsa 75 50
Tos 3 3
Thox - 25

the basic physical parameters of the nMOSFET devices for the Bulk and FDSOI
technologies, respectively. As discussed, the characterization of the ionizing particle
strike on the nMOS and pMOS devices should be performed while the devices are
at the off state. Therefore, for the nMOS device simulations the drain contact was
biased at the supply voltage and the source, gate and substrate contacts were biased
at the ground. On the other hand, for the pMOS device simulations, the drain
contact was biased at the ground, and the source, gate and substrate contacts were
biased at supply voltage. Also, for the subsequent simulations, the supply voltage

was considered at 1.1V, unless it is referred to explicitly.

One of the features of TCAD tools is that they provide an effective method to
model and simulate the impact of SEEs on semiconductor devices through their in-
tegrated physics background. Thus, the expensive and time-consuming real-time
experiments with neutron beam setups become obsolete and inefficient. To identify
the behavior of FDSOI technology and compare it with the conventional bulk, several
TCAD simulations are conducted. TCAD Sentaurus models the radiation incidents
due to gamma radiation, alpha particles and heavy ions. For the SET pulse character-
ization, the heavy ion model is utilized, which is triggered by including the keyword
Heavylon in a properly defined Physics section. A typical Heavylon statement is
presented in Algorithm 5. There are several parameters that are needed to model
a heavy ion strike on a semiconductor device. First, Location option which is the

point where the heavy ion enters the device, Direction option which is the direc-
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Algorithm 5 A Heavy Ion model statement into a Physics section
Physics {

Heavylon (
Direction = (0, 1)
Location = (1.5, 0)
Time = 1.0e — 13
Length = [le —4 1.5e —4 1.6e —4 1.7e — 4]
LET f=1[le6 2e6 3e6 4eb]
Wt hi=1[0.3e —4 0.2¢ —4 0.25¢e —4 0.le — 4]
FExponential

PicoCoulomb

tion of the motion of the ion, and T#me option which indicates the heavy ion strike
moment are specified. Then, the LET f, Wt hi, and Length parameters define
the LET function, the perpendicular distance from the track function and the length
of the heavy ion, respectively. Finally, the Gaussian or Exponential shape for the
spatial distribution R(w) of the heavy ion track are specified with Exponential and
Gaussian options. The PicoCoulomb option is used to switch the units for LET f,
Wt _hi, and Length.

With the TCAD simulations we are able to model the disturbance that a heavy ion
incident provokes in device operation. Figure 6-3 illustrates a 3D MOSFET device,
which is affected by a heavy ion strike on its drain, resulting in a charge generation

along the heavy ion track into the silicon.

6.2.3 NMOS and PMOS device simulations

The dominant factor for the determination of the charge generation when a heavy
ion strikes a sensitive device node is the energy of the heavy ion, that is the LET
that delivers as it penetrates the semiconductor. We performed numerous TCAD

simulations to identify the impact of the LET on the charge generation, which reflects
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Heavy lon Strikeon 3D NMOSFET i

HeavylonChargeDensity [cm”-3]

P 1.192e+20
5.373e+11
2.422e+03
1.092e-05
4.921e-14
2.218e-22

- 1.000e-30

Figure 6-3: 3D illustration of a heavy ion strike on the drain of nMOSFET and the
induced charge generation along its track.

on the drain current (Ig.q,) of the device. Figure 6-4 illustrates the drain currents
for various LET values, ranging from 1MeV — cm?/mg to T0MeV — ecm?/mg, for
both nMOS and pMOS devices and for both Bulk and FDSOI technologies. Also, the
width of the heavy ion was set at 0.05um and the length of the ion track at 0.15um.
Generally, the drain current increases linearly as the LET increases, except for the
small LET values (smaller than 10MeV — ¢cm?/mg). Also, the drain current for the
Bulk technology is greater compared to the FDSOI, indicating that the FDSOI-based
devices are more resilient to radiation hazards. This trend is identical for both nMOS
and pMOS devices. However, the drain current in nMOS devices is greater for the
same LETSs, compared to the pMOS. We infer from both plots that the off nMOS

devices are more vulnerable to heavy ions than the off pMOS devices.

As a heavy ion strikes the drain, the resultant charge generation is reflected to the
drain current. Figure 6-5 shows the generated current pulses at the drain of the nMOS
devices for both Bulk and FDSOI technologies when heavy ions of three different
LETs are injected. The current spike elevates as the energy increases indicating the
significance of heavy ion severity to the generation of SETs and, subsequently, to the

emergence of soft errors.
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Figure 6-4: SET drain current for various LETs and both Bulk and FDSOI technolo-
gies when (a) nMOSFET and (b) pMOSFET are affected.

The angle of the heavy ion strike holds a crucial role in charge generation. Accord-
ing to the simulations performed for different strike angles, as shown in Figure 6-6,
when a heavy ion strikes the drain horizontally, it generates the less current, especially
for FDSOI technology. On the other hand, the drain current reaches its maximum
value when the heavy ion strikes the transistor vertically, indicating the significance

of angle consideration in the susceptibility evaluation.

6.2.4 Mixed-mode CMOS Inverter simulation

TCAD tools, like Sentaurus Device, provide the capability of performing mixed-mode
simulations, that is, a feature that allows for the combination of semiconductor de-
vices based on physical models (TCAD) with devices described with compact models
(SPICE). The main advantage of this type of simulation is that enhances the SPICE
circuit simulation with the physical aspects of the devices, making it more realistic
and accurate. Also, note that the compact model can be combined with any type of
device, regarding its dimensionality (e.g., 2D or 3D).

A mixed-mode simulation can be performed also to identify the impact of ionizing
radiation on logic gates and circuits. In this way, the simulation of a heavy ion striking

a node becomes more accurate, as we are able to incorporate in the simulation the
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Figure 6-5: nMOS drain current pulses for various LETs of (a) Bulk and (b) FDSOI
technologies.

physical devices (i.e., transistors) that are modeled with a powerful TCAD tool.
Figure 6-7 demonstrates a transient analysis of an Inverter, performed with a mixed-

mode simulation, when two heavy ions strike the gate at different time moments. The
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Figure 6-6: SET drain current for three different strike angles and both Bulk and
FDSOI technologies when (a) nMOSFET and (b) pMOSFET are affected.

first strikes the off pMOS transistor device and the second the off nMOS, generating
at the output a small and a large glitch, respectively. To sum up, the fact that such
simulations are more accurate, may be crucial in order to exploit them and develop

radiation-hardened designs.
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Figure 6-7: Transient plot of a CMOS Inverter when two heavy ions strike the nMOS
and pMOS transistor at different time moments.

84

Institutional Repository - Library & Information Centre - University of Thessaly
29/06/2024 22:21:54 EEST - 3.15.141.15



Chapter 7

Conclusions and Future Work

This chapter summarizes the main contributions and outcomes of this research and
concludes this dissertation, making some recommendations and giving future direc-
tions, exploiting the results obtained from this work, to further propel the research

in this field.

7.1 Conclusion

Over the past decades, the reliability of modern ICs has evolved into a major concern,
mostly due to the continuous downscaling of the CMOS technology and its implica-
tions, such as high operating frequencies, low power consumption, etc. This technol-
ogy trend impacts on the susceptibility of semiconductor devices to radiation-induced
soft errors as well, which is expected to deteriorate, rendering the upcoming gener-
ation systems more vulnerable to such errors. To combat this undesirable hazard,
it is crucial to comprehend the mechanism of soft errors and develop methodologies
for the accurate SER estimation. Thus, the knowledge over the circuit vulnerabil-
ity may be further exploited in the design process to develop reliable chips through
radiation-hardening techniques.

To this end, in this dissertation we have dealt with soft errors in the combinational
logic of ICs. Particularly, a methodology for the SER estimation taking into consid-

eration SEMTs is presented. The Monte Carlo simulations along with the detailed
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modeling of the masking mechanisms provide an accurate result. Another key factor
in the development of an accurate tool is the SET pulse characterization through
electrical-level simulations. A detailed procedure for the identification of SEMTs is
also presented.

The proposed SER estimation framework is evaluated on a set of ISCAS ’89 bench-
mark circuits. In particular, the identification of both the most vulnerable sites of a
circuit and the most vulnerable logic gates provides an overview of circuit reliability,
allowing for selective hardening strategies. A comparison between the features of the
proposed framework and these of other relative approaches indicate the accuracy of
our approach. This is confirmed from the verification results with HSPICE showing
a small divergence.

Also, our work examines the behavior of the state-of-the-art FDSOI technology
under a radiation environment performing TCAD simulations. The results are com-
pared with those of the conventional Bulk technology,indicating the differences with

respect to susceptibility.

7.2 Future Work

An integrated framework for SER estimation is presented in this dissertation. How-
ever, there are still improvements that may be applied. Since the proposed tool is
based on Monte Carlo simulations the evaluation of the large-scale circuits is ex-
tremely time-consuming process, even if various speed-up approaches are applied.
Thus, further acceleration techniques may improve runtime.

The semiconductor device technology advances continuously rendering the previ-
ous technologies obsolete in the course of time. Thus, the EDA tools need to stay
updated and sustain the compatibility among the state-of-the-art technologies. The
proposed SER estimation tool can be easily extended to provide realistic results re-
garding the circuit reliability in technologies below 20nm, except for the 45nm that
currently supports. Since the main methodology is robust, a couple of critical param-

eters of the new technology, such as SET pulse width or timing parameters, should be
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imported into our tool. Thus, a pre-characterization phase is the key for an accurate
SER estimation for various technologies.

Hopefully, this work will constitute a baseline methodology for further SER esti-
mation approaches, paving the way for other researchers to expand it or contribute to
this direction with advanced algorithms or, probably, the use of Al and deep learning,

the fastest growing technology in the world today.
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Appendix A

Overall SER Results of ISCAS ’89

Benchmarks on 45nm and 15nm

Technologies

In this section we demonstrate the results regarding the SER for the whole ISCAS ’89
benchmark suite and for both 45nm and 15nm technologies. The SER was calculated
in terms of FIT, which encompasses—except for the raw failure probability—the ac-
tual circuit die size and the radiation flux. In this context, we considered the neutron
flux at sea level at New York City, which corresponds to 20.329 neutrons/cm? — h
according to [12], and the temperature at 25°C. Table A.1 and Table A.2 report
the SER results for 45nm and 15nm technologies, respectively. Note that the circuit

information is based on the pre-synthesis verilog description file.
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Table A.1: SER evaluation results, obtained from the proposed tool, for the ISCAS ’89
benchmarks and 45nm technology. The number of nodes, primary inputs, gates and
D-FFs indicate the benchmark complexity, Fail. Rate and FIT denote the SER as
failure probability and in terms of FIT, respectively, whereas Ex. Time is the average
execution time.

Circuit Information SER
Ex. Time
Bench. | Nodes | PIs | Gates | FFs | Fail. Rate FIT
s27 17 4 13 3 0.1527 1.00 x 1076 < 1s
5298 169 3 166 14 0.0976 3.72 x 107¢ < 1s
s344 240 9 231 15 0.1314 5.71 x 1076 < 1s
$349 224 9 215 15 0.1902 8.10 x 1076 < 1s
$382 196 3 193 21 0.0974 4.96 x 107 < 1s
5400 203 3 200 21 0.1341 6.92 x 107¢ <1s

s420 252 19 233 16 0.0708 3.32x107° <lIs

5526 280 3 277 21 0.1161 6.94 x 107¢ <1s

s641 017 35 482 19 0.0528 2.78 x 107° <l1s

s713 239 35 504 19 0.0519 2.74 x 107° <1s

s820 443 18 425 5 0.0347 2.10 x 107¢ <1s

s953 496 16 480 29 0.0624 6.71 x 107° <1s

s1238 768 14 754 18 0.0427 5.27 x 1076 <1s

s1423 1008 17 991 74 0.0479 9.70 x 107° <1s

s1488 1211 8 1203 6 0.0067 8.11 x 1077 <1s
s5378 3053 35 3018 | 179 0.0841 3.94 x 107° 2s

s9234 7002 19 6983 | 228 0.0718 2.62 x 107° <1s
513207 9608 31 9577 | 669 0.0423 5.36 x 107° 7.3s
s15850 | 12115 | 14 | 12101 | 597 0.0413 5.30 x 107° 12s
s35932 | 21278 | 35 | 21243 | 1728 0.0069 2.80 x 107° 128s
s38417 | 24874 | 28 | 23815 | 1636 0.0714 2.79 x 107 130s
s38584 | 21407 | 38 | 20679 | 1426 0.0084 3.01 x 107° 124s
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Table A.2: SER evaluation results, obtained from the proposed tool, for the ISCAS 89
benchmarks and 15nm technology. The number of nodes, primary inputs, gates and
D-FFs indicate the benchmark complexity, Fail. Rate and FIT denote the SER as
failure probability and in terms of FIT, respectively, whereas Ex. Time is the average
execution time.

Circuit Information SER
Ex. Time
Bench. | Nodes | PIs | Gates | FFs | Fail. Rate FIT
s27 17 4 13 3 0.2917 4.83 x 1077 < 1s
5298 169 3 166 14 0.2457 2.54 x 107¢ < 1s
s344 240 9 231 15 0.1842 2.23 x 1076 < 1s
$349 224 9 215 15 0.2458 3.01 x 1076 < 1s
$382 196 3 193 21 0.1312 1.88 x 10°¢ < 1s
5400 203 3 200 21 0.2206 3.22 x 107¢ <1s

s420 252 19 233 16 0.0947 1.23 x 1076 <lIs

5526 280 3 277 21 0.1875 3.08 x 107° <lIs

s641 017 35 482 19 0.0971 1.45 x 1076 <l1s

s713 239 35 504 19 0.0852 1.28 x 1076 <1s

5820 443 18 425 3 0.0588 9.78 x 1077 <l1s

s953 496 16 480 29 0.0957 2.96 x 107° <lIs

s1238 768 14 754 18 0.0782 2.69 x 107° <1s

s1423 1008 17 991 74 0.0613 3.42 x 1076 <1s

s1488 1211 8 1203 6 0.0101 3.42 x 1077 <1s
s5378 3053 35 3018 | 179 0.1282 1.66 x 107° 2s

s9234 7002 19 6983 | 228 0.1103 1.11 x 107° <1s
513207 9608 31 9577 | 669 0.0747 2.71 x 107° 7.3s
s15850 | 12115 | 14 | 12101 | 597 0.0781 2.75 x 107° 12s
s35932 | 21278 | 35 | 21243 | 1728 0.0098 1.11 x 107° 128s
s38417 | 24874 | 28 | 23815 | 1636 0.0922 1.00 x 1074 130s
s38584 | 21407 | 38 | 20679 | 1426 0.0182 1.83 x 107° 124s
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