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Abstract

Vehicular Ad-Hoc NETworks (VANETs) have emerged as a promising field of research, 
where advances in wireless and mobile ad hoc networks can be applied to realistic real-life 
problems. Vehicles may utilize a variety of wireless technologies to communicate with 
other devices, but the dominant is Dedicated Short-Range Communication (DSRC), which 
is designed to support a variety of applications based on vehicular communications using 
messages with different priorities. Especially, sensitive messages for VANET applications 
require timely and reliable delivery. However, a specific security-related concern that 
vehicular networks face is how to keep the Inter-Vehicle Communication (IVC) alive in 
the presence of a Denial of Service (DoS) security attacks such as Radio Frequency (RF) 
jamming or spoofing attacks.

In this thesis we begin our study by trying to find ways to combat RF jamming attacks 
at the physical layer. Multiple Input Multiple Output (MIMO) techniques are shown to be 
appropriate for improving some crucial performance metrics of vehicular communications 
such as the communication range and throughput. Consequently, MIMO techniques can be 
used in a VANET as active defense mechanisms in order to mitigate the effect of jamming. For 
this reason, a variation of spatial multiplexing schemes are proposed, namely, an enhanced 
version of classic Spatial Multiplexing (vSP4), which achieves not only high throughput, but 
also a stable diversity gain upon the interference of a malicious jammer.

Following this, we investigate solutions for detecting RF jamming with methods that 
do not incur extra costs in terms of hardware. We investigate the moving patterns of a 
jammer by exploiting the unicast Vehicle-to-Vehicle (V2V) RF communication between a 
transmitter and a receiver with the intervention of a jammer. We propose a novel algorithm 
for estimating the relative speed of a moving vehicle that approaches a transmitter - receiver 
pair, and interferes with their RF communication by conducting a DoS attack. Our scheme
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is completely passive and extracts information from the pilot signal to, first, estimate the 
combined channel between the transmitter - receiver and jammer - receiver and second, to 
estimate the jamming signal and the relative speed between the jammer - receiver using the 
RF Doppler shift.

We extend the concept of RF jammer speed estimation for a swarm of wireless communi
cating nodes, which is a more realistic situation in a vehicular network. In our system model 
a swarm of nodes receive a broadcast information signal from a master node, that they want 
to decode, while the RF jammer desires to disrupt this communication as it approaches them. 
For this system model we propose first a transmission scheme where the master node remains 
silent for a time slot while it transmits at the subsequent time slot. Second, we develop a 
joint data and jamming estimation algorithm that uses Linear Minimum Mean Square Error 
(LMMSE) estimation. We develop analytical close-form expressions that characterize the 
Mean Square Error (MSE) of the data and jamming signal estimates. Third, we propose a 
cooperative flavor of the jammer speed estimation algorithm based on the jamming signal 
estimates at each node of the network.

For our next step in this thesis, we design cross-layer Intrusion Detection Systems (IDSs) 
that can effectively detect a malicious node using the estimated speed of the jammer. The 
proposed detection scheme is based on supervised Machine Learning (ML) techniques. 
When combining the ML algorithm with the new feature that captures the variations of the 
estimated relative speed (VRS) between the jammer and the receiver, we are able to efficiently 
classify various cases of DoS jamming attacks, and differentiate them from cases of unwilling 
interference as well as foresee a potential danger successfully and act accordingly.

We then enhance the previously introduced Intrusion Detection System (IDS) so that 
it is able to detect another type of attack of particular interest specifically for Connected 
Autonomous Vehicles (CAVs), namely spoofing attack. A spoofing attack is just as important 
as the RF jamming attack against the wireless communication between CAVs. This type of 
attack could allow an attacker to change the distance between autonomous vehicles within 
the platoon, disrupting the flow of traffic and increasing the chances of accident. For this 
reason, we enhance the previously presented IDS with a semi-supervised algorithm named 
One-Class Support Vector Machine (OCSVM), as well as data fusion techniques with a 
cross-layer methodology.

In addition to the CAVs, we also investigate the effects of the spoofing attack on inter
vehicle communication (IVC) for a different type of VANET application. In this application, 
we explore connected Electric Vehicles (EVs) that coordinate for charging either to a Static 
Charging Station (SCS) or to a Mobile Energy Disseminator (MED) which operates as a 
mobile charging station and they all form together a Dynamic wireless charging (DWC)
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system. However, IVC is vulnerable to DoS attackers such as a spoofing attacker whose 
presence as an inner node in this network may increase considerably the overall travel time. 
We design a new IDS suitable for DWC systems that uses a new metric namely Position 
Verification using Relative Speed (PVRS), which has a significant effect in spoofing attack 
detection. This new metric compares the distance between two communicating nodes that 
is observed by on-board Units (OBU) on the vehicles and the estimated distance that is 
estimated using the relative speed value that is estimated by the processing signals at the 
wireless communication on the physical layer. We show that the proposed probabilistic IDS 
is effective for detecting and mitigating the presence of at least one attacker within the DWC 
system.
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Μελέτη εντοπισμού και μετριασμού επιθέσεων ασφαλείας 
άρνησης υπηρεσίας σε ασύρματα δίκτυα οχημάτων

Τμήμα Ηλεκτρολόγων Μηχανικών και Μηχανικών Υπολογιστών
Πανεπιστήμιο Θεσσαλίας

Συγγραφή:
Δημήτριος Κοσμάνος

Περίληψη

Τα ad hoc δίκτυα (VANETs) οχημάτων έχουν αναδειχθεί ως πολλά υποσχόμενος τομέας 
έρευνας, όπου η πρόοδος σε ασύρματα και κινητά ad hoc δίκτυα μπορεί να εφαρμοστεί σε 
ρεαλιστικά προβλήματα της πραγματικής ζωής. Τα οχήματα μπορούν να χρησιμοποιούν 
μια ποικιλία ασύρματων τεχνολογιών για να επικοινωνούν με άλλες συσκευές, αλλά η 
κυρίαρχη τεχνολογία είναι η επικοινωνία μικρής εμβέλειας Dedicated Short-Range Com
munication (DSRC), η οποία έχει σχεδιαστεί για να υποστηρίζει μια ποικιλία εφαρμογών 
που βασίζονται σε επικοινωνία οχημάτων χρησιμοποιώντας μηνύματα με διαφορετικές προ
τεραιότητες. Ειδικά, τα ευαίσθητα μηνύματα για εφαρμογές VANET απαιτούν έγκαιρη και 
αξιόπιστη παράδοση. Ωστόσο, μια συγκεκριμένη ανησυχία σχετιζόμενη με την ασφάλεια, 
που αντιμετωπίζουν τα δίκτυα οχημάτων, είναι πώς να διατηρήσουν ζωντανή την επικοιν
ωνία μεταξύ οχημάτων Inter-Vehicle Communication (IVC) παρουσία επιθέσεων ασφαλείας 
άρνησης υπηρεσίας Denial of Service (DoS) όπως είναι η παρεμβολή ραδιοσυχνοτήτων (Ra
dio Frequency (RF) jamming) ή η επίθεση πλαστογράφησης ταυτότητας(spoofing).

Αρχικά, ξεκινάμε σε αυτή την διατριβή προσπαθώντας να βρούμε τρόπους για την 
αντιμετώπιση επιθέσεων παρεμβολής RF στο φυσικό επίπεδο. Οι τεχνικές πολλαπλών 
κεραιών Multiple Input Multiple Output (MIMO) έχουν αποδειχθεί κατάλληλες για τη 
βελτίωση ορισμένων κρίσιμων παραμέτρων της επικοινωνίας μεταξύ οχημάτων, όπως το 
εύρος επικοινωνίας και η απόδοση. Επομένως, οι τεχνικές MIMO μπορούν να χρησιμοποι
ηθούν σε ένα VANET ως ενεργητικοί αμυντικοί μηχανισμοί προκειμένου να μετριαστούν 
οι επιπτώσεις των παρεμβολών. Για το λόγο αυτό, προτείνεται μια παραλλαγή χωρικής 
πολυπλεξίας, η ενισχυμένη έκδοση Spatial Multiplexing (vSP4), η οποίο επιτυγχάνει όχι 
μόνο υψηλή απόδοση αλλά και ένα σταθερό κέρδος ποικιλομορφίας κατά την παρέμβαση 
ενός κακόβουλου jammer.
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Αμέσως μετά, διερευνούμε λύσεις για τον εντοπισμό παρεμβολής RF με μεθόδους χωρίς 
αρκετό κόστος και επιπλέον υλικό. Γι ’αυτό θέλουμε να διερευνήσουμε τα χαρακτηρισ
τικά της κίνησης ενός jammer χρησιμοποιώντας την unicast επικοινωνία μεταξύ οχημάτων 
Vehicle-to-Vehicle (V2V) και ειδικότερα την επικοινωνία μεταξύ ενός πομπού και ενός 
δέκτη με την παρέμβαση ενός jammer. Προτείνουμε έναν νέο αλγόριθμο εκτίμησης της 
σχετικής ταχύτητας ενός κινούμενου οχήματος που πλησιάζει ένα ζεύγος πομπού - δέκτη, 
το οποίο παρεμβαίνει στην επικοινωνία RF μέσω της επίθεσης άρνησης υπηρεσίας DoS. 
Το μοντέλο μας είναι εντελώς παθητικό και χρησιμοποιεί ένα λαμβανόμενο πιλοτικό σήμα 
στον δέκτη, για να εκτιμήσει, πρώτον, το συνδυασμένο κανάλι μεταξύ του πομπού - δέκτη 
και jammer - δέκτης και δεύτερον, για την εκτίμηση του σήματος μπλοκαρίσματος και της 
σχετικής ταχύτητας μεταξύ του δέκτη - του δέκτη χρησιμοποιώντας τη μετατόπιση RF 
Doppler.

Επεκτείνουμε επίσης την εκτίμηση της ταχύτητας του RF jammer σε ένα σμήνος ασύρ
ματων κόμβων επικοινωνίας, η οποία είναι μια πιο ρεαλιστική κατάσταση σε ένα δίκτυο 
οχημάτων. Στο μοντέλο του συστήματός μας ένα σμήνος κόμβων λαμβάνει ένα σήμα 
πληροφοριών μετάδοσης από ένα κύριο κόμβο, που θέλουν να αποκωδικοποιήσουν, ενώ 
ο RF jammer επιθυμεί να διακόψει αυτήν την επικοινωνία καθώς πλησιάζει. Για αυτό 
το μοντέλο συστήματος, προτείνουμε ένα σύστημα μετάδοσης όπου ο κύριος κόμβος δεν 
μεταδίδει για μία χρονική στιγμή ενώ μεταδίδεται στην αμέσως επόμενη χρονική στιγμή. 
Δεύτερον, αναπτύσσουμε έναν κοινό αλγόριθμο εκτίμησης δεδομένων και παρεμβολής που 
χρησιμοποιεί έναν γραμμικό ελάχιστου μέσου τετραγωνικού σφάλματος Linear Minimum 
Mean Square Error (LMMSE) υπολογισμό. Αναπτύσσουμε αναλυτικές εκφράσεις κλειστής 
μορφής που χαρακτηρίζουν το μέσο τετράγωνο σφάλμα Mean Square Error (MSE) των 
εκτιμήσεων σήματος δεδομένων και παρεμβολής. Τρίτον, προτείνουμε έναν συνεργατικό 
αλγόριθμο εκτίμησης ταχύτητας του jammer που βασίζεται στις εκτιμήσεις του σήματος 
παρεμβολής σε κάθε κόμβο του δικτύου.

Ως επόμενο βήμα, σχεδιάζουμε συστήματα ανίχνευσης εισβολών Intrusion Detection 
Systems (IDSs) πολλαπλών επιπέδων που μπορούν να ανιχνεύσουν αποτελεσματικά έναν 
κακόβουλο κόμβο χρησιμοποιώντας την εκτιμώμενη ταχύτητα του jammer. Το προτεινό- 
μενο σχήμα ανίχνευσης βασίζεται σε εποπτευόμενη μηχανική εκμάθηση Machine Learning 
(ML) k- Nearest Neighbors (KNN) και Random Forests (RaFo). Συνδυάζοντας τους αλγόρι
θμους ML με παραλλαγές της εκτιμώμενης σχετικής ταχύτητας variations of estimated rela
tive speed (VRS) μεταξύ του jammer και του δέκτη, είμαστε σε θέση να εντοπίσουμε αποτε
λεσματικά διάφορες περιπτώσεις ανεπιθύμητων επιθέσεων απόρριψης υπηρεσίας (DoS), να 
τις διαφοροποιήσουμε από περιπτώσεις ακούσιων παρεμβολών, καθώς και να προβλέψουμε 
επιτυχώς δυνητικούς κινδύνους έτσι ώστε να δράσουμε ανάλογα.
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Στη συνέχεια ενισχύουμε το προηγουμένως εισαγόμενο σύστημα ανίχνευσης εισβολής 
(IDS) με ορισμένες επεκτάσεις, έτσι ώστε να είναι σε θέση να εντοπίσει έναν άλλο τύπο 
επίθεσης ιδιαίτερου ενδιαφέροντος ειδικά για συνδεδεμένα αυτόνομα οχήματα Connected 
Autonomous Vehicles (CAVs) που είναι η επίθεση πλαστογράφησης ταυτότητας(spoofing). 
Μια επίθεση πλαστογράφησης ταυτότητας(spoofing) είναι εξίσου σημαντική με την επίθεση 
παρεμβολής RF κατά της ασύρματης επικοινωνίας μεταξύ CAVs. Αυτός ο τύπος επίθεσης 
θα μπορούσε να επιτρέψει σε έναν εισβολέα να αλλάξει την απόσταση μεταξύ αυτόνομων 
οχημάτων εντός της διμοιρίας, διαταράσσοντας τη ροή της κυκλοφορίας και αυξάνοντας 
τις πιθανότητες ατυχήματος. Για αυτόν τον λόγο, ενισχύουμε το IDS που παρουσιάστηκε 
προηγουμένως με έναν ημι-εποπτευόμενο αλγόριθμο που ονομάζεται One-Class Support 
Vector Machine (OCSVM), καθώς και τεχνικές συγχώνευσης δεδομένων σε μια προσέγ
γιση πολλαπλών επιπέδων.

Εκτός από τα συνδεδεμένα αυτόνομα οχήματα, διερευνούμε επίσης τις επιπτώσεις της 
επίθεσης πλαστογράφησης ταυτότητας(spoofing) στην επικοινωνία μεταξύ οχημάτων για 
έναν διαφορετικό τύπο εφαρμογής VANET. Σε αυτήν την εφαρμογή, διερευνούμε συνδ- 
εδεμένα ηλεκτρικά οχήματα που συντονίζονται για φόρτιση είτε σε ένα στατικό σταθμό 
φόρτισης Static Charging Station (SCS) ή σε έναν κινητό διανομέα ενέργειας Mobile En
ergy Disseminator (MED) που λειτουργεί ως κινητός σταθμός φόρτισης και ο συνδυασμός 
των παραπάνω σχηματίζει ένα σύστημα δυναμική ασύρματης φόρτισης Dynamic wireless 
charging (DWC). Ωστόσο, η επικοινωνία μεταξύ οχημάτων (IVC) είναι ευάλωτη σε μια ποικ
ιλία επιθέσεων άρνησης υπηρεσίας όπως είναι ένας εισβολέας πλαστογράφησης ταυτότη- 
τας(spoofing) του οποίου η παρουσία ως εσωτερικός κόμβος στο προτεινόμενο σύστημα 
δυναμικής ασύρματης φόρτισης (DWC) μπορεί να αυξήσει σημαντικά τον συνολικό χρόνο 
ταξιδιού. Σχεδιάζουμε ένα νέο IDS κατάλληλο για συστήματα DWC που χρησιμοποιεί μια 
νέα μετρική, την επαλήθευση θέσης χρησιμοποιώντας τη σχετική ταχύτητα Position Ver
ification using Relative Speed (PVRS), η οποία έχει σημαντική επίδραση στον εντοπισμό 
της επίθεσης πλαστογράφησης ταυτότητας(spoofing). Αυτή η νέα μετρική συγκρίνει την 
απόσταση μεταξύ δύο επικοινωνιακών κόμβων που παρατηρείται από τις ενσωματωμένες 
μονάδες on-board Units (OBU) στα οχήματα και την απόσταση που εκτιμάται χρησιμοποιών
τας την υπολογιζόμενη σχετική ταχύτητα που υπολογίζεται από τα εναλλασσόμενα σή
ματα στην ασύρματη επικοινωνία στο φυσικό επίπεδο. Αποδεικνύουμε ότι το προτεινόμενο 
πιθανοτικό σύστημα ανίχνευσης εισβολών (IDS) είναι κατάλληλο για τον εντοπισμό και 
τον περιορισμό της παρουσίας τουλάχιστον ενός εισβολέα από το προτεινόμενο σύστημα 
δυναμικής ασύρματης φόρτισης (DWC).
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Chapter 1

Introduction

1.1 Inter Vehicle Communication

Modern Intelligent Transportation Systems (ITS) aim to apply Information and Com
munication Technologies (ICT) in order to improve quality, effectiveness, and safety of 
future transportation systems [2, 2-5 ] . It is envisioned that the deployment of advanced 
ITS technologies will contribute to effective management of traffic in urban areas as well 
as improvement of safety on highways and roads. In addition, access to broadband Internet 
via ITS technologies will enable a variety of infotainment applications that are expected to 
revolutionize the quality of experience for the passengers and drivers.

To Vehicular Ad-hoc NETworks (VANETs) standardization, the IEEE is finalizing a 
new standard: the IEEE 802.11p, which defines the rules for Wireless Access in Vehicular 
Environment (WAVE). The 802.11p standard also defines how to exchange data through a 
link without the need to establish a basic service set, without the need of association and 
authentication procedures to exchange data. The IEEE 802.11p working group cooperates 
with IEEE 1609 (IEEE 1609 consists of four documents, from which IEEE 1609.4 defines 
the multi-channel operation of WAVE) in order to define a whole protocol stack for vehicular 
environments [6] (see Fig. 1.1).

The new model comes as an alternative to the currents Wi-Fi standards, being developed to 
support the vehicular networks features, where the main difficulty is keeping the transmission 
rates due to the network topology dynamism and nodes high speed, besides low latency in 
security applications. A vehicular network is a challenging environment since it combines a 
fixed infrastructure (roadside units, e.g., proxies), and ad hoc communications among vehicles. 
The IEEE 802.11p standard divided into 7 channels, each operating at a frequency of 10 
MHz it provides a high data rate and a short range radio communication of approximately 
300 meters [7]. Specifically, the overall WAVE stack relies on Control Channels (CCH),
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IEEE
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Figure 1.1 802.11p/WAVE stack.

which is reserved for transporting control (e.g. beacons) and safety data, and a given number 
of Service Channels (SCH) (it is up to four in the European Telecommunications Standards 
Institute (ETSI) context, or to six in Dedicated Short-Range Communication (DSRC) context) 
used to exchange non-safety data. The reduction in channel bandwidth compared to the 
IEEE 802.11a standard is to increase the power of the signal against fading in the high-speed 
environment. Due to this change, the transmission rate of the IEEE 802.11p protocol is half 
compared to IEEE 802.11a, this is why the maximum throughput is up to 27 Mbps compared 
to 54 Mbps for IEEE 802.11a. However, because of the narrow channel bandwidth, it will 
increase the ability to reduce Inter Symbol Interference (ICI). Consequently, parameters 
in the time domain are doubled and data rates are halved. This approach makes the signal 
more robust: effects of Doppler spread are reduced because of the reduced bandwidth and 
the larger guard interval reduces inter-symbol interference caused by multi-path propagation. 
The IEEE 802.11p uses the frequency band of 5.85-5.925 GHz, regulated in Europe by ETSI 
and by Federal Communication Commission (FCC). Signaling channels are segmented into 
7 channels of 10 MHz [8] each where:

• channel 178 is the CCH

• channels 174, 175, 180 and 182 are defined as SCH

• channels 172 and 184 are reserved for special uses.
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1.1 Inter Vehicle Communication 3

Safety applications enhances the driving conditions and reduces the chances of accidents 
by providing enough time to the driver and applying the brakes automatically. These can be 
further divide into the following:

• Cooperative collision warning.

• Incident management.

• Emergency video streaming.

Intelligent transport applications aim at providing faster delivery of traffic information, 
and improving the efficiency and accuracy of traffic detection by allowing collaborative 
processing of information between vehicles. These applications focus on observing the traffic 
pattern and managing traffic accordingly (eco-routing). It can be further categorized into the 
following:

• Traffic monitoring.

• Traffic management.

• Platooning.

• Adaptive Cruise Control (ACC)

• Cooperative Adaptive Cruise Control (CACC)

• Vehicle tracking.

• Notification services.

Comfort and safety applications are the applications of VANET related to comfort level of 
the passenger moving in the vehicle and the assistance of the driver facilitating its driving 
experience. It can be further categorized into the following:

• Parking place management.

• A platoon of vehicles formation and managing

• Wireless Power Transfer for Dynamic Wireless Charging of Electric Vehicles (EVs)

Consequently, the Quality-of-Service (QoS) required for the network varies from nonrealtime, 
to soft real-time where a timing failure might compromise service quality, up to hard real-time 
where a timing failure might lead to a catastrophe. These applications can also be exemplified 
by their scope, i.e., whether they provide communication over a wide area, or are local only.
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Finally, such applications can vary in their networking approach: ad hoc, where vehicles 
communicate suddenly, or infrastructure-based, where communication is governed by fixed 
base stations. VANET has the communication type: Vehicle-to-Vehicle (V2V), combined 
with Vehicle to Infrastructure (V2I) communications, also known as Vehicle to Roadside 
Unit Communications (V2R). The individual messages V2X messages have the following

type:

• Cooperative Awareness Message (CAM): In ITS applications using a WAVE system, 
all WAVE devices periodically broadcast beacon messages known as Basic Safety 
Message (BSM) or CAMs. By the term CAM messages in this thesis we mean 
messages that include time information (GPS time), the position of the vehicle (3D 
position), the position accuracy, the moving speed of the vehicle, the heading of the 
vehicle, the steering wheel angle of the vehicle, the acceleration of the vehicle, the 
break status of the vehicle, the vehicle size, as well as information on vehicle electricity 
levels of Electric Vehicles (EVs). All On-Board Units (OBUs) mounted on vehicles 
can know the location, speed, and direction of nearby vehicles by using their received 
CAM messages.

1.2 Autonomous Vehicles

The automotive industry is currently developing sensor-based solutions to increase 
vehicle safety in speed zones where driver error is most common: at lower speeds, when 
the driver is stuck in traffic, and at higher speeds, when the driver is cruising on a long 
stretch of highway. These systems, known as Advanced Driver Assist Systems (ADAS), 
use a combination of advanced sensors, such as stereo cameras, RAdio Detection and 
Ranging (RADAR), combined with actuators, control units, and integrating software, to 
enable cars to monitor and respond to their surroundings. Some ADAS solutions, such 
as lane-keeping and warning systems, adaptive cruise control, back-up alerts, and parking 
assistance, are available now. Many others are in the pipeline. Such sensor-based systems 
offer varying degrees of assistance to the driver, but, in their current form, are not yet capable 
of providing self-driving experiences that are complete and cost-competitive. For this reason 
the convergence of sensor-based systems is necessary with the secure connectivity based 
solutions for a full autonomous vehicle [9].

Connected-vehicle systems use wireless technologies to communicate in real time from 
vehicle to vehicle and from vehicle to infrastructure, and vice versa. According to the US 
Department of Transportation (USDOT), as many as 80 percent of all crashes— excluding 
those in which the driver is impaired—could be mitigated using connected-vehicle technology.
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1.3 Transmission on 802.11p MAC/PHY 5

DSRC [10], which uses radio waves, is currently the leading wireless medium for V2V 
communication. Currently, DSRC offers the greatest promise, because it is the only short- 
range wireless alternative that provides all of the following:

• Fast network acquisition

• Low latency

• High reliability

• Priority for safety applications

• Interoperability

• Security and privacy

1.3 Transmission on 802.11p MAC/PHY

The IEEE 802.11p employs the contention-based channel access method with the name 
Enhanced Distributed Channel Access (EDCA) as the Medium Access Control (MAC) 
method. This approach is an enhanced version of the distributed Distributed Coordination 
Function (DCF) of 802.11. EDCA uses Carrier Sense Multiple Access (CSMA) or the Carrier 
Sense Multiple Access with Collision Avoidance (CSMA/CA) [11],[12]. In EDCA scheme, 
a node willing to transmit will sense the medium, and if the medium is idle for greater than 
or equal to a Arbitration Inter-Frame Space (Access Class) (AIFS(AC)) period, the node 
starts transmitting directly. If the channel becomes busy during the AIFS(AC), the node will 
defer the transmission by selecting a random backoff time. The backoff procedure in EDCA 
functions is as follows: (i) The node selects a backoff time uniformly from the interval [0, 
CW[AC]] where the initial Contention Window (CW) value equals CWmin[AC]. (ii) The 
interval size will increase (double), if the subsequent transmission attempt fails, until the 
CW[AC] value equals CWmax[AC]. (iii) If no medium activity is indicated for the duration 
of a particular backoff slot, then the backoff procedure shall decrement its backoff time by 
aSlotTime. If the medium is determined to be busy at any time during a backoff slot, then the 
backoff procedure is suspended. The medium shall be determined to be idle for the duration 
of AIFS(AC), before the backoff procedure is allowed to resume. (iv) When reaching a 
backoff value of 0, if the medium is sensed to be idle, the node will send immediately; If the 
medium becomes busy, the node will go to backoff again. However, in this scenario, the value 
of the CW[AC] is left unchanged. In order to ensure that highly relevant safety messages, 
denoted as CAMs in this thesis, can be exchanged timely and reliably, even when operating
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in a dense scenario, the 802.11p MAC protocol accounts for the priority of the messages 
using different Access Classes (ACs) [13]. There are four available data traffic categories 
with different priorities: background traffic (BK or AC0), best effort traffic (BE or AC1), 
video traffic (VI or AC2) and voice traffic (VO or AC3). A set of distinct channel access 
parameters, including AIFSN (Arbitration Inter-Frame Space Number) and CW, are selected 
for different ACs, as illustrated in Table 1.1. A multiple AC access scheme is illustrated in 
Fig. 1.2, in which a small Short Interframe Space (SIFS) value (at about 32 microseconds) is 
added to AIFS(AC) and is required for a wireless interface to process a received frame and 
to respond with a response frame. Each AC has a queue where messages are queued based 
on their priorities. If packets from different queues in the same station contend for the access, 
the message with higher priority will get more opportunity to access the channel due to the 
small value of AIFSN and CW.

Table 1.1 Parameter settings for different applications in IEEE 802.11p MAC

AC CWmin CWmax AIFSN

BK 15 1023 9
BE 15 1023 6
VI 7 15 3
VO 3 7 2

Safety applications are very challenging for the design of a MAC protocol in VANETs 
due to their low latency (less than 100ms) and high reliability requirements. However, the 
performance of the 802.11p MAC protocol is highly affected by some key parameters, such
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CCH
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Figure 1.3 Channel Coordination scheme in 802.11p MAC

as the packet size of safety related message, the message generation function, the vehicle 
density, the communication range, etc. Some of these parameters are not set properly in 
recent proposed evaluations. Furthermore, as stated in [14], there is significant concern if 
CAM messages are constrained to be sent on the central control channel (CCH) during the 
50ms CCH interval. This is because there could be hundreds of devices in a given area and 
the collision rate could be very high. This coordination scheme of 802.11p MAC is presented 
in Fig. 1.3.

The above described coordination scheme in MAC layer can also be exploited by an 
attacker to make his attack more effective. According to the IEEE 1609.4 coordination 
scheme, the channel time is divided into synchronization intervals with a fixed length of 
100ms, consisting of 50ms (including 4ms guard interval) alternating between CCH and 
service channels (SCH). All vehicles stay in the control channel during the CCH 50ms period 
and switch to one of the six service channels during the SCH 50ms period. However, the 
Node Identifier (Id) and the MAC address of the sender in the MAC header of a beacon 
message (such as CAM or Wave Service Advertisment (WSA) frame [15]) sent through the 
CCH channel, can be modified by a spoofer. In addition, this spoofing attack can increase 
the collision probability which has a negative effect on the performance of the IEEE 802.11p 
MAC protocol, specifically in safety applications using the above mentioned CCH intervals 
[11]. This situation arises if a node stays in the CCH channel for a time interval longer than 
50ms. Other factors need to be also defined, such as the number of vehicles than can be 
accommodated in VANET safety applications with these specific CCH intervals.

The PHY layer of the standard uses the same signal processing and specification as 
the Orthogonal Frequency-Division Multiplexing (OFDM) PHY used in the IEEE 802.11a
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Figure 1.4 Default payload frame format in 802.11p

standard. As mentioned earlier, the medium access in 802.11p is organized according to the 
standard CSMA/CA protocol. If a node wants to transmit a packet, it must first sense the 
medium idle for a certain time interval. The medium is considered idle if the detected energy 
is below the carrier sense threshold. Although the value of this threshold is not standardized, 
it is typically set equal to the receiver sensitivity.

Beacon frames are broadcast over the CCH to advertise services offered on specific SCHs. 
Every 802.11p packet consists of a preamble and PHY Layer Convergence Protocol (PLCP), 
MAC, and WAVE Short Message Protocol (WSMP) headers, as illustrated in Fig. 1.4. This 
control information is followed by a variable amount of payload data. After that, a Frame 
Check Sequence (FCS) follows with 4 bytes for Cyclic Redundancy Check (CRC) with 
puspose the detecting bits errors in the MAC layer. Because the amount of data that can be 
transmitted using a single symbol is dependant of the chosen modulation parameters, the 
amount of required padding data is different for every data rate plus one byte for the tail bits.

1.4 Motivation and problem statement

As cars become more interconnected one of the main challenges that manufacturers have 
to face is security. Especially for safety applications where early warning of the driver is 
crucial, it is essential to ensure that life-critical information cannot be modified or dropped 
by an attacker. Vehicular security threats target all the three major components of security: 
Confidentially, integrity and availability (CIA) [16]. A specific security-related concern 
that VANETs face is maintaining communication during an Radio Frequency (RF) jamming 
attack. Wireless jamming is a common attack in wireless communication, which can be 
launched using off-the-shelf equipment to interfere or block legitimate transmission by 
emitting radio signals that interfere with the communication. As a consequence, nodes are 
blocked and are no longer able to communicate with each other inside the jammed zone. 
Jamming can take several forms, commonly targeting the physical layer and creating a Denial 
of Services (DoS). The wireless medium is shared by nature, and the signals transmitted in 
this medium are susceptible to noise [17]. As reported in [18] it is proved that constant and
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reactive RF jamming has significant impact on vehicular communications through extensive 
measurements in an anechoic user. Specifically in [18] the impact of the reaction delay and 
interfering signal duration on the effectiveness of the reactive jammer is also quantified. 
Hence, jamming-aware communications, protocols and applications, as well as effective 
jamming detection and reaction strategies are of great need.

Regarding jamming in VANETs, the main purpose of previous works was to analyze 
threats and focus on the effects of RF jamming [19, 20]. Most of previous works deal with 
the early and correct detection of malicious nodes [21] or develop some techniques that use 
frequency hopping [22] in order to find an interference free channel. These methods are too 
complicated to be implemented in a real environment, especially when more sophisticated 
jamming attacks have to be addressed (e.g. a reactive jammer). Also usually in RF Jamming 
attacks all communication channels are blocked and techniques like frequency hopping do 
not have any positive effect.

There are many different attack strategies that a jammer can perform in order to interfere 
with other wireless communications. Some of them that tested at the experiments of this 
work are below:

• Continuous Jamming: It consists of transmitting continuously a radio signal that 
represents random bits. This signal does not follow any MAC procedure interfering the 
communication among the legitimate nodes. We determined the time of transmission 
of the continuous jammer to be 2.71 ms. Furthermore, there is an unavoidable 10 μ s 
idle gap between two consecutive transmissions required by the hardware to set up a 
new transmission. Still, this results in a jammer with very long active periods such that, 
in the following, we consider it as a constant jammer. To transmit the signal, random 
payload is generated to make up for the aforementioned 2.71 ms of transmission time. 
The random payload and the headers are transmitted with a BPSK modulation. Fig. 1.5 
illustrates the constant jamming profiles in the time domain compared to a regular 
802.11p frame [23].

• Reactive Jamming: This RF jamming attack models an intelligent jammer behavior. 
This smart jammer is designed to start transmitting in a reactive way upon sensing 
energy above a certain threshold. We set the latter to -75dBm  as it is empirically de
termined to be an average threshold between jammer sensitivity and false transmission 
detection rate [24], [25]. Using this minimum threshold each ongoing transmission 
can be detected by the reactive jammer. The standard protocol WAVE IEEE 802.11p 
frame format has the form of Fig.1.4. In the PLCP preamble field, the preamble 
consists of ten identical short training symbols and two identical long training sym
bols. The smart jammer is designed to affect the header of the 802.11p frame sent
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Figure 1.5 Constant jammer profiles in the time domain compared with a default 802.11p 
transmission.

from Transmitter (Tx) to Receiver (Rx). When the next signal can be transmitted, 
there is an idle time of Tprep = 10μs required to set up the next transmission. If the 
detected energy exceeds the threshold during a certain time span (Treaction =  12μs) 
an ongoing 802.11p transmission is assumed by the jammer. The time interval of the 
detection is the sum between the idle time Tprep and a small value as the detection time 
Tdetection = 2μ s to avoid reacting to sporadic noise power peaks. In the case that the 
detected energy exceeds the threshold during a certain time span, the jammer starts 
its transmission for a duration of (Tduration = 64μs) in order to jam  a substantial part 
of the packet header to prevent being decoded by the receiver as can be illustrated in 
Fig. 1.6.

• Spoofing Attack: A form of identity-based attack that can easily be launched by the 
attacker is the spoofing attack [26]. In this type of attack, the attacker can forge its 
identity to launch DoS attacks, inject false data packets, falsely advertise services to 
other wireless nodes or even to disclose false routing and control information in order 
to compromise the wireless network operation.

Motivation: Consequently, the scope of this thesis is to suggest and test techniques of 
securing the wireless communication in VANETs in the presence of different types of attacks, 
especially during emergency situations facing an autonomous self-driving vehicle. Further-
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Figure 1.6 Reactive jammer profiles in the time domain compared with a default 802.11p 
transmission

more, we want to detect the exact cause of the wireless interference and take appropriate 
actions. These techniques are based on estimation of the jammer’s speed in Physical (PHY) 
layer using a passive pilot-based method and the usage of this parameter as an extra metric 
combined with other cross-layer metrics that used for the training of known supervised 
Machine Learning (ML) Algorithms. The focus of this work is on jamming in VANETs, 
which can disrupt safety applications to the point of rendering these technologies useless. In 
fact, the CACC technology that is incorporated in a platoon of vehicles may be manipulated 
by jamming or other type of attacks (such as spoofing) in a way that may lead to wrong 
or hazard decisions. Especially, using this concept for detecting different types of security 
attacks we test realistic safety VANETs applications such as the Connected Autonomous 
Vehicles (CAVs) that uses the IVC to move in the form of a platoon of vehicles and the Dy
namic Charging of Electric Vehicles with the so-called Mobile Energy Disseminators (MEDs) 
which operate as mobile charging stations and use the IVC for their coordination.

1.5 Experimental Tools and Methods

For evaluating the proposed defense mechanisms, the VEINS simulator is used [27]. This 
open-source framework consists of two well-known simulators: OMNET++ an event-based 
network simulator and the Simulation of Urban Mobility (SUMO) tool, which is a road traffic 
simulator (see Fig. 5.2a). Furthermore, instead of using the existing PHY layer of OMNET++, 
the Geometry-based Efficient Propagation Model (GEMV) [28] tool was was configured and 
modified to be portable to the VEINS network simulator and incorporated into this. GEMV 
calculates a propagation model that separates links into Line-of-Sight (LOS) and NLOS 
(either due to buildings or due to other vehicles) link types and calculates deterministically 
the large-scale signal variation (i.e., path loss and shadowing) for each link type. Furthermore, 
GEMV employs a simple geometry-based small-scale signal variation model that calculates
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the additional stochastic signal variation based on the information about the surrounding 
objects. For describing the modeled area GEMV uses the outlines of vehicles, buildings and 
foliage. Based on the outlines of the objects, it forms R-trees. R-tree is a tree data structure in 
which objects in the field are bound by rectangles and are hierarchically structured based on 
their location in space. Hence, GEMV calculates the the number of diffracted and reflected 
rays based on the information about the surrounding objects (see Fig. 1.7b). Last, to setup 
and test our classification algorithms for the jamming and spoofing attacks detection on the 
previously obtained data, we chose to use the programming language R. [29].

V 2V  communication transition between line of sigrw (LO S ) 
and ncm-LOS conditions

(a) VEINS simulation framework (b) Geographical representation of physical loca
tion using in GEMV propagation model

Fig. 1.8 illustrates the instantaneous Signal-to-Noise Ratio (SNR) vs distance calculated 
by integration of GEMV-VEINS compared with this calculated by VEINS simulator. GEMV 
uses a more detailed propagation model to calculate the SNR that takes into account the 
’quality’ of the links taking into account the physical obstacles (e.g. building, cars) compared 
to simple log-distance model that is used in VEINS. The proposed VEINS-GEMV integrated 
simulation framework allows more realistic simulations since the SNR is affected not only 
from the distance among vehicles, but also from the small-scale and the large-scale variations 
of the wireless medium.

1.6 Thesis Synopsis
VANETs have emerged as a promising feld of research, where advances in wireless and 

mobile ad hoc networks can be applied to real-life problems. A specific security-related 
concern that vehicular ad hoc networks face is how to keep wireless communication alive in 
the presence of radio frequency jamming or spoofing attacks, especially when transmitting 
critical information to traffic coordination applications. This problem can be addressed by
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GEMV vs VEINS SNR estimation

Figure 1.8 GEMV-VEINS SNR vs Distance estimation.

detecting the presence of the attacker taking into account the specific characteristics of its 
movement.

Initially we begin in Chapter 2 with the Multiple Input Multiple Output (MIMO) tech
niques as defense mechanism for combating the RF jamming effects. A variation of spatial 
multiplexing is proposed, namely, vSP4, which seems to achieve not only high throughput 
but also a stable diversity gain upon the interference of a malicious jammer. This fact makes 
the proposed variation suitable for alleviating the RF jamming attacks in the area. In addition 
to defense mechanisms for this type of attack, it could be also used passive mechanisms 
without extra cost or hardware in order the specific characteristics of the motion of the 
jammer such as its speed to be identified. The speed of the jammer combined with other 
cross-layer metrics could be used as an effective jamming detection scheme capable to detect 
the jammer in the area and verify the type of the specific attack.

In Chapter 3, we investigate the driving behavior of an RF jammer using the wireless
V2V communication between a transmitter and a receiver with the intervention of a jammer. 
So, we propose a novel Relative Speed Estimation Algorithm (RSEA) for the estimation of 
the relative speed of a moving vehicle that approaches a transmitter - receiver pair interfering 
with their RF communication by conducting a DoS attack. This novel metric can be combined 
with other metrics for designing an effective cross-layer IDS in VANETs. Our scheme is 
completely passive and uses a pilot-based received signal without hardware or computational 
cost to, firstly, estimate the combined channel between the transmitter - receiver and jammer 
- receiver and secondly, to estimate the jamming signal and the relative speed between the
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jammer - receiver using the RF Doppler shift. We evaluate the proposed RSEA algorithm 
using different jammer behaviors for an RF reactive jammer and different jammer speed 
values.

Following this, in Chapter 4 we are also dealt with the problem of estimating the speed of 
an RF jammer that moves towards a swarm of wireless communicating nodes with the form of 
CAVs. In this system a platoon of vehicles receive an information signal from a master node, 
that they want to decode it, while the RF jammer desires to disrupt this communication as it 
approaches them. For this system model we propose first a transmission scheme where the 
master node remains silent for a time period while it transmits in a subsequent slot. Second, 
we develop a joint data and jamming estimation algorithm that uses Linear Minimum Mean 
Square Error (LMMSE) estimation. Last, we propose a cooperative jammer speed estimation 
algorithm based on the jamming signal estimates at each node of the network. We evaluate 
the proposed cooperative method for speed estimation of the jammer under a varying range of 
speed of the receivers and using a smoothing filter for combining the jammer speed estimates 
across time. The experimental results prove that the speed estimate of the jammer is improved 
by increasing the number of receivers and the proposed method is particularly suitable for a 
platoon of that use the same speed. In the following Chapters it will be identified whether 
this proposed metric improves the detection of an RF jammer in the area.

Chapter 5 presents a cross-layer malicious node detection system. The proposed de
tection scheme is based on supervised learning k-Nearest Neighbors (KNN) and Random 
Forests (RaFo) algorithms, including features among which one is the metric of the Variations 
of Relative Speed (VRS) between the jammer and the receiver, which is previously estimated 
in Chapters 3, 4 . To the best of our knowledge, this metric is the first time that is utilized in a 
machine-learning detection scheme in the literature. With the combination of the KNN-VRS, 
RaFo-VRS classification algorithms, we are able to efficiently detect various cases of DoS 
jamming attacks, differentiate them from cases of unwilling interference in the area as well 
as foresee a potential danger successfully and act accordingly.

In Chapter 6, we are particularly interest in applications of CAMs in which the inter
connected  vehicles use the CACC technology, which regulates inter-vehicle distances in 
a vehicle string, for achieving improved traffic flow stability and throughput. This type of 
inter-connencted vehicles can face several threats about secure wireless communication, 
such as the spoofing attacks except of the RF jamming attacks. A spoofing attack against 
the wireless communication between CAVs could allow an attacker to change the distance 
between autonomous vehicles within the platoon, disrupting the flow of traffic and increasing 
the chances of accident. For this reason, we enhanced the previously presented Intrusion 
Detection System (IDS) which is based on ML techniques capable to detect both spoofing and
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jamming attacks in a CAV environment. The detection engine of the presented IDS is based 
on the supervised ML algorithms RaFo, KNN and the semi-supervised One-Class Support 
Vector Machine (OCSVM) algorithm, as well as data fusion techniques in a cross-layer 
approach. Using these modifications and making the proposed IDS probabilistic, we proved 
that it is capable to detect both spoofing and jamming attacks against the communication of 
connected vehicles platooning.

Last, in Chapter 7 we continue the exploration of novel applications related to VANETs 
that use the secure IVC communication as key factor for their proper operation. This work 
also adopts a form of the Dynamic Wireless Charging (DWC) technology as a novel option 
for charging the EVs. This technology enables the EVs charging on the move using dynamic 
wireless charging which enables power exchange between the vehicle and the grid while the 
vehicle is moving, without the need for larger batteries or overtly costly infrastructure. In 
this work, we focus on the intelligent routing of EVs in need of charging so that they can 
make most efficient use of the so-called MEDs (e.g. the ordinary city buses) which operate as 
mobile charging stations. The proposed method is mainly based on the IVC communication 
in order to secure eco-route electric vehicles. We present extensive simulations in city 
conditions that show the driving range and consequently the overall travel time of electric 
vehicles is improved with intelligent routing in the presence of MEDs. However, IVC is 
vulnerable to a variety of cyber attacks such as spoofing attacks. Especially when an internal 
node of the system is attacked by a malicious software with the purpose to launch a spoofing 
attack. We indicated the effects of spoofing attack both in wireless communication and 
in total travel time of electric vehicles. So, we propose a novel IDS that is capable of 
detecting spoofing attacks with more than 90% accuracy. The IDS uses a new metric namely 
Position Verification using Relative Speed (PVRS), which seems to have an important effect 
in classification results. This new metric compares the distance between two communicated 
nodes that is observed by OBUs and the estimated distance that is estimated using the relative 
speed value that is calculated by the interchanged signals in the PHY layer. This metric is 
especially important for detecting such attacks in which the attacker tries to mislead about its 
actual location. It is showed that the proposed probabilistic IDS is appropriate in order to 
detect and mitigate the presence of at least one attacker from the proposed DWC system.
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Chapter 2

MIMO techniques for supressing 
jamming

A specific security-related concern that vehicular ad hoc networks face is how to keep 
communication alive in the presence of radio frequency jamming, especially during emer
gency situations. MIMO techniques are proven to be able to improve some crucial parameters 
of vehicular communications such as communication range and throughput. In this chapter, 
we investigate how MIMO techniques can be used in vehicular ad hoc networks as active 
defense mechanisms in order to avoid jamming threats. For this reason, a variation of spatial 
multiplexing is proposed, namely, vSP4, which achieves not only high throughput but also a 
stable diversity gain upon the interference of a malicious jammer.

2.1 Introduction - Motivation

VANETs have emerged as a promising field of research [30, 31], where advances in 
wireless and mobile ad-hoc networks can be applied to real-life problems (traffic jams, fuel 
consumption, pollutant emissions, and road accidents). Vehicles may utilize a variety of 
wireless technologies to communicate with other devices, but the dominant is Dedicated Short- 
Range Communication (DSRC) [32], which is designed to support a variety of applications 
based on vehicular communications. VANETs are currently the center of attention for car 
manufacturers, technology companies and transportation authorities. The basic idea behind 
Vehicular Communications is to help broaden the range of perception of the driver and help 
with autonomous assistance applications.

VANETs can be considered as mobile ad hoc networks that are utilized to enhance 
traffic safety and provide comfort applications to drivers. The unique features of VANETs
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include fast-moving vehicles that follow pre-determined paths (i.e., roads) though having a 
high diversity of mobility patterns, along with messages that have different priority levels. 
Hybrid Vanets can accommodate vehicle-to-vehicle (V2V) and vehicle-to-infrastructure 
(V2I) communication. This enables several other forms of communication, such as vehicle- 
to-broadband cloud (V2B), where the vehicle communicates with a monitoring data center 
and vehicle-to-human (V2H) to communicate with vulnerable road users, e.g. pedestrians or 
bicycles [33]. Except from uninterrupted and reliable connectivity one of the major issues 
that Vanets have to face is security [34].

RF jamming is the deliberate jamming, blocking or interference with authorized V2V 
wireless communications [35]. So, it is imperative the need for jamming-aware commu
nications, protocols and applications, as well as effective jamming detection and reaction 
strategies in physical layer. To combat RF Jamming effectively in this chapter we propose 
the use of MIMO. MIMO systems, although thoroughly investigated, are mostly focused on 
how to improve some parameters of vehicular communications e.g., communication range, 
throughput etc. Previous work mainly focuses on explaining the benefits of using MIMO 
in VANETs [36], examine propagation models [37, 38] and OFDM-based MIMO systems 
[39]. Previous works did not study MIMO systems as an active defense mechanism that 
overcomes different types of RF jamming attacks. Only recently active anti-jamming MIMO 
based techniques were introduced. Authors in [40] present a MIMO-based anti-jamming 
technique that uses pre-rotation or beamforming of the jamming signal in order to improve 
sender signal decodability. The method is difficult to be implemented in a VANET scenario 
since the channel conditions are changing very frequently and multiple pilots must be used by 
the sender and the jammer for real time channel tracking. In another work in [41] the authors 
proposed a cooperative interference mitigation scheme combined with MIMO for jamming 
suppression. This method is based on the channel information ratio, that is provided from 
the probing of the channel. In VANETs, the frequently changing channel would generate a 
large number of probes, overloading the channel. Authors in [42] use MIMO and interfer
ence cancellation in order to support communication in the presence of strong interference. 
However, only random interference is considered and the proposed method is not tailored to 
reactive RF jammers. Last, in [43] an improved MIMO channel estimation for interference 
cancellation is exploited to combat reactive jamming. However, a quite complicated method 
based on Kalman filter and basis expansion model (BEM) with a large number of iterations 
for convergence is used to track the channel of the jammer, making the method difficult to be 
employed in real situations.

This chapter investigates MIMO systems for improving robustness in RF continuous and 
reactive jamming threats and simultaneously achieving higher throughput rates in VANETs.
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In this chapter, the MIMO scheme with instantaneous Channel State Information (CSI) 
per received packet at the receiver and without knowledge for the channel of jammer is 
used. We show that using MIMO the suppressing of the jamming signal can be successful 
without using a jamming detection phase and regardless of the type and structure of the 
jamming signal. Our proposed scheme named VSP4, that combines the Alamouti with Spatial 
Multiplexing (SM) [44], nearly doubles the throughput and also decreases the silence time 
almost by a factor of two when compared to the classic cSP4 scheme, in the presence of a 
malicious jammer.

The rest of the chapter is organized as follows: Section 2.2 presents the configuration 
of the proposed system. Section 2.3 shows the proposed MIMO defense algorithms and its 
enhancement that we test and Section 2.4 shows our experimental findings. Last, in Chapter
2.5 we conclude the chapter and present some future directions.

2.2 System Model

Channel Model and PHY Modulation: For simulations the 802.11p MAC and PHY 
parameters at 5.9GHz (10Mhz) are used. Also, Rayleigh fading channels with Additive 
White Gaussian Noise (AWGN) (w), being stable during the transmission of 10 symbols 
is assumed. In our scenario 10 packets per second are transmitted. The average SNR is 
calculated for each second. For the transmission of 5* 103 symbols the modulation that was 
used in simulations is QPSK/16-QAM and the data rates that were used are 3Mbps for packet 
header and 6Mbps for packet payload which are currently supported by VEINS project. A 
Modulation and Coding Scheme (MCS) with m bits/symbol is used by the transmitter and the 
jammer while its optimal value is determined by each node independently. For the evaluation 
of MIMO for suppressing jamming effects we use three different MIMO schemes.

MIMO Model: For all the MIMO schemes we assume that K is the number of symbols 
that are transmitted in the duration of T time slots, PT is the power of transmitted signal and

is the uncorrelated equal noise power at the receiver. We also use Forward Error Correction 
(FEC) coding at the transmitter assuming perfect instantaneous channel knowledge at the 
receiver. Moreover, nR is the number of received antennas, nT is the number of transmitted 
antennas, while the variable nA describes how many antennas are used for sending multiple 
copies of the same symbol with the MIMO schemes for increasing the diversity gain. We 
assume that HTx,rx is the channel between the transmitter and receiver. The systems we test 
are: a 2x2 Alamouti scheme in section (2.3.1), a 2x2 SM in section (2.3.2) and a enchanced 
4x4 combination of Alamouti and SM scheme in section (2.3.3).
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20 MIMO techniques for supressing jamming

2.3 The Proposed Defense System

2.3.1 Classic Alamouti algorithm

One of the most popular techniques for improving reliability in MIMO systems is the 
Alamouti Space-Time Block Coding (STBC) technique [45]. STBC is a technique used in 
wireless communications to transmit multiple copies of a data stream across a number of 
antennas to improve reliability. Alamouti requires at least 2 transmit antennas [44]. It does 
not improve throughput in terms of absolute numbers, but achieves significantly lower Bit 
Error Rate (BER). With Alamouti, 2 symbols are transmitted orthogonally as illustrated in 
Table 2.1. We use a 2x2 MIMO Alamouti scheme in which (K = 2) number of symbols are 
transmitted in the duration of T time slots (T = 2).

Tx(antenna)Id/TimeSlot T1 T2
Tx1 U1 U2
Tx2 — U2* U1*

Table 2.1 Alamouti scheme

Due to orthogonal transmission with Alamouti, the two transmitted symbols do not 
interfere with each other. Each symbol is communicated over a different independent channel 
realization, improving the overal system reliability. The received signal can be written as:

y =

" yn  " " hn h21
*

y21 h*h21
h*
h11

y12 h12 h22

- y22 . h*L h22
h*
h12 J

U1
U2

+  w (2.1)

In the above equation the y11 and y12 denote the received symbols at antenna element 
no. 1 and 2 at the first time slot T 1 (Table 2.1) and similarly y21 and y*2 represent the received 
symbols at antenna element no.1 and 2 at the second time slot T2. Using the Diversity
Multiplexing Tradeoff (DMT) [46], we can see that the rate for symbols sent with the 2x2 
MIMO Alamouti scheme is (r = K /T  = 1 symbols/time-slots) and the diversity gain is d = 1. 
So the DMT tradeoff is (1,1).

Decoding with Maximum and Ratio Combining (MRC), combines signals using a weight

factor in order to achieve higher average SNR [44]. If we denote as H =

11 h21

21
h*
h11

12 h22

22
h*
h12

and
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the inverted matrix product as (HHH ) 1 

the proposed signal r is:

_________ 1_________
|hii |2 + |h2112 + |hi2 |2 + |h2212

0

0
_________ 1_________
|hll|2 + |h2l|2 + |h12 |2 + |h22 |2 -

r = h H (h Hh  ) -1y =
1 0 u1
0 1 u2

+  w (2.2)

Because MRC decoding is used, as the number of receive antennas is increased, the overall 
performance is also improved. Finally, after calculating the throughput of the Alamouti 
scheme, we see that the instantaneous capacity is:

K P
CAiamouti = log(det(I +  — 2L_ (Ηη Η  )))

T ra^nr
(2.3)

From the above equation we can conclude that the capacity of the Alamouti scheme depending 
on the rate of the symbols that are transmitted in each time slot (i.e., r  =  K / T ). Consequently, 
if the rate with Alamouti increases, then the capacity of this scheme is also increased. Finally, 
for the 2x2 MIMO Alamouti scheme the capacity is: CAlamouti >= Csiso, where SISO is a 
Single (antenna) Input- Single (antenna) Output scheme.

2.3.2 Classic Spatial Multiplexing

The method which offers the highest throughput is SM. The reason is that each antenna 
transmits a different symbol during each time slot. So in case of 2, 4 or N  antennas in general, 
the throughput is doubled, quadrupled or increased by N  times respectively. However, in 
poor channel conditions SM achieves low SNR and so high BER. The MIMO channel with 
SM is:

y = Hx + w (2.4)

By applying Least Squares Equalization to the channel matrix H , we have have to by multiply 
with the pseudo-inverse matrix:

h  f =  (h Hh  )-1h H

The sufficient statistic that is used for detection is then

r  =  (h Hh  )-1HHy = x + (h Hh  )-1h Hw ,

(2.5)

(2.6)

which is also known as the zero-forcing method.
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For a 2x2 MIMO SM scheme the received signals that reach at antenna 1 and 2 , can be 
written:

2
yj = Σ  hijX +  Wj, j  = 1,2 (2.7)

i=1
From the above equation, we notice that the received copies of the symbols x1 and x2 are 2. 
So, the multiplexing gain of the SM using the DMT tradeoff is 2, while the diversity gain is 
0 (2,0).

Calculating the capacity of SM scheme we have:

p min(«R,«T) p λ 2
Csm = log(det(1 +  -P —  (HhH )))=  £  log(1 +  P _ l ) (2.8)

- KnT =1 -2 n j

In the above equation A? are the eigenvalues of the (Η η Η ) matrix [44]. For our 2x2 MIMO 
example, compared with the capacity of Alamouti scheme with SM can conclude that 
Csm = 2 * CAiamouti in the high SNR regime.

2.3.3 Enhanced version of Spatial Multiplexing

In this work, the classic version of SM is enhanced for our particular application with a 
combination of SM and Alamouti. More specifically users may choose a slower but more 
reliable transmission technique, by selecting how many different symbols will be transmitted 
in each time slot. The remaining antennas repeat these symbols achieving higher probability 
of successful decoding. For example, in a 4x4 MIMO system, with classic SM, 4 symbols 
would be transmitted per time slot. In our system r = 2 symbols per time slot are transmitted 
in order not only to double the maximum throughput but also to provide a more robust 
communication by increasing the probability of successful decoding by a factor of 2. So 
the DMT tradeoff for this (vSP4) scheme is (2,2), where the diversity gain is d = 2. In our 
system, in order two symbols x1, x2 to be transmitted, each odd numbered antenna transmits 
the x1 symbol and all the even numbered antennas transmit the x2 symbol. So the received 
signals, for our 4x4 MIMO enchanced version of SM are:

2
yj = Σ  (hijxi)+  h3 jx 1 +  h4 jx2 +  w j, j  = 1,..., 4 (2.9)

i=1

The DMT tradeoff for this 4x4 MIMO SM variant (vSP4) is (2,2) while the DMT 
tradeoff for the 4x4 classic SM scheme is (4,0). The comparison of the diversity gains and
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multiplexing gains for the 4x4 MIMO Alamouti and SM schemes is:

Diversity (vsp4) = 2 * Diversity (Alamouti) (2.10)

Multiplex(sM) = 2 * Multiplex(vSP4) = 4 * MultiplexAiamouti (2.11)

From the above equations, it is obvious that using the vSP4 scheme we increase the diversity 
gain by a factor of 2 and decrease the multiplexing gain by a factor of two too, comparing 
with the classic 4x4 SM MIMO scheme. The calculations of the capacity of the proposed 
communication scheme lead to:

min(ητ/nA,m/nA) p  χ 2

CvSP4 = Σ  log(1 +  - Tr 1 - ) (2.12)
i=1 - 2nT

In the above equation the new 4x4 channel matrix H  is used and λ? are the eigenvalues 
of the (HhH ) matrix [44]. We also use (nR = nT = 4 ,nA = 2) and min(nT/nA,nR/nA) = 2. 
Comparing the capacities of the schemes: vSP4 (CvSP4), 2x2 SM (C2x2SM), 4x4 SM (C4x4SM) 
and a 2x2 Alamouti (C2x2Alamouti) scheme in which 2 symbols per 2 time slots are transmitted, 
assuming ideal channel conditions between Tx and Rx for all the schemes:

CvSP4 = C2x2SM =
C4x4SM

2 > C2x2Alamouti (2.13)

Consequently, vSP4 is a method that almost doubles the diversity, increases the reliability 
compared with the classic SM scheme and also decreases the overall throughput of the 
system.

Practical Considerations: The proposed defense system is based on MIMO signal pro
cessing techniques. MIMO enjoys widespread applicability in most wireless systems today. 
Hence, out proposed system is amenable to a practical real-time implementation and opera
tion without affecting other aspects of the wireless transmission system. Furthermore, there 
is no need for additional algorithms or processing besides the MIMO receiver processing.

2.4 Performance Evaluation

Methods compared. In order to evaluate the performance of the proposed defense 
mechanism ν SP4, we compare it with the 2x2 MIMO classic version of SM (cSP2) and the 
4x4 MIMO classic version of SM (cSP4). We also compare a 2x2 MIMO Alamouti (STBC) 
technique with a classic SISO system and with a 2x2 classic SM scheme.
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Performance metrics. As performance metrics we used the Throughput vs SNR, the 
Throughput vs Time (Silence Time), the Throughput vs Distance (Silence Range), the 
Throughput vs SNR and the Packet Error Rate (PER) =  P^cketŝ 't vs Time. Silence Time 
is the time duration of the complete disruption of communication due to strong jamming, 
while Silence Range is the range in meters in which the communication is impossible. It is 
important to note that in our throughput results we exclude of course packet losses in order 
to ensure that we measure the actual volume of successfully communicated data per second 
in the presence of a jammer. In this chapter we do not investigate additional algorithms like 
packet re-transmission, Automatic repeat request (ARQ) or FEC that can be employed at 
the PHY or the link layer. These schemes are well-known and well-investigated and they 
distract from the main idea of the simulation which is the use of MIMO signal processing for 
enjoying throughput improvements in the presence of a wireless jammer.

2.4.1 Simulation Setup

For our experiments we used the simulation setup that is described in Chapter 1.5. We also 
used the parameters of the real experiments that were conducted in [18]. More specifically, 
the same road in the outskirts of the city of Aachen as shown in Fig. 2.2 was used. Several 
other parameters that are illustrated in Table 2.2 are also tuned in order to better represent 
the scenarios of the real experiments conducted in [18]. The side road in which the Jammer 
(Jx) is located, is also the same. For our evaluation scenarios the Rx follows the Tx keeping 
a constant distance. The first and the last time steps of our simulation can be mapped to 
the distances about 150m between Rx — Jx and the Jx approaches the pair Tx — Rx at about 
distance 5m at the middle (70sec) of the simulation, increasing strongly the jamming effect. 
Also, in 2.4.3 subsection (Experiment 2) we evaluate the use of a reactive jammer with 
Treaction = 12μs and Tduration = 64μs at the standard of [18].

PARAMETER VALUE
Transmitter Power 17.48 dBm

Jammer Power 16.75 dBm
Packet Generation rate [packets/s] 10

Simulation Symbols Number 5000
Data rates in experiments 6Mbps

Packet Payload 400B
Table 2.2 Simulation Parameters
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2.4.2 MIMO- Defense Mechanism (Experimentl)

To highlight the negative effects that a jammer induces in vehicular communication and 
how the MIMO techniques effectively suppress these effects, we compare the performance 
of MIMO techniques for short and long distances between the Tx — Rx pair. Also, Fig. 2.1(c) 
and 2.1(d) demonstrate the silence time of communication which is caused by the presence 
of a jammer in the side road.

As expected, while Tx — Rx distance increases from 20m to 100m, the RF jamming 
impact also increases dramatically, as seen in Fig. 2.1(c) and 2.1(d). Also, the improved 
performance and the benefits of the MIMO system when compared to the SISO system 
are significant. For short distances, where there is the least impact in communication, the 
Alamouti technique manages to suppress the silence range of the RF jamming threat from 
the distance above 10m (see Fig. 2.1(a)). As we can also see in Fig. 2.1(c) the silence time 
of communication is reduced to only a few seconds by using the Alamouti technique. For 
inter-vehicle distances of 100m the silence range is 20m which is almost double compared 
to the silence range for inter-vehicle distances of 20m. This situation is also graphically 
represented in Fig. 2.2. Silence range extends considerably for the other two techniques, 35m 
for SISO and 75m for SM.

In time domain, communication with the Alamouti technique is affected for a duration of 
20s for inter-vehicle distance 100m (see Fig. 2.1(d)) while for inter-vehicle distance 20m, the 
disruption of communication is only about 2s (see Fig. 2.1(c)). On the other hand, using SM 
scheme the communication is affected for about 10s for distance 20m and the corruption of 
communication is dramatically increased at 30s for distance 100m.

The first main conclusion from these figures is the stable performance of the Alamouti 
scheme for all the possible distances Rx — Jx, Tx — Rx, the elimination of the jamming effect 
for inter-vehicles distances lower than 20m with the presence of a jammer 20m away at least 
from the receiver. Furthermore, besides throughput we are also interested in higher reliability 
of the system under the presence of malicious jammers. Notably for emergency situations, it 
is very important the silence range to be very low. For this reason, an interesting result of our 
simulation study is that SM achieves the best throughput in jammming free areas, but the 
worst silence range (time) in jamming areas.

2.4.3 Reactive Jammer (Experiment2)

To evaluate the performance of a more intelligent jammer, we implemented a reactive 
algorithm. The reactive jammer is designed to start transmitting upon sensing energy above 
a certain threshold and assumes an ongoing transmission (see Section 1.4). If the detected
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(a) Throughput to Rx -  Jx pair distance. (b) Throughput to Rx -  Jx pair distance. 
Tx -  Rx pair distance =20m Tx -  Rx pair distance =100m

40 50 60 80 00 100

(c) Throughput to Time. (d) Throughput to Time.
Tx -  Rx pair distance=20m Tx -  Rx pair distance =100m

Figure 2.1 Experiment 1 results. Payload data rate= 6Mbps (4-PSK, FEC = 1/2), packet 
payload = 400B.

Figure 2.2 Experiment 1, graphical representation.
Graphically Representation of Silence range- Blockage line (BL).
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(a) PER to Time (Continuous Jammer) (b) PER to Time (Reactive Jammer)

Figure 2.3 Experiment 2 results. PER of Continuous jammer and Reactive jammer for 2x2 
MIMO schemes of Experiment 1. Tx — Rx pair distance=100m. Payload data rate= 6Mbps 
(4-PSK, FEC = 1/2), packet payload = 400B.

energy exceeds the threshold during a certain time span (Treact ion= 12μs), an ongoing 802.11p 
transmission is assumed by the jammer and starts its transmission for a duration of (Tduration= 
64μs). The reactive jammer is designed in order to achieve jamming the header of 802.11p 
frame from Tx to the Rx.

From Fig. 2.3(a) and 2.3(b), we can see that the PER of the transmission between Tx-Rx 
with the presence of a continuous jammer in Fig. 2.3(a) and a in Fig. 2.3(b) with the presence 
of an reactive jammer. For time slots that the distance between Jx-Rx is quite large the 
performance of reactive jammer is lower than that of the continuous jammer, mainly because 
the reactive jammer is not sensing the ongoing transmissions at these time slots. At the small 
distances Jx-Rx it is obvious that the silence time for the MIMO Alamouti and SM is about 
the same for the continuous and the reactive jammer. Only for the SISO scheme the PER is 
smaller for the continuous jammer than the PER of the reactive jammer at about 90 sec. This 
behavior is justified because our MIMO defense scheme does not use a detection phase of 
the jammer but uses the multiple antennas continuously in order to suppress the jamming 
effects. The main characteristic of reactive jammer is to avoid detection from the Rx’s Clear 
Channel Assessment (CCA) mechanism of the 802.11p protocol PHY. Since we observed 
the same behavior between the reactive and the continuous jammer for our MIMO schemes, 
we will use the continuous jammer for the rest of our experiments. So we can assume that 
our MIMO defense scheme suppress all types of jamming. The ineffectiveness of reactive 
jammer compared with a continous jammer can also be seen for a platoon of vehicles at the 
Fig. 19(a),(b) of [18].

2.4.4 SM Variants (Experiment3)

The results of Experiment1 allow us to introduce the last set of experiments, and more 
specifically the use of a 4x4 MIMO system. Alamouti’s performance, as described above,
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can almost eliminate the silence range for inter-vehicle distances about 20m for a 2x2 MIMO 
system. On the other hand, the SM scheme achieves significant throughput in jamming-free 
areas but higher silence range when used in jamming areas for the majority of the simulations. 
So these final simulations focus on trying to identify the optimal trade off between diversity 
and spatial multiplexing gain by comparing SM variants, that were described in 2.3.2, 2.3.3 
subsections. In Fig. 2.4(a) - 2.4(b), the schemes are:

• 2x2 MIMO SM (cSP2), transmitting 2 symbols/timeslot.

• 4x4 MIMO SM (cSP4), transmitting 4 symbols/timeslot.

• 4x4 MIMO SM variant (vSP4), transmitting 2 symbols/ timeslot.

The first conclusion based on the simulation that we conducted is that the SNR gain of 
vSP4 method is significant compared to the other two. Fig. 2.4(a) demonstrates how cSP4 
provides better throughput compared to cSP2 and vSP4, only for large SNR values.

On the other hand, using vSP4 the throughput is almost doubled compared to cSP4, at 
the middle SNR values in Fig. 2.4(a). In Fig. 2.4(b), the throughput of the SM variants 
versus time is presented. It can be seen that as the distance from a jammer remains relatively 
short, the optimal scheme is vSP4 achieving a throughput of 10Mbps. When the jammer 
is removed from the effective zone of communication, the best solution is the cSP4 that 
achieves the best throughput for 20Mbps when compared to the other schemes.

The most interesting result in these figures is that vSP4 doubles the throughput and 
significantly reduces the RF jamming silence range. Our goal is to illustrate the need for 
more complex and advanced, full adaptive algorithms that will select dynamically the optimal 
version of SM depending on the operating regime, e.x. diversity or throughput.

Concluding the results from this subsection figures, it is obvious that as the distance 
from a jammer remains relatively short, the best solution that combines better throughput 
and diversity is vSP4, presenting a stable throughput value at about 10Mbps. vSP4 also 
reduces the silence time at about 12s, while for cSP4 and cSP2 the silence time is 30s and 
20s respectively. So, while a higher order SM system is used, the throughput is increased 
with good channel conditions but the negative implication is that the silence range is also 
increased in the presence of RF jamming. These results confirm the fact that the classic 
version of SM is not suitable for suppressing the jamming effects.

2.5 Conclusions

In this chapter we proposed the use of MIMO to increase the throughput and reliability 
in VANETs that experience RF jamming attacks.
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(a) Throughput to SNR

40 50 60 70  80 90 100
Ti me  (s )

(b) Throughput to Time

Figure 2.4 Experiment 3 results. Comparison of SM variants and higher order MIMO. 
Tx — Rx pair distance=100m. Payload data rate= 6Mbps (4PSK, FEC = 1/2), packet payload 
= 400B.

The first contribution is as set of extensive simulations that represent real conditions. 
We showed that the Alamouti scheme retains a stable performance despite the inter-vehicle 
distance Tx — Rx and the presence of a malicious jammer in very close distances. Moreover 
we showed that it can eliminate completely the silence range for small inter-vehicle distances. 
Last, by conducting experiments using a reactive jammer in addition to a continuous, we 
showed that the Alamouti scheme can suppress the jamming effect regardless the type of 
jamming signal and that SM achieves the best throughput in jammming free areas, but the 
worst silence range (time) in jamming areas .

The second contribution of this chapter is a new technique that is a combination of the 
SM and the Alamouti scheme, namely VSP4, that achieves not only the throughput to be 
sustainable, but also double the reliability from the classic SM decreasing the silence time at 
the same time, under the presence of a malicious jammer.

In addition to techniques that use the MIMO as active defense mechanism for alleviating 
the RF jamming effects, it could be also used passive mechanisms without extra cost or 
hardware in order the specific characteristics of the motion of the jammer such as its speed to 
be identified. The speed of the jammer combined with other cross-layer metrics could be 
used as a jamming indicator in the area.
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Chapter 3

A completely passive scheme for 
jammer’s relative speed estimation

VANETs aim at enhancing road safety and providing a comfortable driving environment 
by delivering early warning and infotainment messages to the drivers. Jamming attacks, 
however, pose a significant threat to their performance. Additional hardware embedded in the 
vehicle such as MIMO has been shown to be suitable for improving robustness in RF jamming 
threats. These techniques are also very expensive. In this chapter, we propose a novel RSEA 
of a moving vehicle that approaches a transmitter-receiver pair that interferes with their RF 
communication by conducting a DoS attack. Our scheme is completely passive and uses a 
pilot-based received signal without hardware or computational cost for the jamming signal 
estimation from which the relative speed of the jammer can also be estimated.

3.1 Introduction

Autonomous vehicles, capable of navigating in unpredictable real-world environments 
with little human feedback are a reality today [47]. Specifically, the CAVs that use the wireless 
V2V communication has become essential for the operation of a modern autonomous vehicle 
[48]. Wireless communications, however are vulnerable to a wide range of attacks [49, 50]. 
An RF jamming attack consists of radio signals maliciously emitted to disrupt legitimate 
communications. Jamming attacks are a big threat to any type of wireless network. With the 
rise in safety-critical vehicular wireless applications, this is likely to become a constraining 
issue for their deployment in the future. The jamming attacks is a form of DoS attacks, which 
are targeting the availability of network services. Of special interest are the mobile jammers,
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which impose an added strain on VANETs. The accurate prediction of the behavior of the 
jammer such as its speed becomes critical for providing a swift reaction to an attack.

In this work, we propose a novel metric that captures the relative speed between the 
Jammer (Jx) and the Receiver (Rx). We also propose the RSEA that is a completely passive 
estimation method that uses pilot-based received signals at the receiver to, firstly, estimate the 
channel between the transmitter - receiver and jammer - receiver and, secondly the jamming 
signal and thirdly, to estimate the relative speed between the jammer - receiver using the RF 
Doppler shift properly. This is the first work in the literature, according to our knowledge, 
that proposes an algorithm for speed estimation of malicious RF jammers.

Problem Statement: In addition to RF jamming, wireless communication between a 
transmitter (Tx) and a receiver can be impaired by unintentional interference and MAC 
protocol collisions. Jammers can exhibit arbitrary behavior in order to disrupt and thwart 
communication with a form of DoS attack [51]. In the general case, RF jamming reduces the 
receiver Signal-to-Interference-Noise Ratio (SINR), a problem that can be addressed with 
classic communication algorithms. However, in several applications it is critical to detect 
accurately the presence of a jammer, i.e. the precise reason behind the reduction in SINR, the 
Packet Delivery Ratio (PDR), and more importantly, the nature of the attack. Consequently, it 
is difficult to determine whether the reason for the SINR reduction is an intentional jamming 
attack or unintentional interference. The challenge in detecting an RF jamming attack is that 
the information that is available for the jammer is typically minimal and it can be derived 
from the useful signal possibly mixed with other types of arbitrary interference in the area. 
By estimating the relative speed between a legitimate vehicle and a jammer, we can conclude 
if a high interference scenario has been provoked intentionally with the form of a DoS attack 
by an attacker that approaches the victim or has been provoked unintentionally by an area 
with significant RF interference. Specifically, depending on the value of the relative velocity 
we can conclude if the jammer is moving with the same speed with the receiver or not. Of 
particular interest is the higher level behavior of a jammer, like its motion/movement relative 
to the T x  - Rx pair.

Our solution: Using the jamming signal at the receiver we estimate the relative speed 
metric (Δυ) that is based on the difference or sum between the velocities of the jammer and 
the receiver. This passively estimated metric also includes information regarding the Angle 
of Projection (AOP) which is based on Angle of Departure (AOD) of the jammed signal. Our 
scheme uses only the signal at the receiver under the presence of a jammer to characterize the 
behavior/motion of the jammer (if the Jx is approaching or moving away from the Rx) using 
the RF Doppler shift. We also adopt a pilot-based method for the channel estimation between
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Figure 3.1 The Network Topology in which the orange vehicle is the jammer that approaches 
the Tx — Rx pair from a AOP (θ ) angle. This figure also includes the multipath fading effects 
by a static object

Tx - Rx since it is suitable for fast varying channels, like VANETs, because the channel is 
directly estimated by training symbols or the pilot tone that are known a priori to the receiver.

The contributions of the chapter are three-fold:

• A completely passive pilot-based scheme is proposed that is based on RF communica
tion between Tx — Rx being interfered by a jammer in the area. However, we do not 
apply the proposed RSEA for estimating only speed of the Tx [52]. We try from this 
point-to-point communication to gather as much information as possible regarding 
jam m er’s behavior, such as all the combined multipath channels among Tx,Rx, Jx, 
jammer’s relative speed value and the jamming signal.

• In addition, the proposed relative speed metric uses novel physical location features, 
because it includes the AOP of the jammer.

• The effective usage of the estimated relative speed for a future jamming detection 
algorithm is outlined.

It has to be highlighted that the proposed RSEA can also be applied to any form of 
jamming signal.

The rest of this chapter is organized as follows: Section 3.2 presents the related work, 
whilst Section 3.3 analyzes the network topology, the system model analysis and the wireless 
channel model. Section 3.4 presents the location aware relative speed metric and Section 3.5
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34 A completely passive scheme for jammer’s relative speed estimation

analytically describes the proposed RSEA. Section 3.6 presents the experimental evaluation 
of the proposed RSEA and provides comparison between different scenarios. Last, Section 
3.7 concludes our work and gives some directions for future work.

3.2 Related Work

RF Jamming: RF jamming has been extensively studied in the context of classical 
802.11 networks without accounting for the particularities of car-to-car communications. 
Besides the differences in PHY design of 802.11p compared to other 802.11 amendments, the 
propagation conditions of VANETs are fundamentally different due to the highly dispersive 
and rapidly changing vehicular environment. A lot of different jamming attacks have been 
studied in VANETs [53]. The two most important categories of jamming attacks are the 
constant jamming and the reactive jamming.

A different category of attacks are the pilot-based attacks against OFDM and OFDMA 
signals [54]. These attacks seek to manipulate information used by the equalization algorithm 
to cause errors to a significant number of symbols. However, we do not evaluate this type of 
attacks because the point of interest of this chapter is the DoS attacks that are targeting the 
availability and no the integrity of packets. In order to be robust against pilot tone jamming 
attacks, OFDM and OFDMA systems must randomize their subcarrier locations and values. 
For the mitigation of this type of RF jamming attacks, optimal power allocation with user 
scheduling techniques are proposed [55], utilizing also the technique of Uncoordinated 
Frequency Hopping (UFH) [56]. UFH implies the communication between transmitter and 
receiver through a randomly chosen frequency channel unknown for both agents. In [57] 
authors highlight the secrecy level of wireless networks under UFH, showing the harmful 
security effect of broadband eavesdropper adversaries capable of overhearing in multiple 
frequencies. In order to stop such eavesdroppers, authors propose the use of broadband 
friendly jammers that cause interference on eavesdroppers. The information about the 
location and speed of friendly jammers are crucial for the above UFH schemes.

The effects of RF jamming can be alleviated using cooperative relaying schemes to where 
the vehicles outside of the jamming area serve as relays to help forward the received control 
channel signal to the victim vehicles through another jamming-free service channel [58]. 
However, the jamming scenarios that are used in this paper are limited since the location of 
the jammer is assumed to be known in advance (either being an RSU or a moving node). The 
anti-jamming V2V communication in CAV networks through power selection in conjunction 
with channel selection is analyzed in [59]. However, the mobility of vehicles and the vehicle 
speeds are not considered in the channel model and the complicity of the proposed method
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is questionable too. By analyzing these articles we can conclude that the jammer’s speed 
is a crucial metric for all the techniques that try to address the jamming problem in RF 
communications in VANETs.

Localization: A lot of work has covered matters of localization, which is a fundamental 
challenge for any wireless network of nodes, in particular, when nodes are mobile. In [60] 
the relative Positions and Velocities (PVs) are estimated up to a rotation and translation 
of an anchor-less mobile network without the usage of Doppler shifts, given two-way 
communication capability between all the nodes. However, this approach requires the 
existence of a cluster of nodes with predefined initial locations. In [61], authors propose 
a dual-level travel speed calculation model, which is established under different levels of 
sample sizes. Wireless Sensor Networks (WSNs) are widely used to maintain the location 
information and rely on the tracking service only when their location changes. The problem 
of tracking cooperative mobile nodes in wireless sensor networks is addressed with the 
calculation of Doppler shifts of the transmitting signal in combination with a Kalman filter 
and a joint estimation of the speed of a vehicle and its distance to a Road Side Unit (RSU) 
for narrow-band OFDM communication systems [62], [63]. The vehicle speed in the above 
methods is calculated using a kinematics model based on the estimated distance and Angle 
of Arrival (AOA) values. The localization of a smart jammer, that is trying to hide his precise 
location, has proved to be a difficult issue for the majority of the aforementioned works, since 
position verification models are susceptible to statistical errors. The survey paper [64] notes 
the need for applying data fusion at the PHY layer of the 802.11p protocol of WAVE signals 
with upper layers for a vehicle positioning, a method that can be enhanced by estimating the 
relative speed of the jammer.

Speed Estimation: Another group of papers propose speed estimation systems that alert 
drivers about driving conditions and help them avoid joining traffic jams using multi-class 
classifiers. ReVISE in [65] proposes a multi-class Support-Vector Machine (SVM) approach 
that uses features from the RF signal. The proposed experimental testbed must be established 
in a specific part of the road and is completed by two stable access points and two monitor 
points. However, it is doubtful whether it can be applied to a scenario with more than one 
vehicles in the specific area such as the scenario we are considering. Using a similar method, 
MUSIC [6 6 ] is a subspace based AOA estimation algorithm that exploits the eigen-structure 
of the covariance matrix of the received signals on a multi-signal classifier using a Uniform 
Circular Array (UCA) antenna as extra hardware [62].

All state-of-the-art recent papers from 2014 onwards for speed estimation, along with the 
proposed technique in this chapter, are summarized and compared under specific conditions 
in Table 3.1. These articles fall into some specific categories. The great majority of the
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Table 3.1 State-of-the-art speed estimation methods limitations

Categories [60] [62] [69] [74] [70] [72] [73] [71] [RSEA]
RSU, Static Sensors & Cameras λ λ λ λ λ λ λ

Extra Sensors on Vehicles (UCA) λ
Limitations (Speed limit) λ λ λ

Training Data λ λ λ

works have used covariance-based speed estimators [67], [6 8 ]. Some of them do not take 
into account the shadowing effect of VANETs, others need initially sampling of the SNR 
links for a training procedure and last some need perfect knowledge about the directivity of 
transmitted waves in order to estimate the receiver’s speed improving handover algorithms 
between transmitter and receiver under a typical micro-cellular systems [62],[69]. However, 
this type of network is assumed to be relatively stable in contrast to a VANET where the V2V 
channel yields more rapid and more severe fading than cellular networks. All the remaining 
state-of-the-art papers for speed estimation use extra hardware infrastructure, WSNs or RSUs 
for traffic recording and therefore for position or speed verification, while some other papers 
use video-based speed estimation techniques using single camera [60], [70], [71], [72], [73] . 
Moreover, the speed estimation approaches that use RSUs are not applicable for estimating 
the speed of a jammer as indication of jamming in the area because a smart jammer may 
change its travel behavior (i.e. speed, direction) in order to look like a legitimate vehicle and 
remain undetected.

Concluding, it is obvious that the proposed RSEA method is the only in the state-of-the 
art literature that estimates the relative speed of a jammer with a completely passive scheme 
that is based on RF communication between Tx-Rx with the interference of a jammer in the 
area, without extra cost for adding sensors or hardware. Moreover, the proposed method 
is the only in the literature that combines the physical orientation of the vehicles in the 
considering jamming scenario. Specifically, there has been no prior work that combines a 
feature of the physical location, except of the AOA at the receiver, such as the AOP of the Jx 
with its speed, in order to estimate relative speeds of two moving vehicles (jammer - receiver) 
during a jamming attack. Last, the proposed method is the only that does not susceptible 
to high Doppler shift or relative speed values that are observed in V2V communication. It 
may be noted that later in this section the proposed RSEA will be evaluated on a wide range 
of jammer speed values. The proposed system is dynamic and can be applied to any road 
topology for the jammer’s speed estimation.
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3.3 System-Model & Preliminaries

3.3.1 Network Topology

We consider unicast V2V communication between transmitter and the receiver and a 
point-to-point V2V communication between a single jammer and the receiver. This simple 
scenario in a rural area is used for the initial verification of our system. In this area, a static 
obstacle already exists that impacts the communication between Tx — Rx and Jx — Rx.

The jammer transmits wireless packets/signals that may form a reactive jamming signal. 
We assume that the Tx — Rx pair of vehicles in our model moves with a constant speed 
for a period of time. This approach allows the modeling of platoons of vehicles that are 
formed by maintaining a constant distance with each other [75]. We assume that the jammer 
moves with a constantly increasing speed with the ultimate goal to approach the receiver 
and intervene in the effective communication zone of the Tx — Rx pair. As it can be seen 
in the network topology of Fig.3.1, the distances between Jx — Rx in the y axis dy(Jx—Rx) 
and in the x axis dxjJx—Rx) together with the actual distance between Jx — Rx d( Jx—Rx), which 
is the hypotenuse of the rectangular triangle that is formed. The motion of the vehicles in 
Fig.3.1 is characterized by the speed vectors (URx, UJx, UTx). Only URx,UTx have the same 
direction, which is the direction of the x axis. The jammer approaches the Tx — Rx with an 
AOP (θ ). So, the speed vector of the jammer is projected in the axis of the motion of vector 
URx with an AOP (θ ) Fig.3.2a. In this figure we also notice that the AOP (θ ) is not equal to 
zero. Moreover, the angle that is formed between the speed vector of the jammer UJx, and the 
wireless signal that travels between the Jx and the Rx, is called the Angle of Departure (AOD) 
and is denoted as φ in Fig.3.2. In Fig.3.2a the Line of Sight (LOS) component between Jx - 
Rx has a AOD (φ) equal to zero, while the Non Line of Sight (NLOS) component between 
Jx - Rx has a AOD (φ), which is different to zero in Fig.3.2b.

3.3.2 System Overview

In our system model, K  known pilot symbols that compose the symbol vector xpilot = 
[xpilot(1)...xpil0t(K)]T = [1... 1]T are being sent over consecutive K time instants from the 
transmitter to the receiver. At the same time, the jammer simultaneously transmits over 
consecutive K  time instants K  jamming symbols to the receiver that compose the symbol vec
tor s = [s1...sK]T. So we consider the received vector at the receiver y =  [y(1)y(2)...y(K)]T, 
which consists of the combined symbols that the Rx receives from the transmitter and the 
jammer at K consecutive time instants. Therefore, for every time instant n E (0, K] the 
receiver signal y(n) is the summation of the pilot symbol sent by the transmitter xpilot (n)
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and the symbol sent by the jammer sn. Using pilots, the LOS channel and the N — 1 NLOS 
channels between Jx — Rx are estimated by the receiver. The receiver can also define the 
specific value of parameter N , which is the total numner of multipath rays. The wireless 
channel is assumed to be constant for the duration of the transmission of the K  pilot symbols 
from Tx to Rx.

3.3.3 Attacker Model

The jammer is designed to start transmitting upon sensing an ongoing transmission 
between transmitter and receiver as described in Section 1.4. So, the symbol vector s that 
reaches at the Rx from the Jx after K time instants has the same length as the pilot symbol 
vector that reaches the Rx from the Tx after K  time instants, provided that the jammer 
transmits only when senses a transmission from the transmitter. Each one of the K  scalar 
values depends on the used power by the jammer. The jammer continuously transmits with the 
same transmission power, with the purpose of overloading the wireless medium representing, 
thus a DoS attack [76]. This work assumes that when the jammer continuously transmits 
the same jamming symbol to the receiver forming a simplified jamming signal of the form 
s = [f...f  ]T with length K  and f  a random unknown value to the receiver. Furthermore, the 
proposed RSEA can operate with a different form of jamming signal. This is possible when 
the Tx sends more pilot symbols to the Rx than the sum of the different unknown jamming 
symbols being sent by the jammer.

Recall that the main goal of this chapter is to show how we can estimate the speed of 
an non-cooperative attacker that can eventually be used as extra useful information for the 
design of a RF jamming detection scheme [77].

3.3.4 Channel Model

Multipath is the propagation phenomenon that results in radio signals reaching the 
receiving antenna by two or more paths. The multipath scenario illustrated in Fig.3.1 includes 
a static obstacle in order for the multipath effects to be considered in the communication 
between Tx - Rx and Jx - Rx. So, it exists the LOS component of the wireless signal being 
sent by the Jx, Tx and also the NLOS component. In the NLOS component the AOP (θ ) is 
not equal to zero and the AOD (φ) between the speed vector of the jammer and the NLOS 
ray is also not equal to zero (see Fig.3.2b). The phenomenons of reflection, diffraction and 
scattering due to the multipath give rise to additional radio propagation paths beyond the 
direct optical LOS path between the radio transmitter and receiver.
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In our work, we adopt the Rician fading model, which is a channel model that includes 
path loss and also Rayleigh fading [78]. When a signal is transmitted the channel adds Rician 
fading. The Rician fading model is particularly appropriate when there is a direct propagating 
LOS component in addition to the faded component arising from multipath propagation.

The Rician channel at time instant t is defined with the help of multiple NLOS paths, 
which is similar to the Rayleigh fading channel but with the addition of a strong dominant 
LOS component. Parameter q defines the channel between Tx — Rx with q = 1 and the 
channel between Jx — Rx with q =  2. We define a complex Gaussian random variable ζο that 
is uniform over the range [0,2π] and is fully specified by the variance σ 2. The Rician fading 
channel can be defined with the help of this random variable as:

hq[t] -j-^_-σ(1βί(2π/λ)(fc+fd,maxcoŝ q)tδ (t — τq) +  ζ° (3.1)

In the above equation, f c is the carrier frequency, f d,max is the maximum Doppler shift, φq 
the incidence AOD between the vector of speed UJx with the vector of the jamming signal, 
^  =  d /c  is the excess delay time for the LOS ray that travels between the two communicating 
nodes in channel hq, d corresponds to the distance between the two communicating nodes 
and t is the current time instant. The first term corresponds to the specular LOS path arrival 
and the second, to the aggregate of the large number of reflected and the scattered paths. 
Parameter k is the ratio of the energy in the specular path to the energy in the scattered paths; 

the larger k is, the more deterministic the channel is [79]. Finally, (yq =  \J~k+\ σ^) in (3.1) is 
the amplitude associated with the LOS path, which is known at the receiver. Rician channel 
model is often a better model of representing fading compared to the Rayleigh model.

The channel response y after K  consecutive symbols sent by the jammer and the transmit
ter is: N—1

y =  Σ  (h1[1 ]xpiiot[N — l] + h2[/MN — l])+  w (3.2)
1=0

In above equation, the y is a K x 1 column vector. Moreover, xpilot is the symbol vector that 
the Rx receives from the Tx after K  consecutive time instants and s is the symbol vector that 
the Rx receives from the Jx after K  consecutive time instants again. The symbol vectors 
(xpilot [N — l],s[N — l]) have the same values, as defined above, for the l different paths of the 
respective channels, where Vl e  (0, N — 1]. The w represents the additive white Gaussian 
noise (AWGN) with zero mean. We assume, also, that the jammer and the transmitter send 
at very close time instants their symbols at the receiver, so that h1, h2 channels can remain 
stable for sending K symbols. Moreover, N  is the overall multipath rays in the area. For 
the estimation of this parameter, we use the GEMV simulator [80]. We must note that the
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u_Rx

■ jC r> , Projection of u_Jxon
- i  The vector (v)=u_Jx*cos^)

Tx

(a) LOS ray of Jx-Rx communication with φ = 0, (b) NLOS ray of Jx-Rx communication with φ = 0, 
θ = 0 θ = 0

Figure 3.2 Illustration of projections of velocities uJx on the vector v. Two-dimensional 
scheme

wireless RF communication of the Tx - Rx pair and the Jx - Rx pair is taking place in a 
specific frequency band, according to the existing standard for automotive systems[81].

3.3.5 Transmission in the MAC/PHY Layer

We assume sigle carrier communication at the PHY. The 802.11p MAC also provides 
prioritized EDCA, and can support applications by providing different levels of Quality-of- 
Service (QoS). In our model, only the CCH channels using the 802.11p MAC/EDCA with 
the highest priority are used for the pilots transmission. The pilot beacons from the Tx to the 
Rx are transmitted with high probability of successful delivery, increasing the accuracy of 
the proposed RSEA at the same time. Any type of collisions at the wireless channel resulting 
from competing traffic is addressed by the MAC/EDCA backoff mechanism for distances 
smaller than the maximum Carrier Sensing (CS) range of 1000m which is supported by the 
WAVE protocol. So we assume that our speed estimation algorithm has a correct reaction 
and for high interference situations from other vehicles.

3.4 Location Aware Relative Speed Metric

One of the main novel ideas of this work, is that we take into account the physical 
location of the Jx, Rx nodes and the direction of their motion when calculating the relative 
speed metric. In the general case, the Rx does not move in the same direction as the Jx (see
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Fig.3.1). For this case, Δυ includes the AOP (angle θ ) of the Jx between Jx and Rx. The 
geometry-aware metric takes into account the distance d y jx-Rx) and the distance dx(Jx—Rx). 
So a rectangular triangle is formed by the sides dx(Jx—Rx), d(Rx_Jx), dyyx-Rxy As it can be 
seen from Fig.3.1, the distance d(Jx—Rx) is the hypotenuse of the rectangular triangle, which 
means that cos (θ ) =  dx(Jx—Rx)/d(Jx—Rx). So, the speed of the Jx (Source) with respect to 
the Rx speed, while the Jx and the Rx are moving in the same direction, is the relative 
speed between the two vehicles moving towards each other and is equal to the sum of their 
individual speed vectors SUiine = UJx +  URx. Moreover, v =  is the unit length vector 
pointing from the Jx to the Tx. The relative speed of the Jx and the Rx can be defined as the 
following dot product:

Δυ =  VMline (3.3)

To represent all the speed vectors of Fig.3.1 in two dimensions (x,y), we project the 
vector UJx on the unit length vector v. The direction of v is the x axis (see Fig.3.2). The 
projected vector is UJxcos (θ ). On the other hand, URx is already a vector in the direction of 
the x axis (see Fig.3.2), which has the same direction as the projection of UJx. This allows 
the calculation of the relative speed between Jx — Rx using the two vectors ( UJxcos (θ ), URx) 
that have the same direction with the vector v.

In (3.3), if we use the projection vector UJxcos (θ ) and the URx vector, we get the final 
version of our metric, which is:

Δυ =  1 uJx(dx(Jx—Rx)/d (Jx—Rx)) +  uRx! =  1 uJxcos (θ ) +  uRx1 (3.4)

This is the Δυ metric in the direction of v. The addition is justified by the fact that the 
vectors UJxcos (θ ), URx have the same direction. In the above equation, UJx, URx are the speed 
vectors of the Jx and the Rx, respectively. According to our model, if the Jx approaches the 
receiver, cos (θ ) increases. As the URx remains constant and the UJx is constantly increasing, 
(3.4) is an increasing function and its maximum value indicates a nearby jamming attack.

As Δυ increases, the jammer approaches the receiver and when Δυ decreases, the jammer 
is moving away from the Tx and the Rx. If the Jx and the Rx are located on the same road, 
the vectors UJx, URx have the same orientation, then our metric is the sum or the difference 
between Jx — Rx speed vectors ( UJx ±  URx) depending on the direction of Jx — Rx vehicles 
move. So the form of the above defined metric is:

Δυ =  |Ujx cos (θ) ±  Urx| (3.5)
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It is crucial to point out that the above metric is the actual value of the relative speed that will 
be used in the subsequent sections to model the Doppler shift between the jammer and the 
receiver.

3.5 Proposed Estimation Scheme

3.5.1 Estimation of the Combined Pilot/Jamming Signal

The channel between two nodes with jamming is captured in (3.2). For the proposed 
RSEA a pilot-based method for channel estimation is used. So, the signals that Rx receives 
from the Tx and the jammer interfere additively. In (3.2), if we differentiate the one LOS 
component from the other N  — 1 NLOS components, we have:

?los =  hLOSXpilot[N] +  hLOSs[N] (3.6)

Where, the channel values h^05 =  h 1 [0], h^05 [2] =  h2 [0] and the symbol vectors xpilot[N], s[N] 
represent the unique LOS component of the total N multipath values. If the NLOS multipath 
components are added:

N -1
y = ?los +  Σ  (h1 [l]Xpilot[N —l] +  h2[t]s[N — l] )+  w 

1=1
(3.7)

In (3.7), the received vector y is the convolution between h 1 and the pilot symbol vector 
Xpilot and the convolution between h2 and the jamming symbol vector s. Moreover, the K x  1 

column received vector y for the K received values for every time instant during which the 
receiver collects every pilot that is sent from the transmitter is:

(3.8)

To estimate the channel between Tx - Rx (h1), the channel between Jx - Rx (h2) and the 
jamming symbol vector s, the best we can do is to estimate the combined vector parameter:

' rLos[1]+  EN=1! (hx[l]+ h2 [l]sx[N — l]) ' w1

y = +
. tlos [K] +  ENZi1 (hx [l]+  h2 [l] sk [N — l]) _ . wK

z =
LN=g1 (h1 [l ] xpilot [N —1] +  h2 [l]s1 [N — l])

LN=o1 (h1 [l ]xpilot[N —1]+ h2 [l]sK [N — l])

(3.9)

Vector z has the above form for the short time that is required by the receiver to collect 
all the K symbols of the pilot vector. Recall that for a short time duration, the wireless
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channel is assumed constant. So for all the K  values of vector z in (3.9), the parameters 
h1 [l ], h2[l ], xpilot[N — l ] remain constant and only the jamming symbols may change depending 
on the form of the jamming symbol vector sent by the jammer. We use a Minimum Mean 
Square Error (MMSE) estimator [82], which finds a better estimate from Least Squares (LS), 
in order the K values of z to be estimated:

z (XpilotCw xpilot) xpilotCw y (3.10)

Cw is the covariance matrix of the noise vector w. Vector z in (3.10) has K components 
each having N  unknown multipath channel components. So, both the h 1, h2 channels can be 
estimated and also the K values of the jamming signal s can be estimated too.

If the simplified jamming signal is used1, in which the jammer continuously sends the 
same jamming symbol, which is unknown to the Rx, we have 2N unknown values for the two 
channels h1, h2 with K  equations in (3.9) and one unknown value for the jamming symbol f . 
So if the condition K > 2N +  1 is valid, we can see that each one of the channel values h1, h2 

out of N  multipath values can be estimated with the elimination method for the solution 
of the linear system with K  equations and 2N unknown values in (3.9). The values of the 
wireless channels h1 , h2 remain constant for each value of vector z . Moreover, the above 
linear system can also be solved with a completely irregular form of jamming signal provided 
that the length of the pilot symbol vector xpilot being sent from the T x to the Rx is larger 
than the sum of the number of the unknown jamming symbols with the value of parameter2 

2N. We only utilize the LOS component of the vector z for the estimation of the relative 
speed metric using Doppler shift. So, the useful part from vector z that we need for the

■ hLOS +  h f Ssx '
relative speed estimation through the Doppler shift is rLOS =  ( ). If we

_ hLOS +  hLOSsK _
only want to estimate the hI(OS, hLj OS values of vector rLOS without the multipath values, the 
above conditions for the solution of the linear system in (3.8) can be simplified to K > 3 for 
the simplified jamming signal form.

1 s  =[f ...f]T
2which is the double number of overall multipath rays in the area for the estimation of both h 1, h2 channels
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3.5.2 Proposed Algorithm

Algorithm 1 Relative Speed Estimation Algorithm (RSEA)
N  % It is specified by the Tx for the specific area using the GEMV propagation model. 
for Every time step (tRSEA) A pilot signal with K = 2N +  2 symbols being sent from Txto Rx
do

N  % It is re-specified by the Tx for the specific area using the GEMV propagation 
model.
z ^  MMSE(y, Cw!)

hfOS +  h f Ssx '
... ) %LOS components

h \OS + h2OSsK _

if ((K > 2N +  1))) % and s has the simplified jamming signal form  then

) % The rLOS and z values can be estimated.

rLOS ^  (

- hLOS +  hEOSs '

rLOS ^  (
_ hLOS +  hLOSs _

rLOs[1] -  h \OS = (a1 +  b 1 j)
end
Am estimation % estimated relative speed value from (3.8)

end

The proposed RSEA is presented in Algorithm 1. First, the Tx specifies the number 
of multipath rays N  in the area that the GEMV propagation model is used, as explained in 
subsection 3.3.4. Then, the RSEA is used for every time step with the transmission of a 
pilot that consists of K = 2N +  2 symbols. In line 4 of the algorithm the combined channel 
between the Tx and the Rx, with the intervention of the Jx, is estimated from the vector y 
using a MMSE estimator. Depending on the jamming signal, the inequality that must be valid 
for the RSEA system to be resolvable for all the N  multipath values is different. In the final 
line of the RSEA, the relative speed value is estimated. A component rLOS [1] of the estimated 
vector of the combined LOS channels rLOS3 can be combined with the ray-optical baseband 
complex-number (a1 +  b 1 j ) s 1, which is the jamming signal that the Rx finally receives from 
the Jx. Specifically, the subtraction of the channel h \OS component from the rLOS [1] value 
can be set equal to the ray-optical baseband complex-number (a1 +  b1 j ) s 1. The complex 
number (a1 +  b1 j ) s 1 characterizes the baseband form of the narrowband wireless channel. 
This narrowband wireless channel is a function of the relative speed Am between the jammer 
and receiver and the Doppler shift between the two moving objects. 3

3Each one o f  the K  com ponents o f  rLOS has the sam e com bined channel values
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3.5.3 Channel Model with Doppler Shift

In this subsection, we describe in more detail the wireless LOS combined channel model 
h \OS +  h^0  between Tx - Rx and Jx - Rx. The proposed relative speed value Δυ can be 
estimated using only the LOS combined channel models. The tracked LOS components also 
show fading characteristics, likely due to the ground reflection which cannot be resolved 
from the true LOS. For this reason, we choose the same model for the LOS component as for 
the discrete components. Small scale fading characteristics do not affect significantly the 
communication between Tx and Rx, as compared to NLOS conditions, and therefore the Δυ 
estimation procedure. So central to this chapter, is the introduction of the proposed metric 
Δυ in the channel model of (3.1), taking into account the pathloss value at the receiver. This 
pathloss value only depends on the distance between the communicating nodes and usually 
gets small values for a narrowband wireless channel. Let us consider the channel model such 
as defined by the Rx for a ray transmitted between two nodes as [83]:

Σ  hL0S(t, Tq) = £  YqPoqej(2π/λ)(fc+fd'm
q=1 q=1

x c OS ^ ^ ^ δ (t Tq) (3.11)

In the above equation, q defines the channel between Tx — Rx with q =  1 and the channel 
between Jx — Rx with q =  2, yq is the amplitude associated with the LOS path and poq 
represents the free space propagation loss [84], λ  is the wavelength, f c the carrier frequency, 
f d,max is the maximum Doppler shift that depends on the Δυ metric such as in (3.3), φq is 
the incidence AOD between the vector of speed uJx and the vector of the jamming signal, 
(Tq = d/c) is the excess delay time that the ray travels between the two nodes, and t is the 
current time instant. We assume the LOS case for the communication between the jammer 
and the receiver, as can be seen in Fig.3.2a. The LOS ray between the Jx and the Rx has the 
same direction with the speed vector of the jammer. As a consequence the AOD is equal to 
zero (cos φq = 1, in (3.11)). The observed frequency at the receiver is f  = f c(1 +  Δu cos φ ^, 
which depends on the relative speed Δυ of the two vehicles (jammer, receiver) that we defined 
in the previous subsection. The baseband channel model for a ray transmitted between two 
nodes with the intervention of a jammer therefore becomes:

Σ  h f S (t , Tq) = Σ yqPOqei{2’ /λ > M ' + ̂  “  Φ>]’> δ (t — Tq) (3.12)
_ =1 q=1

We can see that the Doppler shift Δ f  Hz that is observed in the Rx can be equal with [85]:

Δ f  =
Δufc cos φq

(3.13)
c
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46 A completely passive scheme for jammer’s relative speed estimation

And the maximum Doppler shift is:

fd,max =   (3.14)c

Now, let xq be the time that is required for a signal to travel the distance d. Then, we can 
re-write hLOS from (3.12) as:

h f S (t , Τ2) =  Y2 p o i e ^ ' 1 '■«>+ΐ 1)d δ (t — (d )) (3.15)

In the above equation, we use a f c =  5 ,9Ghz, which is the band dedicated to V2V 
communication. The channel h1̂ s (t, τ2) is also the channel of a baseband signal in (3.15) 
and if (Δυ >> 1) has the form:

h1OS(t, Ti) = 72Ρ02βί(2π' λ )(fc ^ )c δ (t -  (d )) (3.16)

To get our final signal model, we replace the path-loss parameter po2 with equation:

P02 =  Go,p( dde f )np (3.17)

Where, G0 ,p is the received power at a reference distance dref , which is a standard value at 
about 100m, np is the path-loss exponent, which is equal to 2 for the pure LOS links and d 
is the distance that the transmitted ray travels between the two communicating nodes. So, 
po2 only depends on the distance d that the ray travels. We denote At =  tRSfA — tRSfA as the 
time interval between the current time instant and the preceding one, in which the RSEA 
is reapplied (tRŜ A). Furthermore, if h^OS(t, τ2) represents the channel between the Rx - Jx 
pair, the distance between the two nodes after the time interval At is d =  AuAt, when the 
jammer approaches the receiver. Substituting (3.17) into (3.16), h^OS can be rewritten as:

d2 d
h2OS(t, τ2) =  72G0,p( Δ *  2 )δ (t — (c  ))(cOS (ω2) +  j  sin (ω2)) (3.18)

where, ω2 =  ( 2 π / λ )(f c )τ2. In the above equation, the only unknown parameter is Au at 
time t.

For the LOS channel between Tx — Rx, we know that the receiver moves with the same 
speed as the transmitter, such as a platoon of vehicles with two members. The above means 
that the Doppler phenomenon is non-existent. Following (3.16) for the formulation of the 
channel hL° S without the existence of Doppler phenomenon, we can see that this channel 
only depends on the path-loss component and the complex amplitude associated with the
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LOS path. The path-loss component p o 1 and the complex amplitude variable γ1 can be 
estimated by the receiver. So the h \OS can be represented by a complex number:

h fOS(t, τχ) =  71 po\6° = ατχ-Rx + brx-Rxj (3.19)

Reformulating the combined value of the LOS channels (hfOS,h^OS) in (3.12) by combin
ing equations (3.19), (3.18), we have:

2 d.2 —
Σ  h?OS(t,τ?0 =  71 Po1 +  72Go,p( 2) δ(t -  (c ))(cos(ω2) +  js in (®2)) (3.20)

3.5.4 Relative Speed Estimation

At this point we have an estimate of the baseband channel h^OS between Jx — Rx, which 
can be represented with a complex number. The final baseband signal that reaches at 
the receiver after the intervention of the jammer can be represented as (a1 +  b1 j)s. From 
Algorithm 3, we know that the jamming symbols of the symbol vector s is part of the vector 
rLOS. So, if from the estimated combined value fLOS we subtract the channel h \OS, which 
can be estimated by the receiver, the value (rLOS — h \OS =  h^OSs) can be set equal to the 
baseband received signal at the receiver:

rLos — hfOS =  (a1 +  b  j)s  (3.21)

From the above equation, as well reusing the (3.18) from the previous Section, the ray-optical 
baseband complex number (a1 +  b1 j)  can be set equal with:

—2 d
hLOSs =  (a1 +  b\ j)s = 72Go,p( )δ (t — (c  ))(cos fa)Re(s) +  j  sin (w2)Im(s)) (3.22)

The jamming signal s is estimated by the receiver from Algorithm 3. So the Re(s), Im(s) 
are known values to the receiver. From the above equation, we can calculate the desired 
parameters a 1, b1:

a1/ ( 72G0, p(dref8̂ U2—t 2 ^  )) = cos ((2π/λ )(fc γ  )τ2) (3.23)

b \ / ( T i G o , p (  refA|<(2- 2(c ) ;)) =  sin((2π / λ ) ( f c - U ))τ2) (3.24)
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Jx

Start of Effective 
Zone

Start of
Communication
Zone

Δt eff

Figure 3.3 Graphical Representation of the Δtef f  from the Tx — Rx pair between the Commu
nication Zone and Effective Zone of the Jx.

From (7.1),(7.3) and with the use of the Euler identity, we have:

cos((2*/A  )(fc ))τ2 ) 2 +  sin((2^/A  ) ( fc ̂  ))τ2 )2 =  1 (3.25)

In (3.25) there is only one unknown variable Δυ. So, we can calculate Δυ as:

Δυ
G2 , p y2 d},f S (t -  (d ) ) 2 

Δt4 (a2 + b\)
(3.26)

From the above equation, we can see that the estimated Δυ value depends only on the 
excess delay time τ2 =  d that is caused by the Doppler phenomenon and not on the actual 
value of Doppler shift.

3.6 Performance Evaluation

3.6.1 Evaluation Setup

Our evaluation scenario is conducted on the outskirts of the city of Aachen, representing 
a real-word environment; while assuming that this is a rural area. Our experimental setup 
considers unicast data transmissions in a network consisting of three nodes: a transmitter, 
a receiver and a jammer, and V2V broadcast communication for 10 interfering vehicles 
outside of the maximum CS range between the Tx and the Rx (distance more than 1000m). 
Two different moving RF jamming attacks scenarios are evaluated. Analyzing RF jamming 
scenario 1 3.6.2, the Tx - Rx pair (see Fig.3.1) travels with a constant speed of approximately
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50Km/h and with constant distance of approximately 20m, as a platoon of vehicles. The Jx 
is also moving on a side road with zero initial speed and accelerates to a maximum speed 
of 60Km/h in order to approach the Tx - Rx pair. In RF jam m ing scenario 2 3.6.3 the 
transmitter and the receiver travel with constant speed of approximately 48Km/h when the 
jammer approaches the crossroads, as illustrated in Fig.3.3, with accelerating speed and a 
maximum limit of 50km/h.

Our experiments are conducted using the simulation setup that is described in Chapter1.5 
using the simulation parameters presented in Table 3.2 such as: The initial distance between 
the jammer and the pair of Rx - Tx, dJx—Rx, the distance that separates the receiver from the 
transmitter throughout the course of the simulation dTx—Rx. The closest distance in which the 
jammer arrives relative to the Tx - Rx pair as well as the power of all the transmitted signals 
PTxj x. The time interval Δΐ after RSEA is reapplied. The specific value of the parameter N , 
which is the number of the multipath rays. Last, the standard reference distance dref  is used 
for the estimation of the LOS path loss component.

As illustrated in Fig.3.3, there is a time interval Atef f , in which the transmitter can 
effectively communicate with the receiver. It starts with the ’Start o f Communication Zone’ 
and ends with the ’Start o f the Effective Zone’ of the Jx. After the start of the effective zone 
of the Jx, the jammer is located at distances smaller than 30m away from the receiver and it 
can completely jam the communication between the Tx and the Rx by constructing a "Black 
hole”. All the evaluation parameters are summarized in Table 3.3.

During the performance evaluation we test our proposed RSEA with different SINR 
values for two real-life scenarios. When the jamming vehicle is approaching the Tx - Rx pair, 
the SINR is:

||h 1xpilot| | 2
Η Μ |2 + σ 2

(3.27)

The SINR level is measured by the receiver at the PHY layer and also incorporates 
the jamming level at the denominator. In the above equation, the noise power σ 2 is the 
noise power. Moreover, the Mean Absolute Error (MAE) between the real Δu value and the 
estimated is calculated for both scenarios. This is the difference between the actual relative 
speed metric Δu with the estimated relative speed metric Au.

MAE
A. A

— |Aui — Aui| 
ns

(3.28)

where i is an integer number that identified with the current time instant in which the real and 
the estimated Au variable have a specific value and ns = 10  is the number of measurements 
for the specific speed value. The MAE value gets its optimal zero value when the real Au
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50 A completely passive scheme for jammer’s relative speed estimation

Table 3.2 Simulation Parameters

Evaluation Parameters in Veins Simulator Values

dTx,Rx 2 0 m
[CW [min], CW [max] ] [3,7]

Vehicle’s Transmission Range 300m
Initial djx-Rx 300m

Maximum CS range of 802.11p protocol 1 0 0 0 m
Interfering vehicles outside of CS range Tx — Rx 10

dJx—Rx at "Black hole" 25m
PTxjx 100mW

Minimum sensitivity (Pth) -85dBm
fc 5.9GHz

Doppler shift for Au =  120km/h ±655.5 Hz
dref 1 0 0 m
At 2 s
N 4

is identified with the estimated. We assume this optimal value as a reference point for the 
MAE(%) calculations for the rest of the chapter.

3.6.2 Results of RF Jamming Scenario 1

In RF jamming scenario 1, we assume that the pair Tx - Rx moves with a high constant 
speed (50 Km/h) when the jammer accelerates with a higher maximum speed (60 Km/h), 
while transmitting a jamming signal with a simplified form to the receiver. The first figure 
of Fig.3.4a shows a comparison between the real Au and the estimated value. Specifically, 
by observing the start time of the steep slope of SINR in Fig.3.5b, we can conclude that 
it coincides with the start of the jamming attack, the 15.5 sec. The main reason for the 
sharp decrease of the SINR in our experiment is the jamming attack and not the interference 
from the entire environment. In that case the total received power at the Rx is also increased 
indicating the jamming attack. Moreover, in Fig.3.4a, after 15.5 sec, for which Au is above 20 
rad*m/s, the SINR in Fig.3.4b has also a steep slope. So, the effective zone of communication 
between Tx and Rx is approximately Atef f  = 15.5 secs, whilst after that it is corrupted for
13.5 secs. So, the "black-hole" in the communication range between the Tx and the Rx is 
during the time interval (15.5 secs- 29 secs). After 29 secs, we have the end of the attack. 
For this time interval (15.5 secs- 29 secs), the mean relative speed estimation error increases 
to 23% from the optimal MAE value (see Fig 3.6).
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(b) SINR(dB) vs Time(sec)

Figure 3.4 RF jamming scenario 1 results: RSEA with speed of Tx - Rx (50 Km/h) and Jx 
maximum speed (60 Km/h) and a simplified form of jamming signal

Table 3.3 Evaluation scenario parameters

Independent parameters RF jamming scenario 1 RF jamming scenario 2

Tx - Rx velocity 50 Km/h 48 Km/h
Jx velocity 60 Km/h 50 Km/h

Δ^ / / 15.5 sec 18 sec
"Black hole” of communication 13.5 sec 18 sec

Time of Δυ peak 23.4 sec 25 sec

In Fig.3.4a, we can see that Δυ reaches a maximum value, approximately 32.5 rad* m/s, 
at the time instant 23.4 sec. At this time, Jx is approaching the Tx - Rx pair in the main road, 
which is illustrated in Fig.3.3. The average MAE for the duration of RF jamming scenario 
1 is approximately 13% worse than the optimal value.

3.6.3 Results of RF Jamming Scenario 2

For the second evaluation scenario, we assume that the pair Tx - Rx travels with constant 
speed (48 Km/h), which is almost the same as the maximum speed of the jammer (50 Km/h) 
(see Fig.3.5). The jammer continuously transmits a random jamming symbol to the receiver. 
The start time of the jamming attack is at 18 secs during which the SINR appears to be 
decreasing from 5dB to zero while Δu starts to increase from 20 rad*m/s to the ’peak’ value 
of Δυ. The time that is needed for the Jx to approach the pair Tx - Rx is approximately 
tsief f  =  18 secs. After that time, the jamming attack clearly has perfect results for 18 secs; 
from the 18 secs of the simulation until 36 secs, after that SINR increases more than 5 dB.

If the Δυ slope is positive, the Jx approaches the Rx, whilst if it goes to zero, Jx is removed 
from the effective zone of communication between the Tx and the Rx. The ’black-hole’ in 
the communication between the Tx and the Rx is around the time interval (18 secs - 36 secs), 
during which the MAE value increases to approximately 18% from the optimal MAE value.
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Figure 3.5 RF Jammer Behavior 2: RSEA with speed of Tx - Rx (48 Km/h) and Jx maximum 
speed (50 Km/h) and simplified jamming signal form

In Fig.3.5, we can see that the average MAE for the complete duration of RF Jammer 
Behavior 2 is approximately 10% worse than the optimal value, as it is shown also in Fig.3.6

3.6.4 MAE comparison between RF Jamming Scenario 1 and RF Jam
ming Scenario 2

The overall comparison of the MAE results between RF jamming scenario 1 (Jammer 
1) and RF jamming scenario 2 (Jammer 2) is summarized in Table 3.4. Fig.3.6 shows 
that there is a quite small MAE, only 8 % greater from the optimal value for RF jamming 
scenario 1 and 6 % for RF jamming scenario 2 at the start and end of simulation. However, 
when the jammer approaches the receiver the MAE shows an increase of about 23% from 
the optimal value for RF jamming scenario 1 and 18% for RF jamming scenario 2 . The 
phenomenon of the larger MAE at the time of the jamming attack for RF jamming scenario 
1 compared to that of RF jamming scenario 2 is attributed to the fast varying nature of the 
Au metric, because it changes with a higher rate and thus, the channel between the Jx and the 
Rx changes frequently too, making it more difficult its accurately estimation. So, the longer 
the duration of the jamming attack lasts the better the MAE results of the proposed RSEA 
are.

Table 3.4 RF Jammer Behavior comparison results of MAE(%) increase from the optimal 
zero MAE reference point.

Time Intervals MAE (Jammer 1) MAE (Jammer 2)

"Black hole” of communication 23% 18%
Ateff 8 % 6 %

Overall Simulation Time 13% 1 0 %
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Figure 3.6 Instantaneous MAE comparison between RF jamming scenario 1 and RF jam 
ming scenario 2 with simplified jamming signal form

(a) Average MAE (%) vs "hidden" nodes (b) Average MAE (%) vs Range of jammer’s speed

Figure 3.7 Average MAE(%) increase from the optimal zero MAE reference point with 
different evaluation parameters: Different number of nodes for the contention window of the 
MAC backoff procedure for the wireless channel between Tx - Rx and different jam m er’s 
speed values.

In order to test our previous results under more generic scenarios, the average MAE is 
estimated for different jammer speed values and different number of "hidden" nodes that 
are located at the edge of the CS range of the Tx — Rx pair. Specifically we conducted 
several simulations, for a range of jammer speed values between [47,97]Km/h and number 
of "hidden" nodes between [0,50] nodes. For these parameters, the MAE value increases at 
approximately 20% from the reference zero MAE value with the maximum jammer speed 
value (see Fig.7.5b) and at approximately 19,2% from the same reference value with the 
maximum number of "hidden" nodes, which is 50 nodes (see Fig.7.5a). For values greater 
than 67km/h  regarding the speed metric and 30 "hidden" nodes, the MAE was increasing with 
a higher rate. For smaller values of these two "side- effect" values, the increase of MAE value 
is negligible. So these simulation results indicate that the backoff MAC/EDCA algorithm, 
using a safety-related high priority channel for the communication between Tx — Rx, does 
not affect considerably the performance of the speed estimation algorithm. The jam m er’s 
speed increase, also, affects but not significantly the proposed RSEA.
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3.7 Conclusions

In this chapter, we presented an algorithm for estimating the combined value Δυ of 
the relative speed between Rx and Jx in combination with the AOP of the Jx, during a 
jamming attack. A simplified jamming signal is sent to the receiver by the jammer, that 
contains an unknown symbol to the receiver K  times. The proposed relative speed metric 
can capture both the speed of the jammer and its direction relative to the Tx - Rx movement. 
By predicting the above value, we can understand jammer’s behavior, for which Rx does 
not have any information except for the combined signal that is received from Tx and the 
interference caused by the attacker. Our proposed RSEA uses the physical metric of Δυ from 
RF communication Tx — Rx in order to estimate the direction of the attacker. This metric 
is combined with the SINR value from the hardware (physical layer) in order for a real-life 
VANET scenario to be simulated. The MAE measured is being approximately only 10% 
worse compared to the optimal zero MAE value under different jamming attach scenarios. 
From the simulation results we can observe that when the jammer approaches the receiver 
the mean relative speed estimation error presents a significant increase due to the packet 
loss of the pilots sent by the Tx to Rx due to the presence of jammer. This results in the 
incorrectly estimation of the stochastic V2V channel between Jx and Rx, increasing also the 
corresponding MAE of the Δυ value

In city conditions, the traffic density is above a certain value. So the broadcasting of 
CAMs in VANETs leads to the overload of the shared wireless medium by an excessive 
number consecutive cars which move in the form of a platoon of vehicles. Therefore, 
contrary to seeing RF jamming or interference as a problem of an individual node, it could 
be addressed at the group level since the applications of platoons fall into this category. To 
be achieved this goal the transmitted data from multiple receivers could be jointly used for 
the purpose of estimating the jamming signal and eventually the speed of the jammer.
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Chapter 4

Cooperative Speed Estimation of RF 
Jammers

In a realistic vehicular network an RF jammer usually moves towards a group/platoon 
of moving wireless communicating nodes. The broadcasting nature of VANETs has as a 
consequence a group of nodes to receive an information signal from a master node, that they 
want to decode, while the RF jammer desires to disrupt this communication as it approaches 
them. For this reason, it is imperative that we extend the jammer speed estimation method 
presented in the previous chapter in a broadcasting environment. So, we propose a two-stage 
transmission scheme in which using this jamming signal estimate, the speed of the jammer is 
also estimated.

4.1 Introduction

Wireless communication has constraints in terms of power, bandwidth, reliability, and 
communication range. As the utility and usefulness of these networks increase every day, 
more and more malicious competitors appear and target these networks with different types 
of security attacks. RF jamming is one method that a malicious node can use to disrupt the 
transmission between the nodes of a wireless network [8 6 ], [87]. In this type of attack a 
signal is used to disrupt the communication via the broadcast medium, as most nodes use 
one single frequency band. In certain application domains where groups of wireless nodes 
must communicate reliably in broadcast mode, like drone swarms or platoons of autonomous 
vehicles. There are methods to defend against a jamming attack such as spread spectrum 
communication or increase of transmission power, but they typically incur a high cost (power, 
bandwidth, or complexity). Another way to defend against an RF jamming attack is for the

Institutional Repository - Library & Information Centre - University of Thessaly
23/05/2023 02:12:52 EEST - 13.56.182.168



56 Cooperative Speed Estimation of RF Jammers

whole group of nodes to move away from the jammer in a flying ad hoc networks (FANETs) 
enviroment [8 8 ], [89] or in a platoon that forms a wireless vehicular network [8 8 ]. But to 
do so the group of nodes, especially in a platoon of vehicles, must be able to estimate the 
behavior of the jammer [90]. Of particular interest is its speed relative to the platoon since it 
reveals whether the jammer is approaching or moving away. The focus of this chapter is to 
derive accurate estimates of the speed of the jammer in a group of wireless moving nodes.

Contrary to seeing RF jamming interference as a problem of an individual node, we 
propose to address it at the group level since the applications of interest fall into this category. 
Our first contribution is that we propose to use jointly the data from wireless receivers in 
platoon nodes for the purpose of estimating the jamming signal and eventually the speed of 
the jammer. To achieve our goal we design a transmission protocol for the platoon and an 
associated estimation algorithm. With our protocol in the first time slot the master node does 
not transmit any useful information so we obtain a clear observation of just the jamming 
signal and the receiver noise, while in the second time slot where the information signal is 
transmitted we observe an additive form the information signal, the jamming signal, and the 
noise. Under this protocol, we use the LMMSE to estimate both the information signal u 
and the jamming signal zi for every node i in the platoon. Our main result is a closed-form 
expression of the Mean Square Error (MSE) of the signal u and the jamming signal zi. The 
second contribution is a new algorithm that combines the jamming signal estimates received 
at the nodes of the platoon, so as to achieve an accurate estimate of the jammer speed.

The rest of the chapter is organised as follows: in Section 4.2 we present related work 
while in Section 4.3 we describe our system model and the assumptions. In Sections 4.4, 4.5, 
we present the proposed joint data, jamming signal, and speed estimation algorithms including 
all the analytical results. In Sections 4.6, 4.7 we present numerical and simulation results. 
Finally in Section 4.8 we conclude this chapter.

4.2 Related Work

Speed Estimation. Our literature survey indicates that active vehicle safety systems have 
not benefited sufficiently from the additional information received from a connected vehicle 
network so as to design more reliable vehicle speed estimation algorithms [6 8 ], [65], [91]. M. 
Pirani et al [92] introduce distributed algorithms for speed estimation where each vehicle can 
gather information from other vehicles in the network to be used for speed fault detection 
and reconstruction. This procedure is used as a bank of information for a single vehicle to 
diagnose and correct a possible fault in its own speed estimation/measurements. The same 
approach is also considered in [93] for a platoon of connected vehicles equipped with CACC.
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Jamming Detection. Several works cover the problem of distributed jamming detection 
(but not estimation) in MIMO systems. The majority of these works proposed jamming de
tection methods with a generalized likelihood ratio test (GLRT) in MIMO systems [94], [95]. 
The authors in [96] in order to secure the legitimate communication, proposed a jamming 
detection method in non-coherent Single Input-Multiple Output (SIMO) systems, in which 
channel statistics are not required. It was shown that the probability of detection initially 
grows with the number of receive antennas but converges quickly, while the channel statistics 
from the jammer to the receiver always influence the performance. All of these works use 
additional hardware (e.g. more antennas) on the transmitter and receiver to detect a jamming 
attack. More recent works like [77] proposed methods for jamming detection in VANETs 
with ML methods like clustering. The authors proposed new algorithms that can differentiate 
intentional from unintentional jamming as well as extract specific features of the RF jamming 
signal. In contrast, our proposed method desires to exploit the distributed environment of 
multiple receivers to effectively estimate the jamming signal and the jammer speed.

Jamming Estimation. Distributed Estimation (DES) is a topic that has been investigated 
considerably in the literature. However, to the best of our knowledge no works have con
sidered using DES in a setting where a jamming signal and the jammer speed need to be 
simultaneously estimated. The most closely related work where DES is used for jamming 
estimation can be found in [97] where the authors implemented a joint Successive Interfer
ence Cancellation (SIC) decoder and LMMSE estimator for an interfering (jamming) signal. 
Similarly, the authors in [98] investigate the problem of distributed decoding under a white 
noise jamming attack. However, the aforementioned methods have as prime goal the correct 
decoding of the valuable data sent by the transmitter under an interference source.

Our Work. In contrast to all the aforementioned works, this chapter proposes a two-stage 
transmission scheme in which the master node remains silent for one slot out of the two time 
slots. This method is superior in estimating jointly the data and jamming signal using an 
LMMSE estimation compared to a baseline system. Subsequently, using this jamming signal 
estimate, the speed of the jammer is also estimated. All the above are accomplished without 
any extra hardware such as multiple antennas on the transmitter and the receiver.

4.3 System Model and Assumptions
Topology: We consider a wireless V2V communication network that consists of a set 

of N nodes. The first node is the master node who sends the same information messages 
to the other nodes. Also there is a Jammer (Jx) who uses his jamming signals to thwart 
the communication between the master node and the other nodes of the network. In our
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58 Cooperative Speed Estimation of RF Jammers

Figure 4.1 Wireless communication network for DES of the speed of the jammer.

topology the N  — 1 receivers move as a platoon of vehicles with approximately the same 
speed (ur,1 ~  ur,2 ~  ... ~  ur,N—1 = ur), using the CACC technology[99] and with a constant 
distance (d) between the members of the platoon (fixed to 5m in our experiments). Also there 
is a jammer who moves on a parallel road in relation to the platoon with speed uJx and when 
approaching the platoon within a relatively short distance on the x-axis (at about xdist) starts 
its jamming attack. Observing the topology of the investigated scenario, N — 1 orthogonal 
triangles are formed between the jammer, the i-th receiver and the vertical projection (vdist) 
of the position of the jammer on the road that the platoon is located. So, for every vertical 
triangle the angle of departure (AOD) values between the jammer and each one from the 
receivers can be defined using the geometry of the proposed topology as:

(1) : cos φ1

(2 ) : cos φ2

(3) : cos Φ3

xdist
dist\
xdist + d

dist2
xdist +  2 * d 

dist3

φ xdist + (N — 2) * d(N — 1) : cos Φν—1 = (4.1)
dlStN—1

where disti is the actual distance between the jammer and the i-th receiver.
Observation Model: Each node i during slot t observes yitt as illustrated in Fig. 4.1. In 

the first time slot, when the master node does not transmit anything, each node observers
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only the jamming signal zu In the second time slot when the master node transmits a signal 
u, each node receives two interfering signals: one from the master node, u through a channel
hi, and the aggregate signal zi from the jammer (which is the result of what the jammer
transmitted through an unknown channel hj,i) that takes into account the relative speed 
between jammer-receiver and AOD of the transmitted jamming signal. The noise wi,t for 
each time slot is AWGN with zero mean and variance aW and is uncorrelated across the 
nodes. So in two different time slots we have two observations in every node:

yi,t = zi +  wi,t (master node does not transmit) (4.2)

yi,t = hi * u +  zi +  witt (master node transmits) (4.3)

In the above i indicates the node and t indicates the time slot. Hence, the observations form 
the random vector y =  [y1,1 y 1,2 y2,1 y2,2 ... yN - 1 ,1 yN—p2]T that has 2(N — 1) elements. We 
now define the vectors

u =  [z1 Z2 Z3 Z4 ... ZN —1 u]T

which is a N  1 vector and

w = [W1,1 W1,2 W2,1 W2,2 ... Wn—1,1 Wn— 1,2]T 

which is also a 2(N — 1) x 1. The final signal model for our system becomes:

y = Hu +  w (4.4)

where H is the following matrix:

1 0 0  ... 0

1 0 0  ... h1

0 1 0  ... 0

0 1 0  ... h2

0 0 . . .  1 0

0 0 . . .  1 hN—1

4.3.1 Considered Channel Models

We progressively investigate our idea in the context of more complex channel models 
and we describe them next.
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60 Cooperative Speed Estimation of RF Jammers

Rayleigh Channel: For the wireless link we assume flat Rayleigh fading, while the 
channel remains the same for two consecutive time slots (quasi-static). Hence for every time 
slot during the transmission of a packet we have |hi | ~  Ray(E [|hi|2]) [100]. The average 
received power is E[|hi|2] =  1/distpa where dist is the node’s distance from the master node 
and pa is the path loss exponent set to 3. We assume that the channel between the master node 
and the remaining ones is known since it can be easily calculated from packet preambles.

V2V Stochastic Channel: With this more advanced model, the received signal at the 
i G [1 , . . . ,N — 1] receiver nodes that is received from the jammer through a stochastic wire
less V2V channel using the proposed two-slot transmission protocol can be modeled as 
follows[1 0 1 ] :

yi,i =  Yipoj,iej x fD,iXi * Zi +  Wi,i (4.5)

yi,2 =  YipoM,iej X fDM,i%i,M * u +  Yipoj,iej x fD,i%i * zi +  wi,2 (4.6)

All the wireless links between the jammer and the multiple receivers and the links be
tween the master node and the multiple receivers are assumed LOS. However, the proposed 
method can be easily applied in a multipath scenario in which in addition to the specular 
LOS component there are several other NLOS diffuse components due to multipath re
flections [101]. In the above equations, γ  is the amplitude associated with the LOS path, 
poM)i,po ji represents the corresponding free space propagation losses from the master node 
and the jammer to the i-th receiver. The λ  is the wavelength. The complex coefficient γ  is 
assumed to be constant over the observation interval. The variables xiyM, τ  and f DMyi, f Dyi 
represent the time delays and Doppler shifts of the transmitted signal from the master node 
and the jammer, respectively. Finally, Δu  is the relative speed between the jammer and 
the specific receiver and wi,1, wij2 represents the AWGN with zero mean. Note that (4.5) 
corresponds to the first time slot in which only the jammer transmits its symbol (as in (4.2)) 
and (4.6) corresponds to the second time slot in which the master node transmits its signal 
and the jammer interferes too (as in (4.3)). The channel model can be modeled exactly as 
the relation (11) in [101]. Since we want to include the relative speed between the jammer 
and the receiver in the last equations (4.5), (4.6) we write the Doppler frequency f Dji from 
the transmitted signal by the jammer as:

f Di =
Δ uifc cos φί

c
(4.7)

where f c the carrier frequency with value 5.9Ghz (which is the band dedicated to V2V 
communication). Also cos φi is the incidence AOD between the jammer and the i-th receiver 
and c is the speed of light.

All variables used in this paper are summarised in Table 7.2.
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Table 4.1 Mathematical symbols used in this paper.

Symbol Description

N Actual num ber o f nodes
disti Actual distance betw een jam m er- receiver i
xdist D istance betw een jam m er- receiver i in x-axis
Vdist Vertical distance between jam m er- receiver i in y-axis

distM(i) The node’s i distance from  the m aster node
M M aster node
cos φί AOD between jam m er - receiver i
d D istance betw een platoon m embers
u Inform ation signal
Zi Jam m ing signal transm itted in receiver i
hi Channel betw een m aster node and receiver i

hj,i Channel betw een jam m er and receiver i
Wi,t AWGN at the receiver i at tim e t
yi,t The overall signal received at the receiver i at time t

~^W AWGN variance
yi The am plitude associated with the LOS path
PoM,i Free space propagation losses from  M  to receiver i

P°j,i Free space propagation losses from  jam m er to receiver i
λ The wavelength
τ·,Μ Time delay from  the M  to receiver i
τ  Time delay from  the jam m er to receiver i
fDM,i The doopler shift o f the transm itted signal from  M  to receiver i
f D,i The doopler shift o f the transm itted signal from  the jam m er to receiver i
Δ ui The relative speed between the jam m er and the receiver i
fc Carrier frequency
c Speed if  light
Cw The auto-covariance m atrix o f w
Cut The auto-covariance m atrix o f u
ur,i The speed o f the receiver i
u j The speed o f the jam m er

~°W The variations of the power o f the jam m ing signal
a The smoothing param eter o f the filter
At The tim e interval for updating the estim ation procedure

4.3.2 Jammer Behavior

We consider jammers that aim to block completely the communication over a link by 
emitting interference reactively when they detect packets over the air, thus causing a DoS 
attack as adequately described in Section 1.4.

For the jamming signal we don’t have any information for its variance. We assume that 
the reactive jammer transmits after its being triggered for two consecutive time slots and 
this has the result that the jamming signal is the same. Also we assume that the channel
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conditions between the jammer and the multiple receivers remain the same through two 
consecutive time slots.

4.4 Joint Data and Jamming Signal Estimation

For estimating the information and the jamming signal in this chapter we adopt the 
LMMSE [97], [100]. An LMMSE estimator is an estimation method which minimizes the 
MSE which is a common measure of estimator quality. The LMMSE estimator ensures the 
minimum MSE from all linear estimators. For our general linear model y =  Hu +  w, the 
estimator of u is given as:

u = (H HCwlH  +  C - 1) - 1H HCw1y (4.8)

where Cw and Cu are the auto-covariance matrices of w and u respectively. The MSE of this 
estimator is the trace of Cg, that is the covariance matrix or the estimation error:

MSE = Tr(Cg) =  Tr((HHCw1H  +  C - 1) -1 )) (4.9)

4.4.1 MSE derivation

As the literature has shown, a very challenging task is to produce a closed-form expression 
for the desired estimator and signal model [97, 102, 103]. In this subsection we outline the 
process that has led to the desired expression that will help us study the behavior of the 
proposed system.

Recall that in our model we assume that the noise is AWGN with zero mean and variance 
and is uncorrelated across the nodes. We have no information about the jamming signal 

and so we assume that its mean is zero. Under these assumptions and with the use of the 
general LMMSE estimator, the MSE for the information u and jamming signal zi for nodes 
is given in (4.10), and (4.11) respectively.

MSEu γΝ  ( hl ) . 1__v̂ N (________
Σ η=2 ( σ 2 ) +  s2 Ση=2 ( σ 4 >*(- -+ ττ))

1

σ 2

(4.10)

In order to understand better the implications of the produced expression we present 
results for the case of N =  4 where we have that

MSEU
s — h 2

σ »2,2 *a

1

~ ^ T
< 3 ,2  *β

h4

< 4 ,2  *Y

(4.12)
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MSEyj =
nN=2,n=i( t h  +  - l ·  +  - r ) * (ς Ν=2( J n - ) +  sU) -  ΣΝ=2( -W2- ) * n j = 2 ^  (σ- - +  +  £ )’ ' vwk,1 vwn,2 uzn uwn,2 Au uwn,2 ’ ' ’ uwn,l uwn,2 uzn

+  o1r) * (Σ ν=2 (- 2n7 ) +  S2) -  Σ Ν=2(—Γ“ ) * ΠN=2,n=i(-T1--  +  -W~ +  - 2 )uwn,2 uzn uwn,2 15 u uwn,2 ’ ' uwn,1 uwn,2 uznΠΝ=2( - r
(4.11)

Also MSEz2 is equal to

o ' 3 h4 ββ * γ  * s -  ~4 * γ -  ^  * β
° w3,2 ° w4,2

α * β * γ * s — ^  * β * γ — ^  * α * γ — * α * β
h 2 h 2

W2.2 w3.2 w4.2

(4.13)

where:
s = ' 2 + ' 3  , ' 4

7w2,2 7w3,2 "V 4 ,2

1
+ 2 sU

α 1 , 1 , 12 I 2 I T
- w2,1 —w2,2 - z2

β 1 , 1 , 12 1 2 1 2""
° w3,1 ° w3,2 —z3

1 1 1
γ =  ~~ϊ----1 2-----1 2“

- w4,1 —w4,2 - z4
The first thing we notice from these expressions is that the MSE of the information signal u 
is inversely proportional to the number of nodes, that is we have benefits in the accuracy of 
bit detection (MSE can be easily converted to SNR and BER) when more nodes assist in the 
estimation process. Regarding the MSE of the estimated jamming signal it is also decreased 
with a higher number of nodes but this is not obvious from the expression (4.11) that is more 
involved. The precise quantification of these gains is presented in the respective performance 
evaluation section where we will delve into the performance of this estimator in isolation 
first.

4.5 Jammer Speed Estimation
Our ultimate goal is to estimate the jammer speed based on jamming signal estimates that 

we obtained from the previous section. Fig 4.1 indicates that between the jammer and each 
receiver there is different AOD and a different distance (disti). Using again the estimator 
in (4.8) we propose to combine the values in the N x  1 estimated vector U (that contains the 
joint data and the jamming signal) by diving them pairwise and taking then the absolute
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value:

Ι ? Ν Ϊ Ν ^ !  =  ! ^  Iu2 Z2 hj,2z pOj λ fD,2T2

I Un - 2  , _  | Z V —2  , _  | Y N - 2 P O j , N - 2 e  λ fD,N 2%N 2 |
L* 1 1 * 1 1 ll% f τ  \

Un - i  z n -1 yn - i  p O j ,N - i e j  λ fD ,N—1TN—1

Recall that the N — 1 receivers are assumed to be close to each other, resulting in a constant 
value for the free space propagation loss po ji and the random variable γ  for the observation 
interval in the above equations. Under these assumptions the previous set of equations is 
simplified to:

2 1 e j  x  Δ “ ι v co s  φ ι τ ι

Z 2  e j X Δ “ 2 χ  c OS 02 T2

ZN- 2 ejX Δ“Ν—2 Z2 cos φΝ—2 TN—2
ZN—1 ejψΔμν- ι £ cos Φν- iTn- i

By taking the natural logarithm of the expressions on the left and right we have:

ln (^ ) _  ln ( 
Z2

gffl| ur> 1—UjxI c o s φ ιΤ ι 

gffl | ur2—ujx I co s  02̂ 2 )

2 . .  0 (>ω\UrN—2—Uj x \c o s  0N -2TV —2

ln (-V—2 ) _  ln (e- --------- — -------- )
^ Z N - 1 β ω I UrN—i —u jx | c o s φ ν - ι Τ ν —ι 7

where ur, i is the speed of every receiver, uJx the speed of the jammer in the area and the 
variables f cx _  f , ω _  j f cx. If we assume that the jammer approaches the i-th receiver 
at a speed lower than its own speed the relative speed between jammer and receiver is 
positive and so | ur,i — uJx | _  ur,i — uJx. In the above equations the estimated jamming signal 
values on the left-hand side are complex numbers of the form: (a1 +  b1 j ) , ..., aN—2 +  bN—2 j. 
We observe that the real part of the above equations on the right side is equal to zero. 
So all the real parts, that is the a’s, are equal to zero. We also assume that the receivers 
move at similar speeds (ur, 1 ~  ur,2 ~  ... ~  ur,N—1 _  ur) as they are members of the platoon. 
By replacing the AOD values with the order of equations (4.1) and the time delays as
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τι =  ^ , T2 =  ^ ,.. .,Xn_! = d i ^  We haVe:

xdist dish Xdist +  d dist2bl = ω[(Ur -  Ujx)—— * -------- (ur -  Uj x) - .  .
dish c dist2 c

~ Xdist + (N -  3) * d distN-2 , , Xdist +  (N -  2) * d distN-i ,bN-2 = ω[(Ur -  Ujx)------ ------------- * ------------ (Ur -  Ujx)-------------------- * --------- ]distN-2 c distN-1 c

Now, we can solve the above equations for the speed of the jammer:

]

(1) : Ujx

(2) : Ujx

bi * λ  * c2 
d * 2π * fc 
b2 * λ  * c2 
d * 2π * fc

f Ur

\~ Ur

(N -  2) : Ujx bN- 2 * λ  * c2 
d * 2π * fc

+  Ur

This means that we have N -  2 equations that involve the speed of the jammer and the known 
value of d which is the distance between the members of the platoon. We observe that the only 
factor that differentiates these equations are the (b1, b2, ..., bN-2) which are the imaginary 
parts of the estimated complex numbers (ln (f1) , ln (Z2) ,. . . , ln (ZN-2)). Consequently, these 
values are only related to the estimated jamming signals f i. Obtaining the unbiased sample 
mean estimator of the above point estimates for the speed of the jammer we have:

N-2
j  = Σ

l=1

1
N - 2 (

bi * λ  * c2 
d * 2 π  * f c

+  Ur ) (4.14)

Hence, if we increase the number of receivers we obtain a better estimate of the speed 
of the jammer. Now in the case that the jammer approaches the i-th receiver at a speed 
lower than the relative speed between the jammer and the receiver, it has positive sign if 
|Ur -  Ujx | =  Ujx -  Ur. Repeating the above procedure results in something analogous to (4.14), 
namely:

N-2
Ujx = Σ

l=1

1 bl * λ  * c2
N  -  2 (Ur -  d * 2π * f c )

(4.15)

We must note that we do not need to know a-priori the correct sign of the relationship 
|Ur -  Ujx | since one of the two (4.14), (4.15) will have a negative sign and consequently this
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estimated jammer speed value must be rejected. In this case, the alternative equation must be 
used to estimate the speed of the jammer.

4.6 Numerical and Simulation Results for AWGN and Rayleigh 
Channels

For our simulations we assume that the master node together with the other nodes form a 
platoon of vehicles that move together in a specific direction with approximately a constant 
velocity. The jammer is in a specific distance and moves in parallel with them but we do not 
have any information for its position and channel condition between itself and the nodes in 
the platoon. We gradually present results for the AWGN channel, a Rayleigh fading channel, 
and finally a realistic vehicular channel that includes LOS and shadowing from obstacles in 
the next section. In this way we can offer a full exploration of all the aspects of our system.

For the AWGN and Rayleigh channels our purpose is to evaluate the ability of the 
estimator in (4.10) and (4.11) to accurately estimate the jamming signal. Consequently, 
we also test a baseline system where the master node transmits data continuously without 
stopping its transmission as with the proposed scheme. In our analytical model this result 
can be obtained by setting the noise variance to infinity in (4.2). Furthermore, we assume

to be equal to 0.1. The information signal u is a random binary sequence with power 
equal to σU =  1 leading thus to a transmit SNR of 10dB. Higher SNRs would lead to higher 
gains. For the jamming signal note that its variance σζ2 at every node takes different values 
because of channel fading. We implemented our algorithm in Matlab and we executed 50000 
iterations for every different system configuration. For our results we present the MSE for 
the transmitted information u and for the jamming signal zi.

4.6.1 Results for an AWGN channel

In Fig. 4.2a we present the results for the MSEU and MSEzi for the proposed and baseline 
systems. We observe that in the baseline system the MSEU and the MSEzi for N = 2 nodes 
start at the same value. This is what we expect to observe because only (4.3) is available for u 
and zi (and hi=1). As we add nodes the two MSE’s improve and the MSE of the information 
u enjoys higher improvements with every new node. For the proposed system our results 
are much better as we have also the observations from the first time slot for every node 
and we can estimate and isolate better the jamming signal that eventually results in a better 
estimation of the information u. Specifically, the MSE of the estimated jamming signal 
using the proposed transmission protocol is about 0.19 lower as compared to the baseline
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(a) Results for the AWGN channel. (b) Results for the Rayleigh fading channel.
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(c) Power of the jamming signal increases in the (d) Power of the jamming signal increases in both 
proposed system for N=5. systems for N=5.

protocol for N =  6. The above result proves that using the proposed transmission protocol 
we achieve a significant increase in accuracy of the estimated jamming signal. Although we 
have better MSE’s for both estimated parameters we observe a behavior that requires some 
further explanation. As we observe in Fig. 4.2a for the proposed system for a number nodes 
N =  2,3, the MSEzi is better than the MSEU. This indicates that one can estimate better the 
different jamming signals for every node than the common information u for all nodes but 
this is not the case. The reason for this behavior is that the information signal that we are 
trying to estimate is common for all nodes but the jamming signal zi is different for every 
node and contains the unknown channel hji and the real jamming term z. So it is easier for 
us to estimate a range of values zi than a discrete value U.
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4 .6 .2  R e s u l ts  f o r  R a y le ig h  f a d in g  c h a n n e l

When the channels between the master node and the other nodes are Rayleigh fading hi 
takes random values. We adopt the same assumptions for the variance of the information 
signal and the noise. In Fig. 4.2b we present the results for MSEu and MSEzi. We observe that 
in the baseline system the MSE is greater than the proposed system because in the baseline 
system we have only the observations of the second time slot for every node so we do not 
have the ability to estimate the jamming signal. The MSE of the estimated jamming signal 
using the proposed transmission protocol is about 0.07 lower as compared to the baseline 
protocol for N = 6. In both systems the MSEu that is achieved for N > 4 is adequate for a 
communication system. The final thing that we observe is that for a small number of nodes 
the estimation of the jamming signal seems to be better than that of the information. The 
information signal u that we want to estimate is common for all nodes but the jamming signal 
is just a different term zi which contains also the unknown channel hj,i for every node. That 
means that with the same two observations for every node we are estimating from a set of two 
possible discrete BPSK values for u (effectively detecting the signal), and simultaneously we 
estimate zi = hj,iz (and not z which might also be a discrete modulated signal). The MSEzi 
has low values even for small N . As the number of nodes increases the observations from 
the different nodes for the information signal u increase leading to a MSEu that is lower than 
MSEzi. This is achieved for N >  6.

4 .6 .3  R e s u l ts  f o r  M S E  v s  σ 2

In our next set of results we assume a constant number of nodes N =  5 and we vary 
a z2 between 1 to 10. In Fig. 4.2c we observe that in the proposed system that we have two 
observations for every node, as σ2 increases, both MSEu, MSEzi remain practically in the 
same low desirable value below 0.1. That means that our system is not vulnerable to jamming, 
and as the power of the jamming signal σ 2 increases the system responds and estimates the 
information signal u in a very efficient way. In Fig. 4.2d we observe the difference between 
the baseline and the proposed system. Here as σ 2 increases (power of jamming increases) 
we observe a massive increase in MSEu and MSEzi. These results illustrate the importance of 
the observations in (4.2) for every node. In the baseline system that we practically cannot 
use these observations we have only (4.3) for every node. That means that we have no more 
information for every zi and when this jamming signal has higher power than the information 
signal we cannot isolate and estimate the later.
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4.7 Simulation Results for Vehicular Channel

In this section we seek to evaluate the performance of the speed estimation algorithm in 
conjunction with the jamming signal estimation algorithm. For this purpose, we used the 
simulation setup that is described in Chapter 1.5.

4.7.1 Cooperative Jammer Speed Estimation Results

We present our results in terms of the MAE between the real value of the speed uJx and 
the estimated mean of the jammer speed in (4.14), (4.15) using the estimated results from 
multiple receivers UJx:

MAE = | Ujx -  ujx| (4.16)

The MAE is calculated for both baseline and the proposed two-stage transmission scheme. 
These estimated MAE values are presented in Fig. 4.3a for both baseline and the proposed 
two-stage transmission scheme with a different number of receivers in the interval [0,50]. 
In this experiment we also assume that the jammer approaches the platoon of vehicles with 
a maximum speed of 28 km/h and the receivers move with random speeds that belong in 
the interval [30,38] km/h. By setting the number of receivers to N =  50 nodes, we observed 
that the jammer can effectively communicate with only 25 out of 50 nodes based on the 
GEMV simulator [28]. Moreover, the MAE of the estimated speed of the jammer under 
realistic vehicular communication channel using the proposed transmission protocol is about 
0.5 lower as compared to the baseline protocol for N =  20. The above results indicate the 
significance of the proposed transmission protocol in terms of increasing the accuracy of the 
estimated speed of the jammer. Because of its superior performance we use the proposed 
two-stage transmission scheme for the rest of the experiments.

It can be seen in Fig. 4.3b that after a number of 25 receivers the MAE of the estimated 
jammer speed converges to a stable value for both systems under comparison. This is because 
beyond 25, there are no other effective communication pairs between the jammer and the 
receivers.

But in reality, the members of a platoon of vehicles never moves at exactly the same 
speed. So, when we change slightly the range where the speed of the receivers can vary, we 
observe in Fig. 4.3b that as this range is narrower, the MAE decreases. This is because in 
this case the speed deviation of all the receivers will be present as an additional condition 
in (4.14), (4.15). This result is very encouraging since it states that when it is used in vehicle 
formations that all have the same approximate speed (e.g. platoons), the speed of the jammer 
can be estimated with improved accuracy.
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(a) Comparing the proposed with the baseline 
method. (b) Different ranges for the speed of the receivers.

Figure 4.3 MAE of the jammer speed estimation using the proposed transmission protocol 
for a different number of receivers.

For our next experiment we check the robustness of the proposed distributed system with 
20 multiple receivers but over time. We update the jamming signal zi estimate using (4.8) 
every Δΐ = 20 sec., while in the intermediate time instants we use the last estimated jamming 
signal as our current estimate of the jammer speed. The jammer speed estimate that takes 
place in the time interval [1,100] sec. is presented in Fig. 4.4a. During [1,75] sec. the jammer 
moves with a speed of 25 km/h, while from time 75 sec. onwards a sharp increase in the 
speed of the jammer to 50 km/h is observed. Therefore, for the specific time interval [75,90] 
sec. the MAE value increases significantly. This is happening because of the jammer speed 
in the subsequent time instants between 75 and 90 sec. is actually the old estimate made at 
70 seconds. This is clearly an approach that may create a stale value for the estimated speed 
when we have changes.

To solve the previous problem we apply a smoothing filter for combining the jammer 
speed estimates across time. In particular we combine the last estimate with the estimated 
jammer speed at the present time instant (t) as follows:

uJx(filtered) (t) ( 1 — a)uJx(t) +  a * uJx(filtered)(t — 1) (4.17)

We explored for two extreme values a = [0.8,0.2] and the results can be seen in Fig. 4.4b. 
Observing these results, it is obvious that giving parameter a large values such as 0.8, 
results in a sharp changes in filtered speed estimate over the entire duration of this specific 
experiment and especially in the specific time interval [75,90] sec. This is because the speed 
of the jammer is mainly estimated using the last estimate of its speed. This results in the
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smoothing filter being unable to estimate the actual instantaneous changes in the speed of the 
jammer. On the contrary, by giving lower values to parameter a around 0.3 or 0.2, all abrupt 
changes are absorbed by the smoothing filter and so the MAE does not vary significantly 
over time.

Time (sec.)

(a) Updating the jamming signal estimation every(b) Using a smoothing filter with different values 
At = 20 sec. for parameter a.

Figure 4.4 Jammer speed estimation over the time for 100 sec.

4.8 Conclusions

In this chapter, we considered a network when a swarm of nodes that receive an infor
mation signal from a master node and a signal from an RF jammer. We proposed first a 
transmission scheme where the master node remains silent for a slot, and second a joint data 
and jamming signal estimation algorithm using LMMSE estimation. We derived analytical 
closed-form expressions for the MSE of our system. Our results indicate that as the number 
of nodes in the swarm increases, the estimation of both the jamming and information signals 
is improved significantly. Our results also showed that our proposed transmission scheme 
is robust against RF jamming attacks since, although the power of the jamming signal (σζ2) 
increases, the MSEu and MSEzi remains constant. Finally, we proposed a method for combin
ing the jamming signal estimates from the multiple receivers so as to improve the accuracy 
of the jammer speed estimate. To the best of our knowledge, our proposed scheme is the first 
distributed estimation scheme for the speed of an RF jammer. The experimental results prove 
that the speed estimate of the jammer is improved by increasing the number of receivers 
and the proposed method is particularly suitable for a platoon of vehicles since they use 
approximately the same speed. An accurate estimation of the speed of the jammer and its use
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as an extra feature in a ML approach[104], increases the accuracy of an RF jamming attack 
detection.

However, a "smart" jammer can overhear the transmissions of the master node to swarm 
nodes, learn the proposed transmission protocol and act accordingly. For this reason, we 
could further improve the security of the proposed transmission protocol turning it into a 
pseudo-random time hopping protocol so that the master node only transmits at specific times 
slots which are selected pseudo-randomly according to a private key pre-sharing procedure 
between the master node and the receivers. This proposed "smart" communication protocol 
can further confuse the jammer and is an area of future research.

In the subsequent chapters, we will combine the estimated jammer speed with other 
metrics from the PHY layer or the network layer, such as SINR, for developing an accurate 
cross-layer jamming detection scheme. The detection scheme will be capable to deal with 
more than one pair of nodes that communicate in a broadcast form. This combined metric 
can be also used as an extra feature in a machine-learning approach (see [105]), in which 
the vehicles of the area can be classified as cooperative or malicious, thereby forming a 
trusted vehicular network. The usage of the relative speed metric can also reduce false 
alarms and can provide additional information about the moving pattern of the Jx. The above 
information extracted from our channel based Jx - Rx analysis, can decrease false alarms 
compared to jamming prediction schemes that are based only on the 802.11p PHY/MAC 
related metrics (see the DJAVAN in [8]), concluding the physical geographical topology of 
the attacker. Last but not least, this metric could be appropriate for the detection of a variety 
of security attacks.

Institutional Repository - Library & Information Centre - University of Thessaly
23/05/2023 02:12:52 EEST - 13.56.182.168



Chapter 5

RF Jamming Classification using 
Relative Speed Estimation

The secure IVC communication is appropriate for a VANET, which incorporates a series 
of safety-critical applications. In order to be made the network robust against the type of RF 
jamming attacks, an accurate detection scheme must be adopted. So we introduce a detection 
scheme that is based on known supervised learning algorithms. These algorithms include 
features among which one is the metric of the variations of the estimated relative speed of the 
jammer, which which was introduced in the previous chapters. To the best of our knowledge, 
this metric has never been utilized before in a machine-learning detection scheme in the 
literature. With the combination of the KNN-VRS, RaFo-VRS classification algorithms, we 
are able to efficiently detect various cases of DoS jamming attacks, differentiate them from 
cases of interference as well as foresee a potential danger successfully and act accordingly.

5.1 Introduction

A prevalent prediction is that fully autonomous vehicles, capable of self navigating in 
unpredictable real-world environments with little human feedback, will flood the global 
market by 2025 [106]. Autonomous vehicle control imposes very strict security requirements 
for the wireless communication channels [107] which are used by a fleet of vehicles [108]. 
Moreover, with the Intelligent Vehicle Grid technology each vehicle becomes a sensor 
platform absorbing information from the environment or from other vehicles (called also 
Internet of Vehicles (IoV)). Vehicles also feed each other or infrastructure for assisting in 
safe navigation and traffic management.
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Wireless communications, however, are vulnerable against a wide range of attacks. 
An attack that is particularly hard to detect in every wireless network is the RF jamming 
attack [109]. In a VANET, RF jamming attack detection is even more challenging due to the 
constant and rapid changes in topology and the high mobility of the vehicles. Detection can 
be even harder due to the presence of a variety of jammers and unintentional interference 
sources in the same area.

Over the last few years, there have been several experimental approaches for jamming 
detection [110], [109], [86], [111], some of which suggest the use of machine learning 
techniques [112], [86]. However, only [86] examines closely the adoption of machine 
learning techniques for jamming detection. Furthermore, none of the above works that 
propose machine-learning based schemes have investigated the VRS as an extra feature for 
classification, which is an application-layer metric. With the present work, we prove that 
VRS can be used in a realistic scenario with a minimum number of assumptions leading to 
an increase in classification accuracy. In this chapter we propose the use of RF signals for 
estimating the relative speed between the jammer and the receiver and use the variations of it 
as an extra feature in the classification process.

The proposed VRS metric is combined with physical layer metrics leading to a cross
layer approach. This set of cross-layer features are utilized for the classification of different 
jamming scenarios. The RF jamming generally reduces the receiver SINR, reducing the 
chance of decoding the information signal. However, it is crucial to determine whether the 
reason for the SINR reduction is a jamming attack or unintentional interference in the area. 
This is the main motivation for proposing the use of the VRS metric in our novel jamming 
detection scheme. Our results indicate that the proposed scheme can effectively differentiate 
the case of jamming attack from that of an interfering wireless source.

So the main contribution of this chapter is a novel detection scheme that leverages the 
use of a new application-layer metric namely the variations o f relative speed. This detection 
system is also able to distinguish the unique characteristics of each attack especially when 
the proposed VRS metric is utilized among the other cross-layer features. The accuracy 
of the proposed detection method is about or over 90% under different supervised learning 
testing cases and under realistic values of the relative speed between the jammer and the 
receiver. This result is significantly improved as compared to other corresponding methods 
in the literature.

One key application area for our scheme are vehicle platoons in which an exterior or an 
interior attacker can cause significant instability in the CACC of the vehicle stream [113]. 
Our classifier could be used as a trustworthy indicator of a jamming attack, thus the control 
model of the platoon could change from CACC to non-cooperative ACC, relying solely on
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radar techniques. This control mode switch can be considered as a mitigation technique to 
the impact of the attack [113]. For the evaluation of our approach, one interference-only 
scenario and two jamming attack scenarios have been designed and tested.

The rest of this Chapter is structured as follows: Section 5.2 provides an overview of 
related work in the domain of attack detection. Section 5.3 describes the topology and the 
channel model of our scenarios. Section 5.4 presents the proposed machine-learning based 
jamming detection system. Section 5.5 describes the simulation setup. Section 5.6 presents 
the experimental results and comparisons. Finally, Section 6.5 summarizes our findings and 
concludes our work.

5.2 Related Work

Several recent works have proposed machine-learning based techniques for attack de
tection in vehicular ad-hoc networks. Punal et al. [86] use metrics that include the Noise 
andChannel busy Ratio (CbR), PDR, Maximum Inactive Time (Max IT), Received Signal 
Strength (RSS), to detect attacks with machine learning techniques and examine the cases of 
reactive and constant jammers.

Malebary et al. [87] propose a two-phase jamming detection method that utilizes metrics 
such as the RSS, the Packet Delivery/Send Ratio (PDSR) and the Packet Loss Ratio (PLR) 
as well consistency checks to distinguish a jamming from a no-jamming situation. In the 
first phase, which is the initialization phase, the values of the RSS, the PDSR and PLR are 
calculated by the RSUs in a jammer-free network. Furthermore, a max value for the RSS 
is obtained for every PDSR value as well as two threshold values, equal to the maximum 
PDSR and to the minimum PLR respectively. In the second phase, when a PDSR value is 
lower than the defined threshold and a PLR value is higher than the respective threshold, a 
consistency check is conducted to determine whether the low PDSR value is consistent with 
the RSS value assigned in phase one, thus determining a jamming or no jamming situation.

The authors in [114] propose a data mining-based method for real-time detection of radio 
jamming DoS attacks in IEEE 802.11p V2V communications for platoon of vehicles. The 
state-of-the-art methods are compared with the proposed method which allows operating 
under the realistic assumption of random jitter accompanying every CAM transmission. 
However, only features from the network layer are utilized.

Quyoom et al. [49] presented an RF jamming attack that consists of radio signals mali
ciously emitted to disrupt legitimate communications. This type of jamming is already known 
to be a big threat for any type of wireless network. With the rise in safety-critical vehicular
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wireless applications, this is likely to become a constraining issue for their deployment in the 
future.

RoselinMary et al. [115] propose an approach that is based on the detection of malicious 
and irrelevant packets using the number of broadcast packets per second (frequency) and the 
velocity of the vehicle that the packets are sent from.

Shafiq et al. [116] investigated an attack detection approach based on the number of 
packets that are received from each vehicle, thus indicating an attack if this number is greater 
than the threshold value.

Xu et al. [111] indicate the inability of the PDR to differentiate jamming from interference 
cases. For that reason, two detection schemes are proposed. The first scheme utilizes signal 
strength measurements as a consistency check to determine if the PDR value is due to 
jamming or interference. The second scheme uses location information as the consistency 
check. Several jamming attack models are presented and evaluated.

Sharanya et al. [117] propose a SVM algorithm with Modified Fading Memory (MFM) 
for classifying legitimate and malicious nodes. The proposed classification scheme considers 
the following critical parameters to classify a node as malicious node namely power ratio, 
signal strength, packet delivery ratio, speed of node, number of packets generated and 
transmission power. The SVM-MFM has two specific phases. The first is the pre-processing 
phase, in which is determined the range of nodes that can effectively communicate only for 
fixed time limit in a VANET and the last is the classification phase.

Last, Karagiannis et al. [77] propose an RF jamming attack detection scheme using 
unsupervised learning with clustering. The novelty of the above chapter is that the relative 
speed metric is utilized between the jammer and the receiver. However, this relative speed 
metric is obtained from the on-board wireless communication devices at the receiver vehicle 
and is not estimated through the wireless medium.

We must mention here that all the previous works that proposed machine-learning based 
schemes, the estimated relative speed has not been considered as a classification feature. Our 
proposed system is the first in the literature that uses the point-to-point RF communication in 
order to estimate the relative speed metric. Variations of relative speed are used for effectively 
differentiating interference from jamming, by distinguishing the unique characteristics of 
each attack. Moreover, we use a supervised learning scheme, for which input data is collected 
about the wireless communication between the transmitter and the receiver with or without 
the presence of a jammer.
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Figure 5.1 Topology. In A, The interference only situation; In B, The jamming situation 
with the presence of a moving Jammer. Blue arrows represent the LOS V2V wireless 
communication. While, purple arrows represent the NLOS components that are caused by 
reflections from a Static Object.

5.3 System Model

5.3.1 Topology

Our system topology is represented in Fig. 5.1. In A, an Interference Scenario is presented 
in which we assume that no jammer is present in the network. This scenario is important 
in order to be able to evaluate the efficiency of our method in differentiating jamming 
from interference. The vehicle travels, when, at some point, it passes through an area with 
significant RF interference that is caused by a RSU. In B, a jamming situation is presented. 
The topology we adopt for this case involves a moving vehicle Rx, that serves as the target of 
the jammer, another vehicle Tx that is the transmitter of the useful signal, and the jamming 
vehicle Jx that tries to intervene in the communication between Rx and Tx. The travelling 
speed of Rx, namely uRx, is equal to the travelling speed of Tx, namely uTx. Moreover, there is 
a static object in the area that causes multipath fading from reflections, as it is usually in urban 
environments. Upon spotting its target, the jammer begins following it and starts jamming 
either continuously or periodically (in order to stay undetected for as long as possible). This 
jamming behavior summarizes all the potential DoS jamming attacks.

5.3.2 Rician Fading Model

In our work, we adopt the Rician fading model that is a channel model which includes 
path loss and also Rayleigh fading [78]. When a signal is transmitted, whether it is a useful 
signal or a jamming one, this model adds multipath fading in addition to thermal noise. It 
is assumed that a LOS ray and N — 1 NLOS rays exist in the area. The combined baseband
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signal that the receiver receives from the jammer and the transmitter is:

N-1
y(t) =  Σ  ((^1 (t,n)xpuat[N - +  h2(t,n)s[N- n]\/P2)+ w(t)

n = 0

(5.1)

where

and

h1(t, n) = Ray1(n) + 

h2(t, n) = Ray2(n) +

1
dist\(t)

1
dist2(t)

)eJ(2X/λ )(fc+fd,max co s  01 )n (n ) 

)ej (2 w /λ  )Cf c+/ d ,max co s  02)̂ 2(n )

δ (t -  T1 (n)) 

δ (t -  T2 (n))

(5.2)

(5.3)

Where, hi (t,n ) ,h2(t,n) are the Rician fading channel models between transmitter-receiver 
and jammer-receiver respectively. This type of channel model includes path loss and also 
Rayleigh fading. Ray1 (n), Ray2(n) are complex Gaussian variables capturing the Rayleigh 
fading between transmitter-receiver and jammer-receiver, and xpiiot [N -  n], s[N -  n] are the 
symbols that are transmitted from the transmitter and the jammer respectively, for which 
the BPSK modulation is used. This modulation scheme is preferred because it achieves 
lower bit error rate providing a reliable communication between Tx and Rx. Moreover, 
this modulation scheme is the most robust in a high interference environment. In (5.2), 
(5.3) f c is the carrier frequency, f d,max is the maximum Doppler shift, P1 and P2 are the 
transmission power per symbol of the useful and of the jamming signal respectively and 
w(t) is the channel noise at time instant t . The terms ds, dj correspond to the distance 
between the transmitter and the reflected object and between the jammer and the reflected 
object, respectively. While the terms r 1n(t), r2n(t) correspond to the distance between the 
transmitter and the receiver and between the jammer and the receiver. In (5.2), (5.3) the 
travel distance of the LOS rays is equal to dist1 (t) = r1n(t) ,dist2(t) = r2n(t). On the other 
hand, the travel distance of the NLOS rays is dist1 (t) = 2ds -  r1n(t), dist2(t) = 2dj -  r2n(t) 
respectively. Moreover, θ1 is the incidence AOD between the vector of speed ujx and the 
signal vector of the transmitter, θ2 is the incidence AOD between the vector of speed uJx and 
the signal vector of the jammer, (τ1 =  dist1 (t) /c, τ2 =  dist2(t) / c) is the excess delay time 
for the transmitter and jammer signal ray (that may be caused due to ground reflection) and t 
is the current time instant. For the remainder of this chapter, we will use the parameter γ11 as 
the transmitter-receiver complex amplitude associated with the LOS path and the parameter 
γ22 as the jammer-receiver complex amplitude. The above complex amplitude values are 
known at the receiver.

1 (Υ1 =  (Ray1 (n ) +  r r ^ ) )

2 (72 =  (Ray2(n) +
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5.3.3 System Overview

The basic idea is to first estimate the relative speed between the jammer and the receiver, 
exploiting the RF Doppler shift using the speed estimation method presented in Chapter 3.5. 
We use the variations of the estimated relative speed as a new feature in a supervised machine 
learning algorithm for RF jamming attack detection. Along with the relative speed from the 
application layer, we use cross-layer data that we obtain from the physical layer, such as 
the Received Signal Strength Indicator (RSSI), the SINR and the PDR. Two classification 
algorithms are investigated, namely the KNN and the RaFo algorithm respectively.

5.3.4 Jamming Scenarios

We assume that the jammer continuously transmits so as to overload the wireless medium 
conducting a DoS attack [76]. We investigated three different attack scenarios -namely Inter
ference Scenario, Smart Attack Scenario and Constant Attack Scenario - each representing a 
jamming attack case that could affect a VANET in real life.

In the Interference Scenario, we assume that no jammer is present in the network. This 
scenario is useful for evaluating the efficiency of our method in differentiating jamming 
from interference. The vehicle travels, when, at some point, it passes through an area with 
significant RF interference that affects the communication with other vehicles or the RSU.

The Smart Attack Scenario models an intelligent reactive jammer behavior(see 1.4. This 
smart jammer is designed to start transmitting in a reactive way upon sensing energy above a 
certain threshold such as described in detail in Section 1.4.

Specifically a smart jammer starts following the victim-vehicle, while transmitting a 
jamming signal. When the jammer reaches its target at a distance of about 10m, it retreats to 
a different position in order to stay undetected and transmits in a reactive way as described 
above. The most common approach in literature [24] is when the jammer keeps changing its 
transmission power, thus achieving the same disrupt or thwart in the communication (DoS 
attack) without the need of changing its distance from the target. With our Smart Attack, 
we aim at affecting the communication of the Tx-Rx pair, with the jammer detection being 
more difficult, pointing out the importance of the proposed VRS metric for the detection 
accuracy results. For that reason the smart jammer alters also its position with the aim of 
staying undetected.

In the Constant Attack Scenario, we study the case of a jammer that follows the receiver 
while transmitting constantly at a minimum power. When the jammer reaches its target, it 
begins transmitting constantly with its full power without any intention to stay undetected as 
in the Smart Attack Scenario.
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Table 5.1 Metrics that are jointly processed by the classification algorithms

ID Model Feature Short Description

1 VRS Variations of relative speed (m/sec.)
2 RSSI Signal Strenght Indicator (dBm)
3 SINR Signal Quantity Indicator (dB)
4 PDR Packet Delivery Ratio

5.4 Proposed Detection System based on Supervised Learn
ing

5.4.1 Proposed Algorithm

Firstly, we present the estimated relative speed (Δυ) value that indicates the relative speed 
between the jammer and the victim’s vehicle. Based on the obtained values, the VRS metric 
is created and then used for classification. To the best of our knowledge, this metric has never 
been used before for jamming detection schemes that is based on supervised learning. The 
relative speed metric as defined in Chapter 3.4 is:

Δυ =  \Ujx - urx| (5.4)

Where, uJx, uRx is the speed of jammer and the speed of receiver respectively. The above 
defined relative speed metric can be estimated as described in Chapter 3.5.

To make our detection method robust, apart from using physical and network metrics 
that were already used in related works, we use the VRS metric that is derived from the 
application layer and can be efficiently estimated from the RF signals. Our method uses this 
new metric, as an extra feature in a cross-layer approach, along with other metrics from the 
physical layer for the classification process. All these metrics are presented in Table 5.1.

To generate the VRS metric for classification we make three fundamental assumptions:

• When the relative speed is equal to zero and remains unchanged, it indicates the 
existence of a constant jammer that follows the victim-vehicle.

• When the relative speed is not equal to zero and remains unchanged, it indicates the 
absence of a moving jammer as the relative speed is equal to the speed of the receiver 
and the speed of jammer is equal to zero.
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• When the relative speed is not equal to zero for a period of time and then becomes 
zero while remaining unchanged, it indicates the existence of a jammer that begins 
following the target after reaching it.

The common characteristic of these assumptions is that the speed of the participating non
malicious vehicles remains unchanged and is always greater than zero.

However, in a real-life scenario, such as the one that we study, the speed - and as a 
consequence the relative speed - may not remain constant during the observation period. In 
other words, if we want to accurately model an urban environment, we have to consider the 
fact that the vehicles can alter their traveling speed. To handle these real-life situations, while 
still using the previously presented assumptions, we introduce the Variations of Relative 
Speed Algorithm 2 (VRS Algorithm).

The VRS Algorithm detects changes in the relative speed of the training sample. To ensure 
that the relative speed in the current time instance along with the speed from previous as 
well as subsequent observations are used along with a series of control flow statements. The 
algorithm is divided into two main parts, the first considers the case in which the relative 
speed value is not equal to zero and the second the opposite case, each one with its own 
logical checks to determine the existence of a threat.

Apart from the estimated relative speed, in order to handle cases of speed alterations, the 
speed of the receiver has to be examined as well. If Δu is not equal to zero, then either there is 
no jammer present (and only interference may potentially affect the wireless communication) 
or there is a jammer that has not yet reached the receiver. To identify in which case we are, 
we have to examine whether or not there has been a variation in the relative speed compared 
to a previous time instance.

Observing a variation in the relative speed, however, is not, by itself, a clear indicator of 
the presence or absence of a jammer. For that reason the speed of the receiver uRx is, also, 
used. The equality between the relative speed (Δυ) and the speed (uRx), while Δυ changes, 
indicates the absence of a jammer, since the speed of the jammer uJx is equal to zero and the 
speed of the receiver uRx is in fact the relative speed. On the contrary, a difference between 
Δυ and uRx indicates the presence of a jammer that follows the receiver.

On the other hand, if no alteration of the relative speed is observed while the relative 
speed value is not equal to the speed value, a possible presence of a jammer is registered. 
This could occur in a situation where the target vehicle would reduce its speed due to an 
obstacle. Following our assumption, the jammer would, also, decrease its travelling speed, 
thus keeping the relative speed unchanged but also different from the travelling speed of the 
receiver. Counter to the previous, if no alteration in the relative speed value is observed (for
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the previous and the next measurement) while having Δυ =  uRx, we conclude that a jammer 
is not following the receiver.

Having examined the case where the observed relative speed value is not equal to zero, 
we proceed to the opposite case. With Δυ =  0, a simplistic form of the proposed algorithm 
(VRS Algorithm) is presented, indicating the existence of a jammer that has reached its 
target and follows it closely with the same speed. A real-life environment, however, is more 
complicated. If the travelling speed uRx of the receiver is not equal to zero, while Δυ =  0, a 
jammer has reached the receiver and follows it while disrupting the communications. On the 
other hand, if the travelling speed is zero (while Δυ =  0) there might be a jammer present that 
has stopped moving (following the behavior of the target). In that case, we have to examine 
the previous observation for equality between relative speed and travelling speed as well as 
the trigger value to determine the situation.

The variables Δυ and uRx represent an array of estimated relative speed values and 
real travelling speed values of the receiver respectively, M  is the number of the available 
observations upon which the algorithm operates, vrs is an array used to store the classification 
result (A for attack or NA for not attack) of the current observation, and trigger is a binary 
variable which indicates the presence of a jammer (value is equal to 1) or its absence (value 
is equal to 0). The NA and A values are two extreme and distinct values able to differentiate 
the attack from the no attack cases and guide the classification process.

5.4.2 Supervised Learning Algorithms

The supervised learning methods that are used in this work are KNN [118] and Random 
Forests [119]. Their choice does not affect the efficiency of our algorithm as our proposed 
feature is not constrained by the type of the supervised learning algorithm that is used. The 
VRS Algorithm 2 generates the new metric which is used as an extra feature for classification.

Both supervised learning techniques are very popular, with the KNN being robust against 
noisy training data like the ones obtained from a real-life urban environment and Random 
Forests being one of the most accurate algorithms, due to the fact that it reduces the chance of 
over-fitting (by averaging several trees). As it is previously stated, our detection scheme is cur
rently based on offline training that leverages the use of a dataset of collected measurements 
in order to train the classifier.
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Algorithm 2 VRS Algorithm

Inputs: M ^  number of observations 
vrs ^  matrix(nrow = M, ncol = 1)
Au[M] ^  array of estimated relative speed 
values
uRx[M] ^  array of real travelling speed val
ues 
k ^  1
if Δυ[k] = Δυ/k+ l]  then 

vrs ^  NA
trigger ^  0

else if Δυ/k] = Δϋ/k+ l]  then 
vrs ^  A
trigger ^  1 

k +  +

while (k <  M) do
if Δυ/k] = 0 then

if Δυ/k] = Δυ/k-l]  then
if Δυ/k] = uRx[k] then 

vrs ^  NA
trigger ^  0

else if Δυ/k] = uRx[k] then 
vrs ^  A
trigger ^  1

else if Δ υ[^= Δ υ[^1]  then
if Δυ/k] = uRx[k] then 

vrs ^  A
trigger ^  1

else if Δυ/k] = uRx[k] then
if ^u[k-l]=URx[k-l]&&
Δυ/ k + ^ ^ ^ / k + l ] )  then 

vrs ^  NA
trigger ^  0

else
vrs ^  A 

|_ trigger ^  1

else if Δυ/k] = 0 then
if uRx[k] = 0 then 

vrs ^  A
trigger =  1

else if uRx[k] = 0 then
if Δυ/k-l]  = uRx[k-l] then

if trigger = 0 then 
vrs ^  NA
trigger ^  0

else
vrs ^  A 

|_ trigger ^  1

else if Δυ/k-l]  = uRx[k-1] then 
vrs ^  A

_| trigger ^  1
Result: VRS
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5.5 Simulation Setup

Fig. 5.2a - 5.2c, illustrate the behavior of the jammer by plotting how SINR varies in 
time for each of the three scenarios namely Interference Scenario, Smart Attack Scenario 
and Constant Attack Scenario.

(a) SINR vs Time for the Rician Fading Model in (b) SINR vs Time for the Rician Fading Model in 
the Interference Scenario the Smart Attack Scenario

0 20 40 60 80 100

Time (sec)

(c) SINR vs Time for the Rician Fading Model in 
the Constant Attack Scenario

Figure 5.2 SINR vs Time for an Interference Scenario and each of the two Attack Scenarios.

5.5.1 Supervised Learning Testing Cases

Apart from the scenarios that we use to evaluate the performance of the overall system, 
we also created a series of test cases that are presented in Table 5.2. They allow for a deeper 
exploration of the proposed method depending on the set of observations that are utilized for 
both training and testing.

These cases only affect how the training and testing is performed, without any further 
implications in the scenarios. They are created in such a way so as to provide insight about
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Table 5.2 The classification process under different testing cases

Case VRS Normal. Speed for train Speed for test

Same_KNN-VRS, Same_RaFo-VRS / 15m/s 15m/s
Same_KNN, Same_RaFo 15m/s 15m/s

Different_KNN-VRS, Different_RaFo-VRS / 15m/s 25m/s
Different_KNN, Different_RaFo 15m/s 25m/s

Same_KNN-VRS_25m/s, Same_RaFo-VRS_25m/s / 25m/s 15m/s or 25m/s
Same_KNN_25m/s and Same_RaFo_25m/s 25m/s 15m/s or 25m/s

Norm_KNN-VRS, Norm_RaFo-VRS / / 15m/s 15m/s
Norm_KNN, Norm_RaFo / 15m/s 15m/s

the importance of using the VRS metric for classification under different circumstances. 
Specifically, it is evaluated cases that use or omit the VRS metric as an extra metric for the 
classification process. For the sake of completion, the trained prediction model is also tested 
using data that were collected under a receiver speed at about 25 m/s, that is under a speed 
different from the 15m/s the training of the prediction model was based on. Moreover, it 
is conducted additional experiments using the data measurements from the 25m/s receiver 
speed range for training too. Last, the data are normalized prior to their use for training and 
testing. By normalization, we refer to the process of changing the data so as to belong in the 
0 - 1 range. It should be noted that in all the other cases than those declared, the data are not 
normalized prior to their use for training and testing.

5.5.2 VANET Simulation Assumptions

Regarding the details of our simulation setup, the speed of the vehicles involved in the 
legitimate communication (uTxr x), the initial distance between the jammer and the pair of 
Rx - Tx (distinitial), the distance that separates the receiver from the transmitter throughout 
the course of the simulation (distTx r x ) as well as the power of all the the transmitted signals 
(PTx,jx) and the reference distance (distref ) with which the path loss component is estimated, 
are presented in Table 5.3.

The power of all transmitted signals is measured in milliwatts (mW) and is converted in 
the dBm scale prior to using them in the algorithm. Each signal that is transmitted from both 
the jammer and the transmitter consists of streams that are 500 bits long. In all scenarios, 
1000 packets are transmitted from transmitter to receiver. Using a time sample of 0.1 sec, we 
simulate the system for 100 seconds and obtain 1000 measurements.
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Table 5.3 Simulation Parameters

Evaluation Param eters in Veins Sim ulator Values

uTx,Rx 15m/sec.
distTx,Rx 35m
distinitial 200m

PTx,Jx 100mW
Minimum sensitivity (Pth) -85dBm

Transmission Range 300 meters
fc 5.9GHz

Doppler shift for Δu =  120km/h ±655.5 Hz
dlStygf 100m

5.6 Evaluation

5.6.1 Detection System Evaluation Setup

To underline the significance of our proposed system, we implement and analyze the 
performance of our model under the different cases presented previously. In particular, 
for each supervised learning testing case presented in Table 5.2, we execute a simulation 
which lasts for 300 seconds and is equally split in the three jamming scenarios discussed in 
Section 5.3.4 so that the first 100 sec represent the Smart Attack Scenario, the next 100 sec 
the Interference Scenario, and the last 100 sec the Constant Attack Scenario. All the above 
Scenarios are independent from each other and are run at consecutive time instants.

To avoid testing with "previously seen data”, thus leading to biased classification results, 
we have to ensure that the training and testing sets are completely separated. So prior to 
presenting the classification results, we have to define the size of the training and testing 
sets as well as the total number of observations used, so as to make them more interpretable. 
The overall simulation utilizes a set of 3000 observations equally split into the three attack 
scenarios examined. To avoid overfitting3 only 30% of the total number of the observations 
are used for training while the remaining 70% for testing.

Based on the ratio above the number of the observations in the training set is 941 (that 
is 293 observations from the Interference Scenario, 319 from the Smart Attack Scenario 
and 329 from the Constant Attack Scenario) whereas the number of the observations in the 
testing set is 2059 (that is 703 observations from the Interference Scenario, 685 from the

3Overfitting occurs when the classifier tends to m em orize the training set and thus generalize poorly when  
facing previously unseen data
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Smart Attack Scenario and 671 from the Constant Attack Scenario), randomly chosen but 
almost equally split among the three scenarios in both cases.

To present the classification results, the confusion matrix is used, where the rows rep
resent classification output whereas the columns represent the ground truth. To evaluate 
the performance of our detection system in the various scenarios previously described, we 
use the accuracy o f the prediction model. Accuracy is a measure that is obtained from the 
confusion matrix and is equal to the ratio o f all the correctly predicted labels over all the 
predictions. The correctly predicted labels are the labels of the main diagonal of the confusion 
matrix. As an example of the above defined confusion matrix for the accuracy calculation of 
our prediction model for the Same_KNN case compared to the Same_KNN-VRS case, we 
present the subsequent confusion matrixes for the KNN algorithm.

Table 5.4 Confusion matrix for the Same_KNN case

Scenario Interference Smart
Attack

Constant
Attack

Interference 682 38 33
Smart At
tack

17 470 160

Constant
Attack

4 177 478

Table 5.5 Confusion matrix for the Same_KNN-VRS case

Scenario Interference Smart
Attack

Constant
Attack

Interference 703 0 0
Smart At
tack

0 494 174

Constant
Attack

0 191 497

5.6.2 Same_KNN-VRS vs Same_KNN and Same_RaFo-VRS vs Same_RaFo 
cases classification results

Starting from the first case, the accuracy of the prediction model achieved while using 
the VRS metric as an extra feature in the classification process is 82.27% for the KNN and 
80.04% for the Random Forests algorithm.
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On the contrary, when omitting the VRS metric, we not only observe a drop in the 
classification accuracy but also a high confusion between interference and jamming cases. 
The accuracy of the prediction model is now equal to 79.16% and 76.54% for the KNN and 
the Random Forests algorithms respectively, so the impact of the VRS metric is evident. 
Apart from the fact that it increases the success rate of the classification (compared to the 
cases where the VRS metric is omitted) it ensures, almost perfectly, the differentiation 
between the cases of intentional and unintentional jamming (see Table 5.5).

5.6.3 Different_KNN-VRS vs Different_KNN and Different_RaFo-VRS 
vs Different_RaFo cases classification results

As stated previously, these cases examine the situation in which training and testing are 
based on observations that were collected under different speeds. The accuracy achieved 
while using the VRS metric as an extra feature in the classification process is equal to 66.97% 
for KNN and 69.84% for Random Forests respectively.

On the other hand, when the VRS metric is not used, the accuracy of the prediction model 
is reduced to 56% for the KNN and to 55.37% for the Random Forests algorithm. Fig. 5.3 
and 5.4 provide insight to the results for the Random Forests-based classification model.

0 50 100 150 200 250 300

Time

Figure 5.3 SINR vs Time for the Different_RaFo-VRS case, with the Smart Attack Scenario 
represented by the red, the Interference Scenario by the black and the Constant Attack 
Scenario by the green color.

The color of the figures indicates the class in which each observation is predicted to 
belong to. The Smart Attack Scenario is represented by the red and lasts for the first 100 
seconds, the Interference Scenario by the black lasts for the time interval 100-200 seconds 
and the Constant Attack Scenario by the green color and lasts for the time time interval 
between 200-300 seconds(as described in 5.5.2). In Fig. 5.3 we explain in more details the 
detection process for each scenario:
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0 50 100 150 200 250 300

Time

Figure 5.4 SINR vs Time for the Different_RaFo case, with the Smart Attack Scenario 
represented by the red, the Interference Scenario by the black and the Constant Attack 
Scenario by the green color.

• The appearance of black or green colors in the Smart Attack Scenario (0-100 seconds) 
indicates the misclassification of this scenario with the Interference and the Constant 
Attack scenarios respectively. On the contrary, the points with red color indicate a 
correct detection of this attack scenario.

• The points with green or red colors in the Interference Scenarion (100-200 seconds) 
indicate the misclassification of this scenario with the Constant Attack Scenario and 
the Smart Attack Scenario respectively. The black color indicates a correctly detected 
of the Interference Scenario.

• Last, for the Constant Attack Scenario during the time interval between (200-300 
seconds), the presence of points with black or red colors indicates the misclassification 
with the Interference and the Smart Attack scenarios respectively. On the other hand, 
the appearance of the green color indicates a properly detection of the Constant Attack 
Scenario.

Based on the classification results presented above, we can reach an important conclusion. 
When testing the prediction model with observations from a different speed - compared to 
the one used in training - we observe an overall reduction in accuracy. Nevertheless, the use 
of the VRS metric significantly increases prediction accuracy (in both supervised algorithms 
examined in this chapter), while also achieving a clear separation between interference and 
jamming. This enhances the usefulness of the proposed VRS metric for real-life scenarios.
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5.6.4 Norm_KNN-VRS vs Norm_KNN and Norm_RaFo-VRS vs Norm_RaFo 
cases classification results

In these two cases we try to determine whether normalizing the data prior to using them 
in training and testing affects the classification results, with and without the use of the VRS 
metric. The accuracy achieved while using the VRS metric is equal to 81.25% for the KNN 
algorithm and 80.09% for the Random Forests, with its omission leading to an accuracy equal 
to 78.1% and 76.4% respectively. Once more, the use of the VRS metric in the classification 
process leads to a upturn in the accuracy of the prediction model. In addition to that, if we 
compare the previous classification results of the Same_KNN and Same_RaFo cases with 
the respective ones that derive when no normalization is applied to the data prior to their 
use, we observe that there is no significant increase in accuracy results. Thus we conclude 
that a normalization of the measurements is not necessary. It should be noted that in all the 
previous and the next presented classification results, the data are not normalized prior to 
their use for training and testing.

5.6.5 Same_KNN-VRS_25m/s vs Same_KNN_25m/s and Same_RaFo- 
VRS_25m/s vs Same_RaFo_25m/s cases classification results

As already stated, our RF jamming attack detection system is based on offline training, 
using a dataset of measurements collected under a speed of 15m/s so as to train the classifier 
prior to its use for testing. For the sake of completion, we examine the Same_KNN-VRS, 
Same_RaFo-VRS and Same_KNN, Same_RaFo cases presented previously using the data 
measurements from a higher speed at about 25m/s speed range for training.

For the Same_KNN-VRS_25m/s, Same_RaFo-VRS_25m/s cases, the accuracy of the 
prediction model achieved is equal to 94.46% for the KNN and 94.61% for the Random 
Forests algorithm. For the Same_KNN_25m/s, Same_RaFo_25m/s cases, on the other hand, 
the calculated accuracy is equal to 88.68% for the KNN and 89.22% for the Random Forests 
algorithm respectively.

From the classification results presented above an important observation can be made.
There is an increase in classification accuracy when the training is done using data from a 
higher speed. The higher classification accuracy derives from the fact that the increase in 
speed adversely influences the effects of jamming. More concretely, in the Constant Attack 
Scenario the jammer overtakes the sender-receiver pair faster, in the Interference Scenario the 
sender-receiver pair remains in the jamming area for a shorter period of time and in the Smart 
Attack Scenario the jammer reaches its target at a higher speed, thus the gradual effect of 
the jamming observed at lower speeds is greatly reduced. All the above lead to a significant
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increase in the quality of the measurements obtained, hence leading to higher classification 
accuracy as well as a to better distinction between the different types of jammers affecting 
the communication, as can be seen in Fig. 5.5 for the KNN algorithm.

T 1 1 1 1 1 Τ
Ο 50 100 150 200 250 300

Figure 5.5 Plot using the 25m/s for testing and training for the Same_KNN_25m/s case, with 
the Smart Attack Scenario represented by the red, the Interference Scenario by the black and 
the Constant Attack Scenario by the green color.

We also investigate more thoroughly the effect of the relative speed metric in the detection 
probability of a RF jamming attack in a multi-class environment with three classes (class 
of reactive jamming attack, class of continuous jamming attack and class of interference). 
In Figure 5.6 we present the detection probabilities of the proposed model using the KNN 
algorithm for a range of relative speed Au [0,25]m/s. We observe that in the medium range 
of Au values we achieve a perfect RF jamming detection result. This result is attributed to 
the specific characteristics of each type RF jamming attack. Specifically, the continuous 
jammer transmits continuously deteriorating the wireless communication between transmitter- 
receiver. On the contrary, the reactive jammer starts its activity only when it retreats to a safe 
position (close to the receiver). So for a small range of Au values both types of RF jamming 
attackers (reactive, continuous) have started their attack leading to several miss-classification 
errors between the two corresponding classes. Finally, at higher Au values over 20m/s we 
have some miss-classification errors between the classes of reactive jamming and interference 
because the relative speed value is approximately equal to the speed of the receiver (25m/s) 
when there is not an attacker in the area but only a static RSU that interferes the wireless 
communication between transmitter-receiver.

In the following Table 5.6 we summarize the classification accuracy, exploiting the usage 
of the proposed VRS metric as an extra feature, achieved while training with measurements 
from a speed of 15m/s and a speed of 25m/s respectively.
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Figure 5.6 Effect of Δυ in RF jamming detection results using the KNN algorithm.

Table 5.6 Classification accuracy percentages while training lower and higher speed measure
ments respectively

Training with 15m/s Training with 25m/s
Test with 
(KNN)

15m/s 82.27% 74.31%

Test with 
(RaFo)

15m/s 80.04% 74.41%

Test with 
(KNN)

25m/s 66.97% 94.46%

Test with 
(RaFo)

25m/s 69.84% 94.61%

5.6.6 Results Summary

Fig. 5.7 summarizes classification accuracy percentages that are presented above. These 
are achieved by both the KNN and the Random Forests algorithms when based only on the 
features previously used in the literature for jamming attack detection [86], compared to 
the proposed approaches KNN-VRS and RaFo-VRS that use the VRS metric. The VRS 
metric increases the accuracy of the classifier and ensures almost perfect differentiation 
between cases of intentional and unintentional jamming. When using the VRS metric while 
testing with data from the same speed there is an increase up to about 4% in the classification 
accuracy. When testing with data of a different speed the increase in accuracy is even greater 
up to about 14%.
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Figure 5.7 Comparison between the standard KNN and Random Forests classification algo
rithms and the proposed KNN-VRS, RaFo-VRS algorithms based on the accuracy percentage 
achieved in every case

5.7 Conclusions
In this chapter, we presented a method for detecting a specific type of DoS attack, namely 

RF jamming, based on cross-layer supervised machine learning, by exploiting a novel metric 
from the application layer, the variations of the relative speed between the jammer and the 
target. The relative speed is passively estimated from the combined value of the desired and 
the jamming signal at the target vehicle combined with metrics from the network and physical 
layer. To evaluate the significance of the proposed metric and its estimation algorithm, we 
implemented three different scenarios - two with a jammer and one with interference only.

With our work, we introduced a proactive approach against potential RF jamming attacks 
which is able to differentiate interference from malicious RF jamming. Additionally, it is 
able to distinguish the unique characteristics of each attack, especially when the off-line 
training is conducted with a higher speed than 15m/s. Through our evaluation results, we 
were able to highlight the vital role of the relative speed and its variations, in addition to other 
metrics obtained from the physical layer, in jamming detection and unintentional jamming 
cases differentiation, as well as in the overall increase in the prediction accuracy.

Subsequently, we plan to investigate the efficiency of our proposed classification model 
in more complex vehicular networks with larger number of communicating nodes and 
different type of attackers. In a realistic vehicular network an malicious node is likely to be 
moving towards a group/platoon of CAVs. The CAVs infrastructure requires secure wireless
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communication channels in order to ensure reliable connectivity and safety. Connected 
vehicles are permanently interconnected by periodically broadcasting CAMs. However, 
these messages are vulnerable to a wide range of cyber threats, such as eavesdropping, RF 
jamming, spoofing and modification attacks. Therefore, the classification model described in 
this chapter needs to be extended so that it is able to detect more security attacks (such as 
spoofing attacks) faced by CAVs.
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Chapter 6

A Novel Cross-layer IDS for RF 
Jamming and Spoofing Attacks 
Detection in CAVs

The deployment of CAVs in VANETs requires secure wireless communication in order to 
ensure reliable connectivity and safety. However, this wireless communication is vulnerable 
to a variety of cyber atacks such as spoofing or jamming attacks. So we propose an IDS based 
on the previously presented cross-layer ML techniques extended to detect both spoofing 
except of jamming attacks in a CAV environment.

6 .0 .1  I n t r o d u c t io n

The purpose of this chapter is to enhance the proposed IDS introduced in the previous 
chapter, making it probabilistic and appropriate for cross-layer attacks in specific applications 
that use the V2V wireless communication such as the platoon of vehicles. Generally, the 
deployment of CAVs is considered the key factor to enhance road safety, increase the 
infrastructure efficiency, and reduce fuel consumption in ITS [48]. ACC can automatically 
regulate parameters such as speed changes and gaps between vehicles by using on-board 
sensors.

Vehicle platooning is an application for semi-autonomous cooperative driving that com
prises a leading vehicle and a group of following vehicles. The motion of the vehicles 
forming a platoon is determined by the CACC technology [120]. CACC is an enhancement 
to ACC that introduces V2V communications, and allows vehicles to travel in more compact 
and stable platoons than ACC [48]. Most CACC systems require the following vehicle to
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communicate with its nearest preceding vehicle and/or the leading vehicle of the platoon 
[48].

Vehicle platooning is achieved by the exchange, in real-time, of information about the 
longitudinal (e.g. acceleration and braking) and lateral (e.g. steering) control system of the 
vehicles, as well as management protocols that supervise the formation of the platoon, driving 
maneuver and platoon disengagement [99]. This information is shared by the exchange of 
CAMs between the connected vehicles. These messages are transmitted several times per 
second using DSRC and WAVE technology, based on the IEEE 802.11p standard.

The CAV infrastructure requires secure wireless communication channels in order to 
ensure reliable connectivity and safety. Connected vehicles are permanently interconnected 
by periodically broadcasting CAMs. However, these messages are vulnerable to a wide range 
of cyber threats, such as eavesdropping, spoofing and modification attacks. For example, a 
spoofing attack against the communication between CAVs could allow an attacker to change 
the distance between autonomous vehicles within the platoon, disrupting the flow of traffic 
and increasing the chances of accident. Moreover, the wireless communication channel is 
exposed to RF jamming (e.g. radio signals maliciously emitted to disrupt the legitimate 
communication such as DoS attacks [25]). Jamming against CAMs can be implemented 
easily, and can disrupt the performance of platooning [114]. For this reason, it is important 
to design innovative and robust cyber security solutions that can successfully protect the 
technology powering CAVs against cyber-attacks.

In this chapter, an IDS based on ML developed to detect spoofing and jamming attacks in 
a CAV environment, with special focus on vehicles’ platooning communication is presented. 
This is the first proposed ML IDS in the literature that can effectively detect both spoofing 
and jamming attacks. The detection engine of the proposed IDS is based on several ML 
algorithms like Random F orest, k-Nearest Neighbour and OCSVM, as well as the use of 
data fusion techniques in a cross-layer approach. both supervised learning techniques used 
are very popular, with the KNN being robust against noisy training data and Random Forests 
being one of the most accurate algorithms, due to the fact that it reduces the chance of 
over-fitting. Moreover, except of supervised ML techniques, we also use a semi-supervised 
ML technique (OCSVM), in order for the proposed IDS to be applicable in cases where only 
one class data (normal data) exists. This is a common case, because vehicular communication 
datasets obtained by a real testbed comprising also traces of cyber-attacks are rarely available. 
Last, the proposed IDS has as a goal to achieve the fusion of the two used supervised 
ML algorithms using data fusion techniques with special purpose to enhance the overall 
performance.
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The main contribution of this chapter is the development of a novel cross-layer IDS 
for CAV platooning capable of detecting a spoofing attack and a reactive jamming attack 
too. The novelty of the proposed IDS is the cross-layer set of features that are utilized for 
both training and testing. The second contribution is that the implemented IDS can produce 
probabilistic results for both known and unknown attacks.

The rest of this chapter is organised as follows. Section 6.1 provides an overview of 
related work in the domain of spoofing and jamming attack detection. Section 6.2 describes 
the topology and the types of the implemented attacks. Section 6.3 describes the proposed 
probabilistic IDS. Section 6.4 presents the experimental evaluation setup, the impact of the 
implemented attack in V2V communication and finally, the experimental results. Section
6.5 summarizes our findings and concludes our work.

6.1 Related Work

6 .1 .1  S p o o f in g  A t ta c k s

The literature in the area of cyber security for connected vehicles is divided in two 
distinctive areas of interest. Firstly, the techniques that use metrics from the Application 
layer (APP), e.g. speed-deviation, such as Acceptance Range Threshold (ART) [121]. Speed 
Deviation Verification at consecutive time intervals has been also used for the verification 
of each vehicle location. However, this metric is vulnerable against GPS spoofing attacks. 
Swaszek et al. [122] consider the use of range-only information to detect Global Navigation 
Satellite System (GNSS) spoofing of a platoon of vehicles equipped with inter-vehicle 
communications. However, this chapter considers the use of short range only information 
communicated amongst a platoon of vehicles to detect GNSS spoofing. These methods are 
mainly based on upper layer metrics, the honesty of nearby vehicles and the traffic density of 
spoofing attackers.

Secondly, there is a specific area in which the publications also use metrics from the PHY 
layer, such as the RSS, and metrics from the APP layer, such as speed-deviation of nodes 
[105]. In various publications, the strength distribution analysis is used to detect Sybil or 
Spoofing attacks [123]. Last, the authors in [124] propose a solution to correct the wrong 
position given by the fake GPS. The correction is based on a validation process by comparing 
the given position to an RSU using the wireless V2I. However, the wireless communication 
between the transmitter and the RSU can be impaired by fast fading characteristics that exist 
in VANETs.
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All the above publications do not use ML approaches for detecting spoofing attacks. 
On the other hand, several articles such as [26], [125] introduce the RSSI-based schemes 
for detecting spoofing attacks in WSNs using ML techniques without using a cross-layer 
architecture.

Additionally, extensive works present the applications of spatial processing methods for 
GPS spoofing detection and mitigation that use either Phase Delay Measurements [126] or 
the AOA estimation [127] from the PHY layer to verify the message originator. From an 
attacker perspective, an illegitimate node may intentionally falsify the information to achieve 
a certain goal that might be rational in some scenarios. A drawback of using metrics from 
the PHY layer is the incorrect GPS spoofing detection (e.g. false alarms) that may occur in 
situations where multiple correct satellite signals are received from similar directions and 
phase delay differences are below a predefined threshold.

ML techniques for jamming attack detection in vehicular ad-hoc networks have been 
proposed in the past [86], [110] as adequately described in Chapter 5.2.

In contrast to all the aforementioned works, we use an additional metric: the relative 
speed (Δυ) between the sender and the receiver which was estimated in the previous chapters. 
This estimated metric can be combined with other metrics from the APP and the PHY layer 
leading to a cross-layer detection approach. The proposed cross-layer detection approach 
can also be used without the need for a linear interpolation method for predicting the future 
position of the attacker. These models are frequently subject to statistical errors. Specifically, 
from the APP layer we can use the GPS coordinates indicating the location of the sender 
and from the PHY different metrics such as the RSSI, the SINR and PDR for the effective 
detection of a spoofing attack or a jamming attack, differentiating also one from the other.

6.2 System Model

6 .2 .1  T o p o lo g y

The simulated CAV enviroment comprises of a platoon of four connected vehicles, whose 
motion is determined by the CACC technology [120]. As described previously, most CACC 
systems require the following vehicle to communicate with its nearest preceding vehicle 
and/or the leading vehicle of the platoon. As represented in Fig. 6.1, the leading vehicle 
(Veh1) and second vehicle (Veh2) represent the (Rx) and (Tx) of messages, respectively. The 
third vehicle (Veh3) is the attacker that conducts a reactive jamming attack, and the fourth 
vehicle (Veh4) in the platoon is the attacker that conducts the spoofing attack.
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The experimental results analysis presented in this chapter focus on assessing the effect 
of the different attacks in the communication between the Tx and Rx vehicles.

6 .2 .2  S p o o f in g  A t ta c k  in  V 2 V  C o m m u n ic a t io n s

All connected vehicles in a platoon periodically broadcast CAMs, known as beacon 
messages, in order to inform neighbouring vehicles of their presence. Each CAM comprises 
of several fields such as Id, Time instance (Time), the MAC address and current vehicle GPS 
location. However, the Id and the MAC address which is stored in MAC header of the sender 
in the 802.11p MAC frame [15] can be modified by a spoofer.

For the simulated attack scenario, initially, the Tx and Rx vehicles have a wireless 
connection established using the IEEE 802.11p MAC protocol, and drive in a platoon 
formation. The attacker Veh4 follows the Tx and Rx vehicles. When the distance between 
Veh4 and Veh2 is about 35m, the attacker intercepts the Id and MAC address of Veh2 from 
the broadcasting CAMs and starts its spoofing attack. During the spoofing attack, Veh4 also 
broadcasts a CAM message every 0.1 second, using the Id of Veh2, in order to inform the Rx 
about an incorrect GPS location. Since the attacker replicates the Id and MAC address of 
Veh2, during the spoofing attack, there would be 802.11p MAC frames showing discrepancies 
between the identity and the physical characteristic of the frames. The routing flow that 
is selected in transport layer is based on the the incorrect spoofed MAC address of the 
transmitter Veh2. This results in frame losses in the PHY layer due to path losses and fast 
fading factors, or due to the strict delay constraints of the backoff procedure in the MAC layer. 
Hence, many CAMs sent by EV I are lost in the MAC layer and are never acknowledged 
by the client, which increases the PER and also decreases the throughput. So it is clear that 
the spoofing attack affects the communication channel. This communications problem that

Veh4 Veh3 Veh2 V e h l
Spoofer Jam m er Tx Rx

Norm al Com m unication

Reactive Jam ming A ttack

Veh2 Spoofing A ttack

Figure 6.1 Schematic representation of the vehicles platooning topology: Receiver vehicle 
(Veh1), Transmitter vehicle (Veh2), Jammer vehicle (Veh3), and Spoofing vehicle (Veh4).
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is provoked is discussed more thoroughly in Section 6.3.3. So, we must design an IDS that 
aims to detect these discrepancies in the communication channel.

As we previously said, the attacker exploits these fields to transmit false GPS location 
coordinates within the CAMs, which misdirects the platoon of connected vehicles to an 
incorrect location. This has as a consequence the observed RSSI values by the wireless 
communication between Tx and Rx to move to a different level, indicating the spoofing 
attack. Fig. 7.6 shows a comparison between the RSSI values and the distance between the 
Tx and Rx vehicles during the first two stages of the simulation (e.g. the initial period of 
normal traffic and the spoofing attack). When the position of the transmitter, which is the 
spoofer during the spoofing attack, is quite different from the legitimate’s position the level 
of the RSSI values change significantly as can be seen in Fig. 7.6. This fact can indicate the 
spoofing attack, proving also that the RSSI maybe is a crucial metric for the detection of a 
spoofing attack using a cross-layer ML approach.

Veh4 Veh3 Veh2 V e h l
Spoofer Jam m er Tx Rx

Norm al Com m unication

Spoofing A ttack c am {[Tx]4, rx}

Figure 6.2 Spoofing Attack Scenario

Figure 6.3 Different RSSI levels during the normal operation and spoofing attack
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6 .2 .3  J a m m in g  A t ta c k  in  V 2 V  c o m m u n ic a t io n s

For the evaluation of the jamming attack scenario, a reactive radio frequency jammer has 
been implemented (see Chapter 1.4). The standard protocol of WAVE IEEE 802.11p OFDM 
frame format was described in Section 1.3. The OFDM signal has a fixed shape in the time 
domain and lasts Tduration = 64μs. before the next OFDM signal can be transmitted, there is 
an idle time of Tprep = 10μs required to set up the next transmission.

The jammer aims to block completely the communication between the pair of the Tx and 
Rx vehicles by transmitting in a reactive manner upon the detection of IEEE 802.11p frames 
in the communication channel, causing a DoS attack. Assunming the topology of Fig. 6.1, 
every time the Tx vehicle transmits a CAM message, Veh3 also transmits a CAM message 
to cause a collision. The reactive jammer starts the transmission of a CAM using OFDM 
signal with BPSK modulation upon sensing an ongoing transmission between the transmitter 
and the receiver as described in Section 1.4. The reactive jammer starts transmitting when it 
is located at a small distance (about 35m) from Veh1. Therefore, the Rx vehicle receives a 
combined signal from the jammer and the Tx vehicle with the form:

y =  h1x +  h2s +  w (6.1)

where y is the combined received baseband signal at the Rx vehicle, h1 is the Rician fading 
channel between the Tx and Rx vehicles, h2 is the Rician fading channel between the jammer 
Veh3 and the Rx vehicle, x is the valuable signal sent by the transmitter, s is the jamming 
signal sent by the jammer and w is white Gaussian noise. The total reaction Treaction is the 
sum of the detection time Tdetect =  1.2μs and the preparation time Tprep = 10μs. For the 
discussion of the results, we consider that the overall reaction time is, on average, 11.2μs.

Although, the jamming misses the beginning of the IEEE 802.11p preamble, this noise 
signal overlaps with the PLCP, MAC and WSMP header of the IEEE 802.11p frame sent from 
Tx to Rx, as represented in Fig. 1.6 because of the reactive jamming. So, due to jamming, the 
Rx vehicle cannot decode the CAM from the Tx vehicle due to insufficient SINR.

6.3 Intrusion Detection Framework

An IDS is a fundamental element of security infastructure, aiming at identifying evidence 
of attacks or indications of suspicious activities in the system under protection. The use 
of ML techniques has gained wide interest in the area of network security and intrusion 
detection. An ML-IDS is based on models that allow the classification of the analysed 
information [128]. In the area of network security, the use of ML techniques has proven to
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improve the accuracy of an IDS [129]. We propose the use of an ML-IDS in the area of CAV 
communication security.

6 .3 .1  M a c h in e  L e a r n in g  T e c h n iq u e s

The novel ML-IDS that we propose makes use of the supervised ML techniques KNN 
and RaFo for the attack classification process. Additionally, experiments using the semi- 
supervised ML technique OCSVM have also been conducted.

Specifically, the OCSVM is an effective semi-supervised classification technique that 
constructs the classification model of normal behaviour during the training process using 
only one type of samples (e.g. training datasets comprising of only non-malicious data). 
This feature makes OCSVM an ideal classification technique when only non-malicious 
training datasets are available. Segmentation and clustering algorithms seem to be better 
choices because they do not need to know the signatures of the series. The shortages of such 
algorithms are that they always need parameters to specify a proper number of segmentation 
or clusters and the detection procedure has to shift from one state to another state. In order 
the above mentioned drawbacks to be minimized, the goal of an OSVM is to find the optimal 
separating hyperplane which maximises the margin of the training data and minimises the 
chance of accepting outliers [130].

6 .3 .2  D a ta  F u s io n  T e c h n iq u e s

Each of the classification algorithms is able to generate accurate results when imple
mented independently. However, the combined use of these algorithms may help improve 
the overall performance of an IDS [131]. Different methodologies were evaluated to assess 
whether the classification results could be improved, for instance, by applying data fusion 
techniques.

Ensemble learning has been used to combine the outputs from different classification 
techniques. Ensemble learning is the process in which multiple classifiers are strategically 
selected and combined in order to solve a particular computational intelligence problem. 
Ensemble learning is primarily used to improve the classification performance of a model. 
One of commonly used ensemble learning algorithms is known as bagging [132]. In this 
algorithm, bootstrapped replicas of the training data for each classifier (RaFo, KNN) are 
used. During the last step of bagging, the majority voting combination rule is used. Since the 
intended output of the IDS is a probabilistic IDS, the conditional probabilities are estimated 
for each classifier in the presented IDS using the bayesian rule as data fusion technique.
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6 .3 .3  C A V  C o m m u n ic a t io n  D a ta s e t

The presented IDS uses metrics from both, the PHY and APP layers. From the PHY layer 
we extract the RSSI, the SINR and the PDR. From the APP layer we extract the Relative 
Speed (Δυ) and the GPS coordinates. All these metrics, listed in Table 7.3, are used in a 
cross-layer approach to improve the detection accuracy of the detection system. Furthermore, 
for the training-testing procedure of the proposed IDS, the data have been divided into 70% 
for training and 30% for testing.

The Relative Speed (Δυ) indicates the relative speed between an attacker and the re
ceiver Veh1 and it can be estimated by the RF signals’ interchange in the PHY layer (see 
Chapter 3.5).

The scarcity of publicly available real vehicular communication datasets has been pre
viously discussed in [133]. Currently, no vehicular communication dataset is available 
comprising traces of cyber-attacks. Computer simulation software becomes the only avail
able alternative to conduct cyber security research in the area of connected vehicles.

We have developed the experimental simulation testbed that is described in Chapter 1.5 
to evaluate the proposed IDS for a platoon of vehicles as depicted in Fig. 6.4 in a part of 
the Erlangen city. The simulation comprises a flow of four connected vehicles in a platoon 
formation. This simulation consists of 800 timesteps, of which 300 timesteps correspond to 
the normal operation of the system, 200 timesteps correspond to a spoofing attack and the 
remaining 300 timesteps correspond to a jamming attack.

In order to show the effect of the two attacks in the communication between the Tx 
and Rx vehicles, the Throughput has been plotted in Fig. 7.11. The Y-axis represents the 
throughput in Mbps, whereas the X-axis represents the time in seconds. The normal (e.g. 
without attack) communication between the Tx and Rx vehicles is represented in pink, the 
spoofing attack is represented in blue, and the jamming attack is represented in green. The 
normal communication between the Tx and Rx vehicles occurs in two periods, between the 
time interval 15-25 second, and the time interval 75-95 seconds. The spoofing attack is

Table 6.1 Metrics that are jointly processed by the classification algorithms

ID Model Feature Short Description

1 Δυ Estimated relative speed between Jx-Rx (m/sec.)
2 GPS cords GPS coordinates in x-axis, y-axis indicating the location
3 RSSI Signal Strenght Indicator (dbm)
4 SINR Signal Quantity Indicator (db)
5 PDR Packet Delivery Ratio
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launched during the time interval 25-45 seconds. Finally, the jamming attack is launched 
during the time interval 45-75 seconds.

As can be seen in Fig. 7.11, the average throughput for the normal communication is 
18 Mbps, approximately. When the spoofing attack is launched, the average throughput

Figure 6.4 Close-up view of the Erlangen city map used for conducting the simulations. The 
four vehicles platooning are marked in green, moving south along the road.
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Figure 6.5 Throughput (Mbps) of the communication between the Tx and Rx vehicles during 
the experimental simulation. The normal communication without attack in pink, spoofing 
attack in blue, and jamming attack in green.

Institutional Repository - Library & Information Centre - University of Thessaly
23/05/2023 02:12:52 EEST - 13.56.182.168



6.4 Experimental Evaluation 105

drops to 10 Mbps. This change in the throughput clearly shows that the modification of 
the GPS coordinates and speed values within the CAM messages has a clear effect upon 
the communication between the connected vehicles. Even more noticeable is the effect 
of the jamming attack, where the average throughput reaches 0.5 Mbps. This makes the 
communication between the Tx and Rx vehicles almost impossible. In this simulation, the 
Tx vehicle broadcasts a CAM message every 0.1 seconds in order to inform the Rx about its 
current GPS location and speed.

The experiments have been conducted using the simulation parameters presented in above: 
The minimum distance between the jammer from Veh1 (minDistJx-Rx) is 25m, the minimum 
distance between Veh1 and Veh2 (minDistTx-Rx) is 15m, the minimum distance between 
the spoofer and Veh1 (minDistyeh4-Rx) is 35m, Transmission Signal Strength is 100mW, 
Packet Length is 500 bits, and Data Rate is 18Mbps. both vehicles Veh1 and Veh2 move at a 
maximum speed of 10m/s, whereas both vehicles Veh3 and Veh4 move at a maximum speed 
of 25m/s. The jammer starts transmitting within a radius of 35m from Veh1. This simulation 
replicates a realistic example, in which the attackers show distinctive moving behaviours 
from the legitimate vehicles.

6.4 Experimental Evaluation

We evaluated the performance of our attack detector by using a detection rate and Receiver 
Operating Characteristic curve (ROC). It is proved that the proposed IDS presents a high 
accuracy of over 90% using training datasets containing both known and unknown attacks.

6 .4 .1  S p o o f in g  A t ta c k  D e te c t io n  R e s u l ts

The experiments to evaluate the efficiency of the developed IDS have been conducted 
using KNN and RaFo. The ML techniques have been trained with both Attack and No Attack 
instances. The initial set of experiments has been conducted using single metric approach 
only, using the metrics described in Table 7.3.

Table 6.2 presents the classification accuracy results when using single feature for each 
of the supervised ML techniques. As it can be seen by using metrics from the PHY layer, 
the IDS achieves the highest results, reaching over 91% accuracy with both techniques. The 
best detection is achieved by KNN using the RSSI (e.g. 95.88% accuracy). Focusing on 
the metrics from the APP layer, the accuracy drops to 72.43% when using RaFo to analyse 
the metric Position Y (e.g. longitudinal control). Furthermore, it has been shown that the 
use of the KNN algorithm outperforms the accuracy of the RaFo algorithm for the majority
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of metrics. Generally, in most cases KNN performs better in dataset with low dimensional 
space. The results have been plotted using a ROC curve for each single feature when using 
KNN and RaFo in Figs. 6.6 and 6.7, respectively.

Table 6.2 Accuracy of the cross-layer classification

M etric KNN Random Forest

RSSI 95.88% 95.47%
SINR 91.77% 92.18%
PDR 92.59% 94.24%

Estimated Δυ 86.83% 78.6%
Position Y 84.77% 72.43%
Position X 94.24% 92.59%

Figure 6.6 Spoofing Attack Detection: ROC curves for single feature spoofing attack classifi
cation using the KNN algorithm.

Focusing on a multi-metric approach, using only features from the APP layer with KNN, 
the detection reaches 98% accuracy. On the other hand, the detection results when using 
only features from the PHY layer reaches 99% accuracy. These results clearly show the 
improvement achieved by using a multi-metric detection approach.

Finally, the IDS that we have developed takes advantage on a cross-layer architecture, 
using metrics from both the PHY and the APP layers. The combination of all the considered 
features generate the best attack detection accuracy overall. By using cross-layer KNN, the 
IDS generates 99.59% detection accuracy and 98% accuracy using the RaFo algorithm.

For the jamming attack detection, we have conducted two versions of the reactive jamming 
attack. One generic version that transmits activity is sensed on the wireless channel (see 
Chapter 1.4). The alternative version is an intelligent reactive jamming attack that transmits
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Figure 6.7 Spoofing Attack Detection: ROC curves for single feature spoofing attack classifi
cation using the RaFo algorithm.

in a pseudo-random way when it senses activity on the wireless channel with the goal to 
reduce the number of intended collisions in MAC layer and minimise its exposure to be 
detected by an IDS. For the former version of the jamming attack, the developed IDS achieves 
100% accuracy using KNN and 99% accuracy using RaFo. Whereas the IDS reaches 95% 
accuracy detecting the intelligent jamming version. The last detection result is achieved by 
both ML techniques with cross-layer approach.

6 .4 .2  M u l t i - A t ta c k  D e te c t io n  R e s u lts

In order to evaluate the adaptability of the presented IDS, additional experiments have 
been conducted. These experiments combine the two implemented attacks, spoofing and 
jamming. By using the KNN algorithm with a cross-layer approach, the IDS generates almost 
perfect detection (e.g. 99% accuracy), whereas the RaFo algorithm reaches 96% accuracy 
approximately. Fig. 6.8 represents the detection results using ROC curves when both attacks 
are included in the training and testing datasets. The ROC in pink represents the detection 
results for the experiments using only jamming attack and normal traffic in the training and 
testing dataset, the one in green represents the results using only spoofing attack and normal 
traffic, and the ROC in blue represents the results when only both attacks are used in the 
training and testing dataset. Using the RaFo algorithm with a cross-layer approach, the 
IDS generates almost perfect classification between the “Jamming” and “No Attack ” cases 
with an accuracy at about 99%. While, the IDS also achieves an enough good classification 
between the “Spoofing” and “No Attack” cases with an 97% accuracy.
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As can be seen, worst classification results are generated when only the two implemented 
attacks are considered with an accuracy at about 91%. In this case, the proposed IDS is 
difficult to differentiate the two implemented attacks because a lot of metrics indicating the 
communication problem (such as SINR, PDR) between transmitter and receiver get quite 
low values for both attacks.

False positive rate

Figure 6.8 Multiclass results with class by class ROCs for the RaFo classifier

6 .4 .3  D a ta  F u s io n  T e c h n iq u e  R e s u l ts

In this subsection, we want to combine the two supervised ML classifiers (KNN, RaFo) 
in order to achieve better performance than a single decision from one classifier.

In the proposed IDS, firstly, bootstrapped replicas of the training data for each classi
fier are used. The intended output of the IDS is a probabilistic IDS, which estimates the 
conditional probability of an observation to belong to class Attack or No Attack, given the 
probability that each of the classifiers predicts the same class. For this reason, conditional 
probabilities are estimated for each classifier in the presented IDS using the bayesian rule as 
data fusion technique. Last, bagging is used in order to provide with a final prediction based 
on the aggregation of above predictions from the two supervised ML classifiers. The final 
prediction is estimated using the majority voting combination rule.

In subsequent Fig. 6.9 the accuracy results achieved for the spoofing attack detection 
by the Data Fusion technique are compared with these that achieved using only KNN or 
RaFo. The above reported accuracy results have been plotted using a ROC for each classifier 
and a different ROC for the Data Fusion technique. The Data Fusion approach combined 
the outcome of the two supervised ML classifiers. It is observed that it achieves the same 
accuracy with the KNN algorithm, which in this case has an almost perfect result. It can also
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enhance the performance of the RaFo algorithm, which in our experiments shows the worst 
accuracy results.
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Figure 6.9 Accuracy evaluation for spoofing attack detection comparison among Data Fusion, 
KNN, RaFo

6 .4 .4  D e te c t io n  u s in g  N o r m a l  D a ta  T r a in in g

The supervised ML algorithms require training datasets comprising Attack and No Attack 
instances. In cases where only normal (e.g. non-malicious) data is available, the use of 
semi-supervised ML algorithms is required. This section describes a final set of experiments 
focusing on the use of the semi-supervised ML algorithm OCSVM. The training dataset is 
50% smaller than the testing dataset, and comprises normal data only. The accuracy obtained 
by the OCSVM algorithm reaches 90% accuracy approximately. In this set of experiments 
using the OCSVM algorithm after training only with No Attack data, the IDS generates 40 
False Negatives (FNs), 41 False Positives (FPs) alarms, 527 True Positives (TPs) indicating 
the No Attack class and 200 True Negatives (TNs) indicating the Attack class.

In most cases, no vehicular communication dataset is available comprising traces of 
cyber-attacks. From the above results, we can conclude that in cases where there is no 
malicious data the performance of the proposed IDS is not affected a lot.

6.5 Conclusions

In this chapter, we describe an IDS based on ML techniques designed to detect both 
spoofing and jamming attacks in a CAV environment. The IDS would reduce the risk of 
traffic disruption and accident caused as a result of cyber-attacks. The detection engine of 
the presented IDS is based on the ML algorithms RaFo, KNN and OCSVM. To the best
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of the authors knowledge, the proposed IDS is the first in the literature that uses a cross
layer approach to detect both spoofing and jamming attacks against the communication of 
connected vehicles platooning. Various features from the APP and PHY layers have been 
extracted and analyzed.

In order to evaluate the efficiency of the developed IDS against different type of attacks, 
the simulation setup that is described in Chapter 1.5 has been considered. Although the 
experiments have been conducted using datasets from a simulated CAV environment, with 
vehicles platooning, the same IDS could be used to detect similar type of attacks launched 
from fixed location, for example, from a building on the side of the road.

The empirical analysis proves that both attacks impact on the communication between 
the transmitter and receiver vehicles. Overall, the features from the PHY layer weight out 
those from the APP layer in their contribution to the classification process, helping to detect 
correctly between Attack and No Attack using a cross-layer approach. In order to verify 
the adaptability of the proposed IDS, multiple sets of experiments have been conducted. 
The presented results shows that the proposed IDS can efficiently detect both attacks with 
high accuracy. The proposed IDS can also produce a measure of confidence or probabilistic 
classification result, instead of a binary classification (e.g. Attack or No Attack).

These detection schemes can be used as a primitive in the design of secure IVC com
munication standards protocols, especially valuable for vehicular related applications that 
interchange sensitive data that must reach properly and safely at the receiver. Such appli
cations are these for dynamic charging of electric vehicles, which can be charged on the
move.
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Chapter 7

Detecting Spoofing Attacks in Connected 
Electric Vehicles

There are many real VANET applications that require secure V2V communication, such 
as charging electric vehicles which either charge locally at a static charging station or charge 
dynamically on the move. One of the barriers for the adoption of EVs is the anxiety around 
the limited driving range. Recent proposals have explored charging EVs on the move. So we 
specially focus on the intelligent routing of EVs in need of charging so that they can make 
most efficient use of the so-called MEDs which operate as mobile charging stations. However, 
the proposed method demands secure Inter-Vehicle Communication (IVC) communications 
in order to eco-route electric vehicles and the IVC is vulnerable to a variety of cyber attacks 
such as spoofing with quite bad results as presented in the previous chapters.

7.1 Introduction

One of the prohibiting factors for the adoption of the EVs across Europe is the driving 
range [134], [135]. That is, the range the vehicle can cover before it needs to be recharged. 
The lack of supporting charging infrastructure is a pivotal prohibiting factor. The deployment 
of charging infrastructure is a hard problem [136] as it inadvertently requires changes to 
the existing civil infrastructure and these are costly and take a long time to implement. 
The car industry is experimenting with larger and more powerful batteries - new Tesla and 
Volkswagen (VW) EVs have been released with powerful batteries that promise to cover up 
to 400km without intermediate charge. However, it is argued that in the future batteries of 
reduced capacity should be used, mainly for environmental reasons.
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It arises the need for new approaches to charging electric vehicles that overcome the lack 
of supporting infrastructure and the difficulty of adapting the existing civil infrastructure, 
e.g., road network, without requiring new batteries that take up most space in the car and 
are not environmentally friendly. DWC is a technology that is still in the R&D phase. A 
number of companies are actively developing dynamic wireless charging solutions, both 
in the research and testing phases. Qualcom in [137] introduces Wireless Electric Vehicle 
Charging (WEVC), which is a simple, no fuss solution for charging EVs. Qualcomm Halo 
WEVC technology uses resonant magnetic induction to transfer energy between a ground- 
based pad and a charging pad on the electric vehicle. The WEVC proposes expensive 
charging pad that need to be installed at the surface of a road track. On the other hand, our 
proposed dynamic charging model uses ordinary city buses as energy sources on the move.

This drives the investigation towards integrated solutions that allow EVs to charge on 
the move. In [138, 139] the authors have proposed a novel idea for increasing the driving 
range without requiring a significant change in existing road infrastructure. The idea builds 
on deploying buses and Heavy Goods Vehicles (HGVs), Large Goods Vehicles (LGVs) or 
trucks, as mobile charging stations, the so-called MEDs [138]. While a bus is moving along 
its normal route an EV in need of charging attaches itself to it and charges via wireless power 
transmission, as shown in Fig. 7.1.

Figure 7.1 Wireless charging of EV using spiral coils

The buses that take the role of MEDs are ordinary city buses that follow their predefined 
routes at the roads of the city. We do not use extra buses or trucks as dynamic energy 
disseminators that could have as a result the occupancy of one driveway and the increase of 
the burden on the road traffic conditions. Buses (inner city) repeatedly move at prescribed 
routes that are scheduled well in advance. Hence, the EV can meet them by appointment 
at specific locations. The process is similar to charging of aircraft in flight. When the bus 
finishes its round trip or its energy inventories are depleted, it will return to the fixed static 
charging station where it will either fully charge or change the batteries.

However, the proposed system for Dynamic Wireless Charging is based mainly on 
wireless V2V communications and uses a route optimization solution. The proposed system 
for Dynamic Wireless Charging is based mainly on wireless V2V communications and uses
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a route optimization solution. The usage of wireless communication among EVs and MED 
coordinates the real-time booking procedure for either the SCS or the MED, optimizing 
waiting times. This wireless communication is vulnerable to a wide range of cyber threats, 
such spoofing attacks. In particular, a spoofing attack against the communication between 
EVs could allow an attacker to modify the charging process (e.g. changing the order of 
charging) either on a MED or on a SCS for its benefit, affecting legitimate EVs. A spoofing 
attack is one of the most dangerous attacks for route optimisation systems. This type of attack 
allows an attacker to spoofs its real geographical position in the information sent within CAM 
messages, making other nodes believe that the vehicle is in another position [140]. This 
way an attacker can benefit against competing EVs, since the charging sequence is based on 
navigation decisions. Every EV has a table that contains the locations and the node identifiers 
of every other EV in its vicinity. The information about the location of every vehicle is 
extracted from their GPS system and sent to its neighbors through CAM messages. An 
attacker can create an illusion that he is present at a specific location by altering the location 
table of the GPS System or by generating and sending stronger fake location signals to its 
GPS receiver. The presence of an IDS capable of detecting GPS falsification is essential in 
such a system. Moreover, the spoofing attack disrupts the legitimate communication between 
two nodes, causing similar effects to those of a DoS attack. At the same time it is more 
difficult to be detected since it requires only a very small number of malicious packets to be 
produced. The proposed IDS uses an additional metric from the APP layer that is estimated 
from the PHY layer: the estimated relative speed along with the GPS parameters are making 
it more efficient in detecting such attacks.

The rest of the chapter is organized as follows: Section 7.2 provides a brief literature 
review over the ways of charging electric vehicles. Section 7.3 describes the mechanics of the 
proposed dynamic wireless charging of EVs and the challenges that arise. Section 7.4 formu
lates the routing problem of aset of EVs in the best possible way, with optimization criterion 
the average driving time as is depicted in the flow chart of Fig. 7.2.. Section 7.5 describes the 
topology and the types of the implemented attacks as a special case . Section 7.5.2 describes 
the proposed probabilistic IDS and the newly introduced PVRS metric. Sections 7.6.2, 7.6.3 
presents the experimental evaluation setup, the impact of the implemented attack in V2V 
communication and the proposed system for Dynamic Wireless Charging. It also includes the 
experimental results of the probabilistic IDS in Section 7.6.4. Section 7.6.5 proves the effect 
of a simplifying mitigation approach on the proposed dynamic charging system. Finally, 
Section 7.7 summarises our findings and concludes our work.
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Figure 7.2 Overall flow chart for the MED or SCS selection and travel time minimization.
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7.2 Related Work

Previous work on charging electric vehicles mainly focuses on static charging stations 
[141], swappable batteries [142], eco-routing of vehicles [143] or dynamic charging [144] 
that is based on static sources. Some infrastructures which also used for charging the electric 
vehicles are either fixed (static stations) installed either under the surface of streets and 
in other public locations (e.g. garages) or on lightning columns [145], [146] on the road 
side. In [147] a routing strategy for vehicle charging called Charging Station Strategy 
- Vehicle Powertrain Connected Routing Optimization (CSS-VPCRO) is proposed. This 
approach constitutes solving an iterative least cost vehicle routing process, which utilizes the 
communication of EVs with competing charging stations to exchange data, such as electricity 
price, energy demand, and time of arrival. EV routing problem is solved to minimize the 
total cost of travel using the Dijkstra algorithm with the input from EVs battery management 
system, electricity price from charging stations, powertrain component efficiencies, and 
transportation network traffic conditions. Based on the work in [144] dynamic wireless 
charging of vehicles promises to partially or completely eliminate the overnight charging of 
electric vehicles through the use of dynamic chargers that may be installed on the roads to 
keep the vehicle batteries continuously charged, thus making electric vehicles more attractive. 
The use of dynamic wireless charging may increase driving range and reduce the size of the 
battery pack of an electric vehicle. On the other hand, this leads to increased safety concerns 
and infrastructure costs.

Previous work on dynamic wireless charging has not considered the solution of moving 
energy charging stations that can charge vehicles, which are also on the move, in order to 
reduce the range anxiety and increase the reliability of EVs. Authors in [145] presented 
a solution called Telewatt that involves the reuse of existing public lighting infrastructure 
for vehicle charging. It does so by exploiting the excessive power of the lamps mostly at 
night. This system that supports wireless charging between the infrastructure and the moving 
vehicles raises health issues related to the leaking magnetic flux. However, systems that are 
based on inductive coupling between the grid and a moving car can cause power pulsations 
in the vehicle battery and the grid supply.

The disadvantages of these methods can be summarised as follows.

• Charging an EV from a stationery charger introduces a large or small delay due to

1. the change of the route of the movement of the EV to the loading point (location),

2. the need of parking for a sufficient period of time to charge, and

3. the restoration of the EV at the initial route.

Institutional Repository - Library & Information Centre - University of Thessaly
23/05/2023 02:12:52 EEST - 13.56.182.168



116 Detecting Spoofing Attacks in Connected Electric Vehicles

• The infrastructure would need to be extensive and consequently expensive [148]

• The (energy transfer efficiency) performance of the charging method would be rela
tively insufficient (or low) due to the inherent operational difficulties of the systems 
(e.g., distance, parallelism, etc.)

The solution we propose in this chapter builds on the use of inner city buses as MEDs, 
hence it does not suffer from the pitfalls associated with static charging stations. The EVs 
can attach themselves to one MED during some part of their journey and until they have 
enough energy to reach their destination (or get to the closest static charging station). In 
this way, electric cars are charged “on the fly” and their range is increased while moving 
along the road. Hence, our proposal does not require significant changes to the existing road 
network and civil infrastructure [145] and, unlike other proposals [149], does not pose any 
health hazards.

7.3 Dynamic charging and Mobile Energy Disseminators

The dynamic wireless charging system is based on the combination of vehicular com
munications and Inductive Power Transfer (IPT) among the energy carriers and the electric 
vehicles. IPT allows efficient and real-time energy exchange where the vehicles involved can 
play an active role in the procedure.

7 .3 .1  E n e r g y  t r a n s f e r  v ia  I P T

Using the IPT wireless method, a 10-minute charge would provide a driver with an energy 
charging of 3 - 8 kWh of electric energy, which is equivalent to about 9 - 23 miles travel 
distance. The United States fuel economy estimates that 35 kWh energy charging equals 
with 100 miles travel distance. The energy charging 3 - 8 kWh requires 2 0 -5 0  kW charging 
rate from the moving charging stations (see Table 7.1). This travel distance corresponds to 
3 0 -7 8  percent of the drivers average daily travel distance. In real-world terms, that means 
typical urban American drivers could cover 78 percent of their average daily travel of 23 
miles on a 10-minute charge with charging rate 50 kW. European drivers fare even better; a 
10-minute charge with charging rate 50 kW under this wireless scenario would cover nearly 
two days of a typical European's driving habits, which amounts to about 20 kilometers or
12.5 miles per day [150]. In the case that the charging rate would be 20 kW, a 10-minute 
charge would cover about 9 miles or about 15 kilometers. By comparison, a public 30 amp 
wired charging station provides electric cars with just 3.7 miles of range on a 10-minute
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Table 7.1 Miles per 10-minute charge for electric cars [1] 
*  T h i s  i s  f o r  a  3 0  a m p  p u b l i c  c h a r g i n g  s t a t i o n .

Method Value

Tesla Supercharger 56.7
Mobile Energy Disseminator (MED) 22.85

Public Charging Station* 3.7

charge; it takes about an hour at a typical public wired charging station to provide just 22 
miles of range to an electric car.

7 .3 .2  E V s  a n d  M E D s  in  a  V A N E T  a r c h i te c tu r e

The use of mobile nodes as relay nodes is common in VANETs. In a VANET, mobile 
nodes can serve as carriers or disseminators of useful information [151]. Defining influential 
spreaders, nodes that can disseminate the information to a large part of the network effectively, 
is an open issue in ad hoc networks [152]. In VANETs, nodes with predefined or repeating 
routes that can cover a wide range of a city region can play the role of roadside units in 
terms of message dissemination. By exploiting their mobility these disseminating nodes can 
provide even higher QoS.

Following a similar approach the proposed dynamic wireless charging system is using 
special nodes, buses or trucks, that act as energy sources to EVs that are in energy need. 
The architecture of the proposed system is shown in Fig. 7.3. These vehicles, which are 
called MEDs, use electric plug in connection or IPT in order to refill starving EVs. Buses 
can play the role of MEDs in urban environments, since they follow predefined scheduled 
routes and their paths cover a major part of a city, while trucks can play the role of energy 
chargers mainly on highways. Buses can be fully charged when parked, before beginning 
their scheduled trip, and can be continuously charged along their journey by IPT stations 
installed at bus stops (see Fig. 7.3).

EVs follow the MED for a part of its route in order to perform dynamic wireless charging. 
Specifically, vehicles follow the MED with the same speed while charging, using the CACC 
technology [120]. CACC is an enhancement of ACC, which is based on sensor data. It 
leads to tighter following gaps between EV - MED and faster response to velocity changes 
compared to ACC, and makes collaborative driving such as platooning feasible [153]. Using 
the CACC technology, vehicles that book charging places on the same MED can create 
clusters/platoons where the MED will play the role of the clusterhead [154]. The wireless 
communication that is needed for motion synchronization between EV and MED is carried 
out with beacons that are periodic single-hop messages.
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Figure 7.3 Application example of a Mobile Energy Disseminator: In A, Contactless Wireless- 
Consistency charging is used to deliver charging to a bus; in B, V2V communication between 
MED and EV; in C, EV recharges from the bus using IPT.

The buses or trucks (MEDs) run on electric power. They will have battery systems for 
their movement, which are used exclusively by the bus or truck (MED). At the same time 
they carry other systems of special batteries with more energy, which will only be used for 
charging of EV vehicles in motion. The energy of these batteries will be able to cover the 
energy need of several EVs. The total energy of the charging batteries of the bus is expected 
to be greater than 200 kWh. The energy of the batteries of an ordinary EV is about 50 kWh, 
hence the amount of the energy of the batteries carried by the bus will be capable to serve 4 
EVs for a total recharge and more for partial recharges. The charging rate will be 20-50 kW 
(cf. Section 7.4), so that the required charging voltage shall be relatively low. Finally, the bus 
or truck will carry the mechanisms necessary for the connection and transfer of energy from 
the MED to the EVs. The EV charging process will be as follows.

1. EV contacts MED and makes an appointment (time, location).

2. EV drives near the MED and creates a platoon with it to initiate the charging process.

3. The MED charges the EV via a loose connection device consisting of 2 coils, of plain 
form or better of spiral conical form for greater efficiency and ease of connection. 
These coils can be of different diameter and perhaps even of different numbers of turns. 
Another solution comprises using 2 coils, one of which with larger diameter which 
is mounted on the EV and the other with the smaller diameter on the MED. E / M
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Shielding will be available on all 2 vehicles. The 2 coils will be properly covered, and 
will be uncovered during the charging process.

4. Vehicles come close and using wireless communication, like an advanced cruise control 
system, controlled for safety reasons by the MED and while in motion, come in such a 
position that the smaller diameter’s MED coil comes close enough to or enters in the 
EV coil.

In this chapter we investigate the wireless power transfer via a loose connection device 
consisting of 2 coils, of plain or conical form. Due to the design of the coils, and the very close 
position between them, the energy transfer efficiency will be more than 90%. The proposed 
design has a similar functionality with the typical Tesla coils [155], or Rogowski Coil 
[156]. With this solution, electric power is transferred to the vehicle through an electrically 
generated magnetic field. The basic functionality of the charging process is comparable 
to charging via a cable. An innovative, induction-based mechanism that is developed by 
Siemens eCar Powertrain Systems [157] can be also used to offer a significantly higher 
degree of convenience, when compared with charging via a cable.

A major concern when dealing with strong magnetic fields, such as those used in wireless 
power transfer, has to do with the impact on living organisms. By only turning on the coils 
when a compatible electric vehicle is over the primary charging pad, the charging system 
eliminates the possibility that a person or animal could be affected by the strong fields created. 
Another issue with safety has to do with the presence of metal objects at or close to primary 
charging pads. These objects can cause hazardous conditions and can interfere with WPT. 
To address this problem, a foreign object detection system can be deployed in future to 
determine when objects are on top of the primary coils. In such situations the system will not 
energise the transmitting coil so as to avoid damage to the vehicle and/or charging system.

7 .3 .3  C o m m u n ic a t io n  a m o n g  e n t i t ie s

The nodes that enter the system broadcast periodically beacon messages, to inform of 
their presence and update the MED and the SCS with information about their current location. 
From this point onwards, every EV broadcasts, at a time interval of δ (t) =  0.1 second, a 
CAM message to inform either the SCS or the MED of its presence. This beacon message 
contains a Id; the GPS coordinates; the GPS speed; the current Timestamp and the MAC 
address. All EVs are informed of the waiting time either by the SCS or by the MED. This 
comes as a response through the periodical communication with MEDs or SCS using the 
CAM messages. Each beacon message sent as a response by the MED/SCS consists of a 
charging module identifier (Cid), node location, scheduled trip (a subset of set L), current
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Charging Capability (CC) and energy value (E=kWh), the queue time at SCS or waiting 
time (wt) at MED appointment point and the speed value of the MED. CC is the current 
energy that the mobile charging station can afford to dispose of to charge the vehicle without 
jeopardising its own needs. Based on this information, an EV can choose either the SCS or 
the MED for its charging needs whilst selecting the best route from its starting point to its 
final destination.

7.4 Routing EVs in need of charging

7 .4 .1  P r o b le m  F o r m u la t io n :  C o n s t r a in e d  S h o r te s t  P a th

The problem of routing EVs can be presented using a directed weighted graph. Let 
G =  (N , A) be a weighted graph where N  is a set of points, e.g., road intersections or Static 
Charging Stations (SCS) and A =  {(i, j)  | i, j  e  N , i = j}  is a set of arcs (links) connecting two 
points. SCSs are defined as S = {s0, . . . ,  sv} and a set of dummy nodes that represent possible 
multiple visits to the same static recharging station is defined as S' = {sm+1, . . . ,  sm+h} such 
that S U S' C N . Each SCS i is associated with a waiting time wti.

An EV can also receive energy by MEDs that visit a predefined cyclic route of MED 
points M = {m0, . . . ,  mu}. Similarly with the SCS, a set of dummy nodes may represent 
possible multiple visit to the same MED point defined as M' such that M U M ' C N . An EV 
can attach to a MED at any point in its route and start charging. Note that the charging rate 
of MED is always higher than the consumption rate. Similar with the SCS, each MED point 
i has a waiting time wti This is because an EV may need to wait to a point until a MED is 
available or arrives. MEDs and SCSs accept/reject demands of EVs in an intelligent way, 
e.g., to minimize the route of the vehicles at the best possible way or to distribute energy at 
the best possible way (defined by the communication system).

Each arc (i, j)  e  A is associated with a non-negative travel time dtij  e  R+ and a non
negative energy needed to travel cij  e  R+ when points i and j  are connected otherwise 
dtij  = cij  = ~ . The weight matrix of the problem is defined as D =  {dtij }nxn.

The objective of the problem is to route a K  set of EVs in the best possible way, e.g., 
minimum travel time. The problem can be formulated as a multiple constrained shortest path 
problem. Every k-th EV has a battery of Qk capacity, starting point sk and destination point 
ek. The travel time is defined by the driving (dt), the charging (ct) and waiting times (wt) at 
different SCS or MED points (if needed). The energy level at point i is defined as Ek. Hence, 
the initial energy level is defined as Ê k.
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Table 7.2 Mathematical symbols used in this chapter.

Sym bol Description

G = (N , A) W eighted graph
N Set o f  points
A Set o f  links

(i, j ) Link betw een points i and j
dtij Drive tim e betw een points i and j

Cij Energy consum ed betw een points i and j
ρ Induced energy
S set o f  static recharging stations
S' extension o f  S that represent m ultiple visits
M set o f  M ED points
M' extension o f  M  that represent m ultiple visits
SWi(t) SCS i waiting tim e at period t
MWi (t) M ED point i waiting tim e at period t
k EV  id
K set o f  EVs

~~sk start point o f  an EV
ek destination point o f  an EV

energy capacity o f  EV  k
ε k
fci energy level o f  EV  k at point i
yk
Xij binary decision  variable to identify the route o f  EV  k
yk. binary decision  variable to identify path where EV  k  received energy from a M ED

binary decision  variable to identify i f  an E V  k received energy from  SCS i

qk binary decision  variable to identify the M ED point an EV  k has attached to receive m obile energy
Cti charging tim e at SCS i
Wti waiting tim e at SCS i or M ED point i
v number o f  SCSs
u number o f  M ED points

Let xkj and ykj be binary decision variables that define whether EV k passed from point i 
to j  and whether EV k received energy from a MED from point i to j, respectively. Also, let 
zk and qk be binary decision variables that defines the SCS where EV k received energy and 
the MED point where EV k attached with a MED, respectively. All variables used in this 
chapter are summarised in Table 7.2.

The objective to minimize the travel time of EVs is given next:

min Σ  ( Σ  (dtijXij) +  Σ  (cti +  wti)zk+
kzK (i,j)eA,i=j ieSuS'

(7.1)
Σ  (wti«f))

ieMUM'
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s.t.
1, if i = sf ;

, 4  -  Σ  4  = <V jeN
- 1 ,  if i = tf ; , Vi e  N, V f e  K

0, otherwise
<

(7.2)

Xj -  4  -  °,V f e  K , Vj e  N , Vi e  N , i = j, (7.3)

ή  < ef -  (cij ) 4  +  (P2dij )ykjxkj +  (1 -  4 ) ,

Vk e  K , Vj  e  N , Vi e  N , i = j,
(7.4)

ef -  0, Vf e  K , Vi e  N, (7.5)

ef < Qk, V f e  K, Vi e  N , (7.6)

ef = Qkzf , V f e  K, Vi e  S u  S', (7.7)

-  cij,V f e  K,Vi e  N , 3j  e  S u S ' u M u M ',i = j, (7.8)

4 , yfj e  { 0 ,1}, Vf  e  K, Vi e  N,  V j  e  N,  i = j (7.9)

zf e  {0,1},Vf  e K ,Vi e  S u  S', (7.10)

qf e  {0,1},V f e  K, Vi e  M  u M', (7.11)

where cti is the charging time from a charging station or visit i (for a MED the charging time 
is already embedded to the tour in Equation (7.4), and wti is the waiting time at charging 
station (or a MED's point) i.

Constraint (7.2) ensures flow conservation of the route; constraint (7.3) ensures that 
whenever an EV receives energy from a MED while moving always consumes energy; 
constraint (7.4) ensures that an EV has enough energy to move to the next point (including 
MED’s points); constraint (7.5) and (7.6) ensures that energy level never falls under zero 
or exceeds its capacity; constraint (7.7) ensures that an EV is fully charged at static energy 
station; constraint (7.8) ensures that an EV has enough energy to reach at least one recharging 
static station or MED point.
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The feasibility of an EV k route can be identified by the current energy level and the total 
energy needed for the route such that energy must not be negative, as follows:

4  - (  Σ  j  +  ρ  >  0 (7.12)
\(i, j)eA J

where esk is the initial energy level, Cij the energy consumed from points i to j  and ρ is the 
induced energy.

The key differences of the proposed shortest path problem (described above) with the 
traditional shortest path problem are:
a) multiple shortest paths are required, and
b) energy constraints are imposed
The proposed problem is more challenging and realistic because not all shortest routes are 
feasible due to the energy constraints; see Equation (7.12) and also one shortest route may 
affect the remaining shortest routes. For example, if an EV is currently charging at a SCS; 
then the other EVs will possibly have to wait (e.g., increasing the queue time of the SCS) or 
find a shorter route via another SCS.

7 .4 .2  S o lu t io n  M e th o d

Since the problem is a shortest path problem it can be solved by several existing opti
mization algorithms efficiently (e.g., in polynomial time). In this chapter, we consider the 
well-known Dijkstra’s algorithm [158] to calculate the shortest route, e.g., minimize the travel 
time in Eq 7.1, for EV k from its starting point sk to its destination point ek. However, the 
problem has several constraints that need to be addressed and by simply using the Dijkstra’s 
algorithm from sk to ek may result to an infeasible route, e.g., Equation (7.12) does not hold.

The key idea of the proposed solution method is to initially check whether the route 
calculated by Dijkstra’s algorithm satisfies Equation (7.12), meaning that it has sufficient 
energy to reach the destination. If the route is feasible then the EV should begin its route 
without any energy recharging consideration. Otherwise, it needs to find a point, either static 
or moving, to recharge its battery in order to have sufficient energy to reach the destination 
as shown in Algorithm 3.

For this case Dijkstra’s algorithm is used again to find the best point to receive energy 
from. Since there may be several static charging stations or MED points that the EV can 
choose, several Dijkstra’s calculations are performed, one for each point, and the best one is 
selected as shown in Algorithm 4 . The criteria to identify the best energy recharging point 
depends on the total travel time, including waiting time, charging time and driving time. In
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addition, the energy point selected needs to be feasible, e.g., the current energy level of the 
EV needs to be enough to reach the selected energy point (e.g., constraint (7.8)). Hence, the 
energy points that cannot be reached according to Equation (7.12) are discarded.

Algorithm 3 FindShortestPath(k,sk,ek)
INPUT EV information, e.g., id, source and destination 
FinalRoutek ^  0 % final route of k EV
Tk ^  0 % travel time of k EV
Rk ^  Dijkstra(sk, ek) % partial route of k EV
if (Rk is feasible) then 

I FinalRoutek ^  Rk 
else

p ^  FindBestEnergyPoint(sk)
FinalRoutek ^  Dijkstra(sk, p) U Dijkstra(p, ek)

end
Tk ^  Cost (FinalRoutek)
OUTPUT FinalRoutek % feasible route to travel verified by Equation 7.12 
OUTPUT Tk % travel time using Equation (7.1) but for a single EV

Finally, when the energy point is selected the shortest path using the Dijkstra’s algorithm 
is calculated from the selected energy point to the destination. Note that in case this path 
is still not feasible because the energy level may not be sufficient to travel from the energy 
point to the destination the process in Algorithm 4 can be repeated from the current position, 
e.g., the energy point to the next energy point.

Algorithm 4 FindBestEnergyPoint(sk)
INPUT current point of EV k 
best ^  (0 % route of a best energy point
p  % best energy point
while (i e  S U M) do 

Rk ^  Dijkstra(sk, i)
if ((Cost (Rk) <  Cost (best)) && (Rk is feasible)) then 

p ^  i
best ^  Rk

end
end
OUTPUT p  % best energy point
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Figure 7.4 Topology. Beacon routing from EV A to the MED or the SCS. IDS placement at 
the EV B.

7.5 Special Case of Spoofing Attack

However, the presence of a spoofer in the system can either cause the starvation of 
specific EVs for a long time interval or cause the rerouting of the EVs for charging, which 
results in a significant increase in the overall travel time. For this reason we must detect the 
spoofing attacker and and remove it from the system as a mitigation technique.

For our simulated scenario, we use 3 inner nodes - vehicles of a charging system. The 2 
first vehicles represent the pair Attacker-Receiver. The third vehicle is a legitimate vehicle, 
the Victim, whose identity is spoofed by the attacker. In Fig. 7.4 the attacker (EV A) initially 
intercepts the Id of EV I, when the EV I broadcasts the CAM to inform about its presence. 
Then, the attacker immediately spoofs the Id of EV I to transmit CAMs with false GPS 
location coordinates earlier than the legitimate CAMs sent by the EV I. This means that 
most of the legitimate CAMs sent by the EV I are lost or delayed due to the MAC backoff 
procedure. After that, the receiving MED would be misdirected to an incorrect location, 
different from the one agreed with EV I, interfering with the charging process.

The above scenario is not the only one that may occur. For example, a spoofing attacker 
may launch a spoofing attack not only for their own benefit. The attacker may aim to disrupt 
the operation of the system as a form of DoS by virtue of the V2V communication problem 
between EV I and EV B (see Section 7.5.1). In any case, the developed IDS would need to 
distinguish between both legitimate CAMs sent by EV I, and spoofed CAMs sent by EV A, 
both transmitted with the Id of EV I.

It is well known that for broadcasting a packet in the 802.11p protocol, relay nodes may 
be involved in routing this packet to its final destination. The localisation of the proposed 
IDS is decided to be one step before the SCS or the MED as can be seen in Fig. 7.4, which 
is located at the transmission range of both the SCS and the MED. This role of relay node
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has the EV B in which located the IDS and re-transmit a packet from the EV I (which is the 
victim) either the EV A (which is the attacker) until the destination which is either the MED 
or the SCS.

( a )  T h e  a t t a c k e r  i s  i n i t i a l l y  l o c a t e d  i n  a  v e r t i c a l  r o a d  

i n  r e l a t i o n  t o  t h e  E V  I  a n d  i n t e r c e p t s  t h e  I d  o f  E V  I  

a n d  c o n t i n u e s  i t s  r o u t e
( b )  T h e  a t t a c k e r  s p o o f s  t h e  I d  o f  E V  I

( c )  T h e  M E D  p a s s e s  t h e  E V  I  a n d  l e a d s  t o  i n c o r r e c t  

G P S  l o c a t i o n

( d )  T h e  a t t a c k e r  E V  A  b e n e f i t s  f r o m  t h e  s p o o f i n g  

a t t a c k  a n d  b o o k s  t h e  M E D  f o r  c h a r g i n g

Figure 7.5 Spoofing Attack effects on MEDs

A specific example of the DWC system that is susceptible to a spoofing attack is described 
in Fig. 7.5. Firstly, Fig. 7.5a shows the attacker that is randomly selected from one of the 
inner nodes of the system. The attacker can either be located on a road which is in a vertical 
position to the road the EV I is located on, or on the same road and hence following the EV I. 
We investigate the case that the attacker is initially located on a vertical road in relation to 
EV I, since the results are similar in both cases.

Next, EV A intercepts the Id of EV I. As a consequence of the spoofing attack, EV I 
loses its turn for charging (see Fig. 7.5b,7.5c). From this situation the attacker EV A has 
benefited since it is that vehicle that ends up following the MED for charging (see Fig. 7.5d). 
So, the victim can charge only after the termination of the spoofing attack, greatly increasing 
its waiting time for charging.
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7.5 Special Case of Spoofing Attack 127

The blocking of the EV I must be detected by the proposed IDS to maintain satisfactory 
levels for the overall travel time of the DWC System. A long term mitigation strategy could 
involve the localisation of the attacker EV A and and its exclusion by the charging process.

7 .5 .1  S p o o f in g  A t ta c k  in  V 2 V  c o m m u n ic a t io n

All EVs in the proposed charging system periodically broadcast CAMs, known as beacon 
messages, in order to inform neighbouring vehicles of their presence. Each CAM comprises 
several fields such as above described.

Safety applications are very challenging for the design of a MAC protocol in VANETs 
due to their low latency (less than 100ms) and high reliability requirements. According to 
the IEEE 1609.4 coordination scheme in 80211p MAC layer as analytically described in 
Section 7.6.3, all the CAM messages are constrained to be sent on the CCH during the 50ms 
CCH interval. This is because there could be hundreds of devices in a given area and the 
collision rate could be very high. This fact can be exploited by a spoofing attacker if the 
Id and the MAC address of the sender in the 802.11p MAC frame [15] is modified by this 
type of attacker. In addition, this spoofing attack can increase the collision probability which 
has a negative effect on the performance of the IEEE 802.11p MAC protocol, specifically in 
safety applications using the above mentioned CCH intervals [11]. This situation arises if 
a node stays in the CCH channel for a time interval longer than 50ms. Other factors need 
to be also defined, such as the number of vehicles than can be accommodated in VANET 
safety applications with these specific CCH intervals. The implications of the implemented 
spoofing attack are presented in more detail in Section 7.6.3.

For the simulated attack scenario, initially, the EV I and EV B vehicles have a wireless 
connection established using the IEEE 802.11p MAC protocol. The attacker EV A approaches 
the EV I and EV B vehicles. When the EV A approaches the EV B in a distance within 
the transmission range of the attacker intercepts the ID and MAC address of EV I from the 
broadcasting CAMs and starts its spoofing attack. During the spoofing attack, EV A also 
broadcasts a CAM message every 0.1 seconds, using the Id of EV I, in order to inform the 
EV B about an incorrect GPS location and speed value. Since the attacker replicates the Id 
and MAC address of EV I, during the spoofing attack, there would be 802.11p MAC frames 
showing discrepancies between the identity and the physical characteristic of the frames.

The routing flow that is selected in the transport layer is based on the incorrect spoofed 
MAC address of the transmitter EV I. This results in frame losses in the PHY layer due 
to path losses and fast fading factors, or due to the strict delay constraints of the backoff 
procedure in the MAC layer. Many CAMs sent by EV I are lost in the MAC layer and are 
never acknowledged by the client, which increases the PER. So it is clear that the spoofing
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attack affects the effective V2V communication, as an another kind of a DoS attack. This 
motivate the need for an IDS that aims to detect these discrepancies in the communication 
channel.

As discussed earlier, the attacker exploits these fields to transmit false GPS location 
coordinates within the CAMs, which misdirects the EV I to an incorrect location. As a 
consequence the observed RSSI values of the wireless communication between Transmitter- 
E V I (Tx) and Receiver- EVB (Rx) to move to a different range, indicating the spoofing attack.

Figure 7.6 Different RSSI levels during the normal operation and spoofing attack

Fig. 7.6 shows a comparison between the RSSI values obtained at the receiver that 
corresponds to different distances between the EV I  and EV B vehicles during the first two 
stages of the simulation (e.g. the period of normal traffic and the spoofing attack). The initial 
period of normal traffic is between the time interval (1 0 -7 0  sec), while the spoofing attack 
is conducted in the time interval between (70- 85 sec). When the position of the transmitter, 
which is the spoofer during the spoofing attack, is quite different from the victim vehicle’s 
position, the level of the RSSI values change significantly as can be seen in Fig. 7.6. This 
can indicate the spoofing attack, but also proves the importance of the RSSI parameter for 
the detection of a spoofing attack in a cross-layer ML approach.

7 .5 .2  P o s i t io n  V e r if ic a tio n  M e t r ic  a n d  L o c a l iz a t io n  o f  th e  A t ta c k e r

The probabilistic ML-IDS that we propose makes use of the supervised ML techniques 
KNN and RaFo for the spoofing attack detection and it has the form of the presented IDS in 
Chapters 6.3.1,6.3.2. The presented IDS uses cross-layer metrics for training from both the 
PHY and APP layers. From the PHY layer we extract the RSSI, the SINR and the PDR. From 
the APP layer we extract the relative speed (Δυ) and the GPS coordinates, each one used for 
the generation of the PVRS metric. We must also compare the GPS location observed by the
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OBUs with the estimated location using the relative speed metric. This procedure results in a 
new novel metric called PVRS. All these metrics, listed in Table 7.3, are used in a cross-layer 
approach to improve the detection accuracy of the IDS.

The relative speed indicates the relative speed between the Tx (whether it is this legitimate 
sender (EV I) or the spoofing attacker (EV A)) and the receiver EV B. The proposed metric 
can be effectively estimated by the RF signals' interchange in the PHY layer.

Table 7.3 Metrics that are jointly processed by the classification algorithms

ID Model Feature Short Description

1 PVRS Position Verification using estimated Δυ
2 RSSI Signal Strength Indicator (dBm)
3 SINR Signal Quantity Indicator (dB)
4 PDR Packet Delivery Ratio

To create the proposed PVRS metric we must make some fundamental assumptions. 
Specifically, we assume as reliable the communication between the Tx-Rx at the initial 
time instant and an initial distance dx between the two nodes. From this time onward the 
difference Δ ^ )  between distance dx(t — 1) between Tx-Rx at the time t — 1 and distance dx(t) 
after a verifying time interval of δ (t) =  0.1 is used as verification distance. This relative 
movement Δ ^ )  of the transmitter-receiver pair is calculated by their OBUs, according to the 
transmitter-receiver GPS coordinates in two dimensions with respect to the traffic ahead.

This mobility pattern can be justified by the social mobility patterns that are introduced in 
[159] for clustering needs. So we can compare the distance Δ ^ )  observed by the OBU with 
the estimated distance Δ (x)est using the estimated relative speed value Δυ between Tx-Rx. 
This estimated distance is in essence a relative mobility parameter kijx between the nodes i- j, 
which is a parameter indicating whether the force among the nodes is positive or negative 
(acceleration or deceleration). This value depends on whether the vehicles are approaching 
or moving away along the corresponding axis.

Δ (χ)αι = δ (t )2 (7.13)

where the kTxRx = is the rate of change of speed (acceleration or the deceleration value)
indicating the ratio of divergence or convergence among moving nodes Tx-Rx at the duration 
δ (t) =  0 .1s. Comparing the estimated distance Δ (x)est with the distance Δ ^ )  that is observed 
by OBU, we can get the proposed metric PVRS.

It can be seen that the Algorithm 5 for the generation of the PVRS metric is based on 
position verification. The algorithm firstly examines if the Tx and Rx vehicles approach each
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other or move away from each other. This is determined by the sign of the ddu value, which 
is the difference between the previous relative speed value at the time instant t — 1 and the 
current relative speed value at the time instant t .

Afterwards, if the difference between the A(x)est and Δ(χ) values is in the range of an 
apriori average spoofing deviation value (r=10m), this indicates the normal operation of the 
system although we note this value is a quite small threshold for the detection of a spoofing 
attack. So, we can set the PVRS value equal to the previous value in Algorithm 5. Otherwise, 
there is a quite large deviation between the estimated distance and the distance observed 
by the GPS. In that case, the PVRS value will be increased by one indicating the start of a 
spoofing attack. The PVRS value will change again at the end of the spoofing attack, because 
the legitimate transmitter is located in a different position to the spoofer. The spoofing 
deviation value is an average error which is added in the difference in distance between a 
claimed position and the real physical position

Using this approach, a continuous line can be constructed which will join the points that 
indicate either the normal behavior or the spoofing attack as a form of linear interpolation 
technique [160].

This algorithm for the PVRS metric which is based on the position verification is presented 
in Algorithm 5 . Therefore, the entire area is then partitioned into small areas (called 
subnetworks) that can be investigated in isolation for the detection of a spoofing attacker. A 
subnetwork can be assumed an ellipse whose extreme foci are the Tx and Rx vehicles. This 
ensures that all objects whose sum of distances from Tx and to Rx (e.g. from Tx to object 
and from object to Rx) is less than 1000m, (this is the maximum communicating range for 
802.11p) are accounted for.

An example in Fig. 7.7 indicates the different values that get the PVRS metric for a 
spoofing or a normal traffic during a time interval. Every change in the value of the PVRS 
metric indicates the end or the start of a spoofing attack. After the detection of the spoofing
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Figure 7.7 Different PVRS value levels during the normal operation and spoofing attack
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Algorithm 5 PVRS Algorithm
Inputs: M  number of observations at consecutive time instants 
r = 10m
A(x) ^  matrix(nrow =  M, ncol =  1) maxtrix of OBU’s observations 
Au ^  matrix(nrow =  M, ncol =  1) maxtrix of estimated relative speed 
O utput: PVRS ^  matrix(nrow =  M, ncol =  1) t =  1 
while (t < =  M ) do

ddu(t ) =  Auest(t 1) ΔMest(t) 
if ddu(t ) >  0 then

A (x)est (t) ^  A (x)est (t -  1) -  ddU)L 5 (t )2 
if A (x)est(t) — r < =  A(x) then 

| PVRS(t) ^  PVRS(t — 1)
else

PVRS(t) ^  PVRS(t — 1) +  1
end

se

A(x)est(t) ^  A(x)est(t — 1) + j (jy-5  (t)
if A(x)est (t) +  r >= A(x) then 

| PVRS(t) ^  PVRS(t — 1)
else

| PVRS(t) ^  PVRS(t — 1) +  1
end 

end
t +--+

end
Result: PVRS

attack the node that launches this type of attack must be localised and excluded from the 
system. Given the initial distance dx(t = 0) between Tx-Rx as reference distance and the 
estimated distance A(x)est after the specific time interval that is estimated in Algorithm 5, 
we can estimate the accurate location of the attacker. We have already mentioned that the 
transmitter’s GPS coordinates are known to the Rx. This technique for the localisation of 
the attacker can be seen as being similar to the one proposed in [125] where the spatial 
correlation of the received RSSI inherited from wireless nodes can be used for determining 
the true location. Both techniques use the values of the wireless communication in the 
physical layer of the 802.11p protocol for the localisation. Either the estimated relative speed 
value Au that is estimated through the physical layer or the RSSI value at the Rx.
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Figure 7.8 Section of the Erlangen city map used to conduct the simulations. The MED route 
is marked in yellow. The position of the SCS is marked in green. The arrows in cyan point at 
the journey starting points of the EVs. The buildings are represented for the NLOS links to 
be considered in the V2V communication.

7.6 Evaluation

To evaluate the effect of the dynamic wireless charging of EVs, we conducted simulations 
in the city of Erlangen using the simulation setup that is described in Chapter 1.5.

As can be seen in Fig. 7.8 a bus which follows a specific route (shown in yellow in the 
figure) is used as a MED. On the other hand, a Static Charging Station (SCS) is located at a 
fixed point at the road side of the corresponding city district. All the parametric side roads 
of the area in which the SCS and MED charging models are located are used as starting 
points (sk) for the dynamic wireless charging system with the same probability. The point 
at which the EVs are introduced in SCS or MED system is shown in Fig. 7.8 with (mb,Sb 
respectively). The number of EVs that are inserted in the system is between 0 and 100. 
In addition, each EV k entering the system has starting energy εξ according to a uniform 
distribution with values between 1 — 6kWh.

After 60 seconds of normal operation of the proposed DWC a spoofing attacker node is 
inserted in the systems and conducts a spoofing attacks with duration about 25 seconds. The 
overall simulation utilizes a set of 1000 observations equally split into the two implemented 
scenarios examined (normal operation and spoofing attack). To avoid overfitting1 only 30% 
of the total number of the observations are used for training while the remaining 70% for 
testing.

The only communication paths available are via the ad-hoc network and there is no other 
communication infrastructure. All the above parameters and the selected evaluated area, as 
well, were not in favour of any charging method (MED or SCS). The power of the antenna

1Overfitting occurs w hen the classifier tends to m em orize the training set and thus generalize poorly when  
facing previously unseen data
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Table 7.4 Evaluation parameters

Independent parameters Range of values

Number of vehicles 0-100
Initial Energy (ef) 1-6 kWh

Ptx 18dBm
f 5.9Ghz

Minimum sensitivity (Pth) -85dBm
Transmission range 300 meters

is Ptx = 18dBm and the communication frequency f  is 5.9Ghz. In our simulations, we use 
a minimum sensitivity (Pth) of — 85dBm, which gives a transmission range of about 300 
meters, as can be seen in Table 7.4. As a result of the above transmission range, there is 
no communication with a few EVs. So, a number of EVs are excluded from the charging 
procedure because of the communication lost among EVs. This happens when the SINR 
threshold is below 10 dB due to attenuation that is caused by the building obstacles of the 
city.

7 .6 .1  S C S  v s . S C S  + 1 M E D

In our simulations, we used 3 levels of recharging needs for the sum of the EVs. The 
starting energy for each EV is the remaining energy with which they approach the starting 
points of the system. We consider 3 different levels of the power consumption energy for 
the EVs in comparison with their initial energy. At the first level of the recharging energy 
we consider that only the 20% of EVs need recharging in oder to reach at their destination. 
The second level of the power needs of the EVs is that in Fig. 7.9a. Here 60% of EVs need 
recharging, increasing the complexity of the system. Last, at the third level of power need 
and initial energy comparison almost all the EVs need recharging (the 95% of EVs. Contrary 
to the [135] in which the number of drivers with range anxiety is a fixed number, this number 
is dynamic in our system and depending on the EVs needs. All the drivers with initial energy 
smaller than the energy will be needed to be consumed are defined as anxious drivers.

In the following experiments, we will only present the medium level of the recharging 
needs for the sum of the EVs (when only the 60% of EVs need recharging).

We compare now the overall travel time of the two proposed charging models (SCS), 
(SCS + 1 MED) as the number of vehicles entering the dynamic charging system increases. 
Specifically, the corresponding travel time using the (SCS + 1 MED) model is improved 
and is at about 3 times smaller than that using the (SCS) model (see Fig. 7.9b). Another
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Figure 7.9 Average Travel Time comparison between the two different charging system 
scenarios, with and without a spoofing attack
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Figure 7.10 The number of EVs that select either the MED or the SCS for their recharging 
needs for all the levels of Energy recharging.

observation from the results is that the travel time of the (SCS+MED) system is less than the 
(SCS) for all the circumstances of anxious drivers (0-100).

Moreover, in Fig. 7.10 the percentage of EVs that select the MED or the SCS for 
recharging is presented. We can see that as the number of anxious drivers is increasing, the 
number of EVs that select the MED as energy disseminator is increasing too.

7 .6 .2  E f fe c t  o f  S p o o f in g  A t ta c k  o n  th e  O v e r a l l  T ra v e l  T im e

This section compares two different charging system scenarios, with and without a 
spoofing attack. In the two different charging schemes with a spoofing attack, the malicious 
node replicates the identity of the EV A (Id = 40). Fig. 7.9b represents average travel 
times for a total number of 100 EVs in the system. It is obvious from the results that the 
insertion of the spoofing node with Id =  40 causes a significant increase in average travel 
time. The routing optimisation which is applied to the DWC system is negatively affected.
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The optimum EVs charging order is altered, which causes an increase in the average travel 
time value of the system.

Focusing specifically on the system that uses only an SCS, the difference of the average 
overall travel time with and without the presence of spoofing attack is about 5min, which 
increases the average total travel time by 10%. This increase is even more noticeable in the 
scenario with an SCS and a MED. In this case, travel time difference with and without the 
presence of spoofing attack is about 8min, increasing the average total travel time by 13%. 
The travel time difference is slightly higher in this second scenario because the MED, which 
is a mobile node, contributes with additional propagation delay in the V2V communication. 
This is also caused by the spoofing attack.

Therefore the above data can be considered a clear motivation for the integration of an 
IDS in the DWC system in order the spoofing attacker to be detected and removed from the 
system, as a mitigation approach, with purpose the proposed dynamic charging system to 
return its normal operation.

7 .6 .3  E f fe c t  o f  S p o o f in g  A t ta c k  in  th e  V 2 V  M A C  la y e r

In order to show the effect of the spoofing attack on the communication between the Tx 
and the Rx vehicles, the throughput has been plotted in Fig. 7.11. The Y-axis represents the 
throughput in Mbps, whereas the X-axis represents the time in seconds. The normal (e.g., 
without attack) communication between the Tx - Rx vehicles is represented in pink and the 
spoofing attack is represented in blue. The effective packets interchange without interfering 
the attacker between the Tx and Rx vehicles is the time interval between 0-60 seconds. The 
spoofing attack is launched during the time interval 60-85 seconds.

Figure 7.11 Throughput (Mbps) of the communication between the Tx and Rx vehicles during 
the experimental simulation. The normal communication without attack in pink and spoofing 
attack in blue.
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As can be seen in Fig. 7.11, the average throughput for the normal communication is 
18 Mbps, approximately. When the spoofing attack is launched, the average throughput 
drops to 8 Mbps. This change in the throughput clearly shows that the modification of the 
GPS coordinates and speed values within the CAM messages has a clear effect upon the 
communication between the connected vehicles.

Focusing on the effect of the spoofing attack on the IEEE 802.11p MAC layer, the 
IEEE 802.11p MAC protocol employs the EDCA mechanism as adequately described in 
Chapter1.5. The spoofing attack of node EV A has as effect when the legitimate EV I wants 
to transmit and find the channel busy initiating the backoff procedure. In Fig. 7.12a, the busy 
time for every MAC transmission every Time Step (in total 200 Time Steps) from the victim 
node EV I to the receiver EV B is shown. From the results in Fig. 7.12a, the effect of the 
spoofing attack in MAC layer is evident. Without the spoofing attack, the maximum busy 
time value reaches only 3.8ms, whereas the maximum busy time reaches about 8.5ms when 
the spoofing attack is conducted, increasing substantially the probability of collisions.

0 50 1 0 0  1 5 0  2 0 0
T i m e  S t e p s

( a )  B u s y  T i m e ( m s )

EVs/km

( b )  M A C  L a y e r  D e l a y  T M A C ( m s )  d u r i n g  t h e  e x p e r i 

m e n t a l  s i m u l a t i o n  u s i n g  a  r a n g e  o f  2 0 0 E V s  /  k m .

Figure 7.12 Effect of spoofing attack on the MAC communication between EV I and EV B 
vehicles during the experimental simulation. The normal communication without attack in 
pink and has a duration of 200 Time Steps (20 sec), whereas the spoofing attack in blue has 
a duration of 170 Time Steps (17 sec).

Fig. 7.12b shows the average MAC delay TMAC for different density of vehicles with the 
standard central CCH interval setting of 50ms. The TMAC is the time delay that occurs at the 
MAC layer since the safety message arrived to MAC layer until the message is finally sent 
out. The end-to-end delay TE2E depends mostly on TMAC and the propagation delay.

This work only focuses on TMAC increase caused by spoofing attacks. As it can be seen 
in Fig. 7.12a, the TMAC increase is is directly proportional to the density of vehicles. An 
increase in the number of vehicles, as well as a decrease of the CCH interval will cause more 
contention and more backoff time. Hence, the MAC delay TMAC is mostly driven by the 
backoff time.
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Moreover, the MAC delay is always less than 100ms in all the simulated scenarios. It 
indicates that IEEE 802.11p MAC protocol can satisfy the latency requirement (e.g. less 
than 100ms) in VANET safety applications [11]. It can be observed in Fig. 7.12b that, with 
the presence of spoofing attack in DWC, the Tmac delay reaches over 45ms with a traffic 
density of 200 EVs per kilometer (EVs/km) in need of charging in the area. This value of 
MAC delay is very close to the CCH interval, which is 50ms. As a result, it becomes difficult 
for EV I to have access to one of the six service channels (SCH) channels. This combination 
of the MAC delay with the traffic density can be assumed as a marginal threshold for the 
proposed dynamic charging system. This is because if the Tmac delay exceeds the 50ms 
(CCH interval) the established wireless connection using the IEEE 802.11p MAC protocol 
between two EVs in fact will be questionable due to the collision probability increase.

7 .6 .4  ID S  P e r f o r m a n c e

The above simulation results motivate the real need for an IDS capable to detect the 
spoofing attacker and remove it from the DWC system as a mitigation approach

We evaluated the performance of our attack detector by using a detection rate and receiver 
ROC, which is a probability curve since the proposed system is probabilistic. Another 
evaluation metric used is the Area Under Curve (AUC) which represents the degree or 
measure of separability between classes. Thus, the higher AUC score, the better our model 
can distinguish between classes. The last metric that we use for the evaluation of the proposed 
cross-layer IDS is the accuracy.

In order to evaluate the adaptability of the presented IDS in detecting a spoofing attack in 
a DWC system, additional experiments have been conducted. These experiments combine 
the implemented spoofing attack with the normal operation of DWC system as two separates 
classes. Our proposed IDS, using the KNN and RaFo algorithms, was trained and tested on 
both the absence and presence of the PVRS feature. The presence of the PVRS feature in our 
dataset played a major role in detecting the attack, since both KNN and RaFo algorithms 
achieved high, and equal, accuracy scores of 91.3%. Although the accuracy of each model 
is the same, they produce very different AUC scores. The RaFo algorithm excels, having a 
score of 0.986 as can be seen in Fig. 7.13b, while the KNN algorithm has an AUC score of 
0.935. On the other hand, the absence of the PVRS feature impacts our results negatively. 
The accuracy of both the KNN and Random Forests algorithms drops to 84.9% and 85.6% 
respectively. The AUC score drops slightly (0.956) for the Random Forest in comparison to 
the higher drop (0.839) noticed in the KNN algorithm. This is shown in Fig. 7.13a.

It can be seen from the previous experiments that most of the discrepancies between the 
two ML algorithms used for the classification results are observed when the PVRS is not
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( a )  S p o o f i n g  A t t a c k  D e t e c t i o n :  R O C  c u r v e  f o r  t h e  ( b )  S p o o f i n g  A t t a c k  D e t e c t i o n :  R O C  c u r v e  f o r  t h e  

K N N  a l g o r i t h m  R a F o  a l g o r i t h m

Figure 7.13 The effect of the PVRS metric in detection rate.

Table 7.5 Classification accuracy percentages exploiting the usage of the PVRS metric or not

KNN RaFo
PVRS metric 91.3% 91.3%
without PVRS 
metric

84.9% 85.6%

used for training and testing. So, a data fusion method for our DWC system could be used 
in this case. The Data Fusion approach combines the outcome of the two supervised ML 
classifiers. As observed in Fig. 7.14, the data fusion method combines the two algorithms 
and actually produces a better result.

Last, in Table 7.5 we summarize the classification accuracy, exploiting the usage of the 
proposed PVRS metric as an extra feature for training and testing or not using both the KNN 
and RaFo algorithm. Comparing the accuracy results with the usage of the PVRS metric 
with those without the usage of PVRS metric we can observe an 6.4% accuracy increase for 
the KNN algorithm and a corresponding 5.7% accuracy increase for the Random Forests 
algorithm.

7 .6 .5  M it ig a t io n  A p p r o a c h

We presented the proposed IDS performance above. After detecting the attacker must be 
removed from the system in order to reduce the degradation of the system performance and 
approach the normal performance without the presence of the attacker. So we will apply a 
simplistic mitigation approach to see how the proposed dynamic charging system recovers 
after the spoofing attack is detected. So, we mainly focus on the attack detection schemes 
and the complicated mitigation approaches are out of scope of this thesis. However, we will
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Figure 7.14 Spoofing Attack Detection: ROC curves for cross-layer approach using the Data 
Fusion between two supervised ML algorithms

refer to more complicated mitigation approaches that will be combined with the proposed 
detection schemes for our future work in Section 8.2.

Specifically, the system model of the spoofing attack presented in Fig. 7.4. It can be 
seen in this figure that the localisation of the proposed IDS is decided to be (in the EV B) 
one step before the SCS or the MED in the routing plan between the Victim (EV I) and the 
appropriate charging model. If the attacker is detected by the EV B, a widely used method is 
to create a Black List (BL) of the spoofing attackers [161]. Thus, EV B is responsible for 
broadcasting the list of the so far identified spoofing attackers Ids, e.g., a BL. Hence, each 
healthy EV that ”hears” the BL is instructed to shut all communication with those vehicles 
and reroute their CAM messages from an another routing path. Each EV that receives the 
BL transmits it to its neighbors inside in their communication range. Up to this point we 
detect and inform the vehicular network for the presence of only malicious vehicles. We do 
not remove nodes with blocking epidemics characteristic such as techniques that remove 
’’important” nodes based on centrality measures, e.g. the degree centrality, to block the 
outspread of undesired propagation. We choose this because moving vehicles in BL means 
cutting communication paths for EVs that may not be detected as malicious, which can result 
in additional delay, hinder QoS and degrading more the performance of the dynamic charging 
model on VANETs.

Investigating how the proposed solution for routing the EVs in need of charging recovers 
after detecting the spoofing attacker. In Fig.7.15 we compare the average travel time with 
(Spoofing) and without the presence of the spoofing attacker (Normal). Moreover, we
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Figure 7.15 Average Travel Time comparison between the two different charging system 
scenarios, with, without a spoofing attack and after the mitigation approach.

compare the above circumstances of the proposed DWC system with the presence of the 
proposed IDS and the mitigation approach (Mitigation). In fact, in the Fig. 7.9b we have 
added the performance using the mitigation approach in order to see how close it is to the 
case where there is no attacker in the system. We can observe that under the entrance of 
the spoofing attacker (node with Id=40) in the system the IDS needs a small time interval 
to detect the attack and inform their neighbors about its presence. During this time interval 
the average travel time increases considerably as in the case in which the spoofing attacker 
continues to operate without being removed from the system. After that, the average travel 
time after the mitigation approach it drops quite a bit and approaches the normal operation 
of the system. However, there is a 2 minutes deviation between the system after mitigation 
approach and normal operation using only the SCS charging model and a deviation at about 
3 minutes using the (SCS + 1 MED) charging model. This deviation is due to the fact that 
we estimate the average travel time and therefore the delay in the charging process due to 
the small presence of the attacker in the system is added to the total average travel time. 
In essence, after the mitigation approach, the absolute value of travel time for each EV is 
identified with the corresponding values in the normal operation of the system in which no 
spoofing attack takes place. As we discussed in Section 7.6.2 the permanent presence of the 
spoofing attacker in the charging model with a SCS increases the average travel time by 10% 
while the increase of the average travel time for the charging model (SCS + 1 MED) is about 
13%. On the contrary, when in the proposed charging models we use the proposed IDS and
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Table 7.6 Comparison in the percentage of average total travel time increase with and without 
the presence of the proposed IDS and the mitigation approach.

Average Travel Time In 
crease

Unprotected-Sys Sys-IDS-Mitigation

SCS 10% 4%
SCS + 1 MED 13% 6%

the mitigation approach to locate and block the spoofing attacker the increase in average 
travel time is only 4% for the charging model with the SCS and 6% for the charging model 
(SCS + 1 MED). This result proves that after applying the mitigation technique the charging 
models return to almost its normal operation. These findings are summarized in Table 7.6, in 
which we compare the percentage of average travel time increase in the system where there 
is an attacker without the proposed IDS and the mitigation technique (Unprotected-Sys) and 
in the system with the IDS and the mitigation technique (Sys-IDS-Mitigation).

V e h i c l e  I d

( a )  A v e r a g e  W a i t i n g  T i m e  f o r  M E D .

0 10 20  30  40 50 60
V e h i c l e  I d

( b )  Q u e u e  T i m e  o f  S C S .

Figure 7.16 Average Waiting Time for MED, Queue Time of SCS under the spoofing attack 
vs Average Waiting Time for MED, Queue Time of SCS after the mitigation procedure with 
excluding the EV with Id = 40 from the charging process.

Additionally, Fig. 7.16a, 7.16b compares the average waiting time of each EV at the point 
that it is planned to meet and follow the MED and the average queue time in the SCS when 
the spoofing attack is conducted with the average waiting time of each EV after the mitigation 
of the spoofing attack. The queue time as well as the waiting time for the MED increases 
significantly after the EV with Id = 40 launches the spoofing attack due the re-ordering of 
the dynamic charging process.

Studying more carefully Fig. 7.16a, 7.16b, it is obvious that at the starting time of the 
dynamic charging system when the queue of the SCS is empty and due to the fact that 
all EVs select the MED for recharging results on the increase of the waiting time. As the 
simulation time increases, the waiting time for MED and the queue time for SCS both rises 
and falls irregularly. This happens because the choice of EVs (MED or SCS) for recharging
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are quickly interchanged. Studying the travel time of Fig. 7.9b , a reduction of the difference 
of the travel time between the systems (SCS),(SCS + 1 MED) has observed when more than 
80 vehicles enter the system. This phenomenon can be explained due to the increase of the 
waiting time at the MED, because of the frequent MED selection, (see Fig. 7.16) especially 
when the number of anxious drivers increases. This leads anxious drivers to choose the SCS 
and when its queue time increases, this situation reverses again.

7.7 Conclusions

We have proposed a solution for increasing the driving range of electric vehicles based 
on modern communications between vehicles and state of the art technologies on energy 
transfer. The proposed solution steers away from larger and more powerful batteries. It does 
not require changes to existing road infrastructure which are costly and often pose health 
hazards. In contrast to V2V charging schemes that are recently discussed in the literature 
[162], our work builds on the idea of using the city buses that follow predefined scheduled 
routes for dynamic charging in urban environments. Making use of inductive charging MEDs 
that act as mobile charging stations can improve the overall travel time of a fleet of vehicles 
compared to using only static charging stations.

However, all of the above described solutions for dynamic vehicle charging assume that 
all critical information on electric vehicles coordination in the charging process can be timely 
and properly transmitted. In a realistic vehicular network there will always be present a 
malicious node that applies either a DoS attack in order to mislead the other EVs and slow 
down their charging process. So, specific showcases of the proposed DWC with MEDs are 
investigated with the presence of an inner node of the system as a spoofing attacker. These 
cases show that the average total time is increased by about 13% in the system (SCS+MED), 
because of the re-ordering of the charging process DWC system with MEDs.

The above results point to the need of a probabilistic IDS to detect and mitigate the 
spoofing attacker. The proposed cross-layer IDS achieves a good accuracy at about 91%. 
Moreover, a new metric Position Verification using Relative Speed (PVRS) is proposed 
which enhances the spoofing attack detection accuracy by about 6%.

Lastly, this chapter has demonstrated the communication problem that is provoked on 
DWC System with MEDs with an attacker, and can be considered as a trigger for more 
complex attacks with more attackers and more sophisticated IDSs to deal with these attacks.
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Chapter 8

Conclusions and Future Work

8.1 Summary of the Contributions

In this thesis, we focused on the most important specific security-related concern that 
VANETs face and is how to keep wireless communication alive in the presence of RF 
jamming. Through the passive estimation of the proposed relative speed metric and using 
it as an additional metric to detect different types of attacks in realistic applications based 
on wireless V2V communication. All of our contributions were experimentally driven, 
implemented in a realistic simulated environment consisting of three open-source simulators 
(SUMO, VEINS, GEMV).

8 .1 .1  M I M O  f o r  s u p p r e s s in g  ja m m in g

Initially we began with the MIMO techniques as defense mechanism for combating 
the RF jamming effects. A variation of spatial multiplexing was proposed, namely, vSP4, 
which seems to achieve not only high throughput but also a stable diversity gain upon the 
interference of a malicious jammer. This fact made the proposed variation suitable for 
alleviating the RF jamming attacks in the area.

8 .1 .2  J a m m e r  r e la t iv e  s p e e d  e s t im a t io n

Following this, we proposed a completely passive estimation of the relative speed between 
an RF jammer and a receiver using the pilot-based received signal at the receiver without 
hardware or computational cost. The proposed estimated metric can be used as a jamming 
indicator in the area. Firstly, we estimated the combined channel between the transmitter - 
receiver and jammer - receiver and secondly, to estimate the jamming signal and the relative
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speed between the jammer - receiver using the RF Doppler shift. We evaluated the proposed 
RSEA algorithm using different jammer patterns for an RF reactive jammer and different 
jammer speed values.

8 .1 .3  C o o p e r a t iv e  e s t im a t io n  o f  th e  s p e e d  o f  th e  j a m m e r

Subsequently, we tried to exploit the realistic topology of an RF jammer that moves 
towards a swarm of wireless communicating nodes with the form of CAVs to improve the RF 
jammer speed estimation. In this system a platoon of vehicles was receiving an information 
signal from a master node, that they wanted to decode it, while the RF jammer was desiring to 
disrupt this communication as it was approaching them. For this system model we proposed 
first a transmission scheme where the master node was remaining silent for a time period 
while it was transmitting in a subsequent slot. Second, we developed a joint data and jamming 
estimation algorithm that used LMMSE estimation. Last, we proposed a cooperative jammer 
speed estimation algorithm based on the jamming signal estimates at each node of the 
network. We evaluated the proposed cooperative method for speed estimation of the jammer 
under a varying range of speed of the receivers and using a smoothing filter for combining 
the jammer speed estimates across time. The experimental results proved that the speed 
estimate of the jammer is improved by increasing the number of receivers and the proposed 
method is particularly suitable for a platoon of that use the same speed.

8 .1 .4  R F  J a m m in g  C la s s if ic a t io n

Afterwards we designed a novel cross-layer malicious node detection system. The pro
posed detection scheme is based on supervised learning. KNN and RaFo methods were used, 
including features among which one was the metric of the variations of previously estimated 
in C hapter 3, 4 VRS between the jammer and the receiver. With this combination of met
rics, we were able to efficiently detect various cases of DoS jamming attacks, differentiate 
them from cases of unwilling interference in the area as well as foresee a potential danger 
successfully.

8 .1 .5  D e te c t in g  d i f f e r e n t  ty p e s  o f  a t t a c k s  u s in g  th e  p r o p o s e d  ID S  in  

C A V s

Following this, we experimented with realistic applications that are based on wireless IVC 
such as a platoon of vehicles. In this application, the inter-connencted vehicles were using the 
CACC technology, which regulates inter-vehicle distances in a vehicle string, for achieving
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improved traffic flow stability and throughput. This type of inter-connected vehicles can face 
several threats about secure wireless communication, such as the spoofing attacks except of 
jamming attacks. A spoofing attack against the wireless communication between CAVs could 
allow an attacker to change the distance between autonomous vehicles within the platoon, 
disrupting the flow of traffic and increasing the chances of accident. For this reason, we 
implemented an IDS based on ML techniques designed to detect both spoofing and jamming 
attacks in a CAV environment. The detection engine of the presented IDS was based on 
the supervised ML algorithms RaFo, KNN and semi-supervised ML OCSVM algorithm, as 
well as data fusion techniques in a cross-layer approach. The proposed probabilistic IDS is 
the first in literature that uses a cross-layer approach, using also the proposed relative speed 
metric of the jammer, to detect both spoofing and jamming attacks against the communication 
of connected vehicles platooning.

8 .1 .6  D e te c t in g  a n d  M it ig a t in g  sp o o f in g  a t t a c k s  in  c o n n e c te d  E V s

Continuing the exploration of novel applications related to VANETs that use the secure 
IVC communication as key factor for their proper operation, we dealt with the connected EVs 
aiming at their coordination to effectively charge in a SCS, by reducing the range anxiety 
becoming the every day problem for anxious drivers. Except of the SCS, we also investigated 
a form of the recently adopted DWC technology as a second option for charging the EVs. 
This technology enables the EVs charging on the move using dynamic wireless charging 
which enables power exchange between the vehicle and the grid while the vehicle is moving, 
without the need for larger batteries or overtly costly infrastructure. In this work, we focused 
on the intelligent routing of EVs in need of charging so that they can make most efficient 
use of the so-called MEDs (e.g. the ordinary city buses) which operate as mobile charging 
stations. The proposed method is mainly based on the IVC communication in order to secure 
eco-route electric vehicles. However, we present specific showcases when an internal node of 
the proposed dynamic charging system is attacked by a malicious software with the purpose 
to launch a spoofing attack. In these showcases, the overall travel time for the connected EVs 
using the proposed DWC system increases considerably. So, we proposed a novel IDS that 
is capable of detecting spoofing attacks with more than 90% accuracy with special purpose 
the securing of the integrity of the proposed DWC system for connected EVs. The IDS was 
using a new metric namely PVRS, which seems to enhance the classification results. This 
new metric compares the distance between two communicated nodes that is observed by 
OBUs and the estimated distance that is estimated using the estimated relative speed value 
that is calculated by the interchanged signals in the PHY layer. This metric is especially 
important for detecting such attacks in which the attacker tries to mislead about its actual
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location. It was showed that the proposed probabilistic IDS is appropriate in order to detect 
and mitigate the presence of at least one attacker from the proposed DWC system.

8.2 Future Work

The core work presented in this thesis can be extended in many ways. In the topic of 
using MIMO techniques for suppressing RF jamming the proposed variations can be used for 
designing a dynamic, fully adaptive scheme that will select the optimal MIMO transmission 
mode depending on the total interference level. The dynamic fully adaptive scheme can be 
designed to take into account the preferences of the user, for example, if he prefers a safer and 
slower transmission or if it prefers a faster transmission without more security guarantees.

The estimated relative speed of the jammer metric can also be used in complex vehicular 
environments in which the vehicles of the area can be classified as cooperative or malicious 
nodes, thereby forming a trusted vehicular network. V2X communication generally uses 
broadcast messages, but we initially used unicast RF communication between two nodes in 
order to perform jammer’s speed estimation. This type of communication is supported for 
advanced safety applications of autonomous vehicles by the Qualcomm’s Cellular Vehicle-to- 
Everything (C-V2X) technology [163]. The usage of the relative speed metric can also reduce 
false alarms and can provide additional information about the future position of a jammer, 
such as the time that the attacker will approach the effective zone of communication. The 
above information extracted from our channel-based Jx-Rx analysis can decrease false alarms 
compared to jamming prediction schemes that are based only on the 802.11p PHY/MAC- 
related metrics, concluding the physical geographical topology of the attacker. Enhancing 
the estimation of the speed of the jammer in a cooperative vehicular network in Chapter 4, 
we could design a jamming-aware routing scheme, in which the information about the speed 
and therefore the future position of the jammer that will be gathered at the nearest RSUs can 
be used as proactive step for the rerouting of the vehicles towards more jamming friendly 
areas [164]. This method could be a combination between a future prediction of the location 
of the RF jammer and a proactive dynamic routing scheme of the legitimate vehicles where 
the connected RSUs will guide the vehicles during their route from more jamming friendly 
areas.

Vehicular networks supporting cooperative driving are among the most interesting and 
challenging vehicular networks. Platooning, or the act of coordinating a set of vehicles 
through an vehicular network, promises to improve traffic safety, and at the same time reduce 
congestion. However, designing a cooperative driving system needs a combination between 
network and control perspective, determining input parameters of the platoon such as the

Institutional Repository - Library & Information Centre - University of Thessaly
23/05/2023 02:12:52 EEST - 13.56.182.168



8.2 Future Work 147

optimal speed subject to packet losses in the network, so that the actual inter-vehicle gap can 
be tuned depending on vehicle or network performance. The impact of wireless impairments 
on the control performance is not considered, or considered only partially, in most of the 
works in the field. In this thesis we can identify the exact cause of the degradation of the 
network performance such as the RF jamming or the interference in the area and the speed 
of the jammer. Thus, as our future work, we intend to use the identified exact cause of the 
deterioration of network performance in order to dynamically form a safe platoon of vehicles 
that defines parameters such as appropriate distances and speeds for the platoon members.

In this thesis, we also proposed a cross-layer efficient to detect a variety of security attacks 
in vehicular networks. As part of our future work, we plan to investigate also the efficiency 
of our ideas in complex vehicular networks with a large number of communicating nodes and 
several attackers. A special case of such a complex attack is a Distributed Denial of Service 
(DDoS) attack [165] which is started by more than one perpetrator is executing the attack. 
In DDoS attack, the attacker controls over the other nodes in network and starts launching 
attacks from different locations. The target of the classification process will then be to 
characterize the behaviour of a node as malicious or as regular node real-time, mainly using 
the proposed metric of the relative speed combined with metrics from the other OSI layers 
just of the previous time moments as historical data for the training of the proposed IDS. The 
classification results can be collected and managed from a Trusted Central Authority (TCA) 
in an area with V2X communication with purposed the traffic efficiency of the drivers. These 
data could also be disseminated in remote areas using the combination of the LTE and DSRC 
communication standards.

To defend against complex attacks, collaborative intrusion detection networks (CIDNs) 
must also be developed installing the proposed IDS at different remote points of the network 
to enhance the detection accuracy, which enable an IDS to collect information and learn 
experience from others. An important issue that also needs to be addressed is the IDS 
placement points. These points must be the extreme nodes within the control range of the 
RSUs that propagate the traffic data. This role can be represented by the Fog nodes in a 
real-time navigation scheme based on fog-based VANET [166]. Thus, a distributed system 
will be built on the basis of the emerging decentralized location and routing infrastructure, 
which is the RSUs.

Regarding the secure dynamic wireless charging option for the connected EVs, a lot 
of work has been conducted in electric vehicle charging scheduling with the choice of 
multiple static charging stations [167] without sufficiently studying the security gaps in IVC. 
Thus, in the work presented in the Chapter 7 on the routing optimization problem using 
MEDs, in addition to SCS, a secure EV routing program could be incorporated that could
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search for a route without possible malicious nodes. Our proposed dynamic charging model 
(that combined SCSs with MEDs) can also be enhanced with adaptive charging scheduling 
algorithms, which will rely on queue stability of SCSs or the waiting time for MED, without 
a-priori knowledge of vehicle arrivals. This adaptive charging scheduling model could be 
combined with a "partial charging” approach that can encourage users to postpone their 
full charging process and depart the SCS queue early. Partial charging can be influenced 
by a suitable dynamic pricing model, and together, these measures can provide an effective 
solution to the problem of longer waiting times during peak hours. In terms of mitigation 
techniques, we will intend to try more sophisticated techniques since the intruder has already 
been identified, in addition to blocking the intruder from the DWC system. Especially if 
there are more than one kind of attackers (e.g. a combination of spoofing attackers with RF 
jammers) in the area. Specifically, we can reroute legitimate EVs from areas other than where 
the attackers are located, stop their move for a period of time or select a more reliable form of 
physical transmission, such as MIMO and network coding. To choose one of the mitigation 
techniques mentioned, we also need to investigate the trade-off between the performance 
(total travel time, driving range of electric vehicles) of the proposed EV routing scheme and 
the security level with some penalty in the total travel time.
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