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«Me arouikr} pou guBUvn kai yvwpilovrac Ti¢ kupdoeis (U, mou mpoBAémovial amé Tng
orardéeic Tng map. 6 Tou GpBpou 22 rou N. 1599/1986, dnAdvw om:

1. Aev mapaBétw koupdna BIBAwy 1 dpBpwv 1 spyaciv dMwy autoAeésl ywpic va ta
EPIKAEIW O E10ayWYIKA Kal XwpIC va avapépw To ouyypapéa, 1n xpovoloyia, 1n osAida. H
auToAeéel Tapabeon xwpic slaaywyika xwpeic avagopd arnv mnyn, sivar AoyokAomn. MNépav
NS autoAssl TapdBeans, AoyokAorrr Bewpeitar kar n Trapdppacn edagiwv amd épya dAiwy,
oupTTepIAauBavouévivy kal Epywy OULQOITNTWY HoU, KaBws Kal N TapdBson otoixeiwy mou
dMor ouvéAegav 1 emeEepyaadnkav, xwpic avapopd ornv mnyh. Avagépw TIAVTOTE €
TANPSTNTA TNV TTRYN KATW a1ro Tov mmivaka fj axéoio, 6Tmwe oTa rapadéuarda.

2. Aéyopa 61 n auroAséel mapdBson Xwpic sloaywyikd, akdua ki av ouvodeleral amé
avagopd oTnVv TNyn o€ karmolo GAAo onuelo Tou kelpévou 1) oro TéAog Tou, elvar avriypaen. H
avagopd atnv mnyn oro TéAog T.X. Miag Tapaypdgou 1 uiag oeAidag, Oev GikaioAoyel
ouppaen edagiwv épyou dAAou ouyypapéa, 0TwW Kal TTAPAPEATUEVWY, KAl TTAPOUCIacT] ToUg
wg OIK pou gpyaoia.

3. Aéxouar On UTTGpXE ETTIONG TTEQIOPICUOS OTO LEYEBOC Kai OT ouxvernta Twv
TTaPABELATWY TTOU UTTOPW VA EVIGEW OTHV Epyacia |Jou eVToC Eloaywyikwy. Kabe ueydio
mapdBeua (m.x. oc mivaka n mAaiolo, KAT.), TpoutoBétel &dikéc puBuicers, Kal orav
onuooietieral TPoUTTOBETE TNV Gbela ToU ouyypapéa 1 Tou ekd0Tn. To idlo kai ol Trivakes kai Ta
oxedia

4. Aéyopal 6Aec TIC OUVETTEIES O€ TTEPITTTWON AoyokAOTTHS 1) avTiypagris.

Hpepopnvia: ... 1....120......

(1) «Omoiog &v yvwaoe Tou &nAwvel Wweudn yeyovora 1 apVveital 1 ammokpUTTe 1a aAnBiva pe Eyypaen
umeuBuvn éniwan

Tou dpBpou 8 map. 4 N. 1599/1986 miuwpeital e QUAGKIan TOUAGYIOTOV TRIWV Unvv. EGv o urrainiog
auTdv Twv TTpééewy

OKOTTEUE va TTpOOTTOpicel aTov gautév Tou ) Oc dAAov TTeploudiakd 6peAog BAdrrrovrag 1pitov r)
ok6TTevE va BAGwel dAAov, TiuwpeiTar pe kGBepén péxpl 10 Twv. »






ITEPIAHWH

Mia 61abiktuakI) e@appoyn €ival £va vIoAoywTKO mpoypappa 1w omnolo oe aveibeon pe wa
KOWa Ttpoypappata twu  unoloywt) elvar mpooBaoypo amd toug Xproteg Peow  ou
@uMlopetpnt) Kar wu Swdktiou. M Swabiktuakn egappoyr Xpnowponoiel o povielo
neddu) — efunmpeuu) Kau tg exvoloyieg S1abuKTuou e 0KOmoO va HapEXel Ul peoleg 01oug
xpnoteg peow wu owbwktoou. Kabe Suadbktuakn epappoyr anotedetwan and 6uo pépn, to
back — end xav to front — end. Ze ¢va poviedo medaw — efurmpetnu) t back — end
avag@épeat orov e§uInPeT ] Kat OA1 UV A£LtoupytkOTITa 10U HePLopidetal 00 mapaokivio
yur ano@optworn tou meddatn kay anodnkevon wy dbebopevay, eve to front — end avagépetar
oV neddu) Kau g Aevtoupyleg mou ektedolvial 0o IIPOoKN Ve pe okornd 1ty BéAtwotn
Oenagr) xpnow. Na mapadewypa ndextpovikd waxubpopeto, e — shop kar Swbiktuakég
tpanedikeg ouvaddayeg elval pepureg amo tg Xpnoetg puag S1abiktuakg ePappoyng.

H epyaoia avu] exer Oépa g Sua@opeg teXvIKeg mou Popouv va emotpateutouy yul
) Bedtwrtonoinon g aopalewg, addd xkai g waxutwag npoonedaong wwv debopévav pug
duabuktuakng epappoyng xpnowonowveag t kKatdAAnda epyadeia, adda kav g tedevtaieg
texvoloyikeg pebodboug yuw v enttevdn autol. ZTpE@oupe Ty Ipocoxn Hag Ipog tnv
vdomoinon wu JWT (Json Web Token) ot back — end xav wn xpnjon tou yw v
avOevukonoinon twwv requests evog xpnotn, adla kar wv  pefdbov  Swaopalwong
anokAewnkng mpoobaong pedov kar Swxerprou) ota routes g Suabiktuakig epappoyng mou
avowtowXouv otg avaloyeg evepyeleg, 10oo oto front — end 6oo kav ow back — end. H
bwbktuakn avu) epappoyn neprdapbaver emong texvikeg ot front — end yw myv emiteudn
wou Bedtwou UI/UX (User Interface/User Experience) yu éva xprjou.

Tedog, n epyaoia neptdapbaver mapadetypata oe pua mupdtunn dSwadiktuakn epappoyn).
IIw ovuykekpueva, mapouotad{OUpe Tig ava@epoOREveg TEXVIKES avaluoviag t) Xp1on twoug og
pwa Swbwktuakn egappoyn pe emmeda wepapxXiag Xpnou — Swxeplou] Kar pe Koo )
Snploupyla Kau tpononoinon oo 1wy Xprnotwy 000 Kal tou HEPLEXOREVOU TS EQAPHOYTE.
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ABSTRACT

A web application is a computer program that in addition to common computer programs it
is accessible from users through the browser and the internet. A web application uses the
client — server model and internet technologies in order to provide services to users through
the internet. Every web application is composed of two parts, the back — end and the front —
end. In a client — server model, the back — end is referred to the server and all the function-
ality that is contained in the background in order to reduce loading times and for saving
purposes, where the front — end is referred to the client and all the functionality that is exe-
cuted in the foreground in order to provide a better user interface. Some examples of web
application usages are web mails, e—shops, online banking transactions.

This thesis focuses on the several techniques that can be used to optimize security,
the speed of accessing the data in a web application using the proper tools and the most ad-
vanced methods to achieve that. We also focus on the implementation of the JWT (Json Web
Token) in the back — end and its usage to authenticate user requests, but also the methods
we use to ensure exclusive user and administrator access to the web application’s routes
that correspond to these actions, in the front —end as well as the back — end. This web ap-
plication also includes techniques in the front — end to achieve the best UI/UX for a user.

Concluding, this thesis includes examples in an example web application. More spe-
cifically, we present the referred methods and techniques by analyzing their usage in a web
application with user — admin hierarchy layers and with the purpose of creating and editing
the users as well as the application’s content.
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KEDAAAIO 1 EIZATQIH

1.1 Evoaywyn

Ov texvoloyieg Suadiktuou amotedolv ta epyadela ta omoia Xpnotponooupe yua )
dnnuwupyla puag dSwdktuakng epappoyng. Mexpu tig apxeg wu 21° auwva ov texvoloyleg
duabktiou Hev eixav yvopioer wuitepn avamudn kabog pexpr kav tg apxeg me dekastiag
wu ‘90 kav 1 bw n xprjon wu Swbiktiou Hev nuav cupéwg Gwadebopévn. 'Enevwa, katd
dekaetia tou '90 £ywav w npota Bijpava yua ) kataokeun epyadeiov  yua tn Snpoupyla
Ww00eA 0wV Kat bk tuakmy epappoywyv. Xug apxeg g dekastiag ou 90 Snuoupyninke n
mo Baowkny yAoooa mpoypappatwopou Swbktuakov egpappoywov HTML kav owm ouvéxew
akodoutnoe n JAVASCRIPT ywa npooOnkn nepuwodtepng Aevtoupywkouag kav n CSS yu
KaAUTEPT ep@avion ot wooeAibeg. Auta vmmpdav ta mpota epyadeia yur ) dnpuoupyia twy
duabktuarv epappoymv.

v apxn ov wiooedibeg 1tav wwitepa amdeg, oL NEPLO0OTEPES WS EVIIHEPWTIKES
wwoeAibeg kal oedibeg mapovoiaong. Me 1o mépaopa wvy Xpoveov 1 Xpnon wu Swadiktiou
avfnOnke kav padi g £Qepe TV avaykI yu meplocotepn) OWHIKTuaKs Aevoupy kot ta Ka
TNV AVAIrtudn] v wtooeAbmv kat v e€eAidl) toug o Oud ik tuakeg epappoyeg.

H aogpadew eivar eva Oépa mou amaoxodetl wH00 toug mpoypappatioteg 000 Kal Toug
XPNOTES TV OWOKTUAKMV £QAppoymy amd vy apxi] wg Xpnong tug pexpt kav onpepa. H
avaykn mou odbnyei oty ovotnpatki e&eAidn v pedodev uaopddong twv Sebopévov twyv
XPNOUOV Kal KAt enekuaon twv bwyv wwy Swdiktuakwy epappoyov sivar n kakoboudn
UIIOKAOII] TV 0£00I£VRV TV XPNOTOV.

Me mg Swbwktuakée egappoyée va  amotedouv  avamoonaoto  KOpPpAate g
kaOnpepwvouytag pag oe ouvouaopo pe v Wwineuoinon oAov twy debopévev 1 aopdlewa wv
Sk tuarwv epappoymv kablotawan avaykaia.

Tnv tedevwala dekaetia, pe v eupeta xpnon wyv web framework £xouv avinbet ov
£QAPPOYES TEXVIKOV A0PaAelag otig Ok tuakeg e@appoysg, Opeg autd £XeL HPOKAALoEL Kay
mv audnon avadimong wyv aveotoxev pedodbov mapabiaong wug. Emumdéov, n paydaia
avarrudl g texvoloylag Kat v bk tuakeOv e@pappoyoy, eival evag akopa Aoyog yua vy
Bedtwonoinon g aopalewag oe avtég kabwg wa pétpa aopadewag kabiotavar avenapkn. Me
) Aoywkn avty Aouroy, kapia Swbiktuakn epappoyn dev mapapéver ao@alng yua peyalo
Owlotnpa, Kar eivar amapattnt) 1 OUOTIHATLKY] AvVavemol] TOV HETPEV KAL TEXVIKWY
ao@aleiag o au).

Ze auu] v epyaota Aourov Oa dokwpdacoupe v egappoyn oAwv wv Swbiéopov
TEXVIKOV ao@aleiag, tooo ot front — end 6oo kav oo back — end. Auto Oa emvteuxOet pe
Xpnon 6uo anod ta mo dnpogidn Kav xpnowponowmpeva framework mov vndpxouv w tedevtaia
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xpovia. O Aoyog otwa Angular kav Laravel frameworks, ta omoia pag mapexouv pua peyan
MOLK AL aIIO TEXVIKES KAl epyadeia yw tv BeAdtiotn emiteudn) tou 0tdXou autou.

T¢dog, Oa mapouvouwicoupe PeEPLKA TAPAOSTYPATA KAL £PAPPOYES TV AVOAUOPEVOV
TEXVIK@V HAVR 0¢ [ epappoyn) pe emineda efouotodotnong xpnow) - dwxepron]. AAAA Ka
Hepkeg PeAdOVTIKEG IPOEKTAOELS Kal 1pooOnkeg mou Oa pmmopotoay va ylvouv yua IEpattepe
e&eAidn v Ol PopeV THNRATEV TNE OLAOLKTUAKIE £PAPPROYTE HAC.
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KEDAAAIO 2 TEXNOAOITEZ ATAAIKTYOY & WEB FRAMEWORKS

2.1 Texvoloyieg Srabiktuou

Yug pépeg pag ot texvoloyieg Swabiktoou éxouv petagepbet oto «endopevo entnebo» pe
wm xpnon wv web frameworks. Ta web frameworks &xouv oxedbwotel yua v avamudn
dwbwkuarwv  epappoywyv, ouvpneptlapbavopéveov v ummpeowwy  Gwadbiktiou, 1moOpwv
dwabktiou kar v web APls. Ta web frameworks otoxeuouv oty autopatonoinon wwy
OUXVOV EVEPYEWWV 110U £KTedouvial owv Owbiktuakod mpoypappatwopo. Na mapadevypa,
noAAd web frameworks napexouv BuBAwoOnkeg yua evepyereg npooBaong Baong Sedopévay,
duaxeipwn sessions Kat oAy ouxva 11powdouv Vv enavaxpnowponoinon tHNpAtOV KOOKA.
Evo ouxva otoxevouy oty avamtudn Suvaptkov 1tooeAibny Kal S1ad 1k tuarmy @appoymny,
WOTO00 £@appoovVTaL KA 0tV avamrtudl] OTaTRGY 10tooeAibwy.

TIapddo mou 1 mAewvouta WV YA@OOMV TIpoypappatiopol ou Xp1joylomoouvial yiul
w Onuwupyla Suvapkov wooedidwy meprdapbavouy BuBAwOnkeg mou Bonbolv pe g
HEPLOOOTEPES EVEPYELES, OL OLAOIKTUAKEG EQAPROYES OUXVA ATIALTOUV T XP1j01) OUYKEKPLIEVRV
«third-party» BuBAwoOnkov yu opwopéveg evepyeleg, onwg yu napabevypa v Snpwoupyla
HTML xodwka 1 1w ouvoeon puwag Swadktuakng epappoyng pe pla aAAn yur aveadlayn
AT POPOPUDY KaL debopévav.

Ywa weAn g Oexkaetiag wu 90 twa npotwa full-stack frameworks dpxwav va
eppavidoviay, ta  omoiwa mapeixav  moAdeég  xpnowieg  Biblwobnkeg ywa  Suabktuako
HPOYPARPATIONO 0 €V OUVEKTIKO «IIAKETO» AOYLOPLKOU Y IPOYPARHATIOTES OWOLKTUAK®V
gpappoywv. Mepukd napabetypata eivar va Django, Laravel, Symfony, Ruby on Rails.

KaOgva amd wa mapanave web frameworks xpnowpomower wog¢ Baon wu pu

OUYKEKPLIEVT] YAMOOO TPOYPAPPATIONOU ywt Ty eniteudn mwy otoxev twu. Ta nepuoodtepa
andé avwd Baotoviar ot poviedo MVC (Model View Controller). To poviédo MVC
amotedettar and w model, w otoixeio mou neprdapbBaver wa Sedopéva, mx. xpnoun,
dnuooievon, and wv controller, mou anotedel tov Hwapecodabnt) yw mv npoocbaon og autd
wa bebopéva, kabog xau 1w view, ou eivar 1o otorxelo mou neptdapbaver wy Sienagn pe tov
xpnou. 'Etou Suaxwpiletar 1o data model and m Swemagr) xprotn. Autd Oenpetuar yevikotepa
kaAn) npaktkn kabog tpnpatonoel v KeOKa, mpondel v enavaxpnouyionoumon twy
KaTaAANA@V munpdtov wu Kay enpénel uyv eukoAn onpuoupyla kav xprjon moAlamdov
benmagov xprou). Me dAa Aoyw, oeg pla Swbiktuakn e@appoyn] autd €mvpemnet v
Hapouoiaon moAAamlov views.
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https://www.djangoproject.com/
https://laravel.com/
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““Mediator

Controller

Ul Data

Model-View-Control(MVC) design pattern.

2.2 LARAVEL FRAMEWORK

To Laravel eivar €va open-source web framework ypappévo oty yAwooa mpoypappatopon
PHP, mou OnpwupynOnke w 2011 kav Xpnowomoteltar €KTOTe yw Ty avamcudn
Suabiktuakev epappoywv Baon tou poviedou MVC (Model

View Controller). To Laravel xpnowponoieitalr kuping og

back-end framework xav mapéxer eva mpoeykateotupévo

HAOKE10 voompigng oxeowkonv Baoswv Sebopevav, email

templates, aA\d kar €va eupl  @dopa pebobov

avbevukonoinong  kar  efovowodotnong  xpnowyv. To

tedeutalo elval Kal £vag and toug 1o onpaviikoug Aoyoug

[OU TO XPNowomnowupe Kar oe auty wyv epyaoia. To

Laravel onog kav aAda web frameworks mapéxouv eniong

eviodég CLI (command-line interface). Méow tou artisan

CLI, 6nwg ovopadetar autd o Xapaktnpuwtiko wu Laravel

gxoupe ) Ouvatouua g 1mpoodnkng £oLey apXeiwv

templates tou Laravel kav avtd BonOd v npoypappatiou) oto va pnv enavadapBaver
Subkaoia apxwkonoinong apxeiwv, aAdd kav omv enavadnyn Baokov Asvtoupyuav oty
£PAPPOYT) TOU.

19
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2.3 ANGULAR FRAMEWORK

To Angular framework eivaur £va open-source web framework Baowpévo oty TypeScript
Kar ypappevo and v Angular Team g Google. To Angular {exivnos 1o 2010 g
AngulardS, ¢va web framework Baowpévo oe Ja-
vaScript. 2w ouvéxew 1o 2016 Bynke n éxkboon
Angular 2+ xav ¢kwte 1w Angular eivair w mo
duadebopevo front-end framework ywa dnpwouvpyia
duadbktuakwy £PAPROYDV. Zroxevuer oty
AIAOIIOLNO01] ¢ AVATITUELNE AUTOV TOV EQAPHOYROV
pe  xpnon modules kav components. Me tov
TPOTIO AUTO PEYLOTOTOLEVTAL 1] EMAVAXPNOLROTION 01
TOU KOOKA KOl YIVETIL £UKOAOTEPN] 1] £10ayWyl)
third-party makéwwv. H «doywknp wv module kay
wv component kupwpxel oe O0Aa wa front-end
frameworks kaOmg etvar kay au) mou pag diver w
OTOLXEW TE EMAVAXPNOTHOTIOLN0NE KOOUKA KAl g

amlonoinong wy nepwootepwyv front —end Aevtoupywov.
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KEDAAAIO 3 AX®AAEIA YXTO BACK-END

3.1 Ewoaywyn

H avBevukonoinon kaiv n efouowdotnon evog xpnou péoa oe pua Swabiktuaki
EPAPHOYT) £LVaL 0L KUPLOL Iapayovteg yua v aopadewa g epappoyng avtg. Ov nepopopol
npoobaong oe pua e@appoyn Kavouv ) Suagopd petadd v SW@opeTKOV enmnedoy tepapxiag
wv xpnowy, m.x. Admin, Member k.a. EmunlAéov, n auBevukonoinon evog xprou) oty
dwabuktuakn epappoyn eivar o povabikog tpormog eao@aAiong g moTtou g WY 0TOLXEUWV
HOU Hapexel. Autd anotedouy 1 Iponupyw g ao@alewag oe pua Stabiktuaks) epappoyr).

To Laravel framework pag npoogeper éva peyalo eupog dependencies — HAKEOV 10U
a@opouv woo mv avbeviikonoinon 600 Kat vy ££0uowdoton og pua SLadLKTUaK:) e@appoyl).
Yy avBevukonoinon evog xpnot exoupe m xphon wu JWT (Json Web Token), yu tyv
npoobBaon g ewodou oy Hwdiktuaki e@appoyn, €veo oty Aeyxo efouowodotnong tou
Xpnot yw mv mpooBaon ota Suigopa views g OOk TUaKNg £@appoyng Xpnouomoupe ta
Gates.

Tédog, 1000 1 xprjon wu Json Web Token 600 kar 1 xpnon wyv Gates xkabiowatar
avaykala oe pua Owdwktuakn epappoyn mou akodoubel to poviedo Model View Controller
(MVC) xabag o ouvbuaopog woug amotedel 1o mpomipyo g ao@IAewg KaL tou nepLopLopon
kakoBoulAng npooBaong oe £va back-end API.
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3.2 Route Middleware

3.2.a Xpnoeig

Ta route middleware exouv moAlamdég xpnoewg. Muopouv va xpnowonowOouy yua
mv edeyxopevn £ouodotnon £vog Xp1ot) o pua S1abIKTUaKI) £QAPIOYT) 1] Y TOV £AeyXo
Kay mpooOnkn debopevav oo HTTP request kau response.

ITw ovykekpyeva, eva route middleware evepyonoleitar Katd v 1pooiieAaon wou
route 0o omoio £xe1 el Kau £vag anod toug OKOmoUg Tou £LvaL va emvepeyet mv mnpoobaon og
autd 1 route povo owug xpnoteg mou Swbétwouv v KatdAAndn efouowobotnon oy
duabuktuakn epappoyn).

EmumAéov, ta middleware mapéxouv évav BoAdikd pnxaviopo yu o «@uAdtpaplopa» twy
HTTP requests mou gwepxoviar oty OWOLKTUAKI] [AC €@APHOYN] KAL T responses I1ou
otedvovuan mow, and avujv. Ma tov Adyo autd vnapxouv wa before kau ta after middleware.
Eav ¢va middleware extedeitar mpw 1) petd anod eva request edaptatar and o 6w 1o mid-
dleware.

["a apadevypa:

class BeforeMiddleware

{
public function handle($request, Closure Snext)
{
return $next(Srequest);
}
}

Ewova 3.1 Extédeon evog middleware mpuv tov Xewpiopo tou request
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class AfterMiddleware

{
public function handle($request, Closure Snext)
{
Sresponse = Spext(Srequest);
rform
return Sresponse;
}
}

Ewxova 3.2 Extédeon evog middleware petd tov Xewpopo tou request

Yo Laravel, yu wm dnpwoupyia evog middleware propoiupe va xpnoupomnowujooupe pia amo g
etoueg eviodeg wou Artisan CLI, og edng:

php artisan make:middleware CheckAge

Ewkoéva 3.2 Extédeon piag Artisan evrodng yia tn dnuuoupyia evog middleware tem-
plate
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3.2.6 Tpomor epappoyng oe pua O1HIKTUAKT) £Qappoyn

To Laravel «pxetaw padi pe eéva eupog andé middleware, £va and avtd etvar o auth
middleware kau Bploketar 0w makéto "[lluminate\Auth\Middleware\Authenticate”.

Kabwg avtd w middleware eivar 106n xawxepnuevo owv nupnva — kernel wou
Laravel, 1o povo tou xpeuadetar va KaAvouple £Lval va 1 ouvogooupe oe £va route,

M mapadevypa:

Route::get('profile’, function () {

})->middleware('auth');

Ewova 3.1 Iapadevypa xprjong evog middleware oe £va route

Eav gau 6ev elval 1 ouviotopev) IpakTiKI), OV IEPLITMOon TToU XPNoLIonoloupe con:
trollers ot Guabktuakn egappoyn pag propolpe eniong va Kadéooupe to middleware péoa
aro ) pebodo Gnpovpyd — constructor tng kAdong wou controller pag, avti va w ouvbéooups

pe éva route.

M mapadevypad

public function _ construct()

{

Sthis—>middleware('auth');

Ewxkova 3.2 Iapadevypa xpnong evog middleware oe £vav controller
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3.3 JWT — Json Web Token

3.3.a Th etvar to Json Web Token

To Json Web Token aviker oto npotumo RFC7519 kav anotedel eva oupnayn kau
autobuvapo tpomo ywa aogadn petaboon mAnpogopudv wg Json avikeypevou. Autég ot
mAnpogopieg eivar mownoupeveg kabwg gepouv yneuakn vnoypagn. To Json Web Token
propel va motonombel Wn@ukra Xpnoyonowveag P ouvapuon KataKeppatiopoy peow
wu HMAC alyopOpou 11 éva Snpoowo/ibwnkd {euyog kAewbuwv peow RSA 11 ECDSA
adyopiBpou.

IIapodo mou 1w Json Web Token pmopei va kpumwoypagndel yuw va mpoo@eper
nepavtépe ao@dlew petadl v pedov onou aviaAldaoostar gpeig Oa emkevipebotpe ow
pneuwka uvnoyeypappeva tokens. Ta ymeukad vnoyeypappeva tokens pmopouv  va
EIMKUPQOOUYV TNV «arepatotn e wy claims — meprexopevay nou avtd neptdapbiavouy, eve w
Kpumroypagnpeva tokens «anokpumouyy ta claims autd and aAda peAn.

Tedog, Otav wa tokens «uroypa@oviawy Xpnotpornowwviag éva Snpooo/tbuwtikd (euyog
KAV, 11 Wn@uKI vnoypagn motonowel emong ot povo 1 mleupa mou dSwbéter o
W TIKO KA1 £lval Kal autl] Hou o «UIEYpayey.

3.3.8 Aoyou xpnong

evapua ota omota o Json Web Token eival xpnowpo:

- Avraldayn Sebonevav - Aubevkonoinon:

To Json Web Token givar £vag moAu Kadog tpomog yur aoqadn avwaddayr) debopévov
petady 6vo mievpov. Enedn ta Json Web Tokens @épouv ym@uaky) vnoypagn, 1.x.
pneow dnuoowubuwtikou (etyoug KAewbumy, pPHoopoupe va £ipaote olyoupor Hwg o
amootodéag etvar epmotog. Emumdéov, kabog n wneukn vnoypaen uvnoloyiletar
xpnowonowvtag w header kav 1o payload xoppdt tou token, propoupe emiong va
oo Houooupe OTL 1 mneplexopevo wu token dev exelr aAdowOet. Me autd wov tpomo
ENVTUYXAVEWIL 1] QOQAANS IOTONIOL 01 TV OTOLXEWWY Tou Xp1jotn and tv mAeupd g
dwbktuakng epappoyng.
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- E&ouowbddmon:

Auto eivan edloou eva amnd ta mo ouvnOn oevapua xpriong wu Jdson Web Token. MoAwg
o xpnowg auvbevukonowbel kar ewedber oty Swabiktuaky) epappoyn), kabe twu re-
quest Oa mepiexer éva Json Web Token, emvtpénovuag oto Xpnotn va mpoomeAaivel
OUYKEKpPIEVA routes, services KA views yur ta onota amavteitar e§ouotobomon rav
TOU eHVtpEnetaL 1 upoouedaon xpnowonowvtag autd 1 token. To Single Sign On —
Yuoumpa Evuiag IpooBaong eivar eva xapakuprotko nou xpnoyionoiel 1o Json Web
Token ot pépeg pag, Aoyw tou pwkpou overhead kair mg kavotuag tou va
Xpnotporotettar eukoAa petadu dwapopetikwy domains.

3.3.y Aoun

v oupnayn wu poper ¢va dson Web Token amotedeiwar and tpia tphipata
Suaxwpwopeva and tedeieg (), va omoia eivay!

- Header
- Payload
- Signature
Enopéveg, eva Json Web Token gaivetar og e8¢

XXXXX.YYYYY.ZZZZZ

Ag¢ avalvooupe ta Sra@opeTika pépn.

1. Header

To header — emgkegadiba anotedeitar amd Suo pepn: tov tono tou token, dndadn JWT kav wov
adyopidpo wneuakng uvnoypagng mou xpnoipornoujdnke, onwg yuwr mnapadewypa HMAC,
SHA256 1) RSA.
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Ewova 3.3 ITapadevypa tou header — emxre@alidag evog JWT

2. Payload

To bevtepo pepog wou token eival to payload — goptio, 1 oroto neprdapBaver kav wa claims —
neprexopeva. Ta claims eivar ouviOwg Sndmoerg yua pia «ovidmta» (kuping yua o xpnotn)
Kau emadeoy debopeva. Ydapxouv tpeig tomor anod claims: registered, public kau private.

- Registered claims:

Avuta eivay eva oet ano nupokabopropeva claims, ta onota dev elval vHoxXpeTika, aAla
OUVLOTWVTIL, WOTE VA Tapeéxouv xprowa, dSwdevtoupyka claims. Mepuka amd avua
etvay: iss (issuer), exp(expiration time), sub (subject), aud (audience) kav others.
'Oneg napatmpotpe w ovopata v claims amotedouviar amd povo tpelg Xapakujpeg
kabag to Json Web Token npéner va eivar oupmayeg.

- Public Claims:
Autd propouv va oprotouv katd BouAnon amd to xprow wu JWT. AANG yur v

aro@uy1) ouykpouoewy tpernet va ewvar oupgova pe 1w TANA JSON Web Token Regis-
try.

- Private Claims:

Avta elvar wa claims mou dnpoupyouviar yur v aviaddayr unAnpogopuny petadu
v Huo mevpwv Kat bev anotedouy ovte registered oute public claims.
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Ewova 3.4 ITapaderypa tou payload — goptiou evog JWT

Ilpener va onpewblel nwog yua ta vnoyeypappeva token auteg ouv mAnpogopleg kabmg
HPOUTATEVHEVES KT ¢ AANOIWONE, TAPAREVOUY avayvaotpeg amd onotovonmote. Emopsvog,
dev mpéner va tonoOetoupe evatoOnreg mAnpogopieg ot header xav payload otouxeia evog
JWT ex10¢ Kau v £lvat Kpuireoypaenpeveg.

3.3.06 Ymoypagn

[Ma va Snpwoupynooupe w PEPOE NS WHEWIKIE UTIOYPAPIS MPETEL VA TIAPOURE TO
KeOwkonoupevo header, 1 kobwkonowmpevo payload, 1o kAewl kav tov alyopiOpo 1ou
avagepetat oo header kau va ta mepaocoupe amo ) ouvapTnon KAKEPRATIOROU.

[Ma mapabewypa eav Ogdoupe va xpnowonoujooupe tov alyopipo HMAC SHA256, n
wnewkn vioypagr Oa dSnpuoupynOet pe tov akdAoubo tpomo:

HMACSHA256 (
base64UrlEncode(header) +

base64Ur1lEncode(payload),
secret)

Ewkova 3.5 Ilapaderypa dSnnwoupyiag umoyeypappevou token

H ymewik: unoypa@r Xpnowonoteital yul va IoTtonowost 0Tl 10 HEPLEXONEVo Oev
exer addader kay oy nepurmwon wv token urnoysypappevov pe 1o 0w tkd kALl propet
e1rong va motonowjoet 0t o anoowodeag tou JWT etvar epmotog.
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Zuvowilovuag, 1o amotedeopa eivar tpelg  ypappatooelpeg tomou  Base64-URL
duaxepopgveg amo tedeieg, 0mou propouv £ukoda va nepaotouv oe nepbadlovia HTML kau
HTTP kaOmg¢ kav elvar mo ovpnayr), oe ouykpion pe nadawwtepa XMl-based npotuna.
Iapakdw BAenoupe éva JWT mou exer ta header kav payload kwdikomompéva kav givat
UTIOYEYPAPPEVO XPNOLHOTIOUOVTAE TO KAEWOL.

eyJhbGci0iJIUZITNiIsInRScCI6IkpXVCJ9.
eyJzdWIi0iIxMjMBNTY30DkwIiwibmFtZSI6IkpvaG4
gRGI1IiwiaXNTb2NpYWwiOnRydWV9.
4pcPyMDB901PSyXnrXCjTwXyr4BsezdI1AVTmud2fu4

Ewkova 3.6 ITapaberypa evog kwdikomowmpevou JWT

Encoded Decoded

HEADER:
eyJhbGci0iJIUzITNiIsInRS5cCI6
IkpXVCJ9.eyJzdWIi0iIxMjMENTY {

"elg™: "HS256",
30DkwIiwibmFtZS16IkpvaG4gRGo S it
1TiwiYWRtaW4iOnRydWV9 ,TJVASS }
OrM7E2cBab38RMHrHDCEfxjoYZge
FONFh7HgQ PAYLOAD:

i

sub™: "1234567890"

“name”: “John Doe”,

“agmin”: true

}
VERIFY SIGNATURE
HMACSHAZS6
basefdUrlEncode{header) + .7 +

baseb4UrlEncode(payload),
secret

] Taecret base64 encoded

Ewkova 3.7 ITapaderyna avaluong evog kwdukomowmnévou JWT
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3.3.e Tpormoc Aevtoupylae kar Srabikaoia aubevrikomoinoncg
S Yuasg S

Yy epyaoita avu] 1 avbevikonoinon wwyv Xpnotwv oumpidetal arnokAEWtKa o)
xpnon wu JWT token. Me tov tpomo autd kawd v dwdikaoia g aubeviikornoinong, oty
evag Xpnoug £L0EpXeTilL EMLTUXmE £XOVIIE €L0ayeL Tta 00oTtd otouxela ou) Swbiktuaks)
eappoyn, £va Json Web Token emotpegetar oupneptdapBavopevo oto response. 'Eugvia oto
header ka0e enopevou request oupneprdapBavoupe t JWT 1tou eAeOn oto nponyoupevo
response. Kau peow tng ouvexng avng aveaAlayng emouyXavetat 1 Totonoinor o Xp1ot)
0€ TPAYRATLKO XpOVo a1rd v O1abLKTUaKI) £Qappoyn].

I ouykekpipéva, Katd v £10060 U Xprjot] pe 0ol 0ToLXeia oy e@appoyl,
emotpepetar and 1 back-end g Swabktoakng epappoyng ¢va http response, oo header
wou onotou neptdapbaverar o Authorization field. Meoa oe autd éxoupe to JWT token to
onoto 0 xprnowg otedver pe v WWw pomo nwe ot back-end g epappoyng
ovpneprdapBavopevo oto header tou enopevou request kav AdapBaver mow £va avavewpevo
070 response tu request autov.

Me tov pono autd enviuyxaverar 11 auvbeviikoroinon evog xpnou g OladK tuakng
EPAPIOYTE OF IPAYRATIKO XPOVO XOPLE TOV KVOUVO UTIOKAOINE TOV OTOLXEUDV TOU.

Authorization: Bearer <token>

Ewkova 3.8 ITapadevypa tou JWT oto Authorization header

Ye pu tewowr nepitrwwon o back-end g Swdiktuakig epappoyng Oa mpéner va
edeyxel myv unapdn evog eykupou Json Web Token oto Authorization header oe twu ka0Oe re-
quest kav avaloywg va mapexer mnpoobaon ova «pootateupévey routes twu. Eav to JWT
neprhapBaver w amapatmta debopéva, n avaykn yw v npoonedaon g Baong dedopévov
PEWWVETAL AV KAL AUTO £LVaL 1o oIavio.
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3.3.0t ['atl mpotipoupe 1o Json Web Token

Ta o@édn evog Json Web Token eivat moAXd dwav w ouykpivoupe pe aAAa onwg Simple
Web Tokens (SWT) 1] Security Assertion Markup Language Tokens (SAML).

Q¢ Json 1o JWT elvar mo nepieknko kau «odvyodoyo» and eva XML, otav eivai
KOOKoToupevo 1o peyeog tou elvar pukpotepo, kabwwwviag o JWT mo oupnayeg and eva
SAML. Autd kaver o JWT pua kadn emdoyn yu va xpnowponowOet oe nepBailovva HTML
katr HTTP.

Ano mdeupag aogpadewag, eva SWT pnopel va eivar povo ouppetpka unoyeypappevo
amo eva Kowo kAewi xpnowonowvtag v adyopilipo HMAC. Qotdoo, ta JWT kar SAML
tokens pmopouv va Xpnowomnowuy £va Snpoow/ Wtk euyog KALWWV oty poper £vog
X.509 motonowmukoy ywr vioypagr. To va vnooypawoupe eva XML pe pua wneuakn
UTIOY PP XWPLE Va UTIapXouv Keva aopaletag eivar SUOKOAO OUYKPUTLKA e v amdot)a g
unoypagng £vog Json.

Ov avaduteg Json eival ouviiOerg 0TIg IEPL000TEPEG YAOOOES TIPOYPUPPATIONOU emeldn)
«xaptoypa@ouv» 1o Json ameubeiag oe tumo avmkewpévou. Avulbéteg ywu éva XML Sev
undpxel pecog TPOIog avIwoToiX1o1)g 10U and Keipevo oe aviigeipevo. Autd kabwtd to JWT
mo euxpnoto oe ouykpon pe 1o SAML (Security Assertion Markup Language).

‘Ooov agopa ) xpnon, o JWT xpnowonoweitar oty KApaga wu dadiktiou, auto
avabeikvier v gukodia xpriong wu Json Web Token oe modAandég ndatpoppeg Kuplog
KW ul.
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Encodedd wwamaes
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PP — Y e
baretdlic IEncode (payloed ),
aecretl
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Ewova 3.9 Zuykpion tou neyéboug netadu evog koadukomompévou JWT kau evog

Kwdkomompévou SAML
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3.4 Gates

3.4.a Eroayoyn

Yuvapa pe v napoxn vimpeowyv auvbevukonoinong, w Laravel npoogéper emmAéov
évav ando tpomo yw my embBoAn nepropopévng £§ouoodotnong mwy Xpnotwy 0 0pLlopeva
Koppdta g Swbktuakig epappoyng ‘Onng kav oy avbeviukonoinon, 1 mpooeyywon tou
Laravel wg mpog v efouowdboton eivar andn kav vndapxouv duo Baoikol tpomor yu v
£€ou01000TNOT TV evepyewwy TV Xpnotwy: w Gates kav tw Policies.

Ag oxe@roupe 1a gates kau ta policies oav routes kau controllers oe pw Sradiktuakn
eqpappoyn mou akodoulel to MVC poviedo. Ta Gates mapexouv pua arrhi] mpooeyyon g 1mpog
mv edouvowbomon kabog £xouv v amdi] Aoyikn g eite emrrpomig, eite amotpomg g
npooBaong m.x. oe éva route. Evod ta Policies, onwg ov controllers, £xouv v Aoyikn toug
«XTOREVIP YUPO ato £va ouykekpipevo model — poveédo.

Xtidoviag pua Swadktoaki epappoyn, dev xpewiletar va emAéfoupe amokAEWOTIRA
pewdn mg xpnong wyv Gates 1 wyv Policies. Ouv nepoodtepeg epappoyeg mepLexouy Katd
Kupw Aoyo €va ouvovOUAeupa amd Gates xav Policies. Ta Gates eivar mwo e0kola
gpappooyieg oe evepyeleg mou dev oxetidoviar pe kamow model, onwg yu mapadbevypa n
npooBaon ot dashboard — wapmAd tou Swxewpwu]. Avubéwwe ta Policies npénel va
xpnoporowouviat otav embupovpe va e{ouood0T00ULE P EVEPYELD YU £VA OUYKEKPLREVO
model mg epappoyng. Ze autd 1o KepaAaw wotooo Ha avaluooupe nepavtepe ta Gates.

Gate::define('edit-settings', function (Suser) {

=2
g

return Suser->isAdmin;

b;

Ewxkova 3.9 ITapabevyna evog Gate

public function update(User Suser, Post $post)

{

return Suser->id === Spost->user_id;

Ewxova 3.9 ITapaderypa evog Policy
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3.4.8 Xuvtadn

Ta Gates kabopidouv £av £vag xpnomg eivar £§ouoodotpevog va eKtedéost KAmow
evepyewa Kat opioviatl oty kAdon “App\Providers\AuthServiceProvider” xpnouponowwvuag
1o facade — npoOepa “Gate”. Ta Gates AapbBavouv navrote éva avukeipevo — object xprjowm
W¢ UpoT]  Hapaperpo Kair puopouv va AaBouv  emumdéov  mpodpetikeg  mapap£tpoug
onowdnnote models — povieda g Swbiktuakng pag epappoyng.

public function boot()

1
$this->registerPolicies();
Gate::define('edit-settings', function (Suser) {
return Suser—>isAdmin;
b;
Gate: :define('update-post’', function (Suser, $post) {
return Suser->id === Spost->user_id,
B;
1

Ewkova 3.9 ITapadsvypa amd duo Gates
a) Me xprjon povo tou user object mg mapapetpo

B) Me emu\éov xprion evog aAdou model wg nmpoapetiki) mapapetpo

3.4.y Xpnosig

[N v edouowbomon evepyewnv pe ) Xpron Gates, mpener va Xpnouylomnoujooupe g
pe0odoug “allows” kav “denies”. Ilpeney emiong va onpewbel nog dev eivar amapattnw va
boooupe wg mapapetpo w object Tou mApPOVIOE XpNou] OTAV XPNOWOMOWUHE AUTES TS
pnebodoug. To Laravel 1o kaver avtopaa.
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if (Gate::allows('update-post', Spost)) {

if (Gate::denies('update-post', Spost)) {

}

Ewkova 3.9 Iapaberyna amo duo Gates twv nefodwv allows xav denies

Emmléov, 1o Laravel pag Siver ) Suvatoma g xprong mg pebodou “forUser” oo
Gate facade yw va kabopilooupe eav £vag ouykekpipevog Xpnog eivat e€0uoodotpevog va
EKTEALOEL KATIOW EVEPYEUL.

if (Gate::forUser(Suser)->allows('update-post', Spost)) {

if (Gate::forUser(Suser)->denies('update-post', Spost)) {

ser can't pdate the po

}

Exwkova 3.9 TTapaderypa xpriong g neodou forUser oe éva Gate

"Evag oAt ouvnOng tpomog xpnong wv Gates eivar o “can” middleware. To Laravel
neprhapbBaver ¢va middleware mou propel va edouowdotosl evépyeleg mpLv £vag Xpnoueg
npoorneddost £va ouvykekpupévo route 1 controller. To can middleware nepldapBavetar oto
naketo  “llluminate\Auth\Middleware\Authorize” twu Laravel, 10 omow ewvay
npoemAeypevo pe ) xpnon wu Laravel. 'Enevwa, pewd w 61Aoon tou can middleware mou
embupotpe va xpnowonoujooupe propovpe va npoobeooupe, Swaxwplopéveg amd  « , »
SIIACOV  IAPAPETPoug. L1o napakdww napadewypa Oilvoupe oto can middleware Suo
napapetpoug. H mpwt eivar w ovopa g evepyeuag mou O¢doupe va emvtpanel oto Xpnou)
Kav 1 Oevtepn eivar 1 napapetpog mou Adapbavetar and to 6w 1w route kav embupovpe va
v nepacoupe ot pebodo wu Gate n onola Oa extedeotel. v nepimrwwon avu) kabog n
pnebodog mou xpnowonowupe eival tonou model-binding ¢va Post model Oa H00et wg Opropa
omyv pedodbo wu Gate. Xty neplmwwon mou o Xprowge Sev eivar efouowodotnuévog va
extedéoel v evepyewa avn, eva HTTP response kwbikol opdApatog “403” Oa SnpwovpynOel
and to 1w 1w middleware.
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use App\Models\Post;

Route::put('/post/{poest}', function (Post Spost) {

er may update the post

})->middleware('can:update,post');

Ewova 3.9 ITapadevypa xpnong tou can middleware oe éva route
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KEDPAAAIO 4 FRONT-END KAI AX®PAAEIA

4.1 IToAAamAeg Siemmageg Xpnotn

Yug pépeg pag n vnapén noAdamlov Sienagov xprot oe pla Swabiktuakn epappoyn
kabwtd myv egappoyn avt) oy Kauyopia g mlatpoppag pe moddarndeg xpnoewg. Ou
XPIOTES ATIOKTOUV S1apopetika Sikawwpata kat npoobaoerg oty Stabiktuakn egappoyn avuy.
Eve mnadawtepa n avaykn yw vnapdn dwgopenikwy emuedbov npoobaong kav Aevtoupyumy
yur Swgopeukoug xpnoteg Oa onpawe kar v unapdn OW@OPETLKOV E£QAPHOYROYV, TP
ouvuniapxouv oty w Sradiktuak) egpappoyn.

Me autd wov tpomo, &vag Ouxewplotg PIopel 0g Hpaypatikd Xpovo va extedetl
EVEPYELEQ TIOU AIIOOKOIIOUV 01U Owxeiplon twv pedoav g dwdiktuakng epappoyng. Koy,
EITUYXaverat KaAutepn Kat mo apeon Swaxeiplon g wtooeAidag.

Iapaderypa Swbiktuakng egpappoyng noAdarmlav dSienapov:

[ B

=l
2]
1%
=
=2
22

150.000

g3 &

Ewova 3.9 Avemagn user

39



ngx-admin

Hire us to customize ngx-admin [ Documentation and customization artiches

572,900

United States of America

Ewova 3.9 Avermagn admin

4.2 Components and Modules

4.2.a Components

Ta Components elvar 1o mo Baowkd xoppdat Snpwupytag Ul (User interface) oe pa
dwbwkuakn epappoyr) mou exer avamtuxOet xpnowonowvtag to Angular framework.
Mropoupe va £xoupe €va 1) nepwodtepa Components, pua egappoyn) Angular nepidapBaver
gva «oevipon and Components. 'Eva Component evOulakover ta debopéva kau ) Aoyiki) og
OAa 6oa o xprotng BAcmer.
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Component

Ewkova 3.9 Aoyikn evog Component

Mropoupe va tunpatonowmooupe my owdktuak:) epappoyn pag oe moAdamha Com-
ponents Kau va ta £0avaxpinouionooupe Peoda oty eQpappoyn] 1 Kat og tplieg epappoyeg. Xe
k@Oe epappoyn &xoupe twuldxwwov éva Component 1o onoto elvar to App Component 1
Route Component. Ilapakdw BAé¢noupe éva napaderypa g tpnpatonoinong avuig.

App
{}

- i ]
Content Side bar
view {} {}

l' T
Top
view {}

Ewkova 3.9 Aévepo amd Components Eexivaovtag amd to App Component

'Onwg mapatnpoupe vmapxer pu oxeon matepa — naboy petady wv Components pug
Angular Swbwkwuakng epappoyng. Kav peow tou variable binding pmopoipe va &xoupe
ap@ibpopn avwaddayn debopevov pewadld Guo Components nou £xouv ) ox£on autr. Autdg
glval Kal £vag amno twoug mo onpavikoug Aoyoug yu ) xpnon wy Components, kabmng pag
envpénel va petagepoupe debopéva oe omowdnnote view g Suabiktuakig e@appoyng pag.

Kva Component amotedettar ammd tpia pepn: v KAGon, to template kar ta
pewadebopéva. H xAaon eivar 6nwg pua kAaon omowodrnote aAAng yhwooag kav mepthapBaver
petabAnteg kav ouvapujoerg. Auty neprdapbBaver tov kobika mou akodoubet — vnootmpider
view xkav eivar ypappévo oe TypeScript. To template eivar autd nou xkabwotd 10 view
kataAAndo yw mpoBoAr) oto xpnotn. Autd neprdapBaver tov HTML kwdka kav w styling
(CSS, SCSS, k.4.) apxeto mou 1o ouvodetier. Autd o pépog neprhapBaver emtong o binding
kau ta directives. Ta pevadebopéva nepréxouv ta emudéov Gebopéva mou £xouv opuotel yu
Vv KAGo).
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Component } from

@Component({
selector:

template:

s AppComponent

Ewova 3.9 ITapaderyna evog Component

4.2.8 Modules

2o Angular framework ¢va Module eivau €vag pnxaviopog opadoroinong wy compo-
nents, directives, pipes kai services pe t€tow0 tpoOIo mou va prnopel va ouvdebel pe dAda
Modules xauv va amotedeosr pua dwadiktoakn epappoyr). Mwa Angular epappoyn propet va
Xaparuprotel g eva «ualA» mou to kabe koppdt tou eivar eva Module.

'Evag akopa tpomnog va katavonooupe tw Angular Modules eivar ov kAdosig. Ztig
KAdoewg, pmopoupe va oplooupe public 11 private ouvaptjoewg. Ouv public cuvapujoeig
anotedouy TUNPATA U KOKa 1mou propouv va adAnloembpioouv pe v uroloun
e@appoyn eve ou private ouvaptoerg eivar «kpugeey. Me tov 161w tpomo, eva Module pmopet
va edayet 11 va kpubel components, directives, pipes kau services otV unodoun eQappoyr).
Ta efayopeva otorxeia propouv va xpnowporoinfouv amd aAda Modules, eve twa pn
efayopeva amhda xpnovpomnowuvar peoa oto 0w t Module kau dev etvar apeoa npoobaoua
a6 dAAa Modules tng epappoyng pag.

[ NgModule } f

@hNgModule({
imports: [ ... ],

declarations: [
bootstrap: [

s AppModule { }

Ewxkova 3.9 Iapaderypa evog Module
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[Ma va opiooupe ¢va Module nipéner va xpnowonoujooupe o decorator “NgModule”.
2o mo mave napddevypa éxoupe peratpewet v kKAaon AppModule oe ¢va Angular Module
anda xpnoponowwveag autd w decorator. Auto 1o decorator anaviel toudaxwotov Suo proper-
ties! imports kau declarations.

To property imports xpewtevar éva mivaka amnd Modules. Ze autd 1o onpeto eivat mou
opidoupe ta Koppata twu «aldy nou anotedel v Angular Suabuktuaky) epappoyn pag. To
property declarations xpewilevar ¢va mivaka and Components, directives kai pipes 1mou
anotedouv Koppdaw tou module.,

4.3 Resolvers

Eva and ta modAd mAeovertupata wou va xpnowponowupe t Angular framework
eltvar Kav n xpnon wy resolvers. Ouv resolvers amotedouy pia ouyxpovi Avon opaldng
eppaviong aAda kav mporawaBoAukig peta@optwong wv debopsveov plag Swabiktuakig
£PAPPOYN.

Avamntooooviag  pua Owbktuakn  e@appoyry  pe  noddamdég  kAnoewg  otov
efurmpemuy/back — end etvar mbavo va npoxuwouv npobBAnpata. M «xAnon» API ot back
— end pag Hwabiktuakng epappoyng exer apreteg kabuotepnoerg. Auteg ov kabuoteproeig
ouvtedouv oe eva apviuko UX

'Evag resolver eivay pia kAaon nou vdonowet 1w Resolve Interface tou nakeétou Angu-
lar Router tng Angular. ITw ouykekpupéva, évag Resolver eivai ¢va service wo omoio
Aevoupyel wg evouapeoo Aoywpikd Kal ektedeitar mpwv ) petagoptworn evog component.

2y nepirwwon nou O¢doupe va spgavicoupe pua Alota — nivaka and debopéva 1.x.
Xproteg, peoa og eva component, dSnuwoupysttar npobAnpa kabog wa Sedopeva Aapbavovran
a6 1 back — end agdtou yiver 1 peta@optwon Kal ep@avion tou component kav 1 Atota —
nivakag eival kevi). Koo epxetar va Smoey ) Avon ¢vag Route Resolver o onotog Oa gopumost
w ev Aoyw Oebopeva mpokawaBolikd pe wv evepyomoinon tou ovykekpipévou Route pe
ATOTEALOPA KATA TV Peta@optwon tou component ta bebopéva epgavidovrar pe t dopr) mou
Oa eupene.
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@Injectable({ providedIn: ‘root' })
export class HeroResolver implements Resolve<Hero> {

constructor(private service: HeroService) {}

resolve(
route: ActivatedRouteSnapshot,
state: RouterStateSnapshot

): Observable<any>|Promise<any>|any {

return this.service.getHero(route.paramMap.get( id"));

(o]

Ewxkova 3.9 Ilapadevypa niag kAaong Resolver

Zuv mapandve KAaon mapatnpoupe nwg 1 ouvapnon “‘resolve” dbéxevar Huo oplopata,
¢va tomou “ActivatedRouteSnapshot” kai éva tinou “RouterStateSnapshot”. Méow wwv
opLpaTtOV autwy propovpe va eéxoupe npoobaon ota Route parameters nmou owng pag eiwvat
xprowpa oy enepxopevy kAnon APL Zw ouveéxew peow g kAnong APL AapBavoupe wa
debopeva ano o back — end kav a xpnowponowupe 0w £xkaotwote component.
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4.4 Interceptors

4.4.a Tv etvan

O Interceptors, eival ¢vag andog tporog nou pag napexel w Angular framework va
tpononowoupe wae HTTP requests oe 6Mo 0 eUpog puag Srabiktuakig e@appoyng upLwv autd
owdouv otov efummpetnu)/back — end. Auto eivar éva moAu xprowpo epyaleio mou pag
envipéner va Suapopponooupe token auvbevukonoinong, va kpatjooupe logs twv requests mou
otEAdvovan Ka yevikotepa va tipoobétoupe headers ota requests nouv otédver 1 Suabiktuakn
epappoyn pag. Xwpig wug interceptors Oa €mpene va vdomowoupe auteg g evepyeleg
Eexwprotd yua kaOe HTTP kAfjon e egappoyng pag.

4.4.8 Ylomoinon

[Ma va vdonoujooupe evav Interceptor, mpener va dnpoupyrooupe pia kAaon mou va
vdomnorel t pebobo Intercept wou makewou Hitplnterceptor tng Angular.

[Ma napadevypa éxoupe eva Interceptor mou epgavider kabe request mou yivewar amd v
dwabuktuakn epappoyn:

@Injectable()
export class RequestLogInterceptor implements HttpInterceptor {

intercept (
request: HttpRegquest<any>, next: HttpHandler
) : Observable<HttpEvent<any>> {

console.log(request.url) ;
return next.handle (request) ;

Ewova 3.9 Iapaderypa piag kAdong Interceptor
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[Ma va egappoooupe ta opéAn wu Interceptor oe 6An v dwbuktuakn egappoyn,
npenel va onAwooupe v KAdon tou Interceptor peoa oo module g epappoyng avuig. Autd
wxver akopa kar yw 1wy Xpnon noMlamdev Interceptors. Emiong eivar onpavuiko va
avagepoupe g to Angular epappoler toug Interceptors pe ) ogpd mou toug GnAwvoupe oo
module.

4.5 Guards

To Angular framework £pxetal pe ¢va peyalo eupog auod HPOEYKATECLHEVA TAKETI T
omola elvat £§aPETLRA XPIotna yui o Xepwopo g aopadewag pug Swdiktuakig epappoyng.
Eva and avwd eivar karv ta Route Guards. Ta Route Guards g Angular eivau interfaces w
oot opidouv £av o Angular Router Oa npéner va emnvipeyer tyv ndorynon oo anaroupevo
route. Autd Kpivetwar amo v Ty true 1 false nmou emwotpeger n KAaon n onoia vAoroiel o
Guard interface.

Yuapxouv nevie owagopetika e£0n and Guards kar kaOéva amno avia kadeival oe
ouykekpypevn oepd. O Router tpononoweivar avaloywg oo Guard xpnowponoweiuar. Ta eibn
wwv Guards eivay:

- canActivate

- canActivateChild
- canDeactivate

- canload

- resolve

@Injectable()
class CanActivateTeam implements CanActivate {

constructor(private permissions: Permissions, private currentUser: UserToken) {}

canActivate(
route: ActivatedRouteSnapshot,
state: RouterStateSnapshot
): Observable<boolean|UrlTree>|Promise<boolean|UrlTree> |boolean|UrlTree {

return this.permissions.canActivate(this.currentUser, route.params.id);

Ewova 3.9 IapaSeryna piag kAdong Guard mou vdomorel tn ouvdptnon canActivate

To canActivate eivar ¢va interface 1mou pua kAaon propet va vdomnoujoer yw va
pewatpanel oe Guard kav va €xer 1o podo wu va anogaoiler eav eva Route pmopet va
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evepyomownOet 1 ox1. Eav 6Aa ta Guards smotpegouv true tote 11 mlorynon ouvexidetal
KavovikQ. Eav omowdnmote Guard ouvdebepevo pe Routes ta omnoia 0dnyouv oto view 1ou
O¢Adoupe va monynOoupe, emotpéyouv false, tote 1 mAorynon akupwvetat.

Opolwg xkar wa vmodoura interfaces, pe 1t OGuwgopd 6T, 1o canActivateChild
avagepetal oty mpoobaon evog child Route, o canDeactivate eivar to avtiotpogo tou can-
Activate, 1o canLoad avagépetar oty ikavot)ta evog Xpnotn va petagoptwwoet child Routes.
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KEDAAAIO 5 USE CASE KAI ITAPAAEITMATA

5.1 Erwoayoyn

Zwa mAatow g avamrwodng puag Swbwktuakng epappoyng pe OAa ta maparave
XAPAKUPLOTIKA, 0TV £€pYAoLa QuUtl] £X0URE avaIrtudel pu eQappoyn mou £XeL ) Xp1on mg
Suabuktuaxng mdawpoppag evuépwong, aAdd kar Swxeipong v ped®dv 10U KatavaAe kol

ouvetapwpoy wv EAAnvikav taxubpopeinv.

Karavahwnkog Euvetaipiopog Ymarqhwy EATA

=7
Eﬁ?ﬂ/_

Apyxn Avarxowong Iyemina jis spoC

Ewova 3.9 ITapadevypa home page Suabiktuakig epappoyng

Yo mapanave mapadetypa mapat)poupe Tty Xp1on g puapag mAonynong pe v
omoia ov xproteg navwog emuaebou efouowdotong pmopouv va mhonynbouv otg duapopeg
UL PEOLES IOV TIAPEXOVTLAL ATIO T1] OO LK TUAKT) £@appoyi).

Zruv Swadktuakn epappoyn avt) «xuopeviy pe Angular oto front — end, éxoupe tpia
duaopetka entireda e€ouowdotnong Kav kat enekvaon mupoobaong. Ta enineda autd eivay:

- Guest,

- Member
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- Admin

Yo npwto emnedo (Guest) mou o xpriowmg dev elvar pedog xar Sev Suabéter otorxeia
mpooBaong omyv mAatgoppa, poopet va e{epeuvijost povo Baokeg evpuepwtikeg mAnpopopieg
Y10 TOV KATAVAA@TIKO OUVETALPLOPO. AUTEg £Lval 1] eVIIIEPKOT] Y

- T avakowwoesig

- Tnv bpuon, ta otedexn kat tv tonobeoia
TOU KATAVAADTIKOU OUVETALPOPOoU twv EAANVIKGV taxudbpopeiov.

Yo OSeutepo emimeSo(Member) mou o Xprowg elvar emxupopévo pElog g
mAatpoppag pe otorxeia mpoéobaong oe aut)y, £xel emudeov ) duvatotyta tng mpoBoArg v
OTOLXEUDV £YYPAPIE TOU 0TIV TAATPOPHA, aAAd Kal Tng enedepyaoiag Oplopevay amd autd.

Y10 tpito eminebo (Admin) twou Swaxerprot), o Xprotg exel mAnpn efouoodotnon oe
OAa ta emimeba Kav views g mdatgpoppag. [Iépav Adownov amd tig dSuvatotyteg evog pedoug,
évag Oraxelplotg £xet tig e¢ng duvatotyeg:

- Anpwoupyia, Tpomomoinon), AIevepyoIoinorn Kal S1ypagr avaKoOoEmv

- Anpwoupyia, Tpomomoinon), AIevepPyoIonon Kal Siaypagr) Xpnotwyv

- AXay1 v mARPOPOPLOV EMKOLVOVIAG T ¢ TAATPOPHAG

O evepyeleg OXETIKA Pe Toug Xp1oteg eKtedouvtal ammo to view «Avaxeiplon Xpnowv»

010 omotlo £xel mpooBaon povo évag xpromg pe emnedo efouoodotong Admin. To view autd
edeyxer v duvatotta npooBaong pe ) xpron Angular Route Guards.
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5.2 Front — end mmapadetypata

Karavahwnkog Euvermpiopog Ymahqhwv EATA
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Ewova 3.9 ITapaderypa oedidag avaxoveoemv S1adKkTuakng eQappoyng
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Ewxova 3.9 ITapaderypa oeAibag smrowvoviag StaSiktuakng e@appoyng

Onwg elvar ep@aveg amd Tig TAPATIAVE £LKOVES, 0L TANPo@opieg epgavidovual 0to
xphow oe éva miaiow. Xva mAaiowr autd kaBoAn v ékwon e Swbiktuakng avg
epappoyng, exer epappootel CSS texvikn yua hidden scrolling, mote va éxoupe €va mo
LKAvVOIou ko aodnukd anotédeopa 600v a@opd views pe duvapikd mepleXOpevo o oIoilo
pnopel enevta and ekterapev Xpnon me mawpoppag va odnynoel oe noAAa Sebopéva kau
kat enekaon peyada scrollbars ot ev Aoyw views.

EmmAéov, eivar onpavikod va ava@époupe meg oo view — oeAida v avarowmoemy
gxoupe Xpnoworoujoer mv texvikl wu Angular framework yua to InfiniteScroll xav 1o
OPWVURO edwTeptkd maketo. Me tov tpomo autd dev unepgoptovoupe 1w front — end xkoppat
¢ SLadKTUaKIG £@appoyIg Kav Kat engkuaon v browser — gullopetpnu] otov omoio avu)
extedettan pe vnepBodikn mAnpogopia — debopéva, extog av npoxevtal yua tmy kawd BouAnon
ditnon wug. Autd oupBaiver kabwg to front — end oe ouvepyaota pe 1o katdAAndo endpoint
wu back — end epgavider ot mAaiow v avakowmosny ta kKatiAAnda Sebopéva
Xpnoporowwvag oeAdbonoinon — pagination. Me tov tpono auvto, w debopeva epgpavidovuat
0oto Xpnou) pe Xpoviki owartadn kKav ava oeAida, 1 omoia meplexel £va ouykekppevo aptipo
avakowwoenv. Kabe @opd mou extedettar scroll mpog ta kK eviog tou mAawoiou, yLvetat
aitmon oto back — end g epappoyng pag yu pua akopa ogAida. 'Etov emvtuyxdvewan n
AnoOMOPT®OI] TOU OYKOU TV OeDOPEvVeV aIid 1o VIew TV AVOKOWOOE®OV, KPATwviag TV
Suabuktuakn pag egappoyn «eAagpu.

1. <div class="posts-
contain-
er" infiniteScroll [serollWindow]="false" [infiniteScrollDisabled]="false" [infiniteScrollDistanc
el="2" [infiniteSecrollThrottlel="50" (scrolled)="onScroll)">

<div class="posts" *ngFor="let post of posts">

bo

3 <div class="post" [ngClass]="{'disabled-post' : !!post?.deleted_at}">

4. <div class="post-header">

5. Hpost?.user? first_name}} H{post?. user? last_name}} - {post?.title}} -
Upost?.created_at | date: 'medium": "UTC+3'}}

6. </div>

7. <div class="post-content">

8. Hpost?.content}}

</div>

i)

Amoonaopa kwduka xpnong tou InfiniteScroll

Tva akopa Oetko g xprong wu Angular framework etvai n eukodia ouvdeong g
bk tuakng pag epappoyng pe APIs aAdwv epappoyav. Xy 6ukn) pag egappoyn napadevypa
anotedet 1 ouvoeon pe 1w API wwv Google Maps. H olvbeon yivetar mo e0kolAn pe ) xpnon
wou naketou GoogleMaps 1wou Angular.
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Karavahwrikog Euvetmpiopog Ymarhnhwy EATA

INETIKG e epaC

Ewova 3.9 ITapaderypa mAaroiou Google Maps

Oneng mapatwpoupe omyv uapandve ewkova, 1w unakew GoogleMaps pewd wmyv

anoktnon APl kdewbwu ano v Google yw ) Xpijon tou, pag diver ) Suvatoma g “out of
the box” xprjong wou omyv Swbwktuaky) epappoyn pag, Xwpig Kapia GAAn mapapetpornoinon
HEPAV TOU 0PLORoU Y KatdAAnAev ouvietaypévay tonoleotag kar Suaotdoewv epeaviong
10U mAaL0Lou.

o

o

O e O

<div class="map-container" [ngClass|="{'map-container-activated' : opacityActivate}">
<google-map id="googleMap" height="400px" width="100%"
center|="center"
(mapClick)="opacityActivate = true"
(mapDragstart)="opacityActivate = true">
<map-
mark-
er [position]="center" [title]="marker.getTitle()" [options]="{animation: marker.get Animation(}" (mapC
lick)="openMaps($event)"></map-marker>
</google-map>
</div>

Anoomaopa kwdiuka xpriong tou Google Maps

[Ma va metixoupe akopa Kadvtepn ep@avion v views tou front — end addd xkav yu

MV Mo eUKOAN ewayeyn wy oedopéveov amd toug Xpnoteg yua ) Onpuoupyia Kat
TPOIoNolNoN v SW@opmv oToLXelwy e OWbKTUAKNE e@appoyl¢ Xpnowponowupe
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NgbModals. Ta NgbModals eivar éva efotepikod Xapartnpwuko mou mneprdapbavetar oto
edWTEPLKO TaKE o “ng-bootstrap” tou Angular.

‘Onwg napatnpoupe ot napakaw ewkoveg, ta NghModals epgavidoviar g pop — up
napaOupa pe @oppeg 1pog oupmAnpwon Wy KawtAAndewv owixeiwyv. Emopéveg n xpron wug
oty epyaocia pag etval extetapev. Ta Xxpnowponotoupe yu ) ouvoeon Kat tyv eyypagr £vog
XPHot) oty TAAT@OPRA KaL yua ) O1npoupyla Kat tporonoinon avakowmoeayv Kat Xpnommy
amd v dSuxepwou). Me tov tpomo avtd wa NgbModals pag BonOoluv va Swtnprioovpe mv
Swbiktuakn epappoyn pag amdn kav va pnv enektaboupe oe Xpron emudéov views mou Oa
eixav wg okono v ep@dvion forms yw swayeyn otouxelov. Avubetwg o0leg ov @oppeg
eLoaywyng vuapxouy peoa ova NgbModals kav wa otoixeia autd petd 1o envtuXeg KAeoo
wu NgbModal petagépoviar oto avaloyo component mou £xer wg poAo to XeWPWHo ug Kat
v anootodn wug 0w back — end peow kAnong API.

Avaxoivwon

Avaxoivwon 1

Iuvdeon

[

Ewkova 3.9 Iapaberypa NgbModal yua gioo6o xpriotn

createPostO4
const modalRef = this.modalService.open(PostModal Component);
modalRef .result.then(
result => {
this.postsService.create Post(result).subscribe(response => {
6. this.posts.unshift(response?.data);

Wk~

on
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T this.posts.pop();

8. this.toastService.show(Imessage: response? message, type’ 'success'});
9. i

10. 3,

11.  (cancelled) =>{ }

12. )

13. }

Anoomaopa Koduka pe ouvaptnon mou meptdapBaver m dnuuoupyia NghModal

210 mapanive anoomnaopa KeOWKA mapat)poupe T Xpron pwg ouvaptnong mou
neprdapBaver m Snpuuwoupyia NgbModal yu pwa avaxoiveon. Kav pe wyv vnoBodn wv
OTOLXEWWV AUtV Kat o emvtuXeg KAeioyo tou NgbModal yiveuar kAnjon API ow back — end
yua v vrioBolr) avtedv wv otoxeinv ot Baon ebopévav.

Emiong kaw akopa mou napatnpoupe otig etkoveg mou agopouyv w NghModals eival n
xpron wv Material Forms. Ta Material Forms, Inputs xai Buttons oupnepilapBavovuar oto
nmak£to Material tou Angular, Me ) xprion avtov katagépvoupe éva kadtepo UI/UX (User
Interface/User Experience). Kau emméov envtuyXavoupe tyv mo UKoAn epgavion mwv er-
rors 1ou epgavidovuar og autd ta forms anod eXAuim) 1) Adavlaopeva otoxeia.

Tedog, pua akopa awbdnukn Bedtiwon wu U/UX ouyv Swbwktuak:) epappoyn pag
ONEG MAPATPOURE OUV HAPAKATW €KOva, eival 11 xpron wyv Toast notifications. Me
xpnon wv Toast notifications emvtuyxavoupe v Gpeon evipépmon Ttou Xp1ou] yu o
AnoteEAeopa puwig evepyewig mou ektedeoe peoa owmyv egappoyr. Mepukd napadeiypata Oa
HIIOPOUOaV va €ivay 1) emtuXig €0060¢ tou Xp1otny oty epappoyr), 1 emvtuXng dwaypagn
£VOg Xpnou) amo o duxXeiplot) 1 aKOpa Kat 1] amotuxia evog Xp1jot] va TPoIonotoet
otouxeia tu. Ta Toast notifications neprdapBavoviar oo edotepko nakew “Toast” tou “ng-
bootstrap”. To povo nou xpeuwidetal va KAVOUPE mEpa Ao TtV £L0aymyl] U MAKET0U £1vaL va
£L0AYOUPE Peoa 010 apXlkO pag component to component mou €xoupe OSnpuoupynoet Kau
neprhapbaver to template kar tov HTML ko6wka nmou agopd ta Toast notifications.

AMayn puBpicewv emmuync!

Ewova 3.9 ITapaderypa evog Toast Notification
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KaAn mpaktiki amoteAel n eppavion wwv back — end response messages ameubOetag
pneow twv Toast notifications yua amog@uyrn mepartepn mTapapeTporoinong toug aAAd Kat yua
OUVOXI] TOU KOOLKA.
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5.3 Back — end mapadetypata

5.3.a Eroayoyn

To back — end wng epyaoiag pag xpnowonowel 6Aa wa mpoavagepOévia epyaleia mou
pag nmapexer w Laravel framework yu tv entteudn g péywotng ao@alewag Kay taxuu) g
mg owbwktvakrng egappoyng pag. Kabog t back — end koppdt puwag Swbiktuakrng
g@appoyng elvat Kav autd mou tpogodotet 1o front — end pe 0Aa wa Sebopéva, cuatobnua kau
HI] U)¢ EQAPHOYIE AUTE, £LVAL KAL AUTO 0T0 OII0L0 HPENEL VA £PAPROOTOUV T HEPLO0OTEPA
pétpa aopaleiag.

5.3.8 Enumerators

EeRWvoVIag, PHOpoupe va ava@eépoups nwg evag Kalog tpomog yw va emteuxbdet o
SLaXWPLOPOC TV XPNoTwOV Kal KaT eMEKTao oV O1a@opeov emnedbov eovowdotnong, elval ta
Enumerators. Ta Enumerators anotedouv apxeia ta omota nepthapbavouy pua aviwtovgia
YPAPRATooepag Kat akepailou aptbpol Kal £Xouv ©g 0KOIO TV UKOA LR Xapaktplopol evog
property amo pux Aedn. [Tw ouykekpuyieva propovpe va avilotorXiooupe ty wwiotu tou
“Admin” og 0An v €ktaon wg epappoyng pag pe wv apdpo 2. Autd onwg BAénoupe oto
napakdw mapadbetypa pag Sieukoduver owv £deyxo twu emuébou mpooBaong o Huapopa
onpELd TNE EPAPHOYN.

/#* Allowing admin users to access soft deleted users/posts through route model binding */

2. Route:bind(user', function ($id){

3. return auth(Q->user(Q)->type == UserType::Admin
i ? User:withTrashed()->findOrFail($id)

5 ! User:withoutTrashed(->findOrFail($id):

5.

1

Amodomaopa koduka pe mapadevypa xpnong tou UserType Enumerator

5.3.y Sessions —Authentication

Yuyv  egappoyl] auu)]  Xpnoipornowupe sessions yux  va  napakoloubolpe
dpaomprotua v xpnowyv. I ouykekpipéva peow v sessions propoups va durtnpoupe
Xproweg mAnpo@opleg Onwg v eAsutaia £10060 wou Xprow) aAAd Kalr KpuIroypag@npevo, to
JWT authentication token mou tou aviwrowxel. IHapakdww BAénoupe eva anoonaopa KeHLKa
nou nepthapbaver ) ouvapmon peow g OToLag MPAYRATOIOLELTAL P £YYPAPT] XP1)0T).
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|. public function register(RegisterRequest $request)
o8 {
3. $user = $this->user_service->create($request, UserType::Member);
I $user->sendEmail Verification Notification();
5. if (tauthO->validate($request->only(['email’, 'password])) {

6. return response()->json(['message’ => 'Unauthorized'], 401);

7. &

8. $token = auth(->attempt($request->only(['email', 'password']));

9, $session_id = JWTAuth::set Token($token)->getPayload(['session_id'];
10.  $session = Session:findOrFail($session_id);

11, $this->session_service->update($session, [token' => $token]):

12.  JsonResource:wrap('user’);

13.  return AuthenticatedResource: ' make($user)- _
>additional(['token' = $token, 'message’ => 'Eyypagpn emruxng!'D->response();
14. }

Onwg mapatpoupe pew ) dnpwupyia wou xprow) ow Baon Gebopeveov ot ypappn)
3, exoupe v anoowoln tou embebawwtikou email o email ou £xe1 Kataxwprjoet o XpHomg
KOUT( TV €yypagt] tou. 2t CUVEXEW HETd ToV EAeyX0 TV OTOLXEWWY TOU XPHoTt) £XOUHE 0TLS
ypappég 8 — 11 1 Snuuoupyia wu JWT token kau g avaxnong ano ) Baon Sebopevav tou
SeSSion 1mou avtwToLxXel 0o Xp1ou Kay ug avavemong twu nediou token avutol pe o veo
JWT token mou SnpwovpynOnke.

5.3.0 Route Middleware

Meta v emvtuxn eyypagr £vog xpnou) onweg eidape oo napandve mapadetypa 1 )
ouvoeor] tou oy mAawpoppa, kabe request mou npaypatonoweitar oe Routes wu back — end
0 OTI0WI £LVAL IIPOOTATEUPREVA KA L arartouy eouowodotnon yu v mnpoobaon oe autd npéney
va aubevukonoweivar pe Baon 1o JWT token mou @éper 10 mapov session tou Xpnotn.
EmmAéov, yur va mapexoupe meploootept) ao@alena ot SR TuaK) epappoyl] pag mpene va
avavewvoupe 1 JWT token tou xprow oe kabe request kau va emotpegoupe ot front — end
kav ot Baon debopévov 1o avaveopevo. Ze auwd wa petpa ac@aleiag pxXovral va Hmoouy
Aion wa Route Middleware tou Laravel framework.

‘1. Route:middleware(['auth:api', jwt.refresh_token', 'verified'])->group(function () {
[ 2.

3. Route:namespace(' Admin)->prefix('admin’)->middleware('can:isAdmin’)->group(function ({
1, Route:namespace('User)->prefix(user)->group(function () {

5. Route::get(/all', [AdminController::class, 'get All']);

3. Route!:get(/user?}', [AdminController:class, 'get']):

7. Route::post('/, [AdminController::class, 'create']):

E3 Route:put(/iuser}', [AdminController::class, 'update']);

9. Route::put(Huser}/enable’, [AdminController::class. 'enable']);

10. Route::put(Huserjverily', [AdminController::class, 'verify']):

11 Route::delete(‘/fuser!', [AdminController::class, 'delete']):

12. Route::delete('/{usert/disable’, [AdminController::class, 'disable']):
13. ok
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210 mopamndve andéonaopa Kodwka napatnpoupe wa Route Middleware ta onota £xouv
toroOetmOel oe ¢va Group amd Routes. Ilpenel va avagepoupe mog onpavtiko poAo £Xel Kat n
oe1pd pe v omota eival ypappeva ta Route Middleware avtd, kaOwg aut) eivar Kat i ogypd
EKTEAE0T)E TOUG.

IIpwto epxetar o “auth:api”, to omoto eivar eva Middleware mou epxetar padi pe to
Laravel framework. 'Exovtag opiogt oto “auth.php” configuration apxeio tig¢ katwadAnAeg
pounoOeoerg yua ) xpnon tou JWT driver pe to api authentication guard, to auth middle-
ware dexopevo v napapetpo api aubeviikonolel o Xpriot xpnowponowwvtag o JWT token
mou utdpxel otov “Authorization” header tou request.

2t ouvexewa akodoubet to “jwt.refresh_token”. Autod eivar éva custom middleware to
OTOL0 £X€l WE POVAOLKO OKOIO TV AvVAVE®OT] KAl aVTLKATAoTaon tou 1non vodapxovtog JWT
token pe eva véo. Me tov tpomo autd pewwvetat ONIavilka o Kivouvog vnokAomig tou token
amd KAmoov KakOBouldo Xprot Kai 11 Xpron wou yu impersonation — mMAAOTOIPOOMIILAG
addou xprow, rabog w mponyoupevo token yiverar invalidated — akupovetar. Zuv
MOPAKATD €KOVA Tapatnpoupe v umapén ovagopetikou JWT token oto Authorization
header tou request xat tou response.
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Headers
Request URL: http://synelta.local/api/admin/post/all
Request Method: GET
Status Code: ® 280 0K
Remote Address: 127.€.2.1:80

Referrer Policy: no-referrer-when-downgrade

Access-Control-Allow-Origin: http://synelta.local:420e

Access-Control-Expose-Headers: Authorization

Authorization: Bearer eylBeXAiOiJKV1QiLCIhbGeiOilIUZIINIIG. eydpc3MiOidodHRWOLkvX (9251 bHRhLmxvY2F sKCOhoG1cl2FkbWluXCOwb3NeXC
ShbGwil CIpYXQi07E MDESNDIMxNZY s TV c CTEMTYTIAN ] gyNCwi bmIm jox  Ax0T QM I8LC JqdGk 101 J4VINIUGRNd 1Nt Z 1RAmSk 1CT iwic Vi Ti0i0DZiN
WZhMDCEN21Z 500N BILT g 2 TtNFVkNWNh Ity IWY4 Tiwi cHI 21 jod - ODKBOWY 2MDBNZGT ZOWU3MDF INDAWODCYZGI3YTUSNZ Zmiy Ts InN1c 3Nph 25¢
aWQi0i3FZWIzNzkzNS1iNWNi NTULtYFISZi1kMTE4MDE2ZM2YIYTIiFQ. edKY12peciNv_x_AFKViBECaloe66HCWBI znS5A58RE

Cache-Control: no-cache, private

Connection: Keep-Alive

Content-Type: application/json

Date: Tue, @86 Dct 2020 88:13:44 GMT

Keep-Alive: timeout=5, max=108

Server: Apache/2.4.41 (Win64) OpenS5L/1.1.1c PHP/7.4.3

Transfer-Encoding: chunkad

Vary: Authorization,Origin

X-Powered-By: PHP/7.4.3

X-Ratelimit-Limit: 60

X-Ratelimit-Remaining: 59

v Regues
Reques

Accept application/json
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=8.9

Authorization: Bearer eylBeXAi0iJKV1QiLCIhbGei0ilTUzIINIIS . eyIpc3Miod JodHRwOLwv X (9zelS 1 bHRhLmovY2F sXC9heGlcl 2F1dGhel 2xvZ21uli
wialFeljorNjAx0TQzMTc2LCI1eHAIOE2MDESNDY3NZY s In51i 7 i T6MTYwhTk@MzE3NLwianRpl joiOWxPU3FweF12cWIYS2REQy IS InNLYiT6I je2YiVmYTAIL
T kNWLEND Yo'y @4MAMy L TY 12DV YWZ jMaimOC T s InBydi 611 2¥m01Yz2 SHD Lm jAwYWR Mz 1 1NzAx Y zQwMDg 3MERINZE 10Tc 27§ iL LIz 7XNzaWauX2 1k joi
YIViMzcSMzULY POYULLMIyOWYEZDE ODAXNNEN2EY Tn@ . k1 2GUS ttHI- gHIKETFNUYRAG-nd TURS6ZGCIX9CNEDw

Connection: keep-alive

Content-Type: application/json; charset=utf-8

Ewkova 3.9 Headers evog request

I.  public function handle($request, Closure $next)
i [}

4.1

3. $response = $next($request);

| if (!$response->headers->has('Authorization") {

5 if ($this->auth && $this->auth->parser()->set Request($request)->hasToken()) {

6. try {

T $session = Session:findOrFail($this->auth->parseToken()->getPayload(['session_id'])
8. $token = $this->auth->parseToken()->refresh();

9, t catch (JWTException $e) {

10. throw new UnauthorizedHttp Exception(jwt-auth', $e->getMessage(), $e, $e->getCode();
11. b

1. $this->session_service->update($session, ['token' => $token]):

13 $response->headers->set(' Access-Control-Expose-

Headers', 'Authorization'):// header to allow fle to access other headers

14. $response->headers->set('Authorization’, 'Bearer '$token);
15, }

185 %

17.  return $response;

18. }
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2o maparndve KOPpat Kodika napatnpoupe nwg nporevuat yur eva after middleware.
Aot doumov AdBoupe 1o request, ong ypappeg 4 — 5 ylvewar o edeyxog g Unapdng tou
token, ot ouvexewa ou) ypapun 8 yivetat 1 avavemon wu token kau tedog otig ypappeg 12
kau 14 yiverar n avokatwiotaon wou nadwou token pe 1w veo owv header tou request, aAla
kat ot Baon ebopvav.

Tédog, mapatnpoupe ) xpnon tou “verified” middleware, mou npoxevtar eniong yu
¢va 1161 vnapyxov middleware wou Laravel framework. To middleware autd ¢xev wg okomo
tov eleyxo om Baon Sebopévev g embebaiwong tu email tou xpnou). Ze aviibewm
neptinwon onwg kar tw npeto middleware(authiapi) anayopeter v npoéobaon ota
nepikAewpeva Routes.

5.3.¢ Gates

H xpnon wv Gates anotedel avanoonaoto Koppatr evog aopaloug back — end API
piag Swdktakig epappoyng kav Sev Oa pmopovoe va Aeiner and myv epyaoia avty. H xpijon
wv Gates eivar kar o tpomog mou edéyxoupe ta enineba efovowwdotnong ow Routes tng
epappoyng pag. lKmopeveg, ot napakaw napadevypa Oa mapatwnprnooupe v Xpnon wy
Gates peow middleware kau mo ouykekpipeva wu “can” middleware.

I. Route:namespace('Member')->prefix('member')->middleware('can:isMember)->group(function 01
2, Routetget('Auser}', [UserController:iclass, 'get']);
3. Route:get(/, [UserController:class, 'getAll']):
14, Route::put(/, [UserController:class, 'update']):
5. Route::delete('/, [UserController::class, 'delete']):

6. s

'Onwg napatnpovpe 0o mave anodonaopa Kaowka, 1 neptkAewopevn opada and Routes,
yw va eivar mpooBaowyn, Oa npémer va emotpaget Ty true amod w Gate mou @éper v
eukewa “isMember”, péow tou “can” middleware. Ilapakauww BAénoupe 1o Koppdtr KoGuka
nou nepdapbaver w 6vo undpxovia Gates g epappoyng pag, Bpuwoxkopeva ow apxeto
“AuthServiceProvider.php”.

|. public function boot()
2. 1
3. $this->registerPolicies():

5. Gate!'define('isMember', function ($user){

6. return Suser->type >= UserType: :Member;
7 i

Gate!define(isAdmin', function ($user){
19. return $user->type == UserType:Admin:
10.

11: }
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KEDAAAIO 6 EYMITEPAYXMATA KAT MEAAONTIKEE
ITPOEKTAXEIZX

6.1 Extdoyog

ZUPIEPAoOPaTKa, aut) 1 epyaocia pag deixver Om 1 ao@alewr otig SuadikTuaKeg
e@appoyeg etvar mAéov eva oAy onpavuko dumpa, kabog nave oe avteg oupidovial OAa
bebopéva wv xpnowv oug pépeg pag. Av Sev 6o0el dowurov n amapaitnn npoooxr xau
Aertopgpewa oty ao@adewa, £val epeaveg neg UnapxXouv mavia ov katdAAnloy tpomor yua
kakOBouln 1 pn e€ovorobompévn npoobaon oe pua Sradbiktuaky) epappoyr).

Ye yeviki] KALpaKa, elval moAl onpavilko va ava@epoupe nag 00ov a@opd to Oépa g
aopalewag Sev mpéner va kabnouxalopaote Kav OPEneL va aVOKAAUIITOUHE OUVEXKS VEOUS
tpomoug yw t Bedtwotonoinon g ong Swabiktuakég eq@appoyég mou avarrtyoooupe. Autd
Aoutoy onpaiver neg népav wv egpappoobevioy pedodewy, vndpxouv Kar GAAeg texvikeg ng
omnoteg dev exoupe avaduoer o aut] Wy epyaoia, aAAd KAl TEXVIKEG MOU O£V £X0UV aKOpA
avakadu@Oet. Ipéner enopéveg va dokpaloupe mavea ty ao@adewa v Swdiktuarmy
EPAPIOYOV HAE KAL HPEVOVIAS EVIHEPOPEVOL VA e@appoloupe Tig 10 ouyxXpoveg Kat
nponypeveg pebodoug aopadelag oe auteg.

Emtong, napatmpoupe nog to Laravel framework eival éva mAéov tkavormou ko peoo
YU TV £Qappoyl) mponypéveyv texvikwv aogaleiag oto back — end API g Suabwktuakng
epappoyne pag. Autd oupBaiver kabog¢ neplapBaver mAnOwpa eowtepikov addd xat
edwtepkwv nakewyv mou Bonbouv o Swru)pnon g aopadewg omyv egappoyn pag. Awbeter
evipepopevo Kar ekteveg documentation. Emumdéov, AapBaver ouxveg evipepmoerg otig
£KO00€1E TOU e ATIOTEAEONA VA TIAPAPEVEL OXETLKO pie Tig e§eAierg oty texvoloyia. Adyw twou
ot w Laravel framework eivai éva PHP framework, 1) mAewovouwa wv e€@tepk@v makewov
nou Gwbéter napapévouv evnuepopéva pe tg tedeutaieg ekbooeLg Tou.

Tédog, Oa poopovioape va avageépoupe nwog w Angular framework ouvepyaleuau
gukOAa pe to Laravel ywr v opaldn] Aevtoupyla g epappoyng pag Iapodt eivar mo
onuavtiki 1 odwpnon g aopadewg oto back — end pépog puag epappoyng w Angular
SuaOéter kar autd 1o H1kO wu «oew and epyaleia mouv BonOouv otnv Suau)pnon e aogpiaAelag
ka oo front — end pépog g Swabuktuakng spappoyng pag.
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6.2 MeAAovTiKEg ITPOERTAOELS

Tlapote n dwdwktuakn avt) epappoyn owbeter apketeg ovyxpoveg pebodboug kai
TeEXVIKE, 1000 og Oepata aogaAewag ooo kat oe Oepata mou agpopouv 1o UX. Yidpxouv wotooo
noAA&g npooOnkeg kar peAdovikeg nposktaoerg mou Oa priopouocav akopa va mpootebouv yu
akopa  kadvtepn  Aevwoupyeia g Swbiktuakng  mAat@oppag  Tou  KamavaA@Tukou
ouvetapopou v KATA.

Ba pmopovoe va mpootelel eva ovotpa mepavtépew aubevikomoinong wu Xpnotn
peow wu TAXISnet. Me tov tpomo autd Oa propolioape va emutUXOURE TV EIUIALOV
efaopalon g eyrkupotag wyv otouxelov mou umoBallouv ov xproteg — péAn wmg
Suabuktuakng mAat@oppag Kawd v eyypagr toug oe au').

&« (¢4 Q OF " JHRT gsis.gria v g g QInJs w @ 0% L\ o =

AAAE
AveESpTaTn Apxd EAAHNIKH AHMOKPATIA @5

Anuooiwv Eodbuv

hito /A S

EAANT HABATE TTHN TEAILA FIN0A0Y TON YITHPETION WEB.
TAPAKAANOYME EITATETE TOYE KNAIKOVE TAXISNET I'TA THN EIZ0A0 ZAZ ITO IVETHMA

Usemame I

Password. essses (

| Ecaywyr EAQ Kwbikékv TAXISNET

Ewkova 3.9 ITapadevypa ewoobou xprjotn oe Suadiktuaxn mlat@oppa jie otovxeia
TAXISnet

V\ Google play

Mua pooOnkn mou Oa propovos va yiver kav Oa
npoogepe oe OAoug toug Xpnoteg kadutepo UX eivar o
responsiveness oe OAa ta views g OwWOLKTUAKNG )
matpoppag. Me 1ov tpomo auvtd kabe xprowmg Oa Available on the
propovoe va éxer npoobaon ot Swadiktuaky) mAawpoppa App Sto re
ard omowdnote  ovokevr), onowudnmote peyéboug
ofovng, m.X. kuwnuo, tablet, laptop, k.., Xwplg va undapxer 0 Kivouvog g napapop@nong tou
HEPLEXOREVOU TV VIews Kal )¢ anmokpuymng opopeveov debopévav Aoyw g tomobetnong

woug oto view. Kar ota mhailow tou responsive meplexopevou g mdatpoppag Oa propovoe
peAdovika va yiver Kau oAOKANp@TLKIY) enektaon g oe ouvokeveg smartphone kau tablet
neow eqpappoyng oe Google Play kau App Store. Xto oevapo avtod n enektaon Oa nuav eUkoAn
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kaOng Oa pmopovoape va xpnovpomowooupe o 1010 back — end API xav n povn mpooOnkn Oa
Ny n Snuoupyila g ePappuoyng.
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