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«Ymevbouvn ANAmon pn AOYOKAOTNG Kot aVAANYNG TPOSMTIKNG EVOVVICH

Me mAnpn enlyvoon TOV GULVETEI®V TOV VOUOL TEPT TVELUOTIKGOV OIKOLOUATOV, Kol
YVoPILovTag TIG GUVETEIES TNG AOYOKAOTNC, ONAGV® VITEVBVVA Kol EVOTOYPAP®S OTL 1| TOPOVG
gpyaoio pe titho «Internet of Things (I0T) kot Aceddewn TTAnpogoplak®dV ZvoTnHdT®VY
amotelel  mPOIOV OLGTNPA TPOCHOTIKNG €Pyociog Kot OAeEG Ot mNYEG OmMd TG OMOLES
ypMnoonoinca dedopéva, 10£g, PPAGELS, Tpotdoelg N AEEeLs, elte emakplBag (Omwg vIapyovV
GTO TPMOTOTLNO 1| UETOPPACUEVEC) &ite pe mapdepacn, &govv INAmOel katdAinia Kot
€VOLAKPLTA GTO KEIPEVO UE TNV KATAAANAT TOPATOUT KOl 1| GXETIKN ava@opd mepthappéveton
0T0 TUNHO TV BPAIOYPAPIKOV avaQop®dv pHe TANPN meptypadtn. Avaiapfave miipwd,
OTOK( KO TPOCMTIKE, OAES TIC VOUKES KOt OLOIKNTIKEG GUVETELES TTOL OVVOLTOL VO TPOKVLYOLV
oV mepinTmon Katd v omoia amodeyBel, daypovikd, 6Tl 1 epyacio avtn N TUHA TNG OEV

pov avrket 0101t eivor Tpoidv AoyokAomng.
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Emteiwkn Zvvoyn

YTdapxouv SloeKaTOppOplA GUOKEVEG OUVOESEUEVEG OUVOETOVTAG TO AEYOUEVO
Awadixtvo twv Ipaypdtwv (I1oT), kat cuvexwsg o aplBpds Toug avdvetatl Q¢ Stapkng
TexvoAoyia, To Aladiktuvo pmopel va xpnoipomowmBel oe S1a@opovg Topel TPOG OPEAOG NG
avBpwmvng {wng Kot evaoxoAnong. To [oT aAAalel Tov KOGHO HOG KOL TOV TPOTO TOU
Covpe. Qotodoo0, To [oT Sev €xel eviaia apyLTEKTOVIKN KAl €KEL Elval TOL TTAPATNPOVVTAL
SlapopeTika i1 kakoBovAwY emBécewVv ota Stagopa emimeda tov [oT. Ot cuokevég [oT
ElvVaL TILO EVAAWTEG O€ ETMOETELS EMELST) KATIOLEG ATIO AUTES vl ATAEG Kol Sev HTTOPovV va
AM@BovV péTpa ac@aleiag. XTo Tapov movnua avaAvovtal oto 1° KepdAaio TL onpaivel
Awadixtvo Twv Ipaypdtwv kot mola eival 1 apXLTEKTOVIKY SIKTUOU TOU, VW OTO 2°
Kepadalo Sivovtat otov avayvwotn ot OegpeAlwdels €vvoleg G AC@PAAENG TwWV
[TAnpooplakwyv ZuoTNUAT®WV Kol oL kKivduvol amd Ta kakOBovAa TPOYPAUUATA, OE
ouvvévaopo pe to IoT. AvaAvetal, emiong,  tagvounon Twv embécewv oto 10T, evw €xel
UEYAAN onuacio 1 ao@AAEL 6TO VTTOAOYLOTIKO VEPOG Tou [oT. 1o 3° KepdAalo Sivetal
Eval EPTEPLOTATWUEVO TAXIOL0 TIOALTIKWV ac@adelag oto 0T, €10l OTWwG SlapopwveTAL
amd v ovyxpovn BBAoypaia kat véoug SleBVEIS KavovIoHOUE. ZUUTEPACUATIKA, M
mapoVoa Atmlwpatikny Epyacia emiyelpel va amotedéoel éva oUyxpovo State of the Art g
Ac@arelag [TAnpooplakwy Zuotnuatwy oto 10T, kKabwg oL EMOTNHOVIKEG SNUOCLIEVTELS
eml Tov yvwotikol Oéuatog teivouv va avfavovtal ocuvexws Ta TeEAevTalo €Tl TOL
TAPOVTOG £T1).
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Evyapwotieg
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KepdaAaio 1

Eicaywyika oTtoixeia Tou

Ai1adikTuou Twyv Mpaypdatwy (loT)

1.1 T givan 1o Internet of Things

O1 dloouvoEedeUEVEG TEXVOAOYIEC Eival QUTEG TTOU EUTTEPIEXOUV TNV €vvold TNG
ETTIKOIVWVIAG PMETAEU avOpwTTwV GAAG Kal ETAEU pnxavwy. XapakTnpIioTIKO OAwV Twv
EmoTtnuwy, €101 Kai Tng TexvoAoyiag, €ival n €¢ENIEN. ETOTNUOVIKOI, €UTTOPIKOI,
TTONITIKOI KAl KOIVWVIKOI TTOPAYOVTEG OUVETEAECAV KAl OUVEXICOUV va OUVTEAOUV TNV
ouvioTwoa €EENIKTIKI) duvaun TnG TexvoAoyiag kal TG EmoTAPNG Twv YTToOAOYIOTWV.
Eivar yevikd ammodektd ot petatmmoAepikd Tou B’ MNMaykoopiou MNoAépou, n Aaxtdpa yia
TNV KATAKTNON TOU OIACTAUATOG CUMNTIAPECUPE UTTOXPEWTIKA TNV €EENIEN Twv
TAAETTIKOIVWVIWY, N OTToia PE TNV OEIPA TNG £QEPE TNV £@eUpeon TNG OIABIKTUOKAG
emkoivwviag (BA. lotopikr) avadpoun AladikTuou). TeNkd, n avatTugn Tou d1adIKTUOU
OXeTiCeTal  auIiywg  MeE TNV €EENIEN Twv  alyxpovwy  [TAnpo@opiakwy  Kal

TNAETTIKOIVWVIOKWY ZUCTARATWV.

1.1.1 TeviKA €mMOKOTTNON

To Aiadiktuo Twv TTpaypdaTwy (IoT), TTou ovopddetal eTTiong 10 AlodiKTUO TOU
Everything (IoE), €ivai éva véo TeXVOAOYIKO ETTITEUYMA, TTOU €XEI OPAMPOTIOTEl WG TO
TTAYKOOMIO QiKTUO TWV UTTOAOYIOTIKWYV PNXAVWYV KAl TWV NAEKTPOVIKWY CUCKEUWYV TTOU
MTTOPOUV Va aAANAeIOpoUV pe 0 évag Tov dAAov. To loT avayvwpiletal wg €vag atmo
TOUG TTAEOV ONPAVTIKOUG TOWPEIG TNG OUYXPOVNG Kal HEANOVTIKAG TEXVOAOYIAG Kal KEPDICEI
MEYAANn TTpoocoxr atod éva eupl @doua Blounxaviwy. To loT gival pia cuAAoyr TTOAAWV

9
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OlI0OUVOEDEUEVWV AVTIKEIMEVWY, UTTNPECIWY, AVOPWTTWYV KOl CUCKEUWYV, TTOU UTTOPOUV
va ETIKOIVWVOUV, va Odlauolpdalovral dedopéva  Kal TTANPOQOPIEG, HE OKOTIO va
EMTUXOUV £Va KOIVO OTOXO O€ OIAQOPOUS TOWEIG Kal epappoyES. Or ouoKeuég Tou loT
akoAouBouv €va «ldentity Management» TTou TTPOCdIOPICETOI GE OOIOYEVEIG KOl
ETEPOYEVEIG OUOKEUEG. Opoiwg, pia treploxn 10T ptTopei va opioTei atrd pia dieubuvon
IP, aAAG kKGBe ouokeur péoa oTnV TTEPIOXA QUTA WTTOPEI va €xel Tnv BIKN TNG dieubuvon
IP.

O 6pog loT dnuioupynBnke yia TpwTnN Qopd atd Tov Kevin Ashton 1o 1999 oT1o
TTAaiolo Tng diaxeipiong TG aAucidag e@odiacuou [1]. QoTéoo, KAtd TNV TEAEUTaia
OEKAETIA, O OPIOPOG €XEl KOAUWEI TTEPICOOTEPO EUPU PACUA EQAPUOYWYV OTTWG N
UYEIOVOUIKN TTEPIBaAWN, Ol UTTNPETIEG KOIVAG WEEAEIQG, DIAVOUNG EVEPYEIQS, K.ATT. [2].
Av Kail 0 opIou6G Twv «Things» GAAage 600 n TexvoAloyia £CeAixBnke, o KUPIOG OTOXOG
TNG TTAPOXNS TTANPOPOPNONG OXETIKA pE Tov H/Y xwpic Tnv Bondeia tng avlpwtmivng
TTapéuBaong tTrapapével n idia. Mia pidik €¢EAIEn Tou Tpéxovtog AladikTuou Ot €va
AiKTUO O100UVOEDEUEVWIV AVTIKEIMEVWY TTOU OXI HOVO CUAAEYEl TTANPOPOpPIEG aTTd TO
TePIBAANOV (avixveuon) Kal aAANAETIOPA PE TOV QUOIKO KOOMO (EvepyoTToinan / eVIOAN
| €Aeyxog), aAAd XxpnolyoTrolei €TTiong Ta uttdpxovra TPOTUTIa Tou AladikTuou va
TTOPEXEl UTTNPECIEG yIa TN METAQOPA TTANPOQPOPIWY, OVAAUCEIG, €QAPUOYEG Kal
ETTIKOIVWVIEG. TPo@odOTEITAI ATTO TNV ETTIKPATNON TWV EVEPYOTTOINUEVWY CUOKEUWV E
QavoIKTA acUpupatn TexvoAoyia, OmTmwg Bluetooth, padioocuxvornta (RFID), Wi-Fi kai
UTTNPECIEC TNAEPWVIKWYV BEBOUEVWYV, KABWG KAl EVOWNATWHEVOUS KOUBOUS aioBnTripa
Kal evepyotroint). H emavaoTtaon oto Aiadiktuo odriynoe otn diacuvdeon HETAEU
avlpWTTWYV XWpEIig TTPonNyoupevn KAipaka Kal pubuo. H eméuevn eTavdaoTtaon Ba gival n
OlaoUvdean PETALU avTIKEINEVWY Yia va dnuioupynBei Eva £Eutrvo TrepIBAAAov. ATTO TO
2011 o apiBudc Twv diacuvdedEPEVIWV OCUCKEUWY OToV TTAQvRTN UTTEPPaivel TOV apIBuo
Twv avBpwTttwyv. ETTi Tou mapdvrog, uttdpxouv 9 OIOEKATOPUUPIO DIOCUVOEDEUEVES
OUOKEUEG KAl QVOUEVETAI O apIOUOG va @TAacEl Ta 24 SICEKATOUMUPIO CUOKEUEG WG TO
2020. Zupowva pe v GSMA, autd avépxetar o€ 1,3 TpioEKATOPPUpPIO SOAdpIa

EUKaIpieg €000wWV HOVO VIO TOUG QOPEIC E€KMETAANEUONG KIVATWY  OIKTUWV TTOU
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EKTEIVOVTAI KABETA OTTWG N UyEia, n AauToKivnTORIOMNXAvia, Ol ETTIXEIPNOEIG KOIVIAG
WQEAEIOG KAl TO NAEKTPOVIKA €idn gupeiag kaTtavaAwaong. MNapoucialetal pia oxXnUATIKA
ateikovion NG diacuvdeong Twv avTikelnévwy (Eikdva 1), 6TTou ol TOUEIG EQapuoyng
emAéyovTal ge BAon TNV KAIJOKA TwV ETITITWOEWY TWV TTapayouevwy d0edouévwy. Ol
XPNOTEG EEKIVOUV aTTO TO ATOUO OE OPYAVWOEIG O€ €BVIKO ETTITTEDO TTOU QOXOAOUVTAI UE

eupuTtarta {nTAuaTa [1].

Eikéva 1. Zxnuatiki avatrapdoTtaon Tou Internet of Things (loT) deixvovrag

TOUG TEAIKOUG XPOTESG KAl TA TTESia EQAPHOYAS.
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MapdAo TTou To TTAYKOO IO VOIA@EPOV Eival EVTOVO YUpw aTTd To loT, uttdpxouv
TTOAAOI oplopoi Tou. Agv uttdpxel dnNAadr €vag KoIva atrodekTOg opIouos. Mepikoi atmd

TOUG OpIoHOUG TToU divovTtal BAcel TNV TNy TOug gival:

e |EEE - 2015 [2]: “Eva maykOouio OIKTUO OIQCUVOEDEUEVWY QVTIKEIUEVWVY |IE

povadikn dieubuvaiodoTnon Bacel BaciKwy TTPWTOKOAAwV emmiKoIvwviag”.

e Wikipedia [3]: “To Aiadiktuo twv mpayudtrwv 1 IvIEPVET Twv TEAYUATWYV
(ayyAika: Internet of things) amoreAei 10 dikTUO ETTIKOIVWVIAS TTANBWPAS
OUOKEUWYV, OIKIQKWY OUCKEUWYV, QUTOKIVATWY KABWCS Kal KABE QVTIKEINEVOU TTOU
EVOWLATWVEI NAEKTPOVIKA UEDA, AOYIOUIKO, QIOBNTAPES Kal oUVOEDIUOTNTA OF
OIKTUO WOTE va EMTPETTETAI N OUVOEDN Kal N aviaAAayn dedouévwy. ATTAouaTepa,
n @iAoocogia Tou IoT ecivai n cOvAECn OAWV TWV NAEKTPOVIKWY CUCKEUWYV UETAEU

TOUC (TOTTIKO OiKTUO) N uE duvaroTnTa ouvoeons aTo OIAdIKTUO (TTayKOOWIO I0TO).
[1] ”

e Tutorials Point - Simply Easy Learning [4]: “To IloT (Internet of Things) givai
éva mponyuévo oUOTNUA QUTOUAQTOTTOINONGS KAl avaAuanc 1Tou eKUETAAAEUETAI TN
OIKTUWON, TNV QVixveuon, 1a LEYAAa Oedouéva Kai Thv TeEXVOAoyia Texvnthig
voNuoouvnNg yia TNV Tapoxn OAOKANpwUEVWY ouCaTNUATWY yia éva TTpoiov N uia
uttnpeaia. Autd ta ouoTAUATA ETTITPETTOUV LEYAAUTEPN dlapaveia, EAEyxo Kai

arrodoon orav epappolovral o€ OTToIodNTTOTE KAGdO 1) ouaTtnua.”

e |EEE 2015 9th International Conference on Next Generation Mobile
Applications, Services and Technologies [5]: "Ouada douwv T1OU
O1a0UVOEOUV Ta TUVOEDEEVA QVTIKEIUEVA KAl ETTITPETTOUV TN OIAXEIPION TOUG, THV

e€opuén dedouévwy Kai Tnv mpdaBacn ora dedouéva mou dnuioupyouv.”
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1.1.2 Apxitektovikn loT

210 loT, kGBe emiredo opileTal Ao TIG AEITOUPYIEG KAl TIC OCUOKEUEG TTOU
XpnoigoTtrolouvTal o€ autd. YTTapXouv OIOQOPETIKEG ATTOWEIS OXETIKA PE TOV QpPIBUO
Twv emmmédwv oT1o Aladiktuo. QoT1d00, OUPPWva PeE TTOAOUG epeuvntég, TO loT
AeiToupyei o€ Tpia ) T€éooepa eTiTTeda, OTTOU KABE éva ATTO AUTA €XEl Eyyevh NTRUaTa

ao@dAciag Tou ouvdEovTal ue 1o loT [6].

3 — Layer Architecture of loT

H Eikova 2 deixvel To Baoikd apxITEKTOVIKO TTAQiCI0 TpIWV eMITTEdWY Tou loT o€

OX€0N UE TIG OUOKEUEG KAl TIG TEXVOAOYIEG TTOU KAAUTITOUV KABE €TTITTEDO.

Ewkova 2. Apxttektoviki) 3-Layer tov IoT .

Perception Layer: To Perception Layer €éxel okomrd Tnv ammdKTNON TWV OEBOUEVWV

atrd 10 TEPIBAANAOV pe TN BorBeia aicOnThpwy Kal evepyotroiNTwy. AuTtd TO €TTiTTESO

avixveuel,  OUNNéyel  kai  emegepyddeTar  TTAnpogopieg  kai  TIG  UeTadIdE
13
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OTO €TTITTEDO TOU DIKTUOU. AUTHA N OTPWOTN ATTOTEAEI £TTIONG TOV KOUPBO ouvepyaoiag 0T
o€ TOTTKA dikTua Kai dikTua UIKPNG eMPBEAEIag [7]. To Perception Layer trepiAauBavel
RFID aioBnTtApeg, KAUEPES, aoUpPaTOUG aioBnTApeg, K.a. H ac@dAcia oTo eTTiredo
AUTO €XEI VA KAVEI JE KOKOPBOUAEG TTapEUPACEIS OTOUG QIOBNTAPES KAl OTAV TEXVOAOYia

TAUTOTTOINONG TToU TTapePBAANovTal oTnv cUAAoyr| dedouévwy [8].

Network Layer: To Network Layer efutmnpetei mn Aeitoupyia NG SpopoAdynong
Oedopévwy Kal peTadoong oe d1d@opous KOUPouUG Kal ouokeuég 10T (evvoeital péow
Tou Intenet). e autd TO ETTITTEdO AVAKOUV TTAATQOPUEG UTTOAOYIOTIKOU VEQPOUG,
OIOBIKTUAKEG TTUAEG, Ol ETAYWYEIG, Ol CUOKEUEG DPOPOAOYNONG, KATT. A&ITOUPYOUV HE
TN XPron OpICUEVES ATTO TIG TTOAU TTpOo@aTeG TEXvoAoyieg 6TTwg WiFi, LTE, Bluetooth,
3G/4G, kAT, O1 TTUAeG BIKTUOU XPNOIPMEUOUV WG HECOAABNTAG METALU BIAQOPETIKWV
KOUPBwV 0T Pe OUyKEVTPWOT, QIATPAPIOUA, Kal TN METAdOON dEBOUEVWY ATTO KAl TTPOG
dlaopeTikoUug alodnTApeg [9]. O1 emBEoelg O0TO TTITTEDO TOU BIKTUOU €XOUV VA KAVOUV
TTEPICOOTEPO ME TNV  CUVEPYAOIO TWV OUCKEUWV KOl TOV  OIQUOIPACHO  TwV

TTANPOPOPIWV PETAEU TOUG.

Application Layer: To Application Layer (Etitredo E@apuoyng) eyyudtar tnv
AuBEVTIKOTNTA, TNV OKEPAIOTNTA, KAI TNV EUTTIOTEUTIKOTNTA TWV OEOOPEVWY. 2€ QUTO TO
OTpWHA, O OKOTOG Tou loT 1 n Onuioupyia &vog €Euttvou TrepIBAAAovTog. Ol
KAKOBOUAOI XpAOTEG EKUETAAAEUOVTAI OTO ETTITTEDO AUTO KEVA AC@AAEIOG OTOV KWAIKA

TWV EQAPPOYWYV, WOTE VA ATTOOTTACOUV euaioBnTa dedopéva 1} va Ta aAAOIWCOUV.

ApxITeKTOVIKA 4 emITéEdwyv (4 — Layer) Tou IoT

NedTtepol €TTIOTAPOVEG TTANPOPOPIKNAG, UTTOOTNPICOUV TNV TETPAUEPH OTPWUATWON
Tou loT, n omoia dilaépel oTnv TTPOCoBRKN Tou Middleware Layer, Kal TTepIypA@ETal

TTapakaTw [10]:
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Ewkova 3. Apxttektoviki) 4 - Layer tov IoT.

Middleware Layer: Z10 emmimmedo autd petapiBadetar TTAnpo@opia atrd 1O ETTITTESO
OIkTUoU. Evwvel To 6Ao cuoTtnua oto cloud kai oTig Baceig dedopévwy, Kal dlaxelpileTal
Kal atroBnkevel dedopéva. To eTTTTESO AUTO AVAPEPETAI KUPIWG OTNV VEQOUTTOAOYIOTIKNA
Tou loT, TpodywvTtag APIs TTou €ival atrapaitnTta oTo €TTTEdO EQAPUOYAG. 2TO
Middleware Layer €ival onuavTiki N a0QAAEIa TwWV BAcewv OEOOUEVWV KAl N ACOPAAEIT

TOU VEQOUG, YIQTi OUCIACTIKA ETTNPEACETAI APETA TO ETTITTEDO TNG EPAPHOYNG.

1.1.3 MovTtéAa ouvOeCINOTNTAG & ETTIKOIVWVIOG

Ta 1pia KUpia pépn evég AladikTuou Twy Mpayudtwy (loT) givai:

1. Ta «mmpdayhaTay TToU CUAAEYOUV TTANPOQOPIEG OTTOUDATIOTE Kal OTTOIAOATTOTE

oTiyuA xpnoipotroiwvtag RFID texvoAoyia, aioBntApeg Kal KWAIKA.
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2. Ta diKTUA ETTIKOIVWVIWYV TTOU CUVOEOUV TA «TTPAYHOTAY.

3. Ta uUTTOAOYIOTIKG OUCTAUOTA KOl Ol EQAPHUOYEC TTou  eTTeCEpyalovTal O0a

dedopuéva pEouv aTrd Kal TTPOG Ta «TTpdyuata» O61Twg 1o cloud computing.

H ouvdeoigoTNTa TWV TPIWV AUTWYV HEPWYV TOU loT TTPAYUOTOTIOIEITAI JE TECTEPIG
TPOTTOUG JIKTUWONG (CUVOEONG KAl ETTIKOIVWVIAG) OTTWG TTEPIYPAPOVTAI OE £yypaPO
Tou Internet Architecture Board - IAB (RFC 7452, Mdaptiog 2015 -
https://tools.ietf.org/html/rfc7452) [11] :

1. Device -to- Device Communication: To poviéAOo QuTO ETTIKOIVWVIOG TG
OUOKEUNG TTPOG CUOKEUNR QVTITTPOOWTTEUETAI OTTO OUO A TTEPICOOTEPEG CUOKEUEG
TTOU OUVOEOVTAI AUECO KAl ETTIKOIVWVOUV PETALU TOUG XWPIG evOIANETO server.
AuTéEC O OUOKeuéG  ouvdEovtal  HPE  TTOAAOUG  TUTTOUG  OIKTUWV,
ouptrepiAauBavopévwy  Twv OIKTUWVY IP 3 1o Internet, xpnoipotrolwvTag

TTPWTOKOAAa OTTwG TO Bluetooth, Z-Wave, 1} ZigBee (Eikéva 4).

Ewova 4. Device -to -Device Communication.

2. Device -to- Cloud Communication: 270 HOVTEAO QUTO ETTIKOIVWVIAG, N OUOKEUN
loT ouvdéetal atreubeiog pe pia utnpeoia cloud Internet, éTTwg évag TTApPoxog
UTTNPECIWV EQAPUOYWY, Yyia TNV avTaAAayr) dedouévwy Kal TNV KUKAo®opia
MNVUMGTWY  €Aéyxou. AUT n  TTPOCEYYION  EKUETAAAEUETAI OUXVA TOUG
UQIOTAPEVOUG UNXAVIOWOUG ETTIKOIVWVIAG OTTWG Ol TTAPAdOCIOKEG EVOUPUOTEG
ouvdéoelg Ethernet 4 Wi-Fi yia va dnuioupyioel pia ouvdeon METAEU TNG
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OUOKEUNG Kal Tou OIKTUoU IP, n otroia TeAIKG ouvdEéeTal Je TNV utTnpEedia cloud
(Eikéva 5).

Ewodva 5. Device -to- Cloud Communication.

3. Device -to- Gateway Model: 210 povréAo Device-to-Gateway, ol cuokeuég loT

Baoikad ouvdéovTal PE PIa evOIAUEDN OUOKEUN yia TTPOCRACN OE WIG UTINPETIa
oUvve@O. AUTO TO MOVTEAO Ouxva TTEPIAAPPBAVEI AOYIOUIKO €QAPUOYWY TTOU
AeIToupyei o€ P TOTTIKA OUOKEUN TTUANG (0TTWG €va smartphone ) éva "hub')
TTOU AEITOUPYEI WG EVOIAUECOG avAPeoa o€ PIa ouokeun loT Kal pia uTrnpeoia

cloud (Eikéva 6).

Ewova 6. Device -to- Gateway Model
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4. Backend Data Sharing: H avraAAayr] dedouévwy atro Tiow PEPOS BATIKA ETTEKTEIVEI
TO JOVTEAO EVIAIAG ETTIKOIVWVIOG OUOKEUNG O€ OUVVEQPO, £TOI WOTE Ol OUOKEUEG loT
Kal Ta dedopéva aioBnTApwy va £xouv TTPoOoBacn o€ eEouaiodoTnuéva TPITa WEPN.
2UPQWVA PE auTO TO POVTENO, Ol XPNOTEG PTTOPOUV va €CAYOUV KOl VO aVOAUOUV
OedopEVa EEUTTVWV QVTIKEIMEVWVY ATTO PIA UTTNPECIO OUVVEQO O€ OUVOUAOMO ME

oedopéva atmd GAAEG TTNYEG Kal va Ta OTEAVOUV o€ AAAEG UTTNPETIES yia ouvdaBpolon
kal avaiuon [12] (Eikéva 7).

Ewova 7. Backend Data Sharing

1.2 E@apuoyég loT

O1 TexvoAoyieg S1adIKTUOU avapéveTal va evBappUvouv TNV KalvoTouia o€
OPICPEVOUG BaOIKOUG BIOPNXAVIKOUG TOMEIG, OTTWG TNG UYEIAg, TNG AUTOUATOTTOINONG
TOU gpyooTaciou / TNG £EUTTVNG KATAOKEUNG, TNG TTAPAYWYAS Kal SIAVOUNRG TPOPiwY,
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TNG TTAPAKOAOUBNONG Tou TTEPIBAAAOVTOG, TWV KTNPiwV, Tou TTEPIBAAAOVTOG diafiwong,
TNG EVEPYEIAG, TWV £CUTTVWV — QOPNTWY CUOKEUWYV, TwV EEUTTVWV TTOAEWV, K.ATT. [13]
(Eikéva 8).

Ewova 8. IoT Analytics

AvoAuTIKOTEPQ, Ba ptTopouce va avaAuBei n e@apuoyoTikrl afia Tou loT o€

MEPIKOUG TOMEIG, WG QaiveTal akoAouBwg [14]:
= 2TnVv Yyeia

H eppdvion Twv e@appoywy Tou Aladiktuou Tng Yyeiag (Internet of Health - 1oH)
agIEPWMEVN OTNV Uyeia Kal TNV €Ueia Twv TTONITWY TTOU KAAUTITEI TN QpPOvTida, Tnv
TTapakoAoubnaon, Tn didyvwaon, Tn dlaxeipion @appdkwy, TNV KATaAANAGTNTAa K.ATT. Ba
EMTPEWPEI OTOUG TIONITEG VO  EUTTAAKOUV TTEPIOCOTEPO OTNV  UYEIOVOMIKA TOUG
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ePiBaAywn. O1 TeAIKOi XpoTeG Ba pTTopoucav va €xouv TTpOoRacn o€ IATPIKA apxEid,
va TrapakoAouBolv Ta CWwTIKG OAuATa PE QOPNTEG OUOKEUEG, va  OIEVEPYOUV
OlaYyVWOTIKOUG £PYAcTNPIOKOUG EAEYXOUG OTO OTIITI f} OTO KTipIO YPAQYEIWV Kal va
TTOPAKOAOUBOUV TIGC OUVABEIEG TTOU OXETICOVTAI PE TNV UYEIA ME EQPAPUOYEG TTOU
BaoiCovtar oto Web o¢ €gumiveg kivntéG ouokeués. H epappoyry Tou 0T oTtnv
UYEIOVOUIK TTEPIBaAWN pTTOpel va BeATiwoel TRV TPOcBaAcn Twv ATOMWVY O€
QTTOPOKPUOUEVEG TTEPIOXEG 1 O€ ATOPA TTOU OEV UTTOPOUV VA KAVOUV OUXVEG
ETMOKEWYEIG OTO VOooKoueio. MTTopei €TTiong va emTpéWel TNV Eykaipn Olayvwon Twv
IATPIKWY KOTAOTACEWY PECW TNG METPNONG KAl TG avaAuong TwWV TTAPAPETPWY EVOG
aropou. H 1atpiki Bepatreia Tou Xopnyeital oTov UTTO BepaTreia @povTida UTTopEi va
BeATIWOEI peAeTwvTaG TNV €midpacn PIag Bepatreiag Kal Tou QAPPAKOU OTIC (WTIKES

OUVONAKES TWV aoBevVwV.

O1 epapuoyéc Tou 10T OTnV 1I0TPOPAPUAKEUTIKA TTEPIOAAWN aTTaITouV HIa
TIPOCEKTIKN 100ppOTTia METAEU TNG TTPOcPacng ot dedouéva Kal TNG avraAAaynig
TTANPOPOPIWV YIa TNV UyEia, o€ oxéon ME BEuaTa QOQAAEIOG KAl TTPOOTACIAC TNG
IOIWTIKAG CwNG. MNa auTég TIG EQAPUOYEG, UTTAPXE! avaykn va PeTaBANBei n 16éa Tng
avOpPWTTIVNG CUUTTEPIPOPAG, WOTE Ol aoBeveic va egeAixbolv, va TTPOCAPUOCTOUV KAl
TENIKA va ayKaAIGoouv Tnv TEXVOAoyia Tou l0T TTou PTTOPEI VO TTPOCQEPEI, EVa AOPAAEG

OIadIKTUAKO XWPO TTOU UTTOPEI va PIAOgEVAOEI OAEG TIG UTTNPETIEG UYEIQG.
= 2710 TrePIBAAAov diaBiwong

To loT utropei va ammogépel opéAn ota KaBnuepiva mTepiBdAlovta diafiwong Twv
avBpwTttwy.. O1 TToAiTeC epydlovTal Kal E0deUouV TTOAAEC WPEC TNG NUEPOAG OE auTd Ta
TepIBAANOVTQ, TT.X. OTIITI, €pyacia, aBAnTIKOUG XWPEOUG, WuxXaywyiag, KOIVWVIKWY
opaoTnpIoTATWY, KATT.. OI AvBpwTToI AOKOUV Kal aoXOAoUvTal YE MIa €UPEia TTOIKIAIQ
OpaCTNPIOTHATWY TTOU PTTOPOUV VA OXEDIOOTOUV YIa OPpACTNPIOTATEG OTTWG Ol EUTTEIPIES
UYEIOg Kal QUOIKAG KATACTAONG, Ol EPYACIAKES EUTTEIPIEG ATTO TO OTTITI KAI O EUTTEIPIES

atro TNV KATavaAwaon evEPYEIQG.
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* 2TIG KTNPIOKEG UTTOBOMEG KAl DIaXEIPICEIG

O1 epappoyég loT ota kmpia aAANAETIOpoUV pE Ta E£EUTTVA OUOCTAMATA
dlaxeipiong ktnpiwv (Building Management System - BMS) 1Tou €ival emKaAuywn evog
OIkTUOU [P, ouvdéovtag OAEG TIG UTTNPETIEG KTIpiou TTapakoAoubnong, avadAuong kal
TOoVv €éAeyx0, Xwpic TNV TTapéupBacn Twv avBpwttwy. O1 epapuoyéc Tou AladIKTUOU
XpnolgoTtrolouvtal atmd Toug OIAXEIPIOTEG KTNPiwv yia Tnv dlaxegipion NG Xpnong
EVEPYEIOG KAl TNV TTPOMNBEIa evépyelag, KABwG Kal Tnv Olatipnon — OuvThpnon
ouoTnUatwy ktnpiwv. To BMS Bacifetal otnv utrodoun Twv u@IoTaPevwy Intranets kai
TOU AIadIKTUOU KAl WG €K TOUTOU XPNOIKOTIOIET TA DI TTPOTUTTA E AUTA OTTWG O AAAEG
OUOKEUEG TTANPOo@OpPIKAG. H agia otnv e@apuoyn 10T cival 16o0 ota dedouéva 600 Kai
OTIG OUOKEUEG OKMNG. H oUuAAoyr SedOPEVWV ATTO TTEPICTOTEPES UTTNPETIES KTNPIWV Kal
€COTTANIOUOU TTOPEXEI MIO TTIO AETTTOMEPK] EIKOVA TOU TTWG OKPIBWGS KABE KTHPIO EKTEAEI.
Autd Ba dnuioupynoouv TG e@apuoyég Internet Tou Kripiou (Internet of Building - 10B).
AuTEG 01 epappoyég 10T pelovouv TNV avaykn yia avBpwTivn TTapéuacn diaxeipiong
TNG TTOAUTTAOKOTNTOG. To loB ammaitei Tn OIOAEITOUPYIKOTNTA KAl TNV amTpOOKOTITH
avtaAAayry Oedopévwy PETALU dIa@OpwWV UTTOOUCTNPATWY €vOG KTnpiou, METALU
OIKTUWV KTnpiwv, METAEU Ol1d@opwy £CUTTVWV OUCKEUWYV, METAEU €EWTEPIKWV
UTTNPECIWV KOIVAG WQEAEIag (TT.X. £EuTTva BikTua, £EUTTVEG TTOAEIC KATT.) 1 uE AAAOUG

EVOIOPEPOUEVOUGS POPEIC.
= XT1OV Evepyelakd Topéa

To loT emTpéTrel TN OUVOEON Kal TNV TTAPAKOAOUONCN TWV EVEPYEIOKWY TTOPWV
Kal ayabwyv, atmd oxedOv OTTOUBATTIOTE, JE TN XPHON TWV dIACUVOEDEUEVWV CUCKEUWV
KAl TWV ETTIXEIPACEWYV KOIVI G WEPEAEIOG KAl TWV KATAVAAWTWY / TTPOWBNTWYV eVEPYEIQGC,
0l OTTOiOI JTTOPOUV va £Xouv TTPOCRACN yia TV TTapakoAouBnaon kal Tnv BeATiwon Tng
EVEPYEIOKNG amrodoong. Xpnoidotolwvtag Tnv  Texvoloyia loT, Ta PondnTikd
TTpoypduuaTta gival eOTTAIOPEVA yIa va TTOPEXOUV TTEPICOOTEPN 10XU va BEATIWOOUV
ATTOTEAEOUATIKA TIG AEITOUPYIEG, VO PEIOOUV TIG EKTTOUTTEG KAl TO KOOTOG dlaxeipiong

KAl vO QTTOKATACTAOOUV TNV I1I0XU TOUG TaXUTEPA, €VW Ol EVEPYEIAKOI (QOPEIC
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EKMETAAAEUONG (1I01WTIKOI KAl KPATIKOI QOPEIG) gival og BE0N va avayvwpioouv auéowg

TIG DIOKOTTEG ASIToUpYiag, EMTPETTOVTAG TN BEATIWON TNG ATTOTEAECUATIKOTNTAG TOUG.

= 21NV Newpyia kail Alatpoon
H texvoAoyia [oT emTpétTel TNV TTApaAKoAoOUBNoN Kal TOV €AEYXO TWV QUTWV Kal
TWV (WIKWV TTPOIOVTWY KaB '6An Tn dIGpKeEIa TOU KUKAOU aTtrd TO aypOKTNUA OTO TTIATO.
H mmpokAnon Ba cival oto yEAAOV va oxedidlovTal apXITEKTOVIKEG KAl VO UAOTTOIOUVTQI
aAyopiBuol TTou Ba uTTOOTNPICOUV KABE QVTIKEIMEVO YIO PBEATIOTN OCUPTTEPIPOPA,
oUPPWVA PE TO PONO TOU OTNV E£EUTTVN YEWPYIQ Kal OTNV €CUTTVN TPOYIKN aAucida,
MEIWVOVTAG TO OIKOAOYIKO QTTOTUTTWHA KAl TO OIKOVOUIKO KOOTOG Kal aufdvovtag Ta

TPOQIPA KAl TNV ACQAAEIA TNG TTAPAYWYNAGS KAl KATAVAAWONG.

= 'E§utrveg @opnTég ouokeuég (Wearables)

Ta Ttpoidovia Wearables evowpatwvouv  PaoikéG  TexvoAoyieg  (TT.X.
VAVONAEKTPOVIKF, OPYAVIKA NAEKTPOVIKA, aioONTAPES, €vEPYOTTOINON, ETTIKOIVWVIA,
UTTOAOYIONOG XANNAAG 10XU0G, OTTTIKOTTIOINGN KAl EVOWMUATWHEVO AOYIOUIKO) O€ £EUTTVA
OUCTHAUATA, PEPOVOVTAG VEEG AEITOUPYiEC a€ pouxa, updouaTta, poAdyia, ateooudp, Kai
GAAEG OUOKEUEG TTOU gival TOTTOBETNPEVEG TTAVW OTO CwHa. Ta TeEAguTaia xpovia n
¢peuva TNG TNAEIATPIKAG XPNOIUOTTOIEl TTOAAG TTAEoveEKTHUATA Twy Wearable cuokeuwv

yia Tnv Aqwn, diathpnorn, oUykpIon Kal JETAdOON TTANPOYOPIAG OTAV ATOMIKI UYEId.
= "E§utrvn mOAN (Smart City)

Ymrapyouv opiopéva Bacikd oToixeia TTou Xpelddovtal yia va dIaNopewoEi pia
€EuTrvn TTOAN, KA PePIKG atrd auTd gival n €EuTTvn Kovwvia, Ta éEuTtva KTipia, h €§utTvn
evépyela, o EEuTTvow QWTIOPOW, h €Eutrvn kivamikdTNTA, h €EuTvn diaxeipion Twv
uddTwV K.ATT. H PBaociki utodoprn Twv Trapatmmdvw Paoiletar o€ diaocuvdeon
aiodnTPwWy, €EVEPYOTTOINTWY, KAl NAEKTPOVIKWY OUCTANATWY, Ta OTIoid (PEPOUV
Aoyiopikd, dedopéva, utrooTnpifouv Tnv ouvdeon oto Internet kai oe H/Y. To loT

epapuoleTal yia Tn PeATiwon OAwv AUTWV TwWV CUCTNPATWY TTOU dnuioupyouv Mia
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€Eutrvn TTOAN, Kai gival autdévopol Kal OIAAEITOUPYIKOiI, ao@aAgic Kal agiotmmaoTol. H
aAANAeTTiOpacn Twv CUCTNUATWY €EaPTWVTAl ATTO TOoV BaBud TNG dIOCUVOECIUOTNTAG

KAl TNG ETTIKOIVWVIOG TWV CUCTAPATWV.
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KepdaAaio 2

loT ka1 Oépata Ac@aAeiag

2.1 OtgpeMiwdeig évvolieg Ac@aAeiag N

H Aco@dAeia TAnpogopiwv (Information Security) 4 n  Aoc@daieia  Twv
MAnpogopikwy Zuotnudtwyv (Information System Security) €ivar 0 kKAGd0o¢ Tng
MANPOYOPIKAG ETTIOTAUNG TTOU OTOXEUEI OTNV TTPOOTACIA TWV TTANPOQOPIOKWY TTOPWV
evog MNMAnpoopiakou ZuoTtruatog (M), atrd meaveég (NUIEG 1] KAKOBOUAEG EVEPYEIEG, Ol
OTT0iEG dUuvaTal va TTPOKOAECOUV AUECA A EUUECA TRV PEiwON TNG agiag Tous. Etriong, n
Ac@dAcia Twv MNZ ammookoTrei oTNV TTAPOXN ASIOTTIOTWY TTANPOYOPIWY, Ol OTTOIEC Eival
O108£01uEG aTOUG £60UCIOBOTNHUEVOUG XPROTES OTav TIC Xpeldlovtal [15]. H diaguAagn
TWV TTANPOPOPIOKWY TIOpWV Kal Oedouévwy  BaoileTal OTIC APXEG Twv  TPIWV
BepeNiwdwV 1810TATWV TNG AopaAciag MAnpogopiwv. O1 IBIOTNTEG AUTEG €ival YVWOTEG
01EBVUIC WG «CIA», Kal £xouv WG akoAoubwg [16]:

e EpymoreutikétnTta  (Confidentiality): a@opd Tnv TpocTacia  TNG

TTANpo@opiag atrd pn e€ouaiodoTnuévn ammokdAuyn (avayvwaon) Tne.

e AkegpaidTnta (Integrity): a@opd Tnv TTPOCTACIA TNG TTANPOPOPIAG ATTO UN

eCouaiodoTnuévn peTaBoAn (Tpotrotroinon ) diaypagn) TnG.

e AiaBsgoipdétnra (Availability): agopd Tn dilaguAagn TG e€ouaiodoTnuévng

TpdoBaong (eite yia atToKGAUYWN €iTE yIa PETABOAN) OTNV TTANPOQOPIa, XwPig EUTTOdIO

1 KaBuoTépnon.
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Baoikoi Opiopoi otnv Aco@aAsia N

Aya06 (asset) cival kaBe avTiKeievo (UTTOAOYIOTIKOG 1) BIKTUOKOG TTOPOG N
oedopuéva), 1o otroio €xel Agia (value) yia Tov ISIOKTATN (Owner) Tou Kal yia auto To
AOyo TTPETTEI va TTPOCTATEUTEI ATTO TNV TTEPIOTACIAKA 1 MOVINN ammwAeld Tou. ‘Eva
ayaB6 utropei va ekTiBetal o€ éva Kivduvo (danger). O kivduvog avTITTpooWwTTEUEl TV
airia yia va TreplopioTei N afia Tou ayaBou. O TrepIopIoudS TNG agiag Tou ayabou
ovopaletar Znuia (harm). KaBe katdoTtaon TTou PTTOPED va TTPOKOAECEl {nuia o€ €va
uttoAoyioTikG ouoTnua, atroteAei pia AtrelAn (threat) yi' autd. Or1 atTeINEG uTTOPOUV VO
KatnyopioTroinBouv oe  DuoikéG aTTEIAEG (TTEPIBAANOVTIKEG QTTEINEG, TT.X. TTUPKAIAQ,
TTANUMUPQ, O€IoPoi, KATT.), 0 EKOUOIEG QTTEINEC TTOU TTPOKUTITOUV EOKEUMEVA QTTO
KOKOBOUAOUG XprioTeS, Kal o€ AKOUOIEG QTTEINEC TTOU TTPOKUTITOUV OKOUOIEG KOl

AavBaopévoug XEIPIOUOUG TV XPNOTWYV TWV UTTOAOYIOTIKWY CUCTNUATWV.

O1 ¢nuieg o¢ €va MZ TpokaAouvtal peTd ammd Emléoceig (attack). Kabe etriBeon
EKMETOAAEUETAI pia 1 TTEpIcoOTEPEG euTTdBeleg Tou M. Mia Eutrd@sia (vulnerability)
ava@épeTal o€ pia aduvapia oTIC puBuiceligc A Tn dlaxeipion Tou CUCTAPATOS R éva

EUGAWTO onueio o€ éva UTTOCUOTANO AOPAAEIAG.
H Katn@opIoTroinon Twv euTtaBeIwy €XEl CUVOTITIKA WG aKOAOUBWG:

e AvOBpwtriveg EutrdBeieg: ammoteAoUv Tnv KPICIMOTEPN KaATnyopia yia Tnv
ac@adAeia evog M. Eival o1 xeipdrepeg Kabwg duvatal va TTPOKAAECOUV TIG
XEIPOTEPEG ETTITITWOEIG, APOU TTPOEPYXOVTAI ATTO XPNOTESG TTOU YVWPICOUV KOAG TO
Mnx.

e EumdBeieg YAIKoU kKai AoyioMIKOU: a@opoUv TIPOBANUATIKA KATOOKEUN,
Kabwg kal AavBaopéveg pubpioeig kal duoAeiroupyieg Tou UAIKoU (hardware) kai
TOU Aoyiopikou (software).

e EumdBeieg Méowv: agopouv TTpoBAnuaTikéG dladikaoieg Odlaxeipiong TTou
MTTOPEI va 00NYACOUV 0€ KAOTT il KATACTPO® HAYVNTIKWY, OTITIKWY i EVTUTTWV

MEOWV aTToBAKEUONG BEBOUEVWV.
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e EumrdBeieg ETIKOIVWVIWYV: a@OPOUV KATAOKEUAOTIKEG AdUVAUIES, AavBAOUEVES
pubuioeIg, KaBWG Kal SUCAEITOUPYIEG TWV DIKTUAKWY OUVOETEWV.

e Quoikég Eutrdabeleg: agopouv TO QUOIKO XWPO OTTOU aAvaTITUCCOVTAl Kal
AgIToupyouv Ta cuoThuata (11.x. datacenters).

o Quoikég EutrdBeieg: agopouv @uaikd gaivopeva (TT.X. QUOIKEG KATAOTPOYEG),

TTEPIBAANOVTIKEG £CAPTAOEIC K.4.

2.1.1 EmOéoeig KaOKOBOUAou AOYIOHIKOU

KdaBe @opd 1Tou £vag KakOBoulog xpriotng (cracker i hacker émmwg ouvnBileTal
va AéyeTal) aTtoxevel va elIoBAAAel o€ Eva N, TTavToTe CUAAEYEl TTANPOYOPIES YUpw aTTd
auTto, woTe Ynelokd va €I0BAANEl EUKOAOTEPO OTO CUOTNUG ATTOKPUTITOVTAG Kal ThV
TAUTOTNTAG Tou. H CUAAOYN Twv TTANPOPOPIWV £XEl VO KAVEI CUVIBWG PE KWOIKOUG
TTpoOoBaong, Ol1euBUVOEIG, TTANPOYOPIEG YIO TOUG OJIAXEIPIOTEG TOU OCUOCTAHATOG, TO
hardware, 10 software, 10 firmware utroAoyioTIKWY TTOPWV KATT. [a Tnv TTPocBoAf Tou
MZ o KoKOPBOUAOG XPNOTNG TIPAYMOTOTIOIEI ETTIOECEIG, TIOU OTOXEUOUV OTNV

EKMETAAANEUON euTTOBEIWY TOU TMZ.

Ta KupldTEPA KAKOBOUAQ epyaleia - AOyIOUIKA TTOU XPNOIMOTIOIEI O KAKOBOUAOG

XPAOTNG VIa TIG ETTIOECEIC TOU gival:

Packet Sniffer 4 Packet Analyzer: AOyIOMIKO TIOU XPNOIYOTIOIEITAI YIa VA
UTTOKAEWEI KAl va epUNVEUCEl TTANPOPOPIEC aTTO TA TTAKETA EDOUEVWY TTOU EICEPXOVTAI
o€ €va OiKTUO UTToOAOYIOTWV Kal eEépxovTal atrd auTtd. Ta packet sniffers kataypagouv
TNV Kivnon (traffic) Twv makéTwy, ocuNauBdavouv 10 KaBéva atmd autd Kal TEAOG, av
XPEIAZETAI, ATTOKPUTITOYPAPOUV Ta dedOEVA TOUG BivOVTAG TTOIKIAEG TTANPOPOPIEG OTOV
hacker. AgiCel va onueiwBei 611 KABe opd TTou oTéAvoupe TTAnpogopieg | dedouEva
Méow Tou (810)dIKTUOU, QUTA KWOIKOTTOIOUVTAI KAl JETAPEPOVTAI WG TTAKETA YIO AOYyOUg

ao@aAciag.
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e Aoupeiog ‘Imrmmog (Trojan Horse): O 6pog TTpoépxeTal ATTO TNV OPWVUMN
KATOOKEUN TTOU XPENOIMOTIOINBNKE oTnv €AAnVIKn puBoAoyia. Avagépetal O€
KAKOBOUAO AOYIOMIKO TTOU €xel Tn duvatotnTa va KPURETal YEOO O€ KATTOIO
KAAOBOUAO Aoyiopikd, woTe va yivetalr QUOKOoAa avTiIAnTiTé atrd 1o MZ. 'ET01, 0
avUTTOYiooTog XPNROTNG TOU OUCTHAMATOG TO XPNOIMOTIOIEL WG €éva  KOIVO
(ao@aAéc) TTPpOYpAPUA KAl OUCIOOTIKA TOU TTOPEXEI TTANPOQPOPIES YIO AUTOV,
OTTWG yia TTapdadelyua usernames, passwords, logs, e-mais, KAT. T€Aog, ol

TTANPOYOpPIES auTéG peTaBiIBalovtal oTov KaKOBOUAO XpAoTN.

o Amopakpuopévn Alaxeipnon (Backdoor kai Remote Administration): civai
KOKOBOUAQ AOYIOMIKA TO OTTOIO €yKABIOTWVTAI O€ €va UTTOAOYIOTIKO oUCTNUA
Kpupd, ouvnBwg MpEow Twv trojan horses. Autd divouv o©g TpiToug Tn
ouvatoTnTa va €I0BAAAOUV 0 aUTA TA CUCTAMOTA MECW Tou OIadIKTUOU Kal va
MTTOpOUV OoXedOV TTAAPWG va Ta diaxeipifovral. XpnoiyotrolouvTal cuyxva yia
TTAPAKOAOUBNCEIC Kal YIa KAaTaypa@r TTANPOYOPIWY. ZKOTTOG TOUG Eival, £TTioNg,

VQ TTAPAUEVOUV UN-QVIXVEUOIUA.

e« 2kouAnkia (Worms) koai loi (Viruses): cival kakOBouAa TrpoypduuaTa
OIOQOPETIKA METAEU TOUG Kal OIAQOPETIKA aT1ro Toug Aoupeioug ‘Itrroug. Ta
OKOUANKIO €xouv Tn Ouvatotnta va eEatmmAwvovTal aTrd  UTTOAOYIOTH O€
UTTOAOYIOTH  XWwpPic va ataiTeital  avBpwTivn  evépyela,  AapBdvovTtag
TTANPOPOPIES yIa TO TPOTTO PETOPOPAS TWV apXEiwv PETaLU autwy. Otav €va
OKOUANKI Tag1devel o€ €va OIKTUO Kal avTIYPAPEl TOV EAUTO TOU CUVEXWG, OTTAITEI
TTEPICCOTEPN MUVAMN aTmd TO cUCTNPA Kol oUVABwWG autd katappéel. ‘Evag 16¢
(virus) "koAAGel" o€ éva apx£€lo 1 TTPOYPAUUA, CUVABWG EKTEAECINO Kal €XEl TN
OuvaToTNTA VA PETAPEPETAI ATTO OUCTNPA O CUCTNUA, APrvovTag "JoAUvoEIg"
TTiow Tou. Zg avtiBeon e TA OKOUAAKIO (worms), o 160G oTTaITeEl avOpwITivn
EVEPYEIQ, VIO TTAPAdEIYUA, MUTTOPEI va UTTAPXElI O€ €va UTTOAOYIOTIKO oUCTnUA
XWPIC OJWG va TO POAUVEL, JEXPI O XPAOTNG VO eKTEAECEI TO QPXEIO TTOU TOV
TTepIEXEl. 'ETO1 01 XprioTeg, avuTtoyiaoTol, eEATTAWVOUV TOV 10 O OTT0IOG PTTOPEI

va dnUIoUPYAOEl KATOOTPOYES O€ apxeia, oto software aAAd kal oTto hardware.
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o Denial of Service (DoS) kai Distributed Denial of Service (DDoS):
TTPOKEITAIYIO  PEBODOUG €mBEcEwY  TTOU  utToAOTTOIoUVTaI  aTTO  dIdpopa
TIPOYPANMATA KAl OTOXEUOUV va KAvouv uia OIadIKTUOKK UTTNPEdia r évav
€CUTTNPETNT] va KaTappeuoel, OnAadry va aduvauei va €EUTTNPETNOElN TIG
ATTAITAOEIG EVOG XPNOTN. Z€ Mia DoS €1miBeon, 0 UTTOAOYIOTHG TOU KOKOBOUAOU
xpnotn (attacker) ammooTéAAel éva peydAo TTANBOG dedopévwy (TTakéTwy) OTO
eEMTIOEPEVO BiKTUO (Server ) website) pe atmoTEAEOUA va TO UTTEPPOPTWOEI 1 VO
TO avaykAoe€l va ETTAVEKKIVAOEI TNV AsIToupyia Tou (mlavh amwAsia dedouévwy).
MpootraBei, dnAadn, va 1o "yepioer" (flood) pue amaitioeig (requests) TIG OTToiEC
TO oUoTnPa aduvapei va OlaXEIPIOTEI/EKTEAEDEL. ZUVETTWG, KATTOI0G GAAOG
XPAOTNG Oev  €xel TTAéov  Tnv  OuvaTOTNTA VA TO TIPOOTIEAQOElL  2¢€
Mia DDoS €tmiBeon, o hacker, rpootradei va eI0BAAAElI o€ TTOANOUG UTTOAOYIOTEG
KAl va TTAPEI TOV EAEYXO TOUG OTA XEPIA Tou. AQOU TO KATAPEPEI, AvayKAlEl ToV
KaBéva atrd autoug va ekTeAéoel pia e€miBeon DoS oTto €mBuuntd OikTuO.
Anpioupyeital AoImtév pia 1I0XUpr ETTIBECN XPNOIUOTIOIWVTAG TTEPICOOTEPOUG,
ammd évav, uttoAoyioTéG (1m0 ammoreAsouarikn). Kai ol dUo TpOTTol £TMIOECEWV
ouviBwg dev odnyouv OTNV UTTOKAOTT 1 KOTAoTPO®ry dedouévwy, OPwWS TO
dldoTnua TTou o server i To SikTuo d¢ev gival diabéaipa, PTTopolv va 0dnyHoouv

EVOEXOMEVWG O€ XPNMHATIKR {nUia TWV 1I010KTATWV.

o Koivwvik Mnxavikl (Social Engineering): atroteAei péBodo pe tnv oTroia
évag hacker ptropei pe "QuUOIKG" TPOTTO va ATTOOTIACEl XPACIKES TTANPOPOPIES
armo éva Bupa pe didgopa Texvaopara. Mpootrabei dnAadny va 10 eyeAdoel
TTAPOUOIACOVTAG TOV €QUTO TOU WG KATTOIO GAAO TTPOOWTIO OTO OTI0I0 O
EMTIOEUEVOC Ba  egumoTeEUdOTAV  QUTEG TIC  TTANpogopieg. Emmpdobera,
TTPoBAANoVTAG TTOIKIAG OTOIXEIQ yIa autov (nuepounvia yévvnong, dieubuvon,
TNAEQWVO, apIBUOUG Aoyaplaopwy, KATT.), TEIVEI va TOV TTAPATTAAVAOCEl KOl VO
Tov Treioel va dwaoel oTov hacker Ta emBuuntd oToIXeia. XpnoiyoTrolei wéuarta
Kal "TTpoKaTackeuaouéva oevapia” (pretexting), Ta otroia dnPIoUpyEi PE Epeuva

otn Cwnf Tou Buuatog TpIv Tou emTeEBEl. Me autd augdvel ouvRBwg TIG
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mOAVOTNTEG VA ATTOOTTACElI EUKOAD QUTA TTou BEAEI XWwpPIig va yivel avTIANTITOG.
AUTOG TTOU €QAPMOCEl TNV KOIVWVIKA HNXAVIKI OTTAvia £pXETAl TTIPOCWTIO HE
TTPOOWTTO PE TO ATOMUO TTou £€aTTaTd. AVTIOETWG, XPNOIMOTIOIEI TO TNAEPWVO, TA
e-mails Kal ouxva WEUTIKEG IOTOOEAIDEG OTIG OTTOIEG TOV TTAPOTPUVEI VA EICAYEI
Ta OTOIXEIO TOU Kal UOTEPA va Ta UTTOKAEWEI (u€BodO¢ phising). Tov 6po social
engineering 01€dwoe o Kevin Mitnick, rpwnv hacker kai apyotepa cUPBoOUAOg
ac@algiag TTAnpoopiakwy ocuoTnudtwy. O idlog avépepe OTI €ival TTOAU
EUKOAOTEPO va EeyeAdoeIg KATTOIOV va dwaoel évav KwoIkG TTpdofaong yia éva

ouoTnua arré To va TTPOCTTABNOEIS VA TOV OTTACEIG.

e SQL Injection: xpnoigoTrolgiTal yia TNV €l0aywyr KokKOBouAou KwdIKa o€ pia
Baon dedopévwv SQL péoa atrd moaveég "TpUTTeC" aoPAAEIaS PIOG IOTOOENIDAG.
Me autd 1O TPOTTO, 01 eyypaPEéG dedopévwy (usernames, passwords, KATT.) TTou

uTTdpxouv oTn BAaon yivovTal EYQAVEIC GTO ATOPO TTOU ETTITEONKE.

o Cross-Site Scripting (XSS): emmiBeon pe TNV oTToia yiveTal €TTionNg eKPETAAAEUON
TWV TMOAVWY TPWTWV ONUEIWV O& KATTOIOV IOTOTOTTO PE el0aywynh Kwdika HTML
| JavaScript. Ta mpoBAjuaTa TTou dnuioupyouvTal atrd autoU Tou €idOUG TIG
EMOECEIC PTTOPEI va €ival TTPOOWPIVA 1] JOVIPA KOl va €uBuvovTal €iTe oTOV
eCuttnpeTnT (server) €ite otov eEAATN (client). ZTI¢ TTAPAdOCIAKES ETTIBETEIS Ol
EUTTAOEIEG Oo@eiAovTal OTOV server Kard Tnv amaitnon (request) KATtrolag
Aeitoupyiag  ammd  kAtrolo  script TTPOypauua,  evw Ol BACIOPEVES
oc DOM emBéoceig oupPaivouv ota oTddia eTTe€epyaciag TTEPIEXOUEVOU TTOU
ekTeAOUVTOI OTOV TTEAATN. TO OVONO QUTWV TWV ETTIBECEWV TTPOEPXETAI ATTO TOV
TpOTTO0 TOU  amelkoviCovrar Ta HTML 14 XML avrikeiyeva o  0T10i0g
arrokaAeital DOM (Document Object Model). Ymapxouv emitTAéov, AOYIOPIKA
EMBOECEWYV TTOU guTTEPIEXOVTAI O€ AAAQ, OTTWG Ta keyloggers 1Tou kaTaypdgouv
oTIOATTOTE TTANKTPOAOYEITAI O€ £€vav UTTOAOYIOTA Kal CUMTTEPIAQPBAvVOVTal CUXVA

oTa trojan horses.
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e Brute-force attacks: emBéoeig 6tmmou 01 KAkKOBOUAol XpPHOTeEG OOKINALOUV
OnAadr} TTOAAOUG CUVOUAOHOUG KWOAIKWY PEXPI va BpeBei 0 {nToupevog. TEAOG,
Oev aTtrokAgieTal va  uTTdpxouv OuoKeuég (hardware) TTou  UTTOPOUV VO

EKTEAEOOUV KATTOIEG ATTO QUTEG TIG ETTIBECEIG.
2.1.2 H emroxn Tng KuBepvo-AtrelAfig & KuBepvo-ao@aAeiag

H AéEn KuBepvoxwpog (Cyberspace) éyive dnuo@IAfg otn dekagTia Tou 1990,
otav ol xpAoeig Tou AIadIKTUOU, TnNG OIKTUWONG Kal TNG Wn@IOKNAG ETTIKOIVWVIOG
augavoTav dpauaTIKA Kal 0 OPOG KUBEPVOXWPOSG WTTOPECE VA AVTITIPOCOWTTEUCE! TIG
TTOAEG VEEG 10€EC KAl QAIVOPEVA TTOU eu@avioTnkav. Agv UTTAPXElI KATTOIOG CAQPNG
opIopoG. Ovopalouue KuPBepvoxwpo O€ YEVIKEG YPOUMEG, TOV  MEYOAAUTEPO W
PUBUICOPEVO KAl  QVECEAEYKTO TOPEQ, TIOU  TTPOKUTITEL ATTO TNV  dlacuvdeon
TTANPOPOPIAKWY CUCTNUATWY, OTnNV I0Topia TG avBpwtdétnrag. Eivalr etmiong
MovadIkog BI6TI gival €vag TOMEQG TTou OnMIOUPYEITaI aTTd TOUG AvBPWITTOUG TTOU

avTITIOEVTAI OTIG TTAPADOCIAKES PUOIKEG TTEPIOXEG [17].

Evw 10 I0T €10€pyeTal ohoéva Kal TTEPICOOTEPO OTNV KaBnuepiv (wr, ol
Kivduvol ac@aAeiag TTou oxetiCovial pe 1O AladikTuo augdvovtal Kal aAAGlouv
TaXUTOTA. 2TOV ONUEPIVO KOOPO TNG TEXVOAOYIOG TTOU €ival ouvexwes eEeAicoeTal Kal
EVEXEI QVETTAPKN ETTIYVWONG BEPATWY AC@AAEIOG aTTO TOUG XPrOTEG, OI ETTIBECEIS OTOV

KuBepvoxwpo O¢ev gival TTAEOV BEPA «EAV» AANG «TTOTE.

O1 kKakdBoUAOI XPriOTEG TOU KUBEPVOXWPOU £PYALOVTaI OE VEEG TEXVIKEG YIO VA
Tepdoouv TNV AlMZ  peydAwv, KABIEPWUEVWY OPYAVIOUWY KAl  ETTIXEIPNOEWV, VA
TTpoKaAéoouv {nuid, va diatapdfouv euaicbnta dedouéva 1 va KAEWOUV TTVEUUATIK
Id10kTNoia. O1 emBEoelg Toug yivovTal TTIo €CENIYUEVES Kal TTIO OUOKOAO va VIKNBouv.
ASYyw auTAG TNG OUVEXICOUEVNG AVATITUENG, OEV ITTOPOUNE VA TTOUPE AKPIBWG TI €idoug
atrelAéC Ba TTPOKUYWOUV TO ETTOUEVO £T0C, O€ TTEVTE Xpovia, | ae 10 xpovia. MTTopouue
MOVO va TTOUME OTI QUTEG O1 aTTeEINEG Ba €ival akOun TTIo €TMIKIVOUVEG aTTO AUTEG TOU

onuepa. Mtmopoupe €1Tiong va gigaoTe aiyoupol 0TI KaBwg ol TTaAIEG TTNYES AQUTAG TNG
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atrelAig Ba €gaoBevioouv, Ba euPAVIOTOUV VEEG TTNYEG yia va TTApouv Tn B€on TOuG.
Mapd TNV apeBaidTNTA QUTH - OTNV TTPAYPATIKOTNTA, £EQITIOG QUTOU - TTPETTEI VA EiAOTE

OQ@EIG OXETIKA YE TOV TUTTO TWV ATTOPAITNTWY EAEYXWYV TNG AlTZ.

H atroteAeopaTtikil ao@dAAeia Tou KUBEPVOXWPOU gival OAO Kail TTI0 TTOAUTTAOKN.
O1 AUoeig onpeiwy, 18iwg To AoyIoMIKO eVvTOTTIONOU 1WV, Ta cuoThuata IDS, 10 IPS, n
emOIOPOwWON KAl N KPUTITOYpA®non, Tapauévouv BaolkOg £€AeyXog via  Tnv
KATOTTOAEUNON TWV YVWOTWV €MOEcEWV Tou onuepa. Qotdéoo, kabioTavral AlyoTePO
ATTOTEAEOUATIKEG PE TNV TTAP0dOo Tou Xpdvou, kabwg ol hackers / crackers Bpiokouv

VEOUG TPOTTOUG YIA VA TTOPAKANYWOUV TOUG EAEYXOUG.

H ao@dAcia otov KuBepvoxwpo eival éva ¢ATnua yia O6An tnv Emyxeipnon —
Opyaviouo, kal 6x1 JOVO €vag TEXVOAOYIKOG Kivouvog. Ta TTapadociakd atrodedelyuéva
MovTéAD dlaxeipIong KIVOUVOU £XOUV TNV TTPOEAEUCH KAl TN QIAOCOQia TOUG ECTIOOPEVA
o€ €vav KOouo, 6ttou n Emmixeipnon / Opyaviopog KaTéEXEl KAl KATEXEI TA TTEPICOOTEPAQ,
av Ox1 OAa, oToixeia evepynTikoU (data assets) TTou péouv Péow Twv cuoTnudTwy. H
augavouevn xpron Tou AIadIKTUOU Kal n KIVNTA €pyacia onuaivel 0TI Ta oUvopa TNG
Emyxeipnong /  Opyaviopou eagavifovtal: Kal wg €K TOUTOU, TO TOTTIO KIvOUVOU
kKaBioTaral €triong amepiopioto. Me Tnv onuepivly TTAgiovoTNTa Twv Emmxeipriocwy /
Opyaoviopwyv va d108£Touv «BIadIKTUAKO @PAaxXTN» oAAG va gival {WTIKAG onuaoiag n
ETTIKOIVWVIA JE TPITOUG - ETTIXEIPNMATIKOUG TOUG OUVEPYATEG, YI 'aQUTO TIPETTEI va
OnNUIoUPYOUV «TPUTTEG» OTOV QPAXTN autd. Q¢ atToTéAeopa, éva oUoTNUa ao@AAEiag
OTOV KUBEPVOXWPO Ba TpETTEl €TMioONG va TTEPIANAPPBAvEl TO €upUTEPO OIKTUO TOU
OpYyavIoPOU, CUNTTEPIAGUBAVOUEVWY TWV TTEAATWY, TWV TTPONNBEUTWY / TTWANTWY, TWV
OUVEPYATWY, TWV ETTIXEIPNMUATIKWY ETAIPWY, TWV KPATIKWY OIAdIKTUOKWY TTAPOXWY,

TWV ATTOPOITWYV TOUG, K.d., TTOU OVOUAZovTal OAQ padi «ETTIXEIPNMATIKO OIKOOUOTAKO»

‘Eva eKTETAPEVO  ETTIXEIPNMATIKO  OIKOOUOTNUA  OIETTETAl  Kal  dlaxelpideTal
OIGQOPOUG TTAPAYOVTEG ME MEMOVWHEVEG TTOMITIKEG Kal atmraitioelg diac@daAiong. Ol
TTOPAYOVTEG AUTOI  €XOUV  MEPIKEG QOPEC TTIOAU  OIOPOPETIKA  CUPEPEPOVTA KAl
ETIXEIPNUATIKOUG OTOXOUG OTO TTAQiol0 TnNG ouvepyaciag. Q¢ ek TouTou, Eival

31

Institutional Repository - Library & Information Centre - University of Thessaly
16/05/2024 12:37:04 EEST - 3.147.56.186



ATTaPaAiTATO VA TTPOCAPHPOOCTE N KAVOVIKA ETTIKEVTPWOTN Tou KivOuvou oTov Opyavioud
yla va AneBei autd umdwn. MNa va pmopei évag Opyavioudg va diaxeipieTal
ATTOTEAEOHATIKA TOUG KIVOUVOUG OTO OIKOOUOTNUA TOU, TTPETTEI VA OPIOEI 0APWGS TA OpIa

auTOU TOU OIKOOUGTIUATOG.

H d&iaouvdeon Twv avlpwTtwy, TWV OCUCKEUWV KAl TWV OpPyaviouwv OToV

ONUEPIVO WNYIOKO KOGPO avoiyel Eva evieAWG vEO TTEdIO eUTTABEING, TTOU ATTOTEAOUV

Ta onueia TpdéoBacng oTa oTroia YTTOPOUV va €I0EABOUV oI eyKANUOTIEC TOU
KuBEpvoXwpou. To YEVIKO «TOTTiIO» KIVOUVOU TOU opyaviouou gival pévo éva PJEPog eVOg
duvnTIKA avTIPATIKOU Kal adla@avr) CUUTTOVTOG TWV TTPAYHUATIKWY KAl duvNTIKWYV
ATTEIANWV  TTOU  TTPOEPXOVTAl  TIOAU  OuxXvAd aTmmo  eVvIEAWSG aTTPOCOOKNTOUG KAl

aTTPORAETITOUG TTAPAYOVTEG OTTEIAAG, £XOUV KAIUAKWTH ETTIOpAOCT.

AkoAouBouv pepikd TTapadeiypata KuBepvoatrelAng — KuBepvoao@aAeiog o€

évvoleg Kal O0PEG TNG ETToTAUNG Twv YTToAoyIoTWYV Kal TNG MNANPOQOPIKNG:
e AikTua ‘E§utrvov Zuokeuwv

H ui08£Tnon Twv @opnTwyv UTTOAOYIOTWY 00Nynoe o€ BoAdpia opyavwTIKa OpIa,
KaBwg n TANpo@opik @avtalel va TTANocIadel TTEPICOOTEPO TOV XPNOTN Kal va
ATTOMAaKPUVETAl aTTd ToV opyavioud. H xprion Tou AladikTUou péow Twv smartphones
Kal Twv tablet (oe ouvduaoud pe TIC OTPATNYIKES "bring-your-own-device - BYOD" atrd
TOUG €PYODOTEG) €XEI KOTAOTNOEI Ta OEOOPEVA VOGS OpyavIoPoU dlaBéoiya TTavTou Kal
avda TTaoa oTiyu. AVATTOQEUKTA, UIO EUAAWTN OUOKEUN UTTOPEI va odnynoel o€ AANEG
EUAAWTEG OUOKEUEG Kal gival oxeddv aduvaTo va KaAUWel OAEG TIG EUTTABEIEG yia OAEG
TIG OUOKEUEG. Na Toug eykAnuaTieg Tou KuBepvoxwpou, dev Ba eival dBUOKOAO va BpeBei
évag oToOxoG yia Tnv €TiBeor] Toug. H ayopd Tng eutrdBeiag (n utrdyeia pyaupn ayopd
TTOU TTWAEI botnets, rootkits, KATT.) gival TepdoTia. Na Tapddeiypa, gival EUKOAGTEPO yIa
évav €ioBoAéa va eykataoTtoel €va "Trojan" oe éva TnNAéQwvo, av TO TNAEQWVO

ouvOEeTal PE TOv UTTOAOyIOTA TTou €xel Non trapafiacTei. Me akdun TTEPICOOTEPES
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OUOKEUEG ouvOoedepEveG, Ba eival akOua €UKOAOTEPO yia €vav KaKOBouAo xprioTn va

EMITEDEI.
e Ymrodopég N (Infrastructure)

2T TTaPadOCIOKA KAEIOTA OUOTAUATA AEITOUPYIKNG TEXVOAOYIAG TrapéxovTal
oAoéva Kal TTeEpIooOTEPES dleubuvoelg IP, ol otToieg cival TTPOORACINESG EEWTEPIKA, £TOI
WOTE ol atreIAéG OTOV KUBEPVOXWPEO va aTropakpuvovTal atrd Ta back office cuotiuarta
KAl 0€ KPIOIMEG UTTOBOUEG, OTTWG CUCTAMATA TTOPAYWYNS KAl HETAPOPAS EVEPYEIOG KAl

AANQ CUCTANATA AUTOUOTIOHOU.
e YmoAoyioTiké Népog (Cloud Computing)

To Cloud computing artroTeAei atrapaitnTn TTPOUTTOBECN KAl CUCTATIKO, Oa
Aéyape, yia To AladiKTuo aTTd TIG TTPWTES NUEPES TNG £CENIENG TOU. TO OUVVEPO TTAPEXEI
Mo TTAAT@OpPa yia va okpdoel 10 AladikTuo, woTO00, UTTAPXOUV OKOPA TTOAAEG
TTPOKANCEIG TIG OTTOIEG AVTIMETWTTICOUPE ONUEPA, OTAV TTPOKEITAI VIO TV QOQPAAEIQ TOU
cloud A TNV acedAeia Twv Oedopévwy oTo ouvvepo. O1 opyaviopoi ouyxva
QAVOAKOAUTITOUV TTOAU apyd OTI T TTPOTUTTA AOQAAEIAG TOU TTAPOXOU OUVVEQPWYV TOUG
MTTOPEI va unv avTioTolxouv OTIG OIKES Toug. Ta TTpodc@aTa cuuBdvTa Tou "CelebGate™
Kal 0 ouppIBacpog Tou IAAS Tou Amazon gival Ta {wvtava TTapadEiyuaTa TETOIWV
areAeiwv. AuTd gival Ta TTEPIOTATIKA TTOU 08yNoaVv TOUG ETTIKPITEG VO OVOUACOUV QUTEG

TIG UTTNPETIEG WG eviaio onueio hack, avTi yia éva pdévo onueio atrobrikeuong.

Me 10 Big Data va €ival Adn TTpo Twv TTUAWYV TNG oUyXPOovNG £TTOXNAG, Ba utTdpgel
éva TEPAOTIO TTOOO TwV OEOOPEVWY TTOU TTAPAYOVTAl YIA TOUG TTAPOXOUG UTTNPECIWY
etriong. Me Tnv TANBwpa Twv dedopévwy TTou Ba £xouv, o1 DIOKOPIOTEG ATTOBRKEUONG
Ba TTPETTEl va evnuEPWVOVTAl Kal VO ao@aAifovTal ouveXxws. AuTd atTro@EpEl augnon
TWV KIVOUVWYV YIa ETTIKOIVWVIOKEG OUVOECEIG, OedOuEVOU OTI O AIOBNTAPES Kal Ol
OUOKEUEG Ba €TTIKOIVWVOUV Kal Ba AsitoupyoUv pe guaioBnTa TTpOoWTTIKA OTOIXEIa OAN
TNV Wwpa ota KavaAia. Me Ta dedouéva TTOU aTTOONKEUOVTAI O€ QUTEG TIG UTTNPETIES
cloud, umdpxel €miong o kivduvog va augnBei To spam, KaBwg o1 OIAKOUIOTEG
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OUVVEQWYV PETAKIVOUVTAI OUCIACTIKA aTTd PIa Yewypa@ikr) ToTTo0eaia otnv GAAn o€ Aiya

AETITA, avaAoya Pe TNV atraitnon.

2.2 151wTiIkéTNTAO OTO 10T

H duvatdmta evog atouou 1 HIOG OPAdAg OTOPWY va  ATTOPOVWVOUV —
ATTOKPUWOUV TTANPOPOPIEG OXETIKEG HE TO ATOUO 1 TNV OPAdA, €ival AQUTO TTOU KOAEITaI
ISIWTIKOTNTA. MEPIKEC POPES N IBIWTIKOTNTA OXETICETAI PJE TV AVWVUIa, dnAadn Tnv
€mMOupia va TTapapeivel KATTOI0C aTTapaThpnToS i UN avayvwpioBeic oto koivo. O
BaBPOG pe TOV OTTOI0 IBIWTIKEG TTANPOPOPIEG EKTIBEVTAI £CAPTATAI ATTO TO TTWG TO KOIVO
Ba ekAGBel auTtég TIC TTANPOPOpPIES. H IBIWTIKOTNTA €ival eupuTEPN OTTO TNV ACPAAEIA KOl
TrepIAauBavel TIC €vvoieC TG KATAAANANG XPrONG Kal TTPOO0TACIOg TWV TTANPOPOPIWV
[18].

2tnv TAnpo@opikr, 1IBIwWTIKOTNTA TNG TTANpogopiag (information privacy) n
[IB1wTIKOTNTA TWV Oedopévwy (data privacy) dev eival TTOAU KAAG QTTOO0A@NVIMEVOG
0po¢g, OTTWG OouuPaivel Kal YeEVIKA PE TOv TTPOCOIOPINO TNG £vvolag IOIWTIKOTNTA.
OuoiaoTika n IBIWTIKOTNTA TNG TTANPOPOPIAS ava@EPETAl 0TV CUCXETION METALU TNG
OUANOYAG Kal TNG d1adoon Twv OedOPEVWY, PE TNV TEXVOAOYIQ Kal TIG UTTOAOYIOTIK G
MNXOVEG, aAAG Kal e TO vouikG TTAQiolo Tou TI TrepIAapBavel n IOIWTIKOTNTA €VOG
aropou i piog opddag. Eival xapaktnpliooTiké Tng MNAnpo@opikng kai tng TexvoAoyia
OTI TTapEXoVTAl TTAATQOPUESG KAl EQPAPMOYES Yyia KOIvh XprAon Oedopévwy, PEOQ OTIG
OTTOIEC OMWG TTPOOTATEUOVTAlI TAUTOXPOVA KOl Ol TTPOCWTTIKEG TTANPOPOPIES TOU
aropou. Q¢  TIPOCWTTIKEG  TTANPOQYOPIEG, opifovTal aQuTEG TToU  JTTopouv  va
XpnoliyoTtroinouv, waoTe va TautoTroinBei To ATodo. 2TO onueEio autd, €ICEPXETAl TO
YVWOTIKO QVTIKEIMEVO TNG Ao@AAciag Twv [MAnNpo@opliokwy 2ucTnUATwy Yyid va
XPNOIMOTIOINCEl UTTOAOYIOTIKO UAIKO, AOYIOMIKO Kal avOpwITivoug TTOPOoUC yia Vva
avTIgeETWTTioOUV auTtd TO CATNUA TNG I1IBIWTIKOTNTAG TNG TTANPo@opiag. BePaiwg, n

duvatétnTa va eAéyxel KAtolog oT1o loT (kal ouolaoTikd oTo Internet) TToIEG
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TTANPOPOPIEG ATTOKAAUTITOVTAI YIa TOV idlov, Kal TTOI0G UTTOPEI va €xel TTpooBaocn o€

QUTEG TIG TTANPOYOPIES, atToTEAET éva CATNUA auéavopuEevng avnouxiag.

2TO0 onueEio autd, TTPETTEI va ONMPEIWBED 0TI N 18IWTIKOTNTA TNG TTANPOQopiag
armroteAei onuavtikd B€ua oTig Emyxeipriocig kar peydAdoug Opyauiopous (KpaTikoug,
VOOKOUEIQ, K.a.). H 1I8IwTIKOTATA TNG TTANPO®OPIag OTIG ETTIXEIPNOEIS / opyaviououg
ETTIKEVTPWVETAI  OTNV ~ JIOOQANION  TWV  TTIPOOWTTIKWY  OedOPEVWY  atmd  Un
e€oualodoTnuévo XpraTn, KabBwg Kal atnv dia@uAagn TNG EUTNIOTOOUVNG TWV TTEAATWV
ME TNV TTAPEPTTODION TNG KAKOBOUANG dpacTnpIdTNTAG, TT.X. TNG KAOTING TTPOCWITTIKWYV
OedopEvwy, euaiocBNTWY TTPOCWTTIKWY OeOOPEVWY (BEDOUEVA UYEIDG), TNV ATTOOTOAN
avetmouunTNG aAAnAoypagiag (spamming) Kai To NAeKTPoVIKO «wdpeua» (phishing). Ol
TTANPOYIEG TWV TTEAQTWYV TNG ETTIXEIPNONG PTTOPEI va gival €ite dedoPEVA XPAOTN, TTOU
arroTeAoUV  TTANPOQYOpPieG TToU CUAAEyovTal atmmd Tnv  emmixeipnon (dedouéva  Trou
OUPTTANPWVETAI O€ £QAPPOYEG aTTd TOV idI0 TOV XProTn, dedouéva TTou CUAAEyOVTOI
¢Uueca Kkai givar Ta peTadedouéva, OedopEva CUUTTEPIPOPAS XpProng, K.a.), EiTe

TTPOOWTTIKA dedOMEVA.

2.3 Ta&ivounon emoOécewyv oto loT

Baoikd péAo oTnv TagIvOUNon Twv ETTIBECEWV TTOU PTTOPEI €vag KAKOBOUAOG
XPAoTng va trpayuartotroioel oto 10T, atmoteAei n apxitektovikr Tou. H Tagivounon
Twv €mBéocewv akoAouBei Tnv apxiTektoviky Tou loT Kol Ta €TTiTTeda TTOU QUTO
dlakpiveTal. ‘ETO1, N TpWTN €IKOVA OXNUATIKA TNG TASIVOUNONG QAIiVETAI WG TTAPAKATW
(Eikova 9):
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Ewkova 9. Taftvounon kakopovdwv emféoewv Bactopévo ota enineda tov loT.

Em0Oéosic oTto Application Layer

O1 embéoeig oOTO  €TTTEdO  €QPAPPOYAG OTOXEUOUV  KUPIWG OTNV [N
eCoualodoTnuévn TTpdéoBacn oe euaiodBnTa dedouéva Tou XpAoTn [oT. O1 emmBEuevol
TTPOCTTAB0UV va EKPETAAAEUTOUV TIC EUTTABEIEG TWV TTPOYPAUMATWY Kal TwV dlapopwv
YEVIKA eQapuoywv (T.X. ME €veon Kwdika, utrepxeilion buffer, k.a.). Mia Tpocéyyion
yla va AdBel €vag pn e€ouciodoTnuévog TTPAKTOPAS TNV Adela 10000V O€ HIa EQAPUOYN
gival n mapatmmAdvnon — mapaxapagn TNG TAUTOTNTAG £VOG £YKUPOU XPnoTn. EKTOC atrd
auTég TIC €mMBEoelg, To Application Layer amelAgital atmd 100G, okouAkia Kai Trojans,
GAa kai GAAa KakOBouAa TrpoypdupaTta, 0TTws Rootkit, spyware, adware, Ta otroia

€TTIONG UTTOVOUEUOUV TNV I8IWTIKOTATA TWV XPNOTWV.

1. Code Injection: AuTA n €TTiBeon CUVETTAYETAI TNV €l0QYWYHA KAOKOBOUAOU KWAIKO

XPNOIUOTTOIVTAG OCQAAUATA TOU TTPOYPAUPATOS MIAG EQAPPOYNG, ME OKOTTO TNV
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KAOTT} OedopévVyY, TNV ATTOKTNON €AEYXOU TOU CUCTAMATOG KAl TV PETAdOON
worms. O1 1m0 KoIvéG €TTIBEoelg TTepIAauBavouy éveon keAU@oug (shell injection)
Kal €veon Me script HTML, em@époviag Tnv TrapamAdvnon Tng €ykupng
IDIWTIKOTNTAG 1) aKOWN Kal TV TTARPN KATApEUON TNG EQAPPOYNAG.

2. Buffer Overflow: Autq n €miBeon cuvetrayetal TTapaioon Twv opiwv Tou
KWOIKa 1 Oedopévwyv HPEOCW TNG agloTToinong Twv TPWTWV ONPEIWY Tou
TTpoypAuuaTog. TMoAAG TTpoypdupaTta  AEIToupyoUv HE MIO  TTPOKOBOPICHEVN
d1aTagn PVAUNG Yia Tov KWOIKa Kal Ta dedopéva Tou. O KakOBoUAog Xpnotng
ypdagel pia pokpd akoAouBia OedouEVWV OE MIO OUYKEKPIUEVN TTEPIOXN, ME
atmmoTéAEOua TNV UTTEPXEIANION TNG akoAouBiag TTépa atmmd TNV TTPOKABOPICHEVN
TeEPIOXN MVAPNG. To atmotéAeopa WPTTOPEi va  gival TpoTtrotroinon  AAAwv
OedouEVWY, N eKTEAEON KAKOBOUAOU KWAIKA fj N KATAOTPOPNA TNG PONG EAEyXOU
Tou TIpoypdupaTtog. O1  KolvEG  €mBECEIC  OTOV  KWOIKA  EQAPHOYWV
TrepihauBévouyv stack / heap buffer overflow, format string attacks, o@daApa o€
uttoAoyiouo integer fj double. To buffer overflow eival n ouxvoTepn emibeon o€
AOYIOMIKO, KOl PTTOPEl va emITPEWEI O €vav Pn €¢ouciodoTnUEVO XPHOTN va
QATTOKTACEI DIKAIWMPATA DIAXEIPIOTH KOl va EKTEAETEI auBaipeTo BIKO TOU KWOAIKA.

3. Sensitive Data Permission/Manipulation: Autd6¢ o0 TUTTOGC KAKOBOUANG
emMiBeong avagépeTal o€ TTApAvoun TTPOcBacn KAl - XEipaywynon  Twv
euaioBnTwy dedopévwy, TTapafialovrag Tnv I0IWTIKA (wr Tou XPAOTN €VOg
AoyiopikoU. AuTr n €TTiBeon ouviABwG eKUETAANEUETAI TIG EAAEIYEIC OXEDIAOUOU
oTa dIKAIWMPOTA TTPOCRACNG TV XPNOTWV OTO AoyIouIKG [19]. 'Exouv eTIdeIxOei
€MOEOEIG TTOU eKUETAAAEUOVTAI TO PJOVTEAO BIKAIWPATWY OTNV dlaxeipion Twv
epaphoywv oe SmartHomes [20]. EmimrAéov, Tponyoupevn €peuva avéAuoe Ta
YEYOVOTA TTOU XPNOIMOTTOINBNKAV yIa TNV ETKOIVWVIa WETAEU SmartApp Kai
SmartDevice. ZnueiwveTal 0TI Ta SmartApps kal To Ta SmartDevices armroTeAouv
éva 101aiTepa onuavtikG TTPEORANUA OoTNV GOQAAEI0 Twv OedOUEVWY Kal TNG
1I01IWTIKOTNTAG. 'Eva SmartDevice oTéAvel guaiobnra dedopéva oto SmartApp
XPnoIdoTTolwvTag cuppBdavra (events). To SmartApp xpnoIdoTIOIEl events yia

TTapakoAouBbnon Tou SmartDevice. QoTtdéo0, AOYywW TNG EANEIYNG ETTAPKOUG
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TTPOOTACIAG TOU event, autd UTTOPEI va TTPOKAAECEl dlappor) TG TTAnpogopiag
TOU event, Kal va TIPOKOAECEl coBapdTepn akoun PAAPn oTov XpnoTn.
Mpokeigévou va emAUBEl TO TTdvw aTTd Ta TTPoPAARuaTa, €xEl O TTPOTABEI £va
TTAQICI0 TTPOCTACIAG TWV EUAITONTWY dEDOPEVWY, dNAWVOVTAG TA TTPOTUTTA PONG
TWV dedopévwy [21].

4. Phishing Attack: ZTig emBEoeIg auTéG, 0 KAKOBOUAOG XPpHOTNG TTPOCTTOIEITAI OTI
gival TTPAYMATIKOG - VOUIMOG XPNOTNG O€ MIA €QAPMOYH, ME OTOXO TNV ARwn
€UQIoONTWY TTANPOYOPIWYV OXETIKA WE TOUG XPNOTEG TNG EQPAPMOYAG, OTTWG
KWOIKOUG TTPOCRACNG KAl OTOIXEIA TTIOTWTIKWVY KapTwyv. O ocuvnBEoTEPOG TPOTTOG
EKTEAEONG TNG €TTiBeong €ival TO nAekTpovikd Tayxudpoueio (e-mail), 6mTOU OI
XPAOTEG AVOiyOUV TO PVUMA KOl TTAPEXOUV O€ auTo TIG EuaioBnTeg TTANPOPOpPIES
TToU B€Ael 0 emIMBEEvoG [22],[23].

5. Authentication and Authorization: O pnxaviopog €Aéyxou TauToTTOINONG —
auBevTIKOTTOINONG €VOG XPNOTN O€ HIa epappoyr diadpauaTifel onuavTikd poAo
yla TNV TIPOOTACIa TwV TIPOCWTTIKWY Tou TTAnpo@opiwyv. O1 UTTAPXOVTEG
MNXaviopoi auBevTikotroinong dev YTTOPOUV va eyyunBouv TTAfpn ToToTToinon
otnv ac@daAieia TTAnpo@opiwv Xpnotn [24]. Q¢ aTTOTEAECMA, O EQPOAPUOYEG
MTTOpOUV va kateBdoouv (download) kakoBoula Trpoypduuara (payloads) 6tav
evnuepwvovTal o €KOOOT, TTAPEXOVTAG OATTOUAKPUOPEVn TTpooBacn oTov
KOKOBOUAO XPAOTN OE MIA OUOKEUN. 2€ €va AANO TTapddelyua, n EAAeIYn evog
TEAEIOU PNXOVIOPOU €AEYXOU TAUTOTNTOG Kal QUBVETIKOTNTAG TOU XPrOTn oTnv
ooun evég Smart Home, o0 KAKOBOUAOG XPAOTNG MTTOPEI VO €EKTEAECEI WN
e€oualodoTnuéveg TTPACeIC, OTTwS avoiyovtag mmopta (backdoor) ota AoyiopIKA

TOoU ouoTAiuartog [20].

EmBéocic oto Middleware Layer

To evdidueoo emmitredo (Middleware Layer) TTapéxel DI00UVOEDEIG KOl UTTNPETIES
yla 10 emmimedo e@appoyns. O KakOBoUAOG XPAOTNG WTTOpPEl  va emTeBei O pia
diadiktuakr utnpeoia (Web Service) yia va emnpedoel 10 €Tiedo e@apuoyng. H

€mTiBeon o€ dlakouioTy kKal oTn Bdon dedouévwyv Ba etrnpedoel TNV ACOQAAEId TWV
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TTANPOPOPIWV Kal TNV ao@AAEla AeIToupyiag Tou cuoThpaTtog. EmBéoeig oto cloud
OTOXEUOUV KUPIWG 0TAV XpHon TeXVIKWV virtualization kar ota dedopéva. O oTdX0G TNG
emiBeong oto Middleware Layer €ival n KaraoTpo@r] TG TOIOTNTAG TNG UTTNPECIAG

(Quality of Service, Q0S) Kal TNG IBIWTIKOTNTAG TWV XPNOTWV.

1. Flooding Attack in Cloud: Authi civar pia popery €mBécewv Apvnong
ecuttnpétnong oto cloud (Cloud Denial of Service, CDo0S). O1 kak6fouAol
XPAOEG OTEAVOUV OUVEXWGS AITAUATA O€ JIa uTThpeaia oTto 1o cloud, e¢avTAwvTag
TOUG TTOPOUG TOU KaI ETTNPEACOVTAG TNV TTOI0TNTA TNG UTNpPEeoiag (QoS). Otav 10
cloud system dIQTTIOTWOEI OTI N TPEXOUOA UTTNPECIA DEV UTTOPEI VO AVTATTOKPIOEI
OTIG ATTQITAOEIG, HETAPEPEI TNV ETTNPEACOMEVN UTTNPETIa 0& AAAOUG OIAKOMIOTEG
(Cloud Servers). Auté odnyei oe augnuévn Trieon epyaciag otoug GAAouUg
OIOKOMIOTEG, ME augnuévn TTBavoTNTa  KATAPPEUONG TOU CUCTAPOTOG Kal
TTAPOXNG TwV UTTNPECIwV cloud [25].

2. Cloud Malware Injection: O kak6PouAog xpAOTNG ME QUTOV TOV TPOTTO
€MMiBeong pTTOpEi va TpoTtroTroifoel OedONEVA, VA OTTOKTACEI TOV EAEYXO €VOG
OUCTHUATOG OTO VEPOG, KAl VO €KTEAECEI KOKOPBOUAO KWAIKA €I0AYWVTAG MIa
KAKOBOUAN utrnpecia A pia KakOBouAn eikovikry punxavr) (virtual Machine, VM)
oT1o cloud ) va ekyeTaAlAeuToUv €va instance uiag cloud utnpeaiag TTpPog €vav
XPAoTN. ATTOTEAEOUQ €ival va UTTOPEI O EMTIOEUEVOS va ATTOOTTACEl €uaioBnTa
dedopéva piag cloud utrnpeaiag [25].

3. Signature Wrapping Attack: To cloud xpnoipoTroliei utroypagery XML yia va
dlao@alioel TNV akepaidTnTa TNG utnpeciag. O  €IoBOAéAg  TPOTTOTTOIE
UTTOKAEPMEVO UNVUPOTA XWPEIC va akupwvel Tnv uttoypa@r]. O1 emmBEuevol
eKMETAAAEUOVTAI TIG EUTTABEIEC TOU TTPWTOKOAOU SOAP yia va TPOTTOTIOINGOUV
Ta PETAPEPOMEVA NAEKTPOVIKA unvupata. EmiTAéov, évag €ioBoAéag pe Tov
TPOTTO AUTO TNG €TTIBEONG PTTOPEI va eKTEAETEI QUBAIPETEG EVTOAEG KA AEITOUPYIES
WG VOUIPOG XpNoTnG TNG uttnpeaiag cloud [26].

4. Web Browser Attack: 210 cloud, T1O0 TpOYpauua Trepynong Web

XPNOIMOTIOIEITAI YIa TNV EKTEAECN EVTOAWV O€ QTTOPOKPUOPEVOUG OIOKOMIOTEG,
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OTTWG  €AEyXOG TOUTOTNTAG Kal €E0UCI0dOTNON €VTOAEG. AANNG TO idlo TO
TTPOYPAPHA TTEPINYNONG OEV UTTOPEI VA dNUIOUPYACEI KPUTITOYPAPNUEVA CHNATA
XML. O1 hackers ekuyetaAAevovtal autrp Tnv aduvapia yia va ATTOKTACOUV
TTPOOBACN XWpPig TauToTroinon - auBevTikotroinon. H cloud utnpecia pe Baon
TNV uttpeoia Web ptropei va dnuioupynoel pepikd petadedopéva (metadata), Ta
OTTOIa TTEPIEXOUV £VA PEYAANO MEPOG TOU TTEPIEXOMEVOU TTOU OXETICETAI PE TNV
uttnpecoia cloud kai TRV epapuoyn TG uTThpeaiag [26].

5. SQL Injection Attack: Me tnv evowpdtwon kwdika SQL ota dedopéva
€10000U, £va QVETTAPKWGS OXEDIOOPEVO TTPOYPAUMA UTTOPED Va gival EUGAWTO O€
TéTOIEG €mMBEoelc. O1 emTBEPEVOI XPNOIPMOTTOIOUV QUTEG TA EPWTAMOTA —
onAwoeig SQL (SQL queries or statements) yia Tnv eu@AvIon, TNV TPOTTOTTOINCN
N TV d1aypa® TWV EPNPAVICOUEVWY OEDOUEVWY O JIa e@apuoyr]. AuTo To €id0g
TNG €TTiBeong atreIAei OAOKANPES TIGC PACEIG OedOPEVWV KAl TA TTPOCWTTIKA
oedopéva Tou Xpnotn. Otav dIadIKTUOKESG EQAPUOYEC dEXOVTAI ETTIBECEIS TUTTOU
SQL Injection, n Tpéxouca ceAida TTapoucialel dIaQOPETIKA ATTOTEAECOUATA OF

oUYKPION UE TIG TTPAYUATIKESG TTANPOPOPIES [27],[28].

EmBéocic oto Network Layer

Ytrdpxouv TToAAG €idn SikTUwv o€ loT, yetalu Twv otoiwv 1o AIadiKTUO Kal TO
Acouppato Aiktuo AooBntipwv (Wireless Sensor Network, WSN). Ta SIa@opeTIKA
QiKTUA XPNOIYOTTOIOUV BIAPOPETIKA TTPWTOKOAAQ Kal ouoKeuég. ‘ETol, Kal o1 emBEoeIg
oTo €TTiTTedO DIKTUOU €ival €TTiong TTOIKIAEG. H TTI0 KoIvr) €TTiBeon gival n €1miBeon DoS, n
oTToia  PTTOpPEl va  €CavrtAnoel TOug TTOPOUG Tou OIKTUOU KAl va €TTNEEACEl Tn
d1a0e0IudTNTA TWV UTTNPECIWY ToU OIKTUOU. H SIKTUOKA Kivnon utropei va avaAuBei kai
va avaoAuBolv Kkal €Tal va UTTOKAQTTOUV ETTIKOIVWViEG. Me Tov TPOTTO aQuTO, €vag
KOKOBOUAOG Xp'nOTNG WTTOPEl va ekTEAéoEl Kal €TTiBeon emmavaAnyng. EkTdg autou,
UTTAPXOUV KOl OUYKEKPIUYEVEG €TTIBECEIC O KOUPoug OIKTUOU. AlakuBeuovtag €vav
KOuPo OIKTUOU, €IGBOAEIC TTOPOUV VA ATTOKTAOOUV UETABIOOUEVESG TTANPOPOPIES KAl VO
QTTOKTA)OOUV TOV €AEyXO TOU BIKTUOU, OTTWG N €TTIBECN €TTAVAANWNG Kai n €TTiBeon KATd

TOU avBpWTTOU-PECOU.
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1. DoS Attack: XZto diktuo, pia etriBeon Denial-of-service (etiBeon DoS)
ETTITUYXAVETAI PE TNV ATTOOTOAR] GAAETTAAANAWY AITNUATWY O€ HIA UTTNPETIa
ONUIoUPYWVTOG WG €K TOUTOU augnuévn KukAogopia oOTo OikTuo. AUTOG O
TUTTOG €TTiBeONg MTTOPEl va €6aviAnoel OAoug Toug dIaBEoiyoug TTOPOUG,
KaBIoTWwVTag Toug TTOPOUG TOu OIKTUOU Hn OIABECINOUG OTOUG XPrOTEG.
EmTTAEOV, TIOANEG PN KPUTTTOYPA@NUEVEG  TTANPOPOPIEG TWV  XPNOTWV
MTTOpOUV €TTiONG va odlappeucouv [7]. EKTOG auTtou, pIa KATAVEUNMEVN
emiBeon dapvnong egutnpétnong (Distributed DoS, DDoS) pumopei va
ouvdudoel TTOANOUG UTTOAOYIOTEG WG €TTiBeon o€ pia eviaia TTAATEOPUO
eMiBeong Kal va gexivijoel €mBéoeig DDoS o€ évav ] TTEPICCOTEPOUG OTOXOUG
[29]. Ol EMOETEIC DDoS EMMTUYXAVOUV QTTOTEAEOUATIKOTATA
XPNOIMOTTOIWVTAG  TTOANQTTAG  CUOTAPATA  UuTToAoyIOTWY. Ta  egeAiypéva
MNXavAhoTa  ptropouv  va  TTEPIAaPBAvouv  UTTOAOYIOTEG Kol  AAAOUG
OIKTUOKOUG TTOPOUG, OTTWG OUOKEUEG loT. ATTO éva uwnAd etritredo, Mia
emiBeon DDoS eival oav pia KUKAOQOPIAKK) CUP@QOPNON TToU KAEivel pE
auTtokivnTédpopo, eutrodioviag TNV TAKTIKA Kivnon va @T1doel oTov
€mMOUPNTS TTPoOPIoHO TNG [30].

2. Sybil Attack: O 71pdémmog e€miBeong auTOG OVOUAOTNKE €101 KATOTTIV
TTpoTdoews TG Microsoft® 1o 2002. e pia €mmiBeon Sybil, o emmBEuevog
QVOTPETTEI TO CUOTAPA @AUNG €vOG OMOTIMOU OIKTUOU, dnUIOUPYWVTOS Eva
MEYAAO apIBPO WeudWVUPWY TAUTOTATWY KAl TIG XPNOIMOTIOIEI yIa va
kepdioouv duoavaloya peyaAn emppor). H euttdBeia evog ouoThRPATOG
eAuUNG o¢ uia eTmiBeon Sybil eEaptdTtar amd 10 OGO PTNVA PTTOPOUV va
onuioupynBoulv TauTtéTNTEG, aTTd TO BaBUS OTOV OTT0I0 TO CUCTNUA QRUNG
OEXETAI €1I0P0EC aTTO OVTOTNTEG TTOU OEV €XOUV aAuCida E€UTTIOTOCOUVNG TTOU
TOUG OUuvOEel PE MIa agloTmoTn ovidtTnTa, Kol av To oUuoTnua @Aung
avTIueTWTTICEl OAa ovTéTNTEG. ATTO TO 2012, OTOoIXEIa £DeIEav OTI O1 €MIBECEIG
Sybil peydAng kAipakag 6a pTTopolcav va TTPAYUATOTIONBOUV HE TTOAU
@ONVO Kal a1TodOTIKO TPOTTO O€ UTTAPXOVTA PEAAIOTIKA CUCTAUATA OTTWG TO

BitTorrent Mainline DH [31],[32].
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3. Sinkhole Attack: Zmnv emiBeon aut) o1 hackers xpnoigotrolouv évav
OIKTUOKO KOPBO TTpooeAKUOVTAG pory OedOUEVWY OTTO TOUG TTIO KOVTIVOUG
KOuPBoug. ‘ETol, To oUoTnua Katd KATToIO TPOTTO EeyeNIETAl KOl Bewpei OTI TO
dedopéva TTou €xouv AdN @BACEI OTOV TTPOOPICKO TOUG. 2 éva aoUPUATO
diktuo aiodnmipwyv (WSN), T0 0 €IoBOAEAg MPTTOPEI va  XPNOIMOTIOINCEI
KOKOBOUAO KOPBO yia va TTpooeAKUCEl TNV KUKAO®Opia OIKTUOU, Kal OTn
ouvéxela Ta Oedopéva Tou aioBnTAPa UTTOPOUV va AEITOUPyoUvV KATA Tnv
BouAnon Tou hacker. [evikd, pia TETOIA €TTIBECN WIO GNPAVTIKY OTTEIAR yIa TA
WSNs kai 8a mTpéTrel va BewpnBei 0TI o1 KOPPBOI Twv alodNTAPWYV €ival KUPIWG
ATTAWMEVOI OE AVOIKTEG TTEPIOXEG KAl JE AdUVAUN UTTOAOYIOTIKN 1I0XU Kal I0XU
MTTOTOPIOG.

4. Sniffing Attack: Or1 emTIBéUEVOI XPNOIMOTTOIOUV CUCKEUEG KOl EQPOPUOYEG
sniffer yia va AdBouv TTAnpo@opieg Tou OIKTUOU loT, Kal OTn OCUVEXEID
e€aydyouv TTOAUTIPNO BedOUEVA YIa TTEPAITEPW ETTIOECEIS [33].

5. Traffic Analysis: O1 emmBéuevol xpnoiuoTrolouv gpyaAgia avaAuong Tou
QOopPTiOU ETTIKOIVWVIOG, ATOI TOV ApPIOUG Kal TO PEYEBOG TwV PETAdIOOUEVWV
TTOKETWY. OO0 PeYaAUTEPOG €ival O APIBUOG TwV TTAKETWY TTOU PTTOPEI va
avaAuBei, T6oo 1o TTOAUTINEG TTANpOoYopiec Ba cival dlaBéoiueg. AuTdg o
TUTTOG €TTIBEONG PTTOPEI VO £QAPUOCTEI 0€ KPUTITOYPaPNUEVA TTOKETA. ATTO
TNV avaAuon TnNG €TKoIvwviag evog Acuppatou Aiktuou AloBntipwyv (WSN),
MTTOpOUV va egaxBouv Tpia €idn tTAnpogopiwv. MMpwTov, 0 KAKOBOUAOG
XPAOTNG MTTOPEl va evroTrioel T dpaocTnEIOTNTA TOou OIKTUOU. AgUTEPOV, O
KAKOBOUAOG XPrioTnNG MTTOPEI va QTTOKTHOElI TNV QUOIKN BE0n Twv Onueiwv
aouppatng mpoéoBaong (Access Points, APs). TéEAog, 0 kakOBouAog XpAoTNG
MTTOPEl VO pdBel TIGC TTANPOQopPieg OXETIKA WE TOV TUTTO TTPWTOKOAAOU TTOU
xpnoigotroigitalr oto diadikacia PeTAdoong Twv TTANPOPOPIWY OTO BIiKTUO
[33].

6. Replay Attack: ZTtov TpOTTO €£TTiBeONC auTdv, 01 KOKOPBOUAOI XPrioTES
UTTOKAETTTOUV TTANPOQOPIEG HETAEU TWV OUO PEPWYV TOU DIKTUOU. Ta An@Bévta

MNVUOhoTa petadidovTal ETTAVEIANUUEVA PHETAEU TwV CEUYWV ETTIKOIVWVIOG, WG
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€K TOUTOU £EAVTAOUV TOUG DIKTUOKOUG TTOPOUG ETTIKOIVWVIAG. 2TNV TEXVOAOYia
RFID, n emiBeon aut cupfaivel ouxva OTIG ETTIKOIVWVIEG METALU TOU
avayvwoTn kKal Tng eTikéETag RFID. Autdg o TUTog eTtiBeong Ox1 povo
KATAVAAWVEI UTTOAOYIOTIKOUG TTOPOUG JETAEU TOU avayvwoTn Kal TNG ETIKETAG,
aAAG kKaTavaAwvel €TTiong Toug TTOpous TNG Bdong dedopévwy oTo back-end
ouoTtnua [34].

7. Man-in-the-Middle Attack: Autdg o TUTTOG €TTiBeong cival pia €TmiBeon o€
TTPAYMATIKO XPOVO, TTou CupBaivel JETagU OUO KOPBwY Tou BIKTUOU, OTaV
€vag KaKOBOUAOG XprioTng EI0AYETAl WG EVOIANECOG Kal TTANPEEOUTIOG O€ Hia
ETTIKOIVWVIAKA oUvod0 HETAEU dUO ouoTnUATWY OTO OikTUuOo. O KAKOBOUAOG
XPAoTNG KePDiCel Tnv  eumoTOoOUVN Twv OUO KOUPwv Kal  AauBdvel

TTANPOPOPIES Kal yia dUO KOPPBoUG — Pépn eTTIKOIVWVIAGS [35].

Em0Oéosic oTo Reception Layer

To Reception Layer xpnoiyotrolei peyaho apiBud texvoAoyiwv aiodntApwy Kai
TautoTroinong. O aioBnTipeg — KOPPoI evdg dIKTUOU OUVABWG gival XPNOIPOTTOIoUV
«ad hoc» dikTua yia va aAAdfouv duvapikad Tnv ToTToAoyia Tou BIkTUou. O1 KouBol
aiIodNTAPWV XPNOIKOTTOIoUV CuXVA acUpuaTn €TMKOIVWVIa Adyw TnNG SIAQOPETIKOTNTAG
TWV TTEPIBAAAOVTWY TTOU QvaTITUOOOVTAI, TO OTIOi0 €ival eKPETAAAEUCIUO aTTd TOUG
KOKOBOUAOUG XPAOTEG TTOU duvaTal va TTAPAKOAOUBACOUV TnV ETTIKOIVWVIA HETAEU
KOUPwv. AuTtd, o€ mOavoe cuvduaoud pe 1o yeyovog OTl, utropei évag hacker va éxel
aueoca @uoikf TTpdoBacn, n eKACTOTE €TTIBECN UTTOPEI va gival apkeTd cofapr, OTTWG
oupBaivel oTNV KAWVOTTOINON KOPTWV — ETIKETWV Kal O€ evEPyElEG TTAaoToypdenong. H
Texvoloyia RFID xpnoigoTtroigital eup€éwg, Kal ol hackers ytmropouv va KAtaoTpEWouv
TNV ETMIKOIVWVIO  METAEU TOu avayvwoTn kal Tng eTkéTag RFID, 1. péow

MTTAOKQpPiouaTog Tou ofjpaTtog RF.
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1. Unauthorized Access to the Tags / Tag Cloning: Ta cuotiuara RFID dev
OI0BETOUV  ATTOTEAECHOTIKEG TEXVIKEG TOUTOTIOINONG, ME OATTOTEAECOUA [N
€€oualodoTNUEVOUG XPNOTEG UTTOPOUV €UKOAQ va €xouv Trpéofacn OTIG
ETIKETEG - KAPTEG. 2Ta €AeUBepa TTpdoaong WSNs, o eiloBoAéag atTokTd
TTPOOPBACN HE TEXVIKEG «reverse engineering», PE OTOXO TNV UTTOKAOTN
oedopévwy oe kapteg RFID TexvoAoyiag, kal £TTeiTa TNV TTAACTOYPAPNON
TOUG ) TNV XPNOIKOTTOINCN TTPOCWTTIKWY dedopévwy [36].

2. RF Jamming: H idia n guon tng TeXxVoAoyiag padioouxvotntag (RF) kaBioTd
Ta acuppata Oiktua LAN (WLAN) avoixtd o€ pia TTOIKINiG JOVAdIKWV
emBéoewy. O1 TTEPICCOTEPEG ATTO AUTEC TIC ETTIOECEIC EKPETAAAEUOVTOI TO
Layer 1 (Physical - PHY) ka1 Layer 2 (Media Access Control - MAC) Tng
Tpodiaypa@ns 802.11. O kakOBouAog xprnoTng, wg jammer, ETTIXEIPEI VO
MTTAOKAPEl TO QuUOIKS oTpwpa Tou WLAN dnuioupywvtag ouvexeégs 66pufo
UWNANG 10x00¢ KOVTa 0TOUG acUpPaTOUG KOUPoUG — BéKTES Tou loT dIKTUOU,
ME OKOTTO VO EMTUXEI TNV TTAPEPTTOdION METAdOONG KAl KATAYPAPAG TNG
TTANPOYOpPIag Pe TNV €CAVIANON Twv TTOPWV TOU BIKTUOU KAl TNG EVEPYEIAG
TWV KOUBwvV [37].

3. Eavesdropping: Xpnoigotrolwvtag autd 1o €idog emBéocwyv, ol hackers
TTOPAKOAOUBOUV QTTOUAKPUOUEVA TNV ACUPPATN ETTIKOIVWVIO TNG OUOKEUNG
loT kal Tou KOPBou Tou BIKTUOU. Av N €TIKOIVWVIA YyiveTal e €va ouoTnua
RFID TtexvoAoyiag, o hacker xpnoOIPOTIOIEl PIa KEPAia yia TNV UTTOKAOTT Kal
Karaypa®rn Twv OedOPEVWY TTOU avTAAAAOOOVTOl PETALU TWV QOUPHATWG
ETTIKOIVWVOUVTWY ETIKETWYV — KAPTWVY KAl TWV avayvwoTwy Toug [38],[39].

4. Spoofing Attack: Ze ouvéxela Tou TTponyoUMEVOU TPOTTOU ETTIBECNG, OI
hackers pe OQpPKETEC YVWOEIC OTA  TIPWTOKOAAQ  ETTIKOIVWVIAG KAl
QUBEVTIKOTTOINONG — TOAUTOTTOINONG XPNOTN, €QPAPMOLOUV TEXVIKEG YIO va
TTPOCTIOINBOUV £YKUPO XPROTN KAPTAG KOl VO AVAYKACOUV TNV €TTavAaAnyn
Twv OIadIKACIWY TATUTOTTOINONG O€ €va OUOTNUA ETTIKOIVWVIAG KAPTAG —
avayvwoTn, ME OKOTO Tnv €EAVTIANCN TwWv TTOPWV Tou OIKTUOU Kal TNG
evépyelag Tou KéPPBou [39].
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5. Barrage Attack / Sleep Deprivation Attack: To Perception Layer eivai
OXETIKA TTEPIOPIOPEVO OE TTOPOUG Kal EVEPYEIA, YI'auTd Kal KABE KOUPOG
OIKTUOU XpnoIhoTIOIEl «Sleep mode» yia va TTapaTadei n evepyelakr 10XUG.
EkpeTaAAeudpevol auTtriv TNV aduvapia, ol KAKOBOUAOI XpriOTEG OTOXEUOUV VA
dlatnpicouv TOV KOUPO Of KatdoTacn AsiToupyiag yia Tnv ypriyopn
€€EAVTANON TNG €VEPYEIQG, TTOU OTTOOKOTTEI OTNV ATTOKOTIA TNG ETTIKOIVWVIAG

TWV KOUBwWYV TTou peTadidouv Kal cuAAéyouv dedopéva [40].
2.4 Zroixeia Ao@dAgiag otnv 10T Ne@oUTTOAOYIOTIKN

2UhQwva pe Pe Tov Zhou, Dong & Vassilako, avaloya pe TRV AEITOUPYIKOTATO
TWV OUOKEUWV KAl TWV UTTNPECIWY 10T, €XOUUE TO «OTATIKO», EVVOWVTAG UTTNPECIES
Cloud kupiwg aAAG Kal OTaBEPEG OUOKEUEG HETAdOONG TTANPOYopiag (TT.X. oTaBepég IP
KAMEPEG, sensors), Kal To KIivnTo loT, &TTou oucIacTIKA PETEXOUV Ol KIVATEG OUOKEUEG
Kal TeEXvoloyieg (TT.X. Kivatd TnAéQwva, mobile-Health technology, auTokivnta
connected pe 10 Internet, agpotmAdva, KATT.). Zuykekpipyéva avagEpouv 0TI «According
to the functionality, cloud-based loT can be categorized into static and mobile, the
latter of which is more challenging in protocol design». H Taxeia avarmtu¢n tng KIivnTAg
TNAEQWVIAG, N ETTOMEVN YEVIA TEXVOAOYIAG DIKTUWV OTTWG N TTEPTITN yevid (5G), Kabwg
kal To Cloud-based 10T, épepe OTO TTPOCKAVIO BEPATA AOQPAAEIOG KAl TTPOOTACIAG
oedopévwy. Mépa atrdé TNV yvwoTr EUTTIOTEUTIKOTNTA TTOU TTPETTEI va UTTAPXEI OTA
oedopuéva Tou loT, o1 ammaitioeig oe ac@aAeia atnv ve@ouTtroAoyioTikh Tou loT (Cloud-

based loT Threats) €ival yevikwg wg €€n1¢ [41]:

Identity Privacy: Ava@épetal oto yeyovog OTI n TauTdTNTA TOU XPAOTN TNG KIVNTAG
OUOKeUNG loT €ival TTpayuaTiki Kal TTPETTEl VA TTPOCTATEUETAI OWOTA. AV Kl N TEXVIKNA
TWV WPEUBWVUPWY €xel UI0BETNBEI eupéwg yia Tnv emmiTeuén autoUu Tou OTOXOU, Ogv

MTTOPEI Va avTioTaBei oTov SUVANIKO EVTOTTIONO YIa TO ATTOPPNTO TOTTOBETIAGC.

Location Privacy: To améppnTo TnG TOTToBETiag @aiveTal IdIaiTepa Kpioiun, dedopévou

OTI Ta ouxvd eKTEBEIPEVA N IBIWTIKOTATA TNG TOTTOBECiag Ba atmoKaAUWel TN cuvhBeia
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CwNAg Tov Xpnotn Tou loT. H TEXVIKN TNG WEUBWVUMPOTTOINONG YIa TNV ammoKpuyn TnG
Béong evog XpnoTn gival eupéwg d1adedOMEVN, OTTWG avaPEéPBNKE Kal TTApaTTAvw, aAAd
UTTAPXOUV aAyOpIOUOI TTOU UTTOPEI va XPNOIKOTTOINCEl €vag KAKOPBOUAOG XprioTng yia

vVa Yew- evToTTioel éva aAAov xprotn loT.

Node Compromise Attack: H emmiBeon oupfiBacuou — kOuBou avagEpeTal 010 OTI O
KAKOBOUAOG XpNOTNG aTTooTId OAES TIG IOIWTIKEG TTANPOYOPIES aTTO TIC OUOKEUEG loT
(atré Toug TMOpoug dnAadr), AvTIKABIOTWVTAG TEC PME KAKOBOUAEG OUOKEUEG TTOU E€ival
uTTO TOV €AeyX0 Tou. TETOIEG TTANPOPOPIEG UTTOPET va TTEPIAAUBAVOUV TA KPUPA KAEIDIA
KPUTITOYPAPNONG TWV TTOKETWV TNG TTANPOPOPIAG, TO IBIWTIKO KAEIDI TTapaywynig

WNPIOKWY UTTOYPAPWY, K.d.

Layer Removing/Adding Attack: Auth n eTiBeon cupPaivel 6tav pia opudda XpnoTwy
loT agaipei 3 TTPoCOETEl  emmiTTeda TTPOWONONG METAEU TOUG, MEIWVOVTAG N

MEYIOTOTTOILOVOVTAG TOV aPIBUS TwV EVOIAUECWY TTOUTTWV.

Forward and Backward Security: Adyw Tng KivATIKOTNTAG KAl TNG OUVAMIKAG
OlauépPWOnG MHIaG KOIVWVIKAG ouddag aoto loT, eival armapaitnto va eTmTEUXOEi
ao@aAcia otnv atrooToAr; Kal Aqyn TG TTAnpogopiag. To mpwto (forward security)
onuaiver 6t o1 mpdéoeata  ouvdedepuévol  xproteg  loT  ptropouv  pévo  va
QATTOKPUTITOYPA@HOOUV TO KPUTITOYPAPNUEVO unvUPaTa TTou EAR@Onoav YeTd, aAAd oxI
TTpIv atmd TNV évragh Toug otnv oudda. AvTiBETwg, To deuTepo (backward security)
onuaiver 0TI oI AVOKAAOUHEVOI OTNV OpAda  xprnoTteg loT ptmopouv povo va
QATTOKPUTITOYPA@POOUV Ta KPUTITOYPA@PNMEVA HPNVUMOTG TTPIV. OAAG OXI META TNV

avaxwpnon Toug.

Semi-Trusted and/or Malicious Cloud Security: To npI-agIOTIOTO HPOVTEAO
TTPOCTACIAG OTN VEQOUTTOAOYIOTIKI) TOU loT onuaivel 4TI TO CUVVEQO CUUPOPPWVETAI PE
TIC TTPOdIaYPAPEG ao@aAEiag, aAAG TTpooTraBei Kpupd va €gayel TIG IOIWTIKEG
TTANPOPOpPIEC aTTo TIG AAANAETMIOPACEIS TWV XpNoTwy [0T. Evw, To KOKOBOUAO POVTEAO

TTpooTaciag onuaivel 60T 0 KakOBOUAog XpHoTnG (TT.X. OIAXEIPIOTAG TOU OCUVVEQPOU)
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MTTOPEI VO KATOOTPEWEI auBaipeTa Ta TTPWTOKOAAQ €TTEIKOIVWVIAG. [ Tov Adyo auTo,

TTpétel va dlao@alifovTal Ta KATWO!:

e Input privacy: Ta dedopéva el0aywyrng atmmd KAAOTTPoaipeTo XprnoTn Tou cloud
TPETTEl va  €ival KOAQ TTpOOTATEUPEVA OTTO TNV OUVEPYIA  PETALU  TOu
ouvvcloudégou Kal eE0UCIOdOTNPEVWV ATTOBEKTWYV TNG TTANPOYPOPIaC.

e Output privacy: OTTOI00NTTOTE ATTOTEAECHO €6aAYWHPEVNG TTANpoQopiag armd To
cloud, Ba TTPETTEl va OTTOKPUTITOYPOQPEITAI PE ETTITUXIO EYKEKPIMEVOUG OEKTEG
Oedopévwy o€ auTo.

e Function privacy: H utrokeipevn Asitoupyia TTRETTEI va TTPOOTATEUETAI KAAG ATTO

TOV oUVOUAO UG TNG VEQOUTTOAOYIOTIKAG KAl TwWV KAKOBOUAwWV xpnoTtwv IoT.

H eméktaon tng vepoUtoAoyioTikhG (Cloud Computing) eival kai auth paydaia
w¢ atmréppola Tou AIOBIKTUOU. Z& TTOANEG TTEPITITWOEIG, N TEXVoAoyia Cloud tTapéxel 1o
eVOIGUECO OTPWHA HETAEU Twv TTPayudTtwy Tou 0T Kal Twv €@apuoywyv Tou loT,
KpuBovTag Tnv TTOAUTTAOKOTNTA Kal TIG AEITOUPYieC TTOU eival atrapaitnTeg. ETmiong,
MTTOPEI TTPOCPEPEI ATTONOKPUOPEVN aTToBrikeuon TTAnpo@opiac kalr avamtuén Kai
EKMETAAAEUON Ol10QOpwWV ePapuoywy dla péoou Tou Aladiktuou. Me Bdon autd, o
ouvduaouog 10T kai texvoloyia Cloud TTpoo@Epouv KivnTpa xpnoigotroinong, aAAd
gyeipouv Tautoxpova TToANG Béuata acealciag. Otav onuavTikéG e@apuoyEég oTo loT
TePIBAANOV  xpnoiuotroiouv  TexvoAoyia Cloud, autopdtwg eyeipovral epwThuaTa
OXETIKA HE TIG UTTOXPEWOEIG KAl TIC CUMQWVIEG emITTEdOU uTTNpEoIwy (Service Level
Agreements — SLAS) PJETAEU TwV TTAPOXWYV KAl TwV ISIOKTNTWYV TWV EQAPHOYWYV KAl TWV

IOI0KTNTWY TNG aTToBAKEUONGS TWV BEDOUEVWY O€ PUOIKOUG EEUTTNPETNTEG [42].

Ta kupldTepa Béuata aoc@aleiag atnv ve@oUTTOAOYIOTIK Tou loT €xouv va

KAvouv ue Ta €¢N1¢ [43]:

1. Erepoyéveia: Mia peydAn mpdkAnon otnv evowpudtwon tng texvoAloyiag Cloud

oto loT oxeriCetal pe Tnv eupeia eTepoyévela Twv OIABECINWY OUCKEUWY,
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AEITOUPYIKWV CUCTAPATWY, TTAATQOPUWY KAl UTTNPECIWY TTOU XPNOCIUOTTOIoUVTal
yId TNV avdaTtiTugn Kal EKPETAANEUCT) EQAPHOYWV.

2. Amédoon: O1 e@apuoyéc Cloud kar oF  apxITekTovikéG loT  €i0dyouv
OUYKEKPIPEVEG €TTIDOOEIG Kal aTTalTAoelg Quality of Service og diagopa eTiTTeda
(TT.X. OTnV €TMKoIVWVia, OTnV £Te¢epyacia — peTddoon — ammobrikeuon Tng
TTANPOPOPIAC).

3. AgiomoTia: O ouvduaoudg vepoUTTOAOYIOTIKNAG Kal 10T yia KPIoIUEG EQAPPOYES
eyeipel BEpaTa agloTToTiag, TTou OUVABWG TTPOKUTITOUV OTO TTAQICIO TNG £EUTTVNG
KIVNTIKOTNTAG. Na TTapddelyud, OUOKEUEG KAl OXAMOTA TTOU KIVOUVTAI OUXVA, HE
atmmoTéAeopa n SIKTUWON Kal N ETTIKOIVWVIA JETAEU TWV CUOKEUWYV KAl OXNHATWY
va gival ouyva diaAgiTTouoa, ETTIPEPOVTAC AVASIOTTIOTIA OTNV AEITOUPYIKOTNTA.

4. MeydAa dedopéva (Big Data): Me tov augavouevo aplBud diaouvoedeUEVWV
ouokeuwv oTo Aladiktuo, e€ival avdaykn va 0o00¢i 10iaitepn TTPOCOXH OTn
META®OPA, aTToBnkeuon, TPOoRAcn Kal ETTECEPYQOia TwWV TEPAOTIWV OF
TTOoOTATA  TTANPOYOPIKAG OedOUEVWY TTOU TTapdyovtal Kal dlakivouvrtal. H
TTavTaxou Trapouca KIvNTAH OUCKEUN Kal n dI1amepaTtdtnTa Twyv aliodnthpwy,
TTPAYHATI ATTAITOUV KAIJOKOUPEVES TTAATPOPHUES UTTOAOYIOTWV.

5. MapakoAoUBnon: Ztnv TexvoAoyia Cloud Trpémel va UTTAPXEI OUVEXNG
TTaPAKOAOUONON TWV UTTOAOYIOTIKWY TIOpWV OTO OUVWEPO, TNG OIaBEaIung
XWPENTIKOTATAG, KAl TwV avoBaBuicewy Twv £QAPUOYWY KAl UTTNPECIWV OEF

Béuarta aocpalciag.

ATTé TO TTAPATTAVW OnMEia, oupTrEpaiveTal OTI Ta Bépata  ac@AaAeia
VEQOUTTOAOYIOTIKWY CUCTNUATWY £PXOVTal Kal TTPOCTIBevTal O0Ta BEPATA ao@aAEiag Tou
0T, dnuIoUpyWVTaG £€va PeEYAAUTEPO TTPORANUATIOUS YyIa TNV EQAPUOYN TTEPICTOTEPO

OAOKANPWHEVWYV PETPWY TTPOOTACIOG.
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KepaAaio 3

ETiokd1TnOoNn 010 OUYXPOVO TTAQiICIO
TPOoOoTACING TOU 10T

3.1 Mpoteivopevo TAaiolo rpooTaciag oto 0T

To trpoteivopevo TTAQiolo oT1o AladikTuo Twv Mpayudtwy €xel va KAVElL YE TIG
YEVIKOTEPEG TIOMITIKEG aQO@OAgiag, TTou TIPETTEl va  aKOAouBouvTal  WOTE  va
TTPOCTATEUOVTAI Ol BIACOUVOEDENEVES |0T OUOKEUEG KAl KAT ETTEKTACT TA OEQOUEVA TWV

XPNOTWV Kal N IaKIVOUPEVN TTAnpogopia.

O1 apxitekToVIKEG 10T TTPOCQPEPOUV TEPAOTIEC OUVATOTNTEG OTNV MPETAdOON
TTANPOPOPIAg Kal OTnV ETIKOIVWVIA Twv XpNnoTwv. AANG Tnv idla OTIyPR, WG
OuVOUAONOG EVOUPHOTWY KAl ACUPHOTWY OIKTUOKWY KOPBWYV, O ApXITEKTOVIKEG 0T
KIVOUVEUOUV QaTTd TOUG KOKOBOUAOUG XpNnoTeg. 'ECUTIVEG OUOKEUEG (TT.X. KivnTd
TNAEQWVA, POAOYIQ, TNAEOPAOEIG, KAIMOTIOTIKA, Wuyeia, TTAUVTAPIA, K.A.), KAPNEPES Kal
otroladnToTe AAAn ouokeur) TTou ouvdéeTal OTo AIadikTuo, €ival eKTEBEIUEVN O€E
oTrolovonToTE KaKOPBOUAO XpnoTn. KakoBouAa eutropikd TTPOYyPAUMOTA UTTOPED va
EYKOTAOTOBOUV OTIGC OUOKEUEG 10T 1) ia KUBEPVNTIKA 1 YN KUBEPEVNTIKN TTYR MTTOPEI va

€I0BAAAEI TNV AEITOUPYIKOTNTA TNG OPXITEKTOVIKAG 10T evog oTITIOU.

To onuavtikG oToIxeio TNG OUOKOAIQG E€QAPUOYNG MIAG €vIaiag TTOAITIKAG
ac@aAegiag oto loT eivalr 0TI oI CUPPBATIKEG UTTOAOYIOTIKEG pnxaveg (oTaBepoi HYY,
laptops, servers, Kai KIVvNTA TNAEQWVA) AEITOUPYOUV UTTO CUYKEKPIPEVWV DIAXEIPIOTIKWV
KAl AEITOUPYIKWYV EQAPHOYWYV, WE MIa dieuBuvolodoTnon IPv4, Kal hJE CUYKPIVOUEVEG

UTTOAOYIOTIKEC duvaToTnTEC. Na Tov Adyo auTd, utropouv va BacioTouv o€ éva oTaBePO
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TTAQICI0 TTOMITIKWY ao@aAciag dIkTUou, TTou TrepIAauBavel firewalls, TTpoypdupara
TTpooTaciag, K.a.. Opwg, dev oupPBaivel 1o idlo pe 10 10T, yiaTi dev atmoTeAEl €va
OupBaTIKG SIKTUO UTTOAOYIOTIKWV PNXavnuaTwy. To 10T diaBétel évav peydho apiBuod
TTPWTOKOAAWYV ETTIKOIVWVIAG KAl TUTTOTTOINONG, TTOU Ola®OPOTTOIoUVTal aVAAOYWS TWV
OI00UVOEDEPUEVWV OUOKEUWY, AUEAVOVTAG TNV TTOAUTTAOKOTNTA O¢ Mia oTaBepry AUon
ac@dAeiag. H TrpooTtacia tou TrepIBAAAOvVTOG 10T Kkai n dlaxeipion Twv Bepdtwv
AC0@AAEIag UTTOPOUV va XwpPIoTOUV O€ Tpia €TTITTEDA, TNG CUOKEUNG, TOU OIKTUOU KOl TOU
Cloud (Eikéva 10).

Ewova 10 . [leprypa@t] onuavtikOTepmwv onpeinv ac@dieiag 6to loT.
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To onuavTikoTEPO B€ua otV ao@dAcia Twv 10T cuoTnudTwy cival n diapuiagn
Twv dedopévwy TTou peTadidovtal, aviaAAdooovTal Kal armoBnkevovTtal. Ki auto, yiarti
OEV UTTAPXOUV ETTAPKN TTPWTOKOAAO TTpoOTaCiag 1T Twv dedouévwy. MNa Tapadelyua,
UTTAPXOUV HEYAAOI TTPORANUATIONOI 0TV XPAON TwV £CUTTVWV POAOYIWV Kal GAAWV
PopNTWV OUCOKEUWV wearables, TTOu OUyKeEVTPWVYOUV dedOUEVA ATOMIKAG UyEiag, Ta
OTTOIx 01 EPTTOPIKEG ETAIPEIEG TTOU AVIKOUV TA AOYIOMIKA uyeiag, fitness, KATT., ytTopouv
VO OUYKEVTPWYOUV auTAv TNV TTAnpo@opia, eycipovrag Bépata 1I81wTIKOTNTAG. ' auTd
KAl N €QAPUOYI KPUTITOYPAPNONG TNG TTANPOQYOPIOG O AUTEG TIGC OUOKEUEG OTOXEUEI
oTnv TIpooTacia Twv OedOoPEVWY aATTO GAAOUG XProTeG Kal oTnv OlaxEipion Tou

OIKAIWMATOG TTPOCTTEAQONG TWV ATOMIKWY OEQOPEVWY ATTO AAAOUG.

Etreidf) TToANEG eTaipeieg IT kal TEXVOAOyiag, OEV EVNUEPWVOUV TOUG TTEAATEG
TOUG KOl TTOANEG POPEG YIA VA PEILWOOUV TO KOOTOG Oev AauBAavouv DIaXEIPIOTIKA PETPA
TTPOOTACIAG ATTO Malware, TTapaKATW TTOPATIOEVTAI CUYKEVTPWTIKA TTONITIKEG KAl HETPO
Ao @aAEiag, TTou oQeiAouv TOOO 01 DIAXEIPIOTEG KAl OXEDIAOTEG APXITEKTOVIKWY 10T 600

Kal Ol atTAoi XpNOTES TwV 10T oUoKEUWY va epapudlouv Katd To duvaTtov:.

1. Evnpépwon: H evnuépwon Twv XpnoTwv ot BEuaTta KAaAoU XEIPIOPOU Twv
EEUTTVWV OUOKEUWYV, KaBWGS Kal n emudppwon o€ Béuata ac@aleiag otnv
[MANpo@opik kKal OTIC ETKOoIVWwVIEG, aTTOTEAEI ONUAVTIKO Onueio  oTtnv
e€eNloOOuEVN ONUEPIVA] WN@Iakn €TTOXN. ATTO TNV TTAEUPpd TWV EIBIKEUPEVWY,
EPEUVNTWYV, KOl EPTTEIPOYVWHWY TNG TMANPO@OpPIKAG, Twv AIKTUWV Kal TnG
Texvoloyiag, n evnuépwon kal n Aqyn METPpWV TTPOOTACIAG yia ThV
QVTIMETWTTION KAKOBOUAOU AOYIONIKOU KOl KUBEPVOETTIOECEWY, ECUTTAKOUETAI YIA
TNV aOQAAEIQ OTTOIOUBNATTOTE TTANPOQOPIOKOU OCUCTANOTOG KAl OUCTAWOTOG
ETTIKOIVWVIAG.

2. AvaAuon Kivduvou: O1 opyaviopoi Kal oI ETTIXEIPACEIS TTOU CUuVABWG £Xouv
APXITEKTOVIKEG 10T, €ival KAAO va TTPAYMOTOTIOIOUV MPEOW  €EEIBIKEUPEVWV
ATOMWV HE YVWOoEIS 10T security, av@Auon KIvOUVOU Kal VO PETPOUV TOV OEIKTN
PIOKOU aOQOaAEIag OTIC APXITEKTOVIKEG TOUG, €iTe TTPOKEITal yia Ta LAN dikTud

TOUG TTOU dlooUVOEOVTal E EEUTTVEG CUOKEUEG €iTE PE TO AIAdIKTUO.
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3. Alaxeipion auBevrikotroinong: H Odiaxeipion Twv KwdIKwv €106dou o€
AOyapIiaopoUG €QAPUOYWY Kal 0€ OUOKEUES loT, Ta AeyoOueva credentials,
TTPETTEl va gival opBr}, TTou dev gival GAAO TTapd n TTIOTH THPNON TNG TTONITIKAG
TNG ouxvng aAlaynig Twv credentials ot emitedo client. Ta credentials dev
TIPETTEl va gival adUvapa Kal OUXVAG OvouaToAoyiag, evw TTPETTEl va aAAGdovTal
O€ TOKTIKO TTEPIODIKO Xpovo. [lpoTteivovral TTAvVIa OTO €UPUTEPO TTAQICIO TNG
ao@AAEIag, va gival £vag ouvOuao oG TOUAAXIOTOV 8 XapaKTAPWY, NE EVAANQYEG
KEQAAQIWY KAl PIKPWV YPOUUATWY, OAQOPIOUNTIKWY KAl ONUEIWV OTiENG, WOTE
va atro@euyovTal TMBOECEIG TUTTOU brute-force.

4. Evnuépwon UAIKo-AoylioHiKoU: O1 ouOKeUEG 0T TTPETTEI va EVNUEPWVOVTAI O€
firmware. O1 evnuepwuéveg eKOOOEIC TTEPIEXOUV KWOIKA QVTIMETWTTIONG TWV
VEWV OIATTIOTEUPEVWV EUTTABEILIV TWV CUCKEUWY KAl AOYIOUIKWV.

5. Firewalls: e €va atTrAd oIKIOKO OiKTUO, OAEG O OUOKEUES loT cuvdéovTal oTo
Aladiktuo. TMpokeiTal Kupiwg yia aiobnmpeg XaunAng 10XU0G Kal €Xouv
TTEPIOPICPEVOUG  UTTOAOYIOTIKOUG TTOpouG. Q¢ €k TOUTOU, OV UTTOPOUV VO
utTooTNPICOUV aKPIBA TTPWTOKOAAO KpuTTTOoypdpnong. MNa tov Adyo autod, eival
KaAd va eykaBiotartal o€ €va diktuo 10T éva firewall, pe okOTTO va TTPOCTATEUE!
TIC dlacuvdedepéveg  Ouokeuég.  EmmpocBeta, TOAAG  routers  €xouv
evowpaTwuéva Aoyiouikd firewall, aAAG dev eival 1600 atroteAeapaTiké 600 Ol
ouokeuég firewall. O cuvduaopudg dpwg Twv routers pe Ta firewall dnuioupyei
éva elkovikd OikTuo (VPN), ue atroTEAECUa O XProTNG va PTTopEi va ouvoeDei
OTO router Tou pe pia uttnpeoia VPN, KpuTIToypa@wvTag TNV OIKTUOKA Kivhon
[44].

6. Avavéwon Twv €utTvwv ouokeuwv: MTtopei n Ttexvoloyia va eCehiooeTal,
aAAG Tnv idla oTiyu €€eAicoovTal Kal oI TPOTTOI ETTIBECEWV TwV KAKOBOUAWV
xpnotwv. QoT1déoo, TPETTEI VO ATTOMAKEUVOVTAl OI TTOANIEG OUOKEUEG Kal VO
avTikaBiotavralr amd véag TexvoAoyiag, yiati ol TpwTeg dev PBacifovral oTa
VEWTEPA  TTPWTOKOAAG eTIKOIVwviag kai dlaBéTouv TTaAaIdTEPQ, Cexaouéva
credentials o€ emimedo e@apuoywyv client kai dlaxeipiong. Ze eupuTaTa diKTUQ

0T n diadikaoia avavéwong €xel va KAavel ue autd TTou ovopdadetal «lifecycle
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management», OnAadry Tnv dlaxeipion kal Tov €Agyxo armrdédoong Kal
AVTIKATAOTAONG TWV CUOKEUWV [45].

7. Xpaon dynamic DNS ka1 port forwarding: O1 OIQUOPPUOEIC QUTEG
EMTPETTOUV TNV AOQPOAECTEPN €I0000 €VOG XPNOTN O€ £va OIKIAKO 1 GAAo 0T
OIKTUO QTTOMOKPUOMEVA, KABWG XPNOIUOTIOIEITAI TEXVIKI] OUVOUOOUOU £VOG
domain name pe pia duvapik IP &ietBuvon. OAeg o1 GAAeG TTOPTEG OTIC
OUOKEUEG 10T, KAl OUYKEKPIMEVA OTOUG routers, TTPETTEI va ATTEVEPYOTTOIOUVTAI
€QOOOV deV XpnolyoTTolouvTal [46].

8. Xpnon mepijynong Wireless Internet Service Provider (WISPr) kait RADIUS
server: O1 TeXVIKEG AUOEIC AUTEG XPNOIMOTTOIOUVTAl OTTO TOUG BIAXEIPIOTEG TWV
0T TrepIBAAAOVTWY yia TNV auBevTiKOTToinon Kal Tnv €£oucioddTnon Twv
XpPnoTwv o€ acupuata diktua WiFi TTou diacuvdEovtal oto AladikTuo [47].

9. Kputrtoypdenon Twv Oedopévwyv: O  onuavtikotepol  aAyoépiBuol
KpuTrToypagnong eival o DES, o TripleDES, o AES, o DSA kai 0 RSA. MdAioTa,
0 aAyopiBuog AES, padi pe Tov DSA kai Tov aAyopiBuo Rijndael, amroteAouv Tov
eTionNuo cuvduaouo OTNV TTONITIKA XProNG Kal aviaAAaynig KpuTrToypapnuévng
TTANpo@opiag otov dnudaoio Topéa Twv HIMA. H xprijon tou AES, pdAioTa, otnv
acupuaTn  emKoivwvia  dlagaiveTal  atroteAeouarikotepn [48]. Emiong, n
KPUTITOYPA®NOoN TNG TTANPOQOPIaG OTIC APXITEKTOVIKEG 0T Kal €10IKd oTnv
vEQOUTTOAOYIOTIKA Tou [0T, atToTeAEl TTOAU ONPAVTIKO PETPO TTPOOTACIAG ATTO
KOKOBOUAEG evépyeles. ‘ETol, TTpétel va e@apudlovtal uEBodoI KpuTIToypd@nong
Twv OedOPEVWY TTOU avaKTwvTal, heTadidovTal Kal atrobnkevovTal otoug Cloud

Servers amo 0T ouokeuég [49].

‘Eva TTEPICOOTEPO CUYKEVTPWTIKO KAl OAOKANPWUEVO ICWG TTAQICIO ao@aAciag
oto loT TrpotdBnke amd Tov Zhang et al. to 2013 [50],[51] (Eikéva 11). To
OUYKEKPIPMEVO TTPOTEIVOUEVO TTAQIOIO ac@alsiag diaxwpileTal akoAouBwvTtag Tnv

APXITEKTOVIKA TwV cuoTnUATWV loT.
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Ewova 11. ApXLteKTOVIKT ao@aieiag cvotnudtwy loT

Mo avaAuTikd, oto Perception Layer TTou €ival TO KATwTeEPO €TTITTESO TOU 10T, OI
TTONITIKEG Kl T METPA TTPOOTACIAG ATTO  KOKOPBOUAOUG XPHOTEG QPOPOUV TNV
auBevTikoTToiNON, TNV 1I8IWTIKOTNTA, TV AVWVUMOTIOINON KAl TNV diaxeipion Kivouvou
Twv ouokeuwv (hardware). H auBevtikotroinon Kai n 181WTIKOTATA ETTITUYXAVETAI UE
aAyopiBuoug KpuTIToypdenong Kal Yn@Iokwy TTICTOTTOINTIKWY. H avwvupoTtroinon Twyv
OeBOUEVWIV TWV XPNOTWV ETTITUYXAVETAI PE TNV XPNON TEXVIKWY avwvupoTtroinong (k-

anonymization, kAT.). H diaxeipion kivOUvou €TTITUYXAVETQI PE TNV OTTOTiUNON TOU
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KivOuvou oT1o loT TepIBAAAOV TWV CUOKEUWY, N OTTOIa ATTOTINNON ETTIPEPEI KAl TAV
Xapa&n oTPATNYIKWY OTNV AvTIMETWTTION Twv hackers o€ Quoikd kal hardware eTritredo.

210 Network Layer trou TrepiAaudvel evoupuartn Kai acupuatn SIKTUwWOT, Ol
TTONITIKEG Kal Ta pETPa  TrpooTaciag armd  hackers a@opouv, opoiwg, TNV
QuBEVTIKOTTOINON KAl TNV I0IWTIKOTNTA TWV OedOUEVWY, KABWG KAl TNV ac@AAEIa OTNV
OpopoAdynon Twv dedopévwy. MNa TNV AuBevTIKOTTOINCON TTPETTEI va XPNOIUOTTOIoUVTAl
aAy6piBuol  KpuTITOoypa®nong point-to-point otoug OIKTUOKOUG KOuBoug. TlMa Tnv
ao@AAcia oTIG OPOUOAOYAOEIG, TTPETTEI VA XPNOIMOTTOIOUVTAI DIKTUAKEG TEXVIKEG VIO TNV

e€ao@alion TnNG SIKTUOKAG Kivnong Kal TNV avayvwpion eavwy KIvOUVwY Kal AaBwv.

210 Application kair Middleware Layer ol TTONITIKEG KOl Ta JETPA TTPOCTACIAG ATTO
hackers a@opouv Tnv auBevTiKOTTOINON KAl TNV IBIWTIKOTATA Twv OedONEVWVY OE
TexvoAoyieg Cloud kai Virtualization. Zuvdudadouv 1600 Aoyiopikd antimalware éoo kal

UAIKO-AoYIOUIKG oTnVv Xprion IPS/IDS TeXvoAoyiwv.
3.2 Néog Kavoviouég GDPR: 11 onuaivel yia 1o 0T

Mia BiBAioypagikry épeuva oTi¢ HIMA katédeife KATTOIOUG TTPORANUATIONOUS
METAEU TNG IBIWTIKOTNTAC TNG TTANPoQopiag Kal Tng aubevTtikotroinong oto IoT. Ol
TTPOBANPATIOUOI AUTOI APOPOUV ToV OXEDIAOUS KAl TO KAVOVIOTIKO TTAQICIO UTTNPECIWV
auBevTikoTroinong o€ TePIBANoOvVTa [0T. 2ZUYKEKPIPMEVA, N AVAOKOTTNON KATEDEICE
OUOXETION TWV TAUTOTATWY XPNOTWV KAl TwV OEQOPEVWY TTOU TTapdyovtal atro
TepIBaAAovTa 0T, Ta oTroia duvaTtal va odnyrioouv Toug KAaKOBOUAOUG XproTeEG OThV
EKMETAAAEUON TOU TTPOQIA KOl TWV TTPOOWTTIKWY dedopévwy Tou XpnoTn. ETriong,
KATEDEIEE TA KEVA QOQOAEIOG TTOU ETIQEPOUV TNV OTTOKAAUWN TWV guaioBnTwy
TTANPOPOPIWV TOU XPAOTN 0 AGANOUG XPNOTeG 0T Kal EUTTOPIKWYV OPYQVIOPWY —
TTapoxwv 10T 1Tou dlaTnpolv dedopéva Twv XPNOTWY, KABWS Kal TOUG TTEPIOPICHUOUG
otnv duvardétnta Tou XxpAoTtn loT otnv dlaxeipion kai oTnv TTapakoAouBnon Tng
IDIWTIKOTNTAG TOU O€ CUCKEUEG KAl UTTNPEECIEC O0TO |0T, TTEPIOPICHOI 01 OTToiI0I dUvaTal va
dleukoAUvouv TTapaBidoelg TG IDIWTIKOTNTAG Tou XPNoTn. Ol YEVIKOTEPES TTAPATTAVW

evoeitelg, aToxeuouv oTnv avaykn UTTapéng €vOG VOMIKOU Kal puBuIoTIKOU TTAQigiou
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OTOUG TTAPOXOUG OUOKEUWV Kal UTTNPEoIwV 10T, KAl &v  YEVEl OTOUG QPOPEIG
APXITEKTOVIKWV l0T, TTAvw o€ TEooePIC AEoveg yUpw aTrd Tnv dlIakIvoUuEevn TTAnpogopia

KAl TNV UAIKOTEXVIKN UTTOdoUNA TwV TTEPIBAAAGVTWY 0T

21nv diakpion (discrimination)
21NV 1I81WTIKOTNTA (privacy)

21NV ac@dAcia (security)

w0 N PR

2Tnv ouykatdBeon (consent) [52].

210 onueio akpIBwg autd, £pxetal o véog Kavoviopog GDPR yia va Béoel kartroia
TAdiola otnv EupwTraik) ‘Evwon (EE), aAAG Kal 0€ OTTOIOONTIOTE ETTIXEIPNMUOTIKA 1)

AaAAou €idoug dpaaTnPIOTNTA OE TTAYKOOUIO ETTITTEQO TTOU evepyei oTnv EE.

O véog Kavoviouég lMpootaciag lMpoowtmikwy Aedopévwy (General Data
Protection Regulation - GDPR) 1ng EE e€@papuodotnke amd tnv 25" Mdiou Tou 2018,
KATOTTIV TTOAAWV TTEPIOTATIKWY ETTIOECEWYV KAKOBOUAWY XPNOTWV O€& TTANPOPOPIOKA
ouoTuarta TnG Eupwtng kai TG avdaykng evog «roadmap» yia TNV TTPOCTACIA TwWV
0edouEVWY VO opyaviouou / eTTixeipnong / 1I81WTIKOU QopEéa, TTOU apopouV EUaioBnTeS
KAl TTPOCWTTIKEG TTANpo@opicg. KABe pia atmod TIg TTpoava@epOEVTEG OVIOTNTEG TTPETTEI
va d1aBétouv €vav YtreuBuvo Emegepyaciag Aedopévwy (Data Protection Officer —
DPO), aAA@ kal GAAOUG avBpwTTOUG HE OPIoHEVEG appodIodTnTeS [53]. 'Eva T1TOAU
OnNUAvTIKG oToixeio otov Kavoviopd GDPR gival 611 oTnv TTpOCTACIa TWV OEQONEVWV
Oev €CeTdleTal 0 TPOTTOG TTOU AKOAOUBEiTal yia Tnv KAtaypa@ry, amoBAKeuon Kal
ac@aAeia Twv Oedopévwy  (Wnelakd Eyypaga, nXnTiIkG Oedopéva Kal dedouéva

Bivreookd1TNONG, K.A.) [54].

O Kavoviopuog GDPR Trepiéxel TTOAEC TTPOBAEWEIC OXETIKEG PE TOUG KIVOUVOUG
Twv ouyxpovwyv TexvoAloyiwyv. QoTé00, TO auoTnpd KavovioTIKO TTAQicIo iowg eival
AVOTTOTEAEOUATIKO YIa TRV BIa0@AAION TwV BePdTWV ao@aAEiag TNG 181WTIKOTATOG
oedouévwyv  Twv  Xpnotwv ota loT ouotiuata. EmmpdoBeta, iocwg eival

AVATTOTEAEOHATIKO OTNV  AVAANWN UTTOXPEWOEWY TWV EUTTOPIKWY  ETAIPILOV  TTOU
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utToOoTNPICOUV TEXVOAOYIEG 10T Kal dilatnpouv dedopéva. [MevikdTEPA OUWG, OTO TTAQICIO
TWV TEXVOAOYIWV BIATTIOTEUONG KAl TAUTOTTOINONG TOU XPNOTn OTIG TEXVOAOyieg 10T, o
GDPR Trapéxel €va IKavoTroINTIKO 0dnyo yia TN VOUIKA TIpocapuoyrl OAwv Twv
EMTTAEKOMEVWV QOPEWV TTOU BIaXEIPICOVTAl TTIPOCWTTIKA dEdOUEVA, AVEEAPTTWS XWPAG
mTpoéAeuong. Voo ol Texvohoyieg 0T ouAAéyouv, artroBnkeuouv kai diapoipdlouv
TTANPOPOPIEG, €I0IKA OO0V aPopd TTPOCWTTIKA dedouéva, o Kavoviouds GDPR eivai
UTTOXPEWTIKO va agloTroinBei wg €KAOTOTE KUBEPVNTIKI TTONITIKN YIQ TOV OXEQIQONO Kal

epapuoyn 0T apXITEKTOVIKWV.

KdaBe ovrétnta (opyaviopdg / mixeipnon / dnPOoiog 1 101WTIKOG QOPEAG, KATT.)
TIPETTEl va CuppopwveTal e Tov Kavoviopo, va eivar dnAadry «GDPR compliant».
O1r67€, TO 010 10XUEI KAl VIO TOUG TTAPOXOUG, EUTTOPOUG, ETTIXEIPNOEIG, KAl OTTOIAdNTTOTE
ovtoTnTa TWV 10T cuoTnuaTwy. O Kavoviopdg €xel ammAwBei kai Trépav NG EE, kaBwg
TTOMEG eTaupeieg 10T eival TTOAUEBVIKAG 1810KTNOIOG Kal ouvepyaoiag. Or KPioIheS
AvVOQOPEC OTNV  OXETIKN Bepatoloyia Trepi  IOIWTIKOTNTAG, QUBEVTIKOTTOINONG  Kal
TauToTToinONG OoTa cuoTANaTa loT, TTepIAapBdavouv pia ogipd ammd Apbpa Kal ava@opika
Keipeva otov Kavoviopd. Ztoxeuouv dg, oTnv TTARPN evapudovion OAwV Twv OVTIOTHTWV
— @opéwv TeXVoAoyiag 10T oe €CUTTVEG OUOKEUEG, KIVNTO evepYO €EOTTAIOUO, EEOTTAIOUO
acupuaTng TeExvoAoyiag, aiobntipwyv, utnpeciwv loT Cloud, kKA. O GDPR kdvel

1I01aiTEPN Pveia oTa ApBpa TOU OXETIKA JE:

» Tnv dlo@dveia, TNV ammoBrikeuon, Tnv TPOoRacn Kal TNV ETTeCepyacia Tng
SIOKIVOUHEVNG TTANPOYOPIaG.

»  Tig dIadIKACIEG EVNUEPWONG KAl CUYKATABEONG TWV XPNOTWV.

» Tig autopareg OIadIKaoieC O0€ OUCTAMATA UTTOOTAPIENG ATTOPACEWYV Kl
dlaxeipIong TTPOPIA XpPNOTWV.

»  Tig ao@aleig dladikaoieg oxedIAOUOU CUOKEUWY KAl NAEKTPOVIKWY UTTNPECIWY,
TUTTOU «privacy by design» kai «privacy by default».

» Tig diadikaoieg ekTiunong Tng TpooTaciag Twv dedopévwy (Data Protection
Impact Assessment — DPIA).

»  Tig TTONITIKEG TTPOOTACIAG OTTO KUBEPVOETTIBETEIG.
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» Tig TIONITIKEG KATOAYPOQPNG KOI EKTIUNONG TNG OTTWAEIAG ) UTTOKAOTTAG N
TPOTTOTTOINONG DEDOUEVWV.

» Tig TIONITIKEG KATAYpPA®NG TnNG pPONG dlakivnong Kal KAtaxwpenong Tng
TTANPOYOPIaG.

H emppory Tou GDPR, KATOTTIV TWV AVWTEPW, EivVal EPPAVHG OTOUG DIAXEIPIOTEG
Kal TTapodxoug loT TexvoAoyiag, KaBwg TTPETTEl, OTTWOONTIOTE Kal KAT €AAXIOTOV, VO
OUMMOp@WVOVTal 0€ OIadIKOOIEG EVNUEPWONGS TWV XpNoTwv 0T, Aoyw NG €AA&Iyng
TEXVIKA TUTTOTTOINUEVWY PEBOOWY TTpooTaciag Twv dedopévwy. O1 dnAwoeig DPIA atmo
ToUug 0T TTapdxoug AauBdavovtal WG avagloTTIoTEG JE PACN TNV UTTOKEIYEVIKOTNTA TNG
agiog Twv TTPOCWTTIKWY BEBOUEVWY TTOU TTapdayovTal Kal diakivouvTal dla JEoOoU Twv

0T CUOKEUWYV KOl UTTNPECIWV.

Ev 1éAel, o véog Kavovioudg GDPR €xel aueon emippor) oto 1oT. O1 apxég
OUPHOPPWONG Kal TTPOCAPUOYNS TWV IT QUOIKWY KAl VOUIKWY TTPOCWTIWY, YUPW aTTO
TNV OIAQAVEIA KAl TNV TTPOCTACIA TNG TTANPOPOPIaG 0 oXEoN KE TIG duvATOTNTEG KAl TNV

epapuoyn autwy aTo loT, cuvowilovtal wg £¢A¢ [55]:

1. Apxn NG dlapavelag Kal oUvvoueg O1adIKATIEG TTPOOTACIOG TWV TTPOCWTTIKWYV
OedoUEVWVY TWV XPNOTWV atrd oTToladATTOTE ovToTNTa dlaxeipiong OedOoUEVWV
(data controller): atraitouvtal evépyeleg oTo 10T Kal eQappoleTal SUOKOAQ.

2. Apxn Tou TTEPIOPICPOU OTNV CUAAOYN Kal EKUETAAAEUOn Oedouévwy atrd TOug
data controllers: atrairouvtal evépyeieg 010 10T Kal €QapudleTal SUOKOAQ.

3. ApxA Tng dlaTAPNON TNG AKPIREIAG KAl TWV TTANPOPOPIWYV: ATTAITOUVTAI EVEPYEIEG
oTo loT Kal epappoleTal SUOKOAQ.

4. Apxn Tou TTEPIOPICUOU TOU XWPEOU aTToBNKEUONG TTANPOYPOPIas: €QApPOCIUNO OTO
0T, aAAG €pxeTal o€ oUYKPOUON HE TA CUHMPEPOVTA TwV dlaPopwyV IT ETAIPEIWV.

5. ApxXA TNG aKePAIOTATAG KAl TNG EUTTIOTEUTIKOTNTOG TWV OEDOUEVWV: ATTAITOUVTAI
evépyeleg oto loT (device identifiers, apps identifiers, cookies, k.a.), aAA& €10IKA
yia Ta acuppata LAN dikTua kal TiIGg TexvoAloyie¢ RFID kaptwv gival dUoKoAa

EQPAPMOCIYN, YIA TNV TTPOCTACIO AUTWY aTTO KUBEPVOETTIOETEIC.
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6. ApxAG TnNG €ubuvng kataypa®nig TG PONG Tng TTAnpogopiag: or DPIAs civai

OUOKOAQ epapudoiueg oTo 10T, aAAG ATTAPAITATES KAl UTTOXPEWTIKEG.
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KepaAaio 4

2UMTTEPAOCHOTO

H 10T texvoloyia civar mmapdv kai 1o pEAov Tng avAakel. Méxpr 1o 2050 ol
«EQUTTVEG» TTOAEIG (smart cities) Ba eival yeyovog, pe TrepIcoOTEPA  at1rd 50
OIoEKATOUMUPIa  OIOOUVOEDEUEVEG OUOKEUEG, @aivOopevo yvwoTd wg “Machine to

Machine (M2M) connections» (Eik6va 12).

Ewdva 12. Machine to Machine 8iaocuvdéoeig oto IoT.
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To loT emnpeddsl 6AOUG TOUG TOMEIG TNG OUYXPOVNG KoIvwviag, OTTwG Thv
Evépyela, tTnv Yyeia, 11 Metagopég, tnv Biounxavia, tnv Anudéoia Ac@daAeia, tnv
TpamedikA KATT. TitTroTa dev QaiveTal va OTEKETAI EUTTODIO OTNV AVATITUEN Tou 0T TTapd
MOvOo Ta ¢nTApaTa TG aoc@dAciag. 'Hon, wearables, éEutrva autokivnta, 10T KAPEPES Kal
smart devices, K.d., KOTAKAUCOUV TOV KOOWPO. ETTITTPOOOETWG, N YEIWON TWV TIJWV O€
KOOTOG OUOKEUWYV, BiIoKwVY atrobrikeuong, avakatackeuaopévwy (refurbished) evepywy
€EOTTANIOUWY, N PEIWON TOU KOOTOUG QVATITUENG EQAPUOYWY, KABWG Kal n €Aeucn vEwvV
KAIVOTOPWY  TEXVOAOYIWYV, OTTWG N avdamTtuén OIKTUWV OTITIKWY VWYV, OIKTUWV
TEXVOAoyiag 5G, KATT., avoiyouv OIATTAaTa TO OPOMO yIa TNV ETTEKTAON Twv 0T

TEXVOAOYIWV Kal TNG dlacuvdeong TOO0 PETAEU TOUuG 600 Kal hE To AladiKTuO.

H texvoloyia dlatrioteuong Kal TTPOCTACIAG TNG TTANPo@opiag oTo 10T E€Xel
onuioupynoel TTOANG  epwTApaTa KAl avnouxieg. QoTO00, HEXPI OTIYMNG €XOuV
UAOTTOINBEI Kl CUVEXWG AVATITUOOOVTAI TEXVOAOYIEG, TTOMITIKEG KAl BECUIKA KEiPEvVa,
TTOU OTOXEUOUV OTnV augavouevn dlao@AAIon TNG ETIKOIVWvIag, Tnv dIao@AAIon Twv
TTPOOWTTIKWY KAl €uaioBnTwyv  Oedouévuv  TwV  XPNOTWYV, Kal TV  OTTOTPOTIN
oTToIa0OATTOTE KOKOPBOUANG evépyelag. Ta ouoTruarta 0T dnuioupyouv Kal ouvTnpouv
TEPAOTIEG TTOOOTNTEG WNPIOKWY OEOOPEVWY, TTOU TTaPAyovTal aTrd dIOPOPETIKEG TTNYES
Kal OIaKIVOUVTal O€ OIAPOPETIKEG OIKTUAKEG OlaouvoedeuéveG OUOKEUES. O1 XaunAég
EVEPYEIOKA OUOKEUEG 10T Kal n EAAEIWPN OEOUEUCEWY KOl EAEYKTIKWYV PNXAVIOUWY O€ 10T
ETAIPEIEG KAl KPATIKOUG QOPEIG avTioToixa, KAtaoTei Ta TTepIBAAAovTa 10T eudAwTa o€
emMBOEoeIc KakOBouAwv xpnotwyv. O Kavoviopdg GDPR oToxeuel OTIC TTEPAITEPW
EVEPYEIEG VOUOBETiag Kal dNUIoUPYIaG €AEYKTIKWY PNXAVIOPWY Ot €0OVIKO eTTiTredo,
KABwWG Kal O€ TTEPAITEPW TEXVIKEG EVEPYEIEG OTTO TOUG IBIWTIKOUG Kal dNUOCIoUC POpPEIC
IT TexvoAoyiag, ye okommd va KaAu@Bouv 6co 1o duvartdv Ta (NTAMOTA ao@PaAEiag

OedouEVWY, XWPIG va TTapakwAUovTal o1 UTTNEECiES I0T.

MapdAeg TIG BIATTIOTWOEIG KAl TA TTPOTEIVOUEVA PETPA QOQAAEiag yUpw atrd 1O
0T, ouvexwg AauBdvovrar véa PETpa Kal dnuioupyouvTal véa AOYIOMIK& yia Tnv
QVTIMETWTTION TWV EUTTOBEIWV TWV CUCKEUWV Kal Aoyiopikwyv loT. Qotdoo, yia Tov

TTEPIOPIOHO TWV KAKOBOUAWYV €TTIBECEWY Kal TNV EKUETAAAEUON aduvauiwy oTa did@opa
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OUCTAUATA, ATTAITEITAI N euaioBnToTToinON Tou KOOUoU oTa ¢nTruata TNG AoCPAAciag
TwV MNANpo@opIoKWY ZUCTNUATWY €V YEVEL ZTNV XWPa upag kal dieBvwg, dieEdyovTal
paBAuaTa  YmoAoyiotwy, [MAnpo@opikng, [Mpoypaupartiopou  kal  Aladiktuou. O
OIETTAPEG OTIG NAEKTPOVIKEG OUOKEUEG Kal n d1adiktuwon pe Tov lMaykdopio 1070,
ATTaITEN Kal TRV KAT eAdxioTov ektraideuon otnv AlX kKal oTa aTopIKG Kal cuAAoyika

METPA TTPOOTOCIOG.
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