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Evyoprotieg

Nuwbo v avdykn va gvyapiotiom ™ untépo pov Evayyedia mov pe vrootipiée kab’oAn
N S1APKELD TOV TPOTTLYLUKDOV KO UETOTTVYIOKOV GTOVOMV HOL KOl TOV SVOTLUYMG «EPVYE» TOAD
TPOCEUTO OO KOVTA LG OEA® Vo EVYOPLOTHCM EMIONG, TO TATEPA LoV, ABAVAGLO Kot TIG AOEPPES
pov, Mapia kot Avactacio yio tn Katavonon, TV vrosTNPEN Kot Kupiog mov ftav mivia dimio
pov apwyol og ke eunddio gite ehkoro gite SVoKOAO OV pov guoviiotav. AStoonueiowt gival
Kol 1 vrootnpEn Tov emiPAénovta kvpiov Baciiakoroviov MiyonA, Avarinpwt) Kabnynt) oto
Tuqpo Hiextpoddyov Mnyovikov kot Mnyovik®v YTOAOYIGTOV amd TOV 0moio S0 TNKUUE TO
péonpa [poyopnuéva Oépata Bdoswv Asdopévov kat epnrodtice T1g yvaoelg paog. H tpdtaon yuo
TO GUYKEKPLUEVO BEUA pe EKOVE VO EPELVNOM €vaL VEO Y10 EUEVO KOUUATL TOV PAcewv dedopévev
Kot Tov gvyaplot® Bepud yroo T Ponbeia tov, Yo T cvvepyasio pag, mov pe katevbuve Yoo TNV
gmTLYN eKTOVNON NG Topovsag epyaciag. Télog, Ba NBela va gvyapiomom T Tevikny yatpd
kupla [oOAn Xatlinoie&idoov yo Tig TANpoeopiec mov pov dbece amd tn OKn NG GKOmd
OYETIKA E TIC aVAYKEG OV €Yl 0 Bepdmmv YaTpdc Kot Tor dedopéva Tov TPEmEL va £yl dabéoa
KOTA TV ANy ToQAGEMY.
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IHepiinyn

2TC UEPEC WOG TOPATNPOVUE, TNV OAOEVA UEYUADTEPT KOTOVAAMOTN TPOIOVI®MV Kot
VINPESIOV PECH TOL AtadikTvov. O Topéag TG LYELNG, TOV Eival TPMOTOPYIKNG ONUAGTG Yo KAOE
oAl KéOe Kpdtovg dev Bo LTOPOVSE VO UMV EMNPEACTEL ATO QLTI TN GLVEXMG ALEAVOLLEVT TAGT).
Ot moAiteg pécsa amd To KOvmviKd SikTua oAAG Kot To SLOSIKTVAKA TATPOPOPLOKE GLGTHILOTA TOV
€xovv owkodounOel umropovv dpeca 1 ELUEGO VO XPNCLLOTOOVY EQAPLOYES TOV ALPOPOVV TNV VYElL
toug. [To ovykekpyéva, 1n ypNon SAdIKTLOKOV EQPAPUOYDY TOV E€lval TPOSPACIIES HEC® NG
YPNONG TMPOCOMIKAV VTOAOYIGTAOV KOl KIVNTMOV GULOKELAOV 1KOVOTOEl okOHo KOl TOLG 7o
QITOLTNTIKOVG YPNOTES, OUMS EAAOYELOVY JAPOPOoL Kivouvotl, Yy’ owtd Ba mpémel va axoiovBodvtan
oVYKeKPIEVES HEDOJOL TOGO Yo TN JOESILOTNTO TOV €V AOY® CLOTNUATOV OCO Kol Yo TNV
AGPAAELD TV OEDOUEVMV TTOV EUTEPLEYOVTOL GE AVTA.

YuveyiCovrag, a&loonueimto givorl kot To TpOPANpa Tov evtomileTol 6TOVG TPOTOVS KOl OTIG
puebodovg amobnkevong TV evaicOnNTOV 10TPIKOV OedopéVmV, To. omoio petafdAlovtal Kot
avédvoviar cuveyws. H petaforn tov watpikodv dedopévav e BAon T EKAGTOTE ovAyKes 0dnyet
otV UeTaPfor TV Pdoewv dedouEvOV TOL VT amofnkedovial. AVTO amOTEAEL OMUAVTIKN
TPOKANoN ywo v emomun ™¢ [TAnpoeopikng kot twv Tnienikowvovidv. T'a to Adyo avtd otnv
TOPOVCO, EPYOCiO, TEPLYPAPETOL TO TPOPANUA ATOONKELONG TOV 1WIPIKOV OEOOUEVOV, KOl
ueketdran vog véog Tpdmog amobnkevong o€ oxectakt Paon dedopévav pe medioa JSON.

Yta kepdAota g SatpPng avtg, Tapatifevior ol amdmelpeg Yo TV otkodounon eHealth
kot mHealth epoppoy®v, £pappoyés mov YPNCGYOTOIOVVTIOL EVPEMS KOl TOL TPOKELTOL VL
ypNoonombodv 610 dueco pEAAOV ot Ydpo pog, Omwg to Xvommuo  HAektpoviknig
ZVVTayoypaeNoNG Kot T0 GUGTNLA GYETIKA pe To Zuvontikd lotopwd Yyelog avtictowyo. Meietdton
1 GY€0100T] TOVC, TO TAEOVEKTI AT TOVS, TO. TPOPANLOTO TTOV TPOEKLYAV, Ol TPOTOL EMAVGTG TOVG
OAAG KO 1] ONUOGTIO TOV 10TPIK®OV dEG0UEVAOV Yo TN PEATIOON 0T ANYN 0TOPACE®Y TOV APOPd
mv vyeln tov moMte®v. EmmAéov, ovagépovior To mPOTLMO KOl 1M K®OWKOTOINGN 7OV
aKolovBoHvTal Yoo TV O1KOOOUN OGN CLGTNUATMOV TOL APOPOVV TNV VYEIN, DCTE Ol EPUPUOYES VOl
yopoktnpilovtar oamd SAEITOVPYIKOTNTAL.

Téhog, om mapovoo epyocio Exovv ovomtuybel, pio SodIKTLOKY EQOPUOYH Kot o
epapuoyn yo kvntd Android otig omoieg 0 YaTpog £xel T dvvaTdTTU VO orodnKevEL To dedopéval
TV acfevav Tov. Ot €QapproYEG YOV MG GTOYO VA amodNKEHGOLY TO TPIKO 1GTOPIKO TOL KAOE
acBevi] OOTE 0 YLOTPOC VoL £xEL SLUOESIES OAEG TIC QOPAITNTEG TANPOPOPIES YIOL TNV EYKLPOTEPT
Oepamevtikn aywyn Vv omoia Bo akolovdncel o acBevic. T ™V avdmrTvén TOV £QAPUOYDV
ypnowonomOnkav to PHP Framework Codeigniter, n MySQL 5.7.16, 1o dnpoeiiég HTML, CSS,
JS Framework Bootstrap 3.3.7, 1o Fullcalendar yio nuepoAoyloky avamopdotaon ToV ETIGKEYEMV
TV acbevav, n Biprodnkn Jquery 1.12.4, n BpAodnkn Datatables 1.10.13 yio v mpoBoin twv
dedopévov og mivakeg kot to Google Charts ywo v ypa@ikn avarapdotacn tove. H epappoyn
oo&evinnke oe Virtual Private Server otov omoio £ywve gykatdotacn tov Apache Web Server
2.4.18, g PHP 7.0.13, tov MySQL Server, Mail Server, tov Roundcube 1.3.1, tov PhpMyAdmin
4.6.5.2 Kot TOV SOXEPIOTIKOL TOV GLGTHUATOS Tov Ntay To Webmin 1.831 . T'a T cvyypaen tov
KOk ypnopwornomdnkav to Netbeans IDE 8.0.2, to Android Studio 2.3.2, eved ywo T oyedioon
™G Pdiong dedopévov ypnoyorombnke o MySQL Workbench 6.3.9 Community Edition.

Ag&Eerc Khewona:
OLOOIKTLOKES EQAPUOYES, EQAPLOYEC KIVITAOV, LYEIN, 10TPIKA dedouéva, acpaieia, Bdoelg
dedopévmv, JISON, eHealth, mHealth, cuvtayoypdenon, 1Tpikd 16TOpPIKO.
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Abstract

Nowadays we are dealing with the increasing consumption of products and services over the
Internet. Health sector, which is of primary importance, for every state citizen, is affected by this
ever-increasing trend. Citizens are able to use directly or indirectly health-related applications
through social networks, as well as online information systems. Specifically, the use of web-based
applications which are accessible through the use of personal computers and mobile devices
satisfies even the most demanding users, but there are various risks that must be faced with specific
methods, for ensuring availability of such systems and security of the data contained in them.

The problem of available ways and methods for storing sensitive medical data which are
constantly changing is worth to be mentioned. The alteration of medical data based on present needs
contributes to changing the design of the database where these data are stored.. It is considered as
an important challenge for the science of Information Technology and Telecommunications. For this
reason, this thesis describes the problem of storing medical data, and a new way of storing them in a
relational database with JSON fields is studied.

In the chapters of this thesis, various attempts are presented to build eHealth and mHealth
applications, applications that are widely used and are about to be used in the near future in our
country, such as the Electronic Prescription System and the Patient Summary respectively. This
thesis presents their design, their advantages and disadvantages, some problems that have arisen,
ways of solving them, and the importance of medical data for improving decision-making about
citizens’ health. In addition, some standards and codification which are used for building health-
related systems to ensure that applications are inter-operable are discussed.

Finally, in this thesis an on-line web application followed by an an application for Android
smartphone have been developed, in which the physician is able to store patients’ data. The goal of
the applications is to store the medical history, so in this way the doctor will have all the necessary
information to make the most valid treatment, followed by the patient. Tools and methods and
programming languages that were used for the development of applications include, MySQL 5.7.16,
the popular HTML, CSS, JS Framework Bootstrap 3.3.7, Fullcalendar for calendar display of
patient visits, Jquery library 1.12.4, Datatables library 1.10.13 to view data in tables, and Google
Charts for their graphical representation. The application was hosted on a Virtual Private Server and
setup includes Apache Web Server 2.4.18, PHP 7.0.13, MySQL Server, Mail Server, Roundcube
1.3.1, PhpMyAdmin 4.6.5.2, and a management system tool which was, Webmin 1.831. For the
purpose of writing the code, it was used, Netbeans IDE 8.0.2, Android Studio 2.3.2, while MySQL
Workbench 6.3.9 Community Edition was used to design the database.

Keywords:

Web applications, mobile apps, health, medical data, security, databases, JSON, eHealth, mHealth,
prescription, medical history.
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KE®AAAIO 1°
Ewcayoym

1.1 T'evika

H nAextpovikn vyeio (eHealth) eiépyetar oloéva Ko mepiocOTEPO 6T {ON HOC HE APOPUN
™ YRPOVeT ToL TANOLGHOD 1 omoia amoTeELEl TPOKANGT] GTOV ALDOVA TOV JAVOOLUE GE OTL QLPOPEL
™m mon vy 1otpo@appokevtiky mepiBaiyrn. Ot KoAOTEPES VLANPESIEC TOL TPOCPEPEL M
nAekTpovikn vyeio petappdlovtal o pIKpOTEPT EMPAPVVOT TOV VANPECIDOV KoL TOV VTOSOUDY TOV
TPOocPEPOVTAL aAAE Kuplwg otn KoAvTEPN SoPimor, TPoAaUPavovTos QUIVOUEVO OVOYKOUGTIKNG
ovvta&lo60tTong Ady®m mpoPAnudtov vyeiog, cuUPAAAovVTaG £TGL GTNV VY| OIKOVOUIKT OVATTUEN
TOV KAOE KpdToug.

Ta cvotiuate Tov Ha 01IKOSOUNGOVY TNV NAEKTPOVIKT| VYEIDL GTOXEVOVV GTNV TPOAYMYT| TOV
VYLEWVOD TpOTOL NG mov oyetTiovtal TOGO UE TIG JTPOPIKES HoG cLuvnOeleg aAAG Kot pe TV
EMeyn doknong. AStoonueim gival n Eykoupn TPOANYN Kot 1 ETOYUOTNTO Y10 TNV OVTILETOTION
TOV ETONAOV, TG PloTpopokpatiog Kot TG KAATIKAG oAAayNG Tov emPapivel 10 TeptBaAlov
oto onoio {ovue. EmmpocsOétmg, N cuvelcpopd TV CLGTNUATOV NAEKTPOVIKNG VYEiag Ba evioydoel
TEPIOCOTEPO TOVG EMAYYEALOTIEG TOV KAGOOV MOGTE VO PEATIOO0VV 01 )01 VILAPYOVGES EPEVVEG TOL
aeopovv TOco TG HEBOdoVG Bepameiag acbeveidv mov epapuolovror ofuepa OAAG Kol TN
dnpovpyia VEOV QOPUAK®V e KOADTEPO, ATOTELECUATO GE GTOYEVUEVE GOVOAL 0GOEVDV.

H ocvuveync kot av&avopevn vio0étmon tov vEmv TeYVOAOYL®V, HE TIG OAO Kol TEPICTOTEPO
YPNYOPES TayOTNTES TPOGPAUCNC GTO JLOIKTLO AAAG KoL 1) EVPEMG O1AOESOUEVN YPNOT TV EELTVOV
KIVNTAOV TNAEPOVOV KOl EDPLVAOV EPUPUOYDOV HECO OO OLTE HOG EMTPETOVY TNV OTAVTOYOV
oVUVOEDT Kol TPOGPaoT 6€ 0edOUEVO KOl DITNPEGIES TTOV OLPOPOVV TNV VYELD HOG. X& 0VTO TO TANIG10
Kwvetton ko 1 [oykocpo ayopd, oniadn, o€ véa ceviplo ypnong mov agopody, TOGOo TV
niektpovikn vyeio (eHealth) pe v owoddumon TANPOEOPIIK®OY GLOTNUATOV OGO Kol Yio TNV
Kwnt vyeio (mHealth) mwov éxet evepyd poro ot kKabnuepwvn {oM TV TOAMTOV.
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1.2 YKom6g TS OUTAOMUATIKNG

H wpwn egeliooeton ovveymg pe amotédecuo va dnpovpyodviol véo OdOUEVOL TOV
TOPOVGIALOVV 101a{TEPT) TOAVTAOKOTNTO LE CLVEYMS ALEAVOLEVT] ELPAVIOT) VEWV TUTTMV dEGOUEVAV,
TPOTOTOINGCT LLAPYOVTOV, VEOV TOTOV eeTdoewV, VEOV PeBOSOV YeIpoLPYIK®V eneuPfdoemy K.4.
To wpdPAnua pe ™ cvveyn HETAPOAN TOV 1OTPIK®OV OEOOUEVODV Kol TO TmG Bo amodnkeuTovy avtd,
amotelel TPOKANGON Yo TIC emotueg ™G IIAnpogopikng kot Tov Tniemkowvovidv. Xe avtd tov
d&ova Ba ktvnbet kot 10 BewpnTiKd PEPOC TS TapOoVGOC epyaciog, To omoio B amocapnvicet Tig
VILAPYOVGES VITOOOUEG TANPOPOPIOKMDY GUGTNUATOV TOL aPopohV TNV VYeio. 0T YOPU HOG MG
Kkpdrtog pérog g EE.

O o16)0¢ T™C TOpOoVGOS epyaciog etvar N avaATTLEN O1OOTKTVOKNG EPOUPHOYNG KO EPAPLOYNG
v Android smartphone yia tn o ElpIoN TOV 1OTPIKAOV SEGOUEVOV TOL SNULOVPYOVVTAL PETH O
eniokeyn tov acbevodc oto Oepdmovia yarpd. To kvplo mAeovékTnuo mov Oo TPOSEEPEL M
AVATTUEN TOV TPONYOVUEVOV EQUPUOYDV Eivar 1 amavtayod TpoOSPacT TOV Y Tpoy 6T dESOUEVO
TV 0c0evav Tov dtav Ppioketor pakptd amd 1o wIpeio Tov aAAd Kot T TPOSPacn 610 16ToPIKo
TV aclevdv Tov. Xty €0k mepintmon O6mov dev Bo vmdpyer mpdsPacn oto SadIKTLO TOL
dedopéva Ba Bpiokovtar amobnkevpéva Tomkd oto KivnTo Kot o yotpdg o givor dSvvotd va eleayet
véa oedopéva. Téhog, epdoov otn cuvéyela vtap&etl TposPacmn oto dadiktvo  Android epapuoyn
Ba cuyypovilel Ta dedopéva e TN O1UOTKTVOKT EPOPLOYT KOl AVTIGTPOPWG.

Mio tétoln amd oyedlaoTIKNG Amoyng TPOKANon umopel vo vAomombel pe to povtéAo
Ovtomrag — Xapoktnpiotikod — Tyng (Entity — Attribute — Value, EAV) oto omoio 6ia ta
dedopéva LTopovv Vo, amoOnKeLTOVV G€ Evay eViaio YEVIKO Tivako LLE EVVOL0A0YIKA 3 othiec: 1 yia
™V ovioTTa (T.Y. ToVToToinom achevovg), 1 yia to yapaKTNPIoTIKo (7). Ovoua) Kot 1 yio v Tiun
(.. Anuntpng Aopévtloc). o va Tpootefovv meplocodTEPE TEPTYPAPIKA TTESIOL GTNV OVTOTNTA,
TPOGHETOVTOL TIHEG YOPOUKTNPIOTIKOV GTO TESIO YOUPOUKTNPIOTIKMY OMMG POIVETOL GTOV ETOUEVO
nivoka. To factkd TAEOVEKTAUATO QVTOV TOV GYEOACUOD EVaL 1] ATOPLYN OAAOYNG TNG OOUNG TNG
Baong dedopévmv, To ATOTEAEGUATIKG GTOYEVUEVE EPOTAUOTO GTNV OVTOTNTA Kol 1 €£0tkovoun o
y®pov amodnkevong eunodilovrag media pe Tiég NULL 1 adAdg T dnpovpyio apotdy Tvakmy.

Patient id Date Name Test1 Test2
1 1/1/2012 Hans T1 Null
2 2/1/2012 Gems Tl 22
3 3/1/2012 Tom Null T222

[Tivaxag 1: ZopPatikog mivakag pog Paong dedouévav
ITnyn: Electronic Health Record Data Model
Optimized for Knowledge Discovery

To PaciKO UEWOVEKTNUO TOV CLYKEKPLUEVOL HOVTEAOVL TOPOVLCLALETOL GTO YEPICUO TMV
EPOTNUATOV OTOV Ol Tivakeg OV eUmAEKovToL ot Paon dedouévev eivar moArol pe amotélecua
€va, amAd epaTNUO Vo yiveTan apketd ToAvmTAoKo. [1]
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EAV Table
Metadata Table ] EAV_Data v Conventional Table
_| Attribute v EAV_Id INT _| Patient v
Attribute_ld INT & Patient_FK_id INT Patient_ld INT

Attribute_Name VARCHAR(15) | _ _ _ _ & Attribute FK_IGINT g o | _uy| > Name VARCHAR(30)

Data_Type VARCHAR(15) Date VARCHAR({45) Date_of_birth DATE
> Value VARCHAR(255) >

>

Eudva 1: And nepintmon oyedracpod pe to poviéro Ovrotrag — Xapaktnpiotikod — Tyung oto MySQL Workbench
IInyn: Electronic Health Record Data Model
Optimized for Knowledge Discovery

Me yvopovo TOvIo TNV OTOPLYY] TOV OpoldV TIVAKOV Kol HE OTMOTEPO CGKOMO TNV
e€otkovounomn amodnKeLTIKOL YM®POL OAAL Kot TNV gukoAdTEPT dlaxeipion TS Pdong dedouévov e
M dwrdnwon mo ankdv SQL epomudrov, n ékdoon 5.7.16 g MySQL ewonyaye tov tHmo
dedopévmv JSON 6mov €xovpe TNV avomapdcTaoT) TOV 0EG0UEVAOV GE OVTH T LOPPT OTWS PaiveTal
otV enduevn ewova. To Pacikd mheovékTnUa vl TOG O YEPIGUOS TOV EPOTNUATOV, 1) EIGAYMYN
véov Cevyopuov Key — Value oe avtiotoyio pe ta Attributes — Values tov EAV, kot 1 yprion
gLPETNPIOV YL TNV EMTAYVVOT TOV epOTNUATOV Yivetar pe €dkoAo kot katavontd tpoémo. To
UELOVEKTILLO, TTOL HETPLALETOL LE TN YPNOT TOV gVpeTPiwV, eivon To¢ pio Baon dedopévov MySQL
pe JSON, oev pumopel va cuvayoviotet o enidoon pia avtiotoyyn NoSQL aAld amd v dAAn Advel
10 TPOPANUa pe T dHoKoAn dwyeipton mov mapovstalel 1o EAV.

JSON Table

] Patient
Patient_Id INT

PatientData JSON

# Patient_Id PatientData
'{"hame":"Dimitris Lorentzos","date_of birth":"12/04/1990","city":"Aegina","phone":"2297012345}"

Ewoéva 2: Exdoyn MySQL JSON zivaka oto MySQL Workbench
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OLOKANP®OVOVTOG OUTH TNV EICOYOYIKY TOPAypaPo, GTO EXOUEVO KEPAANLO Bo LA GOLUE
GYETIKO UE TIG LIAPYOVOEG VTOOOUES TOL GLVOETOLV TNV NAEKTPOVIKN VYEIDL GTN YOPA LG, TIG
TPOTOPYIKEG TPOOTAOEIES TOL VINPEAV OAAGL KOt Tr GUUUETOYN NG YOPoS Hog oe Evpomaikd
TPOYPAUUATO TTOL aPopoLV T0 EBvikd Zuomua Zvvtayoypdenong aAld kot 10 Xuvortikd lotopikd
Yvyetog yio KOs acBevn.
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KE®AAAIO 2°
H xotaotaon kot 0 oyeotacnoc o EALGOO Kot
Evponn

Emoxkoénnon

270 deVTEPO KEPAANLO TOPOVGIALOVTOL TO GUGTNUATO TOV APOPOVV TNV VYEIDL L€ GUUUETOYN
g xopog pog ota Evponaikd épya epSOS kot SOHealth. To amotéhespa and to £pyo epSOS ftav
N onuovpyion Tov €6vikoh HOC GLOTALOTOG NAEKTPOVIKNG GLVTAYOYPAPNONG TO OToio OV givat
TimoTo GAAO TOPA pio SOOIKTLOKY] EQAPUOYT OV EMIKEVIPMOVETOL LOVO GE €VO. OTAO GEVAPLO VO
dwaveipel Tig vdpyovseg cuvtayéc Tov oAty G EE o¢ o oepd and papuaxeio otnv EAAGS«.
H ydpa pog oev 01€0ete KAmO10 VAPYOVGO NAEKTPOVIKT DTOSOUN TETO0V £100VG TEPQ OO KATOLES
mAOTIKEG AOoelg omwg to YgeiaNet, to Epirus-Net, Kot opiopévo GUGTAUATO THAEIOTPIKNG KOt
am€SEIEE TG e TV ETOVOUYPT|CILOTOINCT EXKOUPOTOMUEVAOV, BEATICTOV TPAKTIKMOV KOl TPOTLITMV
NTAV 6T0 GMGTO OPOUO MOTE VO AKOAOVONGOVY aPKETA Pritota TPoOOOV Kot APKETEC PEATIOGELS OE
ot apopd v HY ot yopa pog.

Yvveyilovtag oto mopdv Kepdiowo Oo mapovciactel M ocvppetoyn ™ EAAGSag oto
Evponaikoé £épyo SOHealth. Ogtikn cuvEmelo TG GUUUETOXNG TNG XDPOS KOG EIVOL 1| GTPOTNYIKNG
onpaciog coumpaén tov Infolab tov Apiototekeiov IMavemompiov @socarovikng, e Gnomon
Informatics A.E. , t\¢ EAOT A.E. kaf®g kot tov Pharmaxis kow HAIKA AE. To épyo SOHealth
EMKEVIPMONKE GTO VO TPOTEIVEL KAVOTOUEG VINPEGIES KAl TAL EPYOAEIR TNG OIOAEITOVPYIKOTNTOG
g HY mov emurpénovv ave€opttov mAATQOPUOS, OLGLVOPLOKE KOl OLOTEPUPEPELOKE GEVAPLOL
VYEOVOUIKTG TEPIBaAYNG e Bdom TV emavoypnoonoincn Tov SEBvav TpoTinmv.

OAoxinpovovtag 1o mapdv kepdiao Boa peretnoovpe m teyvoroyio mHealth, n omoia
Swdpapatifel ohoéva Kot O ONUAVTIKO pOAO otV KaTaypaer ¢ vyeiog pog. H dddoon tov
smartphones kot tablets amoxtd mpoécPopo £dagpog otv allomoinom ¢ texvoroyiag mHealth, pe
amotéAeopa TNV TANO®pa S1abeon ePaproYdV vYeiog aALd Kot To eVOAPPLVTIKA OTOTEAEGLOTO Y10
) PeATimon Kol GLVEIGPOPA TNG GE QTN
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2.1 H kataotaon tov EOvikod Xvotipatog Yyeiog otnv EALGOQ
2.1.1 Ewoayoyn

Ta televtoio ¥poOvie 1 ETCTNUOVIKY KOWOTNTA TOPOLSLALEL W1iTEPO EVOLAPEPOV GE OTL
apopd T0 GLVOLAGHO TV emoTNU®V NG [IAnpopopikn & twv Etuotvovidv kot g latpikng ot
YOpA Hoc. 210 €8vikd oamobetiplo tv ddakTopkdVv drTpiBav, pépog tov EbBvikod Kévipov
Texunpioong' , wa pn eEoviinmiky avalitnon pe oyetikés ALEeic-kheldid Omme 1aTpikn
TANPOQOPIKT, ProtaTpikn TeXVOAOYie, TNAEINTPIKY, MAEKTPOVIKY VYela, PlrootcOntipag, 0Tptkod
TANPOPOPLOKO CVGTNU, TANPOPOPLOKO GVGTNUO VOCOKOUEIOV, MAEKTPOVIKO apyeio acBevovg,
anédwoe 154 datpég to diompa peta&d 1994 mg 2014, pe otadiakd avcavopevo puoud ommg
QaiveTal amd TV ETOUEVN EIKOVOL.

30
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Ewova 3: (Apiotepd) Katavopn tov didaktoptkdv og dopopetikd Bépata g IIAnpopopikng oty latpikn.
(Ag&1d) Katavoun tav ddaxtopikadv mov agopotv ) ITAnpopopikn tpocsavatoiopévn oty latpikn emoiog.

ITnyn: Medical Informatics Education & Research in Greece

2.1.2 O anonerpeg owkodounos eHealth epappoyov otnv EALGO0

Y10 EMnvikd EOvikd XOompoa Yyelog (EXY), m ypnuoatoddtnon mopéyetor omd To
GLUVOLOGUO TNG KOWMVIKNG AGPAAIONG, TNG YEVIKNG GOPOAOYING Kol TV SNUOGL®V 1] TV O1OTIKOV
TOHEDV TTOPOoYNG LANPect®dV. Ot TOmMIKES VYEIOVOUIKES apyEs €xovv Kabiepwbel amd to 2001, won
onpepa ovopdlovral Awiknon tov eprpeperokav Yanpesuwv Yyetog (AYIIE). Tapd to yeyovog
0Tl o1 mpoomabeieg Yoo v ewcayoyn tov Teyvoroywwv ITAnpogopikng kot Emkoveovidov oto
onuoclo cHot e vyeovopkng tepiBaiyng eiyov apyioet o and to péca g dekaetiog tov '80,
TOL OMOTEAEGLLOTOL OEV £XOVV OKOUT| ETLTVYEL TO EMBLUNTA amoTeELEcpaTo. [2]

Xe YEVIKEC YPOUUES, M ovénom Tov damoavev Yoo TNV vyeia eivor éva Bépo cuveyovg
aVNOVYI0G OTIG OVERTUYUEVEG YDPES, TOGO GTOV EAEYYO TNG OVATTLENG TOVG, OGO Kol GTO VO, LTOpEl
va. AapPavel o KOAOTEPO OmOTEAEGHOTA OO TOVG SBEGIOVG TTOPOVS, YU OUTO KO OTOTEAEL
ONUOVTIKO GTOYO TMV TOATIKOV oL oKoAovBovvtat oto topéa g vyeiog. H EAAGOa amétuye va

1 AmoBetipro ddaktopikdv datpBdv Tov EBvikod Kévipov Texunpimong, http:/phdtheses.ekt.gr/
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eMéyEel T1g domdveg v v vyela ™ mepiodo and 1o 2000 £wg o 2009, Ko To EAAeyipo Tov
TPOVTOAOYIGHOV Yoo TNV VYela TG yopog aviAle oe 50 dioekatoppidpia €, OTwg paivetol Kot amd
v gmdpevn ewkova. Kotd cuvéneta, katd v évapén g kpiong, o topéag g vyelag avapépnke
™G £VOG ONUOVTIKOC TAPAYOVTOS Y10l TOV OIKOVOLIKO EKTPOYLOGLO TNG YDOPOS HOG KOl G K TOVTOV
té0nKe VIO e€ovuyloTKO EAEYYXO Kot dNUOGLOVOLIKEG aAayEC. [3]

%N

/“--..__/\\ GHEEC.E:

~~

Ewova 4: Aandveg ot dnuocia vyeia oty EALGda 1995-2014 (% tov AEIT)

2y WB1oTikn TpoTofadia mepiBoiym, to nAekTpovikd apyeio Tov achevav viobBsTovvtal
OMo Kot TEPLEGOTEPO, YOPIg Vo akoAoVBOUV dlmg éva koo mpdtumo. v tpwtofddia onuocio
mepiBolym VILAPYOLY T UNYOVOYPAPNUEVA apyEia TV aoBeEVdV, aALd oe peydio Pabud avtd givan
0 TEWPOAUATIKO OTAO0, KOt olyovpo M HopeN TOvg Ogv givar Tumikn kot opotdpopoen. Eva
ONUOVTIKO Pripo Yoo TNV TumoToinon Ntav 1 vioBETnomn KoL 1 ¥PNoN ToLv eviaiov Bvikov AptBpov
Mntpoov Kowwvikng Acpdiong (AMKA) mov amodidetar o K4Oe TPOCOTO TOL KOAVTTETAL AT
éva EAANVIKO Topelo Kovmvikng ao@aiions, voypemtikd arnd v 1n Oktofpiov 2009. O apBudc
aVTOG OMOOIOETOL HEG® TV SNUOCIOV OGPUACTIKOV OPYOVIGUOV. ZOUEOVO [E TO 16YXV0V VOUIKO
mhaico (vopog 3892/2010 HAektpovikn Kotaypagn TV ocvviaymv), gonydn to 2010 1o
Hlektpovikd Zvotmua Zvvtayoypdonons. To €Bvikd HAektpovikd Xdotmua Zvvtayoypdenong
elvar mpoosPdoipo amd eEovosrodotnuévoug ypNnoteg UOVo (Yotpovg Kot @opuakomolovg). Ot
ocuvtayég mepéyovv tov AMKA tov acBevolc, tn duyvoon kodikomomuévn oe ICD-10, ta
@apuaKe (TosoOTNTA, 0GOA0YIR) KoL TO HEPIOIO GUUUETOXNG TOV 00OEVOVC GTN TANPOUY TOV KAOE
eapuakov, kAt To  eBvikd Hiextpovikd Xdotnuo Zvvtayoypdenong Oo 1o oavoidoovpe
EKTEVECTEPA OTIG EMOUEVES TOPAYPAPOVE.
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YMOYPIEIO EPTAZIAL & KOINONIKHE ALPANIHE u I' "" "

LK.A-ETAM, 1702209970625 000 ArO: 20102117 EQZ: 06/03/17
18pupa Kovwvikioy Aopakiosisy 1702209970625 000
EITOIXEIA IATPOY | ETOIXEIA AZOERH
EMNQGNYMO : ENOQNYMO ;
ONOMA : ONOMA, :
AMKA. : ANMKA, :
ETAA.: AMA, : EMMEZOZ
AIQAA IKANOTHTA :
ETOE FrENNHEHE :
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AIATNOIH = M53.0 Auxevoxpaviakd oovBpopo /

APAZTIKH OYZIA: GABAPENTIN L= Did B! .Mm““m“?‘:m‘! N:!OW;I'SNWMWOMO
NPOTEINOMENH GEPATIEIA: CAPS 300MG/CAP BTx50 (BLIST 5x10) 1 “{reptyo) | Movibo | A t () M&w
AOZOADTIA  : 1KAWOYAA x 1 gopé mv nuépa x 30 npépec TEVWME s [y
OAHTIA : T
Asavicd) Tip) @BnviTipoy pappdxou : 6 € = L
0 iarpég iy umoBeife yevéonpo pdppaxo 25% 1l
APAZTIKH OYZ1A: THIOCOLCHICOSIDE L % 1% >
NPOTEINOMENH ©EPAMEIA: CAPS 4MG/CAP BTx30 (BLIST 3x10) 2 | l | |
AOEOAOTIA 1 1 KAWOYAA x 2 gopés mv nuépa x 30 nuépeg IYMME T
OAHTIA : T IYNOAD
Awavird Tipd penvéTepou pappdrou : 4.79 €
g by bl ie e st s 25% EYMMETOXH AZOAAIEMENOY

AIADOPA NAHPOTEA AMNO AZ®/NO

AlADOPA NAHPOTEA ANO TAMEIO

MAHPQTEO NOZO ANO AZ®/NO E |
MNAHPQTEO NOZO AMNO TAMEIO E |

Z0pgwva pe TRV un' apiBpd oik. 3457 YA (®EK 64/B/16-01-2014) Jev enirpéneral n XopAynon un YEVOOTHOU
Pappékou katd TRV exTéALom, epOTOV 0 1aTPOS EXel unodeiEel yevoonpo pappako, exTog eav To eniAgEel o aoBeviic.

HM/NIA EKAOZHZ : 20/02/2017
o IATP/OZ

.

S e

(YNOrPA®H-Z®PArIAA)

Ewodva 5: TTapaderypo cvvrayng pe tov AMKA tov acBevoic, ) didyvoon kodikomompévn og ICD-10, ta
@appoka (TocdTTo, 6060A0YI) KoL TO LEPIOO CLULETOYNG TOV AGHEVOVS GTN TANPOLUT TOL KAOE QapLLdicov.
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Ewova 6: Emiokomnon g NAEKTPOVIKIG GLVTAYOYPAPNONG KOl TMV YPTOTMV TOV GUULETEYOVV.
IInyn : Medical Informatics Education & Research in Greece

Ta mpoypappato Tnieiotpikng dev elvan eykatectnuéva oe e8vikd eninedo, Ko 1 dieicdvon
TOVG GTNV OVATTTVEN TTEPA Ad TAOTIKEG PACELS TOIKIAAEL KUPIOG GE EPLPEPELKS eMimedo. AOYw®
NG YEWYPOPIKNG KATAVOUNG TOV TANBUGUHOV, He TOAAEG LIKPEG KOWOTNTEG TOV KOTOIKOOVTOL GE
OPKETA OTOUOVOUEVO VNOLE KOl OTOUOKPVGUEVES OYPOTIKES TTEPLOYEG, 1 AVOT TNAEINTPIKNG NTOV
VT o EAKVOTIKY TPOKANGCT KO, MG €K TOVTOV, TOAAES MAOTIKEG mpoomdbeieg Exovv AdPet
YDOPO, GLCCOPEVOVTAG LLE CNUOAVTIKT EPEVVNTIKT EUTEPio TOV TOUEN, KOOGS Kot po pdAAov gvpeia
O1ad00T] e AMMTEPO GKOMO TOV TEAEVTAIO KAPO TNV EVPEIN ATOSOYN TOVG,.

Meto&) TV TpOTOV 16Topik®V emtuymv ntav 1o HygeiaNet (2003) to Ilepupeperaxd
Aiktvo TInpopopiov Yyelag g Kpntmg. To HygeiaNet eixe otoyo éva oAOKANPOUEVO
NAekTpovikd apyeio vyeiog, Pe AT TNV GVOIKTH OPYLITEKTOVIKT KOl TO EpYaAEia Yo TV €viaén TV
€EEOIKEVUEVOV OVTOVOUWOV EQAPLOYDV, TEPIAAUPAVOVTAGS, EMIONG, KOl TIG VINPEGIEC NAEKTPOVIKNG
vyeiog ko mHealth (tmAesvpfovAevoelg, mpo-vocokopetokd Xvotnua Awyeipiong Kataotdoewv
‘Extaxtng Avaykng Yyeiog kot moAdd dAla). To HygeiaNet elye o kdAvyn katd uinKog 6A0L TOL
vnotod g Kpitng, mov givor kot to peyaivtepo otnv EAAMGSa (8303 km?) pe Alyec moleig ko
TOAG  kpd Kot omopoakpucpéva yopld. ‘Eva afloonueioto emituynuévo moapddstypo oty
Kevipukny EAAGOa, elvar o Anpog Tpikkaiov, o omolog oe cuvepyacio pe tnv devtepofdOpio
nepiBalym elye eyKOTAGTNOEL TIC VANPESiEG TNAETATPIKNG Yo TOVG acBevelG e ypoVIa KapoloKn
avemdpkela, xpovio dodua, appuduieg kot vréptaon yio ) Pedtioon g kabnuepvig Long tovg.
Ta {otikd onueio mov KATOypAPOVIOL GTO OTiTL, LETAPEPOVTIOL GTO Voookoueio kot e&etdlovton
oo TOVG EUTMEPOYVAOUOVEG, Ol OTOI0L GTN CLVEYELD TTAPEXOLY TNV OOPOITNT OVATPOPOSOTNOT).
‘Eva axopa tpoypappa thieioatpikng gvpeiog kKaAvynmg oty EAAGSa vAomomOnke amd v etoupia
Vodafone e 100 meproyéc® oe OAn v EALGSa, pe épgacn otn SuvetdTnTa omopaKpUGUEVOL
EAEYYOL NG LYELNG TOV TOAMTMOV, 101MG 0 OIAOTOPTES YEMYPAPIKA TEPLOYEG. [2]

2 Tpoypappa Tnieiatpikng Vodafone, http://www.vodafone.gr/portal/client/cms/viewCmsPage.action?pageld=11280
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To Epirus-Net (2001) eivon pa a&idAoyn mpoonddeia yio v meprpépeta g Hrelpov pe
onuovpyia evdg oAokANpOUEVOL TEPIBAAAOVTOG Yo TNV TTAPOYN LYEOVOUKNG TTepiBaiyng péow
evOg  mepLPEPELOKOD  OIKTVLOL TnAepatikng vyelag. H mepoyn g Hmeipov moapovsialet
HOPPOAOYIKES 1O101TEPATNTEC, OTMOS POVVA KOl OTOUOVOUEVEG TEPLOYEG KAVOVTAG TN LETOPOPA Kot
®G €K TOVTOL TN TOPOYN VYEOVOUIKNG TEPIBaAYNG TOAD SVOKOAN E101KE GE TEPUTTOCELS EKTUKTNG
avéykns. To Epirus-Net eivat éva 6tabepd acOpuato diKTLO TOL GLVOEEL TEPUPEPEINKE VOGOKOUEIDL
Kot Kévrpa vyeiag, cvpneptropfavopévov tov Havemommpiokob Nocokopeiov Adpioog mapéyoviog
&va, Yeypapiko 0eopnd peTa&d tov meproyav g Hrelpov kot g Ocooariog, 0TS Qaivetal amd
v endpevn gwodva. To diktvo mapéyel mpdsPaoct, 6 OAOKANPOUEVES VINPEGIES NAEKTPOVIKOD
QOKELOV VYElOG, OE VINPETIEG TOPWV OV APOPOVY TOVS KATAAOYOVLS TOV TOPOYM®V VYELOVOUIKTG
epliBolymg, eKTadEVTIKEG VINPEGTES Yo poBNpaTO €& OMOGTACEMG EKTOIOEVONG GTOVG TOUELS TNG
WOTPIKNG Kot €EEOKEVUEVN 1ATPIKT] TNAEdAoKEYT. Ot Adyol OMUIOLPYING Yo TN CLYKEKPIUEVN
VTTOJOUT] OIKTVOVL MNTOV 1| OVETAPKELN EKEIVNG TNG EMOYNG YO TNAEMIKOWVOVIOKY] VTOJOUY| OTIG
AYPOTIKES TEPLOYES KOL TO OTAYOPELTIKO KOGTOG LAOTTOINGTMG Kol GUVINPNONG, 1 AVAYKN Yo E0POG
Lovng, n aveoptnoia and v kevipikn dwuyeipon ko 1 eveMéia g enéktoong Tov dktvov. H
gvoopdtowon tov HOY, evdg and ta Pacikd otoryeion Tov GuoTHATOS, EELANPETOVGE TIG AVAYKESG
™G KapdoAoyiag, Twv opHomedKOV KAIVIK®OV KOl ETEKTAONKE Yoo VO KOADWEL TIC OVAYKEG TMOV
GAAOV 0TPIKOV TOPEMVY, OTMG Y10 TOPAOELYLLO TNG YOVOIKOAOYING.

17 NORTHAEGEAN
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Ewova 7: Tpagikn avarapdotacn tov peretdv HOY oto EAAnvikd EXY.

IInyn: A thematic review and a policy-analysis agenda of Electronic Health Records in the Greek National Health
System
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[Mopd v emTuyMuUéVn EVOOUATOOT TNG TOPOYNS VYELOVOIKNG TEPIBaAYNG GTN TEPITTOON
tov HygeiaNet, 1 mpaypatikn viofétnon tov cuotiuotog dgv Nrav emttuyns. Melétn mov deEnydn
oe mepiodo 8 etmv (1998-2006) katd to ddpopa otdda epapuoyns tov cvotyuatog FITT (Fit
between Individuals, Task and Technology), 1o povtéAo giye 6tdY0 Vo eENYNGEL TIC EMTLYIES KO TG
AmoOTVYIES TNG EQPUPUOYNG KO VO EVIOTIGEL TOVS TTaPAyovTeg Tov exnpedlovy v vVIBETNoN Kot
owadoon kawvotopwv Teyvoroyidv [Tinpogopune & Emwowvovidv oe éva Kataveunpévo diktvo
vyetog. Mo 6elpd amd mopAyovieG TOL TPOEKLYAV KOOOPIGAV TIG TPELS JCTAGELS TOV TANIGIOV
FITT, dniaon ™ moidtnta, 11 cLUPatdtnTo Kot TV TPOSUPUOCTIKOTITO TOV GUGTHLOTOS, KAOMG
KOL TN KOTAPTION, TN TEXVIKN LIOGTNPIEN Kol TIC GTPOATNYIKEG TOV OPYOVOTIKMOV OALOYDV UE TNV
EKTOIOEVOT KOl TNV 0PYOVOTIKY VITOSTNPIEY, avayvopiloviag Tovg dV0 TEAELTOIOVS O TOVG OVO
O oNUOVTIKOVS Ttopdyovtes. Ewdwotepa, 10 £100¢ TG ekmaidevong Kot To NIMESO TNG NYESIOG Kot
™G Jdwyeipiong vmodelynkav g dueon 1 / Kou Euueon wpdPAeyn ¢ emTuyiog TOL SIKTHOL
NAEKTPOVIKNG vyeiag. [4]

[Tépa amd v VTapén oplopévev EOTEWVGV Tapadetyudtov, 1 EALGda eival cuvorikd Ticm
amd TovV EVPOTATKO HEGO OpO OGOV aPOoPA TNV aVATTLEN NG NAEKTPOVIKNG vyeiog , Omwg yiveTon
avTANmTd amd TV emduevn ewovo, iwg ocov apopd tn ypnorn Picture Archiving and
Communication System (PACS) (-39%), v avtoiiayn KAWVIKOV TANPOQOPLOV LE £EMTEPIKOVG
Tapoxovs (-37%), ™MV aVTOALOYY TOV EPYOCTNPLOKAOV OTOTEAECUATOV HE EEMTEPIKOVS TAPOYOLS
(-32%) wor v avtoAdlayn avaeop®v aktvoroyiog pte eEmtepucong mapoyovs (-38%). Qotdco, 1
EXLGda mapovstalel mpdodo pe vynrotepo mtocoatd and to péco 0po ¢ EE omv Hiektpovikn
Xvvtayoypaenon (47%) kot to OhokAnpopévo Xvotpa Iapornopndv (33%), 6mov ot yuwrpoi
a@oV e€etdoovy tov acbevi Kot Kpivouv Ot mpémel va vtoPAndel oe €01k e€étaon N Kamwoww
YEPOVPYIKN EMEUPOOT, KAEIVOUV HEC® MAEKTPOVIKOD GUGTNHUOTOS TO POVIEROD GTO KOVIIVOTEPO
dwbéopo vocsokopeio yia tov actevr Toug. Ocov apopd cuvBetovg deikteg yio TV avamtuén Kot
™ owbeouoéma, ot omoiot Paciloviar otov HOY acBevodg otnv vmoot)piln kAvikov
amopdoewv, N EALGSa Ppiloketon kGt tov pécov 6pov ¢ EE, aAAd pe avéntikny tdon oty
avamtuén.[2]

47%
33%
PACS usage Exchange of Exchange of Exchange of ePrescribing  Integrated system
clinical care laboratery results radiology reports for eReferral
information with  with external with external
external providers providers providers
. -32%
-39% -37% -38%

Ewova 8: H EALGSa 660V apopd Ty avamtuén g NAEKTPOVIKNG VYeiag og oyéon e Tov Evpondikd péco 6po.

IInyn: Medical Informatics Education & Research in Greece
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2.1.3 H topwn katdotoon tns Hiektpovikic Yyeiog otnv EALGOQ

T EALGSa éxel cvotadel o EAAnvikog Zovdeopog IIinpoopicrc Yyeiog®, EXITY o onoiog
amoteleital omd 18 taktikd puéAn' — etarpiec. X1oyog Tov EXITY amoteAel n cvvdpoun mpog v
TOMTELNL Y100 TNV avVASLOPYAVMOGOT, oYedlaoTn Kot avAmTuEn KUVOTOU®MV TEYVOLOYIKMOV EQPOPUOYDV
KO EQPOPLOYDV TANPOPOPIKNG Yia TN PEATIOOT TOV NAEKTPOVIKAOV VIINPESIOV VYELNG GTN YDPOL LLOG.

H nAektpovikn| vyeia ot xdpa pog teptrappavet:

e To EOviké Tvotnpo Hhrektpovikfic Zvvtayoypdenong’ mov 0o avamtdéovpe og emOuevn
Topaypoeo.

e Tov Hlextpovikd latpikd Ddakero - Zvvontikd Ilotopikd Yyelog AcBevovg, mov Oa
aVOTOEOVE GE EMOUEVN TOPAYPOPO, O Omoiog &£xel 1ebel o€ MAOTIKN €QUPUOYN OTA
vocokopgio “EvayyeMopog” kot “Aaikd” kot ovopévetot vo 1eel o mAnpn Aettovpyio Tpog
10 TéA0g Tov 2017 cvppwva pe to oyedtacud g dtoiknong g HAIKA. Ta Bacikd dopukd
tov otolyeia Ba meptlapPdvouvv, ONUOYPOEIKA GTOUXELD, 10TOPIKO EMICKEWYE®V, OTPIKA
TPOPANOTA, SOYVDGELS, POPUOKEVTIKN AY®OYT|, TPOYPOUUA UPOAMAGHOD Kot TPpOTOG LmNg
— ovvinBeleg. ENUavTikd oTOEl0  OLOAEITOVPYIKOTNTOG OMOTEAEL 1 OLVEPYACIO TOV
GLGTNUOTOG LE TO GUVOTTIKO 10TPIKO IGTOPIKO KOl [e TO cVoTNHa dtoyeiptong pavtefov.

e Tn dwdiktvoxt] epappoyr e-Pavtefoi’ .

e To Mnrtpwoo Xpoving [Tacyoviov .

e  To EOvikd Mntpdho Akonodywv epi@aiync — Tootmuo “ATAAT .
e Tnv HAextpovikn ExkaBdpion Yrnpeoiwdv Yyelog .

e Tov Acpahotikd Ddkero as0evoie .

e Tig Hiektpovikég [IpounOetec .

* Tig Yanpeoiegc Tnieiatpikng / Tnieppovridag péom tov Evikov Auctdov TnAciotpikhc® mov
ohokAMpowce 0 Opihog OTE’ .

e Ta OloxkAnpopévo ITAnpoeoprakd Zvotipoate NOCOKOUEI®V Kol TIG €0KES EQOPLOYEG
vyeiog Tov £govv viomomOel amd ta taktikd péAnN g EXITY . [5]

EMnvikog Zovdeopog [Tinpopopikng Yyeiog, EXITY, http://www.espy.org.gr

Taxtwcd pérn EXITY, http://www.espy.org.gr/el/meli-katalogos

EfBvikd Zvotua Hiektpovikhg Zvvtayoypdenong, https://www.e-prescription.gr/

e-Pavtefo0, https:/www.e-syntagografisi.gr/p-rv/p

Xootnua “ATAAX”, https://www.atlas.gov.gr/ATLAS/Pages/AtlasInfo.aspx

EBvikd Aiktvo Tnigiatpiknic, http://www.2dype.gr/tileiatriki

‘Opthog OTE, https://www.cosmote.gr/fixed/corporate/details/-/asset publisher/gl fNzjlgW7PO/content/efviko-S1KTvO-TNAEIOTPIKNG-GE-VNGLO-TOV-
01Y0LOV-0TT0-TOV-0LUAO-0TE

NoJ-CEEN e NIV RN SN O8)
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https://www.cosmote.gr/fixed/corporate/details/-/asset_publisher/gLfNzjIgW7PO/content/%CE%B5%CE%B8%CE%BD%CE%B9%CE%BA%CE%BF-%CE%B4%CE%B9%CE%BA%CF%84%CF%85%CE%BF-%CF%84%CE%B7%CE%BB%CE%B5%CE%B9%CE%B1%CF%84%CF%81%CE%B9%CE%BA%CE%B7%CF%82-%CF%83%CE%B5-%CE%BD%CE%B7%CF%83%CE%B9%CE%B1-%CF%84%CE%BF%CF%85-%CE%B1%CE%B9%CE%B3%CE%B1%CE%B9%CE%BF%CF%85-%CE%B1%CF%80%CE%BF-%CF%84%CE%BF%CE%BD-%CE%BF%CE%BC%CE%B9%CE%BB%CE%BF-%CE%BF%CF%84%CE%B5
https://www.atlas.gov.gr/ATLAS/Pages/AtlasInfo.aspx
https://www.e-syntagografisi.gr/p-rv/p
https://www.e-prescription.gr/
http://www.espy.org.gr/
http://www.espy.org.gr/el/meli-katalogos

XuveyiCovtag ) HEAETN TG TOPIVIG KATACTOONG GTNV NAEKTPOVIKY LYElD 0T Y®pa. pog Oa
otafobpe ota  OloxAnpopéva ITAnpoeoprokd Xvotquata Nocoxopeiov, OIIEN  mov
ypnoonooHvior ota Anpocta Nocokopeia Altyo mpv v kaBolkn epappoyn tov Hiektpovicon
doxéhov AcOevovc. ‘Eva OITEN, mov ypnoiponoteiton o€ apketd vocokopeia'® g ydpac pog stvar
10 AXKAHIIIOZ™ HOSPITAL'" to omoio &yxet avamtuydel omd to taktikd péhog tng EXITY,
Computer Solutions ABEE'?. To AXKAHITIOXZ™ HOSPITAL oamoteAel pia kakfy Adon yio ™
dwyeipton tov dedopévav TV achevdv Kot TOL VOCOKOUEIOL MG Kot TPooeEpel, Alayeipion
AcbBevoig, latpovoonievtikd Ddakeho, Awyeipion o@oapuakeiov, Buolatpikry Teyvoroyia,
Epyaocmplaxd Yrnocvotpa, Atoikntko-Owovopkd Yrnosvotnpo kot Awayeipion Ipocwmucod. To
AZKAHIIIOZ™ HOSPITAL yopaxtpiletor og éva dtarertovpyd OITEN pog Kot akoAovfel ta
SOA ko1 HL7 otavtopvt.  Télog ot teyvoroyieg mov ypnowuomnoiet sivat:

¢ Baon Agdopévov: Oracle

¢ Server Xvotipatog: Windows, Linux

e Clients: Windows

e Egappoynq & Web Server : Oracle, Java, Microsoft, PHP, JavaScript, Ruby
¢ C(Clients: Windows, Linux [10]

‘Eva axopoa, afloonpeioto yw 1 mpooeopd tov taktikd pédog tg EXITY, eivor
DATAMED A.E." . H DATAMED A.E. &gt avantoéel toco OITEN 660 kot e181kEC €QappOYEG
vyelog. A&iler va otoBodpe oto  [TAnpogopiaxd Zvomnua EAéyyov kot Zvvtoviopov
Metapooygvoemv TransMed” mov £€yet viomomBel ®on omd to 2009 octoychoviag 10 Va
Swyelpifetar Kot va avTopaTonotel OAOKANPN TN J0IKAGI0 LETOHOGYEVGEMY HVEAOD TOV 0GTMOV
KOl COUTOYMV 0pYavmVv Tpoc@époviag £tot otov Ebvikd Opyaviopd Metopooyedoenv'®
SuVATOTNTO OVTOUATOTOMUEVNG Olayeiplong OAMV TOV EVEPYELOV TOL TPOPAETOVTAL, EVIGYVOVTIOG
™ Slo@dveln Kot S1EVKOADVOVTOS TNV OVTIKEWEVIKY €MA0YN AVcewv, Pacicpéveov ce kabapd
wTpika otoyyela, péom pog amdivta Eekabapng dwdikacioc.. To mapdv cvotnua  €xet
EVOOUATMOGEL OAOVE TOVG Olebvdg Kabiepopuévoug oAyoplOpovg vy TN JoTOP®ON NG
16TOGLUPATOTNTOC KOU TN HOPLOdOTNON LAOYNPI®V ANTTOV VOTIOIOL HVEAOD KOl GLUTAYOV
opybvav. To chomua Ppicketal oe amdAlvtn copfatdotnto pe o d1Ebvi Kot eupOTAIKE TPOTLTO
Kol To ovtiotolyo cvotnuata, evd vrootpilelt OAa ta TP®TOKOALD Olayeipiong evaicOntmv
TPOCOTIKMOV dedopévev. Emtpénel v e€aymyn dedopévov mpog diebveic Pacelg dedopévav, yio
mv évtaén oe debveic avalnmoels TV VITOYNPIOV ANTTOV Kol TOV €V evepyeion 1 dSLVNTIKOV
dotv. [6]

10 Noocokopeio otn ydpo pag wov ypnoipororovy 1o ALK AHITIOXZ™ HOSPITAL, http://csl-test.webnode.com/clients/productscbm 723836/10/

11 AXKAHITIOZ™ HOSPITAL, http://www.csl.gr/cs-products-asclepios.html

12 Computer Solutions ABEE, http://www.csl.gr/

13 SOA ot HL7 otévrapvr,

https://www.hl7.org/documentcenter/public_temp 9F1CA398-1C23-BA17-0CD70F9203BCCBA0/calendarofevents/himss/2012/A  Tour of HL7's
SOA Standards and Their Role in Enterprise Integration.pdf

14 DATAMED A.E., http://www.datamed.gr/

15 Tleprypagn Transmed, http://www.datamed.gr/Files/Case Study/Casestudy pdf/EOMgr.PDF

16 EBvikog Opyaviopdg Metapooyeboewv, http:/ www.eom.gr/
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http://csl-test.webnode.com/clients/productscbm_723836/10/

‘Eva axopo onpovtikd manpogopakd cvomuo mov avéntuée 1 DATAMED ALE. , sivau
oyeTikd pe v moudikn movoapkio. To EOvikd Mntpodo Iodwkng Ioyvoapxiog'” , mapovoialet
opIopEVa 1310HTEPOL YOPOKTNPIGTIKG'® pepikd amrd Ta omoia eival TOS KATOYPAPEL ToL SNUOYPOPIKA
otoyeio, To 1TPIKO 16TOPIKO Kol To avOpOTOUETPIKA dedoUEVA, GLUTEPIAAUPAVOIEVOD TOV dETKTN
pélag cmpatog, oe madd kKot eprifouvg mov mpocépyovrat o€ [adiatpoug N I'evikovg Tatpoig yio
oéa M ypdvia 1atpikd mpoPAnuata kor kobodnyel pe capnvelr tovg Ilawdiotpovg, Nevikoig
[MaTpolg Kot GAAOVLG EMIGTNAUOVEG VYElOG OYeTIKE pe To TG Oa dtokiviicovy €va vrépPapo M
nmoyvoopko modl. Télog, ta dedopévo mpooToTEVOVTIOL KOL PLAOEEVOLVTOL OO GUOTNUA
Kpumtoypdonong o Kevipikn Baon Asdopéveov. [7]

Zvveyilovtag v avaeopd Yo TIG VILAPYOLGES LITOOOUEG oL apopovy v HY ot ydpa
pog, a&toonueiwt eival kot n epappoyn tov OlokAnpopévov ITAnpoeopakod Xvothuatog Yyeiog
[Tehomovvicov”, OTIZY and t DATAMED A.E. To OIIZY Ilghonovviicou koAdmtel 9 vocokopeio
Kol To KEVIPOL LYElOG TOL OVAKOLV GE OVTA 6Tovg Vopovs, KopwBiag, Apyolidag, Apkadiog,
Meoonviog kot Aokoviag. To OIIXY Ilehomovvioov mepiiapfaver OrokAnpopévo TTAnpogoprokd
Yvomuo Noocokopegiov, pe vmoovotnuo Awayeipiong AcBevov, Xvotnuo Ilapakorovnong
OloxkAnpopévov latpikod kot Noonievtikod Dakéiov  AcBevov,umocvotnua HAextpovikng
Yvvtayoypaenong kot [oaparepuntikov E&etdaoemv/ @apudkov/Y Aoy, ITAnpopopraxd Zvotua
Epyaompiov,Zoomuo  Ipoypappaticpod  Emyepnoiokedv  Ilépov  (ERP), Ymoovotnua
Emyeipnowkng Eveuiag kot YmootmpiEng Anyng Aoikntikov Amoedcemv kot ZOoTNHO
Awdertovpyikdmta ko Emkowveviag Eepoppoyov, péow HL7. Télog, oto OIIXY Ilelomovviicov
VILAPYEL OVVATOTNTA OVTOAAAYNG UTPIKAOV OEOOUEVOV GYETIKO LE TO KOWO 10TPIKO PAKEAD KOl TN
napoyyerio eEetdoemv amd T pio povada vyeiog otnv GAAN. [8]

OlokAnpovovtag avty ™ mopdypago, afiler va otabovpe kot oto OAokAnpopévo
[TAnpogopraxd Zvotnua Ztpatiotikdv Nocokopsiov, OIMZEIN “dilmnoc”™ Y10 to Ymovpyseio
EBvikng Apvvog mov apopovce t Mnyavoypdonon tov 7 ZtpatioTik®v NOoGOKOUEI®V TG YOpag
Kol TEPIAAUPaVE TNV TANPT KOl OAOKANP®UEVT] unyavoypaenon tov latpikadv, Epyastnplakov kot
ALOIKNTIKOOTKOVOLUK®V vnpecstdv TV Nocsokopeiov og éva eviaio TTAnpopoplaxd Alktvo kabdg
Kol OIKTVO TNAEIOTPIKNG OV GPOPOVCE  GTN]  OCULVOEST TOV  KWNTAOV  HOVAO®V  TOPOYNG
VYEWOVOUKNG TepiBaiyng pe ta Ztpatiwtikd Nocsokopeio kot to OIIZEN “@ilnnoc” pécm tov
oeBvoig mpwtokoAlov  emwkowvoviog HL7. To épyo elvar dwhertovpykd puog Kot vrapyet
SlIoVLVOEDN E TO UINTPOO TOV TPIOV COUATOV TOL 6TpaToV. TEAOG, TOo PaciKO TAEOVEKTNILO TOV
OIIZXEN “OiMmmoc” eivol TG Yoo TPMOTN QOPE 6T YOPO HoG VAOTOMONKE Kot EQUpUOGTNKE O
Eviaiog Hlextpovikdog Ddakerog Yyelog AcBevodg oe Olokhadikd eminmedo moapéyoviog evioio
mapoakoAovON o avesdptnta omd to ZTpaTioTikd Nosokopeio mov £xel voonievtel o acBevic. [9]

17 EBviko Mntpdo IModukrig Hoayvoapkiog, http://app.childhood-obesity.gr/user/login?ReturnUrl=%2F

18 Xapakmpiotikd E6vikod Mntpdov Iadwng ayvoapkiag, http:/www.datamed.gr/Files/Case Study/Casestudy pdf/OBECITY gr.PDF

19 Ieprypagn OlokAnpopévov IIinpogopuaxod Xvotripatog Yyeiog [Telomovviicov,

http://www.datamed.gr/Files/Case Study/Casestudy_pdf/PELOPONISOSgr.PDF

20 Olorkinpopévo  ITinpogopakd Zvotnpe  Xtpotiotikdv  Nocokopeiov, OIXEN  “@idnmog”,  http:/www.datamed.gr/Files/Case
Study/Casestudy_pdf/FILIPPOSgr.PDF
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2.2 Avaivon Hiektpovikig Yyeiog (eHealth)

2.2.1 Ewoayoyn

O 2loc awdvag Eekivnoe pe KAmoleg oNUAVTIKEG TPOCTAOEIEG GE TAYKOGUO EMIMENO GTOV
TOUEN TNG NAEKTPOVIKTG VYeioc. Avtd Eekivnoe Kuplmg ®g Lo YEVIKT) GTPOTNYIKN OO TOAAEG YDPES
Kot S1EBVEIG 0pYaVIGHOVG, TPOKEEVOL VO, OVTILETOTIGEL BEpata OTmg 1 YNpaven Tov TANBLG LoD,
N OMUOYPAPIKY) OAAOYT], Ol TEPLOPIGHOL TNG KOWMVIKNG OGOAAGNG KOl 1 OIKOVOUIKT 0oTAOEL.
Mepkol Adyor akdpa, HTav 1 EIG0YWYN VEOV TEYVOAOYLOV, 0TS T0 Yroloyiotikd Néeog (Cloud
Computing), ta wpdtuma dadertovpywotntag oto Web, n Kwvnt Yyeio (Mobile Health) kot ta
HEGO KOWOVIKNG OIKTO®ONG Tov otafepd aAAdlovy To TPOTO TNG VYEWOVOKNG TtepiBaiyng mov
€yovpe Ogl TIG tehevtaieg oekoetiec. Extog amd avtd, M moykosomoinor, ol HETAKIVAGELS, M
UETAVAGTELGT), KOl I avENpévn Kivntikdta €0ece 10 {TNUO. TS S10.GVVOPLAKNG VYELOVOLIKNG
nepiBalymg kou 10 OwKoimpa vo €govpue TPOSPOCT GE  KOVOVIKOTOMUEVES LANPECieg omd
0moVdNTOTE, Ko 0moTedNTOTE. X0 MAMic10 0T, T0 £pyo European Patient Smart Open Services
(epSOS) N1 oA ‘E€umvec Avorytéc Hiektpovikég Ymnpeoieg yia toug Evpomaiovg AcBeveic,
EMNPENCE TIG CTPATNYIKES OMOPAGELS CYETIKA LE TNV NAEKTPOVIKY| Guvtayoypdonon oty EAAGSa,
onuovpymvtag £tot pia véa ypnowun Bvikn epappoyn HY.

H Evponm €0 xor moAld ypovia €xel emkevipwbel oto 0épa ko mpoonddnce va Ppet
TPOTOVG Y10 VO, GUUTEPIAAPEL TNV OvVAYKN Ylo. SlGLVOPLOKT VYEWOVOUIKY] TtepiBaiyn Kot tnv
KOTAAANAN TOl0TNTA TNG TOPOoYNS TS Yy O6Aovg touvg Evpomaiovg moAitec. H dtacuvvoplaxn
vysovokn mepiBaiym €xetl yiver éva mo gpeavég eawvopevo oty EE. Otav éyovv avdykn amd
wTpikn mepiBaiym, ot acBeveic mov vmootnpilovtor amd To HEGH KOWWOVIKNG SKTO®ONG Yo
TOPASEYLLOL, AEITOVPYOVV OC EVNUEPMUEVOL KOTAVOAMTES, Ol OTOI0l JEKSIKOVV TO Sikoimpo v
EMAEYOVV TO OKO TOVG TWAPOYO TEPO amd to. Bvikd tovg cvvopa. H dacvvopilokn vystovopukn
nepiBadym dev mepilopilet Tovg acbeveic. Ot yraTpol Kot 01 VOGOKOLEG Tnyaivovy 610 e£mTEPIKO Y10
EKTOIOEVOT, YlOL TNV TOPOYT VINPECIOV TPOCOPIVA 1 YLo. LOVIUY EYKATACTOON GE GALO KPATOG-
pérog. Oho Ko meplocdtepol yraTpol Kot vocokopeio oe ddpopa kpdtn péAn cvvepydlovion
peta&y Toug. H mponyovpevn chivoeon petald towv opémv Kot TV EPYOAEI®V Y10 T S10CLVOPLOKT)
vygovok” mepiBaiyn amewkoviletal oty enOUEV EKOVOL.

E.. = I = = =
‘t:\:\’-‘/}‘
=
i = J[=] - |[~——

Ewova 9: Atoovvopiakn vyglovopukn mepifaiyn Kot véa epyolreio
ITnyn: Normalizing Cross-Border Healthcare in Europe via New E-Prescription Paradigms
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Y1i¢ HITA, n nAektpoviky cvviayoyphenon® Eekivnoe mlotikd ko TvmomomOnke to 1995
OToL £Yy1ve ol aLEAVOLEVT avayKN AOY® NG TPAENG EKGLYYPOVIGUOD GTNV VYEIOVOUIKT GPOVTIOA.
e Evpomnaiko eminedo, n Evponaiky Emitponn eiyer mpogtopactel yioo v ovamtuén peyaang
KMUOKOG VANPECIOV MAEKTPOVIKNG Vvyelag mov elyav Eekivinoer Mon amd 10 2014 wou Oa
olokAnpwBovv 1o 2020. H avdykn yw ™ Swo@dMon g O106VVOPLOKNG GOVOESNG HLE TN
BfeAtiotomoinon NG AEITOLPYIKNG,  TEYVIKNG  OloAgltovpylkdtnTog  glvor  avaykodo,
cuumePAaUPAvovVTaG  Tr SICLVOPLOKT PO TV TANPOPOPLOV YO TN TEPOUITEP® CTHPIEN TV
KAMVIKOV avoyk®v, OToc 1 dtayeipton xpovieov aceveldv.

2.2.2 To Evporaiko épyo epSOS

To épyo epSOS £yet e1cdyet évvoleg dmwg o National Contact Point (NCP), 1o omoio otnv
TPAYLOTIKOTNTO €ivat, 0 10LAOG TANPOPOPLDV TOL ATPOCKOTTO KOl [LE AGPAAELN EYEL AVOAGPEL TN
UETAPOPE 1UTPIKOV TANPOPOPLOV GE OAOL TO. GLGTILLOTA VYELOVOIKNG TtepiBaiyng pe kabe eidovg
ToALTAOKOTNTA. ALTO €xel OeTikn ouVEmEL otV ayopd NG VYElog, Aoy EMITPEMEL KOIVEG
OldKaGTieg EAEYYOV LE TNV EMOVOYPNGLOTOINGN TPOPIA Kol pYOLEI®V OOKIUNG OV TAPEXOVTOL
and tov Integrating the Healthcare Enterprise?’ (IHE), pe xowvd mhaicio StolertovpykdtnTac Kol
™V amodoyn Kowav eyypaemv tomov Health Level Seven Clinical Document Architecture Release
2 (HL7 CDA R2) vy v niektpovikn ovvtayoypdaenon. EmumAéov, emrpénel Ti¢ dwadikacieg
TIOTOTOINONG LE TNV AVATTLEN €BVIKOV OPYOVIGU®OV TIGTOTOINOTG Kot SlOmIGTELONG Kot TEAOG TNV
enavoypnowyonoinon twv tpotonwv IHE, EUROREC 1 HL7 EHR-FS.

H onuosctoroyikn dtodettovpyikotnta etvar éva amd tor KAWL Yoo T PoctudtnTo Kot
dwAertovpykdta tov IIX. To epSOS éyxet emevovoel mMOALL otV €£0CPAAIOT GE ONUAGLOAOYIKO
EMMEd0 ™G OLIAEITOVPYIKOTNTOG, AOY® TNG OPOUOTIKNG ONUOCIOG NG Kol evioyveETOL Oomd TNV
TOATIOTIKY KOl YA®GG1KN TotKiAia mov epgavilovv ta kpatn péAn e EE. Katd cuvéneta, oe dheg
TIC GLUUETEYOVGES YDPES TOL epSOS, VIAPYOVY SPOPETIKEG YADGGES, OLUPOPETIKES TPOILOLYPAUPES
KOl SL0POPETIKA GLGTAUATO K®OKOToiNong, Yy avtd kot ntav pie  wpdkAnon yo to oG Oa
avTipetoniotel avtd. H Aon frav va mapayBodv 0o kopla apyeia: To Master Value Sets Catalogue
(MVC), 10 onoio gpapudletor oe 6Aa ta péEAN kot to epSOS Master Translation / Transcoding
Catalogue (MTC). To nepreyopevo tov MVC givan ota ayyAkd kot ot 6pot facilovtal ot kpiTipilo
mov opifovtal amd TIg TEPIMTAOGELS YPONG TOL TPOGIOPIlovTal amd TG GUUUETEXOVGES YDPES.
Kd&Be kpdtog - péhog €xel LETAPPAGEL TOVG OPOVE, GTN YAMOOCO TOL KOl TOVG £XEL UETATPEYEL OTO
ebvikd 1ov cvomuo Kodikomoinong, onuovpyoviog £tct o epSOS MTC. Ta MVC koaw MTC
vrootnpilovtor amd to dSakoutot epSOS Central Reference Terminology. Kabe kpdrtog - pélog
€xel To O1KO TOL amobeTPlo TOMIKNG opoAoyiog ¢ avtiypapo tov MTC tov. Av o evnuépmon
yivetan pe to dtaxopiot epSOS Central Reference Terminology, ta amofetmpio TOTIKOV 0poroyIdV
€100TTO10VVTOL KOl EVI|LEPMDVOVTOL.

21 Integrating the Healthcare Enterprise (IHE): amotelei mpmtofovAiia and emayyeipoaties tov topéo g vyeiog kot g Propmnyaviog yw vo.
Bertidoovy o Tpdmo mov ta svetpato H/Y avtaAidcovy Tig mAnpogopie g vyslovopkng mepibaiyme.

22 European Patient Smart Open Services (epSOS), http://epsos.eu/

23 Hlektpovikn Zuvtayoypdaenon, https:/www.e-prescription.gr/
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Evponaixo £épyo epSOS

Iepiodog 1,, IovAiov 2008 éwg 31, Tovviov 2014
Algpkela 72 pnveg
Kootog 36,5 exatoppvpla € , cuyypnuotodotmonke and v Evponaikn Exttpomm

v Vv Avtayovietikoétnta kot tnv Kowvotopia (European Commission
Competitiveness and Innovation Programme, CIP)

ApBudg Akaovywv 45 Aworovyot:

Amotereitar and E6vikd Ynovpyela Yyeiog, pa kowvompaio g
Bropnyaviag kot v Opada Awyeipiong ‘Epyov:

* Teyvucn Awyeipion ‘Epyov: Gematik

* Awaxeipion Atowntikod ‘Epyov: Empirica

* 2uvtoviopog: SALAR

Eumlexopeveg yopeg 25 J10pOPETIKES EVPOTATKES ydpeS: 22 kpdtn néEAN ¢ EE xon 3 pun kpdn
péin g EE.

[ivaxag 2: Zvuvortikog wivakag Evporaikod épyov epSOS.
IInyn: http://www.epsos.eu/home/about-epsos.html

2.2.3 H EALGO0 oto Evponaiko £pyo epSOS

To epSOS eivar éva mavevpomaikd épyo mov Eekivioe tov lodAo tov 2008, kot mwov
vAomomOnKe amd dKOLOVYOVG TOV EKTPOCOMTOVV Ta Kpatn WéEAN g EE, cvunepirapfovouévaov
TV vrovpyeimv vyeiag, EOvikov Kévipov Teyvoyvaciog kol EKTpOcOHTOV ETLYEPTCED®V GTO 0010
ovppeteiye ko n EALGSa. O xidprog otdyog tov epSOS eivar va avamtdlel £vo TpakTikd TAaiclo
HY kot katddinAeg vmodopés oto topéa g IIAnpogopikng kot tov Tniemikovoviov mov Oa
EMTPEMOLY TNV AGPAAN TPOGPacn daedpwv un eBvikdv Euponaik®v cuoTnUATOV VYEIOVOUIKNG
nepiBodlymg oTig TANPOoPOpies avapopikd e TV vyeia Tov acbevoic. H EALGSa cvppetéyet oto
épyo epSOS and 1o Eekivnud TOL, LE OMNUAVTIKY CLUUUETOY o€ OAa Ta emimeda. H eioaywyn evog
VEOL KEVTIPIKOD GUGTHIOTOG NAEKTPOVIKNG GUVTAYOYPAPNONG TOV AEITOVPYNGE Y10 TPMTY POPA TOV
OktoPpro tov 2010 aAraée ™ onuaocio tov Epyov epSOS oe eBvikd emimedo. H EAANvikn ekdoym
oV £pyov epSOS EMKEVIPAOVETOL LOVO GE £va. ATAO GEVAPLO VO OLOVEILEL TIC VITAPYOVCES GUVTOYEG
tov mtoArt®v ¢ EE oe po oepd and gappaxeio otnv EAAGSa. A&ilel va onuelwbel mog katd
@aon oxedlacpob Tov £pyov, 1 EALGda dev giye kapia vrdpyovca vrodoun eHealth.

Evd 0)leg o1 ydpeg opyavddnKav Tpokeyévon va, cuvogfovv Ta VITAPYOVTO GUGTHUATH TOVG
pe v wpotewvopevn doun tov epSOS, n EAAGda amopdoioe vo Kavel To avtiBeTo Kot vo ETeKTEIVEL
TO PYIKO PIKPO TAOTIKO GUGTNUA, £TGL MOTE VO UTopel va eivat dpeco Etolun vo evempoatwbel oto
epSOS, pe amotéleopa va eivar og Béom va yepilotel 1060 o€ €BviKO 0G0 KOl GE S10LGVVOPLOKO
EMIMESO TNV NMAEKTPOVIKN] CLVTAYOYPAPNON. AVTO £xEl OMEKOVIOTEL OTO €mionUa £YYpOQEO TOL
Slyoviopoh Tov €BVIKOL GLUGTNUOTOC NAEKTPOVIKNG GUVIOYOYPAPNONG TOV OPYIKE KUKAOPOPNGE
tov Abvyovoto tov 2011 kou o peydro Pabud vmootnpileror amd v Evporaikn Emtpom.
[TapdAinAa to apykd TAOTIKO oo, T0 omoio eival éva Web-based cvotua, ovomtiydnke
KOADTTTOVTOG OVGLOOTIKG POGIKE GEVAPLO GUVTAYOYPAPNONG, EMAVOVTOG £TOL TO APk CnTruota
TEPPAAAOVTOC YPNOTN, TN ONUIOVPYID KOl TNV EKTOIOEVON NG KOWVOTNTOG TV Ypnotwv. Tov
Avyovcto tov 2012, to ovomnuo Mtav oe Béon va yepotel mepiocdtepeg amd 590.000
QOPUOKEVTIKEG cLVTAYES avd NuEpa. To mAOTIKO choTHa NTaV o€ BE0T VO KOADWEL TIG KAUGOTKES
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GLUVOALOYEG GLVTOY®V, OAAG Oev NTav o€ BEom vo Tapéyel T0 TAOVGL0 TEPPAALOV OV amatteiton
amd TOLG TEMKOUG YPNOTEG, TOCO GTO (QOPUOKEID TOV OVEILOVYV TIC GLVTAYES OGO KOl GTOVG
YWTPOVS OV TOPEXOLV TIG GLUVTOYEG, ONUIOVPYDOVTOG £TGL oL GLVEYN CLINATNON GYETIKG HE TN
To10TNTO KO TIG OLVATOTNTEG TOL GUCTNHOTOS GTO GUVOAO TOVL. AVTO &€iye ¢ omoTéAespo ™
onuovpyia evog Enterprise Service Bus, péca and pia amhomompévn tpocséyyion tov epSOS NCP
N omoio TPATEWE TNV AVTOAAYT OAWV TOV GLVTAYDV OAAGL KOl LEAAOVTIKMV £YYPAP®V GE LOPON
HL7 CDA R2 mov mpoteivel to epSOS. H mpotevdpevn yevikn opyltektoviky otnpiletal otnv
apyrtektoviky tomov Representational State Transfer (REST) oto emimedo e@appoyng mov
amevLBHVETOL GTO TEAIKO YPNoTN Yoo dVO KVPLOLS AOYOLG: TO VIAPYOV cvotnua Paciletar og
teyvoroyieg Web pe to omoio m apyttektoviky REST givon mo ypriyopn yu v €pappoyn xot,
dgvTEPOV, TO LVITAPYOV GVuoTNUA OV VIooTNpilel £yypagpa TOmov CDA ovte giye ™ duvatdtnTa vo
onuovpynBovv térol Web Services vynAold emuédov 1y TV VAOTOINGNM oG TANPOLS
npocéyyiong Simple Object Access Protocol (SOAP) Web Services.

e - G
1L 1L I J0 3F

Representational State Transfer — (REST) Front End

1L

| Messaging / web services |

Enterprise Information Bus

I Messaging / web services I

1L

IHE Enabled Components

1L 1L

Legacy Systems Other Third Party Applications

Ewova 10: Apyrtektovikn tomov REST oto EAAnvicé Zdotnpa HAektpovikng Zuvtayoypdenong
IIny": Normalizing Cross-Border Healthcare in Europe via New E-Prescription Paradigms

Avt 1 apyrtektovikn mwpovimobétel T onpovpyia evog RESTTul API mov 1o kolovv tehol
xpNoteg tpitv epapuoymv. Ot mAnpogopieg HETAPEPOVTAL UHEGH TMOV VINPECLOV UNVOUATOV
Messaging Services/Web Services kot €vOg amokAEIGTIKOD O100AOV NG LANPESIOG Yoo TNV
e€ao@AMon Kol TNV TOPOKOAOLONGN TNG TAPASOoNG EYYPAO®V GTO KEVIPIKO GOOTNUO TNG
NAEKTPOVIKNG cuvtayoypdonone. H ypnon mpocbetov copPatdv epyoreiov IHE emrpénel oto
GUGTNUO VO, GUUUOPPOVETOL LE T GeVEpLo epSOS Kot T TPodlaypapEég Tov, evd eEac@arlet
SVVOTOTNTO TG TO EVIGYLUEVNC OGVVOPLOKNG ¥PNoNG cevapiov HETOED TOAAATADV YOPOV
amofnKevoNg OESOUEV@V.
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To EAANvikd c0otio NAEKTPOVIKNG GLVTOYOYPAENONG £XEL ONUOVPYNOEL o GEPA amd
Web Services ®ote va givol €piktO va OO)EPIOTEL TNV avtaAiayn mAnpogopldv. Exeiveg
cuvoéoviat pe T otoryeio Tov vanpecuwv IHE mov petatpémouvy kot emtkupdvouy T1g TANPoQopies
oe popon HL7 CDA. Oka ta unvopata Bpickovtal otnv ovpd pécwm evog Java Messaging Service
(JMS) kot omosTéALOVTOL GTOV KATAAANAO am0dEKTN O1GPAAIovVTaS TNV aGQAAN Tapdoocn TOVG.
O IHE client givon pio RESTful doun mov pécm evdg cuvorov eviod®mv KabloTd TIG TANPOQOpiES,
Swbéoeg  OTOVG TEMKOVG YPNOTES TNG EQOUPUOYNG, Kol Ol omoieg Oépyovtal SlapEGov €VOG
unxovicpov eElocoppodmnons eoptiov Mote vo eE0cPAAMOTEL 1 £yKailpn TOPAEO0GT KOl SLOVOUT TOV
QOPTOL £PYAGIOG GE L0 GEPA OO EIKOVIKEG UNYAVEGS.

2mv kopven tov mapakdte oynuatog, to Audit Trail and Node Authentication (ATNA)
eAEYYEL TIG VIINPEGieg acPaAeing Kot ToPaKoAoLOEl TV OAN O1001KAGI0 ACPAAELNG TWV OESOUEVOV,
ocvpupwvo pe To avtiotoryo mpogik evoopdtoong IHE ATNA. Olo 1o unvdpoto elvon
KPLTTOYPAPNUEVA, KOl Ol XPpNoTEG cuvoEovTal e ) ypnon evog API Key mov ovupopeovetal pe
Baon tic mpodiaypapéc tov gyypdeov RFC-2104. To cuvolkd cvotnuoa ivoar coppatd pe to
epSOS, dedopévov OtL pmopetl vo dwyeprotel Security Assertion Markup Language unvopota
(SAML) xou Public Key Infrastructure (PKI) tokens.

Certified Pharmacy ATNA Audit & Security Services
{1_n)
Certified Doclor's
Offices Load
{1..n) Balancer ) IHE Senvces
""cg:""' v XDS || | ceek || Gresk contral
. WSG PDOQPIX eP WS || oP Reposiory
Ceher Centified
Healthcare Settings
& Staksholders
Systems
(1_.n}
Enterprise Information Bus — Validation & Certifiation
® 0 ®
XMLICOA CONRDEMS

Ewova 11: Apyttektovikn Aoytkol dlovAov.
IInyn: Normalizing Cross-Border Healthcare in Europe via New E-Prescription Paradigms

H mpotevopevn apyltekTtovikn €xel (ol Gepd omd ONUOVTIKG OQEAN Kol TAEOVEKTUATO, TOV
cuvoyilovtol TopaKaT®:

¢ To cvomua eivar epSOS ready.

e To ovomua eivar copPatd pe to HL7 emurpémovioc v OmOTEAECUOTIKY AELITOLPYIKN
EMEKTAGILOTNTO KO SIUAEITOVPYIKOTITOAL.

e To ocvomuo pmopel va LAOTOWGEL O10GLVOPLOKA GEVAPLO VYELOVOULKNG TePiBaiymg Kot
eBvikd oevdplo cuvtayoypdenonc.

¢ To cvotnua elvar TEYVOAOYIKA EVILEPMOUEVO LE TIG TPEYOVGEG TEYVOLOYIKEG TAGELS.
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¢ To cvotmua glvar Tpocavatolouévo otig vanpeoieg (Service Oriented) kot cvpuPatd téc0
pe texyvoroyieg REST 6c0 kot SOAP.

¢ To ocbomua eivar «Cloudable» kot g ek TohTOV pmOpel v AEITOLPYNGEL GE OLAPOpa
EMYEPNUATIKA cevapla Yia To pEAAOV 1660 ¢ kuPepvntikd Cloud 1 éva 1dwwtkd Cloud 1
Ko ToL 9VO0.

e To cvotnua £xet £va 1oYvPO Kot S1EBVOS £YKEKPIUEVO TANIGLO SLOAEITOVPYIKOTITOG.

e To oVomua Poaciletn oto tpéyovta mpotvma IHE  mov emitpémovv v ehevbepm
GUULETOYT TNG OYOPAg Kot Ol TNV OMOUOVMGT] TG 0mtd oVT.

¢ To cvomuo emTpénel AOYIGHKO TPITOV Vo TOGTOTOMOOVV GE GUYKEKPLUEVES TEPUTTAOCELS
YPNONG KO GEVAPLXL EVICYVOVIAG TOV GVIOY®VICUO OTNV 0yopd Kot TNV moldtnto TV
TOPEYOUEVAOV VINPECLOV.

Ye OTL aQopd TN YEVIKN €MIO0CYT TOL GULOTHUOTOS, OTMG POIVETOL KOl OO TNV €MOUEVN
€IKOVO, OVTO Elval EMEKTAGILO G€ TOAAQ emimeda. Mmopel vo vTootnpiel TV EVOOUATOON GE
TOALTTAOVG ydpovg amodnkevong kot ovuPatég dopég THE Cross-Enterprise Document Sharing
(XDS). Eivow emektdoipo ce €vo QUOIKO ONUEID NG OPYLTEKTOVIKNG OO TV dmoymn cuvleT®V
SVVATOTT®V, KOl EVIUEPOUEVO OTIS TTo Tpdopateg teyvikég Virtualization. Eivol emextdoylo og
EMIMEDO, GNUAGIOAOYIKTG SIUAELTOVPYIKOTNTOG, TOPOYNS VANPECIOV KOl OHAEITOVPYIKOTNTOS LE TN
Bonbela tov ITX.
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‘Operational and Functional Scakabiity

M scalatsty
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Multipls Ragistrios
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Ewova 12: Enektacitdotnto Tov GUGTHLOTOG.
IInyn: Normalizing Cross-Border Healthcare in Europe via New E-Prescription Paradigms

2.2.4 Avaivon apytektovikng Xvotiuotog Hiektpovikic Xvvrayoypapnong

H EALGS0 yioo moAAG xpOVIa voTtepovoe o€ BEuata MAEKTPOVIKNAG VYElog Kot pmopel vo
vrooprytel pe Pefardtra mog axdpo Kot onjuepa epoaprolel opiopéveg Aettovpyiec. H vmdOeon
LT AmodEIKVOEL OTL, e YVOUova TNV Evpomaikn ToATiky, pmopolv vo yivouv onuavTikd fruoto
o€ éva Aoy xpoviko maaiclo. Duoikd, n EAAGSa £xet tnv avdykn kot T dvvatdtta v Paciotel
omv Evponn yio v avadidpOpwon oAdkAnpng g €0VIKNG oTpaTnyIKNG TS, MoTe va £pBet mo
Kovtd otV vootponia ¢ Evpdnng. Zvunepacpatikd, 6o pmropodoe kaveic va 1oyupioTtel mmg 6t
TEPIMTOON NG MAEKTPOVIKNG ovvtayoypaenong m emovoypnoponoinon towv Evporaikov
TPOTUTOV, TOV HEHOI®V KOl TV OPYLTEKTOVIKOV 7oL o ovaAVGOoLUE TOPOKAT® UTOpEl va
odnynoet otnv emtvyn Pertioon pe yvouova to Evponaikd eninedo.
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‘Eva amd to KOplo. TAEOVEKTNLOTO TG TPOTEVOUEVIG OPYLTEKTOVIKNG Elvar 1 eveMéia Tov Vo
Aertovpyel oe O18pOpPeEg EMYEIPNUATIKEG Ol001KaGieg. AvT N mpoOTOoT £)XEL TOV TAXHTEPO YPOHVO
eQapproyng, dedopévov 0tL o Enterprise Information Bus (EIB) Bpioketar omnv 1010 uoikn doun
TOVL GNUEPIVOD GLOTNUATOG NAEKTPOVIKNG cuvtayoypdenons. O Enterprise information bus (EIB)
€xel oG 6TdHY0 va S PaAilet T TOOTNTA TNG TANPOPOPIaG Y®PIc va TapeuPaivel OVTE GTN PLGIKY
apyrtektovikn g HKEX (HAektpovikng Kataydpnong ko Extéleonc Xvvtaydv) 1 6motag GAANG
EQOPLOYNG OTO HEAALOV OAAG OVTE Kot LE TN OOUN KoL TO TEPIEXOUEVO TOV TPIT®V gpapuoy®dv. [38]
Me 1t Ponfela tov pebdowv Virtualization, pmopel Koveic vor ypNOLOTONGEL ATOTEAEGLATIKA
(QLOIKES GUOKEVEG e TO KOADTEPO duvaTtd TPOTO. TNV TEPITTOGT ALTY], OEG0UEVOD OTL TO GUGTNLLOL
NAEKTPOVIKNG cvvtayoypaenong Asttovpyel ¢ wvPepvnrikr] vrodouny Cloud (G-Cloud), n
gykataotaon evog EIB upmopel va Aettovpynoet povo wg pa dounp G-Cloud. Xty avrtifBetn
TEPIMTOON, GTO GLVOMKO GVOTNUO TTPEMEL vo. 000l 1 dlayeiplon TV VINPECIOV N 1 TAPOYN
VINPECUDY TPOG TIG EMLYEPNOELS, TPOKEUEVOL VO EPYOCTOVV HE SOPOPETIKO TpoOmo. IV awtd
TopEYOVTOG EAEYYO TOV 0pOopd T evaicOnTa dedopéva amd 0molodNmoTE OMNUOGLO YMPO, UTOPEL GE
OPICUEVEG TTEPUTTMGELS VO dNULOVPYNOOVV KIVOUVOL GYETIKA LE TNV TPOGTAGIN TOVG.

aP RDBMS

Interoperability Enterprise Groek [ j :
@'—" Information Bus P WS o Syiams :

Ewdva 13: Kevrpikn eykatdotoon EIB.
ITnyn: Normalizing Cross-Border Healthcare in Europe via New E-Prescription Paradigms

To yeyovog mwc, m vanpecio evog EIB Aettovpyel, og por aveEdptntn vanpecio mov pnopet
va  Pploketon oe dAAN  @uoikr] Tomofecion  eKTOG TOL  GULOTNHUOTOG TNG  TNAEKTPOVIKNG
ocuvtayoypdenong, avsdvel v gveMéia Kot T duvatodTNTO Vo AEITOVPYEL € Eval 1O1OTIKO LOVTELD
Cloud w¢ Software as a Service (SaaS) mov emtpénet véa Kot o PLOGILO OUKOVOLKA LOVTEAN DOTE
VoL EMTHYOVLE TNV TPOGOOKMUEVT aElpopic.. AVTO GYNUATIKA GOIVETOL A0 TNV EMOUEVT EIKOVOL:

Lo . ;ms ;

. Interoparabilicy Entecprise = Grosk
Pharmacies Information Bus oF WS of System

eP RDBMS

i

SSN System

Ewova 14: EIB Software as a Service
IIny": Normalizing Cross-Border Healthcare in Europe via New E-Prescription Paradigms
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H xpatich apyf mov doyeipiletor 1o cvotua niektpovikig cuvtayoypdenong (HAIKA)
ano@doioe vo epoppdcel v apyttektoviky tov EIB kvpiog Adym tov avéavopevov poAov Tov
omv EALGSa g 1 ovoaotiky apyn HY kot g avaykng eveoudT®mong Kot EmavaypnoLLoToinong
ovotatik®v EIB 6co elval dvvatdv yioo v ampdoKonT OAOKANP®OT KOl OVTIKOTACTOCN TMOV
TANPOPOPLOKAOV GUCTNUAT®V 0T 001 TOov. AAAD GUGTHLOTO TOL TPEMEL VO EVEMOUATOOOLV, Yio
TOPAOELYLLOL TOL VPLOTAUEVH, GCUGTHHOTA, OTWG TO GVGTNLO GLVTAYOYPAPNONG Y10 TI KOTATOAEUNON
mg amdg kot tov éAeyyo (Tpnuo EAéyyov xor ExkaBdpiong Zvvrayov g AedBvvong
®opuakov™) mov Ppicketon otov EOvikd Opyoviopd yio tqv Ioapoyn tov Yanpeosivv Yyesiog”
(EOITYY). H doun tov EIB yepiletor 10 chvVOLO TV GUVAALXYDV Y10 TO QOPLOKELDL, TOV 0TIV 1
0pYAvVMOOT TOV UEPDOV TOVG VTOoTNPilel oe peydrio PBabud TNV EVEOUATOCN TOV VPICTAUEVOV
TANPOPOPLOKAV GLGTNUATOV POPUOKEIOD e TO CVGTNLO TNG NAEKTPOVIKNG GLUVTAYOYPAONONG.

Xvvoyilovrag, a&ilel va onuetwdel mwg n cvppetoyn ™ EALGSg 610 Tovevpomaikd £pyo
epSOS £yel amodeilel OTL N AMOTEAECUATIKY] ETOVOYPTGLLOTOINOT TOV PEATIOTOV TPAKTIKMOV Kol 1
EQOPUOYN TOV VE®MV TEXVOAOYIKOV AVGE®V TOL 21% aidva, Ooniodn 1 emovaypnoiomoinon
npotvnev, 10 Cloud Computing 6To EMYEPNUATIKE LOVTEAQ, KO T) GTUOGIOAOYIKY] CAPNVELD LEGOL
and éva CDA éyypago, pmopodv va onpiovpyncovv Tig Pacelg ywoo v ovamtuén véwov
NAEKTPOVIKAOV VINPECIDOV, PIMKOV TPOG TO ¥PNoTn oTov Topén g vyeiag. H EAAnvikn epappoyn
NAEKTPOVIKNG GLVIOYOYPAPNONG £XEL EVOOUATMOOEL TIC TPOJYpopes Tov epSOS kot GAida
KOVOTOLO, TEXVOAOYIKA YOPOKTNPIOTIKA. To NAEKTPOVIKO GUGTNUO CLVTOYOYPAPNONG NTAV 1) APYN
MOTE Vo akoAOVONCOVY apKeTa Pripata TPoddoL Kot apkeTEg PeATiDoES o€ OTL apopd v HY ot

yopo poc. [11,12]

2.3 Hiektpovikog ®axkerog Yyeiog otnv EALGo0
2.3.1 Ewoayoyn

To véo oyédlo dpdong v tnv HY amocaenvilel 1o medio g moMTIKNG, Kol oKlaypopel To
opapa otnv Evponn, cdppava pe tovg otdyovg g Xtpatnykng Evponng £émg to 2020 kot tov
Yrowokov Ogpatoroyiov yia v Evpann. [Hapovsialel kot kmdtkonolel dpaoelg yio T vkoupieg
nov pumopet va tpoceépel 1| HY, meprypdoet to poro ¢ EE kot evBappivel ta kpdtn pwéAn Kot toug
EVOLLPEPOUEVOVS POPELS va cuvepyacsTtoy. Ot dnudcieg damdveg yia v vyeia ota 27 kpdn HéAN
¢ EE ftav xatd péco 6po 5,9% tov AEIL 10 1990, aviABav oe 7,2% 1o 2010, eved xatd Tig
wpoPAréyelg ot damdveg pumopel va cuveyicovv va avEdavovror ptévovrag to 8,5% tov AEII to 2060
Aoy g ynpovong tov TANOLGHOD Kol GAA®V  KOW®MVIKOOIKOVOMIK®MV Kol TOMTIGTIKOV
mopayoviov. EmmAéov, m mpoPoAr] ywo Tig damdveg pokpompoBeoung mepiBaiyng oyedov
duthactbleTon katd pHEco Opo katd TV mePiodo mov apopd 1 mpdPAeyn. Tavtdypova, o gvepydg
mAnBvopdc avapéveror va petwbet eviorootokd, amd 61% oe 51% tov cuvoAkod TAnBvcLov, Evd
T0 MOGOGTO TOV NAMKIOUEVOV (65+) kol Tov moAd nAkiopévov (80+) otov mAnbvoud g EE
npofArémetar va avénbet avtiotorya, amd 17,4% to 2010 og 30,0% 1o 2060 xor and 4,7% to 2010
oe 12,1% 10 2060. [11]

24 Hhektpovikh AtokvBépynon Kowevikng Acpdhiong AE, HAIKA, http://www.idika.gr/
25 EBvikog Opyaviopdg yuo v Hapoyn tov Yanpeowov Yyeiog, EOITY'Y, http:/www.eopyy.gov.gr/
26 Tuwipotog EXéyyov kar Exkaddpiong Zvvtayov g Atebbvveng Papudrkov tov E.O.ILY.Y., https://www.eopyykmes.gr/
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http://www.eopyy.gov.gr/
http://www.idika.gr/

2.3.2 O £0vikog oyeowaopoc g EALddag

H Evponraikny xoatevbovmpio ypapun koabopilet éva eAdyioto cOVOLO OdOUEVOV UE
ONUOVTIKEG TANPOPOPIES VIOl TNV U TPOYPOUUOTIGUEV | EKTOKTN OVAYKY QPOVTIOOS OV apytkd
elye oprotel oto £pyo epSOS pe o1oy0 T PerTion TS AoPAAELNG TOV 0GOEVAOV KOl TNV TO1OTNTO
g epovtidag Tovg. To diktvo HY g EE «éBe kpdtovg-péhovg ocvotdbnke Pdost Tov dpbpov 14
mg odnyiog 2011/24 e EE  oyetkd pe 1o dOikoudpato tov ocbevdv otn 010cuvoplokn
vysovokn mepiBaiyn mov e&édwaoe v Evpomaikn katevbuvimpla ypopun tov Noéupplo tov
2013 ko amd tote avT amoteLel LEPOC TOL GTPATNYIKOL GYediov yia tnv HY.

To Ymovpyeio Yyeiac”” otnv EALGSa, 610 Thaicto e petappdduons Tov Tpoypappatog yio
v vyela ) mepiodo 2013 - 2015, oe ovvepyaoia pe tov ITIOY, 610 mhaiclo g mpwToPoviiog
Opaong yo TV vYeia, TPOTEVE OEKO TUAMVES YLOL TNV EVIGYLON TNG OVATTVENC, TOV ETOOCEMV KOl
¢ Puwoipdmrag Tov EXY. Xto mhaicto tov muddva eHealth po pedétn koatéypoye v Katdotoon
TOV amoKeVIpOUEVOV cvotnudtov HOY ota onuocia vocokopeio, mapéyovtoc mPoTACELS Yo
opiloviia 1 kdBetn dwwcvvdoeon mov Ba mEPLypaolV o1 emoOeves mopaypdeovc. H peiétn
TPOTEIVEL U0 OPYLTEKTOVIKY] OLOAELTOVPYIKOTNTAG Yo TNV ovATTLEN Mg €BVIKNG VTOdoUNG
actevav pe Baon tig katevBuvtpleg ypaupés g EE, 0mwg avtég opilovrat amd tov NoéuPplo tov
2013.

[MopdAnio pe avtd, to épyo SOHealth®™ (Smart Open Internet Services for Health)
cuvdpvinke and v EAAnvu Tpappateio Epgovag ko Teyvoloyiag ko v Evponaiky ‘Evoon,
MoTE Vo avomTOEel pia eBvikn eméktoon TV velotdueveov Eupomoikdv mpoypoppdtov kot
dwktvmv Kovotopiag, m.y. epSOS, ANTILOPE, k.An. H kowonpa&io SOHealth amoteAieiton and to
Infolab tov Apiototereiov Iavemomuion Ococarovikng®”, ™ Gnomon Informatics A.E.* ot
omoieg efvan emoTnroVIKOG Ko TeXVIKOG GuvTovioTtig avtictorya, TV EAOT ALE.”" w¢ Swuygipiot
TOWOTNTAG KOl TAOTIKNG emtkupwong, kobdg kor tnv Pharmaxis®® xou v HAIKA AE. To épyo
SOHealth emikevipobnke o610 vo wpoteivel KovoTOUEG VANPECiE Kol To €pyoAieio NG
dwAetrtovpyikdmrog g HY mov emirpémovv  aveloptitov TAOTQOPUOS, Ol10GLVOPLOKA KOt
STEPLPEPEINKA GEVEAPLO VYEIOVOUIKNG TTepiBalyng pe Bdon v enavaypnoiponoinon tov debvov
npotvonev (w.y. HL7, IHE, kAn). Eravaypnowonoiwvtag tov AMKA (Social Security Number, SSN
KAm) to SOHealth dnpiovpynce éva EBvikd Enueio Emagng (NCP) yw va owkodopnoet pio
EQOPUOYY Y10 TN CLUVOTTIKY OvaPopd oL evowpotdvel tov HOY acBevdv mov oyetileton pe 1o
Qapuako, TV £€KkBeon OVILETOMIONG VYelog, Kot Tpoteivovtog €va TAOIGLO0 GLVOIVESTG TOL
acBevoig yia va otnpryBel n mpdcPacn Tov achevdVy L OEGUEVTIKA GEVAPILOL.

27 Ymovpyeio Yyeiag, http://www.moh.gov.gr/

28 Smart Open Internet Services for Health, SOHealth, http://www.sohealth.gr/

29 Infolab tov Aprototeleiov Iavemomuiov @scoarovikng, http:/infolab.ee.auth.gr/
30 Gnomon Informatics A.E. , https:/www.gnomon.com.gr/

31 EAOT A.E., http://www.elot.gt/

32 Pharmaxis, http://www.pharmaxis.gr/
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E&etdomkav 600 kopleg katnyopieg Zuvontikov Iotopikod Yyeiog acBevoig (XI1Y): o) ‘Evag
G GLVAVINONG 7oL &ite oyeTileTo pE TNV TOPOUOVH] OTO VOCOKOWEID (ouyvd ovopdleton
[Tepiinym E&umpiov) 1 emiokeym oe éva €dwd kot f) UG GUVOAIKNG Gmoyng o€ mOALOVG
Toapdyovg epovtidag cvvoyilovtog T mo TPOSPATN KATAGTOON VLYEiog €vOc acbevi) Kot Tig
emkeipeveg Oepamneieg. To mpoypappa epSOS Tpocéyyioe T GLVOAKY| AToYN, ®GTOGO KATOLES amd
TIG GUUUETEYOVGES YDPES AVTL VO ONULOVPYNCOVYV GUYKEVIPWOTIKES AVAPOPES ATAG LOPAGTNKOV TNV
mo mpdoeatn. H emhoyn tov evog évavtt Tov ahiov XIY acBevoig ivar pio onpavtiky cvljtnon,
a@OL Kot 01 OVO £YOVV TAEOVEKTNUOTO KOl LEIOVEKTHHOTO, OUMG GTN TPOYLATIKOTNTO Kol 01 600
yperalovat Yo 016.popovg Adyovuc.

[MAeovekmuota tov ZIY ovvavimong etvor petald dAlov, Ot elvoar cvvenng kot
motonoteitor and to ytpd moL avoAauPdver v gvBovrn, kot To yeyovdg OtL glvol otV
TPAYHOTIKOTNTA £VO. CUVOLO GUVEKTIKMV KOl GYETIKMOV TANPOQOPLOV. ATO TV AN TAgvpd, TO
UEYOADTEPO UELOVEKTNHO. OTOV TOL €100V¢ €ival OTL 1 TPOGPOCT GE L0l GUVOAIKT AvaPOPE TOV
actevoug amaitel To TOMKO OMUEIO TOV GLOTHUOTOS VO OVOKTHGEL LK GEPA OO AVAPOPEG TOL
acBgvoig Kot va ekTeAEGEL VTN TV dadKacio, Oty amotteital and Tov enayyeipatio vyeiog. Mia
GUVOMKT GmOYN G€ TOAAOVG TaPOYOVG PPOVTIONG €£YEl TO UEYOAO TAEOVEKTNUO OTL UTOpEl va
YPNOUEVGEL G £va EDKOAO GNUEID IGO0V Y10 VO TAPEL oL YEVIKNT EKOVA TNG LYEiaG ToOL acBeVoLg
OAAQ LTAPYOVY KO PEOVEKTAHOTO. MEPIKES POPEG M CLUVOAIKY OvVOPOPA Etvarl avakpiPng yuo
OPIGUEVEG TTEPITTMOGELS PPOVTIONS, OV EXEL Kapior cLVOPT 1TPIKT EVOVVN Kot eivar apKETE SVGKOLO
VoL SLOEPIGTOVV TaL OEOOUEVAL.

Ol emdueveg TEPIMTAOGELG YPNONG EMIKEVTIpAOVOVTAL ot peTafifacn Tov TANpoeopidv
OYETIKA pe Tovg acBevelg, pe ) popen Tov tepiinyenyv. Onwng £xel meprypapel and tov IHE, ot
2IY tov acBevdv pmopoldv va taEtvounovv 6g TPELG KOTNYOPIES: CUVEPYUTIKEG, TEPICTATIKAOV KoL
UOVILLEG,.

e Yvuvepyatiké: 'Eva ovvepyatikd XIY acBevolg efumnpetel 1o cvopgépovia  evog
GLYKEKPLUEVOL TTOPOHYOL LE TNV EIGAYOYN TOV MO GYETIKOV TANPOEOPLOV YU ovtdv. Mia
TopEYOUEVT] €MIOTOA| omd mpwtoPdOes oe devtepofdbeg vanpeciec @povtidog
YPNOLEVGEL WG TAPAdELY LA aVTOV TOL TOUTOL ZIY asBevoic.

e Jlgprotatikov: To ZIY mePIOTATIKOV EYEL MG TPOTOPYIKO GTOYO TNV aVAIEEN T®V 7O
GYETIKOV GTOLYEIOV GE EMKEVIPOUEVES YPOVIKES TEPLOGOVG TOV APOPOLYV TO 1GTOPIKO TOL
acBevoig. To emduevo mapdderypo meptiopupdvel m mepiinym e&umpiov. Mo wepiinym
e&umpiov gival o GUVOTTTIKT TEPIANYN TOV 7O TPOGPATOV TEPIGTATIKOV, Kot TEPIAAUPAVEL
™ duyvmon, ™ Ogpameia, Kol TIG CLOTAGELS Yo TEPATEP® emelepyacio 61O TEAOG TNG
vysovokng mepiBoiymc. Ipoxettar yuo po petafifoacn minpogopioc, cuyvé oTov apykod
enayyelpatio vyeiag mov avaeépeTon omd Tov achevi otov €101K6. AvToL TOov TVTTOL 0 ZIY
acBevoug etvan n ékBeom eErtmpiov amd TO VOGOKOUELD.

e  Moévipo: To pévyo ZIY towv acbevav cuvoyilovv 10 GHVOAO TOL 1TPLKOD 1GTOPIKOD TOV
acBevolg Kol EMOPEVOG KOAVTTOVY €va gvpOTEPO GAGHA TV TPpoPfAnudtov tove. 'Eva
poévyo ZIY acBevoig avaeépetor cuyvé 6to TAIco vOg SOUNKOVG 1OTPIKOD GAKEAOV.
Yuvoyilel To WTpKd 16TOPIKO TOL 0cOeVOVG, KOl TOPEXEL TANPOPOPIEC GYETIKA HE TNV
TPEYOVGO KoTdoTao NG vyeiag tov, cvumepiapfovopévov tov g&umpiov tov. ‘Eva XIY
€vOg ac0evolg VoEiTal MG Lo YEVIKT EMIGKOMNOTN TOL 16TOPIKOD LYEING TOL GAAL Kot NG
péyovcag Katdotaong Tov. [Ipoxettor yio £va GLUVOTTIKO KAVIKO £YYPOQO OV TAPEXETAL
péca amd £vo MAEKTPOVIKO GUVOAO OEOOUEVOV VYELNG TV acBevdy Tov 16Y0EL TOGO Vi
anmpdGEV OGO KOl Yo TPOYPOUUOTIGUEVT €mOQN e TNV vyswovokn mepiBaiymn. To
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neplexopevo tov XIY acbevoig opiletar, o€ VYNAO eminedo, 0TS TO Un e£AVTANTIKO GHVOAO
OOOUEVOV TV TANPOQOPIDOV 7OV OITALTOVVTIOL YL TOV GULVTOVIGUO TNG VYELOVOUIKTG
wepiBodlymg kot G ouvvéxelng g epovtidag. Avtd 1o €idog ZIY avagépetar oTIg

TEPUTTAOGELS YPNONG Y1 TIG O10LGLVOPLAKES Kol TG €0VIKEG cuvaldayég vyeiog, kabmg Kot Tnv
TpoOcPacn TV TOAMT®OV and To GTiTL.

Olot ot tomor ZIY acBevoldg mepiéyovv minpoopieg Omwg: (o) Tig Inpoypapikég
TANPOPOPIeS GYETIKA e Tov acBevn (m.y. Ovoua, nuepounvia yévvnone, eoio) (B) ‘Eva XIY mov
amotereitor omd TG Swdwkaocieg, TIC oAlepyieg, TO onuepwA TPoPANUaTe LYElag, 1OTPIKE
eUELTEVUATA (V) TO KOTAAOYO TNG TPEXOVCAG POPUOKEVTIKNG aywyne. [13]

Interopetability Related Cﬂ'f Interoperability
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Ewova 15: Baoikég mpodiaypapEg SIAEITOVPYIKOTNTOG GYETIKA LE TIC TEPITTMCELG XPNoels Tov XY acbevav.

IMnyn: European Patient Summary Guideline: Focus in Greece
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2.3.3 Avaivon apyrtektovikng XIY

H mpotewvduevn apyitektoviky] SIAEITOVPYIKOTNTOG EMITPENEL GE OAOVG TOVG TOUTOVS TMV
VPIGTAUEVOV CUCTNUATOV T GULUUETOYN KOL TNV OVTOALOY TANPOQOPLOV GE €VO. LOVOIIKO
HOVTEAD TTANPOQOPLOV LIOSTNPILOVTOS LE SPOPETIKOVG TPOTOVS TNV OVTUAAAYNG OedOUEVOV.
Inueio Tov cvotnudtev TepiBalyng aveEdptnta omd TV TEYVIKY TOAVTAOKOTNTA, TO TEXVOAOYIKO
HoVTEAD N GAAN educOTNTO. 0OMYEiTOL amd TO GNUELD TV OLUKVUAVGEDV QPOVTIONS TOV Umopel va
ovvoebel e avtd o cvuoTatikd. Me Tov TPOTO aVTd, 0 ¥POVOG KOl TO KOGTOG EPAPUOYNS TNG EOVIKNG
GTPOTNYIKNG Y10 TNV NAEKTPOVIKN VYEia otnv EALGSa eivon petmpéva.
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Ewova 16: [lpodiaypapég apyrtektovikng ZIY

IInyn: European Patient Summary Guideline: Focus in Greece

ZVYKEKPYEVO OTOLXEIDL TNG OPYLTEKTOVIKNG TNG EQOPUOYNG TOL QAIVETOL GTNV EMOUEVN
ewkova Pacilovrol og TeYVIKE KEVTIPA dtaAettovpyikdttog pe Bdon to tpopilk IHE Cross Enterprise
Document Sharing (XDS), pe to HL7 Clinical Document Architecture (CDA) kot i World Wide
Web Consortium (W3C) vanpeociec. To Registry-Repository Model (w.y. IHE XDS) mapéyet o
Aon o610 TPOPANUA TG XOPOBETNONG TV TANPOPOPIDOV YPIYOPO GE TEPLPEPEINKO Kot €BVIKO
eninedo. Ta XDS xor XDS.b vrootpilovv opdomovoa amobetnplo eyypdomv kot Eva untpdo
€YYPAPOL Yo Vo ONpovpynBel pio SIGUNKESG KOTOYPAPT TANPOPOPLOV GYETIKA e Evav acbev| og
éva, dedopévo topén kKAvikng ocvvaoeeswg. Ta €yypapa HL7 CDA oamotelovv to k0owvd omueio
avtorriaync. Me to Exchange Content Model, ta CDA £yypaga ¢épovv to kKAvikd mepieyopevo. To
npopih ATNA, ehéyxer Vv avrorliayn miAnpogopudv. Emmiéov, to HL7 Fast Healthcare
Interoperability Resources Specification (FHIR) Draft Standard for Trial Use (DSTU) 1
a&loAoynOnKe Kot YpNOIUOTOIEITOL Y10 VO ONOVPYNGEL TNV £KOECT Y100 TNV VYELOVOULKY| EMioKEYN
KOt T1] GLAAOYN O€00UEVOV OO TOAAATAEG TTNYEC MGTE Vo, d1evkoALVOEL 1 cuvorTiKy e&ummpétnon
tov oacBevov. Or mopor HL7 FHIR, ocvvepydaloviar ayoyo pe to XIY acBevov g EE,
amodekvoovtag £tot T dvvaun tov HL7 FHIR. To Agttovpykd npdtumo tov suotipatog tov EHR
rkata ISO / HL7 10781: 2009, puropet va onpovpynoet mpoeik dote vo cuvoebodv ot Asttovpyieg
TOV TANPOPOPLOKAOV CGUGTNUATOV Yol TNV EVOOUATOON TEPMTAOCEOV ¥pnons. Xtmpilovtog tnv
OPYITEKTOVIKT] WITOPOVUE VO TOVUE TG elvar pia mpocéyyion mov Pociletor oTig vanpecieg, OTOL
po vanpecion pmopet va opotel oG o €101KN Agrtovpyio. TV omoio. UmopoUUE VO, KAAEGOVE
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ypNoonolmvTag kKabopiopuéveg dlacvvoéoelg onmg vanpecieg Web, REST, JSON, HL7, FHIR 7
GAAeg TeYVOLOYiEG.  XT0 OUVOAO TOVG, TO Topamave kobopilovv TN TAATEOPUO NAEKTPOVIKNG
vyetoc. T pokpompdBeoun Procipudmmra, Eva AEITOVPYIKO HOVIEAO GULUTEPIAAUPOVOUEVOV TNG
TLUTOTOINGNG, TV OOKIUMY KOl TOV TPOOOYpapaV Kpivetal amapaitnto. Ta cvotiuata tepiBoaiyng
fo mpémel va. MOTOMOOVVTOL KOl VO, CUUUOPPAOVOVTOL HEGOH GE €va TPOokaBopioUéVo YPOoVIKo
owotnua. Ta cvotipato TEXVOAOYING ouyUNG Kol OVTUALOYNG VINPESIOV VITOSTNPILOVV TIG 00MYieg
GLVOIVESTG Y10l TNV OVTOALOYT] TANPOPOPIDOV TTOL 0PopovV TNV vyeia. Ta unvdpate point-to-point
TPEMEL VoL TNPOLV T TPOPIA eveoudtoong Cross-Enterprise Document Reliable (XDR) / Cross-
Enterprise Direct Messaging (XDM), e1d1kd 6tV pecsordprnon tov cevapiov Tov aclevov.
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Ewova 17: Apyrrextovikn ZIY acBevoig kot oyetikdv npoeid IHE
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AVO opbdES EPYACTNKAV TOPAAANAQ (MDGTE VO ONOVPYNGOVY TNV VTOOOUN| KOl TO GTPMOLLOL
SLAELTOVPYIKOTNTOG TOV OALTOOVTAY OO Lo TETOW EQOPROYN eBvikng eEummpétnong acbevav. H
PO opdado vrd v moapokorovdnon tov I1OY, otmv EALGda dnpodpynce v mpotetvopevn
OPYITEKTOVIKN KOl TO GUVOAO TMV TPOSLOYPAP®V SIIAEITOVPYIKOTNTOC TOL amottovvtay. To €pyo
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SOHealth avélvoe Tic TPodIypaPES KOl £XTICE 0L TPMTY EPOPLOYN TOV EMPOKELTO VO SOKIHLAGTEL
and v HAIKA AE. H ypion tov HL7 CDA enutpénetl o€ meptocOtepo amd £vo TeEMKO YpNnoTn TG
EQOPLOYNG Va. uTopel vor ametkovioet To wtpikd meplexopevo. Q¢ ehdyioto Graphical User Interface
(GUI), 10 epyareio amewoviong epSOS CDA ypnoipomomOnke yioo T 6OOTH UETOTPONY| Omd TO
FHIR oto ovpfotd pe to mpoétumo tov epSOS, mov eivar to HL7 CDA, efacoaiilovtoc
ovpPatomta pe tig katevbuvinpieg ypapupés g EE yia to ZIY acbevav. Xe avtd 10 mlaicto £xovv
evoopatmbel 3 kopleg myEG TANPOPOPLOV: ) To OEJOUEVO TOL OPOPOVV TNV MAEKTPOVIKY|
cuvtayoypdoenon, B) ta e&itnplo TV VOGOKOUEIDV Yio T cOVTAEN OVOPOP®V KOl Y) TO GLGTHUATO
TPOTORAOLOG PPOVTIONS TTOL UTOPOLV VAL EIGAYOLV TIS avaPopég emokéyewmy. H evompdtoon g
daAertovpykdtTog pésm tov otaxkopiot) HL7 FHIR npe nepiocdtepo amod 2 efdopdoeg epyaciog
OV AITOSEIKVOOLVY TN BLctldtTnTa Yo T TPOGEYYIoN TG LPIGTANEVNS apyltekTovikng. H pedét
tov XIY acBevovg pmopel va BewpnBel wg to TpdTo Prina Yo TNV VAOTOINGN TAPOUOIWV VINPECIOV
o€ QAAOVG TOpES (epyaoTnplokovs, akTvoloywovs kAm). H eAdnvikny mepintoon XY acBevoig
tekunpoOnke and ta eStandards D.4.1%  w¢ n Béhtiotn mpaxtiky] oty EE mov acyoleiton pe
TOALOTTAG TpdTLTTA Yo TNV EMITEVEY TG daAelTovpYIKOTNTOC. [13]

2.3.4 Xvprepacpato Yo 1o oyeotacpo tne EALGoag

H motikn epappoyn ZIY acBevoig amokdivye 600 KOPleg TPOKANGELS OGOV apopd To
TOVTOYPOVO, TPATLTTO, KO TIG TPOSAYPAPES, OGS OVTIKOTOTTPILOVTAL OTI GUVIGTMGES TOL £YOLV
epapprootel OTMG: o) M EAAEWYN KatdAANANG opoAoyiog otnv EALGSa kot B) o mAnpogoplokd
GUOTHLOTO. GTIV OVOQEPOLEVT OPYLTEKTOVIKT OLIAEITOVPYIKOTNTOG YopakTnpilovtal avopiuo. Arod
TN oKOomd TG oporoyiag To KAvikd dedopéva tov acbevoig avtictoryilovtar pe to epSOS MVC.
X1 mepinTmon Tov, 01 OPOAOYIES 1 Ol KMOTKOTOMGELS NTOV  AVOTOPKTEG, EPUPUOCTNKAY Ol OPOl
tov epSOS. T va avtpetomiotel  avetopodtto tov 11X, o mbavh tpocéyyion mov Pacileton
oto HL7 FHIR, eivon n mo epwty emioyn yw va vwoBemBel. Avtd amoutel v eAdyiom
mpoonddelo. vAomoinong amd TNV MAELPA TOV CULOTNUATOV VYEOVOUIKNG mepiBaiyng. H
TOAVTAOKOTNTO KPUPETAL OO TO GLUGTAUATO OLYUNG OV YEPIlovTal WITPIKEG TANPOPOPIES TOL
EMTPENEL TNV €VKOAN TPOGPOCT 6T0 onueio Twv TANpoeopldv epovtidas. 'Evag eEumnpemtg
FHIR emtpénel n cwot) petatponr twv FHIR noépwv ota éyypapa HL7 CDA.

Télog, n mpocéyylon avtn emrpénet tn cLUPATOTNTO LE TN GLVOTTIKY Kotevduvrnplo
ypopu dtevkdAvvong tov dacvvoplokod ZIY acBevovg. Xtn ovvéyewn, Oa dnpovpyndel éva
diktvo THE XDS yia va gmrpéyet v dnpiovpyio Tov €yypaeov Kot g avioAAayng HEcm evog
€bvikov diktvov vyelovoukng mepiBoiyme. Tlpoywpovrog, po mAnpne dourp Object Identifier
(OID) yw ta €yypaga CDA, kot po ogpd and XDS petadedopévo Bo mpémel va emektafovv yio
Tpocbetec meputtOoELg Yprons. 'Etol amoktape tpia Pacikd ototyeio. Apyikd, o otdyog eivar va
unv enave@evpove Tov Tpoyd. Oa yivel ypnon kot PeAtimon vropydviwv Tpoeil kot TPOTHTWV
HL7 CDA, HL7 FHIR ka1 IHE. Agbdtepov, Ba akorovBovvar ot 0dnyieg acpaieiog Kot TpocsTaciog
TPOCOTIKAOV OEO0UEVAOV Y10 TNV owkodounon g eumcotocvvng. Tpitov oo HL7 FHIR mépor givan
oTolKEl0 SIHAEITOVPYIKOTNTAG TOL UTOPOVV Vo ENEKTOOOVV gVvKoA. [13]

33 eStandards D.4.1, http://www.estandards-project.eu/index.cfm/deliverables
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2.4 mHealth

2.4.1 Ewoaymyn ot tevoroyic mHealth

Agv vrtapyetl apeiBoiio g ta TEAELTOLN YPOVIA, 1] TEYVOAOYIO TOV KIVIITOV TNAEPOVOV EXEL
yiver uépog g kobnuepvig pog Cong. Ot vanpecieg mov TPOGEEPOLY, YPNGLLOTOOVVTAL GE pio
€VPELDL YKAWO EMOTNUOVIK®OV TopE®V cvuumeptiapfovouévne kot g HY. To Mobile Computing, ot
WTPIKES TEYVOAOYIEC TOV a1cHNTNPOV KOl TOV EMKOWVOVIOV Y. TNV VYEWOVOUIKY Tepifaiym
UTOPOVV VO avoapépovtal v cuviopio pe tov  0po mHealth mov éyel emopéperl Pektioon g
TOLOTNTOG TMV TOPEXOUEVOV VINPECUDY GTOV TOUEN TNG VYELNGS.

Mo Bepomeion vy va omoTpéyel Tovg avOpPOTOVG Amd TNV TOPOUEANGCT T®V O0POpOV
nmudteov g vyelog Tovg €ivarl 1 TOPOYN TEPUTEP® KOl GTOYELUEVNG TANpoPOpnons. Ot
TANPOQOPies etvat O100EGILES GTIC GVOKEVEG TOL O AVOP®TOL XPNCLOTOOVY GE Kabnpepvi Bdon,
onAadn  kabe kwvntd mAEpwvo ovvdedepévo oto  Internet, emutpémer v wpdSPaon
avé Taco oTIyU OTNV KATACTOCN NG VYeiog TOug Kot omd OmMOlodNTOTE HEPOC. Mol 10Tpikm
yvoudtevon Bo uropovce va givarl 1060 anAn 660 £va TGEKAT 1| TEPIGGOTEPO TEPITAOKN OTMG Eval
vrepnyoypaonua. Ot yatpol kot T 0TpKA Wpvpoato o pumopovv va. KOWOTOWGOouY To
AmOTELECUATO OTOVG TeAdteg Tovg o€ pio Web epapuoyn, kot ot gyyeypoupévor ypnoteg Oa
UTOPOVV va £yovv TPOGRacT Kot Vo TPOPAAOVY To OmOTEAEGHOTA TOVG OTaV gival Tola and To
KvnTo toug TNAEQ®vo. [14]

B O &8

Personal Digital smart watches .o. other hndr-mn devices
Assistant (PDA)

With these devices it is possible
to collect big amounts of data such as

Y =y &

health monitoring lifestyle daily activity

N

patients can take control w' |
w with this data, your doctor: of their health: -

will make a better diagnosis accessing their records or
& give the best treatment getting reminders about
their medication (

Ewova 18: T mepthappdver n texvoroyio mHealth
IInyn: https://ec.europa.eu/digital-single-market/en/mhealth
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H teyvoroyio mHealth koAdmtel S1dpopeg texvoroyIKES ADGELS OTMG, T HETPNOT LOTIKAOV
onpeiowv Onwg o pLOUOG KAPOUKDOV TOAUDV, TO ETITEOO TNG YALKOLNG OTO O, 1 apTnPLOKn Tieon,
n Oeppokpacio TOV COUOTOG KOl Ol EYKEPAAMKES dpacTNPLOTNTES. XOPAKTNPIGTIKG Topadelypota
TOV EQAPLOYDOV EIVOL 1] ETKOWVOVIO KoL 1) EVIUEPMOT], OTMG 01 LIEVOLUIGELS Y10l T1 QOPUAKEVTIKN
ayoyn M Tg puebddoVg TOv TPOGEEPEL €vO. YOUVOGTAPLO GE GLUVOLOCUO HE TS OLUTPOPIKES
ovotaoels. H e€dmiwon tov smartphones, kabBdg kot ta diktva 3G ko 4G éxovv evioydoel
APNON TOV EPOPUOYDV Yot KWWNTA oL TPocspEépovv vmnpecieg vyetoc. H owbecipommra tov
TEXVOAOYLDOV dOPVOOPIKNG TAONYNONG OE KIVNTEC GUOKEVEG TTAPEYEL TN SOLVATOTNTA VO PEATIOVETOL
CLVEYMS M ACPAAELN KOL 1] CLTOVOUIO TV 0COEVADV.

Méow tov aenmpov Kot ToV EQaploydv yio Kvntd, n texvoroyioo mHealth emtpémet
GUAAOYN CNUOVTIKOV WTPIKAV, PUCIOAOYIKAOV Kol TOVL TPOTOV (mNG, OToXEl®mV Yo T Kadnuepvn
dpactnpuoTo. Avtd  ypnouedoel g PAom Yoo TNV TPOKTIKY] QPOVTION KOl TG TEPUUTEP®
EPELVNTIKEG OPACTNPLOTNTES EVM O1EVKOAVVEL TN TTPOSPact TV achevdv oe TANpoPopies Yo TV
vyelo Tovg. H avagepodpevn teyvoroyio vmwootnpilel ) mopoyn LVYNANG TOLOTNTOS VYELOVOULKNG
nepiBalymg, ko emrpémel T mo okpPn dwdyvoon ko Oepameic. Mmopel va vrootnpiel tovg
emayyeApatieg Tov Topéa TG vyeiog ot Bepaneio 0cOEVOV TO OTOTEAEGLOTIKA 0POV OL EPUPLOYEG
YL T Kivnté pwopovv va evBappivouy T thp1nor evOg vylevol Tpomov LmNg, e OTOTEAEGLO TNV
Mo €EATOLKEVHEVT] QOPUOKELTIKT aywyn kot Beponeia. Emmiéov cupPdrel oty evouvapu®on TV
acBevov mov Ba pmopovcav vo SloyEPIOTOVY TNV LYeEio TOVg To evepyd, e 10 va {ovv
TEPLGCOTEPO AVEEAPTNTO GTO GTITL TOLG UE AVTONEIOAOYNGN 1| TV ATOLOKPVGUEV TTapaKoAovONGoN
Kol TOV EAEYY0 TOV TEPPAAAOVTIKOV GUVONKAOV, OT®G 01 AAAAYEG GTNV TOLOTNTO TOL aépa Tov Oa
UTOPOVGE VO ENNPEAGEL OPIGUEVES LUTPIKES TTaONGES. ATTd avTh TV dmoyn, N texvoroyic mHealth
dgv mpoopiletal vo OVTIKOTAGTNGEL TOVS EMOYYEALOTIEG TOV TOUEN TNG VYELNG O1 00101 TOPAUEVOLY
GTO EMIKEVTPO TNG TOPOYNS VYEIOVOUIKNG TtepiBoiymc, aAld Bempeitar 6Tt glvar £va VTOGTNPIKTIKO
€PYOAELD YO TN OlOXEIPION KO TV TTOPOYT] VIINPEGUDY VYELNG.

[TAnpogopieg and tov IIOY amokoAdmTOoLV TNV avnoLYNTIK OVENGTN TOL apPBROy TV
TOAMTMOV OV TAGYOLV amd KABe €ldovg cakyapdon dwfrtn. Zvykekppévo to 1985 vmnpyav
nepimov 30 ekatoppvpla dvBpwmot pe kdmoro tHmo avtne ¢ petaforkng dwtapoyns. To 2000, o
appog avtog avénbnke oe 171 exatoppdpla kot ot mpoPAréyelg delyvouv Ot Bo Bdcetl ta 366
ekatoppdpla mwoAiteg to 2030, mov Ba whoyovv amd avt) T dwtapoyn. Mdaiiota, n avEnon g
xpNong ¢ texvoroyiog mHealth ko 1 avamtuén Proiatpikdv aentipov £yl avoilel Eva gvph
eacpa yio v mopakolovdnon ToAOTAOKOV aceveldY OTMG 0 Gakyap®mong ofrtne. Ot acbeveig
HE OWPNTn aVOUEVETOL VO KATOYPAPOLY TO OTOTEAEGLOTO TOL GOKYAPOVL TOV OIUOTOG Kol TNV
TPOGANYT WVGOVLAIVIIG MUEpPOAOYLOKA, T amoteAéopato Oa eppavifovior otov €0O o KGO
npoypappotTicpévn eniokeyn. Ot peybrleg cLAAOYEG dedOUEVMV Bal EMLTPEYOLV GTOVS YLOTPOVG VOl
BeAtidoovv 1 01 yvwon Tovg aALd Kot to oyedtacud g PérTiomg Bepamneiag kKaOe popa. [15]
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Ewova 19: TTopadetypo oyediacpod evog cvotpatoc mHealth
IInyn: Wireless Mobile Communication and Healthcare, Second International ICST Conference MobiHealth 2010 Ayia
Napa, Cyprus

2.4.2 mHealth dvvatoTnTES KOl 6TOYOL

Ta ovotuata vysovoukng nepiBoiyng omyv Evponn, ocdpeova pe ™ perlém g EE
(Green Paper on mobile Health), n omoia tOvice ™ véa tdon mov apopd T véa TEYVOAOYin
mHealth, pe oyedov 100000 epappoyéc Non owbéoiues, Kabdg Ko 115 kopveaies 20 dwpedv
EQaPUOYEG vYelog oL a@opobV aOANTIKEG OpaocTNPOTNTEG TOL E£Y0VV gykatactobel oe Kkdbe
smartphone mepiocotepeg and 230 exaropupdpia popés. Extipdror 6t péypt 1o 1€hog tov 2017,
neplocoTEPOl omd 3 doekatoppdpla dvBpomor Oa katéyovv éva smartphone kot ot picoi amod
aLTOVG Bl XPNOLOTOOVY TETOOV €I00VE EQUPLOYEG. LTO TAMIGLO avTd, 1 teyvoroyia mHealth Oa
umopovce va gival €vo amd To EPYOAEio. Yo TNV OVIWETMOMION OVTOV TOV TPOKANGEWV,
cuupdriovtag otV vyslovopkn mepiBalyn pe enikevipo Tov acbevi Kot Kuplwg v Voo PEn
™G  petdPfoaong mpog TV WPOANYM, eved mopdAAnio Oo  evioyber T Pehtioon g
QMOTELEC LATIKOTNTOG TOL GLGTHLATOG. [16]
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Ewova 20: IIpofréyerg yuo v ayopd g te)voroyiog mHealth
IInyn: https://ec.europa.eu/digital-single-market/en/public-consultation-green-paper-mobile-health

Ot Moeglg mov mpooeépel vt N TeXVoroyion umopel va Pondncel otov eviomioud g
avanTLENG TV XPOVIOV TaONCE®Y CE TPOUYO OTAO0 HECH €PYOAEI®V OLTONEIOAOYNONG Kot
OTTOLOKPVGUEVIC O1YVOONG, EVAO 1 OVTAAANYT] OEGOUEVOV LE TOVS TaPOYOLS VYEiog Ba dlevkoldvel
mv €ykoupn mopépPaon. o moapdaderypa, propel va cuvelspépetl oto vo Eemepaotel 1 anpobupio
TV acevav va avalntioovv fondeta eEontiog Tov H10TAYHOD TOVS, OTMG GLUPAIVEL PE TIC WYOYIKEG
acOéveleg, 6mov pdvo mepimov KAbe devTEPO ATOpHO TOL Prdvel o dTopayn, Aopufdaver v
KATAAANAN Oepameio. Q¢ péBodog TpoOANYNG, £xel T dvvatoOTNTa Vo PeErTidoel TRV moldtnTo {omng
TOV VOPAOTOV, AKOUO Kol VoL ETEKTEIVEL TO TPOGOOKIHO (®NG ToVg Kot Ba uTopovce va emttayvvoei
pe v e€evpeon vE®V TPOT®V Yo TV TPOdONGT TG VY100 GLUTEPLPOPAC.

H teyvoloyio mHealth pmopel va cvuPdier pe €va mo amoteAeopoTiKO TPOTO Yoo TNV
POy PPOVTIONG HECH KOADTEPOL GYESIACLOV, LEIMCN TOV TEPITTAOV GLUVEIPLDOV KOl KOAVTEPN
TPOETOOCIO TOV ETAYYEALOTIOV VYelag mov AauPdvovv odnyleg yia t Oepameion xor ™
QOPUOKELTIKY ay®mYN TV acbevadv Toug. H ypnon twv tablets kot GAA®V KIVNTOV GUOKELAOV EXEL
Bonbnoel tovg emayyehpatiec tov TOMED NG VYElOG Kot TO TAPOINTPIKO TPOCHOTIKO V.
ggowcovopnoovv  émg kot 30% tov ypdvov TOLG TWoOL damovdTor Yy TNV TpdSPaot
Kol TNV ovaAvoTn TANpoopldv. To epyatikd SLVAUIKO TOV TOpEN TNG VYEIOG £xEL TN dVVATOTNTO VO
AVTILETOTILEL TEPIGGOTEPO OMOTEAEGLOTIKG TOL TEPICTATIKA, LE TNV LTOGTHPIEN TNG EMKOVOVING
G€ TPAYUOTIKO ¥pOVO UE TOVG 060eveic TOVG, LECH TNG AVTAAAAYNG TOV OEOOUEVOV TMOV YPNOTOV
TOV €kAoTOTE gPapuoy®V. Mia akdpo duvatdtnta g TeYVOAoYiag mov mapabdétovpe givol mwg
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GUUPAAEL TNV OVIYETMOMION TOV GLUGTIUATOV VYEWOVOULIKNG TEPIOAAYNG LE TNV CLPPIKVOGCT TOV
TOp®V, Tov avteTtorifovpue oty EALGOA Ta tedevtaia xpovia. H watpikn mepiBaiyn Oa umopotoe
va yivel €€ amooTdcemc 1 amd Tovs 1010V¢ ToVS aGOEVEIC, [LE YVOIOVE GLUGTILLOTO TOPOKOAOVONONG
Kol VroPoAng ekBéoewv, pewwvovtag t voonieia. H avdivon tov Big Data mov dnuovpyodvron
umopet vo. fondnoet ot Pertioon g vyelovopkng mepiBoAYG OMOTEAEGHOTIKG KOt GTY TPOAYN
TV acOeveldv e TNV TOPOYN VYEIOVOUK®OV opy®V HE o 7o okppn ewkovo péco omd
CLUTEPLPOPE TV AGHEVOV.

H aAlayr tov péAov TV acBevdv and Eva pudAlov TabnTikd, o€ £va TO GLUUETOYIKO POLO
Kol TopdAANAa 1 evioyvon g €vBuvng TOouvg Yoo TN OIKN TOLG LYElM, HEGH® ousOnTNpP®V TOL
aviveLoLVy Kat ovoaeépovy ta {oTikd onueio, péoa and T epappoyég tv smartphones, tovg
evBapphHvouy vo. TPOGYMPNGOLY GTI CMGTH OTPOPT Kol 6TN PEATIOTN QOPUAKEVTIKY aymyr|. H
teyvoroyia mHealth pmopel emiong va avénoet v evarsntomoinon twv ToMtdv o Bépata vyeiog
HEC® KOTAVONTAOV TANPOPOPIOV Y. TNV KOTAoTOoN TG vyeiog tovg, Ponddviag tovg €161 va
Aoppdvouy mo evnuepopéveg amoedoelg ywoo v vyeio tovg. [MoAréc epoppoyég mHealth
YPNOOTO0VV epyaleia Yo T Pertioon 1 v avEnomn ¢ eknaidevong oe OTL EXEL GYECN UE TN
Oepameio, Yo TAPAdEYUO HE TNV TOPOYN KWNTP®V OTOVG YPNOTEG (DOTE VO EMITVYOLV
GLYKEKPIUEVOVG GTOYOVG PLGIKNG KatdoTtaong 1 vevBuuilovtdg toug va Adfovv ta pApHoKE TOVG.
[17]

2.4.3 H ayopad g teyvoroyiog mHealth

Ta televtaio ypovia n teyvoroyion mHealth éyer avaderyBel og évag cvumAnpopoticog
TPOTOG TOPOYNG KT OIKOV VYEIOVOUKNG TEPIBAYNC He TNV TOVTAXOD GUVOEST TOV KIVITOV
SkTOV Ko TN 01ddoon twv smartphones kot tablets. H avénon mg evpulovikdtntog, mov £xet
QTO0El TAVEO Oomd 6 OICEKATOUUDPO. GUVOPOUNTEG TTOL YPTNCUYLOTOOVY ACVPUOTO OIKTLO GTOV
KOO0, EDVONGE TN XPNOT TOL KWWNToV GTNV VYElo Kot TV avamtuén g ayopds tov. H ohykiion
TOV TEYVOAOYLOV OCVPUOTNG ETIKOIVOVIOG KOl TOV GUOKELMV TNG VYEOVOUIKNG TepiBaiymg,
a@evog, Kol NG VYElOG Kol TNG KOW®MVIKNG PpovTidag, amd tnv GAAn, sivoar 1 dnpovpyio véwv
EMYEPNOEDV, EVO O EMAVACYEOOUOS TNG TAPOYNG VLYEWVOMKNG TepiBaiyng elvar daitepa
VTOGYOUEVES AYOPEG.

Melém tov TIOY deiyver 6t m teyvoroyion mHealth otig ydpeg vyMAOL €1GOINUATOG
00MYEITOL OO TNV EMTOKTIKY OVAYKT VO LELOOOLVV TO KOGTOG TNG VYEWOVOUIKNG TTepiBaAync, evd
OTIS OVOTTUOCOUEVEG YDPES EVIOYVETOL KLUPIOS omd TV ovaykn Yo TpdsPacr oty mTpoToBadiua
nepiBalym. H €pesvva €deiée emiong 0Tl éva amd To MO TPOGPOTO TPOYPALUATO VYELOVOUIKNG
nepiBoiymg oty EE, glvatl 0Tt T GLGTAHOTO, TOV TPOAYOLV TNV TPOCMOTIKN PPOVTION HECH TMOV
wearable cvokeL®OV TOPEYOLV OTOVG 0cbevelg €va Mo evepyd POAO KOl TO. GLOTHLOTO OVTA
ovopdlovtal atopikd cvotnuate vyelag. [5] Zmv Aepikn kor oty Acio n TAswoyneio TOV
veplotapevov vanpecwov mHealth emkevip®vovtolr ot Bedtioon g AmOTEAECUATIKOTNTOG TOV
EPYOTIKOD SUVOIKOD KOl T®V CLCTNUATOV VYEWVOMKNG TepiBoiyng. Mia dAAN katnyopio
vanpectov oty Ivdia, ™ Notio Appwn ko v Kévva meprhapfaver pumvopoata TpdAnyng kot
€VOCONTOTOINGNG Y10t TOV TEPLOPIGUO TNG FLAG0ONG AOIUMOIDV VOST|LLATWOV.
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Oocov agopd ta £€60d0. , pia ko avdivon arnd ta épya tov GSMA* (Groupe Speciale
Mobile Assotiation) ko PwC* (PricewaterhouseCoopers), mapovcidlel Tmc 1 ToyKOsuo. oyopd
mHealth 6o @tdoetl Ta $ 23 dioekatoppvpia o 2017, pe mv Evpdnn va avtimpocwnedet to $ 6.9
doekatoppvpla, N Acia ta $ 6.8 dioekatoupdpla, kot vo akorovbei 1 ayopd ¢ Bopeiov
Apepicnc pe $ 6.5 dioekatoppipla. Zopeova pe Ty €kbeon, ot AVceg Tov Tpooeépel N Oepomeio
€€ amootdoemg mapakorovOnong arotelodv oyedov 1o 60% tov cuvorov tv epappoy®dv mHealth
omv Evpdnm. Avcelg mov oav&dvovv TV amodoTiKOTNTO TOV €PYOUTIKOD SUVOKOD KOl TOV
GUOTNUATOV VYEWOVOMIKNG TepiBaiymg amotehovv oyeddv 10 15% 1tng cuvoMkng avamtuéng,
TOPOAANAL LE EQAPUOYES Yol TNV Vyeia kot TV gvedia. Mia GAAN HEAETN TTOV TpOyHOTOTOWONKE
and 1ig PwC xow GSMA detyvetr 6t1 10 2017 1 teyvoroyio mHealth Oa eEotkovounoetl cuvoikd 99
doekaToppvpla € amd 10 GUVOAMKO KOGTOG TNG LYEOVOUIKNG TtepiBaiyng oty EE. Ot peyoditepeg
eEowkovounoelg Bo eivar otovg toueig g evegiog - mpdAnyMg (69 dic €) ko g Oepameiog -
napokolovOnong (32 dig €), Aappdvovtag vwoyn TO0 KOGTOC TOV EPYATIKOD OVLVOLIKOD TOV
amouteiton Yoo v vrootpign g texvoroyiog mHealth (6,2 dig €)

H ayopd tov epappoy®dv yioo Kivntég cuokevég €xel avamtuydel toyvtata to TeEAevTOiN
rpévi dote va yiver n Pacikn kwvnmple ddvaun g oaviamtuéng g teyxvoroyioag mHealth
dtevkolvvovtog v amd 1N deiocdvon twv smartphones. Eivar evowagpépov 011, 1 ayopd
Kuplapyeital amd pkpés enyelpfoels, pe to 34,3% ot omoieg otn mAcoyneio Tovg Exovv amd 2 £mg
9 egpyaldpevovc. OlokAnpavoviag Tn HeAETn ™G ayopdc e teyvoroyiog mHealth elvat
afloonpeimto va avapépovpe 01t v oand 97.000 epapuoyéc vyeiog sivor  dwbéoiueg oe
TOANOTAEG TTAOTQOpUES oty maykocpia ayopd. Ilepimov 10 70% tv mHealth gpappoydv
610YEVOLVV 6TV gve&ia KOl PUOIKN KATAGTOOT TOL TUNHOTOS TOV KaTavaA®wTdVv. [locootd 30% tov
EQUPUOYDV £YOVV GTOYO TOVG EMOyYEAUOTIEG TNG VYelag, OlevkoAhvovTag TNV TpocPacrm ota
dgdopéva Tov achevav, T SfoVAELOT Kot TV TAPAKOAOVON G TOVG, TN SLOYVOGTIKY OTEKOVIOT,
KOl T QOPUOKEVTIKA TTpoiovTa. [17]

34 H’Evoon GSM 7mov cuvifmg avagépoviar wg GSMA givar éva umopikd GO0 OV EKTPOCOTEL TO. GUUPEPOVTOL TV POPEMV EKUETAAAEVGTG
KNG TAEQoViag o€ OAO0 TOV KOGHO, http:/www.gsma.com/

35 H nolvebvikn PwC emikevipdvetot 6 EAEYKTIKEG, POPOAOYIKEG Ko GLUBOVAEVTIKES VAN pESies. Bonbdetl otnv enilvon moAdmlokwv {ntnudtov
KOL TOV EVTOTGUO EVKUpLdV, http:/www.pwe.com/
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KE®AAAIO 3°
IHpotono & KMOKOTOiNoN

Emoxonnon kepalaiov

EEKIVOVTOG TN LEAETN TOV TPitov KEPOAiov, Ba avaAvBovv Ta TpdTLTTA KoL 1| KOJIKOTOINoM
oL €PAPUOLOVTOL T 1OTPIKA OEOOUEVOL Y10 TNV OIKOOOUNGN OLOAELTOVPYIKMDY EPUPUOYDV TTOL
a@opohv TV vyeio. Apywd, Ba dovpe 10 mTpoTLTO TASVOUNoNG voowv ICD-10 1o omoio pe
GUVEISPOPA TOV PerTivoe TO HOKPOTPOOEGHO TPOYPUUUATIOUO OTn OMuOcto vyeid OAAG Kot
SVOKOAIEG TOV TTPOEKLYOV OO TNV EPOPUOYN TOV. TN GLVEXEW, B0 TAPOLGLOCTEL 0 0pYaUVIoUOG
HL7 o omoioc onuovpyel mpodTLIaL Y10 TNV OVTOAAQYN, TN O0)EIPIOT), Kol TNV OAOKANP®OT) TOV
NAEKTPOVIKAOV TANPOPOPIOV VYEIOG Y10, KAVIKOUG KOl SLOIKNTIKOVG GKOTOVG TOPEXOVTIOS GTOVG
OPYOVIGHOVG VYEIOVOUIKNG TEPIBOAYNG TIG TTPOSIOYPOPES Yo TV KOTOOKEVT] CLGTNUATOV TOV
o1oYevoLVV 6N dtohertovpykdtTa. ‘Eva tpdtumo mov Exet dnpiovpynbei amd tov HL7 eivon to HL7
Fast Healthcare Interoperability Resources (FHIR) to omoio givan éva avepyouevo avorytd tpotumo
Yo TV avTOAAOYT) NAEKTPOVIKAOV TANPOQOPLOV VYEinG 0pilovTag o GVALOYT TOPWOV TOV UTOPOVV
€0UKOAQ, V0L EQAPLLOGTOVV GE GLGTHUATO TOV EMADOVY KAIVIKA Kol OIOIKNTIKA TPOPATLOLTOL.

‘Evag axopo opyaviopog eivor o IHE, Integrating the Healthcare Enterprise o omoiog
ovuPdret otn Peitioon TOV TANPOPOPIKAOV GLGTNUATOV  TOL APOPOVV TNV VYEIOVOUIKT
epiBolym avIOALACCOVTOG TANPOPOPIES, OPYUKE GTOV TOUEN OMEIKOVIONS, OTOL VINPYXE GUPYS
emkaioyn petald tov tpotvmov HL7 ko DICOM eotidlovtog otn O10AE1ToupykoOTNTO LETAED
tov  gfomMopoy otTo Od@opa KAWVIKG TUAUOTO KOU TOV VOGOKOUEWK®OV TANPOPOPLOKOV
ocvotnuatwv. ‘Eva mapayév npdtvmo tov IHE givoan 1o IHE Cross-Enterprise Document Sharing
(XDS) mov emutpénel ota Eyypaga TG LYEWOVOMKNG mepiBaiyng va dtoporpdlovtal HEGm VO
owrtvov evpetog mepoyng (WAN, Wide Area Network) peta&d tov vocokopeiov, t@v mapodywv
TPOTORAOLLOG PPOVTIONG VYELNG KOl TV KOWVOVIKDV VITNPECIDOV.

Téhoc, Ba perenBel 1o Clinical Document Architecture, CDA) 1o omoio &ivow m mio
owdedopévn epappoyn tov HL7 V3. To mpotvmo CDA Aaupdvel coPapd vmoyn 6to va cuykpivel
TIG SLPOPES HETAED TOV CUVOAAAYDV TV PACEMV OEOO0UEVOV KL TOV PUETAPOPDV TOV EYYPAP®V.
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3.1 To&wvopnon vocowv ICD-10

Xto t€An tov 2001, o Evpomaikdg Opyaviopdg yio tv Owovopkn Zvvepyacio kot
Avamtoén (OOZA), Eekivnoe o Tpoomddeta Yo vo ONUoVPYNGEL £VOL EVVOLOA0YIKO TAOIGLO Y10 T
Kpatn — PEAN YVOOTO Kol ®G €pYo NG vyswovopkng mepiBaiyng oo OOXA. 'Exouv dnuocievtel
TOAMG  GpBpa kor  ekBéoelg yw MV mAektpovikny  vyela,  mov  Kupiog
EMKEVIPMOVOVTOL OTI TMEPITTMOGELS YPNONS TOL AlOIKTOOV YL TNV TOPOYN TNG VYELOVOUIKTG
nepiBoiymg. TloAlol amd tovg onuepvovg HOY eivor amobnkevpévol, xpnotlomoidvtos ddgpopo
AELITOVPYIKA CLOTNHATO Kot HopeEg apyeimv. Ot véeg teyvoroyieg otn Anuodcia Yyeio eivor moAv
ONUOVTIKES Y10 TO HOKPOTPOOEGO TPOYPAUUATICUO TNG. Aldpopa £yypapa 0TS To EITNPLO TOV
ac0evolc, To AMOTEAEGUATO TOV EPYOCTNPLOKOV £EETACEMY, Kl 1] TPOEYXEPNTIKY| ddyvwon Oa
uropovcav va tavounBodv pe TN ¥pNom KOOK®V TOL TEPEXOVIOL GE Mol GLYKEKPLUEVN
Tomomomuévn tavounon onwg ival yoo Tapaderypa 1 o1ebvng Ta&vouncn voomy Kot GUVIPOV
npoPAinudtov vyeiog ICD-10 (International Classification of Diseases).

Ta cvomiuota Ta&vouNnoNng maPEYOVY GLYKEKPIUEVT O1dyvmon Kol TANPOQOPIES Yo T
Oepameio Tov UmTOpovV va BEATIOGOLV TNV ANYN ATOPAGE®Y Kol TNV ac@AAeld Tov acevav. H
dwyeipton TV TANpoopL®dV 6T dNUOGLa vyeio INUovPYel KOADTEPES 1ATPIKES TPOOTTIKES Y10l TOV
acBev), vrootnpilel TV €vOBVN, T PeAtioon g TodTTOG PECH TNG LETPNONG TNG ATOO0CTG Kol
™ Myn onopdcoewv. Eni tov mapovtog, to ICD-10 amoteAel 6Tt TO CLYKEKPIUEVO VITAPYEL GTN
tavounon vocmv, TPAYLO TOL GNUAIVEL OTL 1] KOTOVONGT TOV OTOTEAEGUATOV KOl 1] TOOTNTO TV
dedopévmv givar BEATIOT.

211c meplocotepeg amd Tic yopeg e EE, to cvomua kmduomoinong nAEKTpovIKnG vyeiag
&xel Eexvnoel and to 1991. H tedevtaio éxdoon tov ICD-10 onuoocieveton oe 42 yA®OGOES,
avapecd toug kot 1 EAAnvikn yAoooa. [35,36,37] 'Exet v wavdtnta vo emexteiveTon 0KoAo Kot
VO KOADTTEL VEEG KMOTKOTOMGELS O18yVIOON S 0COEVELDY, MOGTE VO YPNCLLOTOLEITOL Y10 ECOTEPIKOVG
Kot eEmtepkovg aobevels. Xtig apyég tov 2012 oty EAAGda, 132 vocokoueio tov EXY oto
TAOUGI0 TV TPOTEWOUEVOV — OAAOy®V Yoo  Toug  oobBevelg,  éyovv  emionua
epappocel v terevtaio £kdoom g Kodikoroinong vocmv ICD-10. H gunepia ypdvov and v
epapuoyn Tov Nocokopetokdv TTAnpogoplok®dv ZvoTnUATOV OTOKAALYE ONUOVTIKEG OVGKOMEC.
Mio onuovtikn dvokoAdio gival 0Tt ot yotpol acBdvovtal apkeTd SLCUPESTUEVOL ETEDN £YOVV
mv vroypéwon va emiééovv m cwot ICD-10 dwdyvmon emAéyovtog péEGO amd YIALAOES
apepeepeic dyvooelc. To e€tnplo Tov acbevoic kot GAla Eyypapa pmopoldv va BempnBovv mg
L0, TEPIANYT] TTOV TEPLYPAPETOL LLE TEPIOCOTEPEG AEMTOUEPELEG CLUPWVA UE TN ddyvoon ICD-10.

[34]

A30.0 AxaB6piom Aémpa

A30.1 dopatiddng Aémpa

A36.0 Dapoyyum dupbepitida

A37.0 Koxkbdtng and Bordetella pertussis
A37.1 Koxxotng and Bordetella parapertussis
A37.9 Kokxotng, un xabopiopévog

[Tivaxag 3: Mapdderypo kodikomoinong vocwv ICD-10
IIny"n: Aebvrg Zratiotikn Tawvounon Nocwv kot Zovoaeov [pofinudtev Yyeiog Aékotn Avabedpnon Exdoon 2008
Tépog 1: Katdroyog Koducdv Tevyog A
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actual and propesed implementation dates of 1CD-10

Country Mo rtality Mo ibidity Counlry Mortality Morbidity
Australia 1558 July 1558 Lithuania 1997 1998
Austria 1958 - Macedonia 1996 -
Belgium 1558 = Malta 1995 iz
Brazil 1595 1958 Netherands 1996 19982000
Cemadla 19652 1955 MNew Zealand 1998 19498
Ching 20004+ 20004+ Norway 1996 1998
Cilombia 1956 A Poland 1997 £23
Ciosta Rica 1595 — Fortugal before 2000 -
Czech Republic 1994 i Chatar 1995 Lil
Denmark 1554 1554 Romania 1994 ==
Estonia 1997 1967 Slowvakia 19494 LL]
Finland 1556 1554 Suriname 1996 ==
France 1958 1997 Sweden 1997 1997
Crermany 1958 2000 Thailand 1994 1994
Teeland 1996, 1997 United Kingdom
Tredasd 1958 = England and Wales 1999 1995
Jamaica 1995 — Seotland 19498 1996
Japan 1995 19 Morthern Ireland 1998 1995
Kuwait 1995 1960 Unitedd Stales 1999 ¢
Tialy 19 ** Wenerela 1996 1997
Latvia 1956 1968
FE=Unknown Sewreir: “Tmyphementation of IC0-10 by WHE Mimber States,” Warkl Bealth Orgamization

Ewova 21: Xopeg mov Egkivnoay va ypnotponotovy to cvotnpa tasvopnong ICD-10 avé ypovoroyia

IInyn: http://library.ahima.org/doc?0id=58621#.WPTDvUcIFhE

Xe perétn mov 01eényn and ™ 1" Iaboroyikr Khvikn tov Adikod Nocokopegiov AOnvav,
pe dvvapkn 550 kpefatidv and ™ 1" lavovapiov 2014 émg ) 31" Aekepppiov 2014 tavounocav
0. TEPLOTATIKO TV ocbevov pe Paon 1o ICD-10 kotoypdeoviag OTOTIOTIKG GTOlXEln
Bvnowodrtog, Ommg Kol Tocootd ava acBéveln pe Paon v nAkio mov Ntav oe EEapon Omwg
QaiveTal Kot oo TV emOpevn ekova. [18]

Diagnostic category Age (median) % of admissions LoS (median) % of patient-days Mortality (%)
Abdominal pain and intra-abdominal infections 720 6,1% 50 6,5% 21
Acute fever 75,0 9,5% 50 10,6% 64
Anemia 770 6,5% 5,0 6,1% 48
Cardiological syndromes 62,0 0.2% 45 0,2% 0,0
Diabetes mellitus 62,0 1,1% 20 0,6% 0,0
Electrolyte disorders 76,0 2,7% 4,0 2,0% 19,1
Gastrointestinal bleeding 75,0 4,6% 50 4,5% 27
General symptoms 79,0 1,8% 45 1,6% 16,7
Hematological disorders® 66,0 57% 3,0 6,6% sl
Hemoglobinopathies 44,0 7.0% 4,0 6,1% 0,8
Loss of consciousness 73,0 0,8% 25 0.4% i
Lymphadenopathy 0.6% 7.0 0.8% 333
Neoplastic disorders 67,0 15,0% 5,0 16,9% 224
Nephrological disorders 75,0 1,6% 6,0 2,8% 208
Neurological disorders” 69,0 3,6% 30 2.9% 8.2
Other diagnoses 735 7,0% 4,0 6,6% 27
Gastrointestinal disorders* 69,0 4,5% 6,0 55% 55
Prolonged fever 75,5 13% 7.0 1,7% 0,0
Respiratory disorders 69.2 6.97% 4,0 6.76% 14,0
Rheumatological disorders 720 11% 6,0 1.5% 0,0
Self-poisoning 62,5 2,0% 2,0 0,6% 0,0
Shock 82,0 1,1% 50 1,0% 60,0
Soft tissue infections 67,0 1.2% 7.0 1,8% 5.6
Stroke 76,0 4,4% 3,0 2,6% 4,1
Urinary tract infections 71,5 32% 5.0 3,0% 9,1
Venous thrombosis 80,5 0,6% 45 0.4% 0.0

a:E&upouplévav ToV avalidy Kot aos@otplvorodeioy.
b:E&apovpévon tov eyKeQaAtkol enelc0diov.

c:E&apovpévng g yaotpevteptkng apoppayiog.

Eucova 22: Avdivon TV yopakInploTiKOV T@V aclevdv Tov l60YoVToL 6T LTPLKE TUAOTO COUPOVE LE LEAETN TNG
1™ IMaBoAoyikng Kiwvikng tov Aaikov Nocokopgiov AOnvav.

IInyn: Characterization of the medical admissions in a tertiary Greek hospital.
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3.2 Health Level Seven

O Health Level Seven (HL7) eivon évag 61e6vig opyaviopdg avantuéng mpoTtummy e
ovvepydteg o€ 31 yopeg. O HL7 mapdyet ta mo upemc ypNGIUOTOOVUEVO. TPATLTTO TOL KOGLOL Y10
T SloAettovpykdTTo. 6T0 TopEN NG VYElag. Ot TeplocdTEPOL amd TOVG KOPLEAIOVS TPOUNOELTEG
YPNOOTO0VV Kot vroatnpilovy v avarntuén twv mpotumtwv HL7 otig €51 nreipovg. To opapa
tov HL7 givar « var dnuovpynoet ta KOADTEPO KOl TTO EVPEWMS XPNCLOTOIOVUEVO TPOTLTIO. GTOV
Topéa g vyeioc.» H amootoAn tov £xel og €ENG:

« O HL7 mapéyet mpdTuma y1a 1 S10AEITOVPYIKOTNTO TOL PEATIOVOVV TN TOPOYN PPOVTIONS, TN
BeAtioTomoinon TV pomv £pyaciag, LEIMVEL TNV ACAPELN KOl EVIGYDEL TN LETAPOPA YVMOONG LETAED
OAOV TOV EVOLLPEPOLEVOV LEPDY, GCUUTEPIAAUPOVOUEVOV TOV TOPOY®V VYEIOVOUIKNG TEPIBAAYTG,
TOV KUBEPYNTIKOV VINPECIDOV, TOV OTKOVOUIK®OV ETAIPOV Kol TV 0ac0evdv. Xe OAEC TIG O1001KOGTES

LOG TOPOLGLALEL TNV EXKOPOTNTA, TNV EMIGTIIOVIKT] QLGTNPOTNTO KL TEXVIKT] KOTAPTIOT, YOPIg
va 0€tel o€ kivouvo T dlapdvela, Tnv evOHVN, TNV TPAKTIKOTNTA, 1] TNV Tpobupia va BEcet Tig
AVAYKEG TOV EVOLOPEPOLEVOV LEPDV TPMTO. »

O HL7 dnuovpyel mpdtuma yio v ovtadroyn], T Swyelpion, Kot TV OAOKANP®OTN T®V
NAEKTPOVIKADOV TANPOPOPL®OV VYEIOG Yo KAVIKOUS Kot d101knTikovg okomovs. O HL7 dev avantdooet
AOYIGLUKO, OALL OTADC TOPEXEL GTOVG OPYOVIGHOVE VYEIOVOKNG TTEPIBoAyNG TIG TPOIIYPUPES Yol
TNV KATOOKELT] GUGTNUATOV TOV GTOYELOLY GTI| OHAELTOVPYIKOTNTA. AVATTOGGEL GUVEKTIKA KOl
EMEKTAGIULO TTPOTVLTOL YPTCUYLOTOLOVTOG Mol TUTTIKT) peBodoroyia. Zvvepyaletar MOTE Vo TOPEYEL EVal
KOO onueio yio Tovg e01kovg mov oyeTilovion pe v vyeio and Tov KAGSOo TG TANPOPOPIKNG Kot
TOVGC TTOPOYOVG VYEIOVOUIKNG TEPIBOAYNG, LE OMDTEPO OKOTO VO EPYNCTOVV OO KOWWOL KOl WE
dALovg avamtuEloKohg opyavicpovg Tpoturonoinong. [powbel ta dikd Tov TpdTLTO KO TAPEYEL
EKTOIOEVOT Y10 TOVG KOTAOKEVAGTES TOL KAAOOL TNG VYELNG.

O HL7 etvan pia eBedoviikn opydvmon yia ) dnpovpyio Tpotdnmy, OTov 10 HEYUADTEPO
UEPOG TOVL €PYOV OTNV OVATTLEN TV TPOTHTMV yiveTton amd €Behoviéc, mov epydaloviatl 6@ Kot
TOAAG xpovia. ‘Eval peydho p€poc TG CLYKEKPILEVNG EPYOCIOG YIVETOL OE HKPES GUVESPLACELS TNG
EMTPOTNG KO OTN GLVEYEWD TOPOVCIALETOL GE pio TOAD peyoAvtepn opdda yio vo Anebodv ot
teMKéG amopdoels. Ot eBeloviéc tov HL7 cuvavidviat Tpelg popéc To ypoOvo GTIC GLVEIPLAGELS TWV
opadwv epyaciag mov dwapkovv pia efdoudda katd tnv omoio whvew omd 30 €101KEG EMTPOTES
ovveopldlovv. Zvveyiloviar ol gpyacieg o€ OAO TO LWOAOTO TOL £TOVE GuvTovilovtag To OAO
gyyeipnua omd ToKTIKEG TNAEIIOCKEYELG.

To 6évoua tov HL7 mpoépyetar amd 10 £Bdopo eminedo tov poviédov OSI (Open Systems
Interconnect), Kot O CLYKEKPIUEVO QIO TO EMIMESO EPAPLOYDV, TO OTOI0 TTAPEYEL £VOL TAAIGLO Y10
TNV EMKOWVOVIKL HETOED OLOPOPETIKOV GLOTNUATOV TANpo@optkns. To poviélo OSI €yxel entd
OTPOUATO, TO TPIOL TPATA CTPOUATE OLGYOAOVVTIOL LE TIG EPUPUOYES SLOCVVOECT|C EVMD TO. ETOUEVOL
TEGGEPO GTPMLOTO OLGYOAOVVTOL LLE TN LETAOOT) TWV OESOUEVMV.

O HL7 napdyel t€c0epic TOTOVG EYYPAPOV:

e  Kavoviotikd [Ipdtumo: 10 mepieydpevo mpénet vo amopaciotel and 1 ovvleon Tov peA®V
Kol Oewpeitor Eva dopikod cvotatikd tov HL7 mpotomov.
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e Draft Standard for Trial Use (DSTU): to mepieyduevo mpémel vo. amo@aciotel amd
ovvheon TV HEADV Yo TO OYE00 TOL UEAAOVTIIKOD TPOTLMOL HETH Oamd o
Tpodwyeypappévn tepiodo aglordoynong (cuvnbwg 2 ).

®*  Avo@Qopdc: To TEPIEXOUEVO EIVOL EVOPULOVIGUEVO KATA TN SLAPKELN TOV GLUVOVTHOEWMV 1 £XEL
eykpel and 1o Atotkntiké Zoppovito tov HL7.

¢  Evnuepotikd: o mEPLeyOUEVO EYXEL YNOLIOTEL O TN YEVIKT] GUVEAELON TOV HEADV. Q6TOGO,
dev Bempeitan 0tL givon £val dopkd PEPOS ToL TPOTHTTOV, AAAG £VOL VITOGTNPIKTIKO.

Ola ta HL7 mpdtoma eicdyovror yioo mpotn @opd ¢ DSTU ko wpémet va amodeiEovv kdmoa
eMTLYN €QAPUOYN TPOTOL BewpnBolv wg éva Kavoviotikd tpdtumo. [19]

3.2.1 HL7 Fast Healthcare Interoperability Resources

To HL7 Fast Healthcare Interoperability Resources (FHIR) &ivat éva avepyduevo avorytd
TPOTLTO YL TNV AvVTOAAXY] NAeKkTpovik®V TAnpogopidv vyeiag. To FHIR opilel o cviioyn
TOPWV OV PUTOPOVV EVKOAN VO EPAPLOCTOVV GE GUGTILOTO TOV EMAVOVY KAVIKG KO STOKTTIKE
npofAquata. Avti 1 dadikacio cvvOeong amattel TVTTIKA TV TPOoGapHoYN TV Topwv Paong FHIR
Y. XpnNom o€ ovykekplévo mAaiclo kot mepumtooels ypnions. Ov Pacwég mnyég FHIR
TEPLYPAPOVTAL Al €101KEG douég e ™ ypnom tov wopov Structure Definition. To FHIR opilet
eniong g o1 mopot Ba mpémetl va mpocodtopilovor oe XML kot JSON.

To mpdtvmo FHIR opilel o cviroyn and mdépovg mov kabopilovv Tig Pacikés povadeg
AVTOALOYN G KAVIKOV TANpo@optdv. ATd to XentéuPpilo tov 2016 ta Standards for Trial Use (STU)
TOV TPOdLLYpap®V ToL Tuprva tov tpotvmov FHIR wepirappdvovy 109 ndépovg yroo v avtaidaym
TANPOPOPLOV GYETIKA UE TA OXEOW PPOVTIONG, TOV EKTIUCEMY KIvOOVOL, Tovg acbevels, Tig
0pYavVACELS, To poviefov, TG moapatnpnoels, kAm. H emduevn swdvo deiyvel éva tunua Tov
povtédov FHIR v tovg mopovg tov acBevotg. Ot FHIR mépor kabBopilovror pe Pdon 1o mdpo
FHIR Structure Definition. o omoiog mapéyst to petopoviédo yo O6Aovg Tovg mopovg FHIR
ovumeptrappovopévou kat tov idov tov Structure Definition. Ot mépor FHIR dnpocievovrion o
avoyveOoLUn Hopen pésa amd £va cuvoro mpocsapuocpévav FHIR gdwov avanopactdcemy oty
otoceAido FHIR, cvunepihapfavopévov tov XML, JISON kot oynUaTiK@V ovoTapocTAcEDY OTMG
n Unified Modeling Language (UML). 'Evag cuvovaoudg tov XML Schema kot tov Schematron
mopéyel po evarlaxtiky] avarapdotocn FHIR og popeny XML. O népog FHIR Structure Definition
EVOOUATMOVEL TO AKOAOVOO TECTEPQ LOVTEAN OLOPOPETIKAOV UNYOVICUADV:

e To FElementDefinition kafopiler T1g Aemtopépeleg T0v HOVTEAOVL, TOLG TUTMOVS KO TIG
TPOEMAOYEG TOL.

¢ O Constraints, Top€ovv KOVOVES Y10l TIG GYECELG KOL TIG ATOTNOELS GUVOTTAPENG HETOED TOV
oToyEl®V TOL HOVTELOV.

e To Slicing kaBopilel T pOVOIIKOTNTA TOV ATOUTHCE®V GE OAOL TO. GTOLYEIDL TOL HOVTELOV
EMTPEMOVTOG GLYKEKPIUEVES TTEPUTTMGEIS GTO LOVTEAO OV TTPEMEL VO, AvVOPEPOVTAL LE Pdom
v a&ia ko oyt To dvopa.
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e Ta Extensions emitpémovv mpdcobeta ortoyyeion mov mpémer va

coumepuneBoHv

vrdpyovra povtéra pe ) popoen etkétag (URI) /Cevyn tipomv.

Structure UML XML JSON
Structure
Name Flags Card.
1 Patient
5 P identifier z 0..
i active NI 0.
P name I 0..
P telecom z 0..
gender : 3 0..
birthDate z 0..
deceased[x] MEI O
deceasedBoolean
deceasedDateTime
J) address z 0..

3 maritalStatus

multipleBirth[x]

multipleBirthBoolean

multipleBirthInteger
i~ (3 photo

contact I

-[§) relationship

- name
- telecom

-(}) address

gender
- 4 organization 1
- (P period
animal Nz

o o o o

o o

Turtle All

Type
DomainResource
Identifier
boolean
HumanName
ContactPoint

code

date

boolean
dateTime
Address

CodeableConcept

boolean
integer
Attachment

BackboneElement

CodeableConcept

HumanName

ContactPaint

Address

code
Reference(Organization)
Period

BackboneElement

Description & Constraints ?
Information about an individual or animal receiving health care
services

An identifier for this patient

Whether this patient's record is in active use

A name associated with the patient

A contact detail for the individual

male | female | other | unknown

AdministrativeGender (Required)

The date of birth for the individual

Indicates if the individual is deceased or not

Addresses for the individual

Marital (civil) status of a patient
Marital Status Codes (Required)

Whether patient is part of a multiple birth

Image of the patient

A contact party (e.g. guardian, partner, friend) for the patient
SHALL at least contain a contact's details or a reference to an
organization

The kind of relationship

PatientContactRelationship (Extensible)

A name associated with the contact person
A contact detail for the person
Address for the contact person

male | female | other | unknown
AdministrativeGender (Required)

Organization that is associated with the contact

The period during which this contact person or organization is
valid to be contacted relating to this patient
This patient is known to be an animal (non-human)

Ewoéva 23: FHIR povtélo ndépwv tov acbevoig.
IIny": Modeling and validating HL7 FHIR profiles using semantic web Shape
Expressions

oTa

O unyaviopog enektacipudtrog tov FHIR emutpénel tov minBépiBpo, tovg tomovg 1 dAleg

TTUXEG €vOG TOPOL 1 OMOLOVONTOTE GCLOTATIKOL aVTOV  va  meplopiletat.

[Tpoarpetikd

YOPOKINPIOTIKG pUmopel va amoutovvion 1 va amoyopevovtol. Ot Tumol | T0 €0pOg TIUOV TOV
otoyelov propel va teplopiletar o éva vVTOGHVOAO ToL TOPoL Paong. Eivar akdun mbavd otovg
Bacukobg THmovg dedouéEvmv Tov TPoid, va opiletar, Yo Tapadetypa, 6Tt OAOL Ol OKEPOLOL GE £V
GLYKEKPLUEVO TPOPIA TTPEMEL VO givarl KPOTEPOL 0 o optopévn Tipn]. O unyoviopog ETEKTOONG
emrpénel emiong véa otolyeio mov mpémel va mpootebel oe Eva vapyov TOpo. YTodelyloTo ovTmdV
TV Tpodchetwv otoryeiov mtapiotdvovtal og etikéta (URL) / Cevyog Tindv évavtl tov ototyeiov
o6ToV TVpPN VO ToL povtéAov. o Tapdderypa, n enéktaon us-core-direct TpocOEtel o Aoyikn T
7oV detyvel av o dtevBvvon nAekTpovikoy tayvdpopeiov umopet va ypnotpomombei pe to Direct
TPOTOKOALO TOV ALPOPA T AGPAAT e-mail cOpEwva pe TV enduevn ewkova. [20]
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"telecom"”: [
{
"system": "phone",
"value": "(@3) 5555 6473",
"use”: "work"
},
{
"extension": [
{
"url”: "http://hl7.org/fhir/StructureDefinition/us-core-direct”,
"valueBoolean": true
}
1,
"system": "email",
"value"”: "person@direct.example.org”,
"use": "work"
}
1,

Ewodva 24: Avorapdotoon enéktaong FHIR g JSON.
IInyn: Modeling and validating HL7 FHIR profiles using semantic web Shape
Expressions

3.3 Integrating the Healthcare Enterprise

O IHE (Integrating the Healthcare Enterprise) 10p00nke 1o 1999 andé to Healthcare
Information Systems and Management Society (HIMSS) xot v Aktivoroywkn Etaipeio Bopeiov
Apepwcng (Radiological Society of North America, RSNA) dote va coppdrer ot Pertioon tov
TANPOPOPLOKAV GCUGTNUATOV OV OPOPOVV TNV VYEWVOWKY TepiBodym avioAAdcGovTog
TANPOQOPIES, OPYIKA OTOV TOUEN OMEIKOVIONG, OTOL VLANPYE COPNG EMKOAVYN HeTaED TOV
npotomev HL7 ko DICOM. Apyikd o IHE eotiace ot dtodertovpytkdtnta peta&d tov £oncon
OTO JLAPOPO KAIVIKG TUMHOTO KOl TOV VOGOKOUEWNK®OV TANPOQOPLlak®y cuotnudtov. To onueio
exkivnong Nrav N aktvoroyia, 6mov avéntvEav to TpoPil mov kabopilovv Tov TPOTO XPNONG TOV
DICOM «ot HL7 pali ko mpoydpnoay apydtepa o€ GALES E101KOTNTEG OGS TNV KopdloAoyia, To
KAMVIKG €pYOOTHPL K.

H dgvtepn dudotaon tov épyov tov ITHE vanpée n avdntuén tov vmrodopdmy mov apopovsay
TO. TPOTLTO. TANPOPOPIKNG Y. XPNON o€ emimedo tunpatwv kot Wpopdtov. To XDS (Cross-
enterprise Document Sharing) mpo@ik, mov meprypdeetor otnv emopevn evotnta, ivor £va
mapadetypa avtov. To emdpevo 6Tad10 NTaV Vo VOTTUEEL V0L GUVOAIKO TPOPIA EVEOUATMOONG TOV
TANPOPOPLOKAOV VITOOOUMY VYEWOVOKTG TtepiBaiyng. Ta cvuotipata mov avartdydnKav cOUPOva
pe 1o mpoeik IHE umopovv va emkovemvouv HeToED TOLG KOADTEPQ, KOl givol VKOAOTEPO Vo
EQOPLOGTOVV.
O THE £yet dnpuovpynoet pia TpocEyyion T€660pmV GTUdImV:

¢ [Ipocowpropdg wpofinuatmv drorertovpyikotTnros. Ot KAwvikol ylorpol Kot ot €1d1kol g
TANPOPOPIKNG £PYALOVTOL Y10l TOV EVTOMIGUO KOW®V TPOPANUAT®V OOAEITOVPYIKOTNTOG LE
v TPOGPocn o€ TANPOEOpiec, KAMVIKNG PoNg epyaciog, O10iknong, Kot Tng GYETIKNG
VTOOOUNG.
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KaOopiopég mpo@ik evempdarwong. Ot Eumeipot enayyeipatieg Tov Topéa g vyeiog Exovv
gviomioel ta oyeTikd mpdtumo Ko Kabopilovv TOV TPOMO EPAPHOYNS TOVS Yoo TNV
OVTILETOMICT TOV TPOPANUATOV, GTOYXEDOVIONS GTNV TEKUNPIMON TOLS WE TN HOPON TOV
popil evoopdtowong [HE.

YUOTHNOTO SOKIP®OV 6€ TPAYROTIKES cvvONkes. Ot mpounbevtég epappolovy ta TPOEiA
evoopdtoong THE ota mpoidvra toug Ko tor dOKIMAlovv GTo GLGTHUOTO TOLG Yo TN
SwAertovpykdTa o€ €Toto facn. Avtd tovg emrpénet vo agtoloyndel 1 eToOTNTA TNG
EQOPUOYNG TOVG Ko 1 emiAvon {NTnUATOV SIOAEITOVPYIKOTNTAG GE EAEYXOUEVO TTEPIPAALOV
OOKILDV.

Anpocicvon ekBéccv evoopdtoong. Ot mpounbevtég  OMUOGIELOLY  AVOPOPES
gvoopdtoong IHE ywo va tekunpiovcovv mv evoopdtwon tov mpoeidk THE oty
vrootpn TV mpoidviwv Ttovc. Ot ypnotec umopodv va avoatpééovv ota mpoi
evoopdtoong IHE o va {ntoovv v vmofoAr| mpotdoemy, aniomoldvtag ) dtodikacio
amOKTINONG cvoTnUdTOV. [21]

3.3.1 TIHE Cross-Enterprise Document Sharing

To IHE Cross-Enterprise Document Sharing (XDS) emtpénet ota £yypago TG VYELOVOUKNG

nepiBaiymg va dwpotpdlovtor péocw evog dtktvov gvpeiog meployns (WAN, Wide Area Network)
petalh Tov voookopeimv, tov Topdy®mv TPOTOPAOIOS GpovTidng LYEING Kol TOV KOWVOVIKOV
vanpectov. H 10éa eivor vo owkodopnoet eikovikovg goakélovg acbevav “on the fly” amd pua
TOWKIMO KMVIKOV €YYpAo@V Tov dNUIovpynnKay amd S1opopeETIKOVS 0PYOUVIGHOVS VYEIOVOUIKNG
nepiBalymg dnwg TEPYPAPETOL OO TNV ETOUEVT] EIKOVA.

: . Provides patient identity
Patient identity  faad for register

source (PIX)
Supports multiple patient IDs

Provides documents

Provides registration data

CDA Level 1
CDA Level 2
CDA Level 3

Document source

Document type

Folders

IHE XDS Stores documents persistently

Cross-Enterprise I ¢ lof fod
i Allows for retrieval of specific documents
Document Sharing Document repository =
Register documents
There can be multiple repositories

Maintains metadata about registered documents

Responds to queries for documents
meeting specified criteria

Patient 1D

Time of services

Document class

Meta data
Event type

Facility type
Based on HL7 V2

Query Register to get URL
Retrieve document from repository

Ewova 25: THE Cross-Enterprise Document Sharing
IInyn: Principles of Health Interoperability HL7 and SNOMED
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H xOpa kawvotopio tov XDS givar 0 Aoyikdg Kot 0 QUGIKOS S OPIGHOG TOV TANPOPOPLOV
gupemnpioons (HETOOEOOUEVO) TOL YPNOUYLOTOOVVTIOL YlOL TNV OVAKTNON E&YYpAemv omnd TO
TpaypaTikd meplexopevo. Avto emtpénel 6to XDS va dwyelpiotel omotodnmote £160¢ mepleyopréVon
Kol amAomotel v TpocHnkm o Asttovpyiag eoywyng XDS ota vrdpyovra cvotiuata. To XDS
dtvel TN duvaTOHTNTO GTOVE YPNOTEG VO OVOKTICOVV OLOPOPETIKOVG TOTTOVS £yYpdowv (ypdppota,
OTOTEAECLATOLEIKOVEG KOl PUKEALOVG) TOV TEPLEXOVTAL GE £VOL N TEPLGGATEPO OPYELD KOTAYPOUPNG LE
éva ypnyopo kot cvvenn tpoémo. Kdabe €yypapo mpoPdiietor oty apyikn tov Hopen, M omoio
umopel va mepthapPaver dounuéva dedopéva. To XDS mapéyer o Pdon maveo oty omoia
UTOPOVLLE VO, OLKOOOUT|COVLE EIKOVIKOVG pOoKEAOVG 0oBevv “on the fly” amd o mokidio KAvik®V
eYYPAewv mov £yovv ompovpyndel and dbpopovg opyavicpovg vyeiag. To XDS €xel 1éooepig
dwkprtoug poAovg, to document source, o document repository, 1o document registry Kot to
document consumer.

¢ To document source mopdyel TpOTOHTLIO £YYPOPa, ALTE TO VITOPAAAEL Ge o ook
eyyphoov (kdbe opydvoon pmopel vo dTnpnoEl TN 0K\ TNG), Kot Ompovpyet
petadedopévo yuoo To Kabéva, T 0moiot AmOCTEAAOVIOL GTO KEVIPIKO UNTPMOO EYYPAQOV.
Av10 givar 1o pOVO oL omatteiTol.

e KdéOe document repository (umopel va vdpyovv TEPICCOTEPA OO EVAL) TOPEXEL ACPAUAN
amofnkevon gyypdowv kot vrootnpilel v avaktnon tovs. Ta éyypapa propet va givor oe
eakélovg. Ta &yypaea pumopovv vo amodnkevtovy og o Gepd amd SPOPETIKEG LOPPEC,
onwg CDA 1 PDF.

e To kevipikd document registry xotatdooel ta £yypaga, vrootnpilel avalntnoes, Kot
owtnpet évo URI obvoeopo oOtav 10 £yypago givor amobnkevpévo oe por amofnkm
EYYPAP®V.

e To document consumer eival éva oOoTNUO TOL EEKVE TNV avalinon GTO UNTPMOOV,
AVOKTOVTOS Kol gpeavifovtag to emheypéva Eyypoapa amd v amobnkn 1N Tig amobnkeg
TOVG.

Mo ™ dwtpnon g aceaielag, o uNTp®o tov XDS dev éxel mpodcPact 6to TePlEXOUEVO
oV KABe €yypapov, aAld Paciletol €€ OAOKANPOV GE TVTOTOMUEVO LETAOEOOUEVO TTOV TOPEYOVTOL
amd v YN v va avoktBodv ta oyxetikd 0épata. To tvmomompévo chHvVoro HETOOEOOUEV®V
etvar 1o KAewdl yuo o XDS kot mepthappdvet 1o avayvoplotikd tov achevoic, Tig nuepounvieg /
MPEC, TO MANICIO TOV KAIVIKOD YEYOVOTOG, TOVS TOTOLS £YYPAP®V, TOo dNUovpyo, to péyebog, ™
popon kor v tomobecio. Téhog, amd TEYVIKNG OKOMWIC, TO £YYPOOO OVIOAAAGGOVTOL
ypnowonotwvtag SOAP Web-services kot 1o tpmtokoAro HTTP, evd n SQL ypnoonoteiton yio
TNV avOKTNOT TANPOPOPLOdY. Mmopohv vo ypnoipomonBodv  Sbeopes HOPPES EYYPAPOV,
ovuneptrapupovopuéveov HL7 CDA Release 2, DICOM, kou PDF. H popen tov petadedopévaov
Baciletat oe peydho Babud oto HL7 Version 2. [21]
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To Cross-Enterprise Document Sharing (XDS) ypnowomnotei a&iomota pnvopata Cross-
Enterprise Document Reliable Interchange (XDR) ka1 Cross-Enterprise Document Sharing Media
(XDM) 10 omoia givor mapdpota mpopid pe to XDS kon ta omoio popdlovrar oAk and ta idia
YOPOKTNPLOTIKE, OAAG eV amoutoHV TV TANPN vItodoun Tov XDS. Zuvontikd pmopovpe vo ToOLE:

¢  XDR - Cross-Enterprise Document Reliable Interchange. To XDR mapéyet ua a&lomom
KO QUTOLLOTT LETAPOPE TV EYYPAP®V Kol TV LETAOESOUEV®V Yol Evav 0oBev pHetald Tov
ocvotnuatwv HOY 6tav vrapyet amovsio vrodoung XDS. Xpnowonowei éva Web-service
nov Baciletal oty enkovovia and dkpn ¢’ akpn péca omd Eva SikTvo.

¢ XDM - Cross-Enterprise Document Media Interchange. To XDM JievkoAvvel v
avtodioyn, ypnotpomowwviog péca ommg CD, pviueg USB, kot cvpmespéva cuvnupévo
apyeio og e-mail. [25]

3.4 Clinical Document Architecture

Ye maykocpo emimedo, M Apyuektovikny Khlvikov  Eyypdeov (Clinical Document
Architecture, CDA) eivou 1 mo dwdedopuévn epapupoyn tov HL7 V3. To mpoétvmo CDA Aappdvet
cofopd voyn T peTAPOPd eyyYpaowv. Eival d1apmTioTikd 6T0 Vo GLUYKPIVEL TIC SL0POPES HETAED
TOV GLVOAMOYDOV TV PACEDV OE00UEVOV KOl TOV HETAPOPOV TV £yypaowv. H doun g
ovopaciog CDA umopet va katavondel koadvtepa oe oxéon pe v otopia ™g. To 1997, n XML
NTav KAt VEO TOL TPOGEAKLGE Heydro evolapépov. Kdbe apyeio XML avaeépetar og Eva £yypo@o,
70 0moio €iva £vog amd TOLg AOYOVG Yo TOVG OTOTIOVE O AVOp®TOL dpyioay Vo, GKEPTOVTOL GOPapd
™ petapopd eyypdomv. H XML eivon pia amlomoinon tov mpoyevéstepov mpotomov SGML, 10
omoio ypnopomoteital Kuplog yio mepimAoka £Yypoea, OTMS TEYVIKES TPOIOYPUPES Kot EYYEIPIOL
YL TOL OLEPOCKAPT] KOl TO OTPATIOTIKO €EOMAGHO, TOV TPEMEL VO AMOOIO0VTIOL GE U0 TOIKIALL
SpopeTik®dv popedv. H avaroyio petald tov chvletov eyyelptdiov ypnong Kol Tov 10Tpikdv
apyeimv oev xabnKe, emedN Kot To VO gival 0yKMOTM Kot SVCKOAN 6T dloyEipion.

Type of document

From sender

To recipient(s)

About patient

Document Properties J -
Relating to encounter

At clinic/hospita

On date/time

Includes detail

Persistence

Stewardship
k Document metaphor Authentication

Wholeness

CDA Principles

Human readability
CDA Release 1 Level 1 Single body section
(2000)

Versions Level 2 Multiple sections

CDA Release 2
(2005)

Level 3 Coded entries
(clinical statements)

Constraints on CDA RMIM

Single RMIM __ Templates -
Simple or complex

Ewova 26: O apyég tov CDA
IInyn: Principles of Health Interoperability HL7 and SNOMED
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To 1997, o opddo avBpdnwv mov evdlapépovtoy Yoo o HL7 wor qv SGML / XML
cuvvavnkav octo Méyapo Kona oto New Hampshire tov HITA, émov cuppmvidnke éva oyédio
POV MIEd®V Yo, TN xpron XML ota wtpid Eyypaga, poll pe 1o avepyOUevo LOVTELD avapOpPag
HL7 Version 3. Avtd 10 6¥£d10 £xel akohovOncel o peyaro Padud dvo Pacikés exdOCELC.

¢ Release 1, mov dnpocievdnke to 2000 ko givor va amAd TPOTLTO, TOV TEPTYPAPEL WO
KePaAida Kot To Kuplwg pépoc. Movo n keparida Paciletor oto HL7 V3 RIM, evod to
Kupimg pépoc ypnoomolel o mowkidion amd popeés un-XML avayvoouyes ond tov
dvBpwmo, dnmg Kelpuevo N EIKOVEC.

¢ Release 2, mov dnpootevnie to 2005, eival mo mepimlokn 1060 N KEPAAidH OGO Kol TO
Kuplog pépog mov Pacioviar oto HL7 V3 RIM, emitpémovtog v ovoAVTIKY Tapovsioon
TV dounuévov ocdopévov. To xvpiog pépog pmopel va eivar un-XML moapéyovtag
ocvupatomnta pe tn Release 1 1 umopet va opyovwBet oe éva 1 mepiocdtepa TUnpaTa, TO
omoio umopel va £4ouv SOUNUEVEG KATOYMPTCELS.

H avértoén tov CDA Release 3 onpootetdnke to 2010 ko 1 avantuoén poag Aounpévng
Apyrtektovikng Eyypéoov (Structured Document Architecture, SDA) mapovcualer ovénuévn
eveM&ia. To CDA ywpiletan o€ tpia emimeda:

CDA Level 1, £xet pio emke@aAidoo Kot Eva avayvaoipo omd tov dvBpomo Kuping pépoc. H
KkepaAida mepthopfdaver Poacwukd petadedopéva, GKOTEVOVTAG KLPIMG VO EMTPEYEL TNV
avAKTNOT TANPOPOPLOYV, EVO TO KLPIOG HEPOG Elvol avayvdGHo amd Ttov dvOpwmo
TEPLOCOTEPO LE TN HOPON KEWEVOL 1 KOvaG. [ mapdderypa, to Kupimg népog umopet va
glvar éva éyypago PDF, o eikdva jpeg, 1 £va €yypoapo KEWWEVOD, TOL TEPIEXEL EVOEXOUEVOCS
amAn LOPQOTOiNoT).

CDA Level 2, emtpémer oto wupiog pépoc va eivor eite éva pn dounuévo blob
(emrpémovtag ™ ovpPotora pe to Level 1) 1 éva N mepiocodTEpO doUNUEVE TUNLOTA.
Kdabe tpumpa mepiéyet éva povadikod aenynuatikd Umhok, to omoio mepieyel onuavon XML
nov umopel va omodobel oe avayvaoiun poper. H yevikny doun tov CDA Level 1 xon 2
ocvpeovinOnke to 2000 kot dnpoocievnke g CDA Release 1 (ANSI / HL7 CDA R1.0-
2000).

CDA Level 3, emutpénet o€ kGO Tpunqpo va mepthapPavel eneEepydcleg eYYPAPEG GE GYXEOOV
omolodMmote eninedo. 'ETol, TPooeEpeL 0L TAEOVEKTILOTO KOl T®V 000 OVAYVAOCIU®V Kol
eneEepydopov  gyypbowv. Ta  dedopéva  mov  emefepydlovioan  KOIKOTOOHVTOL
ypnoonotwvtag to potifo HL7 V3 Clinical Statement.

Yyéoeig petad tov emmédov CDA avd ékooon

Release CDA Release One (R1) CDA Release Two (R2)
Date 2000 2005

Level 1 CDARI Level 1 CDAR2 Level 1

Level 2 CDARI Level 2 CDA R2 Level 2

Level 3 Not available CDAR2 Level 3

[Mivaxag 4: Zyéoeig peta&y tov emmédov CDA avd £ékdoon
IInyn: Principles of Health Interoperability HL7 and SNOMED
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‘Eva and ta ehkvotikd yopakmmpiotikd tov CDA eivor 0Tt enttpénel va EEKIVIICOVUE, LE TO
Level 1 1 2, xou ot ovvéyewn va to e&ehifovpe pe v mapodo tov ypdvov. H vyelovopkn
nepiBodym elvan po pokpompdBeoun emtyeipnon kot eivor (otikng onpaciog to apyeio kot yypoea
Vo O10TNPOVVTOL E ACPAAELN MGTE VO LTOPOLV va gival TpocPacipa 6to pEAAov. Ta younAdtepa
enineda Tov CDA mapéyovv AoV YopunAd Texvikd eUmoOdte TNV BEGTICT| TOVS, EVD TOPEYOVV LLdL
dwdpoun petdPfaong mpog ta dopnuévo kmotkomompuéva apyeio. To CDA pmopel va avamtuydel
ebkoho ®ote vo gvepyomomost Web-based mpocfoon ota dedopéva tov acBevav. To CDA
Bpioketar 6To eMikeVIpo oYedOV KAOE APYITEKTOVIKNG OVTOAANYNG TANPOPOPIDV Yol TNV VYEIN OE
OAo ToV KOGHO. O ydpeg Tov vwoBEoav v apyitektovikny CDA Level 1 npwv and apketd ypovia
TOPO, TANPOVV CNUOVTIKG TUNHOTO TOV OTOITHGE®Y NG avToAlayng mAnpogopudv pe CDA. Ot
ropeg £xovv vioBetoet to CDA, eneld Tovg emitpénetl va, popdaloviol GUeca TANPOPopies 61O
onueio g epovtidag ywpic va Buctdlovy TV ETEKTACIUOTNTA KOl TNV EXAVAYPNCYLOTOINGN GTO
péAdov. [21]

Document ID

What / Document type
\_ Confidentiality

Patient

Who

Custodian

Where

Header Date/time generated

Dateftime signed

Service event

$ Encounter
Why J Order being fulfilled
Parent document
: Consent authorization

Text (human readable narrative block)

XML Body _ Section

Shares context with header

Non-XML Body

Any clinical opinion

Observation | Investigation result

Order

Procedure

Specialisations

Encounter

Substance administration

Clinical Statement

Supply (medication)

Consent
Component
Cause

Relationships between entries Reason
Evaluates goal
Is manifestation of
Ewdva 27: Aopn tov CDA

IInyn: Principles of Health Interoperability HL7 and SNOMED
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KE®AAAIO 4°
Aoc@arero laTpik@v Agoopuévev

Emokoénnon kepaiaiov

Ot vToAOY16TEG UmopovV va, xpnoyorombovy pe tétolo Tpomo wote va Bécovy og Kivduvo
MV WIOTIKOTNTO TOV YPNOTOV, KAvoviag TIG TANpogopiec mepi vyelovopkng mepiBaiyng
TPOGPAGULES, ETAVOYPTCUYLOTOMGIUES KOl O €DKOAOL VO SLOEPIGTOVV OGO TOTE GAAOTE. X€
avtifeon pe ta apyeion o€ YApTIVNI HLOPPY|, TO NAEKTPOVIKE opyeior pmopodv g0KoAN Vo dacTovV,
Vo avTlypa@ohv akoun Kot vo tportomombodv and amopakpucopéves tomobesieg. O ypnotng dev
elvar opatdg, N mpocPacn ota apyeia pmopel vo tepdoel amapatpnTn, ot dArayég umopel va etvon
000KOAO Vo €VTOMIGTOVUV Kot OAa ovtd poalli va yivouv moAd ypryopa. Ot omellég kotd g
AGPAAENG OTO NAEKTPOVIKA dedopéva Exovv dapopetikd péyebog and 0,11 6 avTd Tov €ivon o€

XOPTIVI] LOPOT).

H mnpoécPaocn ota mAextpovikd dedouévo mpémer vo puBuileton avotmpd, ®OTE Vo
amoPeLYoVTOL ot Kivduvol amd v TPOGROcT TOV EYKANUATIOV TOL KuPepvoymdpov. YTapyovv
EMIONG KO OMELES Y100 TNV AGPAAELD, OTTMOC Ol PLGIKEG KOt TEPPOALOVTIKES OMEINEG, OL KOUPIKES
cuvOnKeg Kal ot celopol, kaBmg Kot ot PAGPeS kol o1 actoyieg Tov VAIKOD TV pnyovnudtov. Ot
TANPOPOPIES YL TNV VYElD TPETEL VO, TPOGTOTEVOVTOL AtO U €E0VG1000TNUEVT TPOGPacN, XPNoN,
TPOTOTOINGT, KaToypoPr] N KatacsTpoPr|. Ot Kivouvol Tpoépyoviol amd ECKEUUEVT] KOl AKOVGLOL
avBpomvn  dpaoctnpotrte, ocvumepriopuPavopévng g  un  €éovclodotuévng  mpocPaong,
AmOKAAVYNG, KAOTNG, TPOGROANG amd 1006 Kol dpvnong Tapoyfg VANPESIHV, KOODS Kol QLGIKOV
KvOOvVeV Onmg TupKayld, TANUUOPES, GEIGHOL, ATMAELL 15YVOC, OGTOYI0 VAIKOV Kol AOYIG KOV,

[Noti Aowdov pog evolagépel T660 TOAD 1 OGPAAED Kol 1 WOOTIKOTNTO oTo gvaicOnta
0TPIKA 0edopéva mov peietdpue; o voo amokopicovpe Vv emiTELEN KOAVTEP®V OMOTEAEGUATMOV
otV vyela, €&umvotepn OlaxElpIon TOV dSOMOVOV KOl TOV 7O LYIOV avipomwv, mpémel va
eCaopaiicovpe OTL o1 mAnpopopieg Yo v vyeio evdg atdpov gival WIOTIKEG Kot ac@arels. H
TOPOKPATNON TOV TANPOPOPLOV 7OV OPOPOVV TNV vyeio Bo pmopovce va EYel OMEMNTIKEG
ocvvéneleg Yoo ) Con. Ot yTpol €UMIGTEVOVTOL TOVG UNYOVIKODG 7OV OGYOAOVVIOL HE TN
teyvoroyia ¢ IIAnpopopikng kot Tov Emukotvavidv mov tpocovotoAiletal otnv vyeia ot omoiot
popdlovtar TG mANpoeopieg ywoo v vyeld TV acbevodv Tovg pe okomd va €YOLV o TO
OAOKANPOUEVT €KOVA Y10, TI) GLUVOMKTY TOLG LYElX Kol Vo AAUBAVOLY TIC TO CMGTEC OMOPACELS
KOs popd kat yio T KaOe mepintwon EexmpioTd.
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Otav epeavifovror mopaPiacel evoichnTov TANPOEOPIOV VYEOS, AVTEG UTOPEL Vo EXOVV
cOPOPEC GUVETELEG Y10 TOV EKAGTOTE OPYOVICUO, CUUTEPIAAUPAVOUEVIG TNG PG, TNG OUKOVOULKNG
uiog axopo kot g mpdkAnong PAEPng otovg acbevelic. Ot eQapUOYEG KOKDV TPOKTIKMV
QITOPPNTOL KOl AGPAAELNG OVEAVOLV TV EVTTAOELD TOV TANPOPOPIOV TOV 0GHEVAV, LEAVOVTIS TOV
Kkivouvo emttuynuévov emBécemv 610 KuPepvoympo. T'a va owodoundel o oyéon eUmIGTOGUVIG
pe tovg acbeveic Ba mpémet, 1 STHPNOT TOV TANPOPOPIOV TOVG va dEmetal and akpifea, va
dwpePardoovpe Toug acbeveic mmg Kot ot idtot Ba Exovv nAekTpovikn TpoOcPacm 6To 1TpPIKd apyeio
TOVG OElYVOVTAG TOVG TAOS Vo TO KAvouv, vor dlayelpilovtal TPOCEKTIKA TIC TANPOPOPIES Yo TNV
VYElo TOV aG0EVAOV Y100 Vo TPOGTATEVETOL TO ATOPPNTO TOVG Kot TEAOG Vo eEac@arileTan OTL Ot
TANPOQOPies Yoo TNV vyeia TV acBevav elvarl mpocsPaoipes povo oe e£0VG1000TNULEVOVS YPTOTES.
[22,23]

4.1 Ac@arern Xvotnuotrog Hiektpovikic Xvvrayoypaonong & XIY
Ac0Ogvoig

Yt0 3° «ke@dAoo TEPYypAwapE TNV EI0OYOY TOV  GUGTHUOTOS MNAEKTPOVIKNG
cuvvtayoypdoenone ko tov XIY acBevole kol tn onuocio Tovg 6T OCLVOPLEKT VYEIOVOLUKN
nepiBoiym. H ypnon tov vampecidv mAekTpovikng ocvvtoyoypdonong kot XY  acBevov
avayvVOPIoTNKE OC GNUOVTIKY] GTPATNYIKY] TOMTIKN Yio TN PEATI®OON TG LYEWOVOUKNG TEpiBaiymg
og oAOKANPN TV Evpdnn kot yuo ) ompiEn g mpocPacns 6 ac@aAn Kot VYNANG TOLOTNTOG
dlaovvoplakn vyelovoukn mepiBoiyn. H niexktpovikny cvvtayoypdenomn £xel Mon oamodeifel Ot
umopet va Pondnoet 1oug acbevelc mopéyovtag VKOAOTEPES JAOIKAGIES CLUVTAYOYPAPNONG KoL
MyMg PoprdKmvy, AYOTEPES OVOKOAIEG GE GYECT LLE TN CLVTAYOYPOPOVUEVT] ACPAAICTIKY] KAALYN
Kot avénon g acepdreng tov aclevav. To Pacucd o@EAN TG NAEKTPOVIKNG GLVTAYOYPAPNONG
glvar 1 Peitioon TG TOWOTNTAG TOV VLANPECIOV VYEWVOMKNG mepiBaiymg, . avénon g
QTOTELECUATIKOTNTOG THG GLVIOYOYPAPNONG KOl YOPNYNONG PAPUAK®OV, 1] LEI®MON T®V GOUAUATOV
QOPUOKEVTIKNG AY®YNG Kol 1] EE0IKOVOUNGT TOV KOGTOVG TOV dNUIOVPYEL | VYELOVOULKY| TEPiBaiym.

Etvor onuovtikdé va onueiwBel Ot 1 un evoederypévn €QAPUOY TOL GULGTHUATOS
NAEKTPOVIKNG GLVTOYOYPAPNONG UTOPEl Vo, 00N YNGEL GE VEOUG TOTOVS CPUALATMOV TOV UTOPOVV VL
UELDGOLY TNV OMOTEAECUOTIKOTITA T®V POMV £PYACING, VO VENGOVY TO KOGTOG TNG POPUOKEVTIKNG
ayOYNS Kol VO OEMNCOVY TNV ac@dAieln tov acBevov. Tavtdypova, katd Tn OpKeED TOV
terevtaiov etdv, ovortoyOnkav ommv Evponn mwoAdd diktva mepipepelokng kot €Bvikng
VYEWOVOUKNG TtePiBaAyng Yia TV vtootpiEn Aoewv ZIY acBevav. Ta kEpoOn and To GLGTHKOTO
HOY Bacilovtal amd v mpdcsPacn otig mAnpopopieg aveEaptnra amd Tov TOTO Kol TOV YPOVO Kot
oo TNV EMAVOYPTCLLOTOINGT TANPOPOPIDV Y10, TOAAATAOVS GKOTOVC.

H avéntuén Moewv eHealth oyetikd pe tnv nAektpovikn cvuvtayoypdenon £xel avénoet v
acQAAELD KoL TNV ToldTNTo TG TtepiBaiymng oe oAdKkAnpn v Evponaikn ‘Evoon kot to kpdtn pwéin
™G, SoPOALOVTOG TN GLVEXEWD TNG JCLVOPLOKNG TTEPIBOAYMG KOl TAPEXOVTOS GUEGEG KAVIKES
TANPOPOPIES TOL OMOLTOVVTOL GE KOTUOTACELS EKTOKTNG ovAykng oto eEwtepkd. H dmapén twv
KAWVIKOV YopaKTpIioTIk@V kot ¢ Oepameiog Tov achevov avapuévetal va PEATIOGEL TNV KAVIKY|
Mym amopdoewv. Eivar yeyovog 011, mapd TiC €uvoikég cuvOnKeg amévavit 6T O10GLVOPLOKN
NAEKTPOVIKY] cuvTayoypaenon kot XIY acOevoic, ot moAamAES avTIANTTES dvoKoAes epmodilovv
TNV EVOOUAT®OGYT TOLG KOl GUYKEKPIUEVO TNV EVOMOUATMON TOVG GTNV KMVIKN TPOKTIKY|. Agv
VITAPYOLV VIOOOUES Yol TNV VIOCTNPEN TOL GULGTNUOTOG Kot Ol oppddiol givar ampdBupor va
AYKOALAGOUV TNV NAEKTPOVIKN VYl AOY® TOL VYNAOD KOGTOVS KOl TNG EAAEWYNG OGPAAELNS TMOV
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cvotudtov. Ot dwdikacieg Tovtomoinong kot cuvaiveong Tov actevav eivar enil Tov TAPOVTOG
emimoveg Kot xpovoPopeg Kot to KpATN UEAN €YOLV TOKIMO TOAITIKMV Y10, TNV VYEOVOUIKN
nepiBodym, v emPoAin TG TPOCTAGING TNG WIOTIKNG {ONG KOl TOLG VOLOVG TOV 0POPOVV TNV
TPOCTAGIO TMV OECOUEVOV.

Téco o1 mepImTOGELS XPNONG YL TNV MAEKTPOVIKY cvvtayoypdenon 6co kot to XIY
ac0evoug eMOIOKOLY va eMTPEYOLV Ge Evay actevi] mov Ppioketol 610 eEOTEPIKO va AopPdavet
Tpikn tepiBoiym 1oodvvaun pe exeivn mov Ba AdpPave ot ydpa Tov. ApyiKd 0 poapuaKorolds Oa
npénel va INToeL TV emkHPOoT TG TavTdTTag Tov 0s0evoic. To aitnpo peTapépeTat oTn YOPL
ac@AAlong Tov acBevoic. MOMC N tavtdTTA TOL 00OeVOLS £yKkpfel nhekTpovikd Ko emaindevtel
N oLYKATAOEST TOL, O QUPUOKOTOLOC €MAEYEL T (NTOVUEVY] NAEKTPOVIKY] GLUVTAYOYPAONOT Kot
OLOVELEL TO POPUOKEVTIKO TTPOIOV ONUIOVPYADVTOS £VOL NAEKTPOVIKO £yypapo dtovoung (electronic
Dispensation document, eD). To niextpovikd £yypaeo dSavoung oofipdletor péow tov EBvicon
Ynueiov Emaeng yio v niektpovikn| vyeia (National Contact Point for eHealth, NCPeH) ot yopa
acPaAong, dote va CEKIVAGEL 1 EVIUEP®ON TOL OVTIGTOL(OL GULGTHUOTOS MNAEKTPOVIKNG
cuvvtayoypdononc. Eav éva cuvtayoypa@odpevo @appokevtikd mpoiov dev eivar dabéoipo oto
eEMTEPIKO, O QAPUOKOTOLOG UTOpel, OVAAOYO HE TN TEPIGTAON, VO YOPNYNOEL GTOV acHeEVT
OLOLPOPETIKT EUTOPIKN LAPKO TAPEUPEPOVS TPOTOVTOG.

Xy mepintwon tov XIY acbevoic, n mepintmon ypnong exwva otav £vog emayyeipotiog -
mhpoyoc vyelag (Healthcare Professional or Provider, HP) oto e£mtepucd AopPdver aitmupo yio
ToPOoYN VYEWOVOULKNG TTepiBaiyng amd Evav acBevn and éva kpdtog pérog ¢ EE. O erayyeipatiog
- aPoyog vyelag (NTé TV EMKVP®ON TNG TAVTOTNTOG TOL 0cBevovc. To aitnua peTaEépetal o
YOPO AGPAAONG TOV 06BeVOVC, 1 OTola GOV ATOTEAEGHO TAPEYEL TV TAVTOTNTO TOV AcHEVOLS Ko
v emPePaimon cvvaiveons otov emayyeipatio - wipoyo vyeiog. MoMg emkvpwbel 1 TavtdTTOL
oV 000evovg, emainfedeton 1 cvykaTadeon Tov aGOBEVOVG Kol O ETAYYEAUATIOG - TAPOYOS VYELOG
ot yopa mepiBoiync pmopel vo {nmoet to ZIY tov acBevoic. Edv vrapyet o XIY acBevoic, n
YOPO ACPAAIOTG TOV TTAPEYEL OTOV emayyeEALatia - mépoyo vyeiog. Eav n tavtdémta Tov asfevoig
dgv umopel vo emkvpwbel cwoTd oTNn YOPO AGEAAONG TOL N OV VIAPYEL N OeV UmOpel va
avaktnOei and 1o cvouo XIY tov acBevovg, tote N Ydpo Bepameiog Kot v cuveyeio 0 TEAKOG
YPNOTNG EVIUEPDOVOVTAL Y10 TNV ATOTLYO.

To dikTLO NAEKTPOVIKNG VYELNG, Lo eVPOTOIKY Sopn StKLPEPYNONG Yo TNV NAEKTPOVIKY)|
vyeia, ONovpYNONKe € TOMTIKO EMIMEDO Y10 VO GLYKEVIPMOEL TIG EOVIKEG 0pYES, APLOSLES Yo TNV
NAekTpOVIKY vyela o eBehovtikn Paom, va eneEepyaotel KOoHg TPOGAVUTOMGLOVS GTOV TOUEN
ovTd KOl Vo TPomONGEL Ul SIOAEITOVPYIKN Kol PuOOIUN €QUPUOYN MAEKTPOVIKNG VYEING OE
oAOKANp ™V Evpdnn. Ze otpatnyikd eminedo, n evponaikn tpomtofovia yio tn dtakvPEépynon
otov topéa NG mAektpovikng vyelag (European eHealth Governance Initiative, eHGI) é&yet
AVOTTOEEL GTPATNYIKEG, TPOTEPALOTITES, GUOTACELS KOl KATELOLVTIPIEG YPUUUEG TTOV ATOCKOTOUV
otV emitevén g NAexTpovikng vyeiog otnv Evpdnn pe cvvtovicpévo tpomo. Xe enyelpnoiokd
eninedo, to épya epSOS kot EXPAND® gpydotnkov yio v exilvon g cuuPatdtnrog Kot g
Blrocyomrag oe eBvikd eminedo TV LIOKEIUEVOVY €OVIKOV VTOOOUMV TOV OTOLTOVVTOL YO TNV
VIOoTNPIEN AEOTIGTNG KOl 0GQOAAOVS OVTOALNYNG TPIKMV O£d0UEVOV, KOBMG KOl GTNV ETOLOTN T
™G OVTYETOTIONG TOV OOPKADS EEEMCCOUEVOV OMOITICEMY OUAEITOVPYIKOTNTOS, OCPAAELNG KO
acpdreng oe dtuovvoplakd mepPdiiov. Ot katevBuvimpileg ypopupés v to ZIY acbevoig yio
NAEKTPOVIKE OEOOUEVO TTOV UITOPOVV VO OVTOALAGGOVTOL S10ICVVOPLOKE TAPEYOVY TO TPMTO GYELO0
TOV KOTELOLVTIPLOV YPAUUDV. ZKOTOC TOVg OV €ivarl HOVO vo TEPLYpAYOLY To. OEOOUEVE OV

36 EXPAND project, http://www.expandproject.eu/
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npémel vo, ocopmeptineBodtv oto XIY acbevodg, oAl KOl VO EKTIUNGOLV TIS CULVERELEG TNG
V100£TNoNG VO TETOLOL GLGTHLATOG GTNV TPAEN, 1O10UTEPO OGOV APOPA TIC OPYOVOTIKES, TEXVIKES
Kol onpoctoroyikéc amontnoelc. E€aptdror and v mpobupio Kabe kpdtovg péAovg vo viobeToet
TIG KOTELOLVINPLEG YPOUUES KOl ®¢ €k ToVTov, va gacpoliicel 6Tt 10 €Bvikd cvotua XIY
acBevoig Bo Kotaotel KatdAAnAo TOGO Yoo dloLVOPLOKY 000 Kot Yo €Bvikny ypron. Ot
KOTELOUVTINPLES YPOUUES Y10 TO GUGTNO NAEKTPOVIKNG GLVTAYOYPAPNONG oL £ykpibnkav to 2014
VTOOEIKVVOVV TOUEIC GTOVG OTOTOVE AMATEITAL TTEPALTEP® EPYUCIN TPOKELUEVOD VO, SIUCPAAGTEL OTL
Aoppévovtor vTOYN 01 KAVIKES OVAYKES KoL Ol AT OELS AGPAAELNG TOV 0GOEVDV.

O véoc kovoviopdg ™¢ EE vr apiBudv 910/2014, yvwotdc og eIDAS? (electronic
IDentification and Authentication Services), amockonel 6TV Tapoyn VOGS KOOV TOVEVPOTATKOD
ovoTUaTog EmaAnfevong tavtdtrag (electronic [Dentification, eID) mov mpémel va kowomotgitot
Kol To omoio Oa emutpémel v opBn ypnomn and mapdyovg vanpecidv oe oAdkAnpn v EE. O
Kavoviopog eIDAS mapéyet vopikd otoryeia yio v apopaio avayvopion tov elDs dtocuvopilokd.
H 1¥¢éa etvar va dmpuovpynBodv teyvikéc moieg mov Ba Exovv ¢ KOPLO Aova TNV EUTIGTOCVVY GE
oA mv Evponn péom g avbevikomoinong, g UETAQPACNG, TNG MIGTONOINGCNG KOl TNG
datpnong g elD kot ToV GYETIKOV YapaKTNPIGTIKOV TNG.

And tov lavovdpio tov 2016, to poviého SraxvBépynong tov OpenNCP*  Bpicketor vd
mv dueon gvbvvn g Fevikng AedBuvong Yyeiog kot Aceddeiac twv Tpogipwv?® (Directorate
General for Health and Food Safety, DG SANTE) ¢ Evponaikig Exttporg. Ot mpotepatdotnreg
mov Kabopilovtar amd T Kpatn HEAN TPocdlopilovTal amd KOWES aVAYKES Y10l CWGTO TPOGIOPIGUO
™G mepiBoAyng, TG TOTOMOINONG TAVTATNTOS TOV TEAMKOD YPNoTH, KAOMG Kot TV €yyvnon g
EUMOTEVTIKOTNTAG, 1TNG OKEPAUOTNTOG Kot TNG  Owfeciudrag TV TANPOPOPI®V  TOV
KOWVOTTO100VTOL G€ OloLVoplaKo emimedo. Ot eEehyuéveg Pertidoelc yio pun e£ovcstodotnon (non-
repudiation), aviyvevon telkob onueiov (end point detection) kor mAekTpovikn emainfevon
tavtomTog Ppiockoviar otn Kopven tov OpenNCP, pécom ovomtuyuévov OOMK®OV GTotKEl®V
(Building Blocks, Bbs) ce 1101 dwabéoipeg texvoroyieg, 610 apyttektovikd mAaicto mov PacileTat
avotnpd 6to TOGAF* (The Open Group Architecture Forum) . [24]

37 eIDAS, https://ec.europa.cu/futurium/en/content/eidas-regulation-regulation-eu-ndeg9102014
38 Directorate General for Health and Food Safety, http://ec.europa.eu/dgs/health food-safety/index en.htm

39 OpenNCP, https://openncp.atlassian.net/wiki/display/ncp/OpenNCP+Community+Home
40 TOGATF, http://www.opengroup.org/subjectareas/enterprise/togaf
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4.1.1 Ac@oMc avrarlayn) mAnpo@opl®v oto ovoTpnote HAekTpovikig
Yovrayoypagpnons & XIY AcOgvoug

H o&omotio Oswpeiton 6t amoterel peilov {fmmuo yio v mAektpovikn vyesio o€
TEPUTOCES mopaPioaong Tov dedopévov. Ot vanpecieg un €£ovcloddtnong eivol amopoitnTeg
TPOKEYWEVOD VO ONUIOLPYOVV, VA GLAAEYOVV, va dotnpovy, vo dotefovv Kot Vo ETKVPOVOLY
AOOEIKTIKG oToLyEln Yo TNV EMIALGT O10POpwV Bepdtv pe TV ELEAVION N TN UN EULEAVION EVOC
KakOBovlov yeyovotoc 1M evépyewag.  H dwayeipion tov mroyov g un €£ovooddtnong o€
TPOAYLOTIKEG CUVONKES, OOV TO. GUGTILLATO OEV AVIOALAGGOVV EYYPOQA, OEOOUEVO KOl UNVOUOTO,
aAAG ovTd Tpaypotonoteitol HEcw TV TLA®V oniadn tov NCPeH mov avanticoetal oe kdbe
Kpatog pérog amoterel onuaviikd yeyovoc. To mpdtumo tov AeBvovg Opyaviopov Tvmomoinong
(International Standards Organization, ISO) xoir g Awebvovg HAektpoteyvikng Emitpomng
(International Electrotechnical Commission, IEC) opiler téooepig tOmovg mpotdmwv mov givai,
évoeltn un €€ovc1odotnong, niadn v un €£ovcloddTnoN ™G TPOEAELONC, TG TAPAAUPNS, TNG
TOPAO0GNG Kot TG VITOPOANG.

Ot ocuvarrayég tov EpSOS éyovv opiotel povo yio emikovovieg HETaED eBvikmdv onueiov
EMOPNG, LE oVYYPOVO TPOTO, YEYOVOS OV OOLTEL VITOYPEWTIKY TN UN OTOTOINGN TOV Am0dei&emV
OYeTIKO pe To. tokens OmAaon Ttwv owdpopdv eAéyyov  (ATNA, Audit Trail and Node
Authentication) kol TPOUPETIKY TN Un amomoinon ¢ mpoéievong (ynolakég vrmoypagés). To
ATNA mopéyet o keviptkn dadpoun eAEyyov Kot EAeyyo TantdtnTog 0md Koupo og kOUPo yo ™
onuovpyia evdg ac@arovg topéa. Ymobéter 0Tl o1 ypnoteg Eyovv mictomombel amd TOMIKA
GLGTNUATO TPV TOVG enttponel 1| TpoOSPacn oto diktvo. To Enterprise User Authentication (EUA)
elvar pior emAoyn yU'owtod, HoG Kot EXTPENEL TV gviaia oOvdeon o€ éva opyovioud (Single Sign-
on). Ot amopaKpLGUEVOL KOUPBOL TIoTOTO100VTOL PE Ynerokd miotoromtikd (X.509). H emkowvovia
neta&d tov kOpPwv evdéyetar va meplopiletor oe AAAlovg acealreic kKOpPovg otov 1010 Topéa. H
odpoun eléyyov (audit trails) xataypdeel OAeg TIC vEPYELEG OV OYETILOVTOL [LE TNV AGPAAEL.
Avto emitpémel 6e Evav VITOAANAO ac@oieiog o€ €vo 1OpLUa Vo EAEYXEL TIG OPACTNPLOTNTES, V.
a&l0A0YEL TNV TNPNOT TOV TOATIKOV AGPOAEINS, VO EVTOTILEL TEPUTTOCELS U1 GLUUOPPOCNG KoL VO
O1ELKOADVEL TNV aviyvevor Tpomonoinong npdcPacng e akaTdAANAN TPOGPUoN TPOCTUTEVUEV®DV
minpogoptdv yio. Tnv vyeio. O e-SENS Evidence Emitter BB, mov mpoépyetor amd tov topéa tov
NAekTpovikov dikaiov (eJustice) and o Epyo eCODEX™, emitpénel ko oTiC TEGOEPIC TTVYEG TOV
HOVTEAOV TEYVIKNG OPYITEKTOVIKIG VO TOPAYEL KOL VO EKTEUTEL NAEKTPOVIKA oToLyEln, Kl £xel NOM
vAomon0el ®oTe va evompaTdveTal 6to Aoyioputkd tov NCPeH.

H mapadobeica Avon otoyedel oty evioyvon g mpocéyyiong tov epSOS e mo enionuo
amoloyopnd, emrpémoviag £tolt oto NCPeH va evepyomoinocel 1o amodeiktikd otoryeion tov
European Telecommunications Standards Institute (ETSI) Registered Electronic Mail (REM). H
kowdtto tov OpenNCP £&yer Mon kvkAogopnoet poe véa otabepn €kooom (2.2.0) mov
TOPOVCLICTNKE KOl OSOKIUAGTNKE Yoo TPOT Gopd katd TN Odpkewn g 15M¢ gupomaikng
exkdnimonc IHE Connectathon” oto AovEegpfovpyo tov  Ampido tov 2015, xou apydtepo 6TV
ekdnAmon Expandathon® ot Acapova to AcképuBpro tov 2015.

41 eCODEX Project, https://www.e-codex.eu/
42 IHE Connectathon, Luxembourg, April, 2015, http://ihe-service.net/connectathon/connectathon-2015
43 IHE Connectathon, Lisbon, December, 2015, https://gazelle.ihe.net/content/expandathon-lisbon-december-2015

71

Institutional Repository - Library & Information Centre - University of Thessaly
15/10/2023 16:37:55 EEST - 167.114.118.212


https://gazelle.ihe.net/content/expandathon-lisbon-december-2015
http://ihe-service.net/connectathon/connectathon-2015
https://www.e-codex.eu/

H EALGOa avapeca oty Avotpia, v Itoiia, To AovEepuPovpyo ko ) [Hoptoyaria Exovv
mepdoel pe emrvyio TG SOKIHEG UEYPL onuepa. Avtd eivar €va mopdaderypo 6mov €vo dopKod
otoyyeio (BB), mov mpoépyetan amd Evav dAlo touéa, umopel va dtapopewbel oe Guvdvacud LE Ta
Swbéoa TPOTLIOL TTOL TPEMEL VO EVOOUATOOOLV GTOV TOUEN TNG MAEKTPOVIKNG VLYELNG,
TPOKELUEVOD Vo eVioyLOel N acpdieln TV cuvarlayov (eAdeiyn otoyeiov pn e£0v61080TNONG)
v va BerTiobel n Tponyovpevn vanpecio tov epSOS.

['a va otadel évo pRvopo, Vo omoGTOAENS TPEMEL VO OVAKOADWEL TOV amofnKevovTot ot
TAnpogopieg oyeTik@ pe tov oéktn tov. H avalnmon dvvatotitov pmopel vo mopéyet
UETAOEOOUEVO, CYETIKA LE TIC OLVOTOTNTESG SIAEITOVPYIKOTNTOG TOV ETAIPOV EMKOVOVIOG G€ OAa TOL
enineda mov opilovian oto Evponaixd ITiaicio Awaiertovpywomtag (European Interoperability
Framework, EIF) ce vopko, opyovotikd, O10d01KacTIKO, OMUOCIOAOYIKO KOl TEXVIKO emimedo
dAettovpykdmrog. Ta petadedopéva pmopodv va xpnoiorombovy yio m pvduorn dvvoputkov
TOPOUETPOV KOL TNG SLHAELTOVPYIKOTNTAG LETAED TOL OMOGTOAEN KO TOL OEKTT).

To EpSOS ypnowponotel kevipikéc vanpecieg Yo vo OVOKOAOWEL TIG OmOpOiTNTES
mAnpogopieg oxetikd pe éva 0éktn kol to OpenNCP €yer Paciotel oe €vo ocbvoro otabepmv
EYYPAP®OV SAUOPPOCNG TOL AVTIGTOLYOVV GTIC OMOUAKPUOUEVES duvatdtntes. H apyrtektovikn kot
ot vnpeoieg tov epSOS Central Services* eEghiyOnkav vioBetdvtag to e-SENS Capability Lookup
BB* kot to e-SENS Service Location BB*. Avtf n e&éMEN ovouévetar vo €xel onuavTikd
avtiktumo oto eninedo Tov NCPeH 6mov Oa ypelactel va yivel emavoaypnuatoddtnorn TPOKEEVOD
va gmrpanel to Pedtiwpévo povtédo dpbpwong peta&h tov NCPeHs. H véa mpooéyyion agrvet
niow to TpEYov povtéro ad-hoc, to omoio Pacileton oe EumoTeg LVANPEGIEC KOTAAOY®OV, MDOTE VO
TPOYMPNGEL GE 0L TTLO TUTOTOUUEVT] KOl LGYVPT] OPYLTEKTOVIKT).

H aviyvevon onueiov teppaTIGROL ¥PNGLOTOLEL EVOV KOTAVEUNUEVO UNYOVIGUO Yo TV
amoONKeELON KOl TOV EVIOMIGUO TANPOPOPI®V ONUOGLOS SUUOPPOCNG, YPTCUOTOIDVTIOS TO
npotuma Tov OASISY (Advanced Open Standards for the Information Socienty) Service Metadata
Publisher*® (SMP) kot Business Document Metadata Service Location® (BDXL). To Service
Metadata Locator (SML) xaBoonysi tov amoctoAéo mpog T 0¢om oOmov amobnkeboviar ot
nAnpopopieg oyetikd pe tov 0éktn. To SMP opilel T1g vanpesiec Tov mapoyéa pe coapnvewn. To
SMP mapovcidlel ) Sema@n TV HETAOIEOOUEVOV TOV VINPECLDY EMTPENOVTOS GTOVS OTOCTOAEIS
VO aVOKOAOWYOLV  UETOOEOOUEVO, VIINPECIOV OYETIKAL HE OCLYKEKPIUEVOVG OTOYOVG. MOAG o
amocTOAENG avaKOAVYEL T d1e0Buver SMP tov déktn, gival og BEom Vo OVOKTIGEL TIG OTOPOITITES
TANPOPOPIES ONANOT| TOL LETOOEOOUEVO GYETIKA LE TOV OEKTN. Me avTEG TIG TANPOPOPIES TO VLA
umopet voo otohel. o va avaxmBel po amopaxpuoopuévn dwopopemorn, to NCPeH extehet
gpomuata wov Pacilovror otov DNS oe SML yia va amokmOel po avagopd 6Tov SloKOUGTN
SMP. MoAg o amootoréag avakolvyel ) oevbvvon tov SMP tov déktn, egivar oe Béom va
OVOKTNOEL TIG amapaitnteg TANPoQopieg (ONAadn petadedouéva) oxetikd pe tov 0éktr. Emduevo
Prpa elvar n Aqym apyeiov SMP, 1 anobrjkevon kot n ¥pon TV TEPLEYOUEVOV TOPAUETPOV TOVG
vy ™ Aertovpyia tov OpenNCP. H emikopomoinon avt| 0o emrpéyet oty Evponaikny Emtponi
va erho&evel dtoouvoplakd TG KEVIPIKES vanpecieg petald tov topéov pécm e apoiPaiog
GLVOPOUNG TOV KOGTOLG GLUVTIPTOTG TOV KEVIPIKMY LINPECLOV SL0POP®V TOUEMV.

44 ePSOS Central Services, https:/ec.curopa.cu/cefdigital/wiki/display/ EHNCP/epSOS+Central+Services+Connections

45 e-SENS Capability Lookup BB, http://wiki.ds.unipi.gr/display/ESENS/ABB+-+Capability+I ookup+-+1.6.0

46 e-SENS Service Location BB, http://wiki.ds.unipi.gr/display/ESENS/ABB+-+Service+Location+-+1.1.0

47 Advanced Open Standards for the Information Socienty (OASIS), https://www.oasis-open.org/

48 Service Metadata Publisher (SMP), http://docs.oasis-open.org/bdxr/bdx-smp/v1.0/csprd01/bdx-smp-v1.0-csprd01.html

49 Business Document Metadata Service Location (BDXL), http://docs.oasis-open.org/bdxr/BDX-Location/v1.0/BDX-Location-v1.0.html

72

Institutional Repository - Library & Information Centre - University of Thessaly
15/10/2023 16:37:55 EEST - 167.114.118.212


http://docs.oasis-open.org/bdxr/BDX-Location/v1.0/BDX-Location-v1.0.html
http://docs.oasis-open.org/bdxr/bdx-smp/v1.0/csprd01/bdx-smp-v1.0-csprd01.html
https://www.oasis-open.org/
http://wiki.ds.unipi.gr/display/ESENS/ABB+-+Service+Location+-+1.1.0
http://wiki.ds.unipi.gr/display/ESENS/ABB+-+Capability+Lookup+-+1.6.0
https://ec.europa.eu/cefdigital/wiki/display/EHNCP/epSOS+Central+Services+Connections

Ao v mhevpd Tov OpenNCP, &xet oM apyicel | TEPLYPAPT TOV OAPYITEKTOVIKMOV OAALYDV
OV ATOLTOVVTOL Y10 TNV VAOTOINGN TG 0e0TEPNC Phong evomoinong SMP / SML, mtpog o mAnpmg
KEVIPIKN KOl KOTAVEUNLLEV 0pYLTEKTOVIKT) SMP.

H aceaing niektpovikn avayvopion (electronic Identification, eID) eivat évag onpovtikdg
TOPAYOVTAG Ylo. TNV TEPITT®MOTN Tov o1 acfevelg Kol ol ThPoYol LINPESLOY VYelog TPEMEL Vol
Bacifovtar og agdmioto dedopéva, TMPAOVTOG TANPOS TNV 1oxbhovsa vopobesia yio v TpocTacio
tov dedopévov. Ta kpdatn péAn g EE d6wbétouv dwapopetikd poviéha yopw amd 1o elD won
Bpiokovtol g daEopa GTASN EPAPLOYNG, ETOUEVMS OTOLONTOTE AVOT TTPEMEL VL GEPETAL Kot VoL
glvan og Béom va dracvvdéet Tig Bvikég vodopég mov Ba emitehovy TV apoiPaic avoyvmdpion Tov
NAEKTPOVIKAOV TonTOTNTOV. EmmAéov, omowadnmote Adomn mpémel va givat oe Béom va prho&evioet
YOPEG HE GLYKEKPUEVA N Ol TORENKO pHEoa avayvopiong yio v vyeia. Ta wotpikd dedopéva
TPEMEL VO ATOKAADTTOVTOL 1] VO LolpalovTal Hovo apov o acBevig tavtomomOet kot emkvupwbel pe
emapkn axpifela, oe oy€on Ue TIC OMOLTNOELS TNG XDPOAS OCPAAICTC TOV. X€ TEPIMTMOON EMTVYOVG
TOVTOTOINGONG, N YDPU ASPAAIOTG TPETEL VO EKOMGEL £VOL LOVAITIKO OVOYVOPIGTIKO TOL apOpd TOV
acBevi) mov pmopel va ypnooromBel oo mepatEép® GLVOALAYEC ot WTPIKd dedopéva tov. H
YoOpa ac@diiong pumopel vo meplopicel T duvatdHTNTO YPNONS WTOD TOV AVOYVOPIOTIKOD GE
OPIGUEVO YPOVIKO OACTN O 1) OE GLYKEKPIUEVO oUTOVVTOL.

Ta péoo yw tv tavtomoinon tov aocbevovg oto epSOS Pociotnkav oce APKETEC
TEYVOLOYIKEG KOl OPYOVOTIKES TPODHTODEGELS, GYEIACTNKAV OPYLKAL Vil VO PIAOEEVIIGOVV TIG 0VIKEG
EOKOTNTEC, Yo TNV EALEWYT KATOAANANG TEXVOAOYIOG KOL Y10 TNV OTOLGIN OOIKACIDOV Y10 TN
TOVTOTOINGCT KOl TN TGTOMOINGoN ToL as0evolis oe éva dlacLVOPLOKO GeVAplo. At 1 TehevTaia
gvoopdtoon tov BB Ba emitpéyel otovg emayyeipotieg tov topéa g vysiog va evromilovv
ad1AEITTA NAEKTPOVIKE TOVS 0GOEVEIG DOTE VO £XOVV TPOGPOGT GTO VYELOVOLUKO TOVG £YYPAPO GTO
eEmTEPIKO Kal va PEATIOGOVY TNV acPdAEln TG dladikaciag mov Eexivnoe oto epSOS.

‘Exyovv efetaotel d1Gpopo €mMEPNUATIKG GTASIOL Y1O. TNV TOVTOMOINGCT TOL 0C0HEVOVG,
Eexvavtag amd 10 To Pacikd 6TAO0 TO 0010 AMOLTEL TN UM CVTOUOTH EICOYOYN TNG TOVTOTNTOG
ToV 000evoVg 610 GuoTNUA. ALt €lvarl 1 Tpocéyyion mov ypnotponoteitoar oto epSOS vy v
OVTILETOTION TEPUITAOCEDV EKTAKTNG AVAYKNG OTOL OV VILAPYEL AAAN HEBOSOC TavTOTOINoNG Kot
nmiotonoinong. To enduevo otddo amattel tnv vmapén piog EvoeiEng elD, 60mme Yo Tapadetypo pio
€€umvn KApto. Avtd TO OTAd0 TOPEXEL EVO ACPAAESTEPO TEPIPAALOV Yo TV Eaymyn T®V
OLOECIUOV YOPOKTNPICTIKOV TOVTOTNTAG Y10 T CLUTAPOCN Kol TN OEKTEPUUMON TS POPUOC,
TOPOKAUTTOVTOS TN WU ovTopatn ewooywyn. To enduevo otddo amattel v MOTONOINGT TOV
aoBevoig e Tpoowmikd aplBud avoyvopions. Avtd 10 oTAO10 TAPEYEL £VOL AKOUN OUCQPAAEGTEPO
neplPdAlov pécw g emaAnBevonNG TOVTOTNTAG, Yol TNV TPOCTOCIO TOV YUPOKTNPIOTIKMV Kot
vrooTnPilel TV vIOYPaPN TG cvyKatdBeonc Tov acbevolc. Xe enduevo Pripo xpNoILOTOEl MOTE
va ouvoebel oto diktvo pe v Ymodoun Anupociov KAiedov (Public Key Infrastructure, PKI) yia
NV EMKVPMOON GE TMPAYUATIKO XPOVO TNG MIGTOMOINONG TOVTOTNTAG KOl TNG CLYKOTAOESNG TOL
actevoug. H kataveunpévn dtacvvoplaxn tovtdtnto EI0AYEToL 6TO TPOTELELTAIO GTAS10, TO 0010
alomotel v vmodoun eIDAS. Me Bdon Tic apyikés mAnpogopieg €AEYYOL TOLTOTNTOG TOV
QTOKTAOVTOL TOIKA amd €va avayvoploTikod elD, 0Aeg ot dpacTnplOTNTEG EAEYYOV TAVTOTNTOG KOl
€E0VG1000TNONG TANPOVVTOL EKTOG TOL TOMIKOL TEPPAAAOVTOS. AVTO TO OTAOI0 EMITPEMEL TN
SlICLVOPLOKT  OVAYVAPLICT TOVTOTNTOC, HE 0ac@aAn kot afldmioto TpoOmo, KoOoTOVTAg TO
VIdpyovio €OVIKE GLOGTAUATO MAEKTPOVIKNG ovayvdpiong otaiettovpyikd. To tehevtaio ot1ddl0
elvar ekeivo mov avagépetor oto ewovikd N kwvntd elD. Avtd 1o eminedo aflomoiel TO
TPONYOLUEVO, divovTag T dvvatdtnta avbeviikomoinong Kot €£0VG1000TNONG Y®PIC TNV avayKn
evog eLOIKOL avayvoplotikol elD, péow pog epoproyng Yo Kivntd pe Eva eiovikd oo, E01Kd
oYEOGEVO YU avTd TO 6Komo. H ydpa ac@diiong eyyvdtot 0Tt 0 10TpOG TOV TOPNYOYE TO £YYPAPO
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€xel evepynoel ocvpeovo pe Tov poAo tov mov Beomiletor ot yopa oavty. O pdAog TOL
enayyelpatio vyelag egacpariletor amd ™ yopa mov moapéyxetal n Bepaneio, emaindevovrog Kot
emPefordvovtag Tovg pOAOVG KOl TNV TAVTOTNTO TOV EXAYYEAUATIO VYEIOG COLOOVA LUE TOVG VOLOVG
OV 1oYVLOVY G711 YOpa avTH. O1 epyacieg avanTLENG TOV GTAdI®V TOV TTEPLYPAWYOLE BpioKovTol og
e€éMEn pe oxomd v Tpnon tov kavovicpov eIDAS, o omoiog efaceaiiler T VoMK
OlAEITOLPYIKOTNTO TTOPEYOVTOS TO OmapaitnTo KovovioTikd mAaicto. H ocvppopewon pe tov
Kavovioud eIDAS amotelel peydin mpoxinon Kot ol epyacieg cuveyilovtart.

H avantuén acpoil®v Kot vyning motdtntog dcvuvoplokdv vanpecidv oty EE amattel
GUVTOVIGUEVT €pYacio amd TOAAE KPATN HEAN OE TEXVIKO, CNUOGIOAOYIKO, OPYAVAOTIKO, VOUIKO Kot
ToAMTIKO emimedo. H un amomoinom €vBvvng kan ta Pacikd cevipia elD €yovv o evoopatmbel
oTig terevtaieg ekddoelg Tov OpenNCP dmov Egkivnoe 1 mAotiky dokiun. AteEdyovion epyacieg yio
™ petdfoon amd pa Aon pe dvvatodtnto TLS (Transport Layer Security) ato SMP / SML, xafdg
KOl GTNV €QOPUOYN TOL eKTETAREVOL oevapiov elD péow g mpdcPaong oe kouPovg eIDAS. To
enepyopevo e-SENS eIlD BB éyet otoyo va Eemepdoet TV OVOTOTEAECUATIKOTNTA Kol OTADG TN
Oepeldon evpwotion ¢ apykng dwdkaciog Tov epSOS, onpovpydvtag To HECOH Yol VO
AELTOVPYNOEL OLGLUGTIKA 1) NAEKTPOVIKTY Ovayvadpion Oyt LOVo Yo TV TovTomoinomn oAAd Kot yio
mv efaxpifwon g TovTOTTOS TOV 0cOeVAOY, Yo TIG KAWVIKEG EPYACIOKES POES, OLOTNPAOVTOG
TApAAANAQ T TANPY cvpPotdra pe TNV VIdpyovca TexvoAroyia epSOS.

H peyding kAipoxog ovantoén tov cusTnrdt®v NAEKTPOVIKNG cuvtayoypdenong kot 1Y
acBevoig avapéveral vo BeATIOoEL evepyd TIg NON daBEcipeg VTOJdOUEG AOYIGLUKOD, TPOKEIUEVOV
Vo VTOGTNPIEEL OMOTEAEGHOTIKG TO OIKOLOUATO TOV 0cOEVOV 6T SCLVOPLOKT] VYEIOVOUIKN
nepiBalym. Xty mepintwon tov cvotnuotog XIY acBevolg, tOco0 o acbevig 660 kol o
emayyeApatiog vyelog UTOpPovV va. £X0VV TPOGROGCT) GTO GYETIKA £YYPOPA KOl TIS TANPOPOPIES TOL
HOY and omovdnmote. v mepintmon g 0160eong nAekTpovikadv cuviay®v oe oAdkinpn v EE
umopel va emupomel Kor va vmootnpyBel mn  TEKUNPI®ON TOV  YOPNYOVUEVOV  QUPUAKOV.
XPpNOYOTOUDVTOG TO, OEGOUEVO OLOVOUNG OO TO QPUPLOKEID OTN YOPOU TPOCOPIVIG OLOIOVNIS, Ol
VYEOVOUIKEG VANPEGIEG TNG YDPOG TPOEAEVOTG UTOPOVV VAL EVILEPDGOVY TO 1TPIKO PAKEAO TOV
a00gvoic, KaOIGTOVTOS AGPAAEGTEPT] TNV VYELOVOUIKT) TEPIBOAYT KOl TIG CLVTAYEG.

Otr TPoKANGEIS KOl Ol TPEYOVTES TEPLOPIoUOl oyeTiloviar Kuplwg HE TIG OLPOPETIKEG
epunveleg ko epappoyég e vopobesiog mepl mpootaciog dEdOUEVOV Kol EUTIGTEVTIKOTNTOS GE
oM v Evpomn, v éAdenyn 0100£01U@V DTOSOUMV Yol TNV OTOTEAECUOTIKY VRTOGTNPIEN TOV
SlICLVOPLOKAV VINPECIAYV, KAODG Kol PE TIC TPOTEPAUOTNTES TNG TMOMTIKNG Yo TNV LYEl TV
dpopwv kpatwv pelmv. Ipénet va katapfinbovdv mpoomadeieg yio v gvbuypdppion g 0vikng
KOL TNG EVPOMTOTKNG TOMTIKNG Yot TNV avATTTUEN GXESIMV Y10, COPEIG KOl PEAMOTIKES EQAPUOYES, O
omoieg Oa eivon og B€om va mpocpépovy aia ko vo empépouvy ypnyopa amoteAéopata. [24,25]
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4.2 Acparera Hrektpovikov @Pakélov Yyeiog oto Cloud

Ot ywtpol kot ta vocokopeio epapuolovv tovg HDY emedn mpoceépovv opketd
TAEOVEKTNUATO GE GYECT] LLE TOVS YAPTIVOUG POKEAOVG VYEING OTWS TEPLYPAYAE GE TPONYOVLEVO
KePALa10. AvEdvouy TV TPOGPUcT GTNV LYEIOVOKY TTepiBaAy™, PEATIOVOVTOC TNV TOIOTNTA TG
epiBodlymg Kot peldVOVTOG TOo KOGTOG. Q0TO00, Ol emayyeAUOTiES VYElOG EpYOVTAL OVTIUETMTOL
TOALEG Popég e dgovroroykd {nuata. Otov ta dedopéva vyeiog tov achevav popdaloviot 1
cuvdéovial yopig TN ovykatdBeor Tovg, TiBetol o€ Kivouvo 1 AGPAAEE TOVG. ZaV OTOTEAEGO O
actevig pmopel va amokpOyel TANpoPopies, Adym EALEWYNG EUTIGTOCHVIG OTNV AGPAAELD TOV
GLGTNUOTOG TOL £YEL TO, OEOOUEVO, TOV, EMEWN OVTEC Ol TANPOPOPIES VIAPYEL TOOVOTNTO VO
nopofroctovyv. [26]

v mepintoon g avantuéng evog cvotnuatog dweipiong HOY mov Pacileron oto
Cloud, 10 k0p1o mAeovékTNUa ivar 1 dSuVATOTNTO OVTOAAAYNG apyEiwV 0oOevdV pe GAAo KAVIKA
KEVIPOL Ko 1 evoopatwon oAmv tov HDY oe o opddo KAVIKGOV KEVIPOV TPOKEWEVOL Vol
eVIoyLOEl TO 10TPIKO TPOCOTIKO VoL eKTEAETEL TIG Epyacieg Tov. H mpootacia g 1dumtikng {mng kot
N ac@dieln TV dedopévav Tov petapépnkay oto Cloud aviumpocomedel T0 KHPLO EUTOSI0 TOV
npénel va Eemepaotel wote vo avortuydel Eva mepiPaiiov eHealth mov Pacileton 6° avtd. Avti 1
mpocéyyion mpénet va Aapfavetal cofapd vedyn 1060 ond Tovg mapdyovg vanpecsiwv Cloud 6co
KO a0 TOVG TopdYoug LYEOVOIKNG TtepiBaiymg, dedopévou 0Tt 1 eroevia tov HOY oto Cloud
amotel aAloyn TPOGEYYIoNG Kot TPEMEL VO, AAUPAVOVTOL LTOYN Kot VoL avTILETOTILOVTOL o1 Kivduvol
napoPioong dedopévov.

Toa {nmuoto ac@dielag sivor kpioyo OTav €vog TAPOYOG VYEWOVOUIKNG TepiBaiymg
oyxeotdler va avantvéer éva Cloud-based cvommua dwyeipiong HOY. O mdpoyog vysiovopikng
nepiBodlymg mpémel va eyyvaTol TV ac@iIreln T@V 0edopuévav TV acbevov daceaiilovtog 0Tl M
mhoteoppa. tov Cloud dwbétel Tovg amatovUEVOLS pNYovicHoVs aceaieioc. Ta mpwmtodKoAla
AGQPUAEING KO LETASOONG TPEMEL EMIONG VO EPAPUOCTOVV TPOKEUEVOL VO amoPeV)BoHV eEDTEPIKES
embéoelg ota oedopéva. H petakivnon dedopévav tov achevoig oto Cloud onpaiverl 6t ta apysia
TOVG PLL0EEVOLVTAL GTOVG OloKOUGTEG TOL TTapdyoL vanpect®v Cloud. I't” avtd givar onpavtikd ot
etoupeieg avtég vo £ao@aAilovy TV acpAaieln TV PACEDV dEGOUEVOV TOVG, MOTE VO UNVv €ivol
dvvat) n TpoéSPacn 1 1 TPOTOTOINGT TOV SESOUEVOV amd Un ££0VG1000TNHEVOVS YpNoTeG. Elvan
ONUOVTIKO Vo YIveTal avTIANTTO OTL Ol OPOl TOVL OTOPPNTOL KOl TNG EUTICTELTIKOTNTOG £ivot
onpavtikoi otav petaeépetar 0 HOY oto Cloud Adym tv gvaicntov dedopévav Tov acbevov.
[Tpoxeévov va amogevybel n un eEovorodotnuévn tpdcPaoct, ot whpoyotl vanpeci®v Cloud mpémet
Vo ovatTOEOVY GLUGTHUOTO EAEYYOV TOVTOTNTOC OV SCPOALoVY TNV TPOCSTAGiK TNG WOUMTIKNG
LoMg tov acBevav. Ot amoutioelg yuoo v acedieia gvog HOY meprypdpoviar 6tov emdpevo
TivoKa.

75

Institutional Repository - Library & Information Centre - University of Thessaly
15/10/2023 16:37:55 EEST - 167.114.118.212



Amontnoelg [Teprypaoen

E&ovcrodomuévn mpdcPacn  Ipokepévov va avamtuybel €vo cOoTNUO EYKEKPYUEVOD EAEYYOL,
elval amoapoitro éva GOGTNHO TOVTOTOINGNG TOCO Y0l TOLG
acBevelg 660 Kol Yoo TOLG TAPOYOLS VYEOVOUKNG TtepiBaiymc.
Avtd 10 OvVOyVOPLOTIKO TpEmel vo. givar @opntd HETOED TOV
SlPOPMOV OVIOTNTOV 7oL &YovV TPOSPacT GTo JEJOUEVO TV
acBevov. Avtd pmopel va emitevyfel pe €va avayvopioTiko
TovTdTTag Yo kéBe acBevr|. Ocov agopd tov Eheyyo ToLTOHTNTOC,
éva Kevipkd cvotnua Paciopévo oe Eva OMUOc1o KAEWT amotelel
KatdAAnAn Adon. Oa mpénetl va avomtvybet €va Role-Based Access
Control (RBAC), mpokeévov vo emttpanel oe £00G1000TNUEVO
TPOCHOTIKO 1 TPOCPUCT G€ GLYKEKPUEVA dedopévo Paoel g
1010t TAG TOLG,.

Epmotevticomta lNo vo eacealotel 1 eUmMIGTELTIKOTNTO TNG eMKOW®Viag, Oa
TPEMEL VO YPNOCLULOTOOVVTOL  OAYOPlOUOL  KPLTTTOYPAPNONG.
Qot660, TO TWPOPANUO NG  EUTICTELTIKOTNTOG OF  éva
KATOVEUNUEVO GUGTNUO TPOKVTTEL EMEWN O&V €ivar dvvaTd TO
OUGTNHO OV EKTEUTEL TIG TANPOQOPieg va emainbevcel OTL M
EUMGTELTIKOTNTA OEV £XEL TAPOPLUCTEL GTO TOPAANTTY).

Yvykatafeon acevoig Xoupova pe tn vopobeoia, ol acbeveic mpémel va emttpEmovV 1 vo
NV emTpémouvy TV TpocPaon o€ KAMVIKEG TANPOPOPIES, EKTOG Ao
KOTAOTAGELS €KTOKTNG OovAaykng. Avt mn ovvaiveon pmopel va
evvogiton 1 va elvar pnt. ‘Eva dALo yeyovog mov mpémetl va AngOet
vroéyN eivan 1 avdykn tpodcPacng oty ovtoTnTa Tov Prloeveitol
0 HDY and dAAn emtepikn|. Avt) 1 dwdikacio Oa mpémet va Exet
M ovykatabeon tov acbevolg, OAAG o€ TEPITTMOT EKTOKTNG
avAayKNG, TPEMEL V. TAPEXETAL EVOG UNYAVIGLOS AGOAAELNS YOl TNV
OTOPLYN CVTOV TOL TEPLOPIGHOV YWPIG TN GLYKATAOEST TOV.

Juvagelo Olo 10 10TPIKO TPOCOTIKO 7OV GUUUETEXEL OTN OlOOIKOGIN
duyvaong kot Oepaneiog Exel tpocPacn otov HOY. To drowntikd
mpocoOTKd o £xel mpdoPacn oTic KAVIKEG TANpoeopieg €av 1M
Aertovpyio TOVG Elval GYETIKN LE TNV WOITPIKY| OAdIKOGIO. ZVVETDG,
puévo 1o appodio mpocommikd Bo £xel TpocPaot oTig TANPOPOPIES
tov acBevovg. [ vo dwoeoiictel o6t poOvo tO0  apuOSI0
TPOCOTIKO Umopel va €xel mpocPacn ota dedouéva, Oa mpémel va
avantuydel éva cuotnua eAéyyov mpdsPaong.

[doktoia mAnpogopidv  H katoyn tov HOY odev eivar capng kabopiopévn. To atpucd
TPOCHOTIKO gival vTeLBLVO Yo AVTEG TIG TANPOPOpies. Q2oTOCO, Ot
0101 o1 acsBeveic Exovv 10 dwaimpo TPdsPaong 6Tig KMVIKEG TOVGS

TANpOoQOpiEC.

2uvoyn TANPOPOPLDY e éva ox€010 JOAEITOVPYIKOTNTOG, TPEMEL va. dnovpynOel évag
pnyoviopog  ewdomoinong mov  Bo delyver TG oAAayEG OTIG
TANPoPopiec. AVTO TO CLGTNUO TPETEL VO EMTPENEL TV TPOSPoon
oTIg TponyovueveS ekddoels Tov HDY, edv gival amapaitro.
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"EXeyyot ‘Eva untpmo eréyyov mpémetl vo meptiapfavel 6An 1 mpdcPaon
OTIG TANPOPOPIES Kt OAES TIG AAAAYEG TTOV £XOVV TTpayLoTomotnOel
otov HDY. Avtd to cvomua Ba enttpénet v mapoakolobOnon g
npdcsPaong kot Ba eivar Eva 1oyvpd epyareio yua v e€acpdiion
™G AGPAAENG TOL GLOTNUATOG. AVTO TO cVoTNUo €A&yyov Oa
TPEMEL VAL TANPOL TIG ATOLTI|OELS SIUAEITOVPYIKOTNTOC.

Amobnkevon Ta wtpikd apyeio mpénet vo amodnkedovion Yoo OpIoUEVO YPOVIKO
oo, COUPMVO UE TN VopoBesia g exdotote yopag. Metd
amd oVTO TO YPOVIKO SAGTNUA, T 1OTPIKA OEOOUEVO EVOEXETAL VAL
dwypa@ovv. Qo1d60, 0VTO deV CLVIGTATOL OTAV TPOKELTOL Y10, TN
owyeipion tov HOY, 6mov o otd)0og €ivor va dtatnpovdvion ot
TANPELS WTPIKEG TANPOPOpPiES Yia TOV acBeV] G OAN TN JbpKELD
g Comng Tov.

[Mivaxag 5: ATtoutnoelg yuo ) Stotpnomn g aceaietag kot s wiwtikig Long evog HOY
IInyn: Analysis of the Security and Privacy Requirements of Cloud-Based
Electronic Health Records Systems

H avantuén cvomudtov vyeiog mov Pacilovtal oto Cloud amotelel £va onuovtikd Brpo
oV avamtuén ¢ niektpovikng vyeiag. Ta cvotiuata mov Pacilovior oto Cloud emttpémovv
dvvaTdTNTO ONUIOVPYING EVOC KAUAKOVUEVOL TEPIPAAAOVTOG TTOV TPOCAPUOLETOL GTIC AVAYKES TOV
ypnotav. Otav gulo&eveiton o0 HOY oto Cloud, 1o wtpikd mpocwmikd 1 ot acbeveig Egovv v
dvvaTdTTo Vo EYoVV TPOCPacT OTIS TANPOPOPieC avd TAGH OTypn amd OTOL Kol oV LITAPYEL
ovvdeon 6to Aladiktvo. Eni tov mapdvtoc, e v eLeavion ¢ TayKOGHLOG OIKOVOIKNG Kpiong, N
eEokovounon ypnuatwv Ba pmopovoe va givar £vag omd Tovg GNUOVTIKOTEPOLS AOYOLS oL Oa
odnyovcav o eToipeio 1 £V KPATOg Vo LETAPEPEL TO NAEKTPOVIKO TG cvotnua vyeiag oto Cloud.
[Tpoxeévonv va S106QPAMOTEL 1] AGPAAELD TOV CLOTNUATOV TOVS, Ol Tapoyol vanpecidv Cloud
TPEMEL VO EYKOTAGTI|GOVV 1GYVPOVS UNYOVIGHOVS OGPOAELNG Y10l VO SLOTNPHCGOVY TV AGPAAELN, TNV
OLOTIKOTNTO KOl TO ATOPPNTO TWV OEOOUEVMV TV TEAUTMV TOVG,.

‘Evoc Cloud-based HOY mpémet va dwatnpetl 1o 1010 eminedo ac@AAENG OEOOUEVOV LE TO
dgdopéva mov lval amodnkevpéva 6ToVg S1OKOMGTEG TOV TOPdYOV VYEOVOKNG TtepiBaiymc. Ot
acBeveic Kot TO 1TPIKO TPOSMTIKO TPEMEL Vo YVOPILovV OTL TO TPOGMTIK(A TOVS GTOYEIN TPOKELTAL
va amofnkevtovy, YU avtd kot Bo mpémer vo AapPdvovtal yyuNcES Yo TNV OCQAAEWD KoL TN
npootacio Tov evaictntov dedopévav mov £xel 0 HOY onwg dtav Ba Ppiokdtav 6Tovg Tomikovs
dwkoptotéc. O acbevig, TPOoEUVMG, 0EV GUUUETEYEL 0T JOIKOGT0 LETAKIVIONG TV gvaictnTmv
minpogopidv tov 6to Cloud, ahdd o1 TAnpopopiec TPEmel va YV TOmO100vVTaL 6TOVG 0cbeveis amd
TOVG TTOPOYOLS VYELOVOLUIKNG TTePiBadlyne oyetkd pe ™ petddoon toug. Ot acbeveic Ba mpénet va
yvopilovv 6Tt TV €0BVVN Yo TN doyElPIon TOV OESOUEVOV TOVG £xEL 0 TAPOoYos vanpecidv Cloud
KO, e 7o evepyd pOAO 0 TAPOYOSC VYELOVOUIKNG TTEPIBaAYTG.

Yrépyovv TOALG dtopopeTIKd €101 XpNoTdOV 1oL Ba £xovv TpdoPacn oTo apyeio vyeiag TV
acBevov, amd Tovg 1010V ToVg acBeVEIC £ TOVE TEYVIKOVE OV v vTeLHVVOL Yol TN dlayEipion
tov eEummpemtdv. Ot yotpoi, 10 1TpIKd TPOSOMIKO 1 01 VTAAANAOL TOL TAPOYEN VINPECLOV
Cloud éyovv mpocPaon ce avtd ta dedopéva. I'a va egacpariotel N Tpoctacio TV vaicOnTomv
dedopévev TV acbevav, ararteital éva cHotua tpocPacns Paciopévo oe enimeda, eneld] £vog
YTPOC UITOPEL VO £YEL SLUPOPETIKES AMOLTHOELS TPOCPAOTG OTIC TANPOPOPIES TV AcHEVDVY amd OTL
10 TEYVIKO Tpocmmko. [Ipokeévou va Eemepaotel avtd T0 TPOPANUA, £VOG KOOKOG OVOyVAPLoTS
(ID) 1 évag opBuog mpémer va avtiotoyileton oe kdbe dropo mov £yel mpOcPocm OTIC
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amofnkevpéves mAnpoeopiec. Avdroya pe to ID, o ypriotng Ba avrkel og o opdda 1 omoia Ba £xet
npdoPaon oe cuykekpipuéveg minpogopies. o mapdderypa, ot acheveic kar ot yatpoi Ba Exovv
pocPacn 6g 0AOKANPO TO apyElo VYEING, EVED TO TPOCMOTIKO TTOL gival LVIEHOLVO Yo TN GLVTHPNON
™G mAateopupag Ba €yer mpocPacn pOVO OTIC TANPOPOpieg mOL YPEWGLOVIOL YL TN OW®OTH
Aertovpyio. Tov cvotuotoc. H endpevn eikdva mopabEtel o S1popeTIKE EMIMEdA YPNOTMOV TOV
eumAékovton oto Cloud pe TpocavatoMopd TV amofnKeLon VYEIOVOLKNG TANPOPOPIaG.

Medical Personnel

Patient EHR
Version

Patient

Complete
EHR Version

Family EHR
Version

System maintenance personnel

Family or authorized by the patient

Ewova 28: Toomua Paciopévo og eninedo ypnotdv pe dtapopeg ekdocelc HOY drabéoipov avaroya pe 1o idog tov
yxprom oto Cloud
I[Inyn: Analysis of the Security and Privacy Requirements of Cloud-Based
Electronic Health Records Systems

Elvar onuavtikd va yvopifovpe 6Tt 0tav petagépovior to dedopéva Tov acbevov oto
Cloud, ot mépoyor vyswovoukng mepiBoaiyng ekBétovv avtéc TIG TANPOEOPies o SAPOPES
eEotepcég anellég, emedn o dedopéva eivar dabéotua p€cw tov Aadiktvov. Q¢ ek ToVTOL, 1
g€vhvvn avnkel otov 1610 Tov TApoyo tov Cloud Yo va TPOoTATEDEL TNV AGPAAELD KOL TO ATOPPNTO
TOV TANPOPOPLDOV TOPEYOVTAG TOVS UNYXOVIGHOVS Yo VoL amo@uyel TiG e&mtepikég embéoelg e
OKOTO VO VTOKAEWOLV 1] akOpo Kot v daypayovv Tig mAnpoeopiec. OAleg ot evaiocOntec
TANPOQOPies Yo Tovg acbevelg mpémel vo amobnkedovtal He ao@AAEI GE NAEKTPOVIKO 10TPLIKO
apyelo, ®oTe oL TANPOOpiec va pumopodv vo. a&lomoovvtal amd JiPopovS YOTPOLG 1 TPKO
mpoowniko. IIpokeyévon va 106QaAIcTEL 0VTO, 01 TANPOPOPIES TPETEL VO KPLTTTOYPOPOLVTAL. [0l
T0 GKOTO OVTO YPNGILOTOLEITOL TOGO 1| GUUUETPIKY KPLITOYPAPNoN> OGO Kal 1 GGOUUETPY. TN
GUUUETPIKY] KPULTTOYPAPNOT, OTOL TO KAEW1 KPLITOYPAPNONG KOl ATOKPLATOYPAPNoNS eivol To
o0, ypnowonoteitor cuvnbwg o aiydpiBuog AES 256-bit (Advanced Encryption Standard) o
omoilog eEao@ariler tn dwbeodTnTo KOl TNV ac@irel TV dgdopévov otov HDY. Xy
OCVUUETPN KPLTTOYpAPNon ypnowonoteiton 1 Ymooour, Anuociov Kiewdwov (PKI, Public Key
Infrastructure) n omoio amaitel T SVOUN TGTOTOMTIKAOV OMUOctov kAEW00. Ta moTomomTikd
dnuociov KAedov eivor emiong yvootd ¢ yneukd motoromtikd’ | motomomticd X.509 . Ta
YNOKE TGTOTOMTIKG YPNGILOTOOVVTOL Yo S18POpPovS GKOTOVS, OMMC O Ol0UOPAGHOS TOV
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HLGTIKOD KAEWD100 OV YPNCLOTOLEITAL Y10 TNV OVTAALXYT) KPLTTOYPUPNUEVOV TANPOPOPLOV, TNV
YNOEKN VITOYPAPN EYYPAP®V Kal TNV eEakpifmon T TavTOTNTAG EVOS ATOUOL 1) LOG OVTOTNTOC.
H emkowwvia eivor kpumtoypagnuévn pe ac@dielo OTmg Kot 0 EAEYX0G NG TOLTOTNTOG TOL
SlokopoT) HEC® oG alomoeTng opyNg ToToToinons. Avtd EMTVYYAVETAL LEGH TOV TPMTOKOAAOV
SSL (Secure Sockets Layer), péoow tov mpotokdéirov TLS (Transport Layer Security) 1 péow
ALV ac@aA®V TPOTOKOA®VY 'Eva miotonomrtikd givol amidg va NAEKTPOVIKO £yyYpapo, TO OTOi0
TUTIKA TEPIEXEL, TO CEPKO aPlBUd TOV TIGTOMOTIKOD, TO ONUOGLO KAEWL TG OVTOTNTOG, TO
OVOHOL TNG OVIOTNTOC, TN YPOVIKY] TEPI0d0 16YVOG TOv, TO OVOHO TNG OpPYNS TIOTOTOINoMg
(Certification Authority, CA) mov €££dmae 10 YNeuoKd motomomtiko, v vroypaen g CA mov
e€édwoe 10 moTOMOMTIKO, TO hash Tov moTOMOMTIKOL YL Vo OCPUAMCTEL OTL Oev €)el
TaPoPlocTEl, TIG AETTOUEPELEG TOV YPNCUYLOTOLOVUEVOV OAYOPIOU®MY KOl TPOUIPETIKEG EMEKTACELS,
OT®¢ givol 01 0KOTot Yyl Tovg omoiovg pmopet vo ypnotpomondei to motomomrtikd, 6mmwg SMTP kot
S/MIME.

Ektog omd ™ kpumtoypdenon tov dedopévav vrapyel kot 1 ynewkn vroypaen’. H
YNEKN LITOYPOPT Elval £vol TOAD YPNCLUO EPYOAELD TTOL TTaPEXEL VOEVTIKOTNTO, AKEPALOTNTA KO
un amomoinon €vBHvNg. Me aVTOV TOV PUNYAVIGUO AGPaAEinG, 1 avBeVTIKOTNTA TV dedoUéveV ivat
eyyonuévn. Etvor moAdtiun n avértuén avtov tov gidovg cvotuatog oto Cloud mpokeipuévon va
AmOPEVLYOVTOL Ol GUVOAAXYES WELOMV dedopévav. T To UNvOpaTO TOL ATOCTEAAOVTAL HECH EVOG
Un ac@OA0VG KOVOALOD, N YNE1oKn voypaen divel atov 0éktn T dwfPePaimon 0Tt Eva pivopa 1
éva apyelo éyel amootalel amd TOV LIOYPAP®V TS WYNPLIKNG LTOYPAPNS Kot Oev pumopel apydtepa
va apvnOel OTL VIEYPAYE TO £YYPAPO O OTOGTOALNC.

Kd&Be mpdcsPaon oy mhatedpuo Bo mpénel va moparxolovdeitor yio va onpiovpyndel Eva
apyeio log OAwV TV avBpdT®OV OV £lyov TPOGPacT GTO GVoTNU. Xe TEPITT®ON GLUPAvToC, Ba
glval dvvato va egetaotel to apyeio log dote va Ppebei 1 autio Tov wpoPAnuoatog. ‘Etor eivon
TOAOTIHO Vo dnpovpynBel éva apyelo katTaypaeng yo vo mopakorovdeital kdbe evnuépmon Kot
aAAayn| o€ kdOe 1aTpikd apyeio.

50 Wneoki vroypaen, http:/www.eett.gr/opencms/opencms/EETT/Electronic_Communications/DigitalSignatures/IntroEsign.html1#3
51 Kpvunroypagioa, http://www.eett.gr/opencms/opencms/EETT/Electronic_Communications/DigitalSignatures/IntroEsign.html#2
52 ¥noeokd motomomTikd, http:/www.eett.gr/opencms/opencms/EETT/Electronic_Communications/DigitalSignatures/IntroEsign.html#5
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http://www.eett.gr/opencms/opencms/EETT/Electronic_Communications/DigitalSignatures/IntroEsign.html#5
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4.2.1 Megrapaocn HO®Y oto Cloud

O whpoyot vyslovokng TepiBoiyme mov amoacilovy va peta@épovy ta cuotiuate HOY
oto Cloud 0o wpénel va yvopilovv ta €idn T@V unyavicumv ac@oieiog. YTapyovv moAAES YVOOTES
etapeieg mopoyng vanpecidv Cloud, 6nwg yio mapddstypa, 1 Amazon Web Services, to Microsoft
Cloud, to GoGrid 1 To Salesforce. [Ipokelpévou va S100QAAICTEL 1] ACPAAELN TV OEOOUEVMY KoL VOl
TANPOVVTOL Ol OTOLTHGELS TV TOMTIKOV amoppftov, o tdpoyog Cloud mpémel va cuppoppavetal
UE O1APOPES TIGTOTOOELS Kol oot oelg Tpitev. Kdmoleg amd Ti¢ ToTOTOMGELS avapEPOVTAL GTOV
EMOUEVO TIVOKOL.

[Motomoinon ovtopn meptypopn

ISO 27001 [Mwotomoinon  tov  Xvotmjuatog  Awayeipiong AcedAreiag ITAnpogopudv
(Information Security Management System, ISMS) mov KaAdmtel Tnv vTodoun,
T KEVTIPO SEGOUEVMV KOl TOVG OPOLG TTOPOYNG VI PECIDV.

PCIDSS Level 1 O mépoyog Cloud 6a mpénet va miotoromBel pe 1o mpdtuono PCI Data Security
MG KOWOYPNOTOG POPENS TOPOYNG VIINPECIOV PIAOEEVING.

SAS70 Type I Statement on Auditing Standards No 70: mwapéyet kaBodnynon 61oug EAEYKTEG
VANPECLOV KATA TNV aEOAOYNON TOV £0MTEPIKOD EAEYYOV VOGS POPEN TAPOYNS
VINPECLOV KoL TNV k00N £KBEGNC TOV EAEYKTN LANPEGIOG.

[Tivaxag 6: ITictomomoelg kKot amattnoels Tpit@v Tov mtopodyov Cloud
IInyn: Analysis of the Security and Privacy Requirements of Cloud-Based
Electronic Health Records Systems

O mhpoyog mpémel vo mePIAaUPAVEL aLTOROTOTOMUEVE EPYOAEiD TapaKoAoVONoNG Yo TNV
POy LYNAOL EMmESOV VANPECIOV Kol O100eG1UOTNTAG TOV GLGTAUATOS. Ot E100TOMGELS
KvoOVoL HIopovV vo S1opopemBodv 6tav 0TolodNnmToTE TPOTOTOINGT TV dEd0UEVAOV YiveTal amd
TO TPOCONIKO cuvInpnong N and tovg idovg Tovg ypnotes. Ta epyoleion Ba Pondncovv oty
TopokoAoVON o OAWV TV aALXY®V TTOV £yvay oTo amodnkevuévo dedopéva. TV TAATEOPLL
Cloud dnpovpyovvrotl ToAAEG TOMTIKES Yo TN dwyeipton ¢ TpdoPacng Towv xpnotodv. O mhpoyog
vanpectov Cloud Oa mpémel va amattel and 10 TpocmIKO pe mbavi TpdcPacn ota dEdOUEVE TOV
ac0evoUg Vo VTOKELTOL GE EKTETAUEVO EAEYYXO 1GTOPIKOL avdAoya e TO eminedo mpodcPaong ota
dedopéva OTMG POIVETAL GTOV ETOUEVO TTIVOKOL.
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oMt ovropn meptypopn

[Mopoyn Aoyaplacudv O idtog o mapoyog tov Cloud avorapupdver v gvBovn mpdsPacng Tov
gpyalopévov. Avt 1 mpocPacr oTovg TOPOLSG TOL  PLAOEEVEITOL M
mhateoppa Tov Cloud mpémer va eykpbel pntd amd tov 1810k M TO
OO EPIOTY] OEOOUEVMV.

Emave&étaon Kd&Be hoyapraopog mpdcsPacng eEetdleton ot mhateoppo tov Cloud kdabe
AoyaplocLoD 90 nuépec.

Aogaipeon mpdcPaocng O Aoyapracpog mpocPacng Kabe vIaAANAov avokaAsitor ovtopaTo OTav
teppatiCetal n cvvepyacia Tov.

[MoMtwkn kwdwod  H mpoécPacn oty mAatedpupa mpaypotonoteitor pe IDs kot Kodtkovg

npdsfaong npdoPaonc vy v egokpifmon E TOLTOTNTOS TV YPNOTOV CE
VINPEGIES, TOPOVS KOl OCULOKEVEG, KAODG Kol yw TNV £YKPLon Tov
KOTAAANAOV emmédov TpdcPacng o€ KAOe ypnot.

[Mivaxog 7: IoAtikn Tpoécfaong vroAAnAmy ot TAateopua tov Cloud
IInyn: Analysis of the Security and Privacy Requirements of Cloud-Based
Electronic Health Records Systems

To ktipro Tov Data Center mpénet va eAéyyetar avotnpd, e KAEGTO KUKA®LO THAEOPAOTG,
amd €CEOIKEVUEVO TTPOCOTIKO OGPAAEING, L€ CLOTNUOTO OVixvevong €loPfoAdV Kol pe GAAO
niektpovikd péca. To eEovsrodotnuévo mpocwmikd Ba mpénel va mepvdetl omd ELEYXOVG TAVTOTNTOG
yw Vv pocPaocn oto Data Center. Ot KalvOTOUES APYITEKTOVIKEG KOl O1 UNXAVIKES TTpoceyyicelg Oa
TPENEL VO YPNOYOTOOVVTOL G KEVIPA Phoemv dedopévev, MOTE Vo Amo@eLYovVTal eEmTEPIKOL
napdyovteg mov Boa  pmopovoav va  tovg mpokaAécovv  PBAAPn. Ot dwceoricels  amd
TEPPAALOVTIKOVG KIVOHVOLG TEPLYPAPOVTAL GTOV EXOUEVO TTIVAKOL.

Alocpaiion Zovtoun meprypopr

Aviyvevon kot kotdoPBeon Ta avtépato cuoTiUOTe aviyvevong Kot KatdoPeong mupkayldg
TUPKOYLOG eykafiotavtar otovg yopovg twv Data Centers yuo tnv e&ddenyn tov
KvoOvVoL TupKayldc.

Evépyela 24/7 cuoTHHOTA NAEKTPIKNG EVEPYELNG TTOV EYYVAOVIOL TNV OOLAAEUTTN
Ae1TovpYio TOV LANPECLOV.

KApatiopog [Tpoxeywévovr va amopevyBel n vrepbBippavon TV OOKOUGTAOV,
amorteitol KAMUOTIOHOG. Avtd amotedel kpiown pépyva yioo )
dwayeipion tov Data Center kot KatavaA®VEL TOAAY EVEPYELQL.

Awyeipion ZVoTNHOTO TOPOKOAOVONONG Yiw TOV EAEYX0 NG KOTAGTOONG TNG
Baong dedopévav.

[Mivaxog 8: Eykateotuéveg nepiforioviikéc dtacparioeig oe Data Center
IInyn: Analysis of the Security and Privacy Requirements of Cloud-Based
Electronic Health Records Systems
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H odwodwasio evnuépwong tov Aoyispukod Oo mpémer vo oyedualetar €101 OCTE Vo
OmOPEVYETOL 1) OKOVGLO OWIKOTH TNG LANPECiag Kot va dtnpeiton 1 dbeciudtnTa T0VL
ocvotuatog. [Ipy amd v evnUEP®OT TOL AOYIGLUKOD, QVTEG Ol EVILEPDCELS TPENEL VAL EAEYYBOVV
Kol vo gykpifovv. To mpocwmikd tov mapoyéa tov Cloud dwyepileton v vrodour tov Data
Center kot givor vrevbovo yuo ) dwyeipion g eriogeviog, v dvvaTtOTNTO KAMUAK®OONG TOV
GUOTAHOTOG, TN OBECIUOTNTO Kol TOV EAEYY0 Yl TN Olayeipion g acpdiewns. O mhpoyog
vinpeowwv Cloud mpémer va eyyonfel ™ JSwbecudTNTO TG TPOGPEPOUEVNS VLANPECING.
[Tpoxeévov va dtacpaiiotel 1 dbec1dtTnTo TOL GLOTNUATOC, Ba TPEMeL va avTiueTOTilovTol To
Bépata acedielog mov e€etdlovtal GTOV ETOUEVO TIVOKOL.

Opocg 2HvTouN TEPLYPOPT

AwBeorpoéTa Ta kévtpa Oedopévov eival yTIGHEVO € CLUTAEYLOTO  SLOPOPETIKMV
TEPLOYDV. X& TEPIMTMOTN amoTVYioG VOGS amd OVTE, Ol AVTOUOTOTOUEVES
dlepyacieg LETAKIVOUV TNV Kivor TV 0£00UEVOV LKL 0O TNV TANYEica

TEPLOYN-

Amokplon o€ [Ipémer va mpoceépeTon teXVIKN VIOGTNPIEN Kol KAALYN Yoo TNV €milvon
nepintmon KkdBe gidovg mpoPfAnuatog 24 dpeg v nuépa, 7 nuépeg TV efoopada Ko
ovpPavtog 365 nuépeg 1o ypdvo.

Etoupucn Mo etarpeio Cloud mpémel va eléyyetarl meplodikd kat vo vrootnpileTon
avabemdpnon oo U0 OPLAO EGMTEPIKOD EAEYYOV.

EKTELECTIKNG

eEovoiag

Mivaxag 9: Zoveyeic avdykeg diayeipiong oto Cloud
IInyn: Analysis of the Security and Privacy Requirements of Cloud-Based
Electronic Health Records Systems

[Ipokepévou va dtacparictel n vapén dedopévav Tov acBevovg mov gival amodnkevpuéva
oto Cloud, o mapoyog Ba mpémel va amodnkedoet pe mieovaoud to dedopéva ovtd. To moAlamAd
avTiypo@a ovTdV TV 0edopévav Tpémel vo amobnkevovtal oe dtapopetikd Data Center kot og
dpopetiké Tonobeoieg. Otav pia vimpeoio amodnkevong Cloud épyeton 6to TEAOG TG OQEAMUNG
CoMg g, 0 mapoyog Ba mpémer va eyyvnBel 0Tt tar dedopéva mov amobnkevovtay eKel, £yovv
apopedel oAOKANPOTIKA amd Tovg dlaKopotés. EmmAdov, Oa mpénel va eacpaiotel OTL TO un
€€0v61000TNHEVO TTPOCOTIKO dev €xel avtiypayel avtd ta dgdopéva. O mapoytog Cloud mpémet
emiong vo ac@aiicel to diktvo. O TAPOYOC SIKTVOL TPEMEL VO EYYVLATOL GNUOVTIKA TN TPOCTAGIO
Evavtl ToV Tapadoctok®v {NTNUATOV acQIAEWNS JIKTV®OV, OO ovTd mov cuvoyiloviol oTov
EMOUEVO TIVAKAL.
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ZNTNUo 0c@AAELNS OTKTVOV

20OVTOUN TEPLYPAPT|

Port scanning

Embéoeic DDoS Ot teyvikég DDoS mepihapfavovior oty mloteopuo Amazon Web
(Distributed Denial of  Services (AWS) yia va amopevyfei avtd 10 €idog eniBeong.
Service)
Embéoeic MITM (Man In Ot emBéceic MITM amopevyovion eneidn OAa o TEMKA onpeio 610
The Middle) AWS egivar e€acpariopéva and 1o Secure Socket Layer (SSL), 1o
01010 TTaPEYEL TOV EAEYYO TOVTOTNTAG TOV OLOKOULGTY.
IP spoofing H xivmon ¢ mAatedppoc eréyyetor omd o Lwodour TeiYovg

TPOCTUGIOG. TN CLVEXELD, TO ATOONKEVUEVO OEOOUEVO OEV UTOPOVV
VO GTOAOVV TOPATOMUEVO LEGH TOV STKTVOV.

Ot un €£ovc10d0TNUEVES avViXVEDCELS OTOL ports, amd TEAATES
amoTeEAOVV Topafiacn TG MOMTIKNG Ypnong tov mapoyxia. Kdabe
avaeepopevn mapdapoocn tpénel va dtepevvndet.

[Tivaxog 10: IIpootacia o Oépata acpdretas diktvmv oto Cloud
IInyn: Analysis of the Security and Privacy Requirements of Cloud-Based

Electronic Health Records Systems

H dnpovpyia HPY oto Cloud divetl tn Adom kot 10 TPOGOVATOAIGHO Yol TN YNn@lomoinom
TOV 0TpK®V dedopévav. To TAeovekTHUATO OTTOC 1 OLVATOTNTO KAWUAK®ONG, TO OIKOVOUIKO
povtéro Pay Per Use kot 1 cuppetoyn tov aoBevoig Umopovv vo. GLVIPAIOVY GTNY OAALYT) TOVL
povtédov yu t dwyeipion tov HDY. Apketég givor Kot ot omaitnoels mov  mpémel va Anehodv
VoYM Otav £pPel n dpa Yo T HETEYKATAGTAOT TV gvaictntov wrpikodv dedopévev oto Cloud.
ATO 0VTEC TIG AT GELS, 1| AGPAAELD KOl 1] WOIOTIKOTNTO TV dESOUEVOV EIVAL O1 GNUOVTIKOTEPEG.
Katd v arodnkevon tov gvaicOntov dedopévov otov HDY, ot wépoyor vanpesudv Cloud kot ot
TAPOYOL LANPECLOV VYELNG TPEMEL VO O1CPAAIOVV TNV OIWTIKOTNTO KOl TNV EUTIGTEVTIKOTNTO TOV

dedopéEVMV OV PLAOEEVODVTAL
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4.3 Ac@alrera mHealth

Ovrtog n tpitn ToOTEPA OVATTUCGOUEVT KATYOPio EPAPUOYDOV TIC® 0md To oy vidlo Kot
TIG epapuoyés Pektioong ovotiuatog, ot e@appoyés mHealth aAldlovv 10 poviédo g
vyglovokng TepiBoiymc, kabdg N wTpikn TepthapPavetl onpepa To SEGOUEVA TOL GLAAEYOVTOL KO
avaAbovtal, ot TANpoeopiec mov elvar yvmwotég og Big Data. Qotdco, m mheovotnto TV
EPOPUOYADV OTEPOVVTOL TIS TEXVIKEG OOCQOAElOG KATd TN OLYKEVIp®ON Kot Oluyeipion ToV
TANPOQOPLOV, YEYOVOC TOL omoteAel GoPapd mpOPANUa. ZTig UEPEG HOG VTTAPYOLY TOALAPIOHOL
KATOOKELOOTEG smartphones TV omoiwv 01 cLVOAKES TANoELg peta&d tov 2015 kon Tig apyég Tov
2016 ¢optacav to 1,6 diwoekatoppvplo, pe to Aettovpywkd Google Android xouw Apple i10S va
eléyyouv 10 97,8% 1OV GLVOLOL TG ayopds. H mpoospatn puerétn g GSMA> (Groupe Speciale
Mobile Association) mpoPiémer 6Tt péypt 10 2020 o opBudc Tovg pmopel vo avéABel oe 6
doekatoppvpla, xapn otoug Kivélovg kataokevaotég o1 0moiol TPOGPEPOVY OIKOVOLIKES GUGKEVES
OV UmopovV va d1aTeBohv Kol 6€ avadVOUEVEG ayopéc xwpmv ommg N Ivdia, n Ivdovnoio kot M
Bpaliiia. Ot xivntéc cvokevég pmopobv €0KoAa va xafovv, va KataoTpa@odVv 1 va KAATOUV.
[Ipémel va 500el Eppacn oty KPLTTOYPAPNOT TOV KIVIITOV GUGKELMOV TOL PN GLLOTOI0VVTOL Y10,
TN HETAO00N EUMIGTEVTIK®OV TANpoPopldv. Ot popntoi HOY pmopodv va yivouv mo acealeis,
YPNOLOTOIDVTAG TNV omobnkevon mAnpogopidv oto Cloud, v mpoctacio TV TANPOPOPLOV UE
Kodwkd mpoécfacng Kot v kpvrroypaenon. H yprion tov cvotiuatog eA&yyov tavtdtrag oVo
fnudtov pe tokens aceaieiog Kot kwdwkd TpdsPacng Pondd oty eEac@diion Tov amdpPNTOL TOL
HODY.

Ta otoyyeia aceareiog mov Ba mpémetl vo epaprolovy ol TPOYPUUUATICTEG EQPOPLOYDV YLl
Vv €EQOPAMON NG OCPAAELNS KOt TNG WOIMTIKOTNTOG TOV TPOSHOTIKMOV TANPOPOPI®OY TOV Y¥PNOTH,
GUUPMVO, LLE TIG 10YDOVGES 00N YiEG ACPAAELNS KOl TPOSTAGING TNG WIwTIKNG Cong eivar To ISO/IEC
27001:2013% oyetikd pe ™V ac@AAEI TANPOPOPLDOY TOL KoTapTiloviol and Kopueaiovg £181ko0g
GTOV TOUEN TTOPEYOVTOS Mo LeBodoroyia yio TV €QapUoyn Kol TN OloyEipoN TV TANPOPOPLOV.
Zoupova pe 1o OWASP Mobile Security Project™ xou to épOpo Privacy and Security in Mobile
Health Apps: A Review and Recommendations [38] napabétovtar mapakdtm to déKa TpmTd onueio
ov emnPedlovy TV ACEAAELD TOV EQPOPUOYDY Y10 KIVNTE GLVOTTIKG OTNV ETOUEV EIKOVO KO
AVOALTIKG GTOV ETOUEVO TTivaKO.

Ewova 29: Aéka tp@td onpeio mov Tpémet vo ANeHovy voyn yio TV avAamTtuEn EQopUOY®Y VYELNG
IInyn: Security Recommendations for mHealth Apps: Elaboration of a Developer’s Guide

53 Groupe Speciale Mobile Association, GSMA, http:/www.gsma.com/
54 ISO/IEC 27001:2013, https://www.iso.org/obp/ui/#iso:std:iso-iec:27001:ed-2:v1:en

55 OWASP Mobile Security Project, https://www.owasp.org/index.php/OWASP_Mobile Security Project
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Evnabeia [Teprypapn

Adbvapotl Eleyyot amd T Avtiototyel o€ kokOPovAa injections KMOIKO GTO OLOKOMGTN Yo TV
LEPLE TOV S1OKOMGTN expetaiievon g epapuoyns. Ta SQL kor LDAP injections,
epeavifovtor 0tav amooTEALETOL OvOEIOTMIOTN €160YMY O &vav
dlepunvéa g PEPOG LG EVTOANG 1} €vOG epmTNUaToS. Ta epmTtpaTa
OVTO UITOPOVV VO EEUTATIICOVY TOV OLEPUNVED VO EKTEAEGEL AKOVGLEG
EVIOAEG KOU VO OmOKTNGEL TPOcPacmn o emTtBépevog ©€ U

€E0VC1000TNUEVE OEOOUEVAL.

Mn ac@aing amodnkevon  Amotedel Kupimg am®AELN 1 KAOTH TOV KIVITMOV GUGKELMOV, OV KOt
dedopévev VIapyeL N duvatdHTTO TPOSPACNG O AVTEG TIG GLCKEVES YMPIG TN
(QLOIKN KATOYN TNG GVOKEVNG LEC® EKUETAAALELONC TPOGPaoNS MG
OLLYELPIGTIG OV TOPAKAUTTEL TVYOV KOOKOTOMUEVES TTATPOPOPIES.

Avemopkng tpootacic | Kotd 1o oyedlacpd pog e@oproyns, to 0e00UEVO OVTOAAAGGOVTOL

EMITEOOV LETAPOPAG ocuvnBmg peTa&d Tov YPNOTNH Kot TOV dtaKopoT. Ot epaproyEég Yo
KWWNTA GLYVA OV TPOGTATEVOLV T Kiviom Twv O0edOUEVOV  OTO
diktvo. Mmopel va ypnotponoteiton SSL / TLS katd tn didpkeia tov
eléyyov TawtoéHTNTOG, OAAG av 1 Kodwkomoinon eival advvoun,
VILAPYOLY OLAPOPEG TEXVIKES Yol TNV TOPEUTOSION TV gvaictntwv
OeOUEVOV VD OVTOAAACCOVTOL LETAED TEANTN Kol O1OKOUIOTY).

Axovola dtappon Ot KivnTég €QUPUOYEG TTPETEL VO AAANAETIOPOVY LE TO AEITOLPYIKA
dedopévev GLGTNUOTO, TIG YNOLOKES VITOOOUES, TO VEO VAKO K.Am. Emopéveg,
elvor mBavd va yoBovv odedopéva ehv dev  mpoypotomoinOel
aSloAdynon oote vo katavonbel o TpoOmOg aAANAEmIOpAONS TOV

EQOPUOYDV HE OA TOL GTOLYEID TNG CLOKELNG,.

Avenapkng e£ovotoddtnon  Yrapyovv mpdtuma eAEYYoL TovTdTNTOG To Omoio. Oewpovvtal un
Kot EAEYYOC TAVTOTNTAG  OCQOAN KOl TPEMEL VO AMOPELYOVTOL Xe avtifeon Ue TIg
TAPOOOCIOKEG EQPAPUOYES 10TOD, Ol EQOPUOYEG Yuo. Kvntd Ogv
avapEVOLV OTL 0 YPNoTNG Ba eivatl cLVOESEUEVOS OvVa TAGO CTLYUT Yol
VO TIGTOTOWOEL TV TOVTOTNTA TOL HECH EVOG SLOKOUIOTN, GAAL TO
Kével ek1OC Agrtovpylag kol evd€xetal vo vrootel embécelg
TOPOKAUTTOVTOS TOV  €Aeyyo tovtdéTTOG TS €Qapuoyns. Ot
Aertovpyieg g epapuoyng mov oyetiCovror pe v emainBevon
TOVTOTNTOG KOl TN Olayeipion ovvedpiwv cvyva epappolovrol
EGQPAALEVE, EMTPEMTOVTOS GTOVG EMTIOEUEVOVS TOL KLPEPVOYDPOL VO
0étouv og kivduvo TOVG KMOKOOG mpdoPacng, Ta KAEWW 1 T
AVAYVOPLOTIKA 16000V N Vo EKPETAAAEDOVTOL GAAES advVapieg TV
EPAPLOYADV Y10 VO TPOSTONHOVV TNV TOVTOTNTA GAADV XPNOTOV.

Amapyonopéveg néBodol  Xe OpIGUEVEG TEPMTMOGEIS Ol HEBOJOL KPLTTOYPAPNONG dEdOUEVMV
KPLITOYPAPNONG OV YPNCLOTOLOVVTOL Vol amapyompéves Tpaktikéc. H onuovpyia
KOl 1 EQOPUOYN OLTOGYES®MY aAyopiBpmV Kpumtoypdenong Kot 1M

YPNON TOPOYNUEVOV aAYOPIOU®V OTOTEAOVV TOPOSEIYHOTO KOKYG

TPOKTIKNG. YTapyovv o600 Pacukoi TpoOmOL HE TOVG OmMOiovg Ta

COAALOTO K®OIKOTOINGONG EKONAMVOVTOL OTIS KIWNTEG EQUPUOYEG.

[Ipotov, n epoppoyn yw Kwntd pmopel vo YPNOYLOTOMGEL Lo

AavBoaopévn dtadikacion KPLITOYPAPNONS / OITOKPLITOYPAPNONG OTO

TOPOCKNVIO TOV AEITOLPYIKOD GLGTHUOTOC, 1] OToio. UTOPEl va yivel
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Injection amd ) pepd Tov
xPMoT

eEKHETOAMEDOUN  amd  Toug  KuPepvoeykAnuoties  ywo  vo
OTTOKPLTTOYPAPNIGOLY TO. OdouEVa. AEVTEPOV, M EQOPUOYN Yo
Kivntd pmopel va epoaprocEL 1 Vo XpNCIHOTOMGEL Evav oAyOplOpo
KPLTTOYPAPNONG / AITOKPVITOYPAPNONG O 000G Elval adVVALOG Ao
™ evon tov. [ToAlol akyopiBuol dev  ypnoyomolovvTol ylotl Exet
amodeyBel Ot Eyovv oNUOVTIKEG advvapies N OTL elval avemapkeic
Yl TIG AVAYKEG TNG SVYYPOVNG ao@Aaieloc. Mepikol adydpiBuol eivar
RC2, MD4, MDS5 xat1 SHAT.

Epdcov vrépyer n mbavotto ot yprioteg N N d n €papuoyn va
pumopel va oteider pun admioto dedopéva 610 GVOTNUA, EVOG
avtitaAog pumopel va expetarientel evmdbeieg Onmg to SQL Injection
0e KWwNTEG €QOPUOYES, TPOKOAMVTOG TOV MoV kivduvo KAOTNG
evaicOnTov dedopévay.

Amopacels ac@areiog LECH
un o&OMGTOV TNYOV

Mo va katavoncovpe kaAVTEPO TNV MEPIMTOON OLTY|, TPENEL VA
KOTOVONGOLUE KOADTEPA TNV WOE0 NG EMKOWOVING HETAED TV
oepyacwwv (IPC, Inter Process Communication ). Ot diepyocieg
petalhl TV EQOUPUOYDV  KOL TOL  AEITOLPYKOD  GLGTNHHOTOC
popdlovtar Y®Po UVAUNG Y va  emTpémouvv TV apoiPaia
emkovovia Kot to suyypovicpd. I'a va peiwbet o kivovvog eniBeong,
N €QOPUOYN Yol KvNTA O TPETEL VO EMTPETEL LOVO TNV EXKOVOVIOL
pe AAAES 0ELOTIOTEG EPAPLOYEC.

Mn koTtdAANA0G XEPIoUOG
ouveopiag

"EMewyn mpootaciog oe
OV0d1KO emimEdO

O aKoTAAAAOG YEPIGHOG TNG TTEPLOOOL GVVIESTG TPAYUATOTOIEITOL
otav 10 token 1ng ovvedpiog popdletonr  akovol HE  TOV
KuPepvoeykinuatioo  katéd TN OWPKED  LIOG  UETOYEVESTEPTG
oLVOAAOYNG HeTAlD TS EPOPUOYNG OTO KIvNTO Kol TOV SLOKOULOTY.
Av10g elvar 0 AOYog yio Tov omoio eivar TOG0 onpavtiko va yewpiletal
omoTd M ovvedpia POAMG avoilel. Av dev AneBovv ta amapaitnTo
pétpa, to pn  egovoodotnuéve atopo Ba pmopodv va  €xouvv
npdoPoaon péow HTTP/S ota dedopéva e epoppoyng kor o
TAPOKOAOVLOOVV TIC TANPOPOPIES AAAWDYV YPNOTAOV.

H é\ewyn mpootaciog oe dvadikd emimedo emitpémer pia emifeon
avtiotpopng pnyovikng (Reverse  Engineering). Edv  £évag
TPOYPAUUATIOTNS OV €lval 0 ONHOVPYOS TOL KAOJIKA TPOYPAULOTOG
0€ OVOOIKO EMIMEOO KOl 0 KMOWKAG OEV TPOGTATEVETAL, EVOG OVTITUAOS
umopel  €OKOAD. VO E€VTOTicEl OTEAEIEC, VO TOV  OVILYPAYEL,
TPAYUOTOTOIMVTOG HKPES OAAAYES MOTE VO VOO LOGLEVCEL Lo, VEQ
EQOPUOYT] Y10 KV TA OTTMC 1 TPOTOTLT).

[Mivaxag 11: Aéka evndbeieg oTig epapproyés vyelog yio Kivntd
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2ovioTATal 1 OEVEPYEWD TEPLOJIKAOV EAEYY®V, KOTE TPOTIUNGN EKTEAOVUEVOV OO
eEmTepKég eToupeieg, TG OCEAAENG KOl TTPooTociag g Wwwtikig LoMg mov epapudlovv ot
oxedoTéG. Me avtd Tov TpOTO, 01 GYESNGTEG LITOPOVY VO TIGTOTOGOLY OTL Ol TOMTIKEG TOLG
TANPOVV TIG VOUIKES OMOITNOES OTNV TPOCTAGIO TG WOIWTIKNG {oMg Kol TG 0CQIAEWNG. XTOV
EMOUEVO TIVOKO TEPLYPAPOVTOL Ol OMOITHOELS TOL TPEMEL VO IKOVOTOU|GOVV Ol CYEOIUOTES
EPUPLOYADV, TPOKEIUEVOL VAL SGPOAIGTEL 1 ac@diela kot 1) WiwTkodtnTa TG ePHI toov ypnotov.
O mivakog yopiletol OTIG EAAYIOTEC OMOLTNOEL, EKEIVEG OV Ol GYEOINOTEC MPEMEL TAVTO VO
IKOVOTOL0VV KOl OTIG TPOTEWVOUEVEG OTTOLTIOELS, EKEIVEG TTOV TPEMEL VO TAT|POVVTOL TPOKEUEVOD VL
PeAtimbel N acpdiela Kot 1 O1OTIKOTNTO.

[d16tta EMéiyioteg anoutnoetg [Ipotewvopeveg amattnoeg
"EAeyyoc O éleyyog mpooPaong otmv ePHI Eivaw mpotpodtepo va  onpovpyndei
TpoOcPaong npénel vo eivor pe emikevipo tov mpdoPacn  Pacicpévn oe  emimedo,

acBevn. Ot ypnotec mpémel vo glval dlvovtog — OPICUEVEG  OLVATOTNTES
oe 0éom va emurpémovv M va avAYVOONG GE OPIGUEVOLS YPNOTEG Kot
amayopebovv Vv TPocPacn ot TPocsHETOVTOG TEPLOPIGLOVG GE AALOVG.
TANPOPOPIES TOVG OV Ao GTIYUY].

AvBevtikonoinon O éleyyog tavtdtrag tpénet va yiver O YPNOULOTOLOVUEVOS KOOKOG
HE €va HoVadIKO avayvoploTikd kol tpdcfacng mpémel vo eivar ovvOeToC,
éva koo mpdcoPacng mov eivol PE TOLAAYIOTOV EMTA YOPOKINPES OE
YVOOTOG HOVO amd Tov XpNotn. Avtd cuvoLaGHO YPOUUATOV Kol aplOudv,
T0  ovayvoploTikd  pmopel  va ocvumeptlapfoavopévov evog ypappatog
ouvoebel pe por vmodoun SNUOCIOL pe  KePOAoio Kot €vOG  E101KOV
kiewwov (PKI), pe mpotipudtepo 10 yopoktpa. Eivoar mpotydtepo  va
ocvommuo  Rivest,  Shamir kot ypnoyomoleiton 0 EAeyyog TALTOTNTOG
Adleman (RSA) ot / 1M évo moAl®v — mopaydviov  Otav  glvan
GUUUETPIKO KAEWL 7OV YPNOIUEDEL SOLVATOV YPNOUOTOIOVTOS £va. EEVTVO
Yo TNV KPUTTOYpAOnOoM). KAewil mov dwbéter o ypnotng M éva
QULGIKO  YOPOKTNPIOTIKO  OM®MG  TO
OOKTUAIKO TOV OTOTOTTMLOL.

Acpdielon kor  Evdelkvoton n yprion tov akydpiBpov o ) Peitioon g acedieiog eivon
eumotevtikémTa  AES yio v xpumtoypdenong g KaAOTEPT TPOKTIKY, M YPNON EVOG
ePHI. To xpMNoLonooveEVO KAWL 192- bit 1) 256-bit.
KPUTTOYpapIkd  KAEWl mpémer  va
elvar tovAdyiotov 128-bit. Avtdg o
OAyOPIOHOC TTPOCPEPEL  KOAVTEPOLG
YPOVOLG KPLTTTOYPAPNONG amd AAAEG
TEXVIKEG.
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Axepardmra

Eivar vmoypewtik) m ypnon &vog
GUUUETPIKOV aAyOp1Opon
emoAnbevong pe Pdon to KAEWI,
ommg ywo mapaderypo o AES.

[Ipotwdrar 1 ymek vroypaen e
onuocto kAewdl. Xe kopio tepintwon ot
péBodot voatoyphenong Oev TPETEL VoL
YPNOLOTOLOVVTOL UE 1OTPIKES EIKOVEC,
KaBdg umopel vo kévouv xepotepn v
TowTNTA  TOVG,  OKOUN  KOU  vo
TPOKAAEGOVV AoVOOGUEVEG Sl YVAGELG.

Evnuépmon
acBevav

[Ipwv amd ™ ovAioyn kot ) xpnon
¢ ePHI, n epappoyn Ba mpémel va
TOPOVCIACEL LU0, TOALTIKT] OTOPPT|TOV
mov Bo evmuepdOVEL TOLG 0oOeVElg
OYeTIKOL pe 10 okomd mov Ha
xpnoonombodv to dedopéva, TIG
puebodovg mpooTasiog TG WOIMTIKNG
CoMg, Ta OKOUMUOTO TOL £XOLV KOl
éva 1poémo  emwkowvwviog. Edav ot
YPNOTEG  OmOdEYOVTAL QLT TNV
ToMTIKY, Olvovv TN ovykatdfeon
TOUG OTN  GLAAOYN  OEOOUEVMV.
[Ipéner va meprlopPdvel TuMqua yo
avnAikovg, mov va  amortel T
ovyKatdBeon amd 10 Knoepdva Toug.

H moMtwikn acoeoieiog Oa mpémer va
glval katavont, ocvvtoun Kot Goeng,
KaBmG o1 ypNoTES OEV MPOTIUOVV TNV
avayvmon LEYAA®V VOUKOV £YYPaO®V
0E [0 EQOPUOYN. ZVVIOTATOL T
TOMTIKY] Vo givor dwbéoun yoo tov
YPNOTN OVl TACH  OTYRW] OtV
EQAPUOYT.

Metagpopd
dedouéEVDV

Etvon koA mpoktikn, n ypnon TLS
128-bit kabmg kot n ypnon VPN
(Virtual Private Network) .

Eivon mpotipndtepo va ypnowomomBet
kpumtoypaenomn TLS 256-bit dmwg ko
N Vmapén  evOog  ewovdiov otV
EPOPLOYN TOV €100TOLEL TN UETOPOPA
OedoUEVOV.

Awtpnon
dedopévamv

H moMtikr| dwatypnong dedopévav
wpémel  vo  meptlopupdveTor oty
TOMTIKY]  OWOPPHTOL Yo TNV
euépmon  tov  acBevov. Ta
OedOUEVO TPETEL VOL AT POVVTOL Y10,
GUYKEKPIUEVO YPOVIKO O1A.GTN 0.

To cvotua Bo mpénetl va mapéyet Evav
UNYOVIGUO Y VO, EMITPENEL  GTOV
xpNoTn va ELEYYEL OTL TOL edOUEVA TTOL
€youv Sty papet.

Ewdomoinon
napoPioong

e mepintwon mapaPioong g ePHI,
M approdo apyn Kabdg Kot o ypoTng
TPEMEL VO EVIUEPDVOVTOL  TO
cuvtopdTtepo duvatdv oe 1-3 nuépeg.
O ypnotmg Ba mpémer va. PonOndel
mpokewévoy  vo.  eAéyéel T
mpoPAnuota oL umopel vo  ExEl
npokoAiécelr 1mn  mopafiocn  oto
dedopéval.

Etvor onuovtikd va amolnuioveral o
YPNOTNG (DGTE VO OTOKOTOGTNGEL TIG
mhavég  muiéc.  Xe  TEPMTOOELS
TopoPlice®mV IOV TANTTOVY GNUOVTIKO
aplOud ypnotov, tao MME npénet va
EVILEPDVOVTOL pe oKOTO va
EVIUEPMDOCOVV GYETIKA LE TO TPOPANLLOL.

ITivaxoag 12: TIpotdoelg ac@ALENS Kol TPOSTAGIOG TPOCOTIKMY dedoUEVDV Yo epappoyég mHealth
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Edv pmopovoape va yopioovpe oe xomnyopie emmédwv To UETPO OCEOOAEINS OV
akolovBovvtar tote ovtd Ba MTOv TO YOENAOD, TO HECOIOL KOU TO DYNAOV EMITESOL UETPO
acpaleing. 'Etol otoug emduevovg mivakeg mopouotdleTal Tt TPEMEL VO ATOPEVYETOL KOL TL €ivat
emBopnto vo PapUOlETOL OTIC EPOPUOYES TOV KIVITAOV CLOKEVADV, GTO KAVAAL ETIKOVOVING Kol
TEAOG OTO OlOKOUIGTY] O OMO{0G OTI TMEPIGGOTEPES MEPUTTMGELS OAANAEMOPA HE TIG KWNTEG
GLOKEVEG OVTOALAGOVTAG 0£OOUEVE TTOV TTOAAEG POPES avTd YopaKkTnpilovTot Kol o¢ evaicOnta.

XopnAd emninedo aocQaAeLOG

Epappoy
"Ereyyoc g mpodcPaong otig mAnpopopieg OT®S OTIG ETAPES, TN KAUEPW, TOV EVIOTIGHO Tomofesiog
HECH TOV SIKAOUATOV.

Evdeikvouton n xpiomn tov telyovg tpootaciog, toco yia 1o i0S 660 Kot Yo to Android.

H epappoyn dev Ba mpénet va amobniedel To. Cookies.

[Ipémetl va emtpéneton | amevepyomoinon g Aeltovpyiag TG EQAPLOYNS GTO TOPAGKNAVIO.

Teyvikég Reverse Engineering Qo mpémel vo amo@evuyovtol, OmOKPOTTOVINS TOV KOOWKO TNG
EQAPLOYNG.

Oa mpénel va gpapudlovion pétpa o€ mepintmon mopaPioong g aKePOLITNTAS TOV KOJKA Y10l VoL
eumodiletar | Tpomomwoinon Tov.

O mpoypappatiopds TG EPapHoYNg TPEMeL va meptéyel PpAodnkeg povo and a&omoTeS TYEC.

H 61600 tov gpappoy®dv Tpénet va yivetar Lovo o ac@ain amobetpla 6mwg 10 App Store, kot
10 Google Play.

Embount elvar n emainbsvon OAowv tov TANPogopldv €16600V Kot €£000V GTNV €QAPUOYN,
ATOPEVYOVTOG TEPUTTMGELS OGS doppoég kKoo QR.

Mo v amogpuyn vrepyeidiong g pvnung buffer Ba mpémer va ypnoyomoovviar ac@areig
Aettovpyieg.

Ot epappoyég Ba mpénet vo SoKIUALOVTOL 6TO EAAYLOTO EMITESO SIKAOUATOV.

Evdeikvovtot ot taxtikéc evnuepdoelg acpaieiog pécm patches.

[No mv avaeopd mpoPAnudtov oxetikd pe v epappoyr Ba mpémel va vmapyer éva e-mail
EMKOLVOVING.

H oAAnAenidpaocn tov avolutdVv HE TOLG TPOYPOUUOTIOTEG KOTA Tn OdpKeln ovAmTuéng g
EQOPUOYNG TPOTEIVETAL.

Koavéi emkotvoviag

Eivatl amapaitntn n onpiovpyio evoc ac@oiovg KOVAAOD ETKOWVOVIOG OTMG 1| KPLTTOYPAQPN oM
pécm SSL/TLS 128-bit.

AlKOHGTNG

O dwakopotg Oa mpémel va eEAEyyeTon Kadnuepva kot va eykafictaviotl Tuyov EVUEPDOGELS.

[Mivakog 13: Métpa ac@oreiog GYeTIKA e TO YoaunAd eninedo aopaAeiag
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Meoaio eninedo acQarelog
Epappoyn

"Eleyyog ™g mpdoPaong otic TAnpopopieg OTmG GTIG EMAPES, T KAUEPO, TOV EVTOTIGUO ToTodeciog
HEC® TOV SIKAOUATOV.

Evdeikvuton n xpion tov telyovg tpootaciog, toco yia 1o i0S 660 Kot yio to Android.

H epappoyn dev Ba mpénet va amobniedetl To. Cookies.

[pénel va emrpémetan n anevepyomoinon g Asttovpyiog TG EQAPUOYNG GTO TOPACKNVIO.

Eivon koA mpoktikn n xpnon Kodikov mpdsfacns, PIN 11 SOKTLAMK®OV OmOTUTOUATOV YL TNV
emoAnBgvon g TavTdHTNTOG YPNOTH.

Amayopevetal va otéAvoviot dedopéva oe Tpiteg epappoyég 1 xpnotes. Eqv amotdyovpe o€ avtd
Ba TpémeL vaL eVILEPDOVOVTAL OL YPT|OTEC.

[Ipémel va vrdpyetl ypovikd 6pto meptodov civdeong petd and 30 Aentd to PEyloTO G MEPIMTMON
GoUVOEOTG OTO SKOUIGT.

Teyvikég Reverse Engineering Qo mpémel va amo@edyoviol, OmOKPOTTOVING TOV KMOIKO TNG
EQAPLOYNG.

Oa mpénel va gpapudlovion pétpo o€ TEPITTOON TapoPioong TG AKEPAULOTNTAS TOL KMOKO Y10 VO
eumodiletar | Tpomwomwoinon Tov.

Kpuntoypaenon tov kmdika. Ot eQapproyEg TPEMEL VO, KOIIKOTOLOVVTAL Kol VO, VITOYPAPOVTAL 0md
a&lomotec TnyEc.

Evdeikvovton ot TaKTIKES EVIUEPDOOELS aoPaAEinG LEo patches.

Amo@iyete va peaviloviot To SIMIGTEVTI PN GTNV KPLET VAU 1] OTOV KOOLKO.

Mopapriaoelg, 6mwg SQL Injection, Cross-Site Scripting Attacks, Cross-Application Scripting
Attacks, Oa mpémetl va tpolapfavovtat.

H oAAnienidopoon TV avOALTOV HE TOVS TPOYPOUUOTIOTEG Kotd TN Oldpkeln avdmTuéng g
EQOPUOYNG TPOTEIVETAL.

Embountéc yopakmmpilovratl Kot o1 TOATIKES amoppTOV TOL £ivail EDKOAO Y10l TOV ¥PNOTH VA TIG
SPdoel Kot va TIG KOTOVOT|GEL.

H vopun kdAvymn Ba mpémet Bewpeitar 0e00UEVT OTIC TEPUTTOGELS XPNONG TOV APOPOVV OVAAIKN
dropa.

H moAtikn acpareiog Ba mpémetl va eivar edkoAa TpocPaciun amd Eva apyeio TG EQoPUOYNG.

Ta amofnkevpéva odedopéva Bo mpémer va elvar mpocwpivé Kot vo doypleovtal PETd TNV
OAOKANP®OOT TOV GKOTOV TNG EPOPUOYNG.

O TPOYPOUATIGHOG TNG EPAPUOYNG TTpETEL Va TePLEYEL PiPAloONKeS LOVo and allomotes TnyLs.

H d140eom tov epappoydv mpénet va yiveton povo og ac@aAn amobetipla O6Tmg To App Store, Kot
10 Google Play.

Embount elvar n emainBevon OAmv t@v TANPOQopLtdV €16000V Kot €£000V GTNV €QAPLOYN,
AmoPEVYOVTOG TEPIMTMGELS OTMG SLaPPoL KdoKa QR.

Mo v amopuyn vrepyeidong tg pvaung buffer Oa mpémer va ypnoiponoovvTal AGPUAEIS
Aertovpyiec.
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‘Enerta and 10 amotuynuéveg mpoomadeleg E10ay®YNG 0TO GUGTNHO To. d€dOpUEVE Do TPETEL Vo
Sypapovtal.

o epappoyés mov mepi€yovv evaictnto dedopéva, Oa mpémer va epapudlovtor TEXVIKEG
OVTULETMOMIGNG COOAUATOV.

Oa mpémel va amo@evyovTal Ta oTrypdTuma 006vnS TV epappoymv o 10S, enedn amobnkedovron
OTNV KPUPT pvipn.

Mo mv avaeopd mpoPAnuatov oyetikd pe v epoppoyn Ba mpémer va vmdpyel éva e-mail
EMKOVOVING.

H Ymopén tov e1kovidiov EVIOTIGHOD TOL GULUPOVAEVEL TO ¥PNOTN CYETIKA Ue TN xpnon tov GPS
KpIveTOl LVITOYPEMTIKT).

Kavait enucovoviag

Eivar amapaitnm n dnuovpyio evog ac@aAiodc KavaAloy ETIKOWVOVING OT®MG 1) KPLTTOYPAPNOoN
péom SSL/TLS 128-bit.

H ypnon oyvpdv, moetomompévav Kot aSodmotemv adyopifuov arotedel evOedeylEVT TPOKTIKT).

AwokopioTng

O dwakootig Oa mpémel vo eEAEYyeTon Kadnuepva kat va eykafiotaviotl TuyoV EVUEPDOGELS.

Ot mnpoeopieg elvar Kohd va amofnKevovIol KOTA TPOTIUNGY OTOV SOKOUIOTH KOl Ol 6TV
EQAPUOYT].

EmBaiietor n Kataotpoen g meptddov Asttovpyiag mov Egkivinoe o xpnotns amd v TAELPE Tov
OLOKOULOTN KOt 1) U1 0modoyr| TV cookies.

EmBéoeic DoS amd ) peptd Tov d10KopoTr) TPEMTEL VOL ATOPELYOVTAL.

ITivakoag 14: Métpa ac@areiog oYeTIKA |e TO pecaio eminedo ac@AAELlog
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YynAo eninedo ac@arelog

Epappoyn

"Eleyyoc g tpocfaocng oTig TAnpopopieg OTWS GTIC EXAPES, TN KALEPO, TOV EVIOTIGUO ToTobesiog
UEC® TOV SIKOUMUATOV.

Evdeikvoton 1 xprion tov teiyovg mpootasciog, toco Yo 1o 10S 660 kot Yo To Android.

H epappoyn dev Ba tpémnel va amobniedel to Cookies.

Etvan koA mpaxtikn n xpnon kodikdv tpocfoong pe tovddyiotov 7 yapaktipes kot PIN.

[Ipémetl va emtpéneton 1) amevePyomoinon TG AELIToVPYiag TG EPAPLOYNG OTO TOPUCKNAVIO.

Amayopevetal va otéAvoviot dedopéva oe Tpiteg epappoyég 1 xpnotes. Eqv amotdyovpe 6e avtd
Ba TpémeL vaL eVILEPDOVOVTAL O1 YPT|OTEC.

H emaAnfevon g towtdTTOC TOL YPNOTN UEGH €VOC CLGTAUOTOG EAEYYOL TALTOTNTAG N
Bropetpikod cuotnuaTog KpiveTot amapaitnt.

O éleyyog €166060vV TOL YPNOTN TPEMeL va. Yiveton uéow HTTPS.

H ovvedpia Oa mpénet va teppatiCeton petd amd 15 Aemtd.

Oa mpénel va gpapudlovion HETpo o€ TEPITTO®ON TapoPloong TG AKEPULOTNTOS TOL KMIKO Y10, VoL
eumodiletar  Tpomonoinen Tov.

Kpunroypaenon tov k®otka. Ot eQapproyEs TPEMEL VO KOOKOTOIOVVTAL KO VoL VITOYPAPOVTOL o
a&omoteg Tnyéc.

Amayopevetal | 0moONKEVOT TOV KMOTKOD EVTOG TOL KOJIKA TNG EQAPUOYNG.

[Ipénel va ano@evyete va ep@aviloviol o JUMIGTELTHPLOL GHVIECNS GTNV KPLPT UVHUN 1} GTOV
KOOKO.

Oa mpémel va ypnoyonoteitatl o alyopiOpog AES 256-bit yio v npooctacio g ePHI.

[apoPracerg, 6mwg SQL Injection, Cross-Site Scripting Attacks, Cross-Application Scripting
Attacks, Oa mpémet vo mporappdvovrat.

Etvan koA mpaxtikn, 1 gpron ™ SNUOsLOg YNeakng VItoypaens PAcEL TV KOOK®OV TpdoPacng.

Embountéc yopakmpilovral Kot ot TOAMTIKEG amoppTOV TOL £ivail EDKOAO YloL TOV ¥PNOTH VA TIG
SloPaoel Kot va TIG KOTOVOT|CEL.

H vopwn kédAvym Oa mpémer Bewpeitor d£dOUEVN OTIG TEPUTTAOGELS XPNIONS TOV OLPOPOVY AVIALKOL
atopa.

H moltikn acgareiog Oo mpénet va eivar ebkoro mpocsPaciun ond éva apyeio g EQOPUOYNG.

Oo TPEMEL VO EMTPEMETOL O OTMOUOKPLGUEVOS KAOAPIGUAS 1] 1 AEVEPYOTOINGT) TNG EPAPLOYNS KO
TOV TEPEYOUEVAOV TNG.

Eivan vmoypewtikn, pio capng moltikn dttipnong dedopévev oe éva e0KOAN TPOSPAGLo apyeio
™G EQAPHOYNG.

To amobnkevpéva dedopéva Ba mpémel vo givol TPOGOPVA Kot Vo, SlaypaeovTol HETd Tnv
OAOKANP®OGT) TOV GKOTOV TNG EPAPHLOYNC.

O TPOYPAUUATIGHOC TNG EPUPUOYNG TTPETEL VO TEPLEYEL P1PAI0ONKES LOVO amd aE1OTIoTEG TNYES.

H d140eom tov epappoydv mpénet va yiveton povo oe ac@aAn amobetipla 6Tmwg 1o App Store, kot
10 Google Play.
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Evdeikvovtot ot taxtikéc evnuepdoelg aceareiog pécm patches.

Otav vrapyovv mapoafldcels mAnpoopidv, Bo mpEmel va KOWVOTOLEITAL GTOVG YPNOTEG Kl GTO
MME.

Embount elvar n emainbevon OAmv tov TANPOQopLdV €16000V Kot €£000V GTNV €QAPUOYN,
OTOPEVYOVTOG TEPUTTMGELS OGS dopPoég kKmowka QR.

[Noa mv amoeuvyn vrepyeiMong g puvnung buffer Ba mpémer va ypnoyomolovvionl acQaAeig
Aertovpyieg.

Ot gpappoyég Oa mpénet vo SoKALovVToL 6T0 EAAYLGTO EMITESO SIKAOUATOV.

‘Enerta and 10 amotuynuéveg mpoomdbeleg 10aymyng 6T0 GLGTNHO To. dedouéEva Bo Tpémet va
dlypapovTaL.

H ypion CAPTCHA vy ™ Pektioon ¢ €QopUOYNG GYETIKO HE TN AELTOVPYKOTNTO KO TNV
acQAAELL TPOTEIVETAL.

[Noa epappoyés mov mepiEyovv evaiocOnta dedopéva, OBa mpémer va epoapudlovror TEXVIKES
OVTULETMOMIGN G GCOOAUATOV.

Oa mpémel va amo@evyovTal Ta otypidtuna 006vig tov epappoydv o 10S, enedn amobnkedovral
OTNV KPUPH pvipn.
To ymoe1okd TGTOTOMNTIKO TNG EPOUPLOYNG OEV TPEMEL VOL ONUOGLIEVETAL.

INo mv avaeopd mpoPAnudtov cyetikd pe v epoppoyn Ba mpémer va vmdpyet éva e-mail
EMKOVOVING.

H Ymopén tov ekovidiov eVIOmIGHOV OV GUUPOVAEVEL TO YPNOTH GYETIKA e TN ypnorn tov GPS
KpIvETOL VITOYPEDTIKT.

Oo TPEMEL VO VTTAPYEL EIKOVIOIO GTNV EQOPLOYT TTOV EVIUEPDVEL Y10l TN LETOPOPE OEGOUEVOV.

Koavéi emcotvoviog

Eivor amapaitmtn n dnpovpyio evog ac@aAog KovoAoh ETIKOWVOVIOG OTOG 1) KPLTTOYPAPNON
pécsm SSL/TLS 128-bit.

Eivow mpotewvopevn n ypnon VPN 11 1 dwdikacio €6600V0 TV ¥pNOTOV VO YIVETOL HEC® TOV
HTTPS.

[Ipémel va vapyovv punyavicpol eAEyyov g emkovaviog yo. v avalntnon mhavov dloppomv
TV TANPOPOPLDOV.

H axdpmon g tepiddov Aettovpyiog Tpémel va, yiveton 6Tov eELINPeTNTY.

H ypron oyvpdv, motomompévav Kot aSomotmv adyopifuov arotedel evOedetylévn TPOKTIKT.
Al0KOpGTNG

O dwkopotg Ba mpémet va eAéyyetor Kabnuepva Kot va eykabictoviot Tuxov EVNUEPDGELS.

Ta dedopéva Ba mpémel vo daypaeovTol amd To OKOUIOT] HOAS OAOKANP®mOOLV 01 G6TOYOL TNG
EQOPLOYNG KOL VO KOVOTOLELTOL.

O tAnpogopieg Tpémetl va amofnkedhovtol Kotd TPoTincn 6Tov S10KOUGTY.

EmBdAiretar n katactpoen e meptodov Agttovpyiag mov Eekivnoe 0 xpnoTng omd TNV TAELPA TOV
OLOKOULOTN KoL 1) U1 0modoy”| TV cookies.

Ot topafracelg amod T pepld Tov SKOULGTH TPETEL VO ATTOPEVLYOVTAL.

[Ipénel va emainBevetar N TOVTOTNTA TOL YPNOTN TPV EKTEAECTEL 1 VANPEGIN TOV TPOCPEPETE
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and TV EPAPLOYT.

[Ipéner va BePfardvetor 6Tt 0 SIUKOUIGTNG OMOPPITTEL OAL TAL ATHLLTO YOPIG KPLTTOYPAPNOT).
Oa mpémel vo vdpyel N vanpecio mov delyvel and mota IP &ywve aitmon o dedopéva and tov
€KAGTOTE YPNOTN.

[pémer va Aappdvovtar pétpa dote emBéoelg DoS and ) peptd Tov S0KOUIGTH VoL AroPeDyOVTOL.

[ivaxag 15: Métpa acpaieiog oYeTIKd He T0 VYNAO eMINESO 0oPAAELNG
IInyn: Security Recommendations for mHealth Apps: Elaboration of a Developer’s Guide

21c uépeg pog, 6mov M Prounyovio avaTTLENG KIVINITOV EQAPHOYADV ETEKTEIVETOL GLVEXMDG
Kol OMHovpyouvTOL KoOnUeEPVA VEES €QOPUOYEG VYEIOVOMKNG TTepiBaAync, eivol onuovTiKo va
dtvetar 101aitepN TPOGOYN OTN GLAAOYN Kol ENEEEPYACIN TOV TPOSOITIKAOV TANPOPOPLDOV VYELNGS.
Qc1000, Ol KaTAAANAEG HEBOdOL Yoo va yivel avtd dev Aapupdvovior cuvnBwg voyn and Tovg
TPOYPOUUOTIOTEG KOL TOVG GYEOIOTEG TMOV EPAPUOYDY OVTMOV HE OMOTEAEGHN VO daTifevTon un
ACQUAELS EQPOPLOYEG GTOVE XPNOTEG, Ol OTTOI01 EVOLUPEPOVTOL KUPIME Y10 TO OVCLUCTIKO GKEAOG TOV
TPooEpeL M KABe epapuoyn, Kt Oyt TOGO Yol TO KOUUATL TNG ACQAAES TOV TANpoeopldv. Ot
TPOYPaUUATIOTEG O Tpémel va Bpovv TN BEATIOTN 100ppomio LETAED TNG ACPAAELNS TOV OESOUEVMDV
Kot TG WTikng {ong kabmg ot epapuoyéc mHealth enexteivovron kou 1 ePHI ei6épyeton oe véeg
ntoyes. [30,31,32]
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KE®AAAIO 5°
E@appoyéc mov avamtoydOnkay

5.1 Ewoayoym

Y10 méumto kedAao Oo emkeVIpwOOLUE OTIS €QPAPUOYEC TOVL  avamTOHYONKAY, OTIG
TPOOLAYPOPES TOVG, OTNV OYESIOOT TOVG OAAA KOl OTNV OVAALGN TOV TANPOPOPIDOV OV
TPOCPEPOLY amd T, dedopEVH Tov amobnkevovtat. [To cuykekpiéva, Exel avamtuydel dLodIKTVOKY
gpapuoyn kot epapuoyn yio Android smartphone pe m ypnon tov Android Webview. e 0t apopd
T gpyokeion Tov ypnopomomOnkay yuo T S1adIKTLOKY EPAPLOYT, VANPEE TPOGUVATOMGUOSG TPOG
NV EMAOYT EPYOAEI®Y OVOTYTOV AOYIGUIKOD Y10 TNV OTPOCKOTTN KOl GuveYN PeATioon tovg amd
LEYOAES KOWOTNTEG TPOYPOUUATIOTAOV. [100 TO AOY0 avTd, £ytve ¥PNoTm TOV OVOLXTOL AOYICUIKOD
Bootstrap 3.3.7° 1o omoio pog mpoceépetl dha to. omapoitnTo epyoreio Yo T0 GYESAGUO Ko TV
avAmTTLEN 16TOGEMOMV Kot YEVIKA S10OIKTLOKAOV EQPAPUOYDV TOL gival mpooPdoipes and Tovg
1apopovg Web browsers 6mog kat tov Fullcalendar™ yio tmv nueporoyloky avamopdoTacn Tmv
emokéyewv kot tov Datatables™ yio Tnv @ihkn sppdvion tov dedopévav. Tvveyilovtag, yio T
anodfkevon TOV Tpikdv dedopévov emhéydnke n Pdaon dedouévov MySQL 5.7.16° kot 10
Soyepiotikd e, To PhpMyAdmin 4.6.5.2°% .

56 Bootstrap 3.3.7, https://getbootstrap.com/docs/3.3/getting-started/
57 MySQL 5.7.16, https://dev.mysql.com/downloads/mysql/
58 PhpMyAdmin 4.6.5.2, https://www.phpmyadmin.net/files/4.6.5.2/

72 Fullcalendar, https:/fullcalendar.io/
73 Datatables, https://datatables.net/
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Mo vo vrdpyer oAAnAemidpacn HETOED TV YPNOTOV Kot TG Pdaong dedopévav
ypnoiponomdnke to PHP Framework Codeigniter 3.1.2% kot yio T ypa@iKy avamopiotacn tmv
dedopévov to Google Charts” . H Soductvaxny epopuoyn éxel eykatootadet og éva Virtual Private
Server — VPS pe CPU 3 cores kot RAM 1GB pe Aettovpyikd cvotnua Ubuntu 16.04.1 dmov €xovv
gykatootadet o Apache Web Server 2.4.18% |y PHP 7.0.13°' , 0 MySQL server, Mail Server pe to
Roundcube 1.3.1% ko 10 S1ayg1p1oTivd tov cvothuatog eivar o Webmin 1.831% . Télog, yio
ovyypaen tov kddwka ywo. T Web epappoynq ypnoyomomdnke to mepifdiiov avdmtuéng mov
npocépel 1o Netbeans IDE 8.0.2%, 1o Android Studio 2.3.2% yia t dnpiovpyio tov Webview yia
v Android epappoyn xar o MySQL Workbench 6.3.9 Community Edition® yw t oyedioon g
Baong odedopévav. Télog, Omwg elval TPOPOVEC OO TO. TPONYOVUEVH, TPOYPOUUATICTIKA
ypnowonomOnkav ot HTMLS, PHP7, MYSQL, Javascript, CSS, Jquery .

59 Codeigniter 3.1.2, https://codeigniter.com/download

60 Apache Web Server 2.4.18, http:/httpd.apache.org/download.cgi

61 PHP 7.0.13, http://php.net/releases/7 0 13.php

62 Roundcube 1.3.1, https://roundcube.net/news/2017/06/26/roundcube-webmail-1.3.0-released
63 Webmin 1.831, http://www.webmin.com/download.html

64 Netbeans IDE 8.0.2, https://netbeans.org/downloads/8.0.2/

65 Android Studio 2.3.2, https://developer.android.com/studio/index.html

66 MySQL Workbench 6.3.9 Community Edition, https://dev.mysql.com/downloads/workbench/
67 Google Charts, https://developers.google.com/chart/
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https://dev.mysql.com/downloads/workbench/
https://developer.android.com/studio/index.html
https://netbeans.org/downloads/8.0.2/
http://www.webmin.com/download.html
https://roundcube.net/news/2017/06/26/roundcube-webmail-1.3.0-released
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http://httpd.apache.org/download.cgi
https://codeigniter.com/download

5.2 Ilgprypa@n €QUPUOYAOV KO EPYULELOV
5.2.1 Codeigniter MVC Framework

Hekwvovtog 0o mpénet va e€etdoovpe L meptlopPaver 1 oxediaon pe to Model — View —
Controller, MVC. To MVC gival ovclootikd pion apyrtektovikny oxedtaopuod mov daywpilel Tig
Spopeg TTVYES EVOG AOYIoUIKOD. AVTOG 0 S0 ®PIGUOG SIEVKOADVEL TNV ETOVOYPNCLOTOINGT TOV
KOO0 LECO, Ao UidL 110 dOUNUEVT] PYITEKTOVIKN TNG EPapproync. Etot éxovpe:

e To Model oto omoio Bpickovtal o1 KAAGES TOL XPNGLOTOLOVVTOL Y10, TV AmodKELON TOV
OedOUEVMV KOl TOV YEWPIGUO oG Katdotaong mov dadpapotiletor cvvnbowg ot Pdon
dedopévov. ‘Eva moapdoctypa etvar n kAdon Primary _model tg epappoyng mov mepiéyet
pébodo signinUser(Susername,$password) 6mov €1G4yeL TO p1GTIH GTO GOCTNLA.

e To View, mov meptapfavetl m Sema@n Tov ¥pNnotn amodidovtag ta dE0oUEV omd / TPOog TO
Model. £t nepintwon pog 1 dieman 166d0v signin.php .

¢ To Controller, Tov 0VGLOGTIKG TPOKELTAL Y10 TOV “EYKEPOAO™ TNG EQAUPLOYNG OOV YEpileTan
To. events Tov ypnotn mov emnpedler to View kot Model. Xmv epoppoyn mov €yxet
avantuyBel eivar n kAdon Primary pe ) pébodo signin().

Epgaviletmn ctov \Emipu ne

Controller

Ew"wpmvk /ﬁl.pu;m:m 10

Ewova 30: Zymuartikn avarapdotacn Model — View — Controller oe ahAnienidpaon pe éva ypnot.
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To Framework Codeigniter, okolovBei Vv apyitektovikny MVC mov meprypdonie
mponyovpévems. H ouykekpipuévn apyttektovikn, emAéyOnke emeidn), (o EQAPUOYN TOL TEPIEYEL
aTPIKa dedopéva Kot Tov avapeifoia gite avédvovion gite petafdirovror avtd petappdletor ce
OLOLPOPETIKES 16TOGEADEG OTIG Omoieg TOAAG KOUpATIO KMOKa pmopel va emavaiopupdvovrol. Avtod
umopet vo Katavonbel Kot amd To yeYOvOS TG OTNV EPOPUOYN LG KOl O GLYKEKPUEVO, GTO
Controller Appointment o1l 7weploodtepeg  pebdoove  KAvovpe KAon ¢ uebooov
getAppointmentByAppld($appid,$docid) yo va motonomcovpe twg o Kabe yatpdg pmopel va
owyepiletal uoévo tar pavtePod MOV AVAKOLY G OVLTOV HE OAN TN AETOVPYIKOTNTA OV EYEL
amodobel 6g avTd (sl0aymyn vOS®V, PapUAK®V, KAT.).

H emioyn tov Codeigniter Framework, ocvpfdier omv €EEMEN TOL KOdKO Ol
OTOKAEIOTIKA Kol HOVO Omd TOVLG ONOVPYOVS TOV. XTN TEPIMTOON TOVL 1 EQPAPUOYN ElxE
avantuyfel amd v apyn pe “xkobapn” ypron kadika PHP Ba ftav dvckoro va cuppdiovy otnv
€EEMEN TOL VEOL TTPOYPOUUUATIOTEG LE OMOTEAECUO LTO Vo TPOUTOOETEL vl APKETA KATOVONTO
£YYPOQO TPOJYPOPNG OMAUTHOE®Y OAAG Kot piot TOAD OVOADTIKY TEKUNPI®ON TOL GLVOAIKOD
kodwa. To Codeigniter, péca omd Tig ueBOSOLE KOL TNV OPYLTEKTOVIKY] TOL OKOAOLOel pag
OlELKOADVEL DOTE VEOL TPOYPOUUATIOTEG oL Tpoypoppatiloov Web epappoyés pe avtd va
ovuPdArovy otny e£EMEN TOL KOKO KOl GUVAUO TNG EQAPLOYNC.

Ov epapuoyés mov meprhoapfdavouvv tatpucd dedopévo elvor witepo omoutnTkés, He
amotéleopa va otoxevovpe og “Light-weight” Frameworks. To Codeigniter givat éva and avtd. To
YEYOVOG OTL Oev emPdAdlel kKapio oOpuPacn, oAAd Tapéyel TOAAEG KOWA QmalTOVUEVES AtTovpyieg
HEG® €VOC GUVOAOL EVOOUOTOUEVOV BAodnKkdv TpoopEpel GtV €QOPUOYY, TO EANYIGTO
avTiKTUTO 0POV OeV amantel avapiBunTeg AALAYEG GTO KMOTKA Y10l TV OIKOJSOUNGT] TOV EPAPLOYDV.

‘Eva. moAd onpavtikd mieovéktmuo tov Codeigniter eival n gveh&lo mov mpooeépel 6To
YePopo tov SQL gpotudtov. Maog Tpoc@épet T duvaTOTNTO VO YPTCLLOTOMGOVUE TO Active
Record Database Pattern pe oxom6 vo mpooneddcovpe to dedopéva mov Ppickoviol 6Tovg Tivakeg
™G Pbong dedoUEVOV HOG HE TO VO YPAWOVHE GOVTOHO KOOKO OTMG Y10 TOPAGELYOL VO TAPOVLE
OAeG TIG SLBECTIIEG EWIKATNTES YIOTPAOV KOTA TNV £YYPOAPY] TOL YIATPOV GTO GUGTNHO 0TS Uropel
Vo QOVEL TOPAKATO:

Squery = $this->db->get(‘mt_doctorcategories’);
foreach($query->result() as $row){
echo Srow->vmst_category,

/

H mponyodpevn mpaktikn o€ HOG AmOTPENEL OO TO VO YPNCUYLOTOMGOVUE TN GUUPATIKY] GLYYPOPT
SQL gpomudtov Ommg Yo Topddetylo GTNV €QPOPUOYY] HOGC KOl GUYKEKPLUEVE OTN TEPITTOON
ypnong otav {ntdpe amd v €QapUOYN To OTOLKEl TOV Qapudkmv mov PBpiokovior otn Pdaon
OedOUEVMV LOG KO OTOGTEAOVIE LE TN HOPON Ttivaka. AnAaon:

public function getMedicines(){
8sql="SELECT mst_mid AS id,vmst_name AS name, vmst_generic AS generic,
vmst_substance AS substance,vmst _category AS category, vmst_prescription AS
prescription, vimst_quantity AS quantity FROM mt _medicines";
Squery = $this->db->query($sql);
Sresult = $query->result();
return Sresult;
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A@QoV 1 gpaployn HOG TEPLEXEL TOAD TPOCOMIKA O£dOUEVO, CNUAVIIKY TPOTEPALOTNHTO
TPEMEL va. gtvan 1 ao@AAELd Tovg amd emBEcES KaKOBoVA®Y ypnot®dv. Mmopovpue péco amd
Khdon Security va mpoototevtodue and embéoelg Cross Site Scripting (XSS)® onwc yia
TOPAOELY L0 GTO KMOTKO TNG EQaPUOYNS Taipvovpe to id Tov pavtefov pe pébodo GET mg e€ng:

Sappid = $this—security—xss_clean($this—input—get(‘appid’));

ko Cross-site request forgery (CSRF)® 6nwg eniong va amotpéyovpe v enifeon SQL Injection”
ATOPEVLYOVTOS TNV EKTEAECT] TOV JAPOP®V EPOTNUATOV OTAV TEPLEXOVV EOKOVS YOPAKTIPEG MG
edng:

public function getAppVitalpointsPatid($appid){
Sresults = array();
Sthis->db->select('mst_fkpatid')->from('mt_appointments')->
where('mst_appid', $this->db->escape_str($appid)),
Sresults['mst_fkpatid'] = $this->db->get()->row()->mst_fkpatid;
return Sresults['mst_fkpatid'];

To Codeigniter mpoc@épetl o TAndopa PiprAodnkodv 0nwg meprypdpovtal péca amd )
tekunpioon” tov, pe TIC omoieg umopovpe va Pedtictomomjcovue TV amddoon Ttov Web
epappoydv poc. To ovykekpyévo Framework dev €xel mepimhoko TpOTO €£YKOTAGTAONG, TO HOVO
OV TPEMEL O TPOYPOUUATIOTNG VO KAVEL €IvVOL VO OTOGLUTIECEL T OpYElol 6TO PakeAo Tov Web
Server kot vo Eekivnogl T ovyypagn tov kodwa. EmmpocsOétme, eivar coppatd pe to HTML,
CSS, JS Framework Bootstrap yio v avantuén responsive Web epappoyov.

Kd&Be Framework dgv etvan duvatov va €xet povo Betikd yopaxtnpiotikd. Ommg eivor Aoy
Bo vTapyoLV Kot petovekTHOTo. Mepikd amd To LEWOVEKTNHOTO TTOL TOPoVGLdlet lvar | un built-
in vVmwop&En ORM ce oyéon pe dAia Frameworks av kot vdpyovv mpochHeteg PifAtodnkeg tpitmv.
Télog, yperaletar Wwitepn mpocoyn Otav yivetar avoPdduion oamd mponyoduevn €kdoorn o€
enopevn. [39,40]

68: Cross Site Scripting (XSS), https://www.owasp.org/index.php/Cross-site_Scripting (XSS)

69: Cross-site request forgery (CSRF), https://www.owasp.org/index.php/Cross-Site Request Forgery (CSRF)
70: SQL Injection, https://www.owasp.org/index.php/SQL_Injection

71: Texpnpimon Codeigniter, https:/codeigniter.com/user guide/index.html
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5.2.2 Baon ogoopéveov MySQL pe JSON

Onwg &xet NN avagepbet, 0 AdYog mov dev £yve ¥pNoN TOL TLTIKOL GYECIAKOD HOVTELOL
OaAAG EMAEYTNKE VOl LEV TO OYESLOKO, aAAd pe media JSON 6tdyevoe 610 Vo amo@evyOovV ot TIHES
NULL ota dtdpopa tedia tov mivdkmv g Baong dedopévav. Ot typnég NULL Bempodvtar og Tipég
peTaPANTOD pnKovg ota media piag Paong dedouévav, y'ontd umopel va givor amd pepikd bytes
uéyxpt moArd Mbytes avaioyo pe 1o péyebog g Paong dedopévev. o to Adyo avTo,
ypnoorombnke 1 MySQL 5.7.16 mov mpooeépel to tomo dedouévav JSON ota media tg. H
onuovpyia evog mivaxko pe JSON medio de dapépel oe kopio mepintmon omd ekeivn pe €va
ovpPatikd wivaka Tomov dedopévmv varchar(). Omote av OEAE VO OMLLOVPYNGOVLE TO TIVOKO TTOV
meplExeL Ta dedopéva TV Proynukev eEetdoemv Oa énpene va ektelécovpe to SQL epdpa:

CREATE TABLE IF NOT EXISTS "msc_thesisdatabase’."'mt_biochemicaltest’ (
‘mst_biotestid” INT NOT NULL AUTO _INCREMENT,
‘mst_fkexcatid” INT NOT NULL,
‘mst_fkappid” INT NOT NULL,
‘mst_biotestdata” JSON NOT NULL,
PRIMARY KEY (‘mst_biotestid’),
INDEX ‘fk_mt_biochemicaltest mt_examcategoriesl idx" (‘mst_fkexcatid™ ASC),
INDEX fk_mt_biochemicaltest mt_appointmentsi _idx" (‘mst_fkappid" ASC),
CONSTRAINT fk_mt biochemicaltest mt examcategoriesl’
FOREIGN KEY (‘mst_fkexcatid’)
REFERENCES "msc_thesisdatabase’. 'mt_examcategories (‘mst_excatid’)
ON DELETE RESTRICT
ON UPDATE CASCADE,
CONSTRAINT fk_mt biochemicaltest mt_appointmentsl’
FOREIGN KEY (‘mst_fkappid’)
REFERENCES ‘msc_thesisdatabase’. 'mt _appointments " (‘mst_appid’)
ON DELETE RESTRICT
ON UPDATE CASCADE)
ENGINE = InnoDB
DEFAULT CHARACTER SET = utf8;

OOV omTIKA B TAY OO GTNV EXOUEVT EIKOVAL:

| mt_biochemicaltest v
mst_biotestid INT

& mat_fkexcatid INT

» mst_fkappid INT

mst_biotestdata JSON

Ewéova 31: [ivaxag pe medio tomov dedopévev JSON.
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21N TPOCTELACT T®V OEOUEVMOV TTOPATNPOVVTOL OOPOPEG GE GYECN UE TIC CLUUPATIKEG
pebodovg mov akorovBovvrat. o mwopdoetypa oto medio mst biotestdata Oo pumopovoe va €yet
gloayBel n TopakdTo ypappn pe tm popen JSON:

INSERT INTO mt_biochemicaltest(mst_fkexcatid,mst fkappid,mst biotestdata)

VAL UES(5,4]} I{HK”.. 773.811, Il]va ”‘. !!]40 H’ Nalp ”‘. !!45 H’ ”CI"@ ”‘. H]. ] H, thl"‘. !!42 ”, Hldl"‘. H]]O”, Nure ”..
"20", "sgot": "45", "sgpt": "15", "wait": "0", "HbAIc": "5.4", "notes": "O1 eerdoeig eivar
pvoiotoyikég.”, "athind": "3.2", "diabetes": "115", "cholesterole": "40", "triglycerides": "120"}");

[Na va ekteléocovpe éva amhd epOTNIO KOL VO OGS EMGTPAPEL 1] TANPOPOPIL GYETIKA LE TO
owpn epyalopacte og e&Ng:

SELECT JSON_UNQUOTE((mst_biotestdata->'8.diabetes’) AS diabetes FROM
mt_biochemicaltest WHERE mst_fkappid=41;

Ul

SELECT JSON_UNQUOTE(JSON_EXTRACT(mst_biotestdata,'$.diabetes’)) AS diabetes FROM
mt_biochemicaltest WHERE mst_fkappid=41;

Kot ota 800 mponyovpeva mopadeiypata 1o anotédecpo mov Oa pag emotpagel ival
diabetes : 115

H evmuépmon g mAnpogopiog oxetikd pe to dapnn yivetar og e€ng:

UPDATE mt_biochemicaltest SET mst_biotestdata=JSON SET(mst_biotestdata,'$.diabetes’,'120")
WHERE mst _fkappid=41,

H dwaypaepn tg mAnpopopiog oYeTIKA LE TO O101 T TPOYLOTOTOLEITOL OO TO ETOUEVO EPDTNLLOL

UPDATE mt biochemicaltest SET mst_biotestdata=JSON_REMOVE(mst biotestdata,'$.diabetes’)
WHERE mst _fkappid=41;

To anotédespa Tov mponyovuevov SQL gpwtiuatog givar n daypagn tov key — value Cevyaplon
"diabetes": "115" péoa and to JSON medio ki av eKTELEGOVE £val O T TPOTYOVUEVA EPMTILOTOL
Ba pog emotpagel n Ty NULL.

Kotd v avémtuén g epappoyns, t€dnkav to epdue yo. To Tog 0o propet vo Sniodel
éva medlo ¢ UNIQUE. ®Oa mpémel vor dnAwbel 6Ao to medlo mst biotestdata ; Oa mpémel va
eréyyetan pe kodwka PHP kéBe opd; H amdvinon eivar mwg oyt H dadwcacia yio vo SnAdcovpe
ot PBaon pag éva medio ¢ UNIQUE, 1§ wg INT mpoypotomoteital pe tn ypnon evpetnpiov apov
mpoto dnpovpynocovpe VIRTUAL COLUMNS og €€n¢:

ALTER TABLE mt_biochemicaltest ADD vmst _wait smallint
GENERATED ALWAYS AS (JSON_UNQUOTE(mst _biotestdata ->"$.wait"))
VIRTUAL NULL;

ALTER TABLE mt biochemicaltest
ADD INDEX vmst wait index(vmst_wait);
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H VIRTUAL COLUMN vms wait pe tomo dedopévov smallint dnpiovpyel évo eucovikod
nedio otn Paon doedopévav pag pe tomo dedopévev smallint 6mov pog dlveton apyodtepa M
SVVATOTNTO VO TPOYMPT|COVLE GTOV OPIGLO TOL gupeTNPiov vmst wait index . Me mapdpolo tpomo
epyalopaote kar yw tov optopd evog UNIQUE evpemnpiov oe pio VIRTUAL COLUMN. Ta
VIRTUAL mnedio dgv amoOnkevovtal, OU®G UTOPOVUE VO TO, XPNCLOTON|GOVUE GTO EPMTILATOL
avalnmong. Yrndpyovv koar ot STORED COLUMNS 6mov amobnkebovionr kot kataAapPavovy
amoONKEVTIKO YMPO KOATA TNV E100YMYY] KOl EVNUEPMOT|. XTO TPUKTIKO KOUUATL TNG TOpPOoVCag
epyaciag ypnowomombnkav ot VIRTUAL COLUMNS o6mov kot opiomnkav To KOTAAANAQ
gupetnplo. o€ kaOe mivaxo Eeymplotd.

Ta amoteréopata pe 1 ypnon VIRTUAL COLUMNS kot gvpemnpiov évovit tov
gpommuatwv pe ypnon JSON UNQUOTE() ko JSON UNQUOTE(JSON EXTRACT()) eivar
wwaitepa eVOOPPLVTIKE 0pOv:

e  Emroyydvetar 11 duvatdtnTo €VKOANG UETAPOANG ToV TMEdiwV TOv Tivaka Yopig avtd vo
Kooticel e aAlayn ¢ oyxediaong OAng g Paong dedopévov mapd pHovo pe LvTOPoAn
OPIGUEVOV OALOYDV KOl TO TO CNUAVTIKO TAEOVEKTNUO EIVOL TMG OEV VIAPYOLV TUUES
NULL, omAadn aporoi wivakes.

¢ Ta gpomiuota umopovv va Pertiotomomaoovy v anddoon toug pe ) ypnon VIRTUAL
COLUMNS kot gvpetnpiov.

¢ Eival apketd onpoavtikd to (mmua g xpnons, VIRTUAL COLUMNS g 6uvovoouo pe
Indexes emedn] €yovpe évo medio 10 omoio Oev katalopPdver amoONKELTIKO YDOPO
onuovpymvtag SmAotuna. [41,42]

» Emedn 1o Database Schema amoteleitor amd 30 mivakeg AOym Ttov peyébovg tov dev
ocvumepnednke oto BewpnTikd WPEPOG NG mapovoNg epyoaciog, OAAA Ppiloketor og
Eexoprotd apyeio pdf pe 6vopo msc_thesisdatabase.pdf 6to cuvodevtiko CD.
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5.2.3 Awwowktvokn epappoyn Doc Store n’ Go

211 TPONYOVUEVT] EVOTNTA OVOPEPONKE O TPOTOG Le TOV 0moio  amoOnKeHOLLE T dESOUEVOL
ot Pdon dedopévev kol eKTEAOVUE €POTAUATO MOTE Vo OAAnAemwdpdoovpe pe oavty. H
aAANAETiOpao HETOED TV ¥pNOTOV kol TG Pdong dedopévev mpaypotomomdnke pe v
avdntuén Web e@approyng OIAKNG Tpog o xpNoTn Kot responsive ywo to smartphones ko tablets.
'Etot edv minktpoloynoovpe to URL: https://docstorengo.gr 0o pog eppovicdei n apykn ceiidn
™G EPAPUOYNG OOV TEPLYPAPOVTAL, O GKOTOG TG, TO TPOPANpa mov Bo emAdoel Kot TéAog M
AertovpykdTTd TNG.

APXIKH IKOMoz MPOBAHMA E®APMOrH EMNIKOINQNIA 2 Eyypagn #JEiloobog

Ewodva 32: Apywkn oehida epappoyng Doc Store n” Go .

210 oVvoTNUO EX0VV 0ploTel dVo emimeda ypnot®dv (roles) yaTpod ko ypappatéa. O yiaTpdg
€xel T TANPN AETOLPYIKOTNTO TOV GUGTHUATOS TOV O TEPLYPOPEl TAPUKAT®, EVD M YPOULOTENS
€xel T duvatoTNTa Vo EI6AYEL vEoug acBevei, véa paviefov, va tpoPdaiet kot va emeEepyaletot OAa
T TPONYOVUEVO GUUTEPIAAUPOVOUEVOV TOV TPOSOTIKOV NG oTotyelmv. O ¥pNoG, YPOUUUATENS
onuovpyndnke yia ™ mePinT®OON YPNONS OOV O YTPAS avaBETEL TN dLKEIPIoN TOV EMOKEYEMV
o€ PonBo Tov aALG Kot Yio Vo E0cQUMOTEL TWG TPOKELTAL Y10 SOTIGTELUEVO YPNOTI TOV OVIKEL GE
ovykekpipévo yatpd. Tapaxkdtm otic ewoveg 33 a) kot 33 B) mapovoidletar | apykn 006vn petd
NV €100Y®OYN TOV XPNoT (YIOTPOS 1| YPOUUATENS GTO GUGTNLOL).
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@ Miayeipion
Emokéysig
W Npoypoppanopéveg Ml Axupwpéveg W Zuvohikég W Ohoxkhnpupéveg
2
1

0
08-2017 09-2017 10-2017 11-2017 12-2017 01-2018

AoBeveig

M NpooTébnkav

08-2017 09-2017 10-2017

Ewodva 33: o) Kupiog oelida petd v eicaymyn tov ¥pnot (Yratpod 1 YPoUpaTén) 6To oVoTnU Ommg epgaviletol 6
smartphone.
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M Avdpag
B ruvaika

< > Zuepa Mnvag ERdopdda Hpépa
OkTwRp1og 2017
Agu Tp1 Ter Mep Map Lap Kup
1
2 3 4 5 6 7 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
20 Ancgavor
30 31

Ewodva 33: ) Zuvéyela koping oeAidag LeTd TNV €16ay®YN TOL PO (YLATPOL )| YPOUUOTER) GTO GUGTNA OTMG
eppaviCetar og smartphone.
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Amd Vv AN mhevpd, €yovue TO KLPILG YPNOTN HOG, TO YTPOd , O OMOi0g
AELTOVPYIKOTNTO TOL GUGTILLOTOG KO GUYKEKPIUEVA TIG OLVATOTNTES VOL:

* Ewdyet, mpoPdiet ko va emegepydletal, To TpOS®MIKE TOV GToLyEia.

&xel T mANPM

T

& Miayeipion &= Zroiyeia

Evépyeieg

‘ MpoemAoyr H ZTorgeia ‘ Aiglguvan || laTpikd ‘
Ovopartemwvupo username
@ Eudyyehoc Mamayewpyiou miselon2
email dimitris_9012345@yahoo.gr

Eppavidovral 1 éwg 1 améd 1 eyypagpég

Ewodva 34: TIpoPfoin mpoconikdv cTotyeimv yotpod pe duvatdtnta enesepyasiag Tovg 6To cVOTNUO OTMS ppovifetat

o¢ smartphone.
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¢ Ewdyet, mpoPaiet kot va enelepydletal To TPOSOTIKA GTOLYELD TTOL APOPOVV TOVS acOEeVEIC
TOV, TIG OAAEPYIES, TIG VOOOVC, TO OIKOYEVELNKO 1GTOPIKO, TIG enepuPdoels, Ta euPoAla Kot To

TpoOTo LMNG TOVG.

MpoaBrikn &

@ Mayeipion & AoBeveig

‘ MpoemmhoyT || ETongeia ‘ AiglBuvon || Epyaoia ‘ Lidpopa |
Avalimnan: | Avalimon
Ovopartemwvupo 12 AMKA AAT

@ Alétavbpoc Quriou 48576893694 AH-T47656
Kiviro 6937576954
Tnhépwvo 2410745658
e-mail al.fotiou@gmail.com
cvores 121 (20 0

@ EhelBepia Namayewpyiou 74670436235 Ar-002143

Epoavilovrar 1 éwg 2 amd 2 eyypagéc

MNpwm . TeheuTaia

Ewova 35: TIpoPoin otoyeiov acbevr, pe duvatdtnteg enelepyaciog, El0aymyng vENS ETIGKEYNG KOl ELCAYOYNS
WTPIKOV dedopévev ommg eppavifetal oe smartphone.
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e FEwdyel, mpoPdier ko va pETAPAAAEL, TIC EMOKEYES TOV O0HEVAOV TOL QPOPOVV, To
Qappokd wov oM Aapfdvovy, Ta {OTIKA oNUEIN TOVS, TIG PUPUAKEVTIKEG GUVTOYES TTOV TOVG
YOPNYNOE, TIG VOGOVS TOV TOVS OLEYVMGE KOl TG EEETAGELS TTOL TOVG LITEPUAE.

MpooBrikn
& Aiayeipion # PavreBod
Agite | 10 v EyypaQéc

Avalimnon: | Avadimen
Ovoparemwvupo  |: Mepiypan
@ Alétavbpoc Quriou  Abuvapia opyaviopol PeTd ammé Tohurpepn ypiTn
‘Evapfn  25-10-2017 08:00:00

Afgn 25-10-2017 09:00:00

TomoBegia
Imipou Pébn 45

KardoTaon
Mpoypappamapévo

cores (21D 0 B

@ AMEavbpoc Dwriou EvéyAnon kard tnv méwn

Epgavifovral 1 éwg 2 amd 2 eyypagés

Mpun Teheutaia

Ewova 36: TIpoPforn cUVOMKOV ETGKEYE®MY TOV Y1OTPOD e duvatdtnteg enesepyooiog kdbe emiokeyng Eexmplotd Kot
EICAYDYNG LOTPIKDV dedopEVOV OTtmG epeavifetal o€ smartphone.
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¢ Ewdyet, mpoPdlet, emelepydletor Kot dtaypaeetl 6010 Ypoupatén extBupet Kot Tov aviKet.

@ Miayeipion (&l I pappareic

Azite | 10 v EYYpaQic
Avalfimon: | AvaZrimon
OvopaTETUWVUHO 12 e-mail
@ Navayiwra Kufehidn dimilore@hotmail.gr
username pankive9
TnAépwvo 2297025316

Kivnré 6973558790

AigevBuvon Zmupou Podn 56

Evépyeieg n

Epgavilovtar 1 £we 1 amd 1 eyypagég

MNpwTn Teheutaia

Ewodva 37: T[IpoPfoin tov vmaArlov, pe Suvatodtnteg enelepyasiog Kot Sioypapns Toug, 0meg eppaviletol g
smartphone.
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¢ Ewdyet, mpoPdiet, emeCepydletor kot dtoypaeet o omoteAéSHOTO TV EETAGE®V 1 €1GAYEL
Vv €100 GE KATAGTAOT OLVAILOVNIG,.

iy

& Aiayeipion & Pavieol# Eetdoeic

Acige 10 v EYYpaQég
Avalitnon: | Avaziman
Kuwdikég 1t na
@I 110000107 157118,157/24
Ovopagia [evikn e6éTaon aipaTog
Kparikr amolnpiwan (€) 2.88

AcgalioTiki amolnpiwen (€) 1.99

s CIEAED

© 120000493 OEK 3100/2011
© 130000008 157174

© 150000007 15711

© 150000008 15712

© 160000003 138/40

Epgavilovian 1 £wg 6 amo 6 eyypagég

Mpwtn TeAeutaia

Ewova 38: Ewcaymyn, Tpofoin, enelepyacio kot dtaypapr| piag e&étaong, onwg epeaviletor o smartphone.
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e TIpofdirel Ypapikéc mOPASTAGELS, Ol OmOieg avalvouy To dedopéva kot Tov fonbovv va
GYNMOTICEL TO OGP GUUTEPAGLOTOL.

» Ot odnyleg oyetikd He TNV TOMIKN EYKATAGTOGN TNG EQOPUOYNG, Y. TNV eVOEAEN
e€epedivnon OA®V TV SLVATOTHTOV NG EUTEPLEXOVTOL 6TO cVVodeVTIKO CD 610 apyeio pe
v ovopocio MANUAL EI'KATAXTAXHZ.pdf .
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5.2.4 E@appoyn pe ypnion Android Webview

Onwg avagépbnke oty el6aymykn topdypaeo, dnovpyndnke Android epoppoyn pe
xpfion tov Android Webview”. Mag Stvetar 1 duvatdmnta va ekTEAEGOVUE TO O TPOCPOTL
TPOTLTQL Yo TNV TPOoPoAn eplEXopEVOL 16T00, cupreptrappavopévav tov HTMLS, CSS3 kot pog
tayvtepng €kdoong g JavaScript péoa and pioe Android epappoyr. Avti 1 €mAoyYN TPOGPEPEL
1060 TAEOVEKTLOTO OGO KO LELOVEKTILLOLTAL.

e Me 11g Native epappoyég katd ™ dwudwkacio tov Testing, dokUALOVUE TNV EQOPUOYY GE
OLLPOPETIKEC CLOKEVEG e O1POPETIKEG £KOOGEG Android. Me tn yprion Android Webview

OPKOVLLOOTE GT OOKIU GUGKELMV LE SOPOPETIKO HEYEDOS 000VTG.

e H ovyypaen K®OKa, OGO KOl 1 OTOCOOAUATOCT TOVL, Yiveton amd 10 KOdKa g Web
EPOPLOYNG TOL OmOTEAEL Kot T PAoT TNG EQAPLOYNG LLOG.

A6 TV GAAN TAELPE OU®G VILAPYOVY KO LELOVEKTILOTOL:

e H ypnon twv HTMLS5, CSS3 «ou Javascript BifAioOnkov yio ) onpovpyio animations ko
widgets pmopel va mpokaiésetl Bépata andooons oty Android cuckevy).

*  Ymhpyovv TPOPAAULOTE EUEAVIONG TOV TEPLEYOUEVOVL O ToAoOTEPEG €kdOOoel; Android

GUOKEVDV.
Ewova 39: TlpoPoin Android epappoyng pe yprion Android Webview.
73: Android Webview, https://developer.android.com/reference/android/webkit/WebView.html
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KE®AAAIO 6°
YVUTEPACNRATO YP1ONS EQUPLOYDV

6.1 Excayoym

210 £€KT0 Kol TeEAELTAiO0 KEPAAOLO cuVOYilovTol TO CLUTEPAGLOTO oTd TN dnpovpyio Kot
APNON TOV EPAPUOYDV UE PACT TIG OVOPOPES TTOL EYIVOV GTO TPOTNYOVUEVO KEPAAOLO TPOTEIVOVTOG
gv ovveyeio TPOTOVG Kot OLVATOTNTEG TOV UITOPOVV UEALOVTIKA VO TPOoTEDOVV MOGTE 1) EPAPLOYT VOl
yopoktNpiletor amd OAEITOLPYIKOTNTO, TOV TAPOTEONKE OTO KEPAAOO TOL avoAVONKE TO
Voo Hiextpovikng Zvvioypaypdaenong kot 1o Xvvontikd Iotopukd Yyeiog, addd ko eEEMEN
TOV TPOJYPOPAOV TOL £YOoVV TEPLYPOel Tponyovpévms. EmumAéov, yuo va Eemepactovv To
HEloVEKTH T TOV TTopovatalovtal pe ) ypnomn tov Android Webview mpoteivetar n ypnon tov
React Native ywa tn dnuovpyia Cross-Platform mobile epappoydv oe Android ko i0S.
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6.2 Xvunepaopato

Ot paper-based opydvwon Tov WTPIKOL QaKELOL VYeiog €xel EKAElYEL UG KOl LITAPYEL
UEYAAN TPOCEPOPE CLUGTNUATOV TOL UTOPOVV VO, SLUYEPIOTOVV OO TOAD OmAG WHEYPL OPKETA
TOAOTAOKO 10TPIKGL O€OOUEVO. XTI TOPOVoO. €PYACio, OmO TNV OTOONKELON TOV TPIKOV
dedopévov Tov acbevav, ol Bepdmovieg ylatpoi umopodv va £xovv avd TAcH GTIYUN OAEC TIG
amopoitnteg TANpopopieg yoo TV a&loAdynon Tov 1aTpkoy TPOEeiA Tov achevovg Tovg, MCTE Vo
mpofodv oty aflohdynon Tov dedousvav He oKomd TNV Oladtkacio AMyng piog amdeaons mov
odnyel gite og kamola S1dyvmon gite o pio oPUAKELTIKN aymy K.0. H avantuén g epopproyng
pe tn ypnomn tov Bootstrap kdvel mo @uMkn Kot €0KOAN T ¥pNnon g 0Tav o yutpog Ppioketon v
KWVAGEL N HokPLd omd To 1Tpeio Tov yuo vo eetdost Evav achevi épOGOV TN YPNCIULOTOLEl HEGM
smartphone. Ta dedopéva mov €1GAYEL XPNOYLOTOOVVTOL EITE YO0 TN AMYN ATOQACE®Y €iTe UECH
YPOPIKOV TOPUCTACEDMV MGTE VO VITAPYEL Pi0L OTTIKY ATEIKOVIOT| TG KOTAGTAONG TOL acfevoug 1
TOL GLVOAOL T®V AGOEVDV.

H avéntuén g epapuoyng pe m xpnon tov Codeigniter oe cuvovacud pe ™ MySQL mov
vrootpilert JISON ocvuPdrel 610 vo Eemepdcovpe o TPOPANUOATA Kot TN TOAVTAOKOTNTA TOV
TOPOVCIALOVTOL UE TO YXEPIOUO TOV OYECIUKMV PACEDV OEOOUEVOV GE TETOLOV €100V EQAPULOYESG
(EAV). H yprion tov VIRTUAL COLUMNS poali pe evpetipua, pog e&oceorilel ™ ypryopn
avalnmon ympig va. pog kootilel, eite o amodNKeLTIKO YDPO €ITE GTOV OPIGUO TOV KATAAANA®V
TOMOV 0e00UEVAOV Y10 T EIKOVIKG TTESI OGS, DOTE VO IKOVOTOLOVVTOL Ol TEPLOPIGHUOL TV EKAGTOTE
epapuoydv pog. H adlayn g oxediaong pog Paone dedopuévav mov meplEyel Tpikd dedouéva
uoévo €0KoAO £€pyo Oev UTOPEl Vo YOPOKTNPIGTEL, YU AVTO OTN TOPovGa epyacio emALyOnke m
MySQL pe vroompiEn JSON dote ot swoaymyés vémv mediov yopic NULL tyéc va yivovon
€0UKOAQ, KOTOVOTTA KO LE YOUNANG TOAVTAOKOTN TG EPWTILLOLTAL.

Télog, €ywve Katavontd TG PE TNV EMOVAYPTCLOTOINCN EMKOPOTOMUEVOV TEYVOLOYLOV
avOLYTOV AOYIGUIKOD LITOPOVUE VO PTAGOVUE GTO EXOVUNTA ATOTEAEGLLOTO, KOL VO OT)ILLOVPYT|COVUE
TIG PACEIS Y100 VO OIKOOOUCOVUE EQUPUOYEG TTOV TEPIEXOLV LOTPIKA OEJOUEVO TOL omoia €lvar
amopaitnTo 6To £pYyo TG BEPAMEVTIKNG ay®YNS TOv akoAoLOOVV o1 acbevelg amd Tovg EKAGTOTE
Bepamovteg 10Tpovg.
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6.3 Emiloyog yio pelhovtiki) avarntodn

H mapdBeon ¢ petantuylokng epyaciog OAOKANP®OVETAL, Y1’ 0VTO KOl GE QT TV EVOTNTO
Ba avapepBov oplopéveg TPOTAGELS Yo pehdovtiky avantuén. Tlpoteivetal 1 avamtuén evog véou
EMMESOV YPNOTN KOl TIO GLYKEKPIUEVA €VOG Olaxelplot o omoiog Oa pmopel vo €loayet,
eneEepydletar, evnuepdvel Ko olaypdpel too dedopéva mov aeopovv 1o cvotnua. Emedn ta
dedopéva mov epthapPavovtal ot Paon dedopévev eivarl evaicnta Kot TpocwTIKd tpoteiveTon N
xpNon kpumroypaenong mépa tov pnyavicpov SSL mov vmootnpileton amd Ppiodnkn tov
Codeigniter aALd yevvaTOoL TO EPAOTNUO Y10, TO TOV Bot TPEMEL VoL EYOVUE OTOONKEVTEL LE OICPAAELDL
10 KAeWl amokpumtoypaenons. EmmAéov yia va yapaxtmpiotel n epappoyr Doc Store n” Go o¢
OlIAEITOVPYIKY] OMAadN Vo emKOw®VEL pe GAAeS epapuoyég Ba mpémer va evoouatmbel oto
cvotua M evwaia cvvdeon (Single Sign-on) mov aPopd e£0VGLOFOTNUEVOVG YIATPOVS KOL YEVIKA TO
Idika API yio v emtuyq vaofor] TV QOPUAKELTIKOV cvviay®v 6to Efvikd pog Zvotnuo
Hlektpovikng Zvvtayoypaenong.

H ypfion tov mobile cuckevdv pe Aettovpywd cvomnuae Android 1 10S yevvd v avaykn
v ) Inuovpyior Cross-Platform epappoydv dote va ikovomrolobvtol ol YpnoTeg Kol TV d00
TAgvpdv. Ydpyovv ddpopa Frameworks oyetikd pe v cuyypaer] Tov KOdKa pio popd Kot Tnv
eKTELEST] TOV GE 000 EEYMPLOTEG TAUTPOPLLES.

To React Native mapovoidotnke 10 2015 ko and 101 €RPavioTnKe ®G Eva Amd To TAEOV
TOADTILO GUVOAD OEELOTNTMOV TOV UTOPEL VAL ATOKTNGEL £VOG TPOYPULUATICTNS Y10l VO EVIGYVCEL TNV
kapiépo tov. To Facebook eokolovbei va emevdvel e peydro Pabud oto React Native, kot pe
etopeieg omwg n AirBNB, n Tesla, n Instagram kot 1 WalMart mov viofetovv 10 React Native, Oa
ovveyloel va av&dvetar  {ftnon tov. EmimAéov n avdmtun tov kddwo yivetar pe tn xpnon
Javascript kot CSS kot 6o propovoape pe Befordotnta vo cupnepdvovpe nog ancvdovetor ce Web
Developers piog kot givor teyvoloyiec mov givor e£oikelwpévol. ATd TV GAAN Ol TOPUYOUEVES
epaproyég dev votepovv og Performance mapdro mov extelovvron oe Javascript Virtual Machine og
oyxéon pe aAlo Frameworks pe mopdpoto Aettovpytkdtnra.

H avantoén mobile epappoydv pe React Native, tpodmobéter ™ pelétn péca and Pipiio
pepikd omd to. omoia eivat, 1 emionun texunpioon’, ta PiPiic, React Native By Example”™, React
Native Cookbook’, Mastering React Native’” xou Learning React Native™ .

74: React Native Documentation, https://facebook.github.io/react-native/docs/getting-started.html

75: React Native By Example,

https://www.amazon.com/React-Native-Example-Richard-Kho/dp/1786464756/ref=sr 1 1?s=books&ie=UTF8&qid=1509261735&sr=1-
1&keywords=React+Native+By+Example%2C

76: React Native Cookbook,

https://www.amazon.com/React-Native-Cookbook-Stan-Bershadskiy/dp/1786462559/ref=sr 1 1 sspa?s=books&ie=UTF8&qid=1509261759&sr=1-
1-spons&keywords=React+Native+Cookbook%2C&psc=1

77: Mastering React Native,

https://www.amazon.com/Mastering-React-Native-Eric-Masiello/dp/1785885782/ref=sr 1 1 sspa?s=books&ie=UTF8&qid=1509261809&sr=1-1-
spons&keywords=Mastering+React+Native&psc=1

78: Learning React Native,

https://www.amazon.com/L earning-React-Native-Building-JavaScript/dp/1491989149/ref=sr 1 3?s=books&ie=UTF8&qid=1509261849&sr=1-
3&keywords=I earning+React+Native
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