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«Ymevbouvn AAwon un AoyokAOTG Kot oVIANYNG TPOCHOTIKNG VOOV

Me mAMpn enlyvoon TOV GUVETEIOV TOV VOUOL TEPT TMVELHOTIKAOV OIKOUMOUATOV, Kot
yvopilovtag Tig oLVEMEIEG TG AOYOKAOTNG, ONAGV® vrehbuvvo kot evumoyplows 6Tl 1
Tapovca epyacio pe TiTAo [«TitAog epyaciocy»] oamotedel mPOiOV owOTNPE TPOGMTIKNG
gpyaciag Kot OAeg ot mnyég amd TIG omoieg ypnolwomoinco dedopéva, 106ec, QPACELS,
TPOTAcElS N AEEele, elte emakpifmg (OTWS VILAPYOVY GTO TPMTOTVTO 1| PETOPPUCUEVES) ElTE
ue mopdepaocn, Exovv NAmbel KOTAAANAL Kol EVOIAKPITO GTO KEIHEVO HE TNV KOTAAANAN
TOPOTOUTY] KOl 1 OYETIKN ovoapopd mepllaupdvetor 6to tupe TV PBiAoypapikodv
avaQOpP®V PE TANPN TEPLYpapn. AvarapBdve TANP®S, OTOUKE Kol TPOCOMIKE, OAEG TIC
VOUIKEG KO SLOIKNTIKEG GUVETEIEG TTOV dVVATOL VO TPOKVYOLV GTNV TEPITTOOT KOTd TNV
omoio amodeyBel, daypovikd, 0Tt N epyacio avT 1 TUNHA TNS OEV LOL aviKEL O10TL givat
TPOiOV AOYOKAOTNC.

H AHAOYZA

Huepounvia

Ymoypaon
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Euxaplotieg

Oa BéAape va guyaplotriooupe Bepud tov Kabnynti pog k. lwavvn KopivBlo yla tnv sukatpia mou
pog £6woe va aoyoAnBolue os BaBog pe tn PEAETN evOg TTPOPBANOTOC UE TIPAKTIKY €pOpUOyH Kal
TNV npooopoiwan evog SIKkTUou. Tov EUXAPLOTOULE TIOAU yla TNV MOAUTIUN BorBeld Tou os KAGOe
otadlo NG epyaciag. H avamtuén twv €lKoVIKWV SIKTUWV Ta TeAevTaia xpovia eival peyain Kot n
napoloa SUTAwHATIKA gpyocia pag £€6woe TNV gukalpia va HABOUUE TPOKTIKA TOV TPOTMOo
Snuoupyiag Toug. H mpooopoiwaon mpayUatonolt|Bnke oto MPOYPOUMO HLOC OO TIC HUEYAAUTEPEC
£TALPIEG OTO XWPO TWV EMLKOWWVLWV Kal Siktuwv, Tt CISCO. Eniong, Ba BEAape va EUXOPLOTI|COUE
Bepud tov K. Tewpylo ITAHOUAN, mpoedpo tou TUARMatog MAnpodoplkng Kat YMOAOYLOTIKAG
Blolatplkig, yla tnv moAUTIUN BonBeld Tou KOl TG YVWOEL TIOU HAC TIPOOKOULOE KaB' OAn n
Slapkela ¢doltnong HAG OTO METAMTUXLOKO TPOYPAUUO TOU TuApatog MAnpodoplkng Ttou
TAVETILOTN IOV Oecoaliag.

TéNog, emBupolpue va adleEpWOOUUE TNV MOpoVoA SUTAWUATIKY €pyacia 0TI OLKOYEVELEG HOG KO
Toug dIAoUG Pag WG EAAXLOTN AVTATIOS00N YL TNV QVEKTLUNTN UTIOCTAPLEN TIoU oG mapeiyav ko’
OAn TNV akadnuaikn pag nopeia.
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NEPIAHWH

O okomoc TG SUTAWMATIKAG gpyaciag gival n peA£tn kol availuon twv texvoloywwv VPN (Virtual
Private Network) kat n edappoyn t¢ texvoloyiac VPN péow mpooopoiwong SLadpopeTikwy SIKTUwY
VPN pe tn xprion tou npoypappatog Cisco Packet Tracer.

Juykekplpéva, ota Svo Tpwta keddalala yivetal avodopd OTLC TeEXVOAOYlEC Twv SIKTUWV
ETUKOWVWVIOC TWV QMOUAKPUOUEVWY UTIOAOYLOTWY KABWC KoL N LoTopikn £EEALEN autwv. ITn
OUVEXELD avaAlovtal €va mpog £va, OAa ta €i6n twv VPN, o tpomo¢ uAomoinong toug Kol ol
£papLOYEG TOUG OTOV ETLXELPNOLAKO KOGUO.

210 Tpito KePAAaLo avadépovtal oL texvoloyieg Twv VPN avdAoya e To UALKO TIOU XpnoLUoTIoLELTaL
yla tv uAomoinon tng Aoywkng oUVEeong TwV AMOUAKPUCHEVWY UToAoylotwy. Emiong, yivetral
avtiotoiyxnon tou VPN pe ta enineda tou mpwtokoAhou OSI. ISiaitepn éudaon Sivetal ota LOLWTKA
€lkovika Siktua ta omoia Paocilovtal ota mpwtokoAAa Multi-Protocol Label Switching (MPLS),
Internet Protocol Security (IPSec) kat Secure Socket Layer (SSL).

INUavTIKO poAo otn owotr Asttoupyla evog VPN eival n aopdiela petadopdg dedopévwy. Ito
TéTapto kedahalo avaAvovtal ol aAyoplOuol kpurtoypadnong Se5oUEVWY TIOU XPNOLUOTIOLOUVTOL
KOTA TNV Ulomoinon tng emkowwviag péow Twv SktOwv. Emiong, avaAlovtal oL TEXVIKEG
Kpumtoypadnong oL omoleg epapuolovral ota OLWTIKA ekovika Siktua KaBw¢ kal ta €idn Twv
emBEoewv Mou avtipetwnilouv cuvnbwc.

TéNog, To teAeutaio keddlalo emikevipwvetal oto mpoypappa Cisco Packet Tracer kol oOTLg
Suvatotnteg tou. YAomoloUvtal U0 TPOCOUOLWOELG LELWTIKWY ELKOVIKWY SIKTUwV. Eva amAo VPN to
omolo mepAapPavel £va LovaSLko OMOUAKPUOHEVO XPNOTh, Kal éva cUvBeto VPN pLag stalpeiag,
oTo onolo ocuvSéeTal £Vag AMoUOKPUOUEVOC xpriotng (Remote User).
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EIZAMQrH

H aApatwdng mpdodog tng texvoloyiag xoapaktnpilel Toug TEAEUTAIOUG QLWVEC TOU avBpwIvou
ToALTLIopoU, Slapopdwvel Tov TPOmo {wNE HAC Kol UOG TIPOohEPEL avAPIBUNTEC KAl CUVEXWG
efelloooOpeveg umnpeoieg. Ta Siktua amoteAoUv KAEWSLA TNG TEXVOAOYLAG KOl ETULTPEMOUV TNV
npocBacn XIAAdwv XpNoTwv o€ SIKTUAKEG EHAPOYEC TTOU EEUTTNPETOUV TOCO TO EPYACLAKO OCO KOl
TO POCWTILKO TIEPLBAAAOV HOG.

Ta Ewovika 18wtika Aiktua (Virtual Private Networks — VPNs) €xouv TIC amapx£€¢ Toug eikoot
nieplimou xpovia MpLv Kal Mpwtoepdaviotnkav ano PeyaAeg etatpieg, 6nwe n Microsoft kat n Cisco,
TIPOKELEVOU va BonBricouv HeydAeg emuxelprioelg va potpalovial pe aoddalela UTNpecieg Kal
mAnpodopieg petall Vo n MepLocoOTEpWY oNUelwv og SLadOPETIKEG MEPLOXEG. ME TO TEPACHA TOU
XpOvou, n auvénon tng €€ anootdoews epyaciag, aAAd Kal Mo MPoodaTa N «KLWNTIKOTNTO» TOU
avBpwrnivou duvapuikou (mobile workforce), ékavav ta VPNs va amotehoUv avaykaio epyaleio kabe
emxelpnong, mpokelpévou va s€aodallotel €vag aohaAng TpOMog MpocBacng o UNnpeoieg Kot
Sebopéva.

To mLo BAOLKO XOPOKTNPLOTIKO TwV SIKTUWV VPNs gival OTL apéxel achAAELO O EVOV OPYAVLIOUO 1
£Va XPNOTN. ZTIC LEPEC MOC, OL TIEPLOCOTEPEG ETALPLEG ) opyavicuol StaBEtouv éva VPN mpokelpévou
va Sloodaliocouv TOCO TNV ONMOMAKPUCUEVN TipooBacn Twv epyalopévwv TOUG Of ETALPLKA
nieplaAAovta, UTINpeoieC Kal Sedopéva, 000 Kal TNV aohAAELX TWV SESOUEVWV AUTWV.
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KEDAAAIO 1: EIZATQrH

1.1 Opiopol

‘Eva Virtual Private Network (VPN) sivat £va Elkoviko 181wtikd Aiktuo, TO Omolo XpnoLUOTOLEL Eva
MPAyHATIKO Anpooto (A 18twtiko) Siktuo, onwg eival To Internet, pe oKomoO va OL XPHOTEG val
ETUKOLVWVOUV amoAapBavovtag TG umnpeoieg evog 1I8wwTtikol Alktuou. Mpoodépel T dnuloupyia
pLag «aoparolg» oUVEECNC XTLIOUEVNC TTAVW OE €va (0T YEVLKN Tepimtwon) un aflomioto Siktuo.

Edooov mpokeLtal yla €va €lkoviko diktuo, To VPN eykaBLotd Kal XpnOLOTIOLEL ELKOVIKEC CUVOECDELG
OpOHOAOYNUEVEG HECW TOU OLASIKTUOU Kal Gpo OUVELCGHEPEL ATIOTEAECUATIKA OTNV Helwon tng
QMALTOUEVNG SIKTUOKNAG UTtoSounG. O 0pog «EKoVikO» avadEpeTal oto diktuo ou Snuloupyeitot
£€T0L WOTE €VaC QMOUAKPUOMEVOC XPNOTNG va glval oe B€on va €xel MPOoBACH OTOUG TIOPOUG EVOG
WOLwtikou Siktvou, xwplc va Pploketal ¢uoikd ocuvdedeuévog o autd, aAAd va elval €LKOVIKA
ouvoebepEVog LOVO PEow Tou Siktuou VPN,

Ewkova 1:‘Eva VPN &iktuo enuyeipnong.

H Olooluvbeon Ttwv OlLOdOPETIKWY ANMOUOKPUOUEVWY OVIOTHTWY (SIKTUWV 1 UTOAOYLOTWV)
T(POYLATOTIOLEITOL TTAVW amo ULt uttodopr Tou emBAAAEL TNV (SLol TOALTIKA KATA UAKOG TOU
£LKOVIKOU LSLWTIKOU SLKTUOU, e 0TOXO va TapéXeL To (6lo eminedo aodaleiag kal Stayeiplong kat av
elvalt duvatd amodoong pe £va TPOYHATIKO LOLWTIKO Siktuo. To €LKOVIKA OLWTKA Siktua
npood£pouv AoLmdv TNV Aoyikn SlocUvdecn TMOAAWY ATIOUOKPUOUEVWY SIKTUWVY KoL UTIOAOYLOTWVY,
£10L wote O0Aa pali va amoteholv éva gviaio Siktuo avefaptnta anod thv Tonobecia toug.

O opoc Virtual Private Network petadpalopevoc oe Elkoviko I8lwTKO Aiktuo ovoaAUeTal He
peyaAUTEPN AEMTOUEPEL ONUACLOAOYLKA KOL TIPAKTLKA TIAPAKATW.

To «Virtual» petadpdaletal oav elkoviko (L6eato). e avtiBeon e TIC LOVIUEC oUVEETELS (aoVPUATEG
1 evolpuateg) HeTtof Twv onueiwv evdladépovtog, ota VPN n olvdeon mpayUaTonoLeital povo ya

TO XPOVIKO SLAoTnUa OTMoU QTTOLTELTOL YIo TNV _EKTEAECN TNC €pYACLAC KOl KATOMV SLOKOMTETAL
odrvovtag to Siktuo kal tov e€omAlopd eAeUBepo yia GAAN xprion. AuTr n MPAKTLKNA €XEL Tipodavh
mAeovekTApata ond mMAsupdcg Kdotoug Kal gveliiag. H ouvdeon amoteAel Aoyikr Kol OxL puaotkn

Soun onwg yia mapadstypa ota LANs. To diktuo udiotatal, petofaAAetal, tpomonoleitol avaioya
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LE TO ONUELO KoL TO XPOVO TOU YiveTal N cUVOEDH XPNOLUOTOLWVTOG EEWTEPLKO €EOMALOUO (TT.X. TOU
ISP) ka 6L kKatd avaykn tng idlag tng etaupiag.

O 6poc «Private» avadEpetol o UL IPOOWTILKA-LOLWTLKA cUvdeon petafl SUo onpeiwv. Ymovoel
OTL UMapyel aodAAELO KOL TIPOOTACLO ATEVAVTL o KABe i6o¢ umokAomr¢ adou OAa ta dedopéva

Beswpolvtal onUAvVTIKA Kol amoppnta. H ouvdeon petafd twv SUO onuelwv XPNoLUOTOLEl TO
urtapyxov &nuocto Siktuo péEOw TOu omolou Tautoxpova HetadEpovial mapaAAnAa kol GAAa
Sebopéva.

O 6poc «Network» avadEpeTal 0TO KATAVEUNUEVO CUCTNHO TTOU SnULloupyeital amo th Staclvdeon
600 1 neplocdtepwV TEALKWY cuotnuatwy (End Systems ) Hosts) mou cuvdéovtal petal toug péow
KATOloU HEoOoU HeTAdoong (evoUpuatwy 1 aoUpuatwy) elte kateuBesiav eite péow evdlapeowv
KopBwv (Nodes). To katavepnuévo auto ocuotnua Sivel Tn Suvatotnta otoug xpriotes (End Users)
va avtaAAdocouv mAnpodopieg kat dedopéva.

O KupLotEpPOC 0TOX0C evog VPN eival va petadepBolv mAnpodople anmoTteAECUATLIKA, OMOSOTIKA Kol
ME aodain TpOMo avefdptnta anod tnv andotaocn [1].

1.2 lotopwkn EEEALEN

Ta tedeutaia xpovia n xprion VPN €xel emektabel apketd, AOyw Twv aU€nong Twv amaltioswy Twv
ETUYELPNOEWV KAl TNC TPOOTIABELAC UELWONG TOU KOOTOUC TNG UAOTIOINONG TWV OLWTIKWY SIKTUWV.
Ta napadootakd WSwTka Siktua Bacilovtal oe UOOWHUEVES YPAUMEG, KAl Tapouclalouv peydlo
KOOTOC UAomoinong. Mpoomabwvtag va PELWOOUV TO KOOTOC AUTO OL ETIXELPNOELS OTPAdNKAV OTN
xpnon VPN ta omola xpnotpomnololv tn dnudcta unodopr, He Ta 0d£AN TTIOU AUTO CUVETMAYETAL O
Bpata K6oToUuG.

Ta mpwta VPN mou avamtuyxdnkav amno toug Stddopoug opyaviopoug Baciotnkav kupiwg mavw oe
TeEXVOAOyleg, oL OmoleC ONUEPO OTLG TIEPLOCOTEPEC TEPUTTWOEL] £XOUV LOTOPLKO XOPOKTNPA.
Mapakdtw avadEPOULE EMLYPOUUATIKA QUTEC TLG TEXVOAOYLEC:

o  MioBwpéveg ypappég (leased-lines), oL omoleg evolkialovtal amd Toug mapoxoug AKTUou
(Network Providers) kat eivatl adlepwHUEVEG LOVLUIO OTOV TTIEAATH,

o [popuég pe diemhoyn (dial-up lines), ol onoieg xpnotomoloUvTaL OTaV UTIAPXEL AVAYKN Kol
Uotepa amod TV nMpayuotonoinon tTNAedwvIKAG KARong mpog to Siktuo Tou mapoxéa, [2]

e Texvoloyia X.25 & Texvoloyia Frame Relay, oL omolec eival texvoloyleg HeTAyWYNS
TLOKETWY,

e Texvoloyia ISDN (Integrated Services Digital Network), n omoia emitpénet tn petadoon
mAnpodoplwv dedopévwy Kal pwvrg oe PndLokn popdn,

e Texvoloyia Asynchronous Transfer Mode (ATM), n omoia sival texvoloyio HETAYWYNG
TIAKETWVY WE XPrON VONTWVY KUKAWUATWY [3]

Néeg texvoloyieg €xouv mAéov avarmtuxBel oL omoie¢ mpoodépouv TMOAU KaArn molotnTa Kot
aflomotia otn olvdeon, KABWC Kot PeyAdheg TaxUTnTeg aviallayng SeSopuévwy. EVOELKTIKA PEPLKEC
amd Tig vEeg texvoloyieg eival to ADSL, VDSL, Vectoring mou mapéyxouv evoUppatn mpocBacn Kabwg
KoL oL TexvoAoyieg 3G kal 4G mou TapEXOUV 0.oUpUOTN IPOGRach OTOUC XPrOTEG.
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e Texvoloyio ADSL

H texvoloyia ADSL (Asymmetric Digital Subscriber Line) eivalL n mo yvwot kat Sladedopévn
TeXvVoloyla oOTIg MEPEC HaG. H texvoloyia autr £€xel oxedlaotel £€T0L wOTe N amootoAn Kot n Afyn
Twv dedopévwy va yivetal oe dladopetikod evpog (bandwidth). Tuykekplpéva, peyoAUTEPO €UPOC
xpnotuoroleital oto “downstream”, SnAadn otnv amootoAr de60UEVWY TIPOG TOV XPHOTN, OE OXEON
pE Tto “upstream”, SnAadn otnv amnootoln deSopuévwy amnod tov xpriotn. H taxutnta “downstream”
Kupaivetal €wg 24 Mbps, evw To “upstream” oe MOAU Lo Teploplopéva emineda. H petadopd
SeSopévwy pe TNV TeEXVoAoyla auth elval StaBEoiun yLo anootaoelg HEXPL Alya XIALOUETpA HETPO
HETA Ao XAAKLVO KOAWSLO TNAEPWVLKAG YPAUUNAG. [4]

EvOelKTIKA va avadEPoupEe OTL XApN ¢’ AUTA TNV TeXVoAoyia oL XproTeg £€xouv AoV TN duvatotnta
va elval kaBe otyur) ouvdedepévol oto Aladiktuo. NapdAAnAa, n texvoloyia ADSL emitpémel
xpnon g tnAedpwvikng ypapung tautoxpova, dnAadn o xprnotng €xeL tn duvatdtnta va eival
ouvbebepévocg oto Internet kal va KAveL xprion tou thAedwvou tnv (Sla xpovikr otyur. TEAog, elvat
TOAU a€LOTILOTN KOl TTPOCLTH) O€ OAOUG TOUG XPNOTES, KaBwg To pnviaio TéAog yia pia ADSL cuvéeaon
EXELTMAEOV PELWBEL oNUAVTIKA.

e Texvoloyia VDSL

H texvoloyia VDSL (Very-high-bitrate Digital Subscriber Line service) eivar o &ladoxog tng
texvoloylag ADSL kot eudaviotnke otnv EAMGSa to 2008. H texvoloyla autrh mpoodépel
YpNyopotepoug pubuoug petadoong 6ebopévwy, OSnAadn avadepdupacte oe TEVTE POPEC
ypnyopotepn toxutnta oto “downstream” kol oe O6£ka PopEG ypnyopotepn TaxUTNTA OTO
“upstream” (30Mbps/2,5Mbps kat 50/5Mbps “downstream” kot “upstream” avtiotolya).
JUYKEKPLUEVA, N TEXVOAOYlal QUTH ETUTPEMEL TOOO UEYAAEC TaAXUTNTEG AELOTIOLWVTAG TN HIKPOTEPN
andéotacn otnv omnoia elval oxeSlaopévn va Asttoupyel. Auto Ponbdel oto va pnv €XOupe
e€aobévion TOUu oNUATOC KATA T Hetadopd TOU Kal va UTIApXeL HeyaAUtepn aflomiotia otn
ocuvbeon. [5]

H texvoloyla autn xpnotlpomnolel yia tn petadoon tTwv Sedopévwy ta XAAKWa ThAEDWVIKA KaAwSLa
oe ouvluaouo Pe KaAwdla onmTkwy WWwv. To VDSL €TUTPEMEL TNV TOPOXH UTINPECLWV TIOU ATOLTOUV
uPnAo elpog Lwvng, kKaBwg pmopel KAl EMLTUYXAVEL LEYAAEG TaXUTNTES. TETOLEG UTNPETieg elval n
tAedpaon vPnAng avaiuong, to Pnolakd Bivteo N n SL0CUVEECH OMOUAKPUOUEVWY ETALPLKWY
Sktvwv. [6]

Mapd TIC peyaleg TayxUTnTeg, akopa n texvoloyia VDSL 8ev eival moAU Siadedopévn. Auto
cupBaivel SLOTL £xeL KATIOLO PELOVEKTHATA, ONwC To UPNAG KOOTOC, TO omoio emBapuvetol KABe
Xpnotng. H péylotn amootacn otnv omola elval oxedlaopévn autr n texvoloyia va Asttoupyel
L6avika sival Alyeg eKATOVTASEG HETPAL.

e Texvoloyia VDSL Vectoring

O amoyovog tng texvoloyiog VDSL, sivat to VDSL Vectoring. H texvoloyia Vectoring &ivel
Suvatotnta Suthaclaopou tng tayxvtntag tou VDSL, dtavovtag £wg ta 100Mbps (downstream) kot
ta 40Mbps (upstream), e€oubetepwvovtag tov «06puBo» Tou dnploupyeital ota KaAwdia xaAkou
KOTd T petadoon tou onuotog. H texvoloyia auth Baociletal otnv alomoinon tng nén undapyovoag
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urtoSopnG (xaAkwva kaAwdia Kot KoAwSLa OTITLKWY VWV), Xwplg va emevOUeL otn dnuioupyia véou
SIKTUOU pe KOAWSLA OTITIKWY VWV, ETILITUYXAVOVTAG OPWE LEYAAEG TOXUTNTEG Kat aflomiotia. [7]

e Texvoloyisc 3G —4G

OuL 3G kot 4G texvoloyieg avadEpovtal o MPOTUNIAL ETKOWWVING KwNTtig thAedwviag mou
ETUTPEMOUV TNV aoUPUATN TIPOGBacn oto SLadiKTUO, EMITUYXAVOVTAG HEYAAEG TAXUTNTEG.

To 3G slonyaye oucoLaoTIKA TV mepliynon oto Stadiktuo, tnv avtaAlayr email, To katéfacpa
Bivteo, tnv avtalayn eikovwy oe smartphone cuokeuég. To 3G EMITUYXAVEL APXLKA TOXUTNTEG Ao
384 kbps wg 2 Mbps. Ztnv cuVEXELA LE ouVeEXELG BEATIWOELG TOU GUGTHMATOC N TaxUTNTa BeATLWONKE
Spapatika kot éptace 42 Mbps (downlink) kat 11.76 Mbps (uplink).

To 4G emutuyXAveL TTOAU PeyaAUTEPES TaXUTNTEG O OXEON Ue To 3G, ou Kupaivovtal and 100 Mbps
€wg 1,2 Gbps (downlink) kot ané 75 Mbps w¢g 600 Mbps (uplink). Mpokelpévou va METUXEL TG
TOXUTNTEG QUTEG, aflomolel MeEPLOOOTEPEG AMO Hla CUVOEDELS SIKTUOU OTLG OTOLEG UTTOpPEL va €XEL
npooPacn n kwnt ouokeur). MAEov OAeC oL GUOKEUEG KvnNTNG thAsdwviag umootnpilouv tnv
texvoloyla auth, aAAd kal 6Aol ol mapoyol £xouv avaBabuiosl to Siktud toug os 4G, otnv EAAGSa
KUPLWG OTO LEYAAQ QOTIKA KEVTPA. KOL OE TIEPLOXEC TOUPLOTLKOU eVOLOdEPOVTOG. [8]

1.3 MAeovektrpata kot Meploplopol

To VPN SiaBétel moAa mAsovektripata. Amotedel pla davikn Avon yio aodaleic ouvSEoelg
S1KTUOU 0€ PEYAAEG AMOOTACELS, Lo AUCH TIoU ebapOLETAL OF ETILXELPNOELG I} OPYAVLOMOUG.

To mpodavég mAsovekTnua tou VPN €ykeltal oto OTL, yla Lo etalpeia, to k6otog tou VPN eival
TIOAU XAUNAOGTEPO QATIO TO KOOTOC TWV HLOOWHEVWY YPOUUWY,, TwV ONolwv To pnviaio maylo sivat
g€alpeTkd UPNAO, LBLaLTEPA VIO LLOBWUEVEG YPAUUEG LEYAAWY ATIOOTACEWV.

Ta KUpLOTEPO OWG TTAeoveékTna tou VPN eival n euehiia tou (Flexibility), xdpn otnv onola pmopst
va petaBaAAetal Katd BouAnon n dtaclvdeon xpnotwv oto VPN kal va apkel amAd Kat povo n
olvéeon pe évav ISP (Internet Service Provider).

To VPN éxeL enektaolpotnta (Scalability). AnAadr, umopouUv OAa TO. ATOUA TIOU E€UMAEKOVIAL OTH
Spaon plag etatpeiag yla mapadelypo (epyoaldpevol, eAATEG, TPOUNBEUTEG KATL.), va cuvdéovTal
peTafl Toucg amd onmoloSAMOTE PEPOG TOU KOOMOU. AuTto cupPaivel yiati n ouvdeon oto diktuo VPN
glval ekt péow TOoU SLASLKTUOU, TO OTIOl0 MPOCPEPEL ATIEPLOPLOTN YEWYPADLKN EMEKTOON.

H xprion tou &iktuou VPN mopéxet peydAn acddaleia otov XpAOTH, XAPN OTA TPWTOKOAA
oodaleiag kat tunneling. Avadépoupe wg péoa aocdadeiog — Firewalls, tnv kpumtoypadnon

S6ebopévwy Kal ta MPwTokoAa acdaleiag onwg ta IPSec kat AAA (Authentication, Authorization,
and Accounting). To mnpwtokoAo IPSec (Internet Protocol Security) &laBétel kaAUtepoug
oAyopiBuoucg kpumrtoypddnong kat mio UXpnoTn TLOTOMoinon xpnotwv. To MPWTOKoAo AAA
TIAPEXEL ETULMTPOCOETN MpooTaoia, KATd tn cUvdeon Twv Xpnotwv oe kamowo VPN, kabdoov, yla va
avoifel o xpnotng éva session, dnuLoupyeital «aitnon» n omola eAEYXeEL: ) TTOLOG ELVOL O XPOTNG
(Authentication), B) T mpdoPoon £xet (Authorization) kot y) TU Aeltoupyleg mpoypaTOMOLEL
(Accounting).
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Téhog, n ouykevtpwtikr Staxeipton (Management) evog Siktuou VPN eival TOAU onuavtiki,
KaBocov amo éva onueio elval Suvatdv va gAéyyovtal oL SleuBuvoelg IP (addressing), ol TTOALTIKEG
npocoPBacnc xpnotwy, N achAAeLa Kat AAeG cuvadels epyaoiec.

H npdoBacn tou xpriotn oe éva VPN Siktuo eivat e0koAn, apKel va urtdpxeL To KATAAANAO AOYLOULKO
Siktuwong. H VPN texvoloyla Asttoupyel to (610 KaAd €ite pEow EVOUPUATNG ETE HEOW ACUPUATNG
ouvdeon¢ Internet (WI-FI, 3G, 4G).

BeBaiwg, Ta VPNs, mapd TNV SNUOTLKOTNTA TOUG, MAPOoUGLAloUV Kol SUVNTIKA MELOVEKTAMOTA, OTIWC
K@Oe texvohoyia. Amatteital n e§oodaAion eMapkoU MPOOTACLOG TOU ELKOVLKOU LSLWTLKOU SLKTUOoU.
H aflomotia kat n enidoon tou VPN, mou sfaptatal and 1o Stadiktuo, £pOoOV avVayKOOTLKA
Baoiletal o éva ISP MApoXo Kol OTNV MOLOTNTA TWV UTINPECLWY Tou. O akatdAAnAog eEomAlopdc,
eniong, unopel va mpokaA£oel Texvika mpoBAnpata, kabwg enmiong Kal va augnoeL To KOOTOG.

1.4 Edappoyeg
Eva VPN pmopel va mpoodépel AVoelg o BEpata emkowvwviag kal os BEpata opydvwong,
Slayelplong Kat Katavopung mMAnpodopLwyY Kal UTINPECLWVY.

Mropel va €xelL edappoyr] O ETUYXELPROELC UE TEPLOCOTEPA amd €va onpeia mapouciag, Onwg
Kataothpata 1 ypadeia, ta onoia Bplokovtal pakpld to éva amno to dAho. Alvel tn Suvatotnta va
ocuvlEovtal PETAY Toug TeEAATEG, MPONBeUTEG, UTIAAANAOL, avefaptnTwg andotacng. Eniong, divel
™ Suvatdtnta oe enayyeApatieg mou tafldevouv va xpnotomnowjocouv to VPN tng emxeipnong,
TIPOKELUEVOU Va £XOUV TPOCPACN 0 OAOUC TOUG TOTILKOUG TIOPOUC SLKTUOU, O EKTUTIWTEG, BACELC
Sebopévwy, Lotooehideg kKAt. Mmopel emunpoobeta, va £XeL epapuoyr) oTa eKMOLSEUTIKA LWOpUpATa,
yla TV eEUMNPETNON GOLTNTWY Kol EKTIALSEUTIKWY, UE OKOTIO TNV AVTANon dedopévwy Kat tn Ann
UTINPECLWV.

EmutAéov, éva VPN &ivel tn Suvatdtnta oe éva xpriotn va anokpUPeL Tn 6paotnploTNTA TOU Ao TO
TOTILKO SiKTUO 1) akopa Kot armd tov ISP otov onoio eivatl cuvdedepévog. Mo CUYKEKPLUEVA OTAV EVOC
Xpnotng mhonyeital oto Sladiktuo, OAeg oL LotooeAibeg ou Sev Egkvouv pe Tto TipoBepa “https”
(Hypertext Transfer Protocol Secure 6nAadn pia aopalr Siktuakn cuvdeon http), elvat «gpudavngr.
HE TNV évvola OTL dev UTtApPXEL Kavéva 160G aodalelag Kal Kpumtoypddnong KaTa tnv mAonynon.
Eav Aouov umdpyel pla ouvdeon VPN, To HoOvo Tou elval «opato» eival n ocuvdeon auth Kat Timota
TEPLOOOTEPO, KABWG TMAEOV OAEC oL AN podopieg KpumToypadolvTal.

TéNog, to Siktuo VPN pmopel va €xel edbappoyn otig NAEKTPOVIKEG ayopés. O xprotng pmopsl va
OUVSEETAL AmO LOKPLA E TOV Server ToU KOTOOTAHOTOC KOl VOl OTEAVEL e AOPANELD EUTILOTEUTIKEG
nminpodopiec (username, password, aplOUO TOTWTIKAC KAPTAC), KATA TNV ayopd POLOVIWY, Kabwg
nipootateVel Ta Sedopéva e KAmoLag Lopdrg kpumtoypadnon.

Jupnepaopatikd, Oa Aéyope OtL ot VPNs umnpeoieg kavouv xpnon ditadopwv texvoloyLwy, kabwg
kot QoS (Quality of Service) unxoviopwv Ot KATOLEG TEPLTTWOELG, Yla TNV TtapoX AUCEWV Of
ETIYELPNOELC, OpyaVvIOHOUC f 6plpata, mAvw amd To Olktuo &vog mapdyou, HE HELWHUEVO
SLoKELPLOTIKO KOOoTOC. [9]
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KEDAAAIO 2: MONTEAAA KAI MTPQTOKOAAA ENIKOINQNIQN

2.1 Movtélo avadopag OSI

To mpotuno OSI (Open Systems Interconnection) kaBoplotnke wg mpoéturmo OSI 7498-1 kal
avantuxbnke w¢ £€va POVIEAO VL0 TO YOPAKINPELOUO KAl TNV TUTIOMOINGN TwV AELTOUPYLWY

SLOOTPWUATWUEVWY CUCTNUATWY ETILKOWVWVLWY O 0pouc eTlmedwv 1 otpwudtwy (layers).

Baolkn apxn Tou sival n apxf TG SLOCTPWHATWONG Kol cUUdWVA HE AUTA TNV apX TIOUPOLOLES
Aewtoupyieg opadomnolovvtal og AoyLKA emineda.

To povtélo avadopag 0S| emnpéace 0xL TOCO TOV TPOTO E TOV OMoilo oxedLalovle 600 TOV TPOTO
ME Tov omolo katavooU e ta diktua umoAoylotwy. Mapéxel Tn Baon avadopdg yla tn Stacuvdeon
OVOLKTWV CUCTNUATWY, HE OKOTO TNV UTOOoTNPLEN edappoywVv KATAVEUNUEVNG EMeCEpyAOiOC.
AVOLKTA CUCTHMOTA ELVOL T CUCTAKOTA TA OTOLa LIToPOoUV va cuvdeBolv kKabw¢ akoAouBoUlv To
povtédo avadopag OSI kat eival cupdwva HLE aUTO.

O otoxog tou OSI Kol YeEVIKA TNG TPOTUTIOTOINONG TWV TMPWTOKOAAWY ETUKOWVWVIWY €lval Ta
QMOMaKPUOHEVO  oTtolxela evog Siktiou va Slaleltoupyolv avefdptnta amod To Tolog €ival o
KOTOLOKEV QLOTH G TOUG,.

Mepl ta té€An tng dekaetiag tou 1980 o ISO ocuvictouaoe tnv edapuoyr Tou poviéAdou OSI w¢ Kowwg
anodektol unodeiypatog oxedlaopol Siktowv. Mapdtt SnuoupynBbnkav mpwtokoAAa Baciopéva
oto povtého avadopdg OSI  amd tov opyaviopd ISO, oe ouvepyaocia pe tn Alebvy Evwon
TnAemkowwviwy (International Telecommunication Union, ITU), yvwotd w¢ oslpd TPWTOKOA WY
«X» (r.x. X.25, X.400, X.500 k.d.) 6ev epoppoocTnKay KaBwG ameTuyaV EUNOPLKA.

Exelvn tnv enoxn n otoipa npwtok6AAwv TCP/IP, n onoia Baocilotav os eAadppws Stadopetikn
Staotpwpdtwon emunédwy, Atav nén ent moAL kalpd os xpron. To TCP/IP Atav BsusAwdeg ya to
Siktuo ARPANET kat ta dAAa Siktua rou e€elixBnkav oto onpepvo Atadiktuo.

To povtélo OS| mapapepiotnke otadlakd Kol orfjuepa HOVO €val UTTIOOUVOAO TOU XPNOLLOTIOLELTOL
oKOuN. H emikpatovoa avtiAnyn eival otL ol meplocotepeg podlaypadEg Tou eival eplMAOKEG Kot
n MANPNG AELTOUPYLKOTNTA Tou Ba Xpelalotav UEYGAO XPOVO KATAOKEUNG, av Kal cuveyilouv va
UTIAPXOUV UTIOOTNPLKTEG Tou. ETol, laitepa peta tnv eloaywyn tou World Wide Web (WWW)
ETUKPATNOE N oToifa MpwtokoAwv TCP/IP.

To povtélo avadopag OSI £xel emtd enineda. Eva eninedo sfunnpetel 1600 10 eminedo mou

Bpioketal mAvw amod autod, 660 Kal To eninedo mou BpiokeTal KATW and auto. Ta tpla yaunAdtepa

enineda_aoyolouvtal pe Tov EAEyXO TNG UETAS00NC TWV UNVUUATWY Péoo oTo SiKTuo, evw ta

téooepa avwrtepa emineba mopgxouv tnv aflomiotn petaBifacn twv Sedopévwv peTafl Twv

TeAlkwv _Ypnotwv. Etol, kot ta entda emnineda uAomoloUvTal HOVO OTOUG UTIOAOYLOTEG TIOU

AettoupyoUv w¢ Teppatikoi otabpot. [10]
Ta VPNs €xouv katd kUplLo Aoyo, spappoyn oto SsUtepo Ko Tpito eminedo, kabwg sival ta

enineda mou ocuvavtiovvtal Tavtol (MpwTOkoAa, &IKTUQ, OPYXLTEKTOVIKEC KTA). & UEPLKEC
TIEPUTTWOELG £X0UV edoppoyn kat os upnAdtepa emineda.
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Movtgho OSI
Eninedo Aewtoupyieg

7.Eninedo epappoywv (Application Layer) Mapoxn TPOToU OTO XProTN Va TIPOCTIEAATEL
3 péow pLag epappoyng TG mAnpodopieg evog
= Swktvou
=1
S
2l 6. Eninedo napouvciaong (Presentation Layer) Tpomomnoinon dedopévwy woTe va eivat
'; KaTavonTta amno TG ehapUOyES
0
w
E 5. Eninedo ouvodou (Session Layer) Opyavwaon Kal CUYXPOVLOHOG Tou SLaAdyou
[¥]

4. Eninedo petadopac (Transport Layer) AlwaodaAion ouvdéoswy, aflomiotia

3. Entinedo Siktuou (Network Layer) ApopoAoynon MakETWY, AoyLKEG SLeuBUVOELG
- (IP)
o
=
= 2. Entinedo dlaouvvdeonc Sedopévwy (Data Link | Avayvwpion / 810p0waon Aabwv, EAeyxog porg

L
g ayer)
E
B 1. Quowko eninedo (Physical Layer) Evepyomoinon umoothpLen anevepyomnoinon
w duowkng Staouvdeonc. Alapopdwon /

anodlapopdpwan dedopevwv

Nivakag 1: Enineda ko Aettoupyieg Tou poviédouv OSI.

To Quotko Ertirtebo (Physical Layer)

To duoikod eninedo (physical layer) eival Tto xapunAdtepo eninedo tou poviéAou OSI. AoyoAeital pe
™ YeTddoon akatépyaotwy bits o éva kavdAl emikowvwviag (puoiko Péco emikowvwviog) To omnoio
umopet va gival amin StoUppatn ypapun, opooafoviko KaAwdLlo, omtikn va f kot acupuotn evén.
210 dUOLKO eminedo yivetal petatpomn Twv dedopévwv and 1o eninedo 2 (akoAoubia bits) oe

NAEKTPLKA OAHATA KOL N LETASOON) TOUG HECW EVOG EMIKOWVWVLOKOU StalAou (Héco petadoong).
Ta B¢épata oxediaong £xouv va Kavouv e Tn Stachaiion OtL, otav n pio mAsupd otéAvel va bit 1,
ouTO AapBavetat anod tnv aAn mieupd wg bit 1 kot 6L wg bit 0. Emiong kaBopilel Tnv Stapkela KAOe
bit, Tnv apxn kot to TéAog ¢ petadoong kabwe KoL To av n petadoon pmopsl va yivel mpog tnv pia
N Kat Ti¢ dvo KateuBuvoelg tautdxpova. Ta Ofpata oxediaong 6w, otnv mAsoPndia TOUG
0.oYOAOUVTAL UE UNXAVLKES, NAEKTPLKEC Kal Sladilkacieg SLacuvSEoeLg KaBWE Kal LUe TO UCIKO HECO
pHeTadoong, To onoio Bploketan KATw anod Guolko eninedo.

To duowkd erninebo mephapBavel kat touc odnyouc tng Kaptoc Sktvou, oL ormoiol AEVE oOTo
TIPWTOKOAMO TWC Vo TPOYUATOTOWOEL TV petddoon kat tTnv Ajdn twv duvadwkwv dwndiwv.
AIKTUAKEG CUOKEUEG TIOU AsLTtoupyoUV oto eninedo auto sival ot kapteg Siktvou (NICs), ta hubs kat

oL emavoAnnTeS (repeaters). OL CUOKEUEG QUTEC TPAY LOTOTIOLOUV AELTOUPYIEG TTAVW O ofpata. Ta
hubs otéAvouv éva onpa and pa B0pa o OAEG TLG AAAEG, OL ETAVAAATITEG EVIOXUOUV TO OAUA, WOTE
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va TafldéPel o peyaAltepn amodotoon, VW OL KAPTEG SIKTUOU avoAapPfAvouv TNV owoth
petadpacn twv HeTadldopevwy onpatwy. [11]

Meplka amod Ta MPWTOKOAAO TTOU cUVAVTOUE OTO £Tinedo auTo ival (EVOEIKTIKA):
e FEthernet Physical Layer (IEEE 802.3)
e DSL (Digital Subscriber Line)
o ISDN (Integrated Services Digital Network)
e Bluetooth Physical Layer
o CAN Bus Physical Layer
e  Wifi Physical Layer (IEEE 802.3)
e RS232 [12]

To Entirebo Suvbeonc Asbouévwy (Data Link Layer)

Baolkog okomog tou emumedou autou eival va maipvel ta dedopéva amnod to puoiko eninedo Ko va
T MPOWOEL OTO AVWTEPO TOU €MinNedo, TO «eMinNedo SIKTUOUY, APoU TPWTA EKTEAECEL LEPLKEC
0UOLWOELG AslToupyieg Omwg eival n aviyveuon kat 516pBwon obaAudTwy PUeTddoonc Kat 0 EAEyX0G

pOrC TwV TANPodopLWV.

BeBaiwg 1o eninedo auto ektelel kal To avtiotpodo, SnAadn déxetar Sedopéva and to Network
Layer (Emimedo AwtOou) kat ta anodidet oto Physical Layer (Quowké Eminedo). Ta bit mou
ekméumnovtal N AauBdvovral opadonolovvral os mAaiola. Ta mAaiola opyavwvovtal os media mou

To KaBéva £xel SLadOpPETIKA AMOCTOAN:

To nebio SievBuvong (address) mapéxet Tic SleuBUVOEeLG TOU KOUPOU ATTOCTOANG Kal Tou KOUBoU
napaAapnc.

To nedio eAéyyou (Flow Control) 6nAwvel To €idog Twv mAaloiwv dedopévwy (av dnA. ta mAaiola
elval mhailola Sedopévwy, N maiola dlaxeiplong) tou kavaiiol oclvSeong.

To nebio Sebopévwy (Data) mepLeéxel Ta mpaypatika Sedopéva mou petadidovral.

To nedio eAéyxou Aabwv, pe Bdon autd to nedio yivetal aviyveuon tuxov Aabwv oto mAaiclo Twv
Sebopévwv

MéEpog tng enefepyaociag mou yivetal ota dedopéva Tou emMESOU AUToU gival Kol n TPOoORKN TwV
MAC 81evBUvoswv tou anootoAéa kat tou rapaAnmnen. H MAC (Media Access Control) teBuvon
glval n SievBuvon nou yopoktnpilel povadika po Kapta SikTtuou Kal gival povadikn. To emninedo 2

Xwplletal oe SVo unoenineda, to unoeninedo eAéyxouv Aoyikol cuvdiopou (Logical Link Control)
KoL To uTtoeninedo eAéyxou npoonédaong pEowv (MAC). AIKTUAKEG GUGKEUEG TIOU AELTOUPYOUV GTO
emninedo auto sival oL yédupeg (bridges). Ol cuokevég autég umtootnpilouv TNV MpowBnon pe Paon
v MAC &ievBbuvon. H MAC 6ievBbuvon xpnoluomoleital ylia va amodooiosel n ocuokeun av
XpeLdletal vo mpowBrosL to mAaiolo amnod to éva Siktuo oto dMo. Av n cuokeun £xeL mAnpodopia
yla tnv &levBbuvon auth, Tote amootéMel to mAaiolo otov KOuBo mou £xel authv tnv MAC
SlevBuvon, oMwg mpowBel to mMakéto o AMo Siktuo, oto omoio mBavad va Bpioketal o
kataAnAoc kopBoc. [11]

Mepikd ord Ta TPWTOKOANA TTOU CUVOVTOUE OTO £Minedo auTo sival:
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e  SLIP: Serial Line Internet Protocol

e ARP: Address Resolution Protocol

e PPP: Point-to-Point Protocol

e L2TP: Layer 2 Tunneling Protocol

e  PPTP: Point-to-Point Tunneling Protocol

e ISDN: Integrated Services Digital Network [13]
e Ethernet (IEEE 802.3)

e |EEE 802.11 WiFi [12]

To Ertirebo Awktuou (Network Layer)

Baolkég Aettoupyieg tou emunmédou eival n opyavwor Twv deSouevwy o€ mokEta emunmedou Siktlou,
n_mpowdnon Kol O6pouoAOynon TwV  TOKETWY amo Lo TiNyH O €va. TIPOOPLOUO, KoL N
SleuBuvolodotnon Twv KOUBwV Kot Twv Hosts.

KaBopllel To BEATioTo KABe dopd povomdtt yla tnv petadoon tng mAnpodopiag pe Baon tnv
mAnpodopia ToU €XOUV YL TNV KATAOTOON TWV CUVSECSUWY, TV SlelBuvon Tou TOPOAATTN, TNV
TOXUTNTA TOoU SIKTUOU, ToV aplBpud Twv evSLAUECWY KOUPWY Kol pia oelpd AAwv AnpodopLwV mou
Statnpouv. [11]

MepLka amd Ta TPWTOKOAAX TTOU CUVOVTOUE OTO £MiMeS0 aUTO sival:
e |P:Internet Protocol

OSPF: Open Shortest Path First

NAT: Network Address Translation

ICMP: Internet Control Message Protocol

BGP: Border Gateway Protocol

IGMP: Internet Group Management Protocol

IPSec: Internet Protocol Security

RIP: Routing Information Protocol

IPX: Internet Packet Exchange [13]

To Entinsb0 Metawopdac (Transport Layer)

H Baowkn Aettoupyia tou emunmédou petadopdg (transport layer) eivat n anodoxn 6e6o0pévwv ano to
OVWTEPO EMINESO 1) SLACTIAON AUTWV OE PLKPOTEPEG LOVADSEG AV XPeLOOTEL, N peETadopd Toug 6To
eninedo dwktou kol avadhoya pe tnv unnpeoia n dtacddaliion OtL 6Aa ta TUAMATA PTAVOUV
owoTA otnv AAAn mAevpd. EmumAéov OAa aUTA TIPETEL val Yivouv amodoTikd Kal JE TETOLO TPOTo
WOTE VA AMOUOVWVOUV To £minedo cuvodou amod TIg avanodeuktec aAAayEG OTNV TEXVOAOYLA TOU
UALKOU. YO KOVOVIKEG ouvBnkeg, To eminedo petoadopdg Snuoupyel pla Eexwplotn ocuvdeon

SiktUou ylo kaBe cuvdeon petodopdg mou amatteital amnd 1o eninedo ocuvodou. Eav n cluvdeon

petadopag anattel uPnAo puBuod s€untnpétnong (throughput), To eninedo petadopadg pnopsi va
Snpuloupynost moAamAEg ouvdéoelg SiktUou, polpalovtag to Sedopéva avAESA OTL CUVOECELC
SiktUoU yla va BeATiwaoel To puBbuod e€unnpétnong.

Ano tnv GAAn mMAsupd €av n dnuwoupyia f n ocuvtipnon ulag ouvdeong Siktlou sival akplpn, to
eninedo petadopd¢ pmopel va moAumAékel TOAEC cuvbEoelc petadopdg otnv iSla olvdeon
SIKTUOU YLt VO EADTTWOEL TO KOOTOC. Y€ OAEC TLG TMEPUTTWOELS TO emimedo petadopdc xpeldletal
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AvVTa yla va kavel tnv molumAstia Siadavn oto eminedo cuvdédou. To eninedo petadopdg
KaBopilel eniong T €idoug unnpeoieg Oa mapéxel 1o eninedo ocuvodou. O MO YVWOTOG TUTIOC
ouvdeong petadopag eival Eva eAevBepo and opaApata and onpeio og onueio kavaAl (point to
point), To omoio mapadidel uNvVUPOTA UE TNV OELPA LE TNV Oomola €xouv otaAel [14].

OL KUpPLEG AELTOUpPYIEG TOU Elval:

e H Amokatdotoon Kal TEpUATIONOC TG cUVEeoN o€ eTtinedo YeTaPopag

e H Metadoon twv Oebopévwyv oUpdwva HE TOV AMOLTOUMEVO amd To xpnotn PBoabuo
alomiotiag (6nA. pe emiBefaiwaon mapalafrg MAKETOU f OXL).

e O KaBoplopocg kat emAoyn amd To Xprotn g molotntog eEunnpétnong tng cuvdeong (otav
QUTO UTTAPXEL).

o H Auvatotnta moAUTAEEN g Héow tng (Slag LevEnc kal o EAeyXog TNG PONC.

MepiLka amd ta TPWTOKOAAA TTOU GUVAVTOU LE 0TO eninedo autod lvat:

e TCP: Transmission Control Protocol
e UDP: User Datagram Protocol

To eninebo ouvodou (Session Layer)

To eminedo ouvodou (session layer) emITPENEL OTOUG XPROTEG SLAPOPETIKWV UNXOVNUATWY Vol
eykaBLotoUv ouvodoug (sessions) petagy toug. Mia olUvodog emutpenel pla ouvnBn petadopd
Sebopévwy, Omwe Kal To eninedo petadopdc, aAAA MAPEXEL KL LEPLKEC TTPOCOETEC UTNPECLEG IOV
elval xpnotpeg oe moAEg edapuoyég. Mia oUvodog pmopel va xpnotpomnolnBel yla va emtpePel
olvdeon evog XpNotn o’ €va aMOUOKOUOUEVO oUOTNUA KATOUEPLOUOU XpOvou (time sharing) 1 yia
va petadépel éva apysio petafy SUo pnyovwyv. 3to emninedo ouvodou yivetal €heyxog StaAdyou,
6nhadn molo ouokeurn €xeL oeslpd yla petadoon KaBwg Kal ouyxpoviopd (mopokoAolBnon
METAd00swV HaKpAg Stapkelag, T.Y. Blvieo, wWote va cuvexLoToUV Ao TO ChUELO TTIOU oTAPATNOAV

o€ nepintwon anotopung dtakomng). [14]
Ot Aettoupyieg Tou emumeédou auTtol S& XpnoLUOTOLOUVTAL TAVTA Kal eival oL €EAG:

e Evapén kal ocuvtnpnon SwaAdyou (1 ouvodou) petafl evog N TEPLOCOTEPWY OTOOUWV
(tautoypova).

o Alaxelplon Kot €Aeyxoc MPOoTEAAONC TG KABe ouvodou.

o EnavopbwTtikég Stadikaoiec oe emninedo dtaldyou (og mepimtwon mpoBAfuatog). [11]

To eninedo napoucoiaonc (Presentation Layer)

JUYKEKPLUEVA, VW OAa Tal Katwtepa emineda evdladEpovial HOVO yla TNV aflOTLoTn HETaKivnon
bits and to éva pépog oto AANO, TO EMIMESO MAPOUGLOONG KATATILAVETOL E TO CUVTAKTLKO KOl Th
onnacloloyia twv TmAnpodopwwv mou upetadidovral. Emiong, to eminedo mapouvciaong
evbladépetal kol yia alMa Bépota onwe n avanapdotachn nAnpodopwwv. MNa mapddslyuo, n
ocuprieon twv Se6ouEvwy XpNOLUOMOLELTAL YL va EAATTWOEL ToV aplOuod Twv bits Tou mpokeLtal va
petadoBbouv Kal cuxva amatteital kpumtoypddnon yio va eéachaAlotei N puotikoTnTa (privacy) kot
n_yvnowtnta (authentication) 1tng mAnpodopioc. Emeldi oL UTOAOYLOTEG XPNOLUOTOLOUV
Sladopetikd Aettoupykd cuotiuata (Windows, Linux, MacOs) eivat anapaitnto ta dedopéva va
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UETATPATIOUV Ot £€va Kowo popdotumno (format) mou va eival “katavontd” kal amd toug Sdvo

OUOKEUEC TIOU TIPOKELTOL VA ETLKOWWVAOoUV. To eminedo moapouciaong efaodalilel OtL n
mAnpodopia amno to eninedo epapuoyng evog cuotnuatog pnopel va Stafactel and to emninedo
epappoyng evog alMou ocuotiuatog. Metatpénel ta dedopéva os kowo format Ko mapeEyxel
UMNpecisg Kpumtoypadnong, amokpunrtoypadnong. O Asitoupyieg Tou emumeédou autou &g

xpnotgornolovuvrtal mavta. [14]

To entinsbo eapuoync (Application Layer)

To eninedo edappoyng (application layer) mepléxel po molkiAla MPWTOKOAWY Tou XpeLalovtal
ouxva. H petadopd evog apyeiou petalt 600 SLADOPETIKWY CUCTNUATWY OATOLTEL AVTLLETWIILON
QUTWV Kal GAAWV HUN CUMPOTWY KATAOTAOEWV. 2T0 emimedo autd yiveral n Slaysiplon twv

KOTAVEUNUEVWY EPOPLOYWY OTWE, TO NAEKTPOVIKO Taxudpousio, N sudavion KOTOAOYWY opXELwV
kot Stadopec AMeg £161koU Kal YEVIKOU okomou. Eival to eminmedo mou €ival mo Kovtd otnv

epappoyn tou xpriotn (r.x. Firefox, Outlook). Aev mapéxel unnpeoieg o kavéva Ao eminedo Tou
OSI. NpwtokoAAa autoUl Tou erunédou eival to HTTP, FTP, Telnet, SMTP. [14]

Ol uninpeoieg mou mpoodépel ival ot €EAG:

o Tnv etakpifwon tn¢ TautoTNTAC TWV EPAPLOYWY TTIOU BEAOUV VA EMLKOLVWVACOUV KOL ThV
emuPBePaiwon NG SLaBeCLUOTNTOG TOUG YLt CUVOULALQL
o Tnv emiBePaiwaon n Tov EAeyxo oto SIKalwU TNG CUVOULALAG.
e Tov KaBoplopd apUoSLOTATWV.
e Tov KaBoplopd Twv SLadLkaoLwy yLa Tov EAeyX0 TNG PONG TWV cuVOSwV Kal TNV aflomioTia tng
mAnpodoplag. [11]

MepLka amod Ta MPWTOKOANA ePap oYWV TTOU CUVAVTOU LLE OTO EMIMESO AUTO elval:
e HTTP: Hypertext Transfer Protocol
e FTP: File Transfer Protocol
e TFTP: Trivial Transfer Protocol
e TELNET
e  SMTP: Simple Mail Transfer Protocol
e SNMP: Simple Network Management Protocol
o IMAP: Internet Message Access Protocol
e POP3: Post Office Protocol version 3
e SET: Secure Electronic Transaction [13]

2.2 3toifa TCP/IP

To TCP/IP (Transmission Control Protocol/Internet Protocol) sival maAwdtepo povtédo amno to OSl,
WOTO0O0 ElvOl AUTO TIOU E£XEL ETKPATNOEL onuepo. Avamtuxbnke amd to DoD (Department of

Defense) twv H.M.A. ylo va umootnpiéel tn Asttoupyia tou Stktvou ARPANET, mou amotelei tov
T(POSPOLO TOU onUePLVOU Internet. H apXLTEKTOVIK QUTH, TTOU OMOLALEL oTO HovTEéAO avadopdg OSI,
£XEL WG Baolko otdXo T SLaTAPNoN TOU SLKTUOU AKOUN KoL OTAV £VaG N TEPLOCOTEPOL KOMPBOL
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KatappeLoouv. Emiong, £xelL euelifia otnv apxLTeKTOVLKN, adol urootnpilel Eva SIKTUO e TIOANEG
epapuoyEg Kat tn petadopd OAwV Twv TUNWV MAnpodopiag.

To povtélo TCP/IP amoteleital amno téooepa (4) emineda:
e Eminedo Alacuvdeong Awktuou (Emimedo 1)
e Eminedo Aladiktuou (Eminedo 2
e Emninedo Metadopdg (Eninedo 3)
e Eminedo Epapuoywv (Eninedo 4)

TCPIIP Model
{DoD Model)

Application

Transport

Internet

Network Access

Ewkova 2: Movtélo TCP/IP

Metagl tou povtélou OSI kal TCP/IP umdpxel avtiotolyia wg mpog Ta enimeda amnod ta omnola
anotelolvtal. Kabwg to poviého OSI oxedidotnke apyotepa and to TCP/IP oL oxedlaotég Tou
BéAnoav va eacdalioouvv WG TO MAKETO MPWTOKOA WV Ttou TCP/IP Ba cupneplapBdvovtav oto
VEO povtélo mou oxedialav kabwg uTHPXOV APKETA CUCTHUOTA Ta omola Asltoupyouoav 1dn Pe
Baon to TCP/IP. Itdxeuav otnv OMOAR €TKOWwWVIA PE QUTA TA cuoTApata. H avilotolxnon twv
ermunédwy twv dUo povtédwv Sivetal otnv ewkova 3. To emninedo epappoywv tou TCP/IP avtiotolyel
ota enineda 5, 6, kat 7 tou povtehou OSI, To eninedo petadopdg oto eninedo 4 tou OSI, To eninedo
Sladiktuou avtiotolyei oto eninedo 3 tou OSI kat TéAog to eninedo Stacvvdeong diktuou Ttou TCP/IP
avtiotolxel ota emineda 1 kat 2 tou OSI.

Ewkdva 3: Avustoiyion erunédwv povtélov OSI ko TCP/IP.
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To Ertirebo AtaoUvdeonc Aiktuou

To eninedo dlaouvdeang Siktuou, elval To XapunAdtepo eninedo otnv Lepapyia Twv emMESwy Tou
povtehou TCP/IP. Avtiotow el oto puoiko emimedo Kat To eminedo cuvbEopou petddoong dedopévwy
Tou povtélou tou OSI. Emkowwvel aneuBeiag e To SIKTUO Kal TTAPEXEL TNV SLacUvEeon MeTAEL
TNG APXLTEKTOVLKI G TOU SiktUoU (Tt.X. Ethernet) kat Tou emuédou Tou Stadiktuou.

To Ertirebo Aladiktuou

To eninedo Stadiktuou eival To Paoctkotepo eninedo tou poviélou. Eival to deutepo emninedo tou
MOVTEAOU KOl XPNOLUOTIOLEL APKETA TIPWTOKOAAQ yLa TN SpOHOAOYNGH Kat Tpowlnon Twv MAKETWV.
Ta makéta tafldevouv avefdptnta TO €va amd TO GAAO TIPOG TOV TPOOPLOKO TOUC Kal Tibava
dtavouv Kat pe SLadOopETIK OELPA Ao QUTH KE TNV omola €épuyav amo tov amootoAéa touc. Ta
avwtepa eNineda avalapBAavouv TNV avVaoUYKPOTNON TWV MOKETWYVY, OMOTE AMALTETAL, WOTE N
mAnpodopia va ¢tdoel cwotd. OL Asttoupyieg tou e€muméSou QuUTOU €ilval avtioTol(eC HE TLC
Aettoupyleg tou emutédou SIKTUOU Tou MPoviéhou OSI. Ito enmimedo QUTO OUVAVTOUME OPKETA
NPWTOKOAAa, OTw¢ to ARP Kkat o ICMP, aAAd olyoupa to BaotkOTepo Kat MAEOV YyVwaoTo eival to IP.
To IP eivat éva MPWTOKOAAO LETAYWYIG TIAKETWVY MOV €ival umtevBuvo ywa tn Sievbuvolodatnon

Ko TRV tpowOnon. Baolkog otoxog Tou eival va mpowbel Ta MOKETO OTOV TPOOPLoUd TOug, 600 TO
Suvatov o ypryopa Kol arnodelyovIag TiC oUudopn oeLg Tou SIKTUoU.

To Entinrsb0 Metawopdc

To eninedo petadopdg eival unmevBuvo yla tnv eykabidpuon Kal Siatpnon TN EMKOWWVIOG
petafl Vo umoloylotwv. Kupla Asttoupyia Tou eival va avoAappavel Tov EAsyxo pong Kal Tnv
TOMOBETNON TWV MAKETWY 0T CWOTH OELPd, Wote N MAnpodopia va AauBAavetal TEALKG akEpala Kot

0pBn. XelplleTal emiong Kol TIG AVOUETOSOOELC TWV TTOKETWV.

210 eninedo auto £xouv oplotel SUO MPWTOKOAAA peTadOPAC Ao AKPO OE AKPO:
e Tompwrto elvat to TCP (MpwtokoAa EAEyyou Metddoong) Kat
e To nmpwtokoAo UDP (MpwtokoAho AutodUvapwy MakEtwy Xprnotn). [11]

To TCP eival éva aflomioto cuvseopooTpedEC MPWTOKOAAO uTeUBUVO yLa TNV 0ELOTILOTN LETAdoon
Sebopévwy amo évav kopPo oe kamolov GAMo. Mo va eykaBidpuoel plo alomotn cuvdeon to TCP
XPNOoLUoToLel TNV yvwoth wg «TtpLpepn xelpaia» (three-way handshake) pe tnv onoia kaBopileto
0 aplOudg Bupag tou Ba xpnotuomnolnBei yla TRV emkovwvia kabwc Kot oL apxlkol akolouBLakoi
oplBpol yla tv petadopd twv dedopévwy. To TCP xelpiletal ta dedopéva cav pla akoloubia
(stream) amo bytes.

To User Datagram Protocol (UDP) eival éva avaglomioto acuv8eopikd MpwTtokoAAo to ormoio
XPNOLUOTIOLELTOL O TIEPUTTWOELG OTIOU SEV arauteital mapddoon TwV MAKETWY LE T OWOTH OELpd A

0 £AeyX0C PONG TTOU TIPAYUOTOMOLELTAL E TRV Xprion Tou TCP. O omotocdnmote £Aeyxog yivetal amod

™V edappoyr TIOU KAVEL XPrON TOU CUYKEKPLUEVOU TIPWTOKOANOU. XpnoLUOToLEiTaL €MIONG EVPEWC
O€ TIEPUTTWOELG Omou armatteital tayutatn mapddoon twv MakETwy Kal dev eival téoo Kplowun n
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afLomiotn HeT@door] Toug. TETOLEG TEPUTTWOELG €lval n petadoon Bivreo kal nxou. Kat to UDP kavel

xpron Bupwv, wotoco autéc StadEpouv amd T ovtiotowec tou TCP Ko emopévwe to duo

TPWTOKOAAQ LUTIOPOUV VA XpNOLUOTIOLoUVY ToV 6o aplBud Bupwv xwpic Sieveéteic. [15]

To Ertirebo Eqpapuoywv

To eninedo edappoywv eival to uPnAotepo enimedo tou HOviEAOU. AUTO TEPLEXEL OAa Ta
TIPWTOKOAQ AVWTEPOU eTUIESOU. MepLKA auTad elval:

e FTP: File Transfer Protocol

e TELNET

e DNS: Domain Name System

e HTTP: Hypertext Transfer Protocol

e  SMTP: Simple Mail Transfer Protocol

o NNTP: Network News Transport Protocol [16]

2.3 Nepypadn Baoikwv MNpwToKOAAWV

MepLKA ONUOVTLIKA TIPWTOKOAA TtepLlypAdovTal TNV EVOTNTA AUTH.

2.3.1 NpwtokoAAo IP

To IP (Internet Protocol) sival elval To KUplo MPWTOKOAAO TOU emMESOU SIKTUOU OTO MOVTEAO
TCP/IP. Kot avrtiotolyia eival éva mpwtokoAAo Ttou tpitou emutédou tou povtédou OSI, tou
erunédou Siktvou. Mephappavel mAnpodopieg oxeTikd Pe thv StevBuvon Twv SeS0UEVWV KaBwC
KOl OpLOpEVEG TIAnpodopleg eAEyXOU WOTE TA MAKETA va SpopoAoyouvtal os éva Siktuo.  Elvat
e€ioou KatdAAnAo téco yia tomika diktua (LAN) 6co kat yia WAN emikowvwvieg. [17]

To otpwpa SIKTUOUL aoyoleital pe TN petadopd mMAnpodoplag amd Tov UMOAOYLOTH) AnMOCTOAEQ
(Host A) otov amopoakpuopévo umoAoyLotr 8€ktn (Host B). Xtnv mAeupd amootoAr ¢ evBuAaKwVEL Ta
Tunuata  (Segments) mou  mapalopPdvel  anmod 1o emimedo  petadopd¢ Ot TOKETA
(packets/datagrams). Ztnv mAgupd tov S£€KtN, MoPadiSel TA TUAUATA OTO OTPWHA LETAPOPAC. 2
KaBe unohoyiotr (Host) kat popoloyntr (Router) mpémeL va UTIAPXOUV TO TIPWTOKOAAA OTPWHATOC
SiktUou. OL SpopoloynTég eivat oL evSidpeoot Siktuakol koppol Hetalt Tou amootoAéa (Host A) kot
Tou mapalnmn (Host B), mou e€etdlouy ta nedia tng keparidag OAwV Twv IP MakéTwy mou nepvolv
and autoug (kat oxL tnv mAnpodopia xprotn kot dpovtilouv yla tnv mpowOnaon/Spouoloynon Twy
TAKETWY . [18]

To IP mpwtokoAAo £xeL U0 KUPLEC ApUOBOLOTNTEC:

e Tn BéAtiotn Suvartn petadoon twv edopévwy os maketa (datagrams) péow evog Siktuou
Xwpig olvdeon,
®  TOV KATOKEPUOTIOUO KOL TNV EMAVA-CUVAPUOAOYNGN TWV TIAKETWV.

H AleuBuvolodotnon civol avamoonacto péEpog tng Stadikaciag tng SpopoAdynong MAaKETWV
S6ebopévwv IP péow tou Siktuou. Kabe SievBuvon IP amoteleital amd CUYKEKPLUEVA OTOLXELO Kol
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akoAouBel pwa PBaoiky popdr. Autég ol SleuBuvoelg IP pmopolv va umodialpeBolv Kal va
xpnotuomnotnBouv yia tn dnuoupyia dteubuvoswy yla umo-diktua. Kabe umoloyiotng (host) o éva
TCP/IP 6iktuo Stabétel pia povadikr 32-bit Aoyikn S1ebBuveon mou xwpileton o€ SV0 KUPLA HEPN:

e TOV 0plBUO Tou SikTtUoU

e TOV aplBuod Tou unoAoyiotn (host).

O aplOuog tou Siktuou mpoodlopilel €va SIKTUO Kol MPEMEL va Yopnyeitat and to Internet
Network Information Center (Inter NIC) edv to Siktuo gival pépog tou Aladiktuou. Mia untnpeoia
napoxn¢ Internet (ISP) pumopel va amoktrost £va UmAok dteuBuvoswv diktuou amo to Inter NIC kat
Mmopel va anodwoel Tig Sleubuvoelg, omou amatteitat. O aplOuog Tou unoAoyLotr MPoodlopilel
€Val CUYKEKPLUEVO UTTOAOYLOTH O€ €va SIKTUO Kal £XEL EKXWPNBEeL amd Tov SLAXELPLOTH TOU TOTUKOU
Sktuou.

Otav otéAvete N Aappavete dedopéva (yia mapadelypa, éva email i pla oeAiba Web), to pivupa
Xwplletal o€ PKPA KOppATLa Tou ovopdlovtal makéta. KaBe éva amd autd To TOKETO TEPLEXEL
TO0O0 TN 8LevBuvon Tou anoctoAéa oto dLadiktvo, 660 Kat tn dtevBuvon tou mapaAnmnen. Eneldn
£Va LAVULLA ElVOL XWPLOUEVO O €va aplOpO MOKETWY, KABE TTAKETO UMOPEL VA AMOCTEAAETOL OO ULaL
Stadopetikn dladpoun péow Tou Internet. Ta Mokéta Unopouv va ¢tdvouv oe pia SladopeTiki

OELPA._amd tn oElpd 1ou otaABnkav. Autd avTLKATOmtpilel To Yeyovog OtL to [P elval eva

TIPWTOKOAMO armAd oYeSLaoUEVO UE oTOX0 TNV amodotikotnta Kot §gv umootnpilel  punYovLopoug

€AEYYOU TNC OELOTILOTLOC KOl SLaTipNoNC TS MAPEXOUEVNC TTOLOTATAC UTINPECLOC.

To mpwtokoA o eAéyxou petadoong (Transmission Control Protocol - TCP) acyoAsitaiL pe tnv
TOonoBTnon TwV TOKETWV OTn OWOTH OElpd MPoodEPOVTOG £T0L €va OELOTILOTO NXOWVLOHO
petadopdg Twv MAKETIWY and akpn-oe-axkpn . Ola ta GAAa mpwtokoAAa evtog tng covitag TCP/IP,
€KTO¢ arno to Address Resolution Protocol (ARP) kat to Reverse Address Resolution Protocol (RARP),
Xpnotuomnolouv to IP yia va Spopoloyricouv ta mAaicla amd umoAoylotr) os umoloyloth. Eva IP
TLOKETO QATOTEAEITOL AMO TO THAMA TNG emikepaAidag kal To TuApa dsdouévwy. Yrapyouv Suo
Baowkég ekbooelg IP, To IPv4 Kal To IPV6. H Sopr| tng entkedaiidag tou IPv4 mpwtokoAAou daivetal
otnv ewkova 4. [17]

- 8 16 32bit
Version IHL Type of service Total length
. . Fragment
Identification Flags offset
Time to live Protocol Header checksum

Source address

Destination address

Option + Padding
Data

Ewkova 4: Aopr mpwtokoAAou IPv4.
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H emikedpaiiba oto IPv4 amoteleitar and 14 nedia, and ta omoia ta 13 eival amapaitnto.
MNapakdtw avalvoupe kaBe medio tou IPv4 mpwtokdAAou exwplotd.

e Version
Armote)eital amno 4-bit kat umtoSelkvUEeL TNV €kdoan tou IP n omola xpnolpomnoleital Kat orjpepa.

e [P Header Length (IHL)

Alvel To pnkog t¢ emikedpaiidag oe Aé€elg Twv 32 bits. Emeldn n emikedpaAida touv IPv4 pnopsel va
TEPLEXEL METAPANTO aplBud emloywv, autd To medio TMOPEXEL TO UAKOG TG emikedaAidac.
Ermonuaivel tTnv apxn Twv debouévwy. H eAdylotn TR yla pa owotn kepoaAida eival 5 mou

onpatvel otL to pnkog sivat 5x32 = 160 bits = 20 bytes. Eneldn to nedio ival 4 bit, To péyloto pHRKkog
elvat 2%-1=15 Aé€eLg (15%32 bits) rj 480 bits = 60 bytes.

o Type-of-Service

AvadEépeTal oTNV MOLOTNTA TWV TIOPEXOUEVWY UTINPECLWY KaBopilovtag mwe éva MPWTOKOAAO Tou
OVWTEPOU OTPWHATOC SLaXELPLIETAL TO TAKETO WG TPOG To eMinedo onpaociag. To medio amoteAsital
and 8 bits Ta omoia ypnoLpomnolovvtal ya va deifouv TNV mpotepalotnTa, TNV Kabuotépnon, TNV
anédoon kat tnv aflomiotia.

o Total length

AvadépeTtal 0To GUVOALKO HNKOG, ot bytes, Tou koppoatol (fragment) cupmneplapfavopévwy Tng
erukepaAidag katl Twv dedopévwy Tou TakéTou IP. To eAdxLoto PrKog Tou Ttakétou eival 20 bytes
(20 bytes emukedaliba +0 bytes Sedopéva) Kal To pHéyLoto HRkog eivat 216-1=65535 bytes, kaBotL To
unkog tou mediou eival 16 bits. Atddopeg CUOKEVEG Kal HeEPLKEC GOPEC TOl UTIO-BiKTUA UTOPEL va
eMUPAAOUV TIEPLOPLOUOUC OTO MEYEBOC TwV OQUTOSUVOHWY TOKETWY, TA Omoia ¢ QUTHV TNV
nepMTwon TPEMEL VAL OTIACOUV OE UIKPOTEPA KOUUATLA. 2TO IPv4 n SLdomaocn Twy MOKETWY Umopel
va yivel otoug otaBuoug epyactiag r otoug SpopoAoyntég. [17]

e Identification

Elval éva medio tavtétntog Twy 16 bits, mepléxel évav aképato aplBud o omolog mpoodlopilel To
TpEXOV TIaKETO. AUTO To Tiedio €xel avateBel amod Tov anootoAéa pe okomd va BonBroel Tov S£KTn
YLOL VO GUYKEVTPWOEL OAQL TA TUAMATA TNG OPXLKN G KATAKEPUATIOUEVNG TTANpOodopiag.

e Flags

Elval éva medio twv 3-bits kal xpnotpeletl va eAéyxel 1 va ipoodLopilel Ta KOUUATLO TOU TIAKETOU.
To bit (yapunAng tagng) kabopilel edv To MAKETO Pnopei va katokepuatiotel (DF=Don’t Fragment). To
pecaio bit kaBopilel edv TO MAKETO gival TO TEAEUTAIO KOUUATL OE LA OELPA KATOKEPUATIOUEVWY
nakétwv (MF=More Fragments). To tpito bit (UPnAnc Ttaénc) dev xpnoLpomnoleital.

e Fragment Offset

Amoteleital anod 13-bits kat eival éva edio to omoio umodelkvuel Tn BEoN TOU KOTAKEPUATIOUEVOU
TIAKETOU PECO OTO OpPXLKO oUvoAo Sebopévwy. To medio emitpémnel otnv mopeia tne Stadikaciog
OTOGTOANG VO OVOKOTAOKEUAOTEL CWOTA N apXLKN TTAnpodopia amod ta mMakETa.

e Time-to-Live
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Anote)eital anod 8 bits kal eival £évag HETPNTAG TTIOU HELWVETAL OTASLAKA O KABe SpopoAoyntr Katd
éva. Otav ¢taocel oto pUNdEV TOTE TO TIOKETO AMOPPLNTETAL. ZKOTIOG Tou TeSiou elval va anoppiyet
TakéTa Ta onola tafldevouv dokona oto Siktuo. Otav éva makéto anoppldBel Tote oTEAVETAL EVa
uAvVupa iow otov amootoAéa [19].

e Protocol

To medio protocol amoteAeital and 8 bits kal kaBopillel TTOLO MPWTOKOAAO TOU OVWTEPOU ETLMESOU,
SnAadn tou emunédSou petapopdg avaraBAveL T ELOEPYXOUEVA TTIAKETO UETA TNV OAOKARPWON TNG
enetepyaoia IP.

o Header Checksum

AmoteAeital anod 16-bits kat elval éva aBpolopa pe To omnolo yivetal éAeyxog tng emkedaAidag, yia
TOV €VIOTILOMO OhaApATWY. MOALG éva Makéto $ptacel os €vav Spopoloyntr), o SpopoAoynTig
umoloyilel Tto aBpolopa eAéyxou TnG emikedaAidag kal To cuykpivel pe to nedio header checksum
¢ ermukepalidag. Eav dev taplalouv, tote 0 Spopoloyntrg amoppintel to Takéto. Otav éva
TakETo Pptaoel og €vav Spopoioyntr, o dpopoloyntng Helwvel To edio xpovou {wng (Time To Live
—TTL). Zuvenwc o dpopoAoyntrng MPETEL va UTIOAOY(OEL TO VEO aBpolopa eAéyxou.

e Source Address

Elvat to medio mou kabopilel Tnv dteBuvon IPv4 Tou amootoAéa Twv MAKETWY. ArtoteAeital amno 32
bits.

e Destination Address

Elval o medio mou kabopilel tnv SleBuvon IPv4 Tou mpooplopol TwV MAKETwWY. AntoteAeital anod 32
bits [17]

e Options

AUTO 1o Tebio avtutpoownelel pla Alota emAoywy yla €va cuykekplévo datagram IP. Eival éva
TPOALPETIKO Tiedio. Baolkég emdoyEg eival n xpovoodpayiba, n kataypadrn Siadpourng mou
oakohouBeital, o kaBoplopdg Aiotag Spopoloyntwy mou Ba emiokedtel k.a. [18]

e Data

To nedio autd nepllapPavel ta Sedopéva amo To eninedo Tou MPwTokoAAou (protocol layer) to
omoilo ouvepyaletal pe to eninedo IP (IP layer) yia t petadopd twv Sedopévwy. Mevikd auto to
eninedo mep\apPadvel tnv emikepoiida kal ta dedopéva amo to eninedo petadopdg (transport
layer). AfileL va onpelwBel 6t kaBe enimedo oto TCP/IP £xeL tn ik Tou emikedbaAida oTnv apyn Twv

Sebopévwy. H emikedarida (header) mepthappavel mAnpodopieg yia tnv mpogAeuon Twv dedouévwy
OTOV QUTA TIPOoEPYOVTaL amd KAmowo allo eminedo. e mepimtwon mou otéAvel dedopéva os GAAA
emnineda, To MpwtoKoAo dnuloupyet Tn Sikn tou emikedarida (header). [19]

To IPv6 sival n véa €kdoon tou mpwtokoAlou Internet (IP) kot Baoiletal otnv ékdoon IPv4. Eival
éva TIPWTOKOMO Tou emumédou  Siktvou (Layer 3) To omoio TmeplExel  mAnpodopieg
SlevBuvaolodotnong Kat peplkeg Anpodopleg eAéyyou TnG SpopoAdyNnong TwV TAKETWY oto Siktuo.
To mpwtokoMo IPv6 ovopdletal véag yeviag IP 1 IPng kat Snuioupynbnke yia va emiAvon to
npoPANpa e€dvtAnong dteuBuvoswv tou IPv4 .
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Evw 1o IPv4 xpnowuomolel SieuBlvoelc 32 bits to IPv6 aufdavel to péyeBog oe 128 bits,
umnootnpilovtacg meploocotepa enineda dieuBuvoloddTnong, o €va PeyalUTEpPO aplBuo KOUBWV Kal
amlouotepn autopatn dtapopdpwon twv dleubuvoswv. OL SleuBlvoelg oto IPv6 ekdpalovral os
Sekaefadikn popdr), n omola eMITPEMEL OXL LOVO aplBpolg (0-9), aAAG Kal HEPLKOUC XOPAKTAPEC, (a-
f). Ma mapadetypa pLa StevBuveon IPv6 €xel tnv popdn 3ffe: ffff: 100: F101: 210: a4ff: fee3: 9566.

Yridpyxouv SUo onuavtikeg BeAtuwoelc oto IPv6 os oxeon Ue to IPv4:

> INUELWVETOL CNUAVTLIKN BEATIWON OTNV EMEKTACLUOTNTA KOL OTLC ETUAOYEC TOU TIPWTOKOAAOU
Sladlktuou véag yeviag. Ou erhoyeg tomoBetolvial oe EeXxwpPLoTEG emikedpalibeg mou
Bplokovtal petafl tng emikedaAidoag tou IPv6 kalL tng erukedaAidag Tou emumédou
HeTadopdg. Yrdpxouv aAayEG OTOV TPOTIO LIE TOV OTIOL0 KWSLKOTIOLOUVTAL Ol ETUAOYEG OTNV
emukedaAida IP emtuyxdvovtag, amoTteAEGUATIKOTEPN TpowOnaon, AlyoTeEPo auotnpd OpLa
000 adopd To HUAKOG TwV EMAOYWY KaBwg Kol HeyaAUTEPN €VeAL{ia yLa TNV ELCayWYn VEWV
emAoywv oto pEANOV.

> MpootiBetal pla véa duvatotnta (Flow label) pe tnv omola emonpuaivovtal 6Aa Ta mokeTa
TIOU OVHKOUV O€ CUYKEKPLUEVN por KUkAodoplag, ylo Ta omola o amooTtoAéag €xetl InTRoeL
£l81KN peTaxeiplon, onmwg non-default Quality of Services 1) real-time services. [17]

4 12 16 24 32bit

Version Priority Flow label

Payload length MNext header Hop limit
Source address (128 bits)
Destination address (128 bits)

Elkova 5:Aopn npwtokoAAou IPv6 xwpic erukedpalideg enéktaong.

H 6oun tng emkedaAidag tou IPv6 Sivetal otnv glkdva 5. 2to IPv6 umdpyouv Suo ibn kedpaAidwv. H
main/regular IPv6 kaL n IPv6 extension header. Mapakdtw avalvovtal ta nedia tng emukedpaiidog
TOU MPpWTokKOAAoU IPV6.

e Version
Avadépetal otnv £k6oohn Tou MPWTokOAAoU IP kat amoteleitat and 4 bits.

e  Priority N Traffic Class

Elvat mapopolo pe to Type of Services tou mpwtokdAAou IPv4. Opilel to eidog tng unnpeoiag mou
OVAKEL 0TO HOVTEAO SLadOPETIKWV UTINPECLWV TIOU TIPEMEL va §00el oTo makéTo. Amoteleital anod 8-
bit koL mpoadlopilel TNV emBUUNT MTPOTEPALOTNTA TAPASOONG TWV TTOKETWV. Eixe oploTEl yla mpwtn
dopad oav nedio Priority. Katomiv to évopa aAldytnke os Class kal mpoodato xapaktnpiletal ocav
Traffic class.

e Flow Label

XpNOLUOMOLE(TAL ylot VO avayvwpLotouV Ta aketa g (dlag pong. Evag kKOpPog pmopsl va €xel
TEPLOCOTEPEC Ao Pl po£g makEéTwy. AntoteAeital amno 20-bit. Xpnolpomnoleital amo pia nyn yla va
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ETLONUAVEL TA TIAKETA TTIOU OVKOUV oTNnV i6la pon Kal {NTa 181K\ HeTaxElpLon amo to dpopoloyntn
IPv6.

e  Payload length

Elval évac aplbuog (16 bits) mou dnAwvel To PNRKOC TOU TOKETOU Twv dedouévwy, dnAadn Ttou
TIOKETOU PETA TO TEAOG TWV emikedaAibwv (payload) oe bytes. Nepthappavel kat to péyeboc twv IPv6
header extensions eGv untdpyouv.

e Next header

AmoteAeital amno 8 bits kol avadEpeL Mo MPWTOKOANO Xpnolpomnoleital otnv enkedpaiido petd to
IPV6 TtOKETO. EKTOG oo TO val avadEPETAL O KATIOLO AVWTEPOU EMUMESOU MPWTOKOAAO Onwg Ta TCP
kot UDP, pnopel va avadépet tnv unapén IPv6 extension headers.

e  Hop limit

Elvat évag aképatog twv 8-bits o onoiog kaBe popd mou Evag KOUBOG MpowOel TO MOKETO, LELWVEL TO
péEyeBog Tou katd éva. Otav auto undeviotel to maketo dlaypadetat and to diktuo.

e Source address
Elval n IPv6 &lebBuvon tou KOUPOU ou SnuLoUpynoe To MAKETO Kat elval éva medio Twy 128-bits.

e Destination address

Elvat n IPv6 &levBuvon tou KOpPBou 1 Twv KOUPWV TIOU TIPOKELTAL VA TIUPOAABOUV TO TAKETO.
Mropel va gival StevBuvon Tumou unicast, multicast i anycast. EQv 0To MAKETO UTIAPYXEL KAl routing
extension mou opilel To POVOMATL MOU TPEMEL va 0KOAOUBNOeEL To TAKETO, TOTe n SlevBuvon
TipoopLlopol prnopel va elval évag amno toug evdlapecous KOUBoUG avti autng mou avadpEpeTal oTto
niedlo StevBuvon mapainmen (128-bits).

210 MPWTOKOANO IPV6 oL emikedpalideg sival opyavwuéveg o AEEelg Twv 64 bits Kal To cUVOALKO
péyeBog Twv emikedaiidwv eival 40 bytes. EmumAéov, oto IPv6 umopolv va UTTAPYOUV TIPOALPETIKA
eTuKeDOALdeG emékTaong mou Bo mpénel va epdavilovtal He CUYKEKPLUEVN oOepd. H kabe
erukepaAida avadépel mola eival n emodpevn emikedaiida mou akolouBel | av eival n tedeutaia.
(20]

Ewkova 6: Aopr TPpwTokOAAov IPv6 pe erukepalideg eméktaong.
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Ewkova 7: OL emukepalideg emékraong.

e Hop-by-Hop Options Header

Autn n erukedpaAida akolouBel mavta v entkepaiiba tou IPv6 makétou. Meplhappavel dedopéva
Ta onola Ba mpémnel va enefepyaotel KABe KOUPOG OTOV OO0 GTAVEL TO MAKETO.

e Destination Options Header

Mepléxel mAnpodopieg mou Ba mpémel va eAeyxBouv amd Tov MPWTO MAPAAATITN TOU avadEpETaL
otn SLevBuvan npoopLopol Kal oTig SleuBuvaoelg mou meplhapBavovtal oto Routing Header.

e Routing Header

Avadépovtal ol Stadopol kOpPoL mou Ba emiokedTel TO MOKETO KATA Tn Stadpopr) amod Tov
anootoAéa otov mapalnmn. O kaBe kOUPBoc mou mapalopPAavel To TTAKETO eAEYXEL TTOLOG €lval o
EMOUEVOC MAPAANTITNG 0TN AloTa Kat tpowBel To mMakéTo ¢’ auTov.

e Fragment Header

Xpnotuormoleital and tov KOUPO amooTOAEéd TIPOKELPEVOU VA UETASWOEL TAKETA He UEYeOOC
MEYOAUTEPO ATO TO HEYLOTO ETUTPENMOUEVO HEyeBog Takétou (Path MTU) oto povomatL amd tov
OMOCTOAEQ OTOV TTAPAANTITN.

e Authentication Header

Xpnotuormoleital mpokelpévou va efaodaliotel otL to Sebopéva Sev _£youv aMhaytel KoTd TN

LETAS00N TOU TAKETOU OTO HOVOMATL ano ToV AnooToAéa otov mapaAnmin. H pébodog mou
XPNOLUOTIOLELTOL YLl UTO €ival éva KpuTitoypadnpévo checksum KAmowwv aro tig emkedaAldeg Tou
IPV6 kat twv 6ebopévwy (payload).

e Encapsulating Security Payload Header

Mpokeltol yla TNV Tedeutaia emikedaiibo mou umopel va UTApEeL oTn OElpd TwV eTkedoAidwv
gnéktoong mou Sev £xel kwdikomolnBel (av éxel emideyel and tov KOUBo amootoAéa n KwdKomoinon
Twv S6ebopévwy Tou petadidel). Xpnolpomoleital mpokelpévou va Seifel OTL OAGKANPO TO TTAKETO
£xel KwdikomolnOel kaL Tapéxel mAnpodopia yla tov KOpBo mopoAnmtn yia tn Stadkaocia
amnokpumrtoypadnonc.

e Destination Options Header

Avtlotolxel oto medio IP Options tou IPv4. O kopPog mapoAnmtn enefepydletal autiv tnv
erukedoAida adol mapardpel to makéro. MNpog to mapdv de xpnolpornoleital kabolov autd To
nieSio Kol mAWE CUMANpWVETaL e bits (padding).
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'OAgg oL emuikedpalideg oto IPv6 £xouv 1o 810 pEye0og ko TnVv idta popdonoinon. H dtadopa toug
Bpioketal oto medio mou adopd Tnv emouevn emikedpaAida. H oelpd pe tv omoia pmopouv va

gudavilovral ot emikepaAideg eival avotnpd kabBoplopvn. [21]

Ytov mivaka 2 Sivovtal ot Bactkeg SLopopE HeTaEY TwV MPWTOKOA WV IPv4 kot IPv6. [22]

IPv4 IPv6

Xwpog 32 bits 128 bits

YriootnpEn IPsec | MpoatpeTikn Amaltouuevn

Options Jtnv erukedalida Ermukedalida Enéktaong

CheckSum Nat OxL

Katakeppatiopog | Mvetal anod tnv anootoAn unmodoxng | Mvetal pévo amod tnv anoctoAn
KOlL TOUG SPOLLOAOYNTEC untodoxng

Broadcast Nat OxL

MéyeBog makétov | 576 bytes 1280 bytes

DNS Xpnon &tevBuvong (A) Xprion 6tevBuvong (AAAA)

IGMP Alaxelpiletal Ta TOTUKA PEAN TNG Avtikataotabnke pe to MLD
ouadoc

ARP XpnoLuomnoleital yLa tnv petadoon ‘Exel avtikotaotabel pe Ta pnvopata
mAatciwv piag link-layer StebBuvong | multicast Neighbor Solicitation

PTR XpnoLyormoleital yia tnv gyypadn Xpnotuomoleital yia tnv eyypaodn
OpwV Kal SlteuBUvoewv oto IN- nopwv Kal SlteuBuvoewv oto IPv6-
ADDR.ARPA DNS ADDR.ARPA DNS

ICMP Xpnotuornoleital Agv Ypnotuornoleital

Awapopdwon IP Xelpokivntn n pe DHCP Autoconfiguration

Noakétra poig QoS | Aev evromilovral Ta xepiletatl

Nivakaog 2: Atadopég petay IPv4 kat IPv6.

2.3.2 TexvoAoyia MPLS (Multi-Protocol Label Switching)

H avtuetwrnion tTwv mpoPAnUAtwy aflomiotiag Kal MoLoTNTAC UTINPESLaC Tou mapadootakou [P
olyoupa Sev umopel va yivel Pe TV elooywyn pag véag texvoloylag mou Ba To avTlKaTtooTAoEL Kol
6e Ba AdBel umoyn TNV UTIAPYOUCO EYKATECTNUEVN BACH TWV UTNPECLWVY KOl £POPUOYWY TIOU
Xpnollomnolouvtal eUPEWG.. Katl autd S1otL onoladnnote véa texvoloyia mou Ba avamtuyxBel kat n
omola dev Ba umootnpilel ta udlotapeva IP mMPpwTokoAAa Kal epoppoyEg, dev Ba pmopgoel
mubavotata va yivel amodektn and tnv ayopd. H texvoloyia MPLS €xel amodUyel auto Tov oKOTEAO
KoL KOTohEPVEL va OVANTUGOETOL SLATNPWVTOG THV OCUMBATOTNTA, TN CUVEpPyacia Kat Thv
unootipLin OAWV TWV YyVWoTWV MPWTOKOAAwWvV. Me tnv umnpecioac MPLS VPN emtuyxavetal n
Sloolvbdeon 800 1 TEPLOCOTEPWY ETUXELPNUATIKWV KEVTPWV €vog TeAdtn ocuvdualoviag tnv
petadopa Sedopévwy, dwvng, video kat multimedia mévw and pia evomownuévn mAotdopua
Baolopévn otnv IP texvohoyla. To Multiprotocol Label Switching (MPLS) givat éva mpwtokoAAo ou
SnuloupynBnke amd tnv IETF. Juvbuddlel tnv petaywyn pe etikéta (label) kot thv mapadooiakn
Spopoddynon tou IP, pe otdxo va auvénost tnv euehiflo kal tnv anoddoon tou mpwTtokoAAou IP, Kot
TouToXpOvVa vVa SWoel TNV duvatoTnTa yLo. TNV TIOPOoXH VEWV UTINPECLWV oto Internet. ‘Etol, evw TO
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MPLS ocuvepyaletal Ue ta UPLOTAUEVO TIPWTOKOAAQ, ETUTPETEL TNV METAYWYN HUE KUKAWUA OTO
Internet.

H petaywyn pe etikéta (label) emituyydvetal tomoBetwvtag otnv apxn KaBe mMakETou, KATA TV
€l0080 Tou oto Siktuo MPLS, pila etikéta. H amodaon ywa 1o nwg Ba SpopoloynBel To mMakéto
g€aptdTal HOVO Ao aUTH TNV ETIKETA KoL OxL armd tnv SlevBuvon IP. H €TIKETO AMOMAKPUVETOL KOTA
v €060 tou makétou amd to Siktuo MPLS. OL SpopoAoyntéG oL omoiol XpnoLUOTOoLoUV TnV
petaywyn e etikéta (label) ovoualovrtal Label Switching popoAoynteg (LSRs).

OL OUOKEUEG OL OMOLEG CUMMETEXOUV OTOUC MNXOVIOHOUG TOU TPWTOKOAAOU MPLS pmopolv va
taflvounBolv oe akpaioug Spopohoyntég etikétog Label Edge Routers (LERs) kot SpopoAoyntég
MeTaywyng eTikétag Label Switching Routers (LSRs).

To MPLS ekté¢ amo toug Opopoloyntég etkétag (LSRs), amattel tn Xprion Kot Akpaiwv
Apopoloyntwv Etikétag Label Edge Routers (LERs). O LER eivat évag SpopoAoyntic o omoiog
Aettoupyel oto Gkpo petafy Tou Slktvou mpdoPaocng kot tou MPLS Siktuou. Ymootnpilouv
oA amnAég BUpeg ouvbebepéveg oe Sladopetikad Siktua (6mwg Frame Relay kat Ethernet) kau
npowBel tnv KukAodopia mavw oto MPLS SiKTtuo, XpnOLLOTOLWVTAG TPWTOKOAAO onuatodooiag
ETIKETAG KOTA TNV €l0ob0 Kal Katavépovtag tnv KukAodopia miow ota diktua mpooBacng otnv
£€€060. O akpaiog dpopoloyntr¢ etikeétag (LER) Stadpapatilel onpavtikd polo otnv avabeon kat
adalpeon Twv €TKETWY, KATA TNV £ldodo N £€060 TNG KukAodopiag amno éva MPLS Siktuo.

H tomoBétnon tng emkedaAidag MPLS avdapeoca oto ekdotote eminedo ocuvdeong (m.x. PPP,
ethernet) kat oto eninedo Siktvou otu Stadiktuou (IP) dalvetal otnv MAPAKATW ELKOVA.

Ewkova 8: Emikedalida MPLS.

To mpwtokoMo MPLS ektelel yevikd TIG akolouBeg Aesttoupyieg. KaBopilel toug amapaitntoug
UNXovilopoug yla th Sloxelplon tng pong Kukhodopiag twv Slddopwv otolxeiwv evog Siktvou,
Tiopapével ave€dptnto amnd ta mpwtokoMa tou 2 kat 3% erunéSou tou 0S| (6w daivetal Kal
OTNV MAPATAVW ELKOVA) KoL TIAPEXEL TOL HECA Yla TNV avilotoixnon twv SleuBlvoswy IP g amlég
koBoplopévou pnkoug etiketeg (labels) mou xpnowwomotoUvtal amd SladopeTikéG TEXVOAOYieC
npowdnong Kal PeTaywyng makeétwy (packet-forwarding & packet-switching). Tuvepydletal pe ta
UTIap)XoVTa TPWTOKOAAA SpooAdynaong Kat umootnpilel ta mpwtokoAAa emunédouv 2. H vuhomoinon
Twv MPLS VPNs orpepa yivetal pe th cuvepyaoia 0o mpwtokoAwy, tou MPLS kat tou BGP (Border
Gateway Protocol), 6mou to MPLS xpnotpormnoleital yia tv mpowdnon Twv MakETwv oto SikTtuo Kol
T0 BGP yia tn Stavopr twv SLadpopwy (Kot ETTEKTOON TWV ETLKETWVY).

levikd, ylo vo yivel outd edlkto amattolvtal n eAeyxouevn Siavopun twv TAnpodopLwv
Spopordynong (Constrained Distribution), moAarmAol mivakeg mpowBnong, véol tumol dteuBUvoewv
KOlL OL unxaviopol mpowBnong tou MPLS.

EAceyxopevn Stavopun twv nAnpodopwv poptoAoynong
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Me £Aeyxo tOou TPOMOU Slavoung twv mAnpodoplwv SpoupoAoynong (mivakeg SpopoAdynong),
€AEYXOUUE OUOLACTIKA TNV por Twv 6edopévwyv oto Siktuo. H mAnpodopia Siadidetal and tov
Akpaio Apopohoyntry tou Mehatn “Customer Edge device”(CE) otov Akpaio ApopoAoyntr tou
AwktOou Tou Mapdyou “Provider Edge device” (PE), e tov omoio sival cuvoedepévoc. ITn CUVEXELQ,
ano tov elogpyouevo PE Spopoloynth, n mAnpodopia avadiavéuetal oto BGP tou mapdyou Kal n
mAnpodopia Spopoldynong SlavépeTal avapeosa oTtoug uTtoAououg PE Spopodoynteg Tou Siktlou.
Jtoug e€epyouevoug PE Spopoloyntég n mAnpodopia dpopoAoynong slwoayetal and to BGP tou
mapoyou Kal n mAnpodopia SpopoAroynong anoctéAetal ano tov PE Spopoioynth e€66ou otov CE
Spopoloyntn.

H eAeyxouevn &lavoury twv mAnpodoplwv OpopoAdynong yivetaL pe Xpnon Ttng TEXVIKNG
dtpapiopatog pe Baon tnv Wdtnta “Community” tou BGP. O PE &popoloyntng €lodyel pia
KOTAANAN T oto medio Community, mpiv e€ayel Ti¢ MAnpodopileg Spoporoynong oto BGP. O PE
Spopoioyntrg €€660u, XPNOLUOTMOLWVTOC TNV T Tou BGP Community, eAéyxel tTnv Slavoun tTwv
mAnpodoplwv dpopoldynong otov CE Spopoloynth. H Asttoupyla autr) eAEyXETAL ATIOKAELOTIKA ATTO
TOV TIAPOXO Kol 0 TMeAATNG dev xpelaletal va yvwpllel KATL, N va eUMAAKEL PE KATOLA OXETLKNA
EVEPYELQL

NoAAamAoi nivakeg tpowOnong

Emeldn évag PE dpopoloyntrg eAéyxel ouvnBwe moAAd Stadopetikd VPNS, n Slatripnon evog Kowou
niivaka S6popoAOYyNonG yla OAd Ta €LKOVIKA SIKTUA OTMOTPEMEL TOV SLOXWPLOUO TNG TAnpodopiag
SpopoAdynong, e amotédeopa va ival mbavi n mpowbnon makeTwy PeTaly dtadopetikwy VPNs.

H avIlUeTWmon Tou MOpOnmAvw MPOoRAHATOC yivetal pe TNV UmootnPLEn TOAAAMAWV TIVAKWY
Spopoldynong os kaBe PE Spopoloyntr. Anhadn, untdpyel €vag mivakag SpopoAoynong yla Kabe
€va VPN,

O unxavicpoi tpowBnong tov MPLS-VPN

To k0BopLoTikd TAcovEKTNUA Tou MPLS, otnv MpPoKelpévn mepimtwon, elval o Slaxwplopog g
nmAnpodoplag mpowbnong (etkéta) amd tnv emikedoiida — header (IP SiebBuvon) tou IP makétou
mou ebapuolel.

Ma tnv vnootnplen twv IP-VPNs SleuBlvoswv and to MPLS xpnotwudomnoleital n texvikn tou label
stack, &nAadr kaBe makéto dEpel SUO eTIKETEG. H eTikéTa TTou Bploketal otnv Kopudh TNS otoifag
(6eUtepo enimebo) cuoyetiletal pe toug PE Spopoloynteg eloddou/e€660u Kal UAoOTOLEL £TOL TOV
punxaviopd mpowbnong amod évav PE Spopoloynth elcdbou oe évav PE Spopoloyntr £€66ou. H
ETIKETA TOU TIPWTOU €TUMESOU eAéyXeL TV mpowBnon otov PE Spopoloyntr €€660u. OL €TIKETEG
outol Tou emUTESou SlavEpovTal AmoKAELOTIKA Péow Tou BGP pall pe tig IP-VPN SieuBivoslc.

Otav pia IP-VPN 8ievBuvon (6nAadn pa dievBuvon meddtn) Slavépetal péow Tou BGP, petadépet
w¢ T tv 8ievBuvon tou PE popoloynth mou tnv Snuovpynoe (kat oxtL thv SievBuvon tou CE
Spopohoyntn). Aut n 6tevBuvon tou PE Spopoloynth elvol mpodavwg pia cuvnBOiopévn |IP
S6levBbuvon Ttou OSlktlou TOU TOPOXOU Kol Spopoloyeitol cUpdwva pe kamowa Siadikooia
Spopoidynong. [23].
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2.3.3 Layer 2 Tunneling Protocol (L2TP)

To L2TP moapéxel ocuumieon Boolouévn OTo AOYLOULKO N OTOl0 CUMTMUKVWVEL Tl TOKETA TWV
Xpnotwv. Emiong, €vag WKPOG aplBudg TeEXVIKwV cupmieong €xel mpootebel oto eminedo tng
kpurttoypadnonc. To L2TP xpnowuomolel SUo ocuvaptioelg: tnv client-like line server n omnoia
avadépetal wg LAC (L2TP Access Concentrator) kal sival évag L2TP cuykevipwtng mpoofacng Kal
Tov server-side network server o omnoiog kaAsitat LNS (L2TP Network Server). Otav £€va PC kavel PPP
ouvdeon otov ISP, pla LAC cuvaptnon apxlkormolel To tunnel, mpooBétel diadopoug headers oto
PPP payload kat eykaBi6pUet to tunnel otnv LNS TEPUATLK GUOKEUN — QUTH N CUCKEUN WIOPEL va
glval router, server ; cuokeun npocPaong. Adou €xel eykaBLSpuBei To tunnel, eykabiotatal vag
MNXOWVLOUOG TILoTOTIolnoNG TOU XPHoTN YLO val TILOTOMOLELTAL N TAUTOTNTA TwV Xpnotwv. Emniong, to
L2TP xpnotuomolet control pnvupata yia thv BeAtiotonoinon tou tunnel.

To L2TP sival éva mpwtdkolo 2°° eninedouv oxedlaopévo yia to encapsulation oto eninedo auto.
Entopévwg, To IPSec, to omoio givatl éva mpwtokoAAo 3°Y erunédou, unopsi va xpnotponownBei padi
ME to L2TP yia neplocotepn achaAeLa (TN MpayUatikotnTa auto cuvictatal). [24]
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KEDAAAIO 3: APXITEKTONIKEZ KAl YAONOIHZH VPNs

OL apxltektovikeG tTwv VPNs pmopoUlv va opLotoUv o cuvaptnon e tn xpron tou VPN, tnv
OPXLTEKTOVLKN TOU KOL TLC TEXVOAOYLEG 1 TA TIPWTOKOAA TIOU XPNOLUOTIOLOUVTAL YLa TNV UAOTOLNoNG
TLC AOYLKN G oUVEEDONG TOUG.

Y10 KedDAAaLo auTO Ba aVOAUCOUUE TIG aPXLTEKTOVIKEG TwV VPNs kol Ba gppabivoupe oto tpomo
vAomoinon¢ Touc.

3.1 Katnyopotlonoinon VPNs pe Baon th Xprion Toug

Ta LOLWTIKA €lKoVIKA SlKkTua amo MAEUPAG Xpriong Uropouv va SlakplBolv oe remote access Kal O€
site to site VPN.

Zta remote access VPN 800 amod TIG Tio Koweg apxltektovikég VPN eival to Layer 2 Tunneling
Protocol (L2TP) kot to IPSec.

To L2TP eivat éva rpotumo IETF (RFC 2661) yia tn petadopd PPP frames mavw amod IP/UDP.

To IPSec (IP Security) amoteAel €va OUVOAO TPWTOKOAWVY QVETTUYHEVWY amd To Internet
Engineering Task Force (IETF) pe otoxo tnv achaln petadoon kot avtadlayn Sedopévwv (packets)
HéEow Tou otpwuatog IP. To IPsec amoteAel £va amnod toug 1o dtadeSopévouc TPOToUG UAOTIOINONG
VPNs kat Ba e€etaotel pe AeMTOUEPLO OTN CUVEXELQL.

Jta site to site VPN oL texvohoyieg mou xpnoidomololvtal eivalt ouviBwg Frame Relay,
Asynchronous Transfer Moded (ATM), Generic Routing Encapsulation (GRE) kat Multi-Protocol Label
Switching (MPLS). To Koo yvwplopa oUTWV Twv peBodwv eival 6Tl pmopolv va TpoodEpouv
kamoLo €idog eyyunong mowdtnta unnpeoiog (Quality of Service, QoS). To MPLS amotelel éva amo
Tou¢ 1o Sladedopévoug Tpomoug uAomoinong VPNs kat Ba e€etaotel pe AemtopépLa oTn CUVEXE La.

3.2 Awakpion VPN pe BAon tn apXLTEKTOVLKA TOUG
Mua Siadopetikr) Stakplon twv Virtual Private Network w¢ mpog Tnv opXLTEKTOVLKI TOUG €ival n
e€ne:
e Ta VPN mou unootnpiovtatl amnd tov mapoxea SIKTUaKwY uttnpeotwv (NSP)
e Ta VPN rou Baoifovtal oto firewall
e Ta VPN nou Baoilovtal oto black-box
e Ta VPN rou Baoilovtal oto dpopoloyntr (router)
e Ta VPN mou Baoilovtol oTnv amopakpuopévn cuvdeon
e Ta VPN twv application aware
e Ta VPN nou Baoilovtal oTo AOYLOMUIKO
e Ta VPN multiservice application kat ta tunnel switching
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3.2.1 Ta VPN nov unootnpilovtat anod tov napoxca diktvakwyv unnpeowwv (Network
Service Providers - NSP)

Ta elkOVIKA WOLWTLKA SikTua TTou UTIOOoTNPEL{OVTAL QIO TOV TOPOXEA amoTteAoUV pia amd T TLo

Srodedopéveg popdéc VPN otn onueplvr) €moxr Kol €lvol OPKETEG OL EMLXELPAOELG TIOU TNV

akoAouBouv atnv npoomabela Toug Vo EKPETAAEUTOUV TIG duvatotnteg Twv VPN evw toutoxpova
gival ouvdebepéveg pe to Aladiktuo. TUUPWVA UE TN OUYKEKPLUEVN OPXLTEKTOVIK O TLOLPOXEQS
Slktuakwv umnpectwv ouvnBwg (NSP) avahappavel va sykatactioel Kanowa cuokeu VPN yla
Aoyaplaopo NG emixeipnong meAdtn n omoia Ba dnuloupyel ta tunnels kaBe ¢opda mou Ba
amatteitol Kamola €lkovikr) ouvdeon. Ta mokéta mAnpodopiag Oa kKpumntoypadolvtal and tn
OUGKEUN aUTH, Onw¢ miong kot Ba anokpuntoypadel Ta anooteAAOpeVa TTOKETO SeSOUEVWY TIPOC
tov umoloylotry Host tng emyeipnong. ZuvnBwg, tomoBeteital KAMolo ToiXog TupaodAAELg
(firewall) akplBw¢ pmpootd amd tn ouokeurl VPN pe otdxo tn peyoAUtepn Tpootacia Twv
METASLOOUEVWY TIANPOdOPLWV.

Ocov adopd otnv cuvdeopoloyia, amd tn Ma pepld tou firewall cuvdéetal o €owWTEPLKOG
SpopoAoyntr¢ Tou TOTUKOU OIKTUOU NG eTuxelpnong, evw amd tnv AMn pepld tou firewall,
ouVOEeTaL £vag eEWTEPLKOG SporoAoynTrg, O OMolog e TN OELPA TOU OUVOEETAL LE TOV TTAPOX A
SLaSIKTUOKWY UTINPEOLWV. OL opyaviopol oy eTUAEYOUV [LO OPXLTEKTOVLKH eVOC ELkovikoU 18lwTikoU
AwKTUOU TO OTmoio uTtooTNPLlETAL ATIO TOV TTAPOXEX SLKTUOKWY UTINPECLWY, EVELAPEPOVTOL KUPLWG yLa
v Sie€aywyn thAe-ouvdlackéPewv (teleconferencing ) 1 akopn Bélouv va enwdeAnBolv ano Tig
Suvatotnteg tng IP tnAsdwviag, SnAadr tou TNAsdwvou pécw Aladiktuou.

KUpLo LELOVEKTNHA TNG OPXLTEKTOVLIKAG QUTHG £Vl N MEPLOPLOUEVN Suvatdtnta avafaduiong tou
ELKOVIKOU 151wTkoU AKTUOU LLE MEPLOCOTEPES UTtNPEoieg. Kabe popd mou pia emiyeipnon-meAdtng
inta avaPaduion tou VPN tng ot NSPs moapotL sival peydAol opyaviopol kol umootnpilouv
Toutoxpova M TMAnBwpa amd VPN ouvdéoelg, SuokoAelovtal ot peydAo  Pabuod
Tipaypatonoljoouv avapabuion Adyw Tou peydiou TARBOUC ouVOECEWVY KOl Twv Slad OpETIKWY
OMALTACEWY TOU TEAATN. TNV MOPOKATW €lKOVA omelkoviletal Pl apyttektoviky VPN n omola
umootnpiletal and Tov mapoyEa SIKTUaKWVY UTiNpeowwy ISP (Internet Service Provider) n omnola Sivel
v npoécBaon oto Stadiktuo. [25]

Jetwork
-t INTERNET
o=y lses f_‘;‘
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4
Router S| &£
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—

Ewkova 9: Apxttektovikr) VPN mou untootnpiletal and tov napoxEa SLKTUOKWVY UTtnpeotwv ISP.
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3.2.2 VPNs nov Baoilovtal oto teiyog npootaciag (firewall)

Ta tedeutaio xpovia oxedOv OAEG OL ETIUXELPNOELG, LEYAAEG KOL ULKPEG, TIPOOTATEVOUV Ta SIKTUA TOUG
ME TN Xprion kamolou teixoug mpootaciag (firewall). H apyltektovikn tou ElkovikoU I61wTikoL
AwktOou mou Baoiletal oto firewall amoteAel o amd Tg mo Siadedopéveg. Amapaitnin
npoUnoBeon yia tn dnuloupyia evog VPN UE TNV apXLTEKTOVIKA oUTr, €lvol n umootipn tou
anapaitntouv Aoylopikou Kpumtoypadnong amo to idto to firewall. Tig meploootepeg dopeg ol
i6lol oL kataokevaotég Twv firewalls mpoodépouv xwpic emumAéov kdotog, pall Pe TO POIOV Kal
eUMAéoV €va AOYLOpLKO KpuTttoypadnonc. Ymapxet BEBata n Suvatotnta Hio €mixeipnon va
ETUALEEL €K TWV UOTEPWV Eexwplotd €va SladopeTikd AOYLOULKO, TO omoio Ba €xel SuvatdtnTeg
Kpumtoypddnong Kat Ba KAAUTITEL TLG OTTALTAOELG TNG.

Yrnidpyouv Siktua ta omoia Bacilovtal oe dladopetikeég texvoloyieg onwg oe UNIX i Siktua pe
Stadopetikn tomoloyia, SnAadn n popdn TG ouvdeong peTafl Twv KOUPBwY Tou SIKTUOU Eeival
Stadopetikn. Eva Baotkd xapaktnplotiko twvy firewalls ival n cupfatétnta toug pe TG Stadopeg
OPXLTEKTOVLKEG SLkTUOU. MapotL n dtadoon twv firewalls eival peydAn Kat n amoTEAECUATIKOTNTO WG
TPOG TNV AohAAELA VOGS SIKTUOU elval PeyaAn, Sev Ba mpémel va Bewpolvtal amoéAuta achalei.
Eva TpOPANUATIKO KOl ETUPPEMEC AELTOUPYLIKO ouotnua ot hackers tautoxpova kablotd
npoBANpatiko kat to firewall.

MoAAa firewalls ektd¢ amod to telyo¢ mpootaciag, mapéxouv umootnplén Elkovikou |8lwTikol
Awctuou. Aaxelpilovral pe autov tov Tpomo oAOkAnpn thv KukAodopia twv IP Makétwv Kat
EMTPEMOUV | amoppintouv Tnv npocPaon dedopévwv mpog to Siktuo avaloya pe ta Gidtpa
npootacioag mou umnootnpilouv. Ta peyala Siktua yapaktnpilovtat amd uPnAl Kivnon
nAnpodopiag kat amattovv cuxvn avoapadbuion yia to Adyo autd xpnotuomnolovv ta firewalls mou
unootnpifouv to pnxaviopo tunneling, svw ta pikpotepa diktua (1-2 Mbps WANS) xpnotLpomnotouv
Vv unoothplén Tdéoo Tou tunneling, 600 KAl TOU pNXavLoUoU KpuTttoypadnong kabwe dev umapyet
vdnAn kivnon mAnpodopiag kat dev analtovv cuxvh avoPaduion. H mapakdtw ekova amelkovilet
pLa apxitektovikn VPN n omola Baciletal o éva firewall. [26]

UNIX
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Firewall/VPN

Internal Router

Ewkova 10: Apytektovikr VPN mou Baciletou o€ firewall.
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3.2.3 VPNs nou Baoilovtal oto black-box

To black-box eivat pio cuokeury Siktou, n omoia SLaBEtel Eva AOYLOUIKO KpuTttoypddnong Kot
Baolkn Aswtoupyia TG givan va dnuioupynoet tunnels glkovikoU Siktvou. Autr) n popdrn VPN
xpnowdorolel po ouokevn black-box n omoia sival cuvdedepévn oto Siktuo Kal pmopesl va
Slaxelplotel eite amd kamolo emitpanello umoloyloty — client 6eSopévou tou avtiotolyou
AoylopikoU umootnpléng eite amd kamolo browser o omoiog pmopel va dlaxelpiletat ta black-box
MECW TOU SLKTUOU.

‘Eva Baolkd XapaKTNPLOTIKO TNG APXLTEKTOVIKAG TwV black-box cuokevwv, gival 6tL mapouoid{ouv
cuppatotnta pe OAa ta npwtokoAAa tunneling. Ao tnv AAAN MASUPA, Ol CUOKEUEC QUTEC Sev
napéxouv aodalela ota SiKTua, PE OTMOTEAECUA OL ETLXELPNOELG VA TIPETEL VO EYKATACTGOUV
Kamolo §exwpLoto teixog achdAelag. Ta tedeutaia xpovia dpxloav va SlatiBevtal otnv ayopd Kot
ocuokeUEg black-box mou evowpdtwvav Kat g Suvatdtnteg evog firewall.

FeVIKA, UTIAPYOUV APKETEG OPXLTEKTOVIKEG VPN TTOU €lvoil TTOPOUOLES LE TOV TPOTIO AELTOUPYLOC HLAG
ouokeung black-box, yU autd ovopdalovtal apyttektovikég tumouv Hardware. Oco adopd otnv
A€LTOUPYLO TOUG, OL CUCKEUEG €LKOVIKOU SLKTUOU elval MepLdEPELOKEG CUOKEUEC OL oTtoleg ouvnBwg
Aettoupyolv w¢ yvédupeg (Bridges) mou avaAaupdvouv tnv Kpumtoypddpnon. TomoBetolvral
UEeTafy TwV SpopoAoyntwy Tou SIKTUOU. ITNV MAPAKATW ELKOVA ATELKOVIZETAL LLa APXLTEKTOVIKA N

omnola Baoiletal oe cuokeun black-box. [26]

I
s

Ewkova 11: Apyttektovikr VPN mou Baciletou oto black-box.

VPN Device

3.2.4 VPNs nou Baoifovtat oto dpopoloyntn (Router)

Baouwkn Asttoupyia Tou Spopoloynth o pia apyLtektovikn ElkovikoU 18twtikol Awktuou eival va
eAéyxel kAOes makéto mAnpodopiag mou Spopoloyeital €vtog TOu SIKTUOU KOOWG Kol va
UNooTNPLIEL TOV UNXOVLOHO TNG KPUTTTOYPAdNOoNG TOU KAOE MAKETOU SES50LEVWV.

H vAomoinon eikovikwy Siktuwv Tou Pacifovtal oto Spopoloynth (router), umopet va yivel pe dvo
tpoénoug. O mpwtog TPoOmoc adopd OTNV EVOWHATWON KATAAANAou AoylopkoU otov 1én
unapxovta Spopoloynth tou Siktou, o omoiog avahapBAavel va KpumtoypddnaosL Ta TIOKETA TIOU
oavtahdooovtal. O 8e0TEPOG TPOMOG UAOTIOINONG EVOG VPN LECW TNG APXLTEKTOVLKAG router sival n
EVOWUATWONG HLag EWTEPLKAG KApTACG HE Stddopa KUKAwpATA (circuits) EVTO¢ ThG GUGKEURG TOU
router. H s€wteptkn auth kapta nepthapBavel pia kevipikn povada eneepyaciag (CPU) kal okomog
™¢ eivat va avaldBet tn Stadikaoia tng Kpurttoypddnong.
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‘Oco neplogdtepol xprioteg ouvbéovtal oto Ewkovikd AlKTUO, TOOO PEYAAUTEPN TPEMEL VO €lval N
EMELEPYAOTLIKN LOXUC TOU SpOUOAOYNTH. ITIG TIEPLUTTWOELG OLUTEC XPNOLUOTOLELTAL N EVOWUATWAON TNG
€€WTEPLKAG KAPTAC TTAVW OTO router n omoio SlaBEtel peydAn enefepyaotikn LoxUC. BEBala eav pa
gnmuxeipnon n omoia BEAeL va SNULOUPYNOEL TO ELKOVIKO LOLWTLIKO TNG SiKTUO, XPNOLUOTOLEL 6N
KAToLo router TOte CUUDEPEL VA AYOPAOTEL TO KATAANAO emunmpooBeto Aoyloplko kabwg diatnpel
KOTA aUTOV TOV TPOTIO XOUNAO To KOoTog avaBaduiong. H avaBaduion tou Spopoioyntn Sev umopetl
va gyyunBel tnv opaAn Aettoupyia Tou £lKoViKOU SIKTUOU KaBw¢ oto HEANOV pmopel va epdaviotel
KATTOLOL ETLITAOKH KQATA TN AELTOUPYLO TOU router Kal To AOYLOULKO Kpumtoypddnong amo Hovo Tou
6ev Ba pmopéoel va amotpéPel pa mbavy katdppeuon tou Ewovikol 18wwtikol Alktiou. Itnv
TIOPOKATW ELKOVA ATIELKOVIIETAL Hia apXLTEKTOVLKI VOGS vpn, Baciopévn otov Spopoioyntn (router).
[25]

e VPN Secure Tunnels
PPTP/IPSec/L2TP,

Ewkova 12: Apytektovikn) VPN mou Baciletat otov SpopoAoynti.

3.2.5 VPNs nou Baocilovtal otnv anopakpuopévn ouvéeon (Remote Access)

Ta VPN autou tou tumou enekteivouv éva Siktuo kal Sivouv tn duvatdtnta oToug XPHOTEG va
ocuvbéovtal oto Siktuo autd péow Tou VPN amod omolodnmote onpelo. Xpnolgomolouvtal amno
eTalpleg, wote va Slvouv duvatdtnta otoug epyaldpevoug va ouvdeBolv ota intranets Kal
extranets TWV CUVEPYATWV TOUG OTOTE Kal amo Omou autol BéAouv. H mpooPaon oe autol tou
el6oug ta VPNs eival oxetikd s0KoAn, kabBwg Prmopel va yivel yla mapAdelypa HEow HULOG YPAUUAG
ISDN f; ADSL. Inuavtikd eival To yeyovog OtL o avaykaiog e€omAlopnog vAomoinong tou VPN Sev
amattel peyain damavn. To i6to onupavtikn elval n eukoAia avantuéng tou Siktvou Kat n ocuvdeon
VEWV XPNOTWV.

Katd tnv uhomoinon evog VPN onuaocia £xel amd molov Eekvael n ladlkacio Tou TouveA Kal Tng
Kpurmtoypddnong: ano tov mehdtn (client) 4 anod tov eunnpetnth (server) mpdoPaong (Network
Access Server — NAS). Ytnv mepimtwon mou éxoupe £vapén ouvdeonc amo tov client, to
kpurmtoypadnuévo tolvel eykabiotatal otov client xpnotlponolwvtag site to mpwtdkoAo IPSec,
elte to Layer 2 tunneling protocol (L2TP), eite to Point-to-Point Tunneling Protocol (PPTP)
KaBloTwvtog To SIKTUO TOU TOPOXEQ UTINPECLWY AITAA éval PECO peTadopac.
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H xpnotn twv Ewkovikwy IStwtikwv Alktowv (VPN) amopakpuopévng mpooBacnc pelwos onpavTika
TO KOOTOG OTMOMOKPUOUEVNG ouvdeonc. O amopakpuopévog xprnotng (Remote User) pmopel va
ouvdeBel e TOV MPOOWTILKO TOU UTIOAOYLOTH HE Kamolo dAAo tormiko Siktuo (LAN) mou Bploketal os
Kamolo @AAo yewypadlkd onpeio péEow tou Aladiktuou. ZTtnv nepimtwn Twv VPNS amopaKkpUOUEVNG
npocoBacnc, o XPNoTnG MPETEL va SLaBETEL KATAAANAO AOYLOULKO OTOV MPOCWTILKO TOU UTIOAOYLOTH,
TIPOKELUEVOUL va glval og BEon va fekvrioel tn Stadikaoia tunneling kat va €xel mpooBacn oe £va
amopakpuopévo Siktuo. To tunnel pmopel va mpoépyetal kat and pia ocvvdeon ISDN, 3 VDSL i
KarmoLla aAAn. H mapakdtw elkova amelkovilel pla apyttektovikr) VPN amopokpuopévng mpoofaong.
[25]

Qﬂljgg

User Authentication

Authentication Network Device
Server "-l".".‘“.lil
Authentication Serve

Ewkova 13: Apyxttektovikn VPN anopakpuopévng npoopacnc.

3.2.6 VPNs nou Baoilovtat oto Aoylopiko (Software-based)

Baowkry Asttoupyia tou AoylopikoU oto omoio Poaoiletal to Ekovikod 181wtiko Alktuo eival va
Snuwovupyel kamolo tunnel pe évav umoloyioty (host) amd tnv GAAn pepld tng oluvdeong,
TIAPEXOVTACG TAUTOXPOVA TNV Amapaltntn KPUTTOoypAadnon Twv UETASIOOUEVWY TTOKETWY. Katd tn
Snuloupyia Twv tunnels emttuyxavetal n emkowvwvia HeTofl Twv AoyLopLKWY Tou meldtn (client) ko
Tou g€umnpetnTn (Server) cUpdpwva Pe KATTIOLO TPWTOKOANO, OTIWG €ival To Point-to-Point Tunneling
Protocol (PPTP).

Katd tnv olvdeon evog umoloylotr (host) pe tov efumnpetntn (server) pag emixeipnong n
mAnpodopia kpumrtoypadeital, vdiotatal evBuldkwon kot Spopoloysital mpog Tov mapalnmen.
Otav £va mokéto dedopévwy dtacel otov e€unmnpetntn (server), autdg MLOTOMOLEL TNV TAUTOTNTA
TOU Xpnotn kal amokpumpoypodel ta Sedopéva pe tov KAtdAAnAo alyoplBuo, wote va
nipaypartomnotnBei n petddoon tne mAnpodopiag pe achdaielo péow tou VPN.

Ta VPNs mtou Baoifovtal oto Aoylopiko (Software-based) mapéxouv tig AlyOTEPEG UTINPECIEG OYETIKA
LE TLG UTIOAOLTTEG QPXLTEKTOVLKEG VPN KalL TIPOTIHOUVTOL YLA UTIOAOYLOTIKA CUCTAHATO HLKPAG LoXUOC,
ta omnoia 8ev unootnpiéouv peydlo Oyko SeSopévwy. Ta CUYKEKPLUEVA ELKOVIKA LOLWTIKA SikTua
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glval koatdMnAa yia ouvdéoelc tUmou client-to-LAN. H mapakdtw ewkova omelkovilel pa
apyttektovikn VPN Software-based. [25]

' VP
Q oftware

[ - |
Software VPN

51)

A

<- TRAFFIC

Ewkdva 14: Apxitektoviky VPN Software-based.

3.2.7 VPNs nou Bacifovtat otig epappoyég multiservice kat ta tunnel switching

KUplog okomog twv VPNs mou Paocilovtal otig epapuoyéG multiservice elval n mpootacia tou
SIKTUOU QMO TOUG OUVEXWCG OUEAVOUEVOUCG Kal Tio emikivbuvoug oUg. Emefepydlovral Kot
dWAtpdpouv kaBe eidoug mMAnpodopia Mou TPoEpxeTal amod Tto Awadiktuo. H GOUYKEKPLUEVN
apxltektovik VPN 8gv amoteAel plo eVTEAWC KOvoUpLlo apXLTEKTOVIKN, AAAQ TPOKELTAL yla HLa
avaBabulopévn popdn twv nNén unapyoviwv firewall-based ewovikwv Siktvwv. OAeg ot
mAnpodopiec mou elogpyovial amd To ONUooLo SIKTuo TPOG TO €eVOO-ETILXELPNOLOKO SikTUuo
amoKpuTToypadouVIaL KAl ovVaAUOoVTaL MPWTA Ao TO «AVILPLOTIKO» TPoypapua (antivirus) mou
elval evowpatwpévo navw oto firewall Tou Siktlou. Itn cuvéxela, epooov n mAnpodopia eheyxOel
yla oug kal &ev meplAapPavel KakoBouAo TuApo, pmopsl mAéov va Slamepdocel To evdo-
ETUXELPNOLAKO SikTuO. [25]

irafic

Internal Traffic > :

Virus J' v - =
Protection 2

Ewkova 15: Apyttektovikr) VPN multiservice application

45

Institutional Repository - Library & Information Centre - University of Thessaly
17/10/2023 13:07:44 EEST - 167.114.118.212



3.2.8 VPNs nou Bacilovrtat oto tunnel switching

H apyttektovikr) Tunnel Switching oxedldotnke pe oKOMO Vo CUVSUACEL TA XOPOKTNPLOTIKA KOl TLC
AeLToupyileg OAWV TWV TIPONYOUHUEVWY OPXLTEKTOVLKWY, OTIWE YLo. Ttapddelypo T SpoloAoynon Twy
makeTwv 1 tou firewall, mavw o pa kot povadik cuokeur Siktvou. To véo auto povtélo VPN eival
KOTOOKEUOIOMEVO WOTE VA UIMOPEL val EUMNPETAOEL XIALASEG QNMOUOKPUOUEVOUG XPHOTEG, EVW Ol
pnxaviopol kpuntoypadnong Kal evBUAAKwong ival oxeSLACUEVOL WOTE VA UMOPOoUV SLOYELPLOTOUV
ULt LEYAAN VKOO TIPWTOKOAAWV SIKTUOU €KTOG oo TO |P mpwTtoKoAAo. [25]

3.3 Awakpton VPN pe Baon ta TPpwTOKOAAQ TOU XPNOLHOTOLOUVTAL YLd TV UAoTtoinon
TOUG

Av n 8wakpilon yivel pe avtiotoiyion tou VPN pe ta enineda OSI oto omolo Asttoupyel tote
Slakpivovtal oe VPN 8gutépou, TPiTou Kal TETAPTOU EMLESOU.

Zav deutépou emunédou VPN Bewpouvtal ot ATM kat Frame Relay mou elvat pnxaviopol petaywyng
TIAKETTWV KOl £X0UV TTAEOV KUPLWGE LOTOPLKN onuaocia.

Ta Generic Routing Encapsulation (GRE), Layer 2 Tunneling Protocol (L2TP), Multi-Protocol Label
Switching (MPLS) kat IP Security (IPSec) sival mapadeilypoata tpitou emunédou VPN,

Generic Routing Encapsulation (GRE) eival éva mpwtokoAo mou ulomolel kal mpoodEpel tunnels
(kavaAia) yla va petadépel mokeETo PeTaly SUo onuelwv kot €xel avamrtuxBel amo tnv Cisco
Systems. Elval KL autd €va MPWTOKoAAO SeuTEPoU emUMESOU TOU UIMOpEL va XpnotponolnBel mavw
amnd IP. Mnopet va evpulakwoel onoladnmote mpwtokoAAa tng IP otoifag.

Layer 2 Tunneling Protocol (L2TP) eival éva mpwtokoAAo mTou uAomolel kol TpoodéEpel tunnels
(kavaAia) yia va petoadépet oakéta PPP petay Suo onpeiwv. Elval otnv oucia éva mpwtokoAlo
Seutépou emunédou mou pnopel va xpnotpomnolnBel mavw amno to IP/UDP. Mnopetl va mpoodEépel Tnv
tunneling untnpeoia oto IP 1} oto IPsec epooov analteital aopAAeLla Kal LOLWTLKOTNTA.

To IPSec (IP Security) amoteAel €va oOUVOAO TPWTOKOAWVY QVETTUYHEVWY amd To Internet
Engineering Task Force (IETF) pe otoxo tnv achaln petddoon kot avtaAlayn Sedopévmwv (packets)
HEow ToUu otpwuatog IP. To IPsec amotelel £va amnod Toug mio dtadeSopévouc TpoOmoug Aomoinang
VPNs kal Ba e€etaotel pe AeMTOUEPLO OTN CUVEXELQL.

Ol texvoloyieg tetdptou emunédou SSL kat TLS.

ATIO TIC MapaTAvw TeEXVOAOyLeC eTUAEyOU e TLG Texvohoyieg MPLS, IPsec kat SSL cav TI¢ epLocOTEPO
SnpodAng yLa tnv vAomoinon VPNs.

3.3.1 VPNs nov Bacifovtat otnv texvoloyia MPLS

Ta MPLS ewkovikd Slwtikd Siktua sivar 3% smumédou kat éxouv TNV SuvatodTNTo TOPOXAG
TMOMAMAWYV  UTINPECLWV  OTOUG  XPNOTEC.  APXLKG, WUMOPOUHE va  avoadE€POUpE TG  Un
POoAVATOALOUEVEG oTn oUvdeon umnpeoiec (Connectionless Service). Eva mAgovéktnua twv MPLS

VPNs eivat ot ot Sev xpeldletal €K TwV TPOTEPWY EYKATAOTOON KAVAALOU EMKOWVWVIAC avAapeoa
OTOV AmOoTOAEQ Kal Tov TtapaAnmen. Eival SnAadn evd «acuvSeotukd» mpwtokoAlo. H Asttoupyia
ouTn €lval TauTtooLun Pe Tov TPomo Asttoupyiag tou iSlou tou internet, To omolo PBaociletal oto
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TipwtokoA\o TCP/IP. Me tov Tpomo autd anodeUyetol eMUTAEOV TTOAUTIAOKOTNTA 0T AELTOUpPYLO TOU
Slktuou.

Ta VPNs Slvouv tnv Suvatdtnta oToug TAPOXEL UTINPECLWVY VO TIOPEXOUV OPKETEG UTNPECLeG o€
opadeg xpnotwv. H Asttoupylor autrh yivetal péow TNG umnpeciag tou Kevipkou EA€yyou

(Centralized Service). OL XprioTeG UMOPOUV VO XPNOLUOTIOLOUV QUTEG TIC UTNPECLEG pEoa ota SIKA

Toug intranets kot extranets.

To mpwtokoAMo tou MPLS ota elkovika Siktua, Sivel tn Auvatotnta avaBabuiwong (Scalability),

£€alTlOG TOU OTL €lval €va « ACUVOEGULKO» TIPWTOKOANO, o€ avtiBeon pe aAAa €i6n twv VPNs (Frame
Relay, ATM KAT.), TTOU XPNOLUOTOLOUV TIPOCOVATOALOUEVEG oTnV oUvVOeon umnpeoies. Ta MPLS
XPNOLUOTIOLOUV TO AeyOpevo “peer” HOVTEAO yLO VA TIETUXOUV auTr TV avaPBadpion. Autod onpaivel
OTL 0 £vOG XPNOTNG TO MOVO Tou xpelaletal eival va ocuvdeBel (peer) pe to Spopoloyntr Tou
napoya (provider edge — PE — router) kat 0xtL e OAOUG TOUG UTIOAOLTIOUG SpOpoAOYNTEC TToU lval
MEAN Tou VPN. Agv amnatteltal SnAadn n dnuoupyla kpumtoypadikwy tunnels 1 LOVILWY ELKOVIKWY
KUKAwpAtwv VCs.

Ta elKoVIKA LOLWTLKA Siktua Baclopéva oto MPwTokoAAo tou MPLS mpoodépouv to iSlo eminedo

aodalelac (Security) pe ta mpooavatoAlopéva otnv ouvdeon VPNs. Auto onpaivel ot dedopéva
€VOG ouykekplpévou VPN Sev pmopouv va BpeBouv oe éva aAMo VPN. H acddalela mapéxetal 1000
amd TV MAEUPA TOU TTAPOXEQ, O omoiog e€aodaAilel Ta MaKETA VO Xpnotn va SpopoAoyolvTal oTo
owoto VPN, 600 kat amno to diktuo kopuol (backbone) Tou mapoxéa, omou n kukAodopia twv VPN
TIAKETWV YiVETAL EEXWPLOTA Ao GAAQL TIOKETOL.

Emiong, n Euéhiktn SieuBuvoloddtnon (Flexible Addressing) mou mapéxel to mMpwtokoAo MPLS ota

ELKOVIKA OlwTKA Siktua, BonBael wota va auvénbel n mpoomnelaowuotnta evog VPN. AnAadn ot
XPNOTEG £XoUV Tn SuvatotnTa va oxeSldoouyv To ikTud Toug opilovtag TIg SIKEG Toug ip SleuBuvoelg,
aveédptnta and aAAoug meAdteg Tou (Slou mapoxéa (akopa dnAadn kot av kamoia ip StevBuvon
XpnoLllomnoLeital kot amno Kamolo ai\o xprnotn). Ta MPLS glkovikd SiKTua, ETUTPEMOUV OTOUG TIEAATEC
VO OUVEXLOOUV va Xpnolpomolouv tov 81kO Toug Xwpo dleuBuvoeswy, Xwplg va yivel petadpaon
outwv (Network Address Translation — NAT), mapéxovtag £tol po Snudcla Kol [La LOLWTLKA
npoBoAn twv SleuBlvoswv. Metadpaon yivetal povov otav SUo VPNs pe EMUKAAUTITOUEVES
SlevBuvoelg BéAouv va emikolvwvnoouv. uvolilovtag, ota MPLS VPNs oL XpRoTeG XpnoLoToLouy
TLG SLKEC TOUG LOLWTLKEC SleUBUVOELS KL EMIKOWVWVOUV eAeUBepa MAVW amo ta dnuoota IP Siktua.

Mta aMn untnpeoia tou MPLS glkovikoU 18LwTikou SLtkTtUou sival n Ymootnplén KAACEWVY UTINPECLWY

(Class of service — CoS — support). H CoS eival pia umnpecio mou TpoPAEMeL TNV amddoon Kat

TOALTLIKA UAomoilnong tou ekactote VPN, aAAd unootnpilel Kat TI¢ untnpeoieg moAAQMAWY eMUMESWV

ota MPLS VPNs. H daueon e€amiwon (Straightforward migration) twv MPLS VPNs, avadépetal oth
Suvatotnta tou MPLS va pmopet va edpappootel mavw og MOAEG Kal SLadOPETIKEG APXLITEKTOVIKEG
SiktOwv onwc IP, Frame Relay, ATM kAm. H g€amAwon péxpL tov TeMKO XprRotn eivol amAn yiati Sev
elval anapaitnto va yivel kamota alayn oute otov dpopoloyntry CE tou meldtn, oUte oto intranet
mou SouAeVeL wote va umootnpiéouv to MPLS.

Ta mAgovektipata XpAong Twv MPLS £lkoviKwv OLWTIKWY SIKTUWV eival opkeTd. ApxLKA, N
HELWVOUV TO KOOTOG Vo VPN. AnAadn mapEXouv evav OLKOVOULKO Tpomo clvSeong Twv ypadeiwv
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pLag Talpiag  opyaviopou, Twv TNAEMLKOLVWVIOKWY CUCKEUWY KAl TWV KLVNTWV XPNOTWV HECA OF
£va intranet mou Asttoupyei mavw amnod pia Snuooio umtodopr) Tou internet.

Entiong, Ta MPLS ewkovika WOLwtikad diktua, £€xouv tn Suvatdtnta eUKoAng avapfadulong, kabwg eivatl
Un mpocavatollopéva otn ouvdean, os avtiBeon pe ala £i6n diktowv VPNs, onwg ta IPSec, Layer
2 tunneling protocol (L2TP), Layer 2 forwarding protocol (L2FP), Generic routing encapsulation (GRE),
Frame relay, ATM protocols, ta omoia avapaBuilovtat mo &uUokola. Autd cupPaivel SLOTL
Baoilovtal og mARpeLg TomoAoyileg amo kpumtoypadikd tunnels ) anmd LOVIHA ELKOVIKA KUKAWUATA,
YEYOVOC TO OToilo KaBLotd tnv mpoodnkn VEWV MEAATWV MePLOcOTEPO SUOKOAN. Eival Aoumdv mio
€UKOAO va SnuoupynBouv Kal va SLOXELPLOTOUV art’ OTL TO CUMBATIKA €LKOVIKA LOWTIKA SikTua.
EmutAéov, kaBe MPLS VPN umopel va mapéxel mpootlBepevng atiag umnpeoieg, onwg ¢duAatn
Sebopévwy kal edpappoywy, SIKTua EMLXELPHOEWV KAl TNAEDWVLKEG UTINPECLEG.

Zuvoyilovtag, ta MPLS VPNs poodEpouv:

o Mia mhatddppa yla tnv taxutatn avamtuén mpootiBépevng aflag IP umnpeowwv Omwg
intranets, extranets, ¢pwvr), TOAUMETA KL SIKTUAKES ETILXELPN OELG.

o [SlwTikoTNTa KO aodaAeLa avtiotowyn Twv Layer-2 VPNs, meplopifovtog tig VPN Stadpopeg
HOVO QVAUECO OE EKElVOUG TOUC SpooAoyNTEG Tou eival péAn tou VPN,

e Evowpdtwon twv intranets Twv MeEAATWY, YWPLG KoL TteEpLKOTH.

o Au&nuévn duvatdtnta avapabuiong, £ToL WoTe va Unopouv va prdofevnBouv IALASES sites
ava VPN kat §gkadeg i kat xtAtadec VPN ava mapoyxéa.

e [P — Class of Service (CoS), unootrplén MOAAWYV KAGCEWV UTINPECLWY KOL TIPOTEPALOTATWY
€vtog tou VPN f avapeoa ota VPNs.

e  EUKOAN dlaxeiplon twv peAwv evog VPN.

o KApakwty Sloocuvéeon efwteplkwyv intranets kol extranets mou TEePLKAElOUV TIOAAEG
ETXELPNOELC. [27]

3.3.2 VPNs nou Bacifovtat oto npwtokoAAo IPSec

Mpokelpévou va OSlaodaAiotel n aocdoAng petadoon 6Oedopévwv péow £vog Siktuou IP,
SnuLoupynBnke éva VEO MPWTOKOAAO HE HUNXAVLIOUOUC KpUTIToypadnong, To omolo eival ebapudotpo
oe IP diktua. H avaykn yla th SnuLoupylo evog TETOLOU IPWTOKOAAOU Tpogkeu e amo To yeyovog OTL
To MPWTOKOAAa TCP/IP 8ev mapéxouv pnxaviopolg kpumtoypddnong. To IPSec (IP Security) amoteAet
£va 6UVOAO TIPWTOKOAAWY AVEMTUYHEVWY o To Internet Engineering Task Force (IETF) pe otdyo tnv
aodaln petadoon kot avtaAlayn dedopévwy (packets) péow tou otpwparog IP. To IPSec onuepa
anote)el évav amnod toug o Stadedopévouc Tpomoug ulomoinong Twv Siktuwv VPN. Q¢ mpog ta
enineda tou OSI, avtiototyiletal oto eninedo 3 (eninedo dktvou).

l'eyovdc amotelel, OTL U TN XpnoLponoinon Tou AladIKTUoU yLa T PAYLOTOMOoLNoN EMKOWVWVLWY
péoa amo elkovika Siktua, avakuntouv Stddopa BEpata achaielag. ApXLlka pmopel va avadepbel
n AnwAsia tng ISlwtikoTNTAg TV Asdopévmwv (Loss of Privacy), omou évag pn e€ouatodotnpévog
XPNotTng, O omoiog £€Xel KaTtadEPeL Vo ELOXWPNOEL 0 Kamowo Siktuo, €xel tn Suvatdtnta va
mapakoAouBel epmioteutika Sedopéva Katd tn dtakivnor toug amd To £va AKpo oTo AAAO HECW TOU
Ataduktou (Internet).
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‘Eva eltepo {Atnua gival n AnwAela Akepatdotntag Asdopévwy (Loss of Data Integrity), omou €vag
un eéoualodotnuévog xprotng Tpomomnolel ta dedouéva mou petadEpovial oto SiKTuo, OMwE yla
mapASeLyLa TOUC aplBuoUCg evog AoyapLlacpol KaTtabEoswy.

Eniong, n Npoomnoinon Tavtotntag (Identity Spoofing) avadépetal os éva pn e€ouclodotnpuévog
XPAOTNC, O OTOLOG TIAPLOTAVEL OTL €ival £vag VOULUOG XPROoTNg Tou Siktuou Kat {ntd mAnpodopieg
niou og Sladopetikn Tepintwon d& Ba prmopovoe va £xel. TEAoG, éva {NTnUa achaleia mou pmopel
va mpokUPeL eivalt n Apvnon Ymnpeowwv (Denial-of-Service), cUudwva pe tnv omoia yivetat
“eniBeon” og kAmoLlov server Tou SLKTUOU.

H avTWETWION TwV Mopandvw anelAwyv eivatl Baciko péAnua tou O Baolkdg Aoumdv oToxXoG Tou

MPpWTOKOAoU IPSec, xwplc va amnatteital mpocbetog e€OMALOUOG, OUTE VA UTAPXEL AVAYKN Yyl Eva
oUVOAO TpomomnoLoewv Kal aAAaywv oe Slddopes ehaPUOYEG.

H Akepauotnta twv dedopévwv (Integrity), cupdwva pe tnv omoia Staodaliletalr n aképaia
METADOPA TWV TIAKETWVY ATIO TO VA GKPO OTO GAAO (QTOCTOAE0G — MAPAAAATTNG), AMOTEAEL pia
UTNpeoia ou mpoodEpel To MPWTOKOAAO IPSec. AnAaor] n GuyKeKpLUEVN UTtnpecia Sltacdhalilel otL
TO TOKETA TwV OedopéVwY Katd TtV Slapkela tng petadopdg toug dev Ba arlowwBolv 1
napanotnBoulyv, anod «eloBoleic» i amd TUXOV opAAUATA ETILKOWVWVLAG.

Mua 8gUtepn uTnpeoia mou npoadépet To MpwTokoAlo IPSec, sival n E§akpipwon yvnolotntag tng
npoélevong twv dedopévwv (Authentication) rj motonolnon tautotNTAG, OU €naAnBevel OTL Ta
Sebopéva oTAABNKAV TPAYLOTL Ao TO XPHOTN Tou LoXupiletal OTL Ta £0TElAE.

Mo akoun unnpeoia, oamotedel n Epmotevtikotnta (Confidentiality), mou mnpoodépel 1N
SuvatotnTa avayvwpLong Kol emefepyaciag Twv Se50UEVWV LOVO OTIO EYKEKPLUEVOUC P OTEC.

To IPSec avadEpetal og U0 SladopeTikd idn MpwtokoMwv (onwe opiletal ota RFC 2401-2411 kat
RFC 2451), 6nAadn to MpWTOKOAA OXETIKA ME TRV aoPAAELX KAl TA TIPWTOKOAAQ GXETIKA HE TNV
avraAlayr KAeWSWWvV. H mpwtn katnyopia avadpEpetal oe MpwtokoAa ta onola kabBopilouv adevog
TOV TPOTO e Tov omoio Ba yivel n kpumtoypdadnon Twv SeSopévwy Kal adeTtépou TNV MAnpodopia
TIou TIPEMEL va Tipootebel og €va IP MAKETO yla va evepyomolnBolv oL EAeyXOL EUNMLOTEUTIKOTNTAC,
OKEPALOTNTAC Kal TiLoTomnoinong tavtotntag. H Sgutepn katnyopia avadépetal os éva alho £idog
oaodalelag PeTally amootoAéa Kal mapanAmnthn. AnAadn kabopilel éva mpokaBoplopévo «kAeldi»
mou Ba yvwpilouv POVo auTol KATA TNV EMIKOLVWVIA Toug, wote Ta Sdedopéva va avtaldocovtal
peTagl Toug pe aohAAeLa.

Mpokelpévou Aoumov to TpwWTOkoAo IPSec va Slachadiosl TIC amoltnoslg oaodaleiag mou
niepleypadnkav mopondavw, opiletol éva véo ot KedoAidwv Tto omoio mpootiBetal o kAbe IP
makéto. MpokUmtouv £tol Kalvoupla IP makéta ta omolo sival peyalutepa oes péyebog¢ amd ta
opXLKA Kal €xouv SladopeTikr dopr). AUTEG oL véeg kedpalibeg mou Staodpalilouv tnv aoddalela Twv
IP makétwv pmopel va avadépovtal site otnv kedpalida miotomoinong tavtotntag (AH —
Authentication Header), eite otnv kedohida yia Acpalr) EvBuldkwon th mAnpodopiag.

H kedpaliba motonoinong tavtotntag dtachaAilel TV AKEPALOTNTA, TNV MLOTOMOINCN TAUTOTNTAC

twv Sedopévwy, kabwe kal tnv anoduyn Snuloupyiag kol amootoAng iSlwv mokétwy. H kedaAida

motonoinong tautdtntog, O6ev TAPEXEL COPAAELA EUMIOTEUTIKOTNTAG. H akepaldotnTa Kal N
TLoTomoinon Twv S£60UEVWY TIPAYUATOTIOLOUVTAL TOOO A0 TOV OTOCTOAEd, 000 Kal armd Tov
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TapaAfmTn ou Bpiokovtal ota Akpa Tou tunnel, ekTeAwvTAC Uia CUVAPTNON KATAKEPUATIOUOU OTO
IP makéto. Xpnotuomololv dnAadn éva kowo kAewdi (Message Authentication Code — MAC) petagu
TOUG. AUTH n OUVAPTNON KOTOKEPUATLOMOU Otav £hopUocTel €xeL €va QMOTEAECUQ TIOU Oev
KpuTmtoypadeital kal xpnoLdomnoLeital amAd and to GAAO AKPO TNG EMKOWwWvViaG (amootoAéa N
mapaAnmTn) yia va eAéyéel otL ta dedouva dev £xouv tpomormnolnBei. To yeyovog auto kab' auto tng
Xpnotomnoinong evog Kowvol HUOTLKOU KAELSLOU TIOU €lval yvwoto Kal ota SUo péEpn (amooTtoAfag-
S6£KTNC) eyyudral Thv mLoTtonoinon tTng TAUTOTNTOGS TWV GUUBOANOUEVWVY.

H kepoaAida yia Acopall EvOuAdkwon tng nAnpodopiag (Encapsulating Security Payload — ESP)
TIAPEXEL UTINPEGCLEC yLOL TNV TILOTOMOINON KOL AKEPULOTNTA TWV TTAKETWV IP mou SitafiBalovtat petaly

600 akpwv. EmumpocBeta, mMapEXEL EUTUOTEUTIKOTNTO HEOW MEBOSwWV kpumrtoypddnong. H
TILOTOMOLNON KAl N aKePALOTNTA UIopoUV va SLacPaALoTOUV LE TOV (5L0 TPOTIO TIOU TA TTAPEXEL KAL N
kedaAida miotonoinong tautotntag. To ESP mapéxel EUMIOTEUTIKOTNTO LECW TNG KPUTITOYPAPNONG
evog |IP makétou. To ESP umootnpilel éva peyaAo aplBud GCUMUETPIKWY  aAyopiBuwy
kpuntoypddnong. H mo ouvnBlopévn emidoyn eivat o aAyoplOuog AES (128-bit). Ektog amd tov
OAYOpLOUO aUTO UTAPXOUV KOl KIOPOUV va xpnotpomolnBouv dAlAot aAyoplBuol — Onmwg yla
napadetypa o 3DES ) o amAog DES.

Suoyetiosewc Aodhaleiag

To IPSec mapéxel MOANEC emAOYEC yla tnv uvAomoilnon Kpumtoypadnong Kol TLoTomnoinong
TouToTNTAG OTo dikTuo. KABe IPSec oclvdeon umopel va mopéxel eite kpuntoypadnon (1e ESP) site
OKEPOLOTNTA KO TILOTOMOINoN tautotntag dsdopévwy (Le AH) ) kal ta Svo. Otav n umnnpecia
aodalelag kaboplotel, ta U0 dAkpa emKowWvIiag, TPEMEL va KaBoploouv akplLBWG TMOLoUG
aAyoplBuouc Ba xpnolpomnotioouy (yia napadetypa, AES i 3DES ywa kpuntoypadnon kot MD5 R
SHA yia akepatdtnta Sedopévwv)’. Apol amodacicouvv yio Toug oAyOpLOUOUC oL U0 CUGKEUEC
TIPETEL VAL LOLPAOOUV KAELSLA oUvSeong. H cuoxétion aodpalelag (Security Association — SA) sival
pLo péBodog mou xpnotpomnoleital amno to IPSec yla thv mapakoAolBnon OAWV Twv AETTOUEPELWY
mou adopolv pla dedopévn IPSec emkowvwvia. Mia cuoxétion acddAslag eival n oxéon petafl
OMOCTOAEQ KOl TIAPAAATITN TIOU TEPLYPAdEL TIC TIOUPAUETPOUG EMLKOWVWVIAG, OmMwg aAyoplbuot
Kpumttoypadnong kat avBevrikonoinong, Tpomog avtaiayng kKAeldLwv, SLAapKeLa LoYVOG TOUG KTA.

O kUpLeg mapdpetpol mou mpoadlopilovtal o plo cuoxeton aodaleiag (SA) sival n IP StebBuvon
TINYAG KOl TIpoopLopou, éva ID xpnotn, tTo mpwTtokoAAo petadopds (TCP i UDP), o adyoplBuocg yia
£€\eyxo mioTOMOLNONG TOUTOTNTAG, KaBwg Kol to avriotoya KAeldld, o aAyoplOuog mou
Xpnoluormoleital yla kpumrtoypdadnon, kabwg katl ta avriotowya KAelSLd, o TPOMog Asltoupyiag Tou
IPSec (transfer fj tunnel mode) kat n Stapketa {wnc pag cuoxEtiong achoaieiog (SA).

NpwtokoAAo Awaxeiptong KAswSuwv - IKE (Internet Key Exchange)

To IPSec mepllapPdavel 1o TPpwTtOKoAo avtaAlayng kAewdol IKE (Internet Key Exchange),
TIPOKELUEVOU va kaBoplosl Tov Tpomo pubuLlong Twv cuoxetiocewv aodalslag. To mpwtokoAo IKE
Snuloupyel £va riotonotnpévo kat aodalég kavaAl (tunnel) petaéd Twv V0 dkpwv (amooToAéa Kal
TAPAANTTN) Kol StampaypateVetal TI¢ ouoxetioslg achdaAelog yia to IPSec. Aut n Sladikacio

' OL MD5 kat SHA givat aAyopLOpoL ou xpnotpomoLel To ipwtdkoMo IPSec, TpoKeLévou va SLoohalioe Ty
OKEPALOTNTO TWV SESOUEVWV.
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amattel amno tig¢ 800 OVTOTNTEC VOl TILOTOTIOIOOUV N Hiol TNV GAAN KAl VoL LOLPACGOUV GUYKEKPLUEVQ
KAeldLa petafd toug. OL U0 ovIOTNTEG TIPEMEL va CUMDWVNOOUV O €va KOO TIPWTOKOAAO
Totonoinong Héow plag KataAAnAng diadikaciag. e auth ™ ¢aon uvAomolovvtal cuvhBwg oL
TIOPAKATW UNXOVLOMOL:

e [po-Motpaocpéva KAsldtad—To (&lo kAeldi mpo-gykabiotatal kat otig dUo pnxavég. Katd tnv
TiLotomnoinaon amootéAAeTAL Ao T pia pnxavrn otnv GAAn pia eneéepyacpévn popdn (Ue ™
BonBela pLOAC OUVAPTNONG KATAKEPUATIOMO) Tou i6lou KAeldlov. Edv auty n popdn
OUWUTITEL PE QUTAV TIOU UToAoyileTal Tomika o€ KABs pnxav, tote n Sladikaoio
TILOTOTIOINONC €XEL BETIKO AMOTEAEGUAL.

e Kpumtoypadnon Anpoociwv KAelbtwv—KaBe pnyavr mapdyet évav peudo-tuxaio aplbud
Tov omolo kat kpumrtoypadel pe to Snuodolo kAelSL (public key) tng GAAng pnxavng. H
TILOTOTOLNGON ETUTUYXAVETAL HECW TNG LKAVOTNTAG TWV HMNXOVWV va UTtoAoyloouv Hia
OUVAPTNON KATOKEPUATIOMOU TOU TUXOLoU aplBpol, amoKpUTITOypadwvTas UE Ta LOLWTIKA
KAEWSLA (private keys) O,TL Aapfdvouv amd Tto CUVOMIANTA Toug. Ymootnpiletal pévo o
aAyopLlOpog Snuociwv KAeLSLwv RSA.

o Wnoakég Ynoypadég—Kabe cuokeur unoypddel PndLokd éva cUvoho dedopévwy Kat Ta
OTEAVEL oTnV GAAN. O amootoAéag xpnoldomolel To Kpudo Tou LOLWTIKO KAELWSL yla va
urnoypdd el nAektpovikd ta dedopéva tou. O amoSEKTNG TOU KELWEVOU XpnoLUoTmolel to
public key Tou amootolAéa, To omoilo £tal kot aAALWS yvwpilel adol sival dnuooto, yla va
eAéy€eL TnV untoypadr) Tou amooTtoA£a. Av aUTOG 0 EAeyX0G £Vl ETITUXAG, AUTO ohuaivel OTL
To Kelpevo Oev €xel aMaxBel kal £€xel muotomolnBel n TAUTOTNTA TOU OTOOCTOAEQ
Yrnootnpilovtal t6o0 0 alyoplBuog dnuociwv KAeldlwv TG RSA 000 Kal ol tpodlaypadEg
PnoLakwv vroypadwv (DSS).

MeTa TNV MLoTomoinon NG TOUTOTNTAG TOU KABe XpnoTn, MPEMEL va UTIAPEEL N avtoAAayr Tou
KA£LlSloU Tou Ba xpnotlpomnotnBel yia tnv Kpumrtoypadnon Twv Sedopévwy mou Ba otalo UV KOTA Thv
grkowvwvia twv Vo xpnotwv. Q¢ Baoikd alyoplBuo avrarayng kAsldlou to IKE umootnpilel tov
Diffie-Hellman, av kat pnopei va untap€ouv kat GAAoL.

Ta Bripata mou akoAouBel o ayoplBuog IPSec og pia emikowwvia avtaAlayng dedopévwy petal
600 AKkpwv LE TN Xpron tou sival ta akdéAouOa:

1. Evepyomoinon piag IPSec emikowwviag. Xto PBrpa autd kabopiletal tTo cluvolo twv IP
TIAKETWVY TIOU TIPOKELTAL VO TIPOOTATEUOOUV HECW TOU TIPWTOKOAAOU IPSec.

IKE — MNpwtn ¢paon. Anuioupyia kat Asttoupyia tng IKE Zuoxétiong Aodaleiac.

IKE — AeUtepn daon. Anploupyla kot Asttoupyia tng AH/ESP Tuoyétiong Aadaleiag
Metadopd AsSopévwy. Ta IP Takéta ou emAEXBNKav amo To MpwTo PApa HetadEépovTal.

vk W

Tepuatiopdc g IPSec emikowvwviog. Eddoov ohokAnpwBel n petadopd twv IP makétwy, n
IPSec emkowvwvia teppatiletal. [3]

3.3.3 VPNs nou Bacifovtat oto mpwtokoAAo SSL

H etalpia Netscape Communications Corporation avémtuée to mpwtokoAAo SSL (Secure Socket
Layer) mpokelpévou va Staodalioel tnv achalny avralayr] svaicOntwv mAnpodoplwv, Omwe ot
oplBpol moTWTIKWY Kaptwv. Tov lovAlo tou 1994 kukAoddpnoe n mpwtn £kdoon (version 1.0)
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TOU TPWTOKOAAOU, evw To AsképPplo Tou 1994 ekbidetal pia avoBswpnon Tou TPWTOKOAAOU, N
Seutepn £kboon tou (version 2.0). H tpltn €kdoon tou SSL (version v.3.0) T€6nke emonUwWC o€
Kukhodopia To AsképPBplo tou 1995 kol mpapatomolnOnke pe dnuoocia  avabewpnon Kl
onUavtiky ouvelodpopd amd TN PBlopnyavia. Mete€elixtnke oto TLS (Transport Layer Security).
KUplo XopoKTnNPLOTIKO Tou TIPWTOKOAOU autou sival otl mapéxel TCP/IP aoddleia petafd Svo
OUCTNHATWY, OToU TOo éva Spa oav teAdatnc (client) ko to Ao cav e€umtnpeTnTAC (server).

To mpwtokoAAo SSL sivatl Adn eykateotnuévo os omolodrmote H/Y mou  sival ouvdedepévog oto
Aladiktuo KoL xpnolporolel  éva mpoypaupa meptnynong  (browser) xwpic kamola Siaitepn
puBuLon. To TpwtokoAAo SSL elval ave€daptnto amd TO AELTOUPYIKO CUCTNUA TOU EKAOCTOTE
UTTOAOYLOTH KOlL ETUTPEMEL TNV KALUAKWON otov €Aeyxo mpodoPaong oe dtadopeg edpappoyEg.

Exel tn Suvatotnta va eAéyéel tnv mpocoPacn oe extranet VPNs 1} VPNs omopakpuopévng
npooPaong. O xprnotng, MEow evog SSL VPN, é€xelmpooBaon oe epappoyec Web and onolodnmnote
onpeio Bploketal pe TNV armAn xpron evog mpoypdppatog netjynong (Web browser), pioag ouvdeong
oto Internet kol xwpig TNV avaykn UTapENG KAToLou LSLaiTEpPOU AOYLOULKOU OTOV UTIOAOYLOTH TOU.
Ta SSL VPNs pmopouv va «mepdoouv» mavw omd firewalls kat va avtipetwnioouv B€pata NAT
(Network Address Translation).

To mpwtokoAo SSL Staodpalilel tTnv aodalr ocuvdeon HeTofl Twv SVO AKPWVY TIOU ETLKOLVWVOUV
METaty TOu, HEOW TNG TLOTOMOINOoNG, TNG TAUTOTNTAG TOUG, KABwG Kol HECW TNG KPUTITOYpAdnong
Twv 6eSopéVwyY IOV avTaAAGCoOoVTaL.

Elval evowpatwpévo otnv kopudn piag umnpeciog petadopdg Sedouévwy, OMwe ekeivn Tou
TIAPEXETOL OO TO MPWTOKOAAO TCP/IP. Eval GnNUOVTLKO MAEOVEKTN O TOU TIPWTOKOAAOU SSL, elvail n n
avefaptnola Tou amo Tnv ekAoTote edpappoyr, ToU onpaivel OtL uropel va xpnotponotnBel yla va
napexel achaiela dtadavwg (transparently) oe onotadnmote TCP/IP epappoyn.

JUVOTTLKA, Mmopel va avadepBel otL To mpwtokoMo SSL mapéxet TCP/IP acddlela ouvdeong
petatd dUo cuoTnUATwyY, Ao Ta onola To €va Asltoupyel oav Server (s€umnpetntng) KoL To Ao
ocav client (e€umtnpetolpevocg). Autr n aodAAsLa £XEL TPELG BACLKEG LOLOTNTEC:

1. Tivetal muotomoinon TtautoTNTOC Kol Twv SU0 Akpwv (amootoAéa — mapalntn), HEOw
Kpumtoypadlong evog SnUocLou KAELSLoU.

2. EMTUYXAVETOL EUMLOTEUTIKOTNTA TWV PHeTadldopevwy Sedopévwv péow Kpumtoypadnonc.

3. TMpootateVeTal N  OAKEPALOTNTA TWV  UeTadldopevwy Sedopévwv He  Xpnon twv
SlevBuvoewv MAC twv 600 axkpwv.

To mpwtokoA\o SSL cuvtovilel TIg ouvBnkeg ouvdeong, TOoo Tou eEumnpeToUpevou (client), 6o kal
tou efumnpetnti (server). Ta SUO AKPA TIOU ETUKOWVWVOUV, UTOPOUV Vo €XOUV TIOAOITAEG
TOUTOXPOVEC OUVOECELC HETOED TOUG.

Ta SUo Baolka mMPWTOKoAAa Tou xpnotpornolel to SSL eival to SSL Record Protocol kot to SSL
Handshake Protocol. Zuvomtikd, to SSL Record Protocol mapéxel UTNPECIEG EUMLOTEUTIKOTNTAG KOl
okepalotntag Sedouévwy, kKabwe emiong Kot mpootacia amd emlOECEL UE EMAVEKTTOUTI) TWV
pnvupdtwy. To SSL Handsake Protocol, €éva mpwtokoAo auvBevtikomoinong kot avtaAloayng
kKAelblwv, TO omoio Slampaypatsvetol  Toug aAyoplBuoug  Kpumtoypddnong mou  Ba
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XpnotuomnotnBolv Kol TPayUATOTOLEL TNV TLOTOMOoLNGN TN TOUTOTNTAG TOU Server Kal KoL tou client
OTIOU QUTO amalteiTal.

Metd tnv olokAnpwon tou SSL Handshake Protocol, ta deSouéva twv epappoywv Umopouv va
amootéAovtal péow tou SSL record protocol akoAouBwvtag TIG CUUPWVNUEVEC TIOPAUETPOUG
aodparelag. Mo ouykekpluéva, to SSL Record Protocol AapBavel dedopéva amd mpwtOKoAAo
vPnAoTepwY ETUMESWY KOl TIPAYHUOATOMOLEL KaTakepuatiopo (fragmentation), cuumieon kat
kpurttoypadnon dedopévwy. Kabe wdélipo doptio dedopévwv SSL Record Protocol pmopei va
ouprieletal Kal va Kpumtoypadeital opdwva pe tnv tpéXouvoa HEBOSO cuumieong kol Tov
aAyopLBpuo kpuTttoypadnonc.

Ykomog tou SSL Handshake Protocol sivatl va opilet ta mpwtokoAa mou Ba xpnotponotnbouv katd
™ SLApKELA TNG eMKOWWViag PeTafd tou meAdtn (client) kal tou e€umnpetntn (server), va eTAéyouv
™ HéEBoSo ouumieong kal tnv mpodlaypadn kpunrtoypadliag, va yivetal auvbeviikonoinon twv dVo
akpwv (server & client) kat va Snuloupyolv éva KUpLO HUCTIKO KAELSL (master secret key), amno to
ormolo mpokUntouv SLadopa KAELSLA yLo auBevTikomoinon Kot KpUntoypadnon Twy UNVUUATWY.

‘Eva pelovekTnpa tou SSL eival ol eploplopéved edapUoyEC TTou unopel va eunnpetnosl. EmumAéoy,
OAeC QUTEG oL edapUOYEG elval ATOUAKPUGUEVNG TTPpOoBacn Hovo (kat oxt Siktuo-Tpog-8iktuo oL
Omoleg Umopouv va umootnplxtolv amd Tto IPSec). Oa Aéyapue Aoutdv OTL PeydAn mAnBwpa
avaykwv Tou KaAuTtel to IPSec 6ev kaAUmtovtal amno to SSL. Ao tnv aAAn umeptepel wg mpog to
IPSec w¢ MPOGTO KOOTOG AAAQ KOl TNV TIOAUTTAOKOTNTA UAomoinong. [28]
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KEDAAAIO 4: AZODAAHZ METAAOZH AEAOMENQN

4.1 Elcaywyn

AvapudoBitnta, n aApatwdng mPoodog TNG TeEXVoAoyLag £XEL XOPOKTNPLOEL TOV aLWVA HOG KoL £XEL
emudpEpel PLULKEG alayEg ato olyXpovo KOopo. MNapd Opwe ta ToAAATTAA od£AN TNG TEXVOAOyiag ot
OAoug Toug Topelg, dev elval SuvaTov va UTIOTLUACOUE KOL TG APVNTIKEG ETILITTWOELG TNG, UL EK TWV
omoliwv elval n Katdpynon TG LOLWTLKOTNTAG KAL N AVEEEAEYKTN XPON TWV TIPOCWTILKWVY SE80UEVWV.

Elval yeyovog oOtL oL kuBepvroelg 6Aou Tou KOGHOU vopoBetolv mAaiola, mou toug Sivouv tn
Suvartotnta va moapakolouBoulv, va amoBnkelouv Kal vo €xouv otn 8LaBear] Toug ava MAca OTLYUN
T Mpoowrika Sedopéva kaBe atopou. AnAadn, eival oe Béon va yvwpilouv kabBs tnAedwvikn
gTukowwvia, pvupa  email kal kaBe LotooeAida MOV EMLOKEMTETAL O XPOTNG. Me ToV TPOTO AUTO,
MTopoUV va €XoUV oTh SLABECT) TOUG AEMTOUEPELEG TNG KABNUEPLVOTNTAG KAL TNG TIPOCWTUKAG (WG
TWV TIOALTWV.

‘Evag aopaAng Tpomog yla tn StadpUAafn Twv MPoowIikwy Se50UEVWY KAl TNV OLWTIKOTNTA TOUG,
elval n xprion g texvoroyiag VPN. Ta VPNs SuckoAeUouv Toug XAKep, 1} omolovsnmote Tpito, va
TP AKOAOUBN OEL TIG ETUKOLVWVIEC KO TLG SLASLKTUAKEG SPACTNPLOTNTES TWV XPNOTWV.

4.2 Jtatiotika otoeia xpriong tov VPN to £tog 2016

Tupdwva pe TNV £peuva Tou “globalwebindex.net” mapatnpolpe 6t n Aoia kat n Méon AvatoAn
g€akolouBolv va Kuplapxouv otnv ayopd twv VPNs. ITnv MopaKATw £lKOVA TOpouoLlalovtol ot
SEKO XWPEG TTOU CUYKEVTPWVOUV Ta PeyaAUTEPA TTOCOOTA Xprong tou VPN.

Ewkova 16: 10 xwpeg, T peyalltepa nocootd Xpriong tou VPN.
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JTNV TOPAKATW €LKOVA, oUpdwva PE £€pEuva TIOU TIPOYHOTOMOINONKE amd tv 6o etatpia,
TaPOUGCLAoVTAL TOL TTOCOOTA OXETIKA ME TN ouxvotnta xpnong tou VPN. MopatnpoUpe, OTL n
mAsloPnoia twv avBpwnwv mou xpnotpornolovv VPN, To xpnotpuomnolouv TouAdxtotov pia ¢popd tnhv

eBdopasda.

Ewkova 17: Zuxvotnta xpriong tou VPN.

Mapakdtw, akoAouvBolV Ta MOCOOTA TWV XPNOTWV VA XWPEA TTOU XPNCLHOTOLOUV TNV QVWVUHN
nepujynon oto Sladiktuo. BAEMOUME OTL Ta PEYAAUTEPA TTOCOOTA CUYKEVIPWVOUV N ZOOUSIKA
Apafia pe mocootd 35%, n Ivéia kol To Bletvap pe mooooto 33%. H avwvupn mepujynon oto

Sladiktuo Baoiletal otn xprion kamotou VPN.

Ewkova 18: NMocooTd TWV XPNOoTWV avVAa XWweo TTou XPNOLHOToLoUV TV OVWVU N TtEpLiynon oto Stadiktuo.
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T€hog, va avadépoupe OtL utdpxouv Stddopol AdyoL TTou n MpooTacia TwV MPOoWTILKWY SeSouEvwy
OUXVA amoTuyxAvel. To yeyovog auto odelletal Katd KUPLo Adyo Ue mocootd 93% otnv €€EALEN TNG
texvoloylag Kat Ti¢ Suvatotnteg mou MpoodEpel. H un UMAPEN TMOALTIKWY QIMOPPATOU KATEXEL TO
ULKPOTEPO TIOGOCTO UE 24%. ITO TAPOAKATW Slaypappa amnekovilovtot ol Adyol yla Toug omoioug
QUTTOTUYXAVEL N TIPOOTACLO TWV MPOCWTILKWY deSopuévwy, KaBwc Kal Ta avtiotolya mocootd. Katd
56% QrmoTUyXAVEL AOYW QVEMOPKOUG evnUEPWONG Twv gpyalopévwy, Katd 45% Aoyw €AAewpng
KOVOUALWV yLo. ayopd Kol epappoyr TEXVOAOYLKWV AUCEWVY, Katd 36% Aoyw ENAeldng Stadikaclwy
ylO TNV KOTAPTLON TwV €pYalOUEVWY KoL TOV EAEYX0 GUUMEPLPOPAC TOUG, KATA 27% AOyw Ayvolag
tn¢ vopoBeaiag. [29]

Elkova 19: Atieg o€ TOCOOTA N UTAPENG TPOCWTILKWY SE60UEVWV.

4.3 Kpunttoypadnon

H kpumttoypadnon, dnhadn n aodpalnc petadoon twv dedopévwy xwpig va divetal n Suvatdtnta os
tpitoug va umokAéPouv ta Ssdopéva tng emkovwviag, eival éva amd ta KupLotepa BEpata mou
adopolv ta VPNs. Mo va mpaypatorolnBel n kpumrtoypddnon, UTAPXEL HLOL EUPEi YKAUQ
oAyopiBuwv kpumtoypddnaong oxedov yia oAa ta enineda tou OSI kal o xprotng tou VPN €xeL tnv
Suvatotnta va emihé€el To eninedo achoadeiog mou embupel, cupPwva pe TIC ePapUOYEG TTOU
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xpnotworolel. H aodpaiela twv VPNs Baciletal otnv kpumtoypadikr Suvatotnta Twv oAyopiBuwv
Kpurtoypddnonc.

To éva okélog tng Sladikaoiog amoteAel n kpumrtoypdadnon, SnAadn n petatpomr €vog amAol
KEIMEVOU Ot KpuTttoypadnuévo Kkeipevo. To AMo okéloc ¢ Swadikaoclag amoteAel n
amokpuTttoypadnon, n akplBweg avtiBetn dtadwkaacia, SnNAadrn n HeETATPOMN TNG KPUTITOYPAPNUEVNG
mAnpodopiag oe un kpurmtoypadnuevn. Me GAAa AdyLa, OTav To KpUTIToypadpnuEVo Keipevo ¢ptaoet
otov mapoAnmin, Ba mpémel va oakoAouBnbei n avtiotpodpn Swadlkacia kol va ylvel n
QIOKPUTITOYPAPNCN TOU UNVUHATOG. To Kpumtoypadnuévo privupa Sev €XeL KATIOLO OXECN HE TO
amokpuTttoypadnuévo. Auta ta dU0 Kelpeva ta cuvSEel PeTal TOUG Lo OXEOn, n omola elval To
KAWL TN KpuTTTOYPADNONG.

4.3.1 Private Key

O amooToA€ag Kol 0 TMAPAAATTNG EVOC UNVUMATOG XPNOLUOTIOLOUV KATIOLOUCG KOWOUG XAPAKTHPEC
otnv apyn, dnAadn éva kAeldi (private key), to omoio yvwpilouv povov ol idtol. O amootoAéag
XPNOLUOTIOLEL TO MUOTIKO KAELSL yla va KpuTitoypadprjoeL TO UVULA KOl O TIOPOARTITNG XPNOLLOTIOLEL
To (610 KAeldl ywa va 1o amokpumnrtoypadnoesl. Auth n HéEBodog¢ kpumrtoypadlag ovopdletol
«HuoTIkoU KAelSloU» (secret key) | ouppeTpk Kpumtoypadia kal Bswpeital plo anod Tig mo
aodaleic peboddouc. ZoPfapd mMpoPAnUa tng HeBOSou aAUTAG AmoteAel 0 TPOMOG HE TOV OMoio o
QMOCTOAEQG KaL 0 TTApAAATITNG Ba cuppwVoouV yla To KAELSL Kat Twe Ba to avtaAldfouv petatl
TOUG.

To mpoPAnUa yiveTal o coBoapo, OTav 0 amooToA£ag Kot o mapaAnmtng Bplokovtal oe SladopeTikni
YEwYpadLKN Tteploxr. ITNV MEPLTTWON aUTH, To BEpa lval av PUMopoUV va EUNMLOTEUTOUV ELTE TO
Siktuo, eite To TOYUSPOUELD £lte TO TNAEDWVO. AV KaL auTh n HEBodog Bewpeltal apketd achaing,
elval Suokolo va edpapuoodel os diktua VPN omou ol Siadopot hosts dev Bpiokovrtal otnv (Sla
vewypadikn mepoxn. Av Adpoupe unoyn ot ta neplocotepa Siktua VPN cuvSéouv UTIOAOYLOTEG
TIOU OTEXOUV TIOAU HeTaV Toucg, KabBooov Ppiokovtal oe SLOPOPETIKEG YEWYPADIKEG TIEPLOXES,
KOTOANYOUHE OTO CUUTMEPACUO OTL N OUYKEKPLUEVN HEO0SOC edapudletal os  e€elOIKEUMEVEG
TIEPUTTWOELG, OMWC OE OTPATLWTIKEG edappoyég N o Siktua VPN mou xpnotpomnolouvtol o KAELoTA
TPAmellkd cUOTAMATA, OTIOU 0 SLAXELPLOTNC OAWV TWV KAeLSLWV gival £vag kal povadikoc. [30]

4.3.2 Public Key

Ou Whitfield Diffie kat Martin Hellman to 1976 mapouciacav tnv Kpumtoypadikr uEBodo dnuoaciou
KAglSLovu (public key), pue okomo va AUoouv to mMPOPANU TToU Snpoupyeital otnv avtaAloyn Tou
KA£lSloU NG ueBbSou private key. 2e autn TNV HEB0SO, 0 ATTOOTOAEQG KAl O TTAPAANTITNG £XOUV OTd
£va dnuooto (public) kal éva WOLwTkG (private) kAewdi. To Snuoclo kAeldi ival yvwotd oe 6Aoug
(umopel va Bpebel o Sladopa eupetrpla), eVvw To LOLWTIKO KAELSL TO yvwpllel povo o KAToxdg Tou.
Ye autd 1o idog Kpumtoypadnong Sev TiBetal Bépa aodalelag twv kavoilwv, SLOTL pévov o
KOTAANAOC MapaAATITNG UMOpPEL va amokpumtoypadnoeL TO HAvVUUA.

H xprion tou énpociou KA£LSLOU £xel TO MAEOVEKTNHA TNG aodAAELaGg, oc aviiBeon pe TO LOLWTLKO
KAelbi, to omoio eival emidoPo va petadidetal péow tou SiktUou 1 péow Tpitou atopou. AAo
mAeovékTnUa tou Snuoociou kAeldlol elval n duvatdtnta TapPoxNg AfLOMIOTWY NAEKTPOVIKWY
uroypadwv.
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JoBapd peovéKTNpa Twv public key aAlyopiBuwv amoteAel n pikpn TaxUuTNTA TOUG, o avtiBeon pe
Touc private key aAyoplBuoug, ol onoiol eivat aoBntd ypnyopotepol. Me Baon Tto MAEOVEKTAMOTA
Twv SUo Tmapandavw Kpurnrtoypadlkwyv alyopiBuwv, €xouv dnuioupynBei Siddopeg “digital
envelope” pébobdol, ol onolieg cuvdualouv TG SU0 aVWTEPW HEBOSOUC Kal cuumepldpEépovTal TTOAU
LKOLVOTTOLNTLKA. [31]

4.3.3 Block Ciphers

Mia aAAn p€Bobdog kpumrtoypadnong sival n Aeyopevn «Block Cipher», n omoia enavolapBavet
Sladopec AelToupyieg, OMWCE OVTIKATAOTAON, MUETAO0n, TMOAAOMAOCLOOMO, KOL YPOUULKOUG
UETAOYNHUATIOHOUC SnUioupywvtag £Tol éva oAU 1o Suvato alyoplbuo. Xpnolpomnoleital Kuplwg
oe aoUppata Siktua. H amokpumtoypadnon autng tng pebddou yivetal pe tnv avtiotpodn
Stadlkaoia pe tnv omola €ywve n kpumtoypadnaon. [32]

4.3.4 Data Encryption Standard - DES

To mpotumno Data Encryption Standard €xel avamtuxBel amo tnv etapia IBM kot apxika gixe tnv
ovopoaotia Lucifer. Mevikd o aAyoplBUog¢ KpUTITOYpAYNoNG TIOU QVTLITPOCWTTEVEL TO TIPOTUTIO AUTO,
Sev eival eukolo va SexBei emiBéoelg. Ao tnv GAAN mMAeupd, €xouv Bpebel pnxaviopol oL omoiot
UMopoUV va TOV anmoKwS8LIKOMoLjoouv. Evag TETolog Unxaviopog sival n “brute-force attack”, n
omola mpoonaBei va Bpel 6Aoug Toug duvatoug cuvduacopoUG TTOU UIMOPOUV Val Yivouv Kal dpa va
Bpel kaL tov owoto cuvduaopd. Mo aAn Ttexvikn elval n “sustained data analysis”, n omoia
EVTOTI{EL TOUC KOLVOUG XOPOKTNPEG TIOU UTIAPXOUV OTO KpUTIToypadnpéva pNvOPOTA, HE
anotéAeopa va eviomnilouv To kKAeldi pe To omolo £xouv kpunttoypadnOei 6Aa ta pnvupata. Av autol
Ol XOPOIKTIPEG €XOUV HEYAAN CcUXVOTNTO EUPAVIONG TOTE KATIOLOG UMOPEL VOL CUUTEPAVEL UE PEYAAN
muBavotata mota eival autr n A&En. O HNXAVIOUOG aUTOC elval €vag TPOMOLO AMOKPUTTTOYypAadnang
Tou mpotUmou DES. H cuxvi aAAayr tTwv KAEWSWY £ival 0 HOVOC TPOTIOC e TOV OTolo pmopet va
yivel o 8UoKoAN n amokpuTtoypddnaon tou mpotunou DES. [33]

4.3.5 Hash Functions (Zuvaptiosig Katakeppatiopou)

Ol ouvaptnosLg kKatakeppatiopol — Hash, éxouv tn Suvatdtnta va maipvouv €va UnRvupa, To onoio
propet va £xel dtadopeTikd peyebog kabs dopd Kal vo TO TPOTOMOLOUV O £val LAVURO oTaBepoU
Hey€Boug, cuvBwg 128 bits | meplocotepa. OL hash cuvaptioelg sival povodpopeg (one way),
énhadn eival moAl Suockolo va BpebBel n avtiotpodn cuvaptnon wote va amokwdikomnolnBolv.
Juvenwe, eival moAU OuUckoho va Ppebel TOo KAeWSL KpumrtoypdAdnong HLAG OUVAPTNONG
KOTOKEPUOTLOMOU. AUTH N HEOOSOG XPNOLLOTIOLELTAL EUPEWG O NAEKTPOVLKEG UTtOypadEG. [34]

4.3.6 Digital Signatures

H xpnon twv Yndlakwv uvnoypadwv peydAwoe tv aglomiotia Twv VPNs. Me tov TpOmo auto
miotonoovvtal ta dedopéva, oAAA Kal Ta mpoowrna HeTofy Twv omoiwv yivetol n avtoAiayn
pnvupdatwyv. Ou Pndrakég unoypadég sival £va €idog kpumtoypadnong 1o omolo XPNOLLOTOLEL
hash cuvaptioslg. Kabe prjvupa xpnotpomolel pia ocuvdptnon katokeppatiopoU (hash), to petwvet
ota 128-bits kat to kpuntoypadei pe éva kAsLSL. Etol, dnuovpyeitat pia Pndakn umoypadr. Xtn
OUVEXELQ, N uTtoypadn auTth pall He To apXLlko URVUpa Kpumtoypodolvtal Eava Kal oTEAVOVTAL oToV
napaAnmIn. O mapalnming mpwta amokpuntoypadel To apXlkd HAVUPA, OTN CUVEXELWD TNV
uroypadn TOU amootoAéa Kol Ta ouyKpivel petal toug. ETol, pmopesl va ofloAoyroeL €dv TO
punvupa iou apélaPe eival auvBevtiko, SnAadn otdAdnke amnd 1o cwoto amootoléa. [35]
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4.3.7 RSA Public — Key AAyopLOpog

‘Evag amd toug MPWIOUG UNXOVIOUOUC KPumToypddnong mou XPNOLUOTOLEL TO «SNUOCLO KAELSL»
(public key) eivat o RSA oAyoplOpoG. AUTOG O HNXOVIOMOG  XPNOLUOTOlEl €va  KAeLdl
KpuTttoypadnaong To onoio ival «dnuoalo» (public) katl éva « uuoTiko» KAELSL anokpumtoypddnong
To omolo sival kpudo. O alyoplBuog RSA dnuoupyndnke to 1977 anod toug Ron Rivest, Adi Shamir
kot Leonard Adleman kal ovopdoBnke £Tol amo T APXIKO YPOUMOTO TwV EMWVUHWV Toug. O
amooTOAEQC, TTOU Xpnolpomolel Tnv RSA kwdikomoinon, Snuoupyel Kol otn ouvéXela SnUOCLEVEL
£€va dnuoaoto kAeldi mou Baoiletal o SUO peyAAoug PWTOUC aplOUolE, o cUVOUAOUO UE ML
BonBntikn TLun. OL SUo mMpwToL aplBuol mou xpnoLpomnoLBnkav MPEMEL va KpaTnBoUV HUoTIKOL. Av
To 6nNUooLo KAELSL TTOU XpnoLUOTIOLEL KATIOLOG yla val KpuTttoypadrioel €va KELUEVO €lval apKETA
MEYAAO, LOVO KATIOLOG O omolog yvwpllel Toug mpwToug aplBuolg ou XpnaotponoL)tnkay pnopel va
anokwd&LkomoLroeL To Keipevo. O RSA Sev xpnotuomnoleital oAU cuxva, kaBooov eival Evag OXETIKA
apyog OoAyoplOpog Kpumrtoypadnong. Zuxvotepa, o aAyoplBuog autdg XpnoLUomoleltal yla va
TapexeL NON kpumrtoypadnuéva KAeWSLA o GAAOUG HNXOQVLOHOUG, WOTE va elval To ypryopn n
ouvoAwkn Stadikaoia. [36]

4.3.8 Pretty Good Privacy (PGP)

Elval éva uBpldikd kpumroouotnua, kabwg cuvbualel Tov public key alyopiBpo kal tov private key
oAyopLlOpo. Xpnollomoleital o apKETEG POPUOYES, OMWG TO NAEKTPOVIKO Taxudpopeio. To PGP
Aettoupyel Oonweg OAa ta public key kpumrtoouotnuata, xpnolgomolwvtag Tov RSA public key
aAyoplOuo kat Tov International Data Encryption aAyopiBuo (IDEA). Eva IDEA kAeLbi xpnolpomnoleitat
yla Kpumtoypddnon oMd Kol ylo OoKpuTtoypddnon tou pnvupatoc. O RSA aAyoplOuog
Xpnoluormnoleital yia va kpurntoypadnoet To IDEA kAeldi pali pe to public key mou xpnotpomnolei o
napaAnming. Etol, pnopel va amokpumnrtoypadrnosl tTo pRvupa kot va to Stafacsl. Me tov Tpomo
QUTO, £XOUME £vav amAd, acdaln KAl ypryopo TPOTOo yLla va KpuntoypadoUpe UnvUOTO Kal Vo To
OTEAVOUE He aoddlela. [37]

4.4 EmO£osLg os VPNs

MNa kaBe eidoug emibeon mou déxetal €éva VPN mpénel va Sleukplviooupe Tote eival e€wTteplkn
eniBeon, dnAadn mopapiacn tou VPN amd kamowo e€wTteplkd XpNoTn, Kol MOTE £lvOl E0WTEPLKNA
eniBeon, dnAadn aduvapia tou iSlouv tou VPN. Ta 800 Baoikd MPWTOKOAAQ TTOU XPNOLUOTIOLOUVTOL
yla tnv vhomoinon twv VPNs, gival ta IPSec kot to PPTP.

4.5 Eidn emBéoswv oto mpwtoKoAAo Internet Protocol Security (IPSec)

H opada mou dnuiovupynoe 1o IPSec mpwtokoAAo, Oplos tnv Sopr) tou IP moKETOU Kol UAoToinoe
Sladopec aodaleic ouvdéoelg (secure associations — SA), oL omoiec amnd tov NoguPplo tou 1998
£xouv KaBlepwBel wg mpotuna Kat xpnotponotovvtol ot VPN emikowvwvieg. To IPSec opilel éva
oUVOAO TPWTOKOAMWY Kal KpuTttoypadlkwv aAyopiBuwv yla dnuoupyia aodpalwv cuvdécewv pe
xpnon uuog IP 8teBuvong. Onwg ta GAAo mpwtokoAa acdalsiag, £tol kot to IPSec umopel va

SexBel eTubéoeLc.
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Mepika £i6n emBéoswv mou umnopei va exbel to mpwtdkoAo IPSec gival ta €nc:

o  FErudcoeic kara tn¢ diaxeipionc kAsidiov

Eva mpoPAnUa MOPOUCLALETOL OTOV TPOTIO TIOU TO TPWTOKOAO &laxeiplong kAewdiol (IKE)
Staxelpiletal ta kpumrtoypadikd KAELWOLA oto TPWTOKOAAO tou |[PSec. It mpodiaypadég tou
TIPWTOKOAOU SLeUKpLVIZETAL WG OUTA Ta KAELOLA TIPEMEL va avtaAlAdocoovtal HETaly Twv Suo
AKPWV TIOU ETILKOWVWVOUV, 0AAG cuvnBwe avadpEpeTal LOVO yla TNV apxn TNG EMIKOWwWvIag Kal oxt
yla To TEAOG TNG. AOYW TOU OTL UTIAPXEL LNXAVIOUOS ARENG oTLg cuvaAlayEg TAnpodopLwyY UE Xpron
tou public key, €xet SlamiotwBel otL 6ev umapxet interoperability petafy twv Siddopwv
npounBeutwy (ventors).

Eniong, oupdwva pe tig mpodiaypadeg tou IKE, av Katd Tnv SLAPKELA TNG EMUKOWWVIAG KATIOL0 amd
T AKPO TNG SLAKOWEL TNV eMIKOWVWVia, TOTE Sev UTIAPYEL TPOTIOG va aviiAndBel to aAlo dkpo OTL
€xeL yilvel SLakomn Tng emkowwviag Kot Pmopet va ouveyilel va otéAvel maketa. AnAadn, av to Eva
akpo e€akoAouBel va otéAvel Ttakéta, TOTe pnopet va mapeUPAnOel kAmolog GAAOG XprioTNG Kal va
amnokpurtoypadrnosl ta dedopéva, av oto OmMOoTEAAOUEVA TTAKETA XPNOLUOTOLOUVTOL KAELSLA Ta
omola eivat eUkoAo va TPOoPAEPEL KaL VA «OTIACEL» KATIOLOG,.

‘Eva amod ta autd Ta KAELWSLA elval n meplmTwaon Omou Ta KAELSLA Eival OTATIKA KOTA TNV SLAPKELD TNG
ETUKOLWVWVLAG KOL SEV UTIAPYEL LNXAVLIOUOG yia avTaAAayr auTwV Twv KAELSLWV. Eva GAAO onuavTLko
MELOVEKTNMA YLa To IPSec ival n SuckoAia XELPLOKOU TOU peydAou aplOol Twv Kpurmrtoypadilkwv
KAEWSLwV ota peyala Siktua. Mia AUon oe autd 1o mpoPAnua eival to Certificate Enroliment
Protocol (CEP) to omoio €xeL avamtuxbelt amd tnv Cisco kal tnv VeriSigh koL €MITPENEL TRV
avraAAayr HeydAou aplOpou KAELSLWV.

TéNog, To IPSec 8ev €XEL HUNXAVIOUO ylol TLOTOMOINON Xpnotwv Onwc Slkalwuota mpocfaong,
motonoinon, K.0.k. Adyw Tou OTL apxlka eixe oxedlaoctel yia LAN-to-LAN VPN, &gv mapéxel
MNXAVIONO uTtooTAPLENG MeEAaTwV. Me okomod to IPSec va Pnopel va TapEXEL AUTO TOV UNXAVLIOUO,
£XOUV YLVEL TPOTIOTIOLNOELG OTO APXLKO TPAOTUTIO.

4.6 Eidn emiBéocwv oto mpwtokoAAo Point-to-Point Tunneling Protocol (PPTP)

To PPTP elval évag cuvduaouog tou Point-to-Point Protocol kat tou Transmission Control Protocol /

Internet Protocol (TCP/IP). To PPTP cuvSuAGlel Ta XOPOKTNPLOTIKA Tou PPP (6mwg n oupmieon

makétwv dedopévwy) katl Tou TCP/IP (kupiwg t Suvatdtnta yio SpooAoynon Twv MOKETWY OTO
Internet). Madl pe to IPSec gival éva amd ta kUpla VPN mpwtokoAAa Ttou Xpnolpomnolouvtal

oNUEPQ.

Xpnotuormolei to Generic Routing Protocol (GRE) yla petadopd twv PPP makétwy. To MPpwTOKOAAO
PPTP xapaktnpiletal and SVo £ibn mokétwv mou xpnotpomnolel otnv avtadlayn Ssdopévwv: ta
“data packets” kaL “control packets”. Ta control packets ypnowomowoUvral yia €AEyYo Twv

dedougvwy mou avtaldooovtal, evw ta data packets yia va petadépouv ta Ssdouéva tou xprotn.

Ta data packets eival makéta ta omoia £xouv umootel tnv Sladikoocia tng evBuldkwong
(encapsulation), &nAadn Swadikacia pe tnv omoia ta kKab'avtd Ssdouéva mpootiBetal os GAAA
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6ebopéva, Omwe Kamola emkepaiida, xpnolpomolwvTag To MPpwTokoAlo Internet Generic Routing
Encapsulation Version 2 (GRE v2). [24]

To PPTP, 6nwg kot to IPSec, €xel UELOVEKTAHATA, OTWC TO OTL dev uTtooTNPILlEL aAyoplBuoug yLo
encryption kat authentication. Auto yivetat amo GAAa TPWTOKOAAQ.

Mua emiBeon mou umopet va dexBei to MpwtdkoAlo PPTP, sival otnv empépouc dadikacia mou
epapudlet pe 1o Generic Routing Encapsulation (GRE). Ta makéta tou GRE pmopoUv va petadépouv
poadl toug éva aplBuod mou UmodeLkVUEL TN OELPA otnv omoia Bpiokovtal otnv akoAouBia MakéTwy
mou amootéNetal, £va “acknowledge” yia kaBe aplBuo, evw yia tnv anoduyn ™¢ ocupdopnong
Mmopel va xpnolpomolnBel kKalL n TMAPAUETPOC TOU XPOVOU amooToAnG. OHwG, av KAMoLog
anmocuyXpovicel TNV akoAouBia Twv NakéTwv, TOTe punopei va eanatrjost 1o GRE. Eniong, to GRE
Oev €xeL TpOMO va avTldpaoel o Kakn 1 SuTA akoloubia aplBuwv. Autd mubavotata va ayvonBet
OoAAQ TOTE Ta TaKETO PPP pmopouv va aAAotwBoulv.

Eniong, éva pelovéktnua tou Point-to-Point Tunneling Protocol (PPTP) eival ott Paociletal oto
MPWTOKOAO Point-to-Point (PPP) kat mpwv amd KABOe emkowwvia TO KAVEL gyKOTACTAON Kol
OPXLKOTIOLEL TIG TOPAUETPOUG ETLKOWVWViAG. Opwe, adol to Point-to-Point Protocol (PPP) 8ev €xel
MNXQVLIONO TLOTONOINOoNG KATA TN SLAPKeLA TNG LETAS00NG AUTWY TwV PPP TAKETWY UMOPEL KATIOLOG
eVOLAPEDOG VO EEAMATAOEL TO CUOTNHA KOL VA TIAPEL TLG TTAnpodopieg Tou aviarlldoovtal.
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KEDAAAIO 5: MPOZOMOIQZEIZ

5.1 AvaAuon tou epyaleiou Cisco Packet Tracer

To Cisco Packet Tracer sival éva mPOypapa TTPOCOMOLiwoNnG SIKTUWV Tou £XEL SnploupynBel amo
v etatpia Cisco. To epyaleio AUTO ETUTPEMEL OTOUC XPHOTEG va oXeSLAOUV OTIOLASHTIOTE TOTUKA
Siktua n diktua WAN kot Cloud amo to pndév. H dnuioupyio SIKTUAKWVY TOOAOYLWY, N ETILAOYT OO
pla mANBwpa ocuokeuwv ONMwG UTtoAoylotég, laptops, tablets, SpopoAoyntég, UETOYWYELC,
€€UMNPETNTEG Kal ouvOEoelg pe SladopeTikd €ldn KoAwdiwv, Snuoupyolv tnv aiocBnon &£vog
npaypatikol nepBailovtog Siktuwong. To ypadiko meptBaAAov Tou To KaBLotd EUKOAO otn Xpron
EVW N Mpooopolwaon yiveETaL O TPAYHUATIKEG CUCKEUEG LIE TIPAYLATIKEG CUVONKEG

To Cisco Packet Tracer eival StaBéoipo yla Asttoupyik@ Windows kat Linux, aAAd Kat ylo Kvntd
mAédwva. Ma va kateBacel kaveic tov mpocopolwth tng Cisco XpeLlAleTal va KAVELG gyypacdr oTo
Cisco Networking Academy. To CPT &waBétel plo Oelpd oMo TPOCOMOLWMEVA TIPWTOKOAAQ
OTPpWHATOG edpappoyng, 6mwg HTTP kat DNS, kabwg kat Baoikd mpwtdkoAha SpopoAdynong e RIP,
OSPF kot EIGRP.

To ypadko meptpariov tou CPT gival moAU PaKTLKO Kal TOAU eUKOAO oth Xprion. NopExel peallopo
OTNV TMPOCOMOLWON, KOBWE TTPOCOUOLWVEL TIPAYHUATIKEG CUCKEUEC OE TIPAYHOTIKEG CUVONKEC. EKTOG
and to ypadiko meptBaiiov, umapxel eniong kat tnv Command List (CLI), n omola emnitpénel Tov
TIPOYPAUUATIOUO TWV SIKTUOKWY CUCKEUWV.

To Cisco Packet Tracer 6.3 £€xeL kukAodoproel otig 22 AskeuPpiou to 2015 amnd tn Cisco. Mpokeltal
yla pa €ékdoon ocuvtipnong pe netacad login evepyomotnuévn Kotd tnv ekkivnon tng epappoync.
Avtikatéotnoe to Cisco Packet Tracer 6.2 Qoutntwy kot Cisco Packet Tracer 6.2 Instructor. To Cisco
Packet Tracer 6.2 meplhappavel ASA 5505 teiyoug mpootaciag pe tn Stapdopdwaon TNG YPAUUNS
eviohwv (oAAa oxL Adaptive Xuokeuny Aodaleiag Manageror KKK epyaleia). NepthapPavel eniong
€va NetFlow ouAAéktn wg Desktop ebappoyn otn cUCKEUN SLAKOULOTH, TPWTOKOAAA §pooAdynaong
yla to IPv6 (OSPFv3, EIGRPv6, RIPng), DHCP snooping evtoAéc, To IPv6 CEF, IPSEC.

To Packet Tracer 6.2 slonyaye tv untootnptén tnAedpwviag 3G / 4G, kabwg kat éva véo Cisco 819 ISR
router e EVOWUATWUEVO aoUpUATO onpeio mpdoPaong. e AUty TV £kSoaon PooTEBnKav emiong
Kol ot BeAtiwoelg OSPF kot EIGRP. To Packet Tracer 7.0 €xeL kukhodopriosL otig 17 louviou 2016.
AuTh gival Lo véa onpavtikn ékdoon mou meplthapPBavel 3 véoug Spopoloynteg Cisco (81910X, 829,
1240 routers), éva véo IE2000 Stakomtn industral kot tepdotia BEATLWUEVA TIPWTOKOANO. AKOUN
£xouv npooteBel ol Suvatotnteg Python kat javascript scripting. [38]

5.2 Npocopoiwon 1: ZUvEeon anMouaKpuopEVou Xprotn péow VPN og éva anAomnounpuévo
Siktuo.

YKOTOC TNG MPocopoiwong autn¢ ival n avaAutiky rnapovciaon kot tepypadn tng dtadkaoiog
ouvdeong evog anopakpuopévou Xpriotn (Remote User) og éva antAd VPN. Me tov Tpomo auto Ba
£0TLACOUE TIEPLOCOTEPO otV acdaletla mou dnuloupyel éva VPN, kabwg xwplc autd o xpnotng
Sev Ba propei va £xeL mpdoBaoh oto urtdAoLno Siktuo.
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H npooopoiwaon €ytve pe tn xprion tou Aoyilopikou Cisco Packet Tracer (version 6.3). ITnv mapokatw
£lKOVQ, apoualaleTal Eva amAomnolnpévo SiKTuo mou otrBnKe MpokeLlpévou va avaAuBel o Tpomog
ouvdeonC evog amopoKpUopEVOU Xprotn Héow VPN og éva alho Siktuo. Quolkd to Siktuo pmopetl
va enektaBel kal va eEUTINPETIOEL TTEPLOCOTEPOUC XPNOTEC.

Elkova 20: Z0vdeon anopakpuopévou xprnotn péow VPN oe éva andomnotnpévo Siktuo.

ITnVv mpooopoiwaon xpnotponotoape éva Cisco Router 2811 kal éva Switch 2960. Mpokelpévou va
Aettoupynoel owotd éva SIKTUo, TIPETEL €KTOC QMO ToV KATAAANAo efomAlopd — o omoilog Ba
TIPOYPAUUATLOTEL CWOTA, VO KAVOUE Kal TIG amapaitnteg ouvdéoelg petafl tous. To Cisco Packet
Tracer laBEtel oto Xprotn 6Aoug Toug Suvatolg TPOmoug cUVEeang. Xpnolpomolntnke Katd KUpLO
Aoyo copper straight-through kaAwdio, SnAadn kaAwdlo xaAkol aneuBeiag e€66ou. O Cisco Router
(HQ) €xet pubuiotel wote va potlpalel SteuBuvoelg oto diktuo. Na ToviooUpEe OTL 0T CUYKEKPLUEVN
nipocopoiwon 6o cuVEECOULE TOV ATTOUOKPUOUEVO XProth Héow KoAwdiou pe to umtdlouno Siktuo
(copper cross-over). Itov MAPAKATW Tivaka Tapouclalovial avaluTIKA OAEG oL CUVOEGCELS ToU
£ywayv HeTtafl TwV CUOKEUWV Tou SLktUou.

Adetnpia TepUaTIONOG Tumnog
KaAwédiou
Zuokeun Npodil Zuokeun NpodiA
Cisco Router . Copper straight-
Switch FastEthernet 0/1
(HQ) FastEthernet 0/0 / through
Switch FastEthernet 0/2 File Server FastEthernet O Copper straight-
through
Switch FastEthernet 0/3 Web Server FastEthernet O Copper straight-
through
Switch FastEthernet 0/4 Mail Server: FastEthernet O Copper straight-
through
Cisco Router FastEthernet 0/1 Remote User FatsEthernetO Copper Cross-
(HQ) Over

Nivakag 3: Zuvdsopoloyia Atktuou 1
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JTov mapanavw mivaka, ¢palvovtal Kal oL GUCKEUEG TIoU €xouv TipooteBel oto Siktuo, dnAadn ot
Servers. Ol CUOKEVECG QUTEC Tou TomoBeTouvTal ota akpa tou Siktuou ovopalovral End Devices.
Apa mpocBétoupe tpelg (3) ocuokeuég Generic yla Servers Kol TOu¢ cUVOEOUUE HE TO switch pe
copper straight-through kaAwdio, onwg dailvetal kat mapamavw. TEAOG, daivetal OTL UTIAPXEL EVOG
Remote User ou oucLaoTikd oto oX£610 Tou SIKTUOU TG lkovac 21, BAémou e OTL amelkoviletal pe
£vav UTIOAOYLOTH.

Jtnv ouveyela opilou e S1evBuvon ip og kKABe Server, OMwWC PpaiveTal OTNV MAPAKATW ELKOVAL:

Click og kaBe Server -> Desktop -> IP Configuration

Ewkova 21: IP Configuration

To poAo tou Gateway, Stadpapatilel o Cisco Router 2811. ITov MOPOKATW Ttivaka mopouoLalovial
ol 8tevBuvaon ip mou £xeL 600¢el oe KABe cuokeu).

Zuokeun IP
Int0/0:
Cisco Router 172.16.1.1
(HQ) Int0/1:
10.10.10.11
File Server 172.16.1.10
Web Server 172.16.1.11
Mail Server 172.16.1.12
Remote User 10.10.10.10

Nivakaog 4: AteuBuvoelg Ips Awktiou 1
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MapakdTw Ba MOPOUCLAGOUUE TNV TIAPOUETPOTIOLNON TOU SLKTUOU KOlL TILO CUYKEKPLUEVA TOU router,
mou elval umelBuvo kot yia TNV SpopoAdynon Ttwv SleuBuvoswv oto  Oiktuo. BOa
mapapeTpornotjooule to VPN pe xprion tou mpwtokoAou IPsec. Mo va MOPOUETPOTOL|COUE TO
cisco router Ba xpnotpomnotjooupe to “Command Line Interface”, &nAadn Ba to mpoypappaticoupe
MECW EVIOAWV, OL OTIOLEG avaAUoVTOL TTAPAKATW. To TeEPLBAAAOV TpoypapUATIOMoU daiveTal oTnV
TIOPOKATW ELKOVAL:

e
Physical Config CLI
105 Command Line Interface
HMoel processor: part number U, mask 45 ~
Z FastEthernet,/IEEE &802Z2_.3 interface(s)

233K bytes of non-volatile configuration memory.

82TZ0E bytes of ATA CompactFlash (Read/Write)

Cisco IOS Scoftware, 2800 Scoftware (CZ800NM-ADVIPSERVICESES-M), Version 12.4(15)T1,
RELEASE SOFIWARE (£ec2)

Technical Support: http://Wwww.cisco.com/techsupport

Copyright {(c) 138&-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 0&:21 by pt_rel team

Eress RETURN to get started!

SLINEFROTO-S5-UFDOWN: Line protocol on Interface FastEthernet0,/0, changed state to
up

SLINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthermet0/1, changed state to
up

HQ>

HQ>

HQ>

HQ>

HQ>

Hgw>en

HQE

HQE#

HQE#

Ho# bl

Copy Paste

Ewkova 22: Command Line Interface

2TOV TOPOKATW Tivaka daivovtal ol evioAég mou §66nka otov Cisco Router mpokelpévou va To

T(POYPOUUOTIOOU UE:
EvtoAn Nepypadn
Elcaywyn oe privilege mode, 6mou pnopoupe va Solpe 6Aa ta
Router>enable configurations mou €xouve yivel oto router aAAQ Kol va TO

T(POYPOLULOTICOULIE.

. . Elcaywyn oe Global Configuration Mode, 6mou yivetat o
Router#configure terminal ,
T(POYPOUUATLOMOG TOU router

Aivoupe dvopa oto router (2tnv MeplmTtwon Hog To OVOUATOUUE

Router (config)#thostname HQ
HQ).
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HQ(config)#int f0/0

PUBuLon Tou fast ethernet interface. To cuykekpluévo mpodiA eival
TPOG TNV TAELPA TOU switch.

HQ(config-if)#ip address
172.16.1.1 255.255.255.0

Oplopog dievBbuvaonc IP kal paoka umodiktuwong (subnet mask)
mou Ba €xeL to serial interface. H IP kat to subnet mask mou Ba
Baloupe eéaptatal kot amnod tnv IP mou poag £xouv SWOEL Kol To

subnetting mou €xel yivel. Oplopog IP kat subnet mask dtevBuvaong
TPOC TNV TAELUPA TOU switch.

HQ(config-if)#no shutdown

H evtoAn no shutdown XpnoLULOTIOLELTAL YL VO EVEPYOTIOL OEL TO
interface.

HQ(config-if)#int f0/1

PUBuLon tou fast ethernet interface mpog tnv mMAeupd tou Remote
User.

HQ(config-if)#ip address
10.10.10.11 255.255.255.0

OpLouog IP kat subnet mask teBuvong mpog tnv MAeupd Tou
Remote User.

HQ(config-if)##no shutdown

Evepyomoinon tou interface f0/1.

Configure VPN Remote Access

Briua 1

Optlouog aaa

HQ(config)#aaa new-model

Ta tpla aaa, xpnolpomnoleital yla tnv achaiela tou Siktoou,
SnAadn amayopelel 0TOUG PN SLATILOTEUEVOUG XPHOTEG VOl
£L0€pXOVTOL KAl VA XpnoLpomnoLolv to Siktuo.

HQ(config)#aaa
authentication login abcl
local

To mpwrto “a” oxetiletal pe to “authentication”. H miotomnoinon tng
TOUTOTNTAG TWV XPNOTWV TWV TAPEXOUEVWY UTINPECLWY /
edappoywv (authentication). (abcl local eival to évoua tg Alotag
“authentication”).

HQ(config)#aaa authorization
network abc2 local

To Seutepo “a” oxetiletal pe to “authorization”. H edbappoyn
QITOTEAECUOTLKWV TIOALTIKWY 00D AAELAG YLO TOV EAEYXO TNC
TPOCPOONC TWV XPNOTWV OTLS DaAPHUOYEG Kol Ta Sedopéva

(authorization) pe Baon cuyKekpLUEVa SIKALWUOTA KL OE
oA arAd enineda. (abc2 local eival to dvopa tng Alotag
“authorization”).

HQ(config)#username admin
password admin

Oplouog username Kat password e ta omoia Pnopei va
miiotomnolnBel kAmolog xpriotng Kat va elcéNBeL oto Siktuo.
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Briua 2

Anuouvpyia ISAKMP

HQ(config)#Crypto isakmp

OplleL To BaBuo “priority” Tng MoALKAG mpootaoiag rnou Ba
edpappootel <1-10000>, kaBwg Kat TNG KwdLkomoinong He Ta

policy 10 KA£L&LA pe Ta omoia Ba avtaAldooovtal Ta dedopéva HEcO OTO
VPN.
HQ(config- Ynidpyxouv tpia Adn kwdikomoinong (encryption): 3DES - Three key

isakmp)#tencryption 3des

triple DES, AES - Advanced Encryption Standar, DES - Data
Encryption Standard (56 bit keys).

HQ(config-isakmp)#hash md5

Yrniapyxouv SUo €i6n aAyopiBuwyv aodaleiag: mds - Message Digest
5, sha - Secure Hash Standard

HQ(config-
isakmp)#tauthentication pre-
share

5 -shared” onpaivel otL ta pépn mou avtaAAdooouv
O opog “Pre-shared” aivel OTL Ta PE ou avtaAAacco
HETaEL Toug dedopéva, TIPETEL VA CUUDWVICOUV O€ EVaL KOLVO —
HUOTLKO KAELSL Tou yivetal HEpog TG TOALTIKAC IPSec.

HQ(config-isakmp)#group 2

O Diffie-Hellman eivat aAyoplBuog avtariayr¢ Anpooiou KAelSlou
(Public Key Algorithm) kat anoteAeital ano tpia group (1,2,5)

Briua 3

Anuoupyia IP Pool

HQ(config)#ip local pool
VPNPOOL 192.168.1.1
192.168.1.50

OplleL to eUpoC Twv SleuBuvoewy oL omoleg eival Stabéoiuecg va
avateBoUv og kaBe xpriotn mou cuvdéetal oto VPN, kabwg kal To
ovopa tou “pool”.

Brnua 4

Anuovpyia isakmp key

HQ(config)#crypto isakmp
client configuration group
cisco

OplleL to 6vopa Tou group achaleiag (cisco) mou MpEMeL va
£lo0AyeL 0 xprnotng nou Ba ocuvdebel oto VPN.

HQ(config-isakmp-group)#key
ciscol23

210 Mmopanavw group, opiloupe Tov KWKo (ciscol23).

HQ(config-isakmp-
group)#pool VPNPOOL

OpliZoupe to Ovopa Tou pool ou BEcape vwpitepa (VPNPOOL).

Briua 5

Anuuoupyia crypto ipsec transform-set

HQ(config)#crypto ipsec
transform-set setl esp-3des
esp-md5-hmac

Q¢ “setl” opiloupe To 6vopa Tou “transform set” mou
Snuloupyolpe. Ouolaotikd To “transform set” eival o cuvbuaouog
TWV MPWTOKOA WV aodaleiag mouv Oa XpnoLUOTMOL|GOUE.
O£toupe OTL €XOUE OPLOEL Kal TiLO TIAVW. EToL opiloupe TNV
aodalela IPSec.

HQ(config)#crypto dynamic-
map map1 10

Anuoupyia evog Suvaptkou xdptn (dynamic-map) pe to évoua
map1l koL o£lpd eLlooywyng oto Suvautko xaptn 10.

HQ(config-crypto-map)#set
transform-set setl

OpliZoupe to setl wc transform-set.

Brnua 6

Anuoupyia crypto Map

HQ(config)#crypto map map1l

Opiloupe otov Remote User — Client val cuvS£sTal — amovtAeL 6To
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client configuration address
respond

Siktuo otav cuvdéstal oto VPN xpnoLomolwvTag TG pubuioeLg
TIou KAvapue pexpL twpa (IPSec).

HQ(config)#crypto map map1l
client authentication list abcl

Oplfoupe wg authentication list tnv abcl kal to cucxeTI{oUUE UE
To crypto map otov Remote User.

HQ(config)#crypto map map1l
isakmp authorization list abc2

Oplfoupe wg authorization list tnv abcl kal To cUCXETI{OUUE UE TO
crypto map.

HQ(config)#crypto map map1l
10 ipsec-isakmp dynamic
map1l

Oplfoupe oto crypto map T pUBULOELC TTOU KAVOUE TTOPOTTAVW.

Briua 7

Epapuoyn crypto Map

HQ(config)#int f0/1

Elcaywyn oto interface tou Remote User

HQ(config-if)#crypto map
map1l

Edappoyn Tou crypto Map nou dnuloupynoape (*Jan 3
07:16:26.785: %CRYPTO-6-ISAKMP_ON_OFF: ISAKMP is ON).

Nivakag 5: EvtoAég npoypappatiopov oto Cisco Router

AOKIUEG:

XpNOLUOTOLWVTAG TN YPAUUR evtoAwv (command prompt) oto File Server, onwg ¢aivetal otnv

TAPAKATW €LKOVA, SoKlpalw edv €xw mpdofacn KAvovIag Xprion tng evioAng “ping” oto Cisco

Router.

Ewova 23: Menu File Server Aiktuo 1

YToV mpocopolwTn o XpHotng Oa mpénet va: EmAé€el To File Server -> Desktop -> Command Prompt.

MapatnpoU e OTL UTIAPXEL eTiLKOWVWVia peTafd Twv SUo akpwv (BA. TNV MApAKATW ELKOVA).
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Ewkova 24: Ping ano 1o File Server oto Cisco Router.

AkolouBw tnVv 6la Sradikacia yla va eAéyEw TNV emkolvwvia and kabe server pe to Cisco Router.
2TLG MOPOKATW ELKOVEC palveTaL OTL UTIAPYEL ETUKOWVWVIA.

Ewkova 25: Ping anoé to Mail Server oto Cisco Router.
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Ewkova 26: Ping ano to Web Server oto Cisco Router.

TéNog, kavw ping amod to PC - Remote User oto cisco router. MapatnpoU e, (Etkova 26) OTL amavtaet
povo oto interface f0/1. Me to interface f0/0 v undpxel emtkowvwvia. Opola SokIalw va Kavw
ping amod to PC - Remote User otouc Servers (Etkova 44). BAEOUE OTL KOlL 0TV TIEPLTTWON QUTH
Sev UTAPYEL ETLKOLVWVLAL

Apa, To SikTUO pog Asttoupyel owotd, KABWG O AMOUAKPUOHEVOC XPHong Oev €xel ameuBeioag
TPOCPAON OTO E0WTEPLKO SIKTUO TOU €XoUpEe oTroEsL. H emikowvwviag Ba amokataotabel povo otav
0 QTMOUOKPUCHEVOG Xprotng cuvdebel ato cisco router péow tou VPN, ondte Ba cuvSeBel péow tou
ToUveA mou Ba oxnuatiotel otnv GAAN TMAeUpd Tou SIKTUOU TIPOG TOUG server. Mpémel va onpelwBel
OTL L€ TOV TPOTIO AUTO £XOULE SNHLOUPYNOEL €va aoharEg SikTuo.
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Ewkova 27: Ping anoé to Remote User oto Cisco Router.

Ewkova 28: Ping anod to Remote User atoug Servers.
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Apa, ylo va UTIOPECEL O QTIOUAKPUOHEVOC XPROTNG Vol €XEL POoBacn oto Siktuo Ba mpémel va
ouvbeBel oto VPN. ZTIC MOPAKATW ELKOVEG TTAPOUCLATETOL O TPOTIOG GUVEEDONG TOU UTIOAOYLOTH TOU
Remote User oto VPN.

Ewkova 29: Remote User Aiktuo 1.

210 MPOYPAUA IPooopoiwaong n cUvdeon yivetal we e€nG: Remote User -> Desktop -> VPN.

Ewkova 30: VPN Configuration Aiktuo 1.
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Oa TPEMEL O XPNOTNG va £l0dyel Ta owotd credentials omw¢ autd ta €xoupe oploel otov
TIPOYPUUUATLONO TOU Cisco router, TpokeLuévou va cuvdeBel pe emituyia oto VPN.

Ewkova 31: VPN Zuvbebepévo Aiktuo 1.

Twpa dokipdlw ek véou ping amd To Remote User 0Toug amoplakpuopévVoug Servers. MNMapatnpoU e,
OTL TA€0V UTTAPXEL eMIKoWVwWVia petafd twv duo akpwv. H IP tou Client — Remote User ¢aivetal otnv

glkova 30. IToV AmOopaKPUGHEVO Xprotn £xel doBel pia SieBuvon amoé to VPN POOL mou £€xoupe
oploeL.

Itnv ewkova 31 daivetal otL mAEov PeTd thv Snuioupyia Tou VPN UTIAPXEL ETLKOWVWVIR UE TOUG
servers. Anoouvdéw to VPN kal e€etdlw fava tnv enikowvwvia. Mapatnpolpe OtL XaOnke mAAL n
ETLKOWVWVLAL.

TéNog, 6tav o Remote User gival ouvdedepévoc oto VPN, pumopw va to Sw autd Kol oTo cisco router
HQ xpnoLUOTIOLWVTAC TNV TIOPOKATW EVIOAR:

HQ#tshow crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
10.10.10.10 10.10.10.11 QM_IDLE 1052 O ACTIVE

IPv6 Crypto ISAKMP SA
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Mapatnpoupe SnAadn napanavw otL £oupe dnuloupynoetl eav VPN avapeod otov client kot oto
cisco router HQ.

Ewkova 32: Ip Remote User peta tn ouvéeon oto VPN.

Ewkova 33: Emukovwvio tou Remote User pe toug Servers tou 8iktiou pécw tou VPN.
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T€AoG, UMmopoUHE va eAEyEoUE TNV €TIKOWVWVIA HETOED TWV eVOLADEPOUEVWY AKPWY OTEAVOVTOG
nakéta PDU — pa duvatotnta mou pag Sivel to cisco packet tracer. Mo va €eklvooupe tnv
TIPOCOLOLWON TWV TTAKETWV TIPETEL VoL EeKLViooUE To Simulation oto packet tracer (Etkova 34).

Ewkova 34: Cisco Packet Tracer Simulation.

Avolyel To mapdaBupo tn¢ mpocopolwong kat emAéyoupe Show All/None. Itn cuvéxela emiléyw Edit
Filters kot StaAéyoupe ICMP. ETUAEYOUE TO TTIAKETO KAl TO TOMOBETOUE oTa SUO AKPA HETAEY TWV
omolwv BéAw va yivel n avtalayn dedouévwy. EmAéyoupe auto capture/Play kat PAémoupe otnv
Tipocouolwon TN HeTadopd TwV TMAKETWY. YMAPXEL N SuvATOTNTA ATMOOTOANG Kol SU0 TOKETWV
Tautoxpova amnd to Remote User atoug Servers.

O OUVOALKOG TIPOYPAULOTIOMOG TOU Ccisco router mopouotaletal oto Mapdptnua A. To GUVOALKO
configuration pmopoupe va to ol e péow tng evioAng HQ#tshow running-config.

5.3 [Ipocopoiwon 2: TVvdson amopakpuvcpuévov xpoth pécw VPN oto Siktvo
HLag eToplag.

YKOTOC TNG MPOCOUOLWoNG AUTAC €lval n mapouaciaon piag mo cuvOetng mpooopoiwaong, érmou Ba
TIPOUGCLACOUE £Va TIPAYHATIKO Siktuo piag etaipiag pe Suo servers (internet & intranet), 800
router, téooepa switches, éva access point kot évav amopakpuopévo xpnotn (Remote User) o
omoio¢ Ba cuvdebel péow lvtepvet oto Siktuo NG etalplog. Me tov TPOMo aUTO emMIAECOUE EKTOC
ano tnv_aocddlela mou mpoodépel To VPN va €0TIACOUUE KOL OTNV _EUKOALQ €VOC Xprotng Tou

uropel vo Bpioketot oA XIMOUETpA LOKPLA artd TNV stotpia va ouvdeBel oto SIKTUO TNC KO Vo

SOUAEWEL ATTOLOKPUOUEVAL.

Opwg, ylati eivol onUovTko va XpnoLUomoLoou e remote ipooBacn evoc xpnotn os éva vpn; Elval
onpovtikod yatt divel T Suvatotnta o €va AMOUOKPUOUEVO Xprotn va €xel mpdoPacn os éva
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LOLWTIKO SIKTUO TMAVW OO TO (VIEPVET PE aodAAELO XWPLE va TIEPVAEL amtd TO Kowoxpnoto Siktuo
Tou ivtepvert pe To traffic aAAd amo éva cuykekpLEvo Spopo — povordrtt — tunnel.

H npocopoiwaon, 6nwg avadEpBnKe Kal oTnV MPONYoUEVN TIPOCOUOLWON, TIPAYLATOTIOLBNKE UE TN
xprion tou AoylouikoU Cisco Packet Tracer (version 6.3).

TNV MOPAKATW ELKOVA TTOPOUGCLALETAL N CUVOALKH €LKOVO TOU SIKTUOU Hag.

Ewkova 35: ZUvdeon anopakpuopévou Xprotn péow VPN oto Siktuo piag etatpiog.

ITnv mpocoopoilwon xpnolporotnoape Svo Cisco Router 2811, téooepa Switches 2950-24, duo
Servers (évav yla to Internet tng etaupiag kat €vav yla to Intranet), éva access point yia ocUveon
Xpnotwv pe wireless péoa oto Siktuo kat téhog éva DSL Modem yla va cuvé£ocoupe péow Internet
oto VPN to Remote xpriotn. NMpokelévou va AeLToupynoeL owaoTd £va SIKTUO, TIPETIEL EKTOC ATIO TOV
KOTAANAo e€omAlopd — o omoio¢ Ba MPoypPAUUOTIOTEL CWOTA, VA KAVOUUE Kol TG amopoitnTeg
ouvb£oelg PeTafl TOUG. ITOV TOPOKATW TiVaKA TTAPoucLAlovTal aVAAUTIKA OAEC Ol CUVOECELG TTOU
£ywayv HeTafl TwV CUOKEUWV Tou SLKTUoU.

Adsetnpia TepUaTIONOG Tumnog
KaAwédiou
Zuokeun Npodil Zuokeun NpodiA
Cisco Router 1 serial 0/0/0 Cisco Router 2 serial 0/0/1 Serial DCE cable
Cisco Router 2 Fa0/0 Switch 4 (SW4) Fa0/24 Copper straight-
through
C traight-
Switch 4 (SW4) Fa0/23 Server 1 Fa0 OPper straig
through
. . Copper straight-
Switch 0 (SW1) Fa0/2 Access Point Port0
through
itch Cisco Router 1 Fa0/0 Copper straight-
Switch 0 (SW1) Fa0/24 through
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Switch 0 (SW1) Fa0/23 Switch 1 (SW2) Fa0/24 COPPS\ZGC;OSS'
Switch 0 (SW1) Fa0/1 PC1 Fa0 Copper straight-
through
Switch 1 (SW2) Fa0/1 PC2 Fa0 Copper straight-
through
Switch 1 (SW2) Fa0/23 Switch 2 (SW3) Fa0/24 Coppg\:ecrross—
Switch 2 (SW3) Fa0/1 PC3 Fa0 Copper straight-
through
i Copper straight-
Switch 2 (SW3) Fa0/10 Server 0 Fa0
through

Ewkova 36: Zuvdeopoloyia Atktuou 2.

‘Exoupe tomoBetnoetl Suo cisco routers 2811, énwg dpaivetal mapandvw. Itov kabéva tonobeToluue
MLOL ETILTAEOV KAPTA WG EEAC: ATIEVEPYOTIOLW TN CUOCKEUN, ETUAEYW QO TNV apLotepn Atota WIC-2T
(dual serial port WAN interface) kot o€pvw To €lkovidlo pe TNV KApPTA oTNV Kevh Béon (elkova 37).

-

Ewkova 37: Dual serial port WAN interface cisco router
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Ewova 38: Kapta dual serial port WAN

Tnv Mapandavw KAPTA TNV TOMOOETOULE TIPOKELIEVOU Va £XOUE 8U0 EMLMAEOV OELPLAKEG CUVEEOELG.
XPNOLUOTOLACOHE TN HLa K Twv 8U0 otn ouvdson HetafL twv duo cisco router (serial 0/0/0 & serial
0/0/1).

210 onpeio auto Ba mpénel va avadEPoue HEPLKA XOPAKTNPLOTIKA TwV switches. To switch sivat
ML OUOKEUN N omolo PIATPApEL Kal TpowBel éval TMOKETO SESOUEVWY PETALY TWV TUNUATWY €VOG
Siktuou. Ta Switches AettoupyoUv oto data link layer (layer 2) katl pepikég popég oto network layer
(layer 3) tou povtéhou OSI Reference Model, untootnpilovtag kabe eldoug mpwtokoAo. Ta Siktua
TIOU XpNnoLuomoloUV switches yla tnv enkowvwvia Twv TUNUATWY Toug Kahouvtal switched LANs 1
otnv neplmtwon twv diktuwv Ethernet, switched Ethernet LANs.

Otav oe éva tunua Ethernet umdpyouv TepLOGOTEPOL ATO £VOG XPNOTEG, MPAYHO TIOU €lval TO
TOavotepo, To AVONMOPEUKTO OMOTEAECU €lval O QVTOYWVIOUOC MECWV (contention) kot ot
ouyKkpoUOoel. OL OUYKPOUOELS Snpoupyouvtal otav 600 CUOKEUEG TpoomaBbouv va oteihouv
Toutoxpova Sedopéva 0To KOWOXPNOoTo TUNAKA (teploxr ekmounig). Emilong, To yeyovog ot oto HUB
KOBe TOKETO OvaueTadidete oe KAOs mMOpPTA OQUTO SnuULOUPYEl £va KATALYLOHO TAKETWY Kol
unepBoAikn kivnon oto Siktuo.

To switch AUvel apkeTd amo ta mopandvw TPoPANUaTa Ue TOUS £€NC TPOTOUG. O SLaxwpLopog Twv
TIEPLOXWV EKTIOUTING O ULKPOTEPEC (lkovika LAN) VLAN, e€adeidel To mpOBANUa TOU avtaywvLlopHoU
KOLL TOV ouyKpoUoewv. Autr tn HéBodo Ba edboapUOcOUE KOl EUELG OTNV Tpocopolwor) pag, onmwe Ba
SoU e MapaKATW.

Emiong, n OSuvatdtnta ekpdbnong MAC SleuBuvoswv kal ol kotaypodr outwv o Tivaka
Sebopévwy oTapaTd To TPOBANUO Tou Katalylopol. lMNa mopddelypa, €dv os éva Siktuo pe 10
umtoAoyLoteg o H/Y No 2 B€AeL va emikowvwvnoel pe Tov No 6 éva HUB Ba puetédide ta maketa Tou 2
0€ OAEC TIG MOPTEG TOU UE ATIOTEAECHA va SnuloupynBel KaTalylopog maketwy. Eva switch Opwg
£XOVTAG KATAYEYPOAUUEVO OE Tola TOpTa tou, Bpiokete o H/Y 6 (kataypddete otnv oucio n MAC
ADDRESS tou H/Y 6) tote 10 mokéto amo tov H/Y 2 Ba avapetadobel povo otnv moépta mou
Bpioketal o H/Y 6, xwpig va katakAuotolv ot H/Y 6Aou Ttou SIKTUOU HE TOKETA (KATOLYLOMOG).
Emiong to switch €xeL tn Suvatotnta meploplopwv (SECURITY) os kdBe moépta Tou, £T0L WOTE va
UTOPEL VO UTIOXPEWVEL TOV XpHotn va cuvdeel évav H/Y pe pua ouykekpipévn MAC ADDRESS og pia
KoL povadikn mopta tou switch mou poévo ekel Ba pmopel va Asttoupyel. Meploplopog MAC
SlevBuvoewy yLa pLol cuyKkekpLévn BUpa Kal aA\a.

Onw¢ avadépape Kal mo mAvw, ota tormikd Siktua, pla otolxewwdng évvola eivol n meploxn
kaBoAkng exmourn¢ (broadcast domain), n omoia opiletal w¢ to cUvolo Twv Slacuvdedepévwy
KOUBwWV ToU pmopolv vo AdBouv to TAaiolo KaBoAkAG ekmoumnc tou Siktvou (dnAasdn, yla tnv
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nepintwon twv diktuwv Ethernet, mou pmopouv va AdBouv to mAaiclo pe dtevBuvon mpooplopou
v fff.FFff.FFff).

To WBeatdo torukd Siktuo (virtual LAN — VLAN) €pxetal va kaAugel tnv avdykn Onuloupylog
TIOAAQTAWV KOl aVEEAPTNTWY TIEPLOX WV KOBOALKNG EKTTOUTINC HETAEY UTIOAOYLOTWY, aveEAPTNTA Ao
™ ¢uolkn toug tomoBétnon. AnAadn, mMavw oto 8lo pEco moANAmAnG mMpodoBacng Umopolv va
SnuoupynBolv moAG VLANs 1 éva VLAN pmopel va umdp€el HETAEU UTIOAOYLOTWV TIOU
SlaocuvoEovtal o€ OVEEAPTNTA KOL ATMOUAKPUOUEVO GUOLKA HETAL.

Me tn dnuloupyia VLANS EMTUYXAVOUHE TNV OOSOMOINGN TWV XPNOTWV OE OLOELSI) AELTOUPYLKA
oUVOAaQ, avetdptnta amno to 1mou Pplokovtal oL UTIOAOYLOTEG TOUG. To ONUAVTLKO 0derog amd autd
To Slaxwplopd sival n avénuévn npootaocia and kakoBouAn n eodpalpévn xprion tou Siktvou. H
ocvotaon evog VLAN mpayuatonoleltal SLaPETOU Tou AOYLOMLKOU TwV SLKTUAKWY CUCKEUWV. ETol,
elval moAU g0KoAN n AvocUCTACK TOU OE TEPUTTWOELG OTtoU TL.Y. 0AAALEL ypadeio Evag umtdAAnAog i
npootiBetal éva véo péNoG oe pia opada.

To VTP (VLAN Trunking Protocol) eivat éva mpwtdkoAAo pnvupdtwy Layer 2 tou XpnoLomoLeiTal yla
™ Slavopr Kol To cuyxpoviopd mAnpodoplwy avayvwplong VLAN ta onoia sival lteuBetnpéva oe
éva Siktuo petaywyng. OL puBuicelg mou yivovtal oe éva SWITCH oe katdotaon VTP Server
Sladibovtal péow autol oe OAoUG Toug CUVOESEEVOUC UETAYWYELG TOU SLkTUoU Tteplopilovtag thv
avaykn OleuBétnong twv SkTOWV He To XEPL. AnAadn, To vtp eival éva TPWTOKOAAO ToU
XPNOLUoToLE(TAL UETOEY TWV HETAYWYEWV Yo TN Slaxeiplon twv VLANS. Oa To XPnOLUOTOLOOU UE
KOLL OTNV TPOCoUolwor) Hag.

Trunking kal access port

Mia access port emutpémnel povaya frames mou eival tagged pe to ouykekpipévo VLAN ID oto omnoio
avnKeL n mopta. Mia trunk amd tnv aA\n, emutpénel tagged frames mou €xouv onotodnmote VLAN-
ID. Tevikd, pia access port sumnpetei kdmnotov host tou diktbou, svw pia trunk efumnpetel éva
uplink oe kamowo aAAo switch f éva inter-VLAN routing interface. Etol Aoutov kat otn Sk pog
T(POCOUOLWON £XOUE TIPOYPUUUATIOEL TIG TIOPTEG IOV oUVEEouV Ta switch petafl toug wg trunk.
Tnv avaAuTLKn apapetpomnoinon Ba tn PAEMOULE OTOV TAPAKATW TiVAKA.

Zuokeun: Switch 0 (and 6w kot oTo €€1G TO OVOUATw SW1)

EvtoAn Nepypadn

Elcaywyn oe privilege mode, 6mou pnopoupe va Solpe 6Aa ta
Switch>enable configurations mou €xouve yivel oto Switch aAAd Kat va to
T(POYPOLLLOTICOULIE.

. . . Elcaywyn oe Global Configuration Mode, 6mou yivetat o
Switch#configure terminal , .
TIPOYPOUUATLOMOG TOou Switch.

Switch (config)#thostname
SW1 Aivoupe dvopa oto Switch (Xtnv mepinmtwon pog to ovopdlou e
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SW1).

SW1(config)#interface range
fastEthernet 0/23 - 24

PUBuLoN Tou elpoug Tou fast ethernet interface. AnAadn, Ba
Tipoypappaticou e tautoxpova to ipodil fastEthernet 0/23 kat
fastEthernet 0/24.

SW1(config-if-
range)#switchport mode
trunk

Opllw ta SVo mapanavw mpodiA ota onoia £xw cUVOECEL TO
Router 1 kat to Switch 1 avtiotolya wg trunk noptec.

SWi#wr

AmnoBnkeUel To configuration Kal TILO CUYKEKPLUEVO AVTLYPADEL TO
running-config (mapauetpomnoinon mou €xel yivel otn pvnun RAM)
oto startup-config (mapapetpomnoinon nov Ba epappootel av
oBnoeL kaL avaeL ek véou to switch).

SW1(config)#vtp mode server

To npwtokoAho VLAN Trunking Protocol (VTP) €xel Tpeig
Sladopetikeg popdEg: server, client, transparent. ETUAEXBnKe To
pWTO.

SW1(config)#vtp domain
Cisco

Opilw T0 6voua tou vtp domain.

SW1(config)#vtp password ov

Opllw Tov KW&IKO MpoaBacng oto vip domain.

SW1(config)#vlan 10

Apxilw va dtapopdwvw ta vlians. To mpwto Ba eival to vlian
voupuepo 10.

SW1(config-vlan)#name SALES

Kal Ba €xelL 6voua “SALES”.

SW1(config-vlan)#exit

Byaivw amo tnv napapetponoinon tou VLAN.

SW1(config)#vlan 20

To Seutepo Ba elval To vlan volpepo 20.

SW1(config-vlan)#name
RESEARCH

Kal Ba £xeL 6vopa “RESEARCH”.

SW1(config-vlan)#exit

Byaivw amo tnv napapetpornoinon tou VLAN.

SW1(config)#vlan 30

To tpito Ba elvat to vlan voupepo 30.
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SW1(config-vlan)#name , ,
(config-vlan) Ka 8a éxet ovopa “MANAGEMENT”.

MANAGEMENT
SW1(config-vlan)#exit Byaivw amo tnv napapetpornoinon tou VLANS.
SW1(config)#tvlan 40 To tétapto Ba eivat to vlan voupepo 40.

SW1(config-vlan)#name

SERVERS Kat Ba €xel 6vopa “SERVERS”.

PUBuLoN Tou eUpoug Tou fast ethernet interface. AnAaén, 6a

SW1(config)#interface range , , , .
(config)#i & TPOYpPappaTioou he Tautoxpova ta ipodil fastEthernet 0/1 €wg

fastEthernet 0/1 - 20

fastEthernet 0/20.
SW1(config-if-
range)#switchport mode Opllw OAec TIg MOpTEC VA €lval access.
access
SW1(config-if-
range)#switchport access vlan Opllw OAec TIg MOpTEC TTOU €lval access oto vlan 10
10

Nivakag 6: NMapapetponoinon tov Switch - Aiktuo 2.

Apa 0 TOPAMAVW TIVOKAG Mo¢ Selxvel avaAUTIKA TOV TPOTO TIOU EYLVE N TIAPAUETPOTOLNGN ToU
MpwTtou switch. OL Tapakdtw &eVioAég edv edappooTouv oto switch pog Seiyvouv OAa ta
TAPATIOVW:

SWil#show vtp status

VTP Version 12

Configuration Revision : 8

Maximum VLANSs supported locally : 255

Number of existing VLANs : 9 //eixaue 5 default VLANs kot ue ta 4 katvoUupla mou mpoodEoalls,
Eyouue ouvoldo 9

VTP Operating Mode : Server

VTP Domain Name : CISCO

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD?5 digest : OXDF 0x31 OxAC 0x92 0x85 0xF9 0x74 0xCB

Configuration last modified by 0.0.0.0 at 3-1-93 01:34:20
Local updater ID is 0.0.0.0 (no valid interface found)
SW1H#

SW1#sh vlan brief

VLAN Name Status Ports

1 default active Fa0/21, Fa0/22
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10 SALES active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20

20 RESEARCH active

30 MANAGEMENT active
40 SERVERS active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

Opola, mpoypappatilw Kot yla Ta GAAa switches. Apa mdw oto switch 1 (amd 6w kot oto €€N¢ TO
ovoualw SW2) kat oto switch 2 (and 6w kol oto €€\ To ovopdlw SW3) Kal TO TOPAETPOTIOLW
OKPLRWE OMWG To MPWTOo. BAEMOUME OTL Ta avtiotolya interfaces mou mMpémel va yivouv trunk oto
SW2 eival Fa0/23 & Fa0/24 ko oto SW3 to Fa0/24.

To povo mou alaéw kabe dopa eival os moto VLAN BEtw TIC access ports. BAEmMoupe Kol 0To oXNua
Tou SLKTUOU OTL oTo SW2 €xoupe access ports oto VLAN 20 — RESEARCH. Opola, oto SW3 €xoupe
access ports oto VLAN 30 — MANAGEMENT kat oto VLAN 40 - SERVERS. ‘OAecC oL OPOLETPOTIOLH OELG
Tou Siktvou 2 Bplokovtal oto Mapdaptnua B.

2Tn cuvéxela, Oa MPoypAUUATIOOUE TO cisco router 1 Tou SIKTUOU MG, TO OO0 CUVOEETAL [UE TO
SW1 kat To 20 cisco router. 3to cisco router 1 Ba ouvdeBel ev ouvexela KAl O ATMOUOKPUCUEVOG

Xpriotng.
ZuokeUunR: cisco router 1 (ano 6w Ko oto £§A¢ To ovoudlw R1)
EvtoAn Nepypadn
Elcaywyn oe privilege mode, 6mou pnopoupe va Solpe 6Aa ta
Router>enable configurations mou €xouve yivel oto Router aAAd Kal va To

T(POYPOLULOTICOULIE.

. . Elcaywyn oe Global Configuration Mode, 6mou yivetat o
Router#configure terminal ,
T(POYPOULATLOMOG TOu Router.

Alvoupe 6vopa oto Router (2tnv nepintwor pog to ovopdloups
Router (config)#thostname R1 H H (Zn P fl HAts Hatou

R1).
R1(config)#interface PUBuLon tou fast ethernet interface 0/0. Mpog tnv mMAeupd auth
fastEthernet 0/0 £XOUE TN oUvSeon pe To switch mou eival og trunk mode.

82

Institutional Repository - Library & Information Centre - University of Thessaly
17/10/2023 13:07:44 EEST - 167.114.118.212



R1(config-if)#no ip address

Apa bev mpémel va opiooupe dtevBuvaon IP tpog tnv MAEUPA QUTH.

R1(config-if)#no shutdown

Evepyormolel To ouykekpLuévo interface.

R1(config)#tinterface
fastEthernet 0/0.10

3TN ouvéyela, Ba opiooupe ta interfaces Twv vlans. Zekvaw pe To
vlan 10.

R1(config-
subif)#tencapsulation dot1Q
10

Evepyormolel to mpwtdkoAlo IEEE 802.1Q oto vlan 10. Zuvortikd, To
TIPWTOKOAAO AUTO Xwpilel peydla diktua rj utodiktua oe
HLKPOTEPA TTPOKELEVOU Va Slaxelpiletal KAAUTEPO O cisco router
To traffic.

R1(config-subif)#ip address
172.16.10.254 255.255.255.0

Opilw TLG dleuBuvoelg ya to vlian 10. AnAadn, opillw tn péylotn ip
address & 1o subnet mask yia to vlan 10.

R1(config-subif)#exit

AToYwpw amo tnv napapetponoinon tou vian 10.

R1(config)#interface
fastEthernet 0/0.20

Oa opiooupe to interface tou vlan 20.

R1(config-
subif)#encapsulation dot1Q
20

Evepyomolei To mpwtokoAho IEEE 802.1Q oto vlan 20.

R1(config-subif)#ip address
172.16.11.62 255.255.255.192

Opllw Tig dleuBuvoelg ya to vlian 20. AnAadn, opllw tn péylotn ip
address & 1o subnet mask yia to vlan 20.

R1(config-subif)#exit

AToXWwpW Ao TNV napapeTpornoinon tou vian 20.

R1(config)#tinterface
fastEthernet 0/0.30

Oa opiooupe to interface tou vlan 30.

R1(config-
subif)#encapsulation dot1Q
30

Evepyormolei to mpwtokoAAo IEEE 802.1Q oto vlan 30.

R1(config-subif)#ip address
172.16.11.94 255.255.255.224

Opllw TLg SleuBuvoelg yia to vlian 30. AnAadn, opllw tn péylotn ip
address & 1o subnet mask yia to vlan 30.

R1(config-subif)#exit

AToXwpW amo tnv mapapetpornoinon tou vlan 30.

R1(config)#tinterface
fastEthernet 0/0.40

Oa opiooupe Tto interface tou vlan 40.

83

Institutional Repository - Library & Information Centre - University of Thessaly
17/10/2023 13:07:44 EEST - 167.114.118.212




R1(config-
subif)#fencapsulation dot1Q Evepyormolel to mpwtdkoAAo IEEE 802.1Q oto vlan 40.
40

R1(config-subif)#ip address
172.16.11.110
255.255.255.224

Opllw t1g d1euBbuvoelg yLa to vlan 40. AnAadn, opllw tn Yéylotn ip
address & 1o subnet mask yia to vlan 40.

R1(config-subif)#exit Kol Ba €xel ovopa “SERVERS”.

Nivakag 7: Napapetpornoinon tou cisco router 1 - Aiktuo 2 — pépog 1.

Me tnv mapakdtw evtoAr PAEmoupe tnv napapetponoinon twv VLANS oto cisco router 1:

R1#tshow ip int brief

Interface IP-Address  OK? Method Status Protocol
FastEthernet0/0 unassigned  YES unset up up
FastEthernet0/0.10 172.16.10.254 YES manual up up
FastEthernet0/0.20 172.16.11.62 YES manual up up
FastEthernet0/0.30 172.16.11.94 YES manual up up
FastEthernet0/0.40 172.16.11.110 YES manual up up

FastEthernet0/1 unassigned  YES unset administratively down down

Serial0/0/0 unassigned  YES unset administratively down down
Serial0/0/1 unassigned  YES unset administratively down down
Vlanl unassigned  YES unset administratively down down
R1#

TN OUVEXELR, Topouctalovial oL ips Tou opioape otoug dUo Servers tou Siktuou pog. Na
ETONUAVOUE OTL OoTO Server Tou Intranet, Onmw¢ Kal oto Server tou Internet oploape static IP.
AVOAUTLKG daiivovTol OTLG TTIOPOKATW ELKOVEG.
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Oploape tnv emopevn ip amnod to Stabéatpo evpoc {wvng.
240 ylati £€qoupe oploetl subnet mask 28.

IP router R1.

IP tou Internet Server.

Ewova 39: IP Address Intranet Server.

Oploape TNV enMoOpevn ip amo To dLab£atpo eUpog Lwvng.
240 yiati €xoupe opioel subnet mask 28.
IP Tou cisco router mou €xeL To poAo Tou Internet Service
Provider (ISP).

\ IP tou Internet Server.

Ewova 40: IP Address Internet Server.
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2tn ouvéyela, Ba EeklviooU e TNV TApOETPOTIOiNON Tou Internet Service Provider (ISP) cisco router
2. Ztov mivaka ou akoAouBel paivovtal oL evtoAég mou 568nkav oto cisco router.

ZuoKeuN: cisco router 2 (oo edw kaw oto £ERG To ovopalw ISP)

EvtoAn Nepwypadn

Eloaywyn os privilege mode, 6mou pnopouue va ol e OAa ta
Router>enable configurations mou €xouve yivel oto Router aAAG Kal va TO
T(POYPOULATIOOU LIE.

Eloaywyn o€ Global Configuration Mode, 6mou yivetat o
T(POYPAUUATLOMOG TOoU Router.

Router#configure terminal

Aivoupe 6évopa oto Router (Ztnv meplmtwon Hog To ovoudlou e
ISP).

Router (config)#thostname ISP

L\ PUBuLon tou fast ethernet interface 0/0. Mpog tnv mMAgupd autn
ISP (config)#interface €XOUUE Tn ouvdeon He to switch 4 KoL Kot EMEKTAON UE TOV
fastEthernet 0/0 XOUHE TN nu nu
Internet Server.

ISP(config-if)#ip address Opliloupe tn dlevBuvon IP mpog tnv MAsUpd auth, KaBwC Kal To

10.10.10.254 255.255.255.0 subnet mask.

ISP (config-if}#no shutdown Evepyoroleil To ouykekpLuévo interface.

ISP(config-if)#exit ‘E€0d0¢ amo to ocuykekpLuévo interface.

ISP(config)#interface serial PUBULoN Tou mpoodiA interface serial 0/0/1. Mpog tnv MAgUpA AUTH

0/0/1 £XOUE T oUVSEoN e TO cisco router 1.

OpliZoupe to routing table yla va prtopoUv makETta amno to Server 1

ISP(config)#ip route va tnyaivouv mpog to cisco router R1 kol KAt eMEKTAON TPOG TO
172.16.10.0 255.255.254.0 umoAouro Siktuo. 172.16.10.0 eival n Baotkn ip mou
88.40.12.1

«TUNUOTOTIOoaUE» Yo va GTLAEOU e Ta UToSLKTUA.
255.255.254.0 eival to subnet mask (172.16.10.0/23).

ISP(config-if)#ip address OpiCoupe tn SlevBuvan IP mpog tnv MAeUpA AUTH, KABWG KOl TO

88.40.12.2 255.255.255.252 subnet mask.
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ISP(config-if)#clock rate
128000

H evtoAn auth epapudletal povo oe DTE interface, onwg eival
QUTO TIOU €XOULLE TIPOG TNV TAEUPA auTtr). OpileL Tnv TaxUTNTA TOU
link, 5nAadn Tnv TaxvnTa eMikowwviag avaueoa ota VO cisco
router. EmA£€ape 128000 bits per second. (E€aptdtal amno tig
SuvatotnTeg TNG ypapung Internet mou StaBétoupe.)

ISP(config-if)#tbandwidth 128

OplZeL 6TL KaL n mponyoupevn evioAn (clock rate), aA\a petplétal
ot kbits per sec yla auto to Aoyo erAé€ape 128. Na emLONUAVOULE
OTL QUTEG OL SUO EVTOAEG elval XpOLUEG yLa Ta routing protocols
SnAadn yla ta Sedopéva ou avatopAooovTal PETAED TwV routers.
Onodte Toug kKaBopilw OUCLAOTLKA TNV TAXUTNTA LE TNV onola Ba
avtaAddooouv Sedopéva LETAEL TOUG.

ISP(config-if)#no shutdown

Evepyormolel To ouykekpLuévo interface.

Nivakag 8: Napapetponoinon tou cisco router 2 - Aiktuo 2 — pépog 1.

MropoUpe va SoU e Omw¢ Kot TipL Ta interface mou SNULOUPYACAE LE TNV TTAPAKATW EVIOAN:

SP#show ip interface brief

Interface IP-Address  OK? Method Status Protocol

FastEthernet0/0 10.10.10.254 YES manual up up

FastEthernet0/1 unassigned

YES unset administratively down down

Serial0/0/0 unassigned  YES unset administratively down down
Serial0/0/1 82.40.12.2  YES manual down down
Vlanl unassigned  YES unset administratively down down

Enwotpgédoupie otnVv mMapaeTpomoLnon Tou cisco router R1:

Zuokeun: cisco router 1 (R1)

EvtoAn

Nepypadn

R1(config)#interface s0/0/0

ZeKLWVAUE UE TN MapapeTponoinon tou serial interface s0/0/0.

R1(config-if)#ip address
88.40.12.1 255.255.255.252

OpiZoupe tnv IP kat to subnet mask.

R1(config-if)#bandwidth
128

ESw Sev éxoupe service provider end apa Sev xpelalopaote clock
rate. Xpelalopaote 6uw¢ to bandwith yla va cuyxpovicouv ta
mpwtokOAa. Opilw tnv dla toyutnta pe mptv. (OAa ta routing

protocols xpetalovtal bandwith.)
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R1(config-if)#no shutdown

Evepyomoinon tou serial interface s0/0/0.

R1(config)#ip route 0.0.0.0
0.0.0.0 serial 0/0/0

Mapapetpomnoinon tou routing table yia va pmopolv ol XpHoTeg va
£xouv mtpocoPaocn otov Internet Server. Ta 0 onuaivouv otL
omotadnmnote dtevBuvan ip Tou SIKTUOU va UIopel va £XeL

npooBoon otnv mAsupd tou serial 0/0/0, 5nAadn oto internet.

R1(config)#ip dhcp pool
VLAN10

Opiloupe SUVAULKEG ips o€ OAOUG TOUG XPHOTEG - PCS TIOU
ouvbdéovtal o kABe vlan. Zekwvape pe to vlan 10.

R1(dhcp-config)#network
172.16.10.0 255.255.255.0

OpiZoupe Tig StaBéotpeg IPs kat subnet mask otoug xprioteg mou
Ba cuvdebouv oto vlan 10.

R1(dhcp-config)#default-
router 172.16.10.254

OpliZoupe to Default Router oto vlanl 0.

R1(dhcp-config)#dns-server
10.10.10.1

OpliZoupe to Dns Server oto vlan 10.

R1(dhcp-config)#exit

‘E€0d0¢ amo tnv napapetponoinon tou vian 10.

R1(config)#ip dhcp pool
VLAN20

Opiloupe SUVAULKEG ips o€ OAOUG TOUC XPHOTEC - PCS TIOU
ouvdéovtal oto vlan 20.

R1(dhcp-config)#network
172.16.11.0 255.255.255.192

Opiloupe Tig SLaBéotpeg IPs kat subnet mask otoug xprioteg mou
Ba ocuvdeBouv oto vian 20.

R1(dhcp-config)#default-
router 172.16.11.62

OpliZoupe to Default Router oto vian 20.

R1(dhcp-config)#dns-server
10.10.10.1

OpliZoupe to Dns Server oto vlan 20.

R1(dhcp-config)#exit

‘E€0d0¢ amo tnv napapetponoinon tou vlan 20.

R1(config)#ip dhcp pool
VLAN30

Opiloupe SUVAULKEG ips o€ OAOUG TOUC XPHOTEC - PCS TTIOU
ouvdéovtal oto vlan 30.

R1(dhcp-config)#network
172.16.11.64 255.255.255.224

Opiloupe tig Stabéoipeg IPs kat subnet mask otoug xprioteg rou
Ba ouvdeBoUV oto vian 30.
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R1(dhcp-config)#default-

router 172.16.11.94 OpiCoupue to Default Router oto vlan 30.

R1(dhcp-config)#dns-server

10.10.10.1 OpiCoupe to Dns Server oto vlan 30.

R1(dhcp-config)#exit ‘E€060¢ a6 tnv napapetponoinon tou vian 30.

Nivakag 9: Napapetponoinon tou cisco router 1 - Aiktuo 2 — pépog 2.

Apa, Taw oe kaBe umtoAoyLotn kat opilw dhep (Suvautkn) ip, OTMw¢ GALVETAL OTLE TTAPAKATW ELKOVEG.

Ewkova 41: Dhcp ip pcl.
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Ewkova 42: Dhcp ip pc2.

Ewkova 43: Dhcep ip pc3.

90

Institutional Repository - Library & Information Centre - University of Thessaly
17/10/2023 13:07:44 EEST - 167.114.118.212



Ewkova 44: Ip Address ané command prompt.

Jtnv ewkova 44 paivetal peow tng eviohnc ipconfig /all cto command prompt tou pc3 n

SlevBuvaolodotnon Tou umoloyloth autoUl, cUudwva Le 60 OploapE.

Mrmopw emiong va dw amo to router R1 tnv mpwtn ip address mou pmopel va mapest kaOe

UTIOAOYLOTAG O KABE vian.

R1#tshow ip dhcp binding

IP address  Client-ID/ Lease expiration Type
Hardware address

172.16.10.1 0090.2B3E.692E -- Automatic

172.16.11.1  0060.70B9.04D9 -- Automatic

172.16.11.65 000C.852E.921E -- Automatic

//1n ip address sales
//1n ip address research

//1n ip address management

Oa nmpooBécoupe éva xprotn mou cuvdéetal acUppata oto VLAN 10 — Sales. Ma va To eTUXOUUE

OUTO TIPEMEL va XpnoLuomoloou e éva Access Point. To Access Point £€xeL 6uo moptec. Tnv port0 &

v portl. H port0 xpnoluomoteital fén ylo va to ouvoéooue e To switch. Tnv portl mpéEmneL va tnv

TIPOYPOAUUATIOOUE. ITIG MAPAKATW ELKOVEG, TAPOUCLALOVTAL N aPXLKN KAl N TEALKN KaTdotaon (Hetd

TNV MopaUeTponoinon — portl) oe kABe mMOpTA TOU access point.
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Ewkova 45: Port0 access point.

Ewkova 46: Portl access point - mpLv TV NapopeTpomnoinon.
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Ewkova 47: Portl access point - LETA TNV MAPAPETPOTIOLNON.

Onwg daivetal otnv mapandvw £ikova, opiloups ovopoa oto SSID = SALES. To "authentication™:
WEP > 6ev npoodépel peydln aoddAela kot pmopei k@molog va ondoel to KAeLSi eUkoAa. Apa,
xpnotpornotoVpe to WPA Kal TILO CUYKEKPLUEVO TO TILO evioyupévo WPA2-PSK. Opiloupe key =
november kat Encryption type = AES.

Apa, oto onuelo autd, Ba cuvdeéooupe éva laptop acuppata (wireless) pe to VLAN 10 péow tou
access point. Avolyoupe to laptop Kal amd tnv £lkdéva Tou amevepyorolw tnv tpododooia. Edv
BéNoupe, pmopoUpe va Tou TmpocBéooupe €va module katdMnAo ywa acUppatn olvoeon.
Adatpolpe to ponyoupevo mou eixe (WPC300N) kol pooBEétoupe amod tnv aplotepn Alota to
Katvouptlo (PT LAPTOP NM 1W). Evepyomolww ava tnv tpododooia.

Ewkova 48: PT LAPTOP NM 1W module - Laptop.
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MapapetpomnoloV e To laptop e Ta oToLXEla TOU €XOULE OPLOEL OTO access point.

Laptop -> Config -> Wireless0:
SSID->SALES
authentication->WPA2-PSK

key -> November

Evvoeital otL oto laptop, £xouue opioel va maipvel dhep ip.

Ewkova 49: Napapetponoinon tou wireless oto laptop.

Apa, epappolovrag ek véou oto router R1 to i6to command pe TipLy, mopotnpoupe otL oto VLAN 10
£xeL mpooteBel kal pia devtepn ip address (172.16.10.2).

R1#tshow ip dhcp binding

IP address  Client-ID/ Lease expiration Type

Hardware address
172.16.10.1 0090.2B3E.692E
172.16.10.2  0001.C938.9C6B
172.16.11.1  0060.70B9.04D9
172.16.11.65 000C.852E.921E

-- Automatic
- Automatic
-- Automatic

-- Automatic

94

Institutional Repository - Library & Information Centre - University of Thessaly

17/10/2023 13:07:44 EEST - 167.114.118.212

//laptop



MNapakdtw, moapouactdlovtol KAToLeC SOKIUEC (Ue ping) TTou €ylvav oto SLKTUO TIPOKELUEVOU va yivel

€NEYXOC ETUKOLVWVIAG LETOEY TWV AKPWV:

TNV MOPOKATW £lKOVa dalveTal OTL UTIAPXEL EMIKOWVwWvia peTaly tou Laptop kal tou PCl. Na
ONUEWWBEL OTL 0 TTLo ATTAGG TPOTIOG Va YiveL 0 mapamdvw EAeyxog ival n evtoAn “ping” oto command

prompt.

Ewkova 50: Ping ano to Laptop oto PC1.

2Tn ouvéyela Soklpaloupe and to Laptop oto PC3. H emikowvwvia dpopoloyeital péow Tou router
R1 (ewova 50). Itnv elkdva mapatnpol e OTL N MPWTN Tpoomdbela emkowvwviog elval timed out,
ylati o router amalttel kamowo xpovo va SpopoAoyrosl To TakETo os £va dAAo VLAN and autd mou
nipoépxetal. Amatteital Aoumdv Alyog xpovog yla va otiaxtel o mivokag arp. Autd To TPWTOKOANO
Xpnotporolel Tig mac address Twv CUCKEUWV yLa va GTiaéel Evav mivaka §popoloynonc.
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172.16.10.254
ip router R1

Ewkova 51: Ping ano to Laptop oto PC3.

Mapakdtw SoKIUAoAE TNV eMKOWwWVia HeTal Tou Laptop kat tou Server 1 (Internet).

Ewkova 52: Ping anod to Laptop oto Server 1 (Internet).
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ErunpdoBeta, pumopolue va opiooupe pia StevBuvon http oto Server 1 yia va PAEMOUUE TV
LotooeAida and omoLodnmote Xprotn Tou Stktuou.

Apa, maw oto Server 1:

Server 1 -> Services -> HTTP -> index.html -> edit ->

<html>

<center><font size='+2' color='blue'>Cisco Packet Tracer</font></center>

<hr>Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.
<p>Quick Links:

<br><a href="helloworld.htmlI'>A small page</a>

<br><a href='copyrights.html'>Copyrights</a>

<br><a href='image.html'>Image page</a>

<br><a href='cscoptlogo177x111.jpg'>Image</a>

</html>

META TI2 AANATEZ:

<html>

<center><font size="'+2' color='blue'>External Web Server</font></center>
<hr>Welcome to www.ext.uth.gr

<hr>Thank you for your attention!!

<p>Quick Links:

<br><a href="helloworld.htmlI'>A small page</a>

<br><a href='copyrights.html'>Copyrights</a>

<br><a href="image.html'>Image page</a>

<br><a href='cscoptlogo177x111.jpg'>Image</a>

</html>

‘Opola mow Kot atov AAAoV server Kal Kavw To LSLo.

<html>

<center><font size="'+2' color='blue'>Internal Web Server</font></center>
<hr>Welcome to www.int.uth.gr

<hr>Thank you for your attention!!

<p>Quick Links:

<br><a href="helloworld.html'>A small page</a>

<br><a href='copyrights.html'>Copyrights</a>

<br><a href="image.html'>Image page</a>

<br><a href='cscoptlogo177x111.jpg'>Image</a>

</html>

Apa, maw oto Server 1 --> Services --> DNS kot opi{w TL¢ mapandvw dlevbuvoelg:

Name: www.ext.uth.gr
Address: 10.10.10.1
Add

DNS Service: On
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Name: www.int.uth.gr
Address: 172.16.11.97
Add

DNS Service: On

Ewkova 53: Oplopog http 8iebBuvong oto Server 1.

Ondte, pnopol e va £XOUME TPOcPacn oTLg LoTooeAideg mou PpTidfape amod Toug UTIOAOYLOTEG TOU
SiktUou. Noapakdtw Ba SoKLUACOUE HETa Ao To laptop vo UMOUE OTLG LoTOOeALSEC TTou dTLaape
otouc SUo servers. XTo packet tracer, auto ylvetal wg €EAG:

Laptop = desktop = web browser 2 www.ext.uth.gr 1
Laptop = desktop = web browser > 172.16.11.97

3tov web browser tou laptop, pnopoUue va AnktpoAoyrjoou e €ite TnVv ip Tou server ite To Gvoua
NG LotooeAidag. 2Tig U0 MapaKATW £LKOVEC, daivetal N mMpocPach otig SU0 AUTEC LoTooeAISEC Kat
Ue Toug SVo Tpoavadepbeic TpoMOUC.

Ewkova 54: NpooPaon otnv LotooeAida tou Internet Server and to Laptop.
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http://www.ext.uth.gr/

Ewkova 55: NpooPaon otnv totooeAida tou Intranet Server ano to Laptop.

Mapauctporoinon YapaKkTnPLoTIKWV ao@aAsiac oto Siktuo uac.

Q¢ TWwpPA EKTOC ATO TNV ATIOMOKPUOUEVN TpooBacn amo to Laptop Sev €xoupe mouBeva KwdLKoUG
npocPaong. Apa, To diktud pag dev elvatl aodaAég. Ondte, mapakdtw Ba SoUHE PEPLKOUE TPOTIOUG
TIPOKELUEVOU VA KAVOUUE To SIKTUO pog Alyo To acdaléc. Apxlkd, pmopoUpe va BaAoupe éva
KWSLKO TpooPacng oto cisco router R1. Auto yivetal wg e€Ng:

Zuokeun: cisco router 1 (R1)

EvtoAn

Nepypadn

R1(config)#security passwords
min-length 8

Oplloupe 6TL 0 KWLKOG MPOoBacng mou Ba , TTPETEL 0 XProTNG va
£lodyel yLo va eLlo€NBeL oto Router, Ba Mpémel va anoteAsital ano
8 xopoKtrpes. Tov Kab’ auto KwdLkd Ba Tov 0plooUE TAPAKATW.

R1(config)#username bob
secret november

Opiloupe 6voua xpnotn “ bob” kat kwdikd mpdoPacng “november
O KwdLKOG MpdaPaocng, mapaTnPOUUE, OTL anoTeAsiTaL oo 8
XOPaKTNpeC. Emiong, n Aé€n “secret” onuaivel OTL 0 KWSIKOG TOU
Bcape Ba eival kwbikomolnpévog kat dev Oa dalvetal oUTe pe TNV
evtoAr] “show running-config”.

R1(config)#username olga
december

MropoUpe va oplooupe Kot £va S£UTEPO OVOUA XPrOTH UE KWOLKO
Tou 8ev eival kpuntoypadnpévog. Apa, £xoupe Suo evepyolg
Kw&LkoU¢ yLa elcodo oto Router (R1) (évav kputttoypadnpévo Kal
£VaV UN-KpUTITOYpO.pnUEVO).

R1(config)#line console 0

PUBuLoN tng BUpag console tou router. Ondte Ba opicoupe
TAPAKATW KWELKO MPocPaong og Ormolov cuvdEeTal oTo router
HEow TNG BUPAG AUTAG.
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R1(config-line)# login local

Oplfoupe mou Ba pag INTasl Tov Mapanavw Kwdlko mpocBaong.

R1(config-line)#exec-timeout
130

Opiloupe to xpovo yla Tov omoio av peivel adpaveég To router TOTe
Ba kavel autopata logout. Oploape to xpdvo autd oto 1’ kat 30”.

R1(config)#login block-for 120
attempts 5 within 45

H evtoAn auth amnayopelel Thv eicodo Tou xpriotn ywo 120'"=2" av
KAVEL 5 amoTuXNUEVEC TIPOOTIABOELEG VAL UTIEL UE TO CWOTO username
& password oto router.

R1(config)#banner motd # DO
NOT ATTEMPT TO LOGIN AND
ACCESS THIS ROUTER #

Opliloupe oto cisco router va. epdaviletl éva priva 6tav KAmoLog
Xpnotng npoomnabel va elo€ABeL oto router. To UAvVU O TTOU
eudaviletal eivat: «Mnv poomnadeite va eLo€ENBeTe aTo router».

R1# log out

AmnocUvSeon amo to router. Twpa MAEOV, TTPETEL O XPr OTNG vVa
glodyel kwdLko mpdoPaong yla va elo€NBeL oto Router.

R1(config)#enable password
september

Opiloupe va €xoupe KwOLKO MpoaPaacng otav BEAou e va
€l0€ABOUE OTNV TTOPALETPOTIOLNGN TOU router. O KWOLKOG QUTOG
Ba elval n A&En “September”.

R1(config)#enable secret
ciscocisco

Oplloupe va €xoupe eniong KwdiKomoLnUEvo (secret) KwbLkO
npocPaong otav BEAoupe va eloéABou e OTNnV MapaeTponoinon
Tou router. O KwSLKOG auTtog Oa ival “ciscocisco”.

R1(config)#service password-
encryption

Me tnv evtoAn auth 6o amoKWSLKOTIOICOUE KAl TOUG KWOLKOUG
Tou daivovtal Twpa Kavovikd oto “show running-config”.
(september & december)

R1(config)#username joe
privilege 15 secret
network4321

TENOG, eTAEEQE VO SNLOUPYNCOUUE Eva XPHOTN WG
administrator. To 6voua xpriotn Ba sival to “joe”, to eninedo
Sikatodoaiag mou Ba £xeL 0 XPOTNG OPLOTNKE WG TO AVWTEPO

(privilege 15) kot TéAoG, eTAEYOUUE WG KPUTITOYpaPNUEVO KWELKO
npocPaonc “network4321”. Napatnpolpe otL edw dev xpelaletal
va Kavoue enable yla va Urtopéooupe va ypAaoupEe EVTOAEG OTO
router. Na emlonuAvou e OTL ota Katwtepa privilege levels, mpénel
va oploou e tL evtoléc Oa propei va ektedéoel kABe xpriotng oto

cisco router.

Nivakag 10: Napapetponoinon tou cisco router 1 - Aiktuo 2 — pépog 3.
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Edv oto onpueio auto Sokipdocou e amno to laptop va pnovpe otn StevBuvon 172.16.10.254 tou cisco
router pe xprion tou MpwtokoAAou telnet (BA. elkova 19), SnAadn va cuvdeBoU e o AUTO yLa va VO
TIOPOETPOTIOL OOV UE, B TTapaTnPriocouE OTL To laptop OTEAVEL MOKETA (EVTOAEG TOU XproTn) oto
access point, otn ouvéyeL oto switch kal TéAog oto cisco router R1.

Ewkova 56: Eicodog oto cisco router pe telnet amno 1o laptop.

Ouwg, xpnoLpomnoloU e telnet to omolo petadépel makéta pe xapaktipeg ASCI, mpdyua To omnoio
onpaivel OtTL pmopelg eUkoAa vo avaAUOEL KATOLOG He omolodnmote protocol analyzer ta makéta
Tou otéAvoupe. Apa, Sev emBupol e va XpnolponoLooupe telnet ylo anopoakpuopévn mpooPaocn
oTo cisco router pe telnet yla Adyoug aodaleiag. Onote, Ba opicoupe oto router R1 SSH access:

Inueiwon: MNa xprnon tou SSH 8ev pmopoUe va xpnolpomnotiooupe to default dvopa tou router.
YTnv meplmtwon pog, to £xoupe Nén aratel oe R1.

Zuokeun: cisco router 1 (R1)

EvtoAn Nepypadn
R1(config)#ip domain-name Mapapetpomnolovpe to domain name tou DNS server. ETuAEEape
remotetrainingsolutions “remotetrainingsolutions”.

] Metafl twv Vo onpeiwv mou avtardococovtal Ssdopéva
R1(config)#crypto key

€TUAEYOULLE VAL OPXLKOTIOLE(TOL N ETILKOWVWVIA LE €vo. KAELOL 2048
generate rsa 2048 YOouH PX n u

bits.

R1(config)#line vty 0 4 MpémnelL va oplooue to transport input va pnv eivat oto default
TIOU €lval OUCLOOTIKA TO telnet.
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R1(config-line)#transport

input ssh Opiloupe to SSH.

Nivakag 11: Mapaperpomnoinon tou cisco router 1 - Aiktuo 2 — pépog 4.

310 onueio auto Ba Sokipdooupe va SoUpe edv Asitoupyel. Omote, oto laptop kavouue To (6lo
nelpapa pe to telnet. Mapatnpolpe OtL MAEov dev €xoupe Suvardtnta va cuvdeBolue oto router
péow telnet.

Ewkova 57: Telnet oto cisco - anotuyia cUvéeong.

Aokipaloupe Twpa pe ssh. To telnet 8g StaBétel kaBoOAou encryption og avtiBeon pe To ssh rtou £xel
TOAU LoXUpO encryption.

Apa, Propw TAEOV OMOpaKpUOUEVA (LEow evac laptop yia mapadelypa cuvdedepévo oto Siktuo) va
SLlaxelplotw To cisco router.
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Ewkova 58: ZUvdeon e SSH oto cisco router péow tou laptop.

Jtnv mopapeTponoinon tou switch 0 (SW1), umopolpe va Solpe Ot to interface FastEthernet0/3
avikel oto vlan 10 pe xapaktnplotika switchport access vlan 10 & switchport mode access. Oa
EVEPYOTIOLIOOUUE TNV aodAAELa port-security.

Zuokeun: switch 0 (SW1)

EvtoAn Nepypadn

SW1(config)# interface

fastEthernet 0/3 Eloodoc oto interface fastEthernet 0/3.

Eav yvwpilape tn mac address pnopoucape va th BAAoupe

KateuBelav otnv evtoAn auth. Opwg, emeldn Sev tn yvwpiloupe

SW1(config-if)#switchport

port-security mac-address
sticky

ylati n cuokeun oto fastethernet 0/3 inteface Sev elvat
ouvSebepévn aUTH TN OTLYUn, ETUAEYOUUE TN AEEN “sticky” tou
onpaivel va kpatrosl tn mac address TNG MPWTNG CUCKEUNC TTOU
Ba ocuvdebel o’ auTo To interface.

H evtoAr autn onuaivel otL edv Sextel To switch makéta amno pa
SW1(config-if)#tswitchport

port-security violation
shutdown

ocuokeun 1ou dev yvwpllel tn mac-address, Ba anoppifel ta
TAKETA, PE amoTéAeopa va "KAelosL" TN oUYKeKPLUEVN TOPTA
£TIKOLVWVIAC.

SW1(config-if)#tswitchport

: : Méylotog aplBuog mac-addresses mou Ba «kpatiosw» To switch.
port-security maximum 1 YLOTOG apLouog poTh

Nivakag 12: Napapetponoinon tou switch 0 (SW1)- Aiktuo 2 — pépog 2.

MropoUpe va doUpe Twpa oto configuration tou switch, OAa 6ca TPOYPAUUATICOUE TTAPOTAVW,
énAadn: interface FastEthernet0/3 - switchport access vlan 10, switchport mode access, switchport
port-security, switchport port-security mac-address sticky.
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Oa SoKIUAooUHE va cuvS£ooupe To pcd oto switch (SW1). H oclvéeon Ba yivel pe straight kaAwdto.
To pc auto bev €xel akoua ip address, kaBwg dev Tou €xoupe opioel akoua, oAAA €xeL mac address.
Oa opiocoupe apytkd DHCP ip address.

Ewkova 59: DHCP Address pc4.

Apa, To switch Ba Seopevoel TNV mac-address autol tou umoAoylotr (0060.2F47.8741). MNa va To
eAéy€oupe, Ba ouvbéooupe akopa éva umoloylotr (PC5). Mo cuykekplpéva Ba amoocuvSEcoupe To
KoAwblo and auto tov umoAoylothy (PC4) katl Ba to cuvdéooupe otov dMov umoloyioth (PC5).
Ouolaotikd, cuvbéoupe to PC5 oto switch (SW1).

BAémovtag to configuration tou switch ek véou, PAémoupe OtL To SW1 £xel amobnkeloeL TN mac-
address tou PC4. ETOL 0 KOLWVOUPLOG UTOAOYLOTHG TIOU oUVOEBNKe Bev €Xel access amo To switch
(switchport port-security mac-address sticky 0060.2F47.8741 // mac-address PC4).

Av oto PC5 opilooupe DHCP ip address, tote mapatnpoUe OTL oL OPTEG ota dkpa Tou PC5 Kal Tou
SW1 switch epdavilouv kokkivn BoUAa, TpAyua To omoio onuaivel OTL Sev UTIAPXEL ETILKOLVWVLAL.

Ewkova 60: PC5-SW1 anwAeLa EMKOWVWVIOG.
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AUTO yivetal yia to switch kataAafaivel 6Tt autog o umoloylotrg ev €xeL Tn cwotr mac-address.
Eniong mapatnpoupe O0tL 0 UTOAOYLOTAG SeV Maipvel owotn ip amno tov dhcep server.

Ewkova 61: AavBaopévn IP tou PC5.

Remote Access VPN:

210 onuelo auto Ba avadepbBole OTOV ATOUAKPUCHUEVO XPNOTH TIOU TIPOKELTAL Vo ouvdebel oto
SikTuO pag. Ta Bripata mou Ba akoAouBrooupe sival:

e [lapapetpornoinon evog remote user — puotkn cuvdeon (modem & cloud).
e [lapapetpornoinon AAA.

e [lapapetpornoinon Remote Access VPN.

e  AOKLUEC.

Em\éyoupe oto cisco packet tracer yla tTnv mpocopoiwor) pag, €vav umoloyloth, £éva DSL Modem
kot éva Cloud. Zuvé£oupe Tov unmoAoylotr) pe to DSL Modem pe straight kaAwdio. Ta mpodiA mou
eruAéyoupe eival Fast Ethernet O pe Port 1 avtiotowo kot pe RI25 akpodékteg. Tuvbéoupe to DSL
Modem pe to Cloud pe tnAedwviko kaAwdio. Ta mpodiA mou emidéyoupe sival: Port 0 kat Modem 4.
Yuvdéoupe to Cloud pe to cisco router R1 pe straight kaAwdio (Ethernet 6 pe FastEthernet 0/1).
Mpénel emiong va amodacicoups OXETIKA e TIC ips Tou Bo Sdwooupe. Omote, emAéyoupe
72.44.20.0/28 ips yla to Remote User kat amod tnv MAEUpA TOU cisco router €otw OtTL BAloupe TNV
88.40.12.14 &1evBuvon.

Oa mpénel va napapetpomnolooupe to Cloud. Yto cisco packet tracer, avoiyoupe to cloud kat maw
oto config. Xtn ouvéyela, emAéyoupse DSL kot BAEMOUUE TIG TTOPTEC OTLG OToleC ival ouvdedepévo
KOl TIPOG TIG Suo MAEUPEG Kol eTitAéyoupe add.
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Ewkova 62: Cloud configuration.

ZEKWVAHE TNV TOpapETpomoinon tou cisco router R1, oto omoio Ba cuvdeBel o AMOUOKPUOUEVOG

xenotng.

Zuokeun: cisco router 1 (R1)

EvtoAn

Nepypadn

R1(config)#interface
fastEthernet 0/1

Mapapetpomnolovpe To interface oto omoio Ba cuvdebel o remote
user.

R1(config-if)#ip ADdress
72.44.20.14 255.255.255.240

Opiloupe tn peyohltepn SlevBuvon (.14) mou pnopel va apeL o
QITOUOKPUCHEVOG XPNOTNG, KaBwG Kal To subnet mask (28). To .240
T(POKUTITEL ATO TO 28.

R1(config-if)#no shutdown

EvepyomoloU e to interface mou ¢tiatope.

R1(config)#ip dhcp pool
REMOTE_pool

Opliloupe SUVAULKEG ips 0 OAOUG TOUC ATIOMOKPUCUEVOUG XPNOTEG.

R1(dhcp-config)#network
72.44.20.0 255.255.255.240

Opiloupe ti¢ SLaBéotpeg IPs kot subnet mask otoug
QITOUOKPUCHUEVOUG XPHOTEC.

R1(dhcp-config)#tdefault-
router 72.44.20.14

OpiCoupe to Default Router otoug amopakpuoUEVOUG XPHOTEG.
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R1(dhcp-config)#dns-server
10.10.10.1

OpiZoupe to Dns Server oTouG OMOMOKPUCLEVOUG XPNOTEG.

R1(config)#aaa new-model

Ta tpla aaa, xpnolponoleital yia tTnv aohaAsLa tou Siktuou,
SnAadn amayopgUeL 0TOUC LN SLATILOTEUEVOUG XPHOTEC VOl
ELOEPYOVTAL KOL VO XPNOLUOTIOL0UV TO SikTuo.

R1(config)#aaa authentication
login REMOTE local

“u_n

To mpwrto “a” oxetiletal pe to “authentication”. H mwotomnoinon tng
TOUTOTNTAG TWV XPNOTWV TWV TTAPEXOUEVWY UTINPECLWY /
edappoywv (authentication). (REMOTE eival To 6voua t¢ Alotag

“authentication”).

R1(config)#aaa authorization
network REMOTE local

To beutepo “a” oxetiletal pe to “authorization”. H edappoyn
QTTOTEAECUOTLKWV TIOALTIKWY 0loDAAELAG YLA TOV EAEYXO TNG
POCPACNC TWV XPNOTWV OTLS DAPHUOYEG Kol Ta SeSopéva

(authorization) pe Baon cuykekpLUEVa SIKALWUATA KaL OE
oA arnAd entineda. (REMOTE elvatl to ovopa tng Alotoag
“authorization”).

R1(config)#username VPN
secret supersecure

Oa dnuloupynooupe to xpriotn VPN pe kpudo kwdLkd mpooBacng
supersecure.

R1(config)#crypto isakmp
policy 10

OplileL to PaBuod “priority” Tng mMoAkn ¢ mpootaciag ov Ba
edappootel <1-10000>, kabBwg Kal Tn¢ Kwdlkomoinong Ye ta
KA£LS1A pe Ta omoia Ba avtaldooovtol ta Sedopéva péoa oTo
VPN.

R1(config-isakmp)#encryption
aes 256

ErAéyoupe TNV TILO LoXU PN Kal ypriyopn Kwdikomoinon (256).

R1(config-isakmp)#thash md5

Yrniapyouv SUo eldn alyopibuwyv aodaleiag: mds - Message Digest
5, sha - Secure Hash Standard.

R1(config-
isakmp)#authentication pre-
share

O 6po¢ “Pre-shared” onpaivel 6tL To PEpn mMOU OVTOAAACOOUV
petafl Toug dedopéva, PEMEL va CUUGWVICOUV O VAl KOLVO —
HUOTLKO KA£LSL o yivetal p€pog tng mMoALTIKAC IPSec.

R1(config-isakmp)#tgroup 2

O Diffie-Hellman eivat aAyoplBuog avtarayrg Anpooiou KAstdlou
(Public Key Algorithm) kat amoteAsitat amno tpia group (1,2,5).

R1(config-isakmp)#lifetime
21600

Aldpkelo Lwng 21600 sec.
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R1(config)#crypto isakmp
client configuration group
REMOTE

OplZeL to 6vopa tou group aocpareiag (REMOTE) mou mpenel va
£l0AYeL 0 Xpriotng mou Ba cuvdebel oto VPN.

R1(config-isakmp-group)ttkey
CIscO

31O mapamAvw group, opiloupe Tov Kwdiko (CISCO).

R1(config-isakmp-group)#pool
MYPOOL

Oplfoupe to 6voua tou pool mou Béoape vwpitepa (MYPOOL).

R1(config)#crypto ipsec
transform-set MYSET esp-aes
256 esp-md5-hmac

Q¢ “ MYSET” opifoupe to 6vopa tou “transform set” mou
Snuoupyoupe. Ouolaotikd to “transform set” eival o cuvduaouog
TWV MPWTOKOAA WV aodaleiag mou Ba XpnoLUOTOL|COULE.
O£toupe OTL €XOUpE OploEeL Kal Tio TAvVw. ETol opiloupe TNV
aoddalela IPSec.

R1(config)#crypto dynamic-
map DYNMAP 10

Anpoupyia evog duvapikou xdptn (dynamic-map) pe to évopa
DYNMAP kal oelpd eLoaywyng oto duvapiko xaptn 10.

R1(config-crypto-map)#set
transform-set MYSET

Opliloupe to MYSET wg transform-set.

R1(config)#crypto map
CLIENT_MARP client
authentication list REMOTE

Opiloupe wg authentication list tnv REMOTE kot to cucxeti{oupe
LE TO crypto map otov Remote User.

R1(config)#crypto map
CLIENT_MAP isakmp
authorization list REMOTE

Opliloupe wg authorization list Tnv abcl kat to cuoyetiloupe pe TO
crypto map.

R1(config)#crypto map
CLIENT_MARP client
configuration address
respond

Opliloupe otov Remote User — Client va cuVSEETaL — AMOVTAEL OTO
Siktuo otav cuvdéetal oto VPN xpnoLpomnolwvtag T pubuioslg
TIoU KAvape péxpL Twpa (IPSec).

R1(config)#crypto map
CLIENT_MAP 10 ipsec-isakmp
dynamic DYNMAP

Opliloupe oto crypto map Tig puBUioELg TOU KAVOLE TTAPATIAVW.

R1(config)#ip local pool
MYPOOL 172.16.10.150
172.16.10.200

OplleL to eUpog Twv SleuBuvoewv oL omoleg eival Stabéotueg va
avateBoUv oe kKABe xpriotn mou cuvdéetal oto VPN, kabwg Kal To

III

ovopa Tou “poo

R1(config)#tinterface
fastEthernet 0/1

Eloodog oto interface mpog to remote user.

R1(config-if)#crypto map
CLIENT_MAP

Edappoyn Tou crypto Map mou dnuloupynoape. (*Jan 3
07:16:26.785: %CRYPTO-6-ISAKMP_ON_OFF: ISAKMP is ON)

Nivakag 13: Napapetponoinon tou cisco router 1 - Aiktuo 2 — pépog 5 (VPN).

EmAéyoupe to Remote User kot opiloupe otov umoloylotr va mapet DHCP ip. (Desktop = ip

Configuration) Napatnpolpe ot maipvel tnv 72.44.20.1 pe to owotd subnet mask 255.255.255.240

KoL To owoto default gateway 72.44.20.14 kaBwg kat dns-server 10.10.10.1.
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Ewkova 63: DHCP IP Remote User Aiktuo 2.

Eniong, pmopw va eAéyéw OTL 0 UTIOAOYLOTNG €XEL TAPEL owoth ip SleuBuvon péow Tou command
prompt pe tnv evtolr ipconfig /all.

Ewkdva 64: ipconfig /all - Command Prompt Remote User Aiktuo 2.
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AokLpaou e va KAVOUE ping oTo cisco router R1 kot mapatnpoU e OTL anavtacl, dnAadr €xoupe
KOWVOVLKQ ETLKOLVWVLA.

Ewkova 65: Remote User - Router R1 - Emkowwvia e ping — Aiktuo 2.

Yuvbeoupe to VPN:

GroupName: REMOTE

Group Key: CISCO

Host Ip (Server IP): 72.44.20.14
Username: VPN

Password: supersecure

BA£moupe otLto VPN cuvEeTal KOVOVIKA.
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Elkova 66: VPN Zuvbedepévo - Aiktuo 2.

Ewkova 67: Ip Remote User petda ty ouvéeon tou VPN- Aiktuo 2.

MapatnpoUupe OtTL 0 UTIOAOYLOTAG TtHPE TtV Tipwtn Slabéoiun SievBuvon amod To eUpog Mou oploape

oto ip local pool (172.16.10.150).
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Edv oto command prompt Swooupe mAAL tnv evtolrn ipconfig /all, Ba mapatnpriooupe otL
pooTéBNKe amo katw to "Tunnel Interface IP Address: 172.16.10.150.

< i

Ewkova 68: Tunnel interface ip command prompt remote user - Aiktuo 2.

Emiong, oto cisco router pe Tig evtoAég show crypto isakmp sa kal show crypto ipsec sa pnopoUue
va Starmotwoou e otLto VPN eival cuvdedepévo "ACTIVE".

R1#tshow crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
72.44.20.1 72.44.20.14 QM_IDLE 1039 OACTIVE
IPv6 Crypto ISAKMP SA

R1#tshow crypto ipsec sa

interface: FastEthernet0/1
Crypto map tag: CLIENT_MAP, local addr 72.44.20.14 //local addr oto router
protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (172.16.10.150/255.255.255.255/0/0)
current_peer 72.44.20.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0 //BAénw OtL £xw O TakéTa KwSLKOTIoLNHEVA
#pkts decaps: 0, #pkts decrypt: O, #pkts verify: 0 //kot 0 amokwdikomotnuéva
#pkts compressed: 0, #pkts decompressed: 0
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#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors O, #recv errors 0

Eav kavoupe ping and to Remote User oto Server Intranet - VLAN 40, Ba SoUpue péoa amo tnv
TIOLPATTAVW EVTOAN OTL £XOUE TTAEOV KATIOLO KWOLKOTIOLNUEVA KOl OTTOKWSLKOTIOLNUEVA TIOKETAL.

Ewkova 69: Ping ano to Remote User oto Server Intranet péow VPN - VLAN 40 - Aiktuo 2.

Onwg éxoupe avadpEpeL KoL TAPATIAVW, TO TTPWTO TTAKETO XAOnKe Kol eiyape "timeout", kabwg Atav
n mMpwtn $opdA MOV EMXELPAOALE ETILKOWVWVIA Kal EMPETE va apyLlKomolnBel to route. Apa, HECW TOU
VPN, 0 QmopoKpUGOUEVOG XPNOTNG £XeL TpooBacon oto Siktuo tng etatplag. Eav kavoupe tnv Sla
SOKLUA HE TAPATIAVW XWPIC O QMOUOKPUOUEVOG XPHOoTNng va eival ouvdedepévog oto VPN, Ba
Slamotwooupe OTL Sev Ba uTAp)XEL EMLKOLVWVLa.

R1#tshow crypto ipsec sa
interface: FastEthernet0/1
Crypto map tag: CLIENT_MAP, local addr 72.44.20.14
protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (172.16.10.150/255.255.255.255/0/0)
current_peer 72.44.20.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 7, #pkts encrypt: 7, #pkts digest: 0 //BAénw twpa OTL €Xw 7 KWELKOTIOLNUEVA TTAKETA
#pkts decaps: 8, #pkts decrypt: 8, #pkts verify: 0 //kat 8 amokwdikomotlnpeva
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#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors O, #recv errors 0

Jtn ouveéyxela, Ba Sokipdooupe amnd to Remote User péow tou Web Browser va doUue tnv
LotooeAiba ou €xoupe dptiacel otov Internet Server:

Apa, arno to web browser tou laptop mAnktpoAoyou e site Tn StelBuvon www.ext.uth.gr eite Tnv ip
tou server (10.10.10.1). NapatnpoUpe OtL BAEMOUUE Kavovika tn Sle0Buvon auTh KOl CUVETWE
€xou e mpdoPaocn oto server pEow tou VPN.

Ewkova 70: NpooPaacn otov Internet Server péow tou web browser tou anopakpucpévou xprotn (https url).

Ewkova 71: NpooBacn otov Internet Server péow tou web browser tou anopakpucpévou xpriotn (ip).
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http://www.ext.uth.gr/

Téhog, Sokipalw TNV €miKolvwvia Ue Tov internet server pe ping amd to command prompt tou
laptop. BAEMOUME OTL €XOUUE KOVOVIKA €miKowwvia. Kavoupue disconnect to VPN amd tov
urtohoyloty tou Remote User kal Sokipaloupe &ovd. Itnv mepimtwon auth 6ev umapyel
gmkowvwvia. Apa to VPN Asltoupyei Kavovika.

¥ pco — O X

Phy=ical Config Desktop Software/Services

Command P c

Packet Tracer
BPC»ping 10.10.:

Pinging 10.10.10
Request timed out._ M
1y om 10 :
eply om 10.10.10._]

Beply from 10.10.10.1:

Ping statisti

EC»ping 10_.10.10_1

Pinging 10.10.10.1 with

> timed out.
> timed out.
> timed out.
> timed out.

Ping statistics for 10

Packets: Sent

Ewkova 72: Ping ano 1o laptop otov Internet Server pe ko xwpig to VPN.
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KEDAAAIO 6: ZYMMNEPAZMATA - ENIANOIoz

H texvoAoyilo O0TOV XWPO TWV ETKOLVWVLWV TIPOXWPAEL OAMATWOWS Kal KABe véa edappoyr, Kabe
véa edelpeon, KABe vEo project amotelouv LOXUPA PESA YLa TNV EKMTARPWGCN TOU okomou autol. H
ueAETN Kal edpappoyr Twv Siktuwv VPNs avtumpoownelouv éva akopun delypa tng akaBektng kat
OUVEXWG ETILTAXUVOLEVNG TIPOOSOU OTOV TOHEN QUTO.

‘Eva VPN (Virtual Private Network) pmopel va mpoodépel eugALkTeg AUOELG 0 BEpaTa EMIKOWVWVIAC,
opyavwong, Slaxelplong Kat Katavoung mAnpodoplwyv o€ O A Ta TUAMUATA 1} TA UTIOKATAOTHUOTO
pLaG eTXelpnong, aveéaptnTwe YewypadLkng amdoTtaong Kol UE CUYKEKPLUEVEG EYYUNGOELG, WC TPOC
™V anodoon.

Ta Baokd mAsovektrpoata Twv VPNs eival n e€okovounon KOoToug, n eueAlfio mou mapexouy,
KOBW¢ Mpooapuolovtol EUKOAA OTLG AVAYKEG ETUXELPNOEWV SLAdOPETIKWY LEYEBWV KAl ATALTHOEWY,
Kot n aopaheta. MoAAEG dopEg o €va VPN n aodAlela £pXETAL AVTLUETWIN KE TN AELTOUPYLIKOTNTA,
KOBW¢ BACLKOG TEPLOPLOKOG OTNV XPHON LOXUPWV aAyopiBpwy Ue peydAo HRKog KAEWSLOU elval n
anodoon.

Ta IP VPNs Kol TILO OUYKEKPLUEVA TO TIPWTOKoAAO IPSec, cUudwva He To omoio €ywvav Kal ol
T(POCOUOLWOELG OTNV gpyaoia, elval auTto Mou €XEL KUPLAPXNOEL O TAYKOOULO KALLOKA, AOYWw TOU
XapNnAoU KOOTOUCG UAOMOLNONG Kal TNG MEYAANG TIPOCAPHOCTLKOTNTAG TOU, TO00 O UNXOVIOUOUC
aodaleiag, 600 Kal ota MPWTOKOAAA SLadopwy erumeSwy e T omola Ymopel va ocuvepyaoTel,
oxnuotilovtog €va oupmayec oclOTNHA. INUEwTéov OTL To IPSec Oev amaltel aMayég otnv
UTIApXoU oA UTIOSOUN TOU SLKTUOU.

AvoAUBnke OtL og KABe uAomoinon VPN Ba mpémel va AndBouv unon kamola el81ka B£pata mou
apopouV Ta CUCTATIKA TOU SIKTUOU TIou edapUoleTal, £ToL wote va anodeuxBouv kamola Wolaitepa
npofAnpata. EmumAéov, n emhoy tou KatdAnAou tumou VPN, Ttwv aviioTolywv TeXVOAoyLwv
(Hardware/Software), Twv MPWTOKOAAWV Kal UnXoviopwv achadelog, amaltel tnv Aemtopepn yvwon
OAWV aAUTWV, KABWE KAL TWV ATTALTACEWVY TNG EPapUOYAG.

Ma Toug mapandavw AGyoug Tipv TNV edpapuoyr evog VPN, TTpETeL va eEETACTOUV AVOAUTLKA KOL UE
TiPoooXN OAEC OL UTAPXOUOEG PUBUIOELS KaL N AELToupyia TOU MPAYHATIKOU SIKTUOU, £TOL WOTE va
anodevyxBouv L8laitepa mpoPAnuata.

Emiong, Oa mpEmel n mpotelvopevn AUGN va TIPOCOOLWVETAL, £TOL WOTE VO AVTLUETWII{OVTAL TUXOV
nipoBANpata o mpokumTouv. Me Baon tnv edappoyn ota mAaiola TG pyooio ooV KaAr TPAKTIKA
elval mpotpotepo va Slaywpiletal n mpotewvopevn Avon os otddla sdpappoyng, kabwg £tol eival
TLo €UKOAN N OTOUOVWON KOL O EVIOTLOUOC £VOC MPOPAAUATOC OV UMOopEl va epdavioTel os pa
edappoyn.

Emopévwg, sival avapdlofAtnta moAl onUAVTIKO VA HaG TTAPEXETOL N SuvaTOTNTA Va UIMOPOUUE va
eAéy€oupe €va Siktuo mpLv TV vLAomolnon tou, og éval ELKOVIKO TiepLtBAAAOV.

Onwg nén meplypddnke eKTeEVWG, O0TN SUTAWUATIKA €pyacia XpNOLUOTOLOAUE WG AOYLOMLKO
nipocopoiwaong to Cisco Packet Tracer, TPOKELUEVOU VO TIAPAUETPOTIOL)COULE ELKOVLKA TIG CUCKEUEG
ToUu SIKTUOU PAG KAL VAL LEAETHOOUUE T AELToupyia Tou.
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To Aoylopkd outod pmopel va Astoupyel o SladopeTikeg TAATPOPUEC —OTNV epyacia auth
xpnotwdornolnBnke n ayyAwkn cross platform- to 6 ypadiko neptparlov tou, Sivel Tn duvatotnta va
MpooBEcoUE Kal vo opalpECOUE OUOKEVEG SLKTUOU Katd PBouAnon. Ztn SUTAWMATLIKA oG,
TIAPOUETPOTIOLNONKAV KOl XpNOLUOTIOLBNKav ouUVOALKH OKTWw OladOopeTIKEC CUOKEUECG SLKTUOU, OL
oroieg evtaxbnkav otig Suo tomoAoyieg SIKTUWV Tou eMIAEXBNKav Kal UAomoLOnkav.

MEeTA TNV eyKaTAotacon KoL Tn pUBKLEN TWV CUCKEUWY, EYLVAV OL SOKLUEG TOOO O TIPAYUATIKO XPOVO
(real time), 600 kalL o meplBaliov Tpooopoiwong (simulation), pe ta pépn tou SiktloU va
avtaAAdooouv TIOKETA SS0UEVWY, OTa TTAALOLO TWV AELTOUPYLWY TIou avatédnkav. OL €Aeyxol Tou
SKTUOU TOOO 0L TPAYUATLKO XpOvo, 600 Kal oTo meplBalov mpooopoiwaong eival mavouoldtumoL
KOl €lval oTnv EUXEPELA TOU XPNOTN €TUAEEEL TOV TPOTIO e Tov omoio Ba eeTdoel To SikTUO IOV €XEL
UAOTIOLNOEL. ZTIG TPOCOUOLWOELG MOG TIAPOUCLACAUE KAl TOUG SUO TOPANAvw TPOTOU G yLa AGYouG
napouciaong Twv SuVaTOTATWY TOU £PYAAElOU TTPOCOOLWONG TTOU XPNOLUOTOLCOHE, KABwG Katl
yla Adyou¢ moikilopopdiog otnv mapouciaon twv amotedecpdtwyv. To Cisco Packet Tracer pag
£€6woe tn SuvatotnTa va apakoAouBrooupe Kat va eEETACOUE T SpooAdynon Kal tn Soun Twv
TIAKETWVY OE KABE AEMTOUEPELQ, KOL VOL OVTLUETWITLOOULE TUXOV TIPOPBARATA TIOU TIPOEKUTITAV.

Juunepaopatikd, To Cisco Packet Tracer sival éva Loxupo mpoypoppa pocopoiwong Siktuou, éva
ONUOVTLKO CUUTANPWHATIKO BorBnua, Tou EMLTPENMEL OTOUG XPIOTEC:

e va dnuLoupynoouv eva SiKTuo Pe oXESOV AMEPLOPLOTO OPLOUO CUOKEU WY,

* VO MELPOUATLOTOUV UE TN ouumnepLdopd Tou SiKTuou,

® VO eKTEAECOUV TIPOUEAETNUEVA CEVAPLA OE TIPAYUATLKO XPOVo (real time), aAAd ko
He eAeyxOpEeVo TpOTOo (simulation mode),

* VO TPAYUOTONOLOOUV TIOPOTNPHOELS OTA Yeyovota Tou cupBaivouv oto Siktuo,
pe Suvatotnta xprnong GIATpwY yLa mapatnproelg eEELSIKEUUEVWY CUUPBAVTWY,

e vo evtomioouv TUXOV oOdAApata oto OIKTuo Tou £Xouv SnULOUPYNOEL OTO
nieplpaArov tou Cisco Packet Tracer, va ta eAéyfouv €€oVUXLOTIKA Kal va Ta
OVTLUETWTIIOOUV TPV TNV UAOTOINON TOU TPAYUATIKOU &IKTUoU, OTOo Oomoio o
EVTOTILOMOG odoApdTwy Ba amoteAoloe pia xpovoBopa Stadikaaoia.

Mevikotepa, TO AOYyLopLIKO autod Sivel tn duvatotnta efolkelwong pe ta Siktua umoAoylotwv. Mo
OUYKEKPLUEVA e TN Snutoupyia evog Stktvou VPN kat, xpnotpomnolwvtag tov e€omAlouo tne Cisco,
UeAeTBNnKe Aemtopepws N Siktuakn Asttoupyia. Ma to AGyo auTtd XpNOLUOTIOLWVTIAC TO AOYLOULKO
autod Snuloupyrioape opxtkd évo pkpd Siktuo (1" mpooopoiwon) yla vol E0TIACOUME KoLl Vo
KoTavorocou e tn Aettoupyia evog VPN Kol 0T GUVEXELD VO XTIOOUWE oTtadlakd éva peyaho Siktuo
pLag etapiog pe empépouc vrmo-diktua VLANS (2" mpooopoiwon), va Ta TOPAUETPOTIOLiCOUE WOTE
va AsttoupyolV Oowotd Kal va cuvdécoupe oto Siktuo tng etolpiag, péow evog VPN, évav
OMOUAKPUCHEVO Xpnoth. EAEyxOnke e€ovuyloTika n opbn Asttoupyla Tou Siktuou, e€aodalilovtag
OTL O QTOMOKPUGUEVOG XPNOTNG ouvbEetal oto SIKTuo TG etalplog povo pécow tou VPN rmou
Snuloupynoope. Amodeixtnke OTL TO AOYLOMIKO aUTO elval eUKOAO oOTn xprion Kot efumnpetel to
OKOTIO TOU PTAVEL 0 XPrOTNG VA ELvOlL EEOLKELWHEVOG HE TLG SLASLKTUAKEC TEXVOAOYIES ETILKOWVWVLIAG.

KAeivovtag, Ba Béhape va tovicoupe OtL ta VPNs amoteAolv (0wG TO TOPOV Kol To UEANOV TwV
WBwtikwv Siktbwy, adol n sdappoyn Toug epeuvatal Kal eéeAloostal os mMAyKOOULO KALpaKa,
kepdilovtog ouvexwg £60dog oto XWPo Twv SIkTuwv. Amd T HEPLA TOUC OL TIApOoXoL TPOcBacng
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dpovrtilouv eniotapéva yla TNV UTooTNpLEN, TNV EMEKTAON KoLl Th ouveyxn StaBeoipdtnta tng VPN
UTnpeoiag os kKAOe mepLoxn.
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NAPAPTHMA A

Aiktuo 1 — Configuration cisco router 2811.

HQ#show running-config
Building configuration...

Current configuration : 1244 bytes
!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname HQ

I

I

I

I

I

I

!

aaa new-model

!

aaa authentication login abc1 local
I

I

I

!

aaa authorization network abc2 local
I

I

I

I

|

ip cef

no ipv6 cef

I

I

!

username admin password 0 admin
I

!

crypto isakmp policy 10

encr 3des

hash md5

authentication pre-share

group 2

!

I
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]
crypto isakmp client configuration group cisco
key cisco123

pool VPNPOOL

!

!

crypto ipsec transform-set setl esp-3des esp-md5-hmac
]

crypto dynamic-map map1 10

set transform-set setl

reverse-route

!

crypto map map1 client authentication list abcl
crypto map map1 isakmp authorization list abc2
crypto map map1 client configuration address respond
crypto map map1 10 ipsec-isakmp dynamic map1l
]

]

]

]

]

]

spanning-tree mode pvst

]

I

I

I

I

!

interface FastEthernet0/0

ip address 172.16.1.1 255.255.255.0

duplex auto

speed auto

!

interface FastEthernet0/1

ip address 10.10.10.11 255.255.255.0

duplex auto

speed auto

crypto map mapl

!

interface Vlanl

no ip address

shutdown

!

ip local pool VPNPOOL 192.168.1.1 192.168.1.50
ip classless

]

ip flow-export version 9
!
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!

|
linecon0
|

line aux 0
|
linevty04
!

|

|

End
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NAPAPTHMA B

Aiktuo 2 — Configuration tou SW1

SW1#sh running-config
Building configuration...

Current configuration : 2172 bytes

!

version 12.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname SW1

I

I

|

spanning-tree mode pvst

|

interface FastEthernet0/1

switchport access vlan 10

switchport mode access

!

interface FastEthernet0/2

switchport access vlan 10

switchport mode access

!

interface FastEthernet0/3

switchport access vlan 10

switchport mode access

switchport port-security

switchport port-security mac-address sticky
switchport port-security mac-address sticky 0060.2F47.8741
!

interface FastEthernet0/4

switchport access vlan 10

switchport mode access

!

interface FastEthernet0/5

switchport access vlan 10

switchport mode access

!

interface FastEthernet0/6

switchport access vlan 10

switchport mode access

I

interface FastEthernet0/7
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switchport access vlan 10
switchport mode access

!

interface FastEthernet0/8
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/9
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/10
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/11
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/12
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/13
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/14
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/15
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/16
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/17
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/18
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/19
switchport access vlan 10
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switchport mode access

|

interface FastEthernet0/20
switchport access vlan 10
switchport mode access

!

interface FastEthernet0/21
!

interface FastEthernet0/22
!

interface FastEthernet0/23
switchport mode trunk

!

interface FastEthernet0/24
switchport mode trunk

!

interface Vlanl

no ip address

shutdown

!

!

!

!

lineconO

|

linevty04

login

linevty 5 15

login

|

|

End

Aiktuo 2 — Configuration tou SW2

SW2#sh running-config
Building configuration...

Current configuration : 2040 bytes

!

version 12.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
no service password-encryption

|

hostname SW2

|

|
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!

spanning-tree mode pvst

!

interface FastEthernet0/1
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/2
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/3
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/4
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/5
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/6
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/7
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/8
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/9
switchport access vlan 20
switchport mode access

|

interface FastEthernet0/10
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/11
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/12
switchport access vlan 20
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switchport mode access

!

interface FastEthernet0/13
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/14
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/15
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/16
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/17
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/18
switchport access vlan 20
switchport mode access

|

interface FastEthernet0/19
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/20
switchport access vlan 20
switchport mode access

!

interface FastEthernet0/21
|

interface FastEthernet0/22
!

interface FastEthernet0/23
switchport mode trunk

!

interface FastEthernet0/24
switchport mode trunk

!

interface Vlanl

no ip address

shutdown

!

!
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]

!

linecon0
!
linevty04
login
linevty 5 15
login

!

!

End

Aiktuo 2 — Configuration tou SW3

SW3#show running-config
Building configuration...

Current configuration : 2017 bytes
!

version 12.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!

hostname SW3

I

I

!

spanning-tree mode pvst

!

interface FastEthernet0/1
switchport access vlan 30
switchport mode access

!

interface FastEthernet0/2
switchport access vlan 30
switchport mode access

!

interface FastEthernet0/3
switchport access vlan 30
switchport mode access

!

interface FastEthernet0/4
switchport access vlan 30
switchport mode access

!

interface FastEthernet0/5
switchport access vlan 30
switchport mode access
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interface FastEthernet0/6
switchport access vlan 30
switchport mode access

!

interface FastEthernet0/7
switchport access vlan 30
switchport mode access

!

interface FastEthernet0/8
switchport access vlan 30
switchport mode access

!

interface FastEthernet0/9
switchport access vlan 30
switchport mode access

!

interface FastEthernet0/10
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/11
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/12
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/13
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/14
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/15
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/16
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/17
switchport access vlan 40

switchport mode access
!
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interface FastEthernet0/18
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/19
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/20
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/21
!

interface FastEthernet0/22
!

interface FastEthernet0/23
!

interface FastEthernet0/24
switchport mode trunk

!

interface Vlanl

no ip address

shutdown

I

I

I

|

linecon0

!

linevty04

login

linevty 5 15

login

I

|

End

Aiktuo 2 — Configuration tou Switch 4

Switch#sh running-config
Building configuration...

Current configuration : 977 bytes

!

version 12.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
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no service password-encryption
!

hostname Switch

|

!

!

spanning-tree mode pvst

!

interface FastEthernet0/1

!

interface FastEthernet0/2

!

interface FastEthernet0/3

!

interface FastEthernet0/4

!

interface FastEthernet0/5

!

interface FastEthernet0/6

!

interface FastEthernet0/7

!

interface FastEthernet0/8

!

interface FastEthernet0/9

|

interface FastEthernet0/10
!

interface FastEthernet0/11
!

interface FastEthernet0/12
|

interface FastEthernet0/13
!

interface FastEthernet0/14
|

interface FastEthernet0/15
|

interface FastEthernet0/16
|

interface FastEthernet0/17
|

interface FastEthernet0/18
|

interface FastEthernet0/19
|

interface FastEthernet0/20
|

interface FastEthernet0/21
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I
interface FastEthernet0/22
!

interface FastEthernet0/23
!

interface FastEthernet0/24
!

interface Vlanl

no ip address

shutdown

I

I

I

|

lineconO

!

linevty04

login

linevty 5 15

login

I

|

End

Cisco Router R1 Final Configuration:

R1#show running-config
Building configuration...

Current configuration : 3042 bytes

|

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

security passwords min-length 8

|

hostname R1

!

login block-for 120 attempts 5 within 45

!

|

enable secret 5 S1SMERr$2kSZRODN2ofxLIIbGij.S1
enable password 7 0832495E1D1C08151719
!

!

!

ip dhcp pool VLAN10
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network 172.16.10.0 255.255.255.0
default-router 172.16.10.254

dns-server 10.10.10.1
ip dhcp pool VLAN20

network 172.16.11.0 255.255.255.192
default-router 172.16.11.62

dns-server 10.10.10.1

ip dhcp pool VLAN30

network 172.16.11.64 255.255.255.224
default-router 172.16.11.94

dns-server 10.10.10.1

ip dhcp pool REMOTE_pool

network 72.44.20.0 255.255.255.240
default-router 72.44.20.14

dns-server 10.10.10.1

!

!

aaa new-model

!

aaa authentication login REMOTE local

I

|

aaa authorization network REMOTE local

I

I

I

I

|

no ip cef

no ipv6 cef

I

I

|

username VPN secret 5 S1SmERrSRPINYfToCVNKXLYZxG/nv/
username bob secret 5 $1SmERr$SoK3TIenvyf.fqqapWfQpV/
username joe privilege 15 secret 5 $1SmERrSOlpuusDboF144halOqULI/
username olga password 7 0825494D0C14071200
username paul privilege 3 secret 5 $1SmERrSi.ZcPq2E1f0ZwOVoRpVH9.
I

|

crypto isakmp policy 10

encr aes 256

hash md5

authentication pre-share

group 2

lifetime 21600

I

I

I
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crypto isakmp client configuration group REMOTE

key CISCO

pool MYPOOL

!

!
crypto ipsec transform-set MYSET esp-aes 256 esp-md5-hmac
]
crypto dynamic-map DYNMAP 10

set transform-set MYSET

reverse-route

!

crypto map CLIENT_MAP client authentication list REMOTE
crypto map CLIENT_MAP isakmp authorization list REMOTE
crypto map CLIENT_MAP client configuration address respond
crypto map CLIENT_MAP 10 ipsec-isakmp dynamic DYNMAP
]

]

]

|

ip domain-name remotetrainingsolutions

]

|

spanning-tree mode pvst

|

|

|

|

|

|

interface FastEthernet0/0

no ip address

duplex auto

speed auto

!

interface FastEthernet0/0.10

encapsulation dot1Q 10

ip address 172.16.10.254 255.255.255.0

!

interface FastEthernet0/0.20

encapsulation dot1Q 20

ip address 172.16.11.62 255.255.255.192

!

interface FastEthernet0/0.30

encapsulation dot1Q 30

ip address 172.16.11.94 255.255.255.224

!

interface FastEthernet0/0.40

encapsulation dot1Q 40

ip address 172.16.11.110 255.255.255.240
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interface FastEthernet0/1

ip address 72.44.20.14 255.255.255.240
duplex auto

speed auto

crypto map CLIENT_MAP

!

interface Serial0/0/0

bandwidth 128

ip address 88.40.12.1 255.255.255.252
!

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown

!

interface Vlanl

no ip address

shutdown

!

ip local pool MYPOOL 172.16.10.150 172.16.10.200
ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0/0

I

ip flow-export version 9

!

!

ip access-list extended sl_def_acl

deny tcp any any eq telnet

deny tcp any any eq www

deny tcp any any eq 22

permit tcp any any eq 22

!

banner motd ~C DO NOT ATTEMPT TO LOGIN AND ACCESS THIS ROUTER ~C
!

privilege exec level 3 show

privilege exec level 3 show startup-config
I

I

I

|

linecon0

!

line aux 0

!

linevty04

transport input ssh

!

I
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end
R1#

Cisco Router 2 ISP Final Configuration:

ISP#show running-config
Building configuration...

Current configuration : 791 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname ISP

|

]

]

|

|

!

no ip cef

no ipv6 cef

|

|

]

|

spanning-tree mode pvst
|

I

I

I

I

!

interface FastEthernet0/0
ip address 10.10.10.254 255.255.255.0
duplex auto

speed auto

!

interface FastEthernet0/1
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no ip address
duplex auto

speed auto
shutdown

!

interface Serial0/0/0
no ip address

clock rate 2000000
shutdown

!

interface Serial0/0/1
bandwidth 128

ip address 88.40.12.2 255.255.255.252
clock rate 128000

!

interface Vlanl

no ip address
shutdown

!

ip classless

ip route 172.16.10.0 255.255.254.0 88.40.12.1
!

ip flow-export version 9
I

I

|

no cdp run

!

I

I

I

|

linecon0

!

line aux 0

!

linevty04

login

!

I

|

End

ISP#
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