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ABSTRACT

There are different wireless technologies that share the same 2.4 GHz frequency band.
Such technologies usually operate ίη proximίty and have to co-exist with each other.
Frequency overlap across wireless networks with different radio technologies can
cause severe interference and reduce communication reliability. The circumstances
are particularly unfavorable for Wireless Sensor Networks(WSNs) that use ZigBee
wireless technology and share the 2.4GHz ISM band with Wi-Fi. Due to the
independent design and development ίη WSN, together with the unexpected dynamics
dUΉng deployment of coexisting networks and devices, within the same frequency
spectrum, it is crucial to ensure that a WSN maintains and provide its desired
performance requirements. In order for a WSN to satisfy these requirements, it is
necessary to avoid congested frequencies ofthe 2.4GHz band.

In this thesis, we report and analyze the existence of the aforementioned problem, and
present a novel way to discover the most uncongested channels ίη which a WSN
network can experience better performance ίη terms of data throughput. This work is
consisted of two main parts. The first one is a prototype platform based οη a
SparkFun's pro Micro board equipped with a Cypress CYWM6935 radio receiver. 1ts
purpose is to scan the 2.4GHz band and after applying a simple algorithm, retums the
most uncongested ZigBee channel. The second part is a platform [1] designed by
NITOS Lab, equipped with a SparkFun's pro Micro board and a slot unit for a XBee
module. 1t is used to build communication between XBee modules. Finally we
combine the measurements resulting from each platform ίη a Processing sketch in
order to visualize the 2.4GHz band as well as offer frequency hopping functionality
fora WSN.
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1 Introduction

The continuous emerging of wireless technologies, ίη addition to the increasing
demaπds for mobile applications, combined with the wide spread of new human­
computer interaction models, such as ubiquitous computing, paved the way for the
emergence of new networking frameworks aπd new applications.

Nowadays, users are equipped with more powerful, small, wireless mobile devices
such as mobile phones, PDAs aπd sensors, these devices generate substantial amount
of various data. Moreover, to support the new generation of situation-aware
applications, there is a real need for new networking paradigms to support the
exchange of information between these devices.

Personal mobile devices are typically small ίη size with limited processing,
communication and energy capabilities. Thus, the new networks should support 10w
power aπd 10w data rate transrnissions. Several technologies were developed to satisfy
the above mentioned prospects. Α successful example of these technologies is
ΙΕΕΕ802.15.4 networks, which is known as ZigBee networks. ZigBee is designed to
be cost effective to guaraπtee a successful commercial spread. Το reduce the cost
these networks were designed to work ίη the crowded aπd overloaded 2.4 GHz ISM
commercial band with different technologies such as ΙΕΕΕ802.11 known as Wi-Fi.
The coexistence of different wireless technologies causes interference aπd packets
collision, then packet retransmission. Which ίη tum, cause delay and reduce the
delivery ratio. Moreover, ZigBee packet 10ss aπd retraπsmission leads to faster
draining of the sensor battery. Therefore, the need to design aπalytical model to depict
the ίrnpact ofmutual interference between ZigBee aπd Wi-Fi.

In this thesis we focus οη the coexistence between ΙΕΕΕ802.11 and ΙΕΕΕ802.15.4

wireless standards that operate over the 2.4GHz ISM baπd. Their overlapping
frequency channels will be the point of our interest ίη addition to the interference
issues οη these channels. Regarding that ZigBee is not able to automatically hop to a
clear channel, we propose an extemal software mechanism that scans and visualizes
the 2.4GHz band as well as offering frequency hopping functionality.

There have been some studies about coexistence between the ΙΕΕΕ 802.11 and ΙΕΕΕ

802.15.4. According to [2], [3], [5] ΙΕΕΕ 802.15.4 has a little impact οη the ΙΕΕΕ

802.11 performaπce. However, ΙΕΕΕ 802.11 can have a serious impact οη the ΙΕΕΕ

802.15.4 performance if the channel allocation is not carefully taken into account [2],
[4].

The remainder of the document is organized as follows:
Section 2 gives aπ overview of the ΙΕΕΕ 802.15.4 standard. Section 3 presents aπ

overview of ZigBee wireless technology. Section 4 descήbes the ΙΕΕΕ 802.11 a/b/g.
Section 5 gives an analysis of the coexistence between ΙΕΕΕ 802.11 b/g and ΙΕΕΕ

802.15.4 standards. Section 6 brief1y presents the software and hardware components
used for the purposes of this work aπd how these components are combined. In
section 7 we descήbe our demo setup and experimental results. We conclude ίη

section 8 and finally ίη section 9 we write down our references.
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2 802.15.4 Protocol

2.1 Overview

Τhe ΙΕΕΕ802.15.4 [6], [7], [8] is a part of the ΙΕΕΕ family of standards for physical
and link layers. Τhe standard is designed to offer the fundamental lower network
layers of a type of wireless personal area network (WPΑΝ) which focuses οη 10w­
cost, low-speed ubiquitous communication between devices (ίη contrast with other,
more end-user oriented approaches, such as Wi-Fi). Τhe emphasis is οη very low cost
communication of nearby devices with little to ηο underlying infrastructure, intending
to exploit this 10 lower power consumption even more.

2.2 802.15.4 Layers

Τhe 802.15.4 standard defines the physical layer (ΡΗΥ) and media access control
(MAC) layer of the Open Systems Interconnection (OSI) model of network operation
(Figure 1). Τhe ΡΗΥ defines frequency, power, modulation, and other wireless
conditions of the link. Τhe MAC defines the format of the data hand1ing. Τhe

remaining layers define other measures for handing the data and related protocol
enhancements including the final application.
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Figure 1. Open 5ystems Interconnection (051) model
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Most networking systems, both wired and wireless, use the OSI communications
model. Most systems also use at least the first four layers, but many do not use all
seven layers. Τhe 802.15.4 standard uses only the first two layers plus the logical link
control (LLC) and serνice specific convergence sub-layer (SSCS) additions to
communicate with all upper layers as defined by additional standards (Figure 2).
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Layer 3 and above

1
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___t _
SSCS
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1
______ρ_ΗΥ 1 Loyer 1

Figure 2. Layer 1 and layer 2 details of 802.15.4

2.3 802.15.4 Baηds aηd Chaηηels

The goa! of the standard is to provide a base format to which other protoco!s and
features cou!d be added by way of the upper !ayers (layers 3 through 7). Whi!e three
frequency assignrnents are avai!ab!e, the 2.4-GHz band is by faI the most widely
used (Figure 3). Most avai!ab!e chips and modu!es use this popu!ar ISM band.

Frequency
868 to 868.6 ΜΗΖ 902 to 928 ΜΗΖ 2.4 to 2.4835 GHz

ossignment

Number of channels 10 16

Channel bandwidth 600 kHz 2 ΜΗΖ 5 ΜΗΖ

Symbol rate 20 ksymbols/s 40 ksymbols/s 62.5 ksymbols/s

Data rate 20 kbits/s 40 kbits/s 250 kbils/s

Figure 3. Options for frequency assignments

The standard defmes 16 channels within this band, each 2 ΜΗΖ wide with 3 ΜΗΖ

inter-channe! gap-bands (figure 4). This is the most comrnon frequency assignrnent
worldwide.

ΙΕΕΕ

802.15.4

Channel 11 12 13 14 15 16 17 18 19 20 21 22 23 24
CenterFrequency(MHz) 2405 2410 2415 24202425 2430 2435 2440 24452450 245524602465 2470

Figure 4. 802.15.4 Channels
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2.4 802.15.4 Against noise

Direct Sequence Spread Spectrum (DSSS) is used to modulate the information before
being sent to the physical layer (Figure 6). Basically, each bit of information to be
transmitted is modulated in10 4 different signals (another kind of bits alphabet), this
process causes the total information to be transmitted to occupy a larger bandwidth
but it uses a lower spectral power density for each signal. This causes less interference
ίη the frequency bands used and improves the Signal to Noise Ratio (SNR) ίη the
receiver due to the fact that is easier 10 detect and decode the message which is being
sent by the transmitter.

There are different DSSS modulations depending οη the hardware physical limits of
the circuit and number of symbols which can be processed at a given time. Binary
Phase Shift Keying (BPSK), Offset Quadrature Phase Shift Keying (O-QPSK) and
Parallel Sequence Spread Spectrum (PSSS) let communication from bandwidths from
20Kb/s to 250Kb/s.

O'igtΊ Ι

Nol5

Fr Quencv

Figure S. DSSS

2.5 802.15.4 against interference

2.5.1 Data Rate

_Ι

after DS

Α way to minimize the ήsk of interference is to reduce channel occupancy. This
approach is followed by the ΙΕΕΕ 802.15.4 standard. While many intended
applications for devices using ΙΕΕΕ 802.15.4 radios require a very low data rate (e.g.
switching a light οη and off, transmitting a temperature value), the underlying ΡΗΥ
layer communicates at 250 kbps. Compared to other RF systems targeting the same
application range, this is a high data rate that allows to minimize time spent οη air and
reduce opportunities for collisions.

2.5.2 Buίld-in Scanning and Reporting

The ΙΕΕΕ 802.15.4 ΡΗγ layer provides the ability to sample a channel, measure the
energy, and report whether the channel is free from interference and thus clear to
transmit. This information is then made available to higher layers so that devices
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using ΙΕΕΕ 802.15.4 radios have the possibility to select the best available channel for
operation.

2.5.3 Multiple Channels

The ΙΕΕΕ 802.15.4 specification augments the opportunities for smooth coexistence
by dividing the 2.4 GHz band into 16 non-overlapping channels, which are 2-ΜΗΖ

wide and 5-ΜΗΖ apart (Figure 4).

2.5.4 Acknowledgements and Retransmissions

The ΙΕΕΕ 802.15.4 specification includes by default the acknowledgment of received
frames. Οη receipt of a message, each device has a brief time window ίη which it is
required to send back a short message acknowledging receipt. This technique allows
messages that are transmitted but not successfully received to be detected. If the
transmitting device does not receive the acknowledgment, it will assume that the
message has not been delivered and will try again. Retransmissions are carried out
until the message and its acknowledgment are both received or until, usually after a
few tήes, the transmitter gives up and reports a failure.

2.5.5 Carrier Sense Multiple Access-Collision Avoidance (CSMA-CA)

Each node listen the medium Ρήοr to transmit. If the energy found higher of a specific
level the node the transceiver waits dUΉng a random time (including in an interval)
and tries again. There is a parameter defined ίη the standard: macMinBE which sets
the back-off exponent to be used when calculating this time slot.

2.5.6 Guarantee Time Slots

This systems uses a centralized node (ΡΑΝ coordinator) which gives slots of time to
each node so that any knows when they have to transmit. There are 16 possible slots
of time. As a fιrst step a node must to send to the ΡΑΝ coordinator a GTS request
message, as response the coordinator will send a beacon message containing the slot
allocated and the number of slots assigned. There are some special frames like the
ACK packets which doesn't require this method to be performed.

2.6 802.15.4 topologies

With regard to networking capability, 802.15.4 defines two topologies. One of them is
a basic star (Figure 6(α) ). All communications between nodes must pass thIΌugh the
central coordinator node. Α basic peer-to-peer (Ρ2Ρ) topology is also defined (Figure
6(b) ). Any device may then talk to any other device. This basic topology may be
expanded into other topologies ίη the uppel" network ΙaΥeΓS, such as the popular mesh
topology.

6



Remote

tronsceiver~
nodes U

Stor

ο.

b.

Centrol
coordinotor

node

Figure 6. 802.15.4 topologies

2.7 802.15.4 as a low consumption protocol

It is ready to work with low-duty cicles. It means the transceiver can be sleeping most
ofthe time (υρ to 99% οη average) while the receiving and sending tasks can be set to
take just a small part of the devices' energy. This percentage depends οη the kind of
communication model used. If beacon mode is used (star or ΡΑΝ networks) the
minimum amount of time used to transmit/receive this tTames will increase the total
time the transceiver is used. They can be sleeping for minutes or hours and wake υρ

all at the same time to perform an Adhoc communication creating a mesh network just
when really needed.

2.8 Protocols which extends 802.15.4

802.15.4 is the basis for the ZigBee, ISAlOO.lla, WirelessHART, MiWi and many
others specifications, each of which further extends the standard by developing the
upper layers which are not defined ίη ΙΕΕΕ 802.15.4. Altematively, it can be used
with 6LoWPΑΝ and standard Intemet protocols to build a wireless embedded
Intemet.

ZigBee : The most widespread protocol which use 802.15.4
ISAlOO.Il a : is a wireless networking technology standard developed by the
Intemational Society of Automation (ISA). It defines procedures for
implementing wireless systems ίη the automation and control environment
with a focus οη the field level.
WirelessHART : The protocol utilizes a time synchronized, self-organizing,
and self-healing mesh architecture. The protocol supports operation in the 2.4
GHz ISM band using ΙΕΕΕ 802.15.4 standard radios.
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3 ZigBee

3.1 ZigBee Overview

The most widely deployed enhancement to the 802.15.4 standard is ZigBee, which is
a standard of the ZigBee Alliance. ZigBee is a specification for a suite of high level
communication protocols used to create personal area networks built from smalI, low­
power digital radios. ZigBee is used ίη applications that require οηlΥ a low data rate,
long battery life, and secure networking. ZigBee has a defined rate of 250 kbit/s, best
suited for periodic or intermittent data or a single signal transmission from a sensor or
input device. Applications include wireless light switches, electrical meters with in­
home-displays and other consumer and industrial equipment that requires short-range
wireless transfer of data at relatively low rates.

3.2 ZigBee layers and kinds of different services

1t uses layers 3 and 4 to defme additional communications features (Figure 7). These
enhancements include authentication with valid nodes, encryption for secuήtΥ, and a
data routing and forwarding capability.

loyer 7 1 Apρ__liC_Oooτ'io_n_lo_y_e_r__

loyer 3

loyer 2

Network Iayer

MAC

ZigBee

802.15.4

layer 1 1 ρ_ΗΥ --'

Figure 7. ZigBee's layers

ZigBee offers basicalIy four kinds of different services:

Extra Encriptίon services (application and network keys implement extra
128b AES encryption)
Associatίon and authentίcatίon(only valid nodes can join to the network).
Routίng protocol: AODV, a reactive ad hoc protocol has been implemented
to perform the data routing and forwarding process to any node in the network.
Applicatίon Services: Απ abstract concept called "cluster" is introduced.
Each node belongs to a predefined cluster and can take a predefmed number of
actions. Example: the "house light system cluster" can perform two actions:
"turn the lights οη", and "turn the lights off''.

ZigBee is a layer thought to organize the network. Τhe first thing a node (route or end
device) which want to join the network has to do is to ask to the coordinator for a
network address (16b), as part of the association process. ΑlΙ the information ίn the

8



network is routed using this address and not the 64b MAC address. Ιη this step
authentication and encryption procedures are performed.

Once a node has joined the network it can send information to its brothers through the
routers which are always awake waiting for the packets. When the router gets the
packet and the destination is ίη its radio of signal, the router fιrst looks if the
destination end device is awake οτ slept. In the first case the router sends the packet to
the end device, however if it is sleeping, the router will buffer-ize the packet until the
end device node is awake and ask for news to the router.

As well as the ZigBee standard adds network and application support οη top the of
ΙΕΕΕ 802.15.4 specification, it uses the coexistence techniques provided by ΙΕΕΕ

802.15.41ayers.

3.3 Howa ZigBee network works

There are three kinds ofnodes ίη a ZigBee network [6], [7]:

Coordinator (Master): ΟηΙΥ one coordinator exists ίη each ZigBee network.
Its function is to store information about the network and to determine the
optimum transmission path between any two points of the network.
Coordinator cannot be battery powered.
Full function device (Router) : Routers act as an intermediate repeater that
passes data from other devices. Routers cannot be battery powered.
Reduced Function Device (End Device) : This device contains a minimal
amount of functionality to enable it to talk to its parent node (either the
coordinator or a router), it cannot relay data directly from other devices.

ΡΑΝ CoordlnaIor

Full FυnctJon DeVice

Reduced Functlon Devlce

Figure 8. Coordinator, Router, End device

ZigBee creates start network topologies (Figure 9), not mesh ones. Το create a
completely mesh network all the nodes have to have the same role, all of them have to
be "end devices + routers" so that they can route their brothers information and sleep
when ηο action is required (saving energy). The DigiMesh protocol (over 802.15.4)
sets a completely distributed network where all the nodes talk among them using ρ2ρ

(equal to equal) datagram.

Figure 9. ZigBee's star topology
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4 Wi-Fi / ΙΕΕΕ 802.11b/g/n

4.1 Overview

Wireless fidelity (Wi-Fi) includes ΙΕΕΕ 802.11 b/g/n standards for wireless local area
networks (WLAN), which are commonly used today to provide wireless connectivity
ίη the home, office, and some commercial establishments. Wi-Fi is a popular
technology that allows an electronic device to exchange data wirelessly over a
computer network, including high-speed Intemet connections. The Wi-Fi Alliance
defines Wi-Fi as any "wireless local area network (WLAN) products that are based οη

the Institute ofElectrical and Electronics Engineers' (ΙΕΕΕ) 802.] 1 standards" [9].

4.2 802.11 and OSI Model

The ΙΕΕΕ 802 standards committee defmes two separate layers, the Logical Link
Control (LLC) and media access control, for the Data-Link layer of the OSI model.
The ΙΕΕΕ 802.11 wireless standard defmes the specifications for the physical layer
and the media access control (MAC) layer that communicates up to the LLC layer
(jigure 1Ο).

OSI
Reference Μ odel

7. Application

6. Presentation

5. Session

4. Transport

3. Network

2. Data Link

1. Physical

MAC

ΡΗΥ

802.2 Logical Link Control (LLC)

802.3 802.4 802.5 802.11

Ethernet Token Token Wireless
Bus Ring ΙΑΝ

Figure 10. ΙΕΕΕ 802.11layers

4.3 Channels and frequencies

The ΙΕΕΕ 802.] 1b and 802.11 g are amendments to the ΙΕΕΕ 802.1] specification that
extends throughput from 54Mbit/s to 600Mbit/s using the 2.4GHz band. The ΙΕΕΕ

802.] ]b operates ίη total of 14 channe]s available in the 2.4GHz band, each with a
bandwidth of 22ΜΗΖ and a charmel separation of 5ΜΗΖ (Figure 11). WLAN output
powers are typically around 20dBm and operate within a 100m range.
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Figure 11. ΙΕΕΕ 802.11b channels
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5 Coexistence between ZigBee and Other 2.4GHz
technologies

5.1 Overview

ZigBee products based οη ΙΕΕΕ 802.15.4 are acting more and more important roles ίη

several applications, however, with the development of short range radio technology,
more and more 2.4GHz ISM band of radio systems are being widely adopted ίη more
fields, so designers have to deal with increasing interferences caused by other radio
communication devices [1 Ο].

Το make a ZigBee network work well, it is necessary to study οη the mutual
coexistence and interference between ZigBee (based οη ΙΕΕΕ 802.15.4) and other
2.4GHz radio systems. The 2.4GHz Industria1, Scientific, and Medical (ISM)
unlicensed frequency band is shared by many RF technologies, such as ΙΕΕΕ

802.11b/g Wi-Fi, ZigBee, B1uetooth, Wire1ess USB, cord1ess phone, etc. Due to its
low transmit power feature, ZigBee is potentially νulnerable to the interferences
introduced by these RF technologies rather than vice versa. In this section, the
coexistences and interferences between ZigBee and Wi-Fi are main1y focused οη.

5.2 Coexistence between ZigBee and Wi-Fi

The ΙΕΕΕ 802.11 Wireless LAN (WLAN) standard adopts DSSS and operates ίη a
total of 14 channels available in the 2.4GHz band, numbered 1 to 14, each channel
with a bandwidth of22ΜΗΖ and a separation of 5ΜΗΖ.

The ΙΕΕΕ 802.15.4 is a1so based οη DSSS. Α tota1 of 16 channels are avai1ab1e ίη the
2.4GHz band, numbered 11 to 26, each with a bandwidth of 2ΜΗΖ and a channel
separation of 5ΜΗΖ.

Both ZigBee and Wi-Fi are based οη DSSS. The signal is spread over a larger
bandwidth, so naπow-band interferers block a smaller overall duty of the signal,
allowing the receiver to receive the signal cοπectlΥ. Because both are ίη 2.4GHz
band, co-channel interference should be taken into account.

22ΜΗ.

ChannoI 11

2400ΜΗΖ 2412ΜΗΖ 2437ΜΗ. 2462ΜΗ. 2483.5ΜΗ.

C"""""I 11
ZiιιbM

2ΜΗΖ, , σ..nΜ12'

, f

Π Α Α ι

ι

2445: 2<\.δ0
~

2400ΜΗΖ 2405 2410 2415 2420 ι 24;15 2430 2435 2440 2455 2460 2465 2470 2475 ~480 2483.5ΜΗΖ

Figure 12. ZigBee's & Wi-Fi's channels οη 2.4GHz band
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The over!apping channe!s between 802.11 and 802.15.4 are shown ίη Figure 11,
which shows channe! 15, 20, 25, and 26 are not over1apped with Wi-Fi channe!s,
these channe!s are of neg!igib!e interference. For each Wi-Fi channe!, there are four
over!apping ZigBee channe!s, two channe!s of them are at the edges and another two
are c!ose to the center frequency of the Wi-Fi channel. In fact, the interference !eve!
οη the two channe!s c10se to the center is higher than those οη the edges. PER (Packet
enor rate) has c!ose re!ationship with distance (between interference source and
receiver) and differences of center frequencies (between interference source and
receiver). They can even coexist within very short range (2 meters) even when
difference of center frequencies is considerab!e, however, when their center
frequencies are very c!ose, they can coexist only out of !ong distance (even dozens of
meters). It shows that, if the interference source is more far from receiver, they can
coexist better. Channe! occupancy detection and dynamic channe1 se1ection are very
important to keep good coexistence.

The interference with Wi-Fi, caused by ZigBee, is smaller than the interference with
ZigBee, caused by Wi-Fi, it is because ZigBee's bandwidth (2ΜΗΖ) is much smaller
than Wi-Fi's bandwidth (22ΜΗΖ), so ZigBee is a kind of nanowband interference
source to Wi-Fi. 802.11 b/g/n adopts spread spectrum techno10gy, which can great!y
restrain interference signa1, in addition, for most ZigBee products the power is
conditioned to Odbm (lmW), which is not enough to pose a threat to Wi-Fi products,
its power is far 1ess than that of ΙΕΕΕ 802.11 b/g, 20dbm (1 OOmW), they can coexist
very well if necessary measures are adopted.

W1lat happens when the ZigBee products operate over an overlapped frequency
(ZigBee, 802. 11)? Especially, how do tlley behave on α congestedfrequency?
How e.fficient can be tlle network be?

Later, this thesis will refer a way of cοunteήng this particu!ar prob!em.
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6 Components used & deνeloped prototype

This section briefly presents the software and hardware components used for the
implementation of our work. We fιrstly present the Arduino hardware and software
components which were used along with the CYWM6935 RF radio transceiver ίη

order to develop a prototype implementation that scans the signal strength of 2.4GHz
band. Next we present the Processing IDE which used for the signal strength
visualization. Then, we describe the XBee modules as well as how can be configured.
Also, it is reported the essentials parts of Arduino's XBee Library which was used ίη

order to program the Arduino for the desired XBee functionality.

6.1 Arduino

Figure 13. Arduino

6.1.1 Arduino Overview

Arduino [11] (Figure J3) is a single-board microcontroller, intended to make the
application of interactive objects or environments more accessible. The hardware
consists of aπ open-source hardware board designed around aπ 8-bit Atmel ΑVR
microcontroller, or a 32-bit Atmel ARM. Pre-programmed into the on-board
microcontroller chip is a boot loader that allows uploading programs into the
microcontroller memory without needing a chip (device) programmer. Arduino
boards caπ be purchased pre-assembled or as do-it-yourself kits. Hardware design
information is available for those who would like to assemble an Arduino by hand.

6.1.2 Arduino Hardware

Απ Arduino board consists of an Atmel 8-bit AVR microcontroller with
complementary components to facilitate programming aπd incorporation into other
circuits. Απ importaπt aspect of the Arduino is the standard way that connectors are
exposed, allowing the CPU board to be connected to a variety of interchangeable add­
οη modules known as shields. Some shields communicate with the Arduino board
directly over various pins, but many shields are individually addressable via an 12C
seήaΙ bus, allowing many shields to be stacked and used ίη parallel. Official Arduinos
have used the megaAVR series of chips, specifically the ATmega8, ATmega168,
ATmega328, ATmegal280, and ATmega2560. Α handful of other processors have
been used by Arduino compatibles. Most boards include a 5 volt linear regulator aπd a
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16 ΜΗΖ crystal oscillator (or ceramic resonator ίη some vaήaηts), although some
designs such as the LilyPad run at 8 ΜΗΖ and dispense with the onboard voltage
regulator due to specific form-factor restήctίοηs. An Arduino's microcontroller is also
pre-programmed with a boot loader that simplifies uploading of programs to the οη­

chip f1ash memory, compared with other devices that typically need an extemal
programmer. This makes using an Arduino more straightforward by allowing the use
of an ordinary computer as the programmer.

At a conceptual level, when using the Arduino software stack, all boards are
programmed over an RS-232 seήaΙ connection, but the way this is implemented varies
by hardware version. SeήaΙ Arduino boards contain a level shifter circuit to convert
between RS-232-1evel and TTL-level signals. Cuaent Arduino boards are
programmed via USB, implemented using USΒ-tο-seήal adapter chips such as the
FTDIFT232.

The Arduino board exposes most of the microcontroller's 1/0 pins for use by other
circuits. The Diecimila, Duemilanove, and cuaent υηο provide 14 digital Ι/Ο pins, six
of which can produce pulse-width modulated signals, and six analog inputs. These
pins are οη the top of the board, via female O.lO-inch (2.5 mm) headers. Several plug­
ίη application shields are also commercially available.

There are many Arduino-compatible and Arduino-derived boards. Some are
functionally equivalent to an Arduino and may be used interchangeably. Many are the
basic Arduino with the addition of commonplace output drivers, often for use ίη

school-level education to simplify the construction of buggies and small robots.
Others are electrically equivalent but change the form factor, sometimes permitting
the continued use of Shields, sometimes ηοΙ Some vaήants use completely different
processors, with varying levels of compatibility.

6.1.3 Arduino Software

The Arduino integrated development environment (IDE) (Figure J4) is a cross­
platform application wήtteη ίη Java, and is deήved from the IDE for the Processing
programming language and the Wiring projects. It includes a code editor with features
such as syntax high1ighting, brace matching, and automatic indentation, and is also
capable of compiling and uploading programs to the board with a single click. Α
program ΟΓ code wήtteη for Arduino is called a "sketch". Arduino programs are
written in C or C++. The Arduino IDE comes with a software library called "Wiήng"

from the οήgίηal Wiήng project, which makes many common inputloutput operations
much easier. Users on1y need define two functions to make a runnable cyclic
executive program:

setup(): a function run once at the start of a program that can initialize settings
lοορ(): a function called repeatedly until the board powers off

Α typical first program for a microcontroller simply blinks an LED οη and off. In the
Arduino environment, the user might wήte a program like this:

#define LED ΡΙΝ 13
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void setup () (

pinMode (LED_PIN, OUTPUT); // Enable Ρiπ 13 for digital output

void lοορ () (

digita1Write (LED_PIN, HIGH); / Turn οπ the LED

de1ay (1000); // Wait one second (1000 milliseconds]

digita1Write (LED_PIN, LOW); // Τurπ off the LED

de1ay (1000); // Wait one second

It iS a feature of most Arduino boards that they have an LED and load resistor
connected between ρin 13 and ground. The previous code would not be seen by a
standard C++ compiler as a valid program, so when the user clicks the "Upload to 1/0
board" button ίη the IDE, a copy of the code is wήtten to a temporary file with an
extra include header at the top and a very simple mainO function at the bottom, to
make it a valid C++ program.

The Arduino IDE uses the GNU tool chain and ΑVR Libc to compile programs, and
uses avrdude to upload programs to the board.

As the Arduino platform uses Atmel microcontrollers, Atmel's development
environment, ΑVR Studio or the newer Atmel Studio, may also be used to develop
software for the Arduino.
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Figure 14. Arduino's IDE

6.2 SparkFun's pro Μίσο 3.3Vj8MHz

SparkFun's Pro Micro [12] (Figure J5) is an Arduino-compatible microcontroller. It
comes with an ATmega32U4 microcontroller. The USB transceiver inside the 32U4
allows us to add USB connectivity on-board and do away with bulky extemal USB
interface.

This tiny little board does all of the neat-o Arduino tήcks : 4 channels of 1O-bit ADC,
5 PWM pins, 12 DIOs as well as hardware serial connections Rx and Τχ. It is also
running at 8ΜΗΖ and 3.3V.
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Features:

ATMega 32U4 running at 3.3V/8MHz
Supported under Arduino IDE vl.O.l
On-Board micro-USB connector for programming
4 χ 1O-bit ADC pins
12 χ Digital VOs (5 are PWM capable)
Rx and ΤΧ Hardware Serial Connections
Sma11est Arduino-Compatible Board Yet, with Dimensions: 1.3χΟ.7"

Figure 15. 5parkFun's pro Micro

6.3 Processing

Processing [13] is an open source programming language and integrated development
environment (IDE) (Figure 16) built for the electronic arts, new media art, and visual
design communities with the purpose of teaching the fundamentals of computer
programming in a visual context, and to serve as the foundation for electronic
sketchbooks.

Processing includes a sketchbook, a minimal altemative to an integrated development
environment (IDE) for organizing projects.

Every Processing sketch is actua11y a subclass of the PApplet Java class which
implements most of the Processing language's features.

When programming ίη Processing, a11 additional classes defined wi11 be treated as
inner classes when the code is translated into pure Java before compiling. This means
that the use of static variables and methods in classes is prohibited unless you
explicitly te11 Processing that you want to code ίη pure Java mode.

Processing also a110ws for users to create their own classes within the ΡApplet sketch.
This a110ws for complex data types that can include any number of arguments and
avoids the limitations of solely using standard data types such as: int (integer), char
(character), float (real number), and color (RGB, ARGB, hex).
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Figure 16. Processing

6.3.1 Processing's Seriallίbrary

Processing' s Serial library (Figure 17) is for reading and writing data to and from
extemal devices one byte at a time. It allows two computers to send and receive data.
Τhis library has the f1exibility to communicate with custom microcontroller devices
and to use them as the input or output to Processing programs. Τhe seήaΙ port is a nine
ρίη 1/0 port that exists οη many PCs and can be emulated through USB.

We use this Processing's library ίη order to visualize the measurements gathered by
the CYWM6935 radio module over the 2.4GHz band.

//Processing Sketch

processing serial *;

(port.avaiIabIe() > Ο) {
in8yte =por!. ο; // read Ι 8yte

por!.write(cs);

() {

() {
XSeePor! = SerIal. ()[Ο).

ΡΟΓΙ = SeriaI(. XSeePort. 9600);

Serial por Ι;

cs ="A8CO';

Ι

Ι

Figure 17. Processing's Serial library explanation
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6.4 CYWM6935

The Cypress CYWM6935 LRTM Radio Module [14] (jigure 18) is a device that
transmits and receives radio signals in accordance with the spectrum regulations for
the 2.4-GHz unlicensed frequency range. This chip is designed to operate over the
2.4GHz band and has the ability to listen οη a frequency for any other devices that
may be already using the frequency. This is a complete low power radio
transmitter/receiver chip for the 2.4GHz band and it is needed to be controlled by a
microcontroller over a synchronous seήaΙ (SPI) interface. The mίcrocontroller can
wήte to νaήοus registers ίη the chip to set things like operating frequency and can
read other registers to retrieve data from the chip.

Figure 18. Cypress CYWM6935 Radio Module

Key Features:

The CYWM6935 LR(TM) 2.4-GHz DSSS Radio SoC Module includes radio (
CYWUSB6935) , antenna, and all extemal components
Complete Radio Module with Dual PCB Trace Antennas
Operates ίη the unlicensed Industrial, Scientific, and Medical (ISM) band (2.4
GHz-2.483 GHz)
-95-dBm receive sensitivity
Up to O-dBm output power
Range ofup to 50 meters οτ more
Data throughput of up to 62.5 kbits/sec
SPI microcontroller interface (up to 2 ΜΗΖ data rate)
Operating voltage from 2.7V to 3.6V

6.4.1 Ρίη Signals

The CYWM6935 is available ίη a small PCBA design and can be mounted
horizontally to the device PCB via a 12-ρίη header. The pin-out of the header is
shown in (jigure 19)
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PlnQFN Name Dlrec:tlon o.sCΉρllon

1 GND - Ground

2 VCC - 5υρρΙΥ voItage ΙΟΓ Ihe entire Radio Μodυlθ (2.7 V·3.6 Υ). ιι is recommended that 3.3 V be used for most
appIicalions.

3 IRQ OutρυI IΠΙθπυρΙ signal from Radio ΜodυΙθ ΙΟ the MCU

4 nRE5ET lπρυΙ Actίνθ Iow reset signal from MCU Ιο Radio Μodυlθ

5 ΜΟ51 lπρυΙ Master out. slave ίπ 5ΡΙ signal from MCU Ιο Radio Μodυlθ

6 π55 Ιπρυ\ Active Iow slave selec1 signaI from MCU 10 Radio Μodυlθ

7 5CK ιπρυι 5ΡΙ ciock Ιrom MCU \0 Radio Module

8 ΜΙ50 OυtρυI Master ίπ. slave ουΙ 5Ρ1 signaI from Radio Μodυlθ Ιο MCU

9 GND - Ground

10 nPD lπρυ\ Active Iow power-<1own signaI from MCU 10 Radio Μodυlθ

11 N/C - Νο connecl-leave open

12 N/C - Νο connect-leave open

Figure 19. Ρίπ Signals of Cypress CYWM6935 radio module

6.4.2 Developed prototype, 2.4-GHz spectrum analyzer with Cypress CYWM6935

The implementation [15], [16], [17] regards the development ofa 2.4-GHz spectrum
analyzer using the Cypress CYWM6935 radio transceiver module. The goal was to
scaπ the 2.4 baπd ίη order to estimate the traffic conditions οη each frequency.

The CYWM6935 chip's n1ain purpose ίη life is the transmit/receive functions.
However, it is adequate to indicate the signal strength ίη each frequency of the
2.4GHz band as a number typically υρ to 30, with zero representing ηο signal. It can
detect signals made by any device which use the 2.4GHz baπd. The CYWM6935 is
able to communicate and disseminate the recorded values to a microcontroller through
its SPI ροή. This info can be later used 10 evaluate the congestion οη each channel of
the 2.4GHz band as well as to discover the most uncongested channel ίn which a
WSN can efficiently operate.

6.4.2.1 CYWM6935 and Arduino Leonardo

Arduino Leonardo uses Atmega32U4. It incorporates and supports at the same time
two seήaΙ ports, which is aπ important issue ίη our implementation.

USB

Radio Module

MicrocontroIler

Figure 20. Arduino & Cypress CYWM6935 radio module

There is one snag here. The Arduino Leonardo is work:ing at 5Υ. The CYWM6935 is
working at 3.3V as mentioned above. lη case of a direct connection between the
CYWM6935 module and the Leonardo board there is a possibility of damaging the
radio module. This is the case both for the direct power supply to the radio module,
but also for the SPI bus. So all voltages to the radio module need 10 be converted to
3.3V. For the SPI can be used a simple voltage divider (Figure 21).
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ι v is the +5 V signal from the Arduino

ι R is a 1000 ohm resistor
\ :"'.

Ι R2 is the 2200 ohm resistor

Ι ν OLJI is +3 3 V (3 44ν actual) signal to tl1e CYWIV16935

Figure 20. 5ν to 3.3 Voltage Divider

Α voltage divider divides the input voltage over two resistors, where part of the
voltage goes to ground, and the other part is used as a (lower) output voltage, to a next
part of the circuit. The ratio between the two resistors deteπnines the output voltage.

Ι Ι
R1' IOOk ohm

Ι
R2 ΙU. R-I. R5' Ik ohm
Rf>. R7. R6, R9 =Z.2J< otιm

3Υ3 ςν Vin
powe,

R5- RST 013 -
U- λRσ 012

ΟArduino .- ".011 Ι
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Figure 21. Arduino & CYWM6935 conneetion using a voltage divider

However, this solution is not suitable to feed the module because the power is too
lirnited by the resistance values. As a result the module was unstable.

6.4.2.2 CYWM6935 and SparkFun's pro Micro

The need ofusage 3.3V not only to feed the module but also for the SPI bus led us to
use SparkFun's pro Micro. As mentioned before it is a tiny, Arduino-like device
compatible with Arduino IDE. The SparkFun's pro Micro is working at 3.3V which
is ideal for communication with CYWM6935 module without the need of voltage
converters (Figure 22).
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We program the SparkFun's pro Micro using the Arduino's ΙΟΕ, Arduino's SPI
Library and an Arduino's Cypress CYWM6935 Library. The Arduino code initializes
the seήa! communication between SparkFun pro Micro and CYWM6935 radio via the
SPI Library. Pro Micro is programmed to instruct the modu!e to step to a frequency
from 2,4GHz to 2.5GHz and measure the signal !eve! at that frequency. The radio is
checking the signal strength for each 1ΜΗΖ twice so as to take the signa! strength
peak and to have more reliable measures avoiding any noise. Ιη other words the pro
Micro sets the radio chip to a frequency, reads the signal !eve! from the chip twice,
stores the va!ue ίη its intemal memory and steps οη to the next frequency. This
continues until the comp!ete 2.4GHz band is covered.

After collecting the above measurements, the pro micro app!ies a simp!e aΙg0ήthm to
find the most uncongested 802.15.4 channel. The pro Micro then sends the data off to
computer using USB. It sends both the received signal strengths from the radio and
the "best" channel. Using the Processing's Seria! !ibrary we are not only able to
visualize the data we obtain from the radio modu!e at PC but also to have knowledge
of the most uncongested 802.15.4 channel. This information will be promoted later to
a wireless sensor network.

6.5 XBee

The XBee/XBee-PRO ΖΒ RF Modu!es [18] are designed to operate within the ZigBee
protoco! and support the unique needs of !ow-cost, !ow-power wireless sensor
networks. The modu!es require minima! power and provide reliab!e de!ivery of data
between remote devices. XBee modules operate within the ISM 2.4 GHz frequency
band.
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Key Features:

High Performance, Low Cost
XBee
• IηdoorIUrban: υρ Ιο 133' (40 m)
• Outdoor line-of-sight: υρ Ιο 400' (120 m)
• Transrnit Power: 2 mW (3 dBm)
• Receiver Sensitivity: -96 dBm
XBee-PRO (S2)
• IηdoorIUrban: υρ Ιο 300' (90 m), 200' (60
• m) for Iηtemational variant
• Outdoor line-of-sight: υρ Ιο 2 miles (3200
• m), 5000' (1500 m) for Iηtemational variant
• Transmit Power: 50mW (17dBm), 10mW
• (1OdBm) for Iηtemational vaήant

• Receiver Sensitivity: -102 dBm
• Receiver Sensitivity: -102 dBm

Advanced Networking & Security
Retries and Acknowledgements
DSSS (Direct Sequence Spread Spectrum)
Each direct sequence channel has over 65,000 unlque network addresses
available
Point-to-point, point-to-multipoint and peer-to-peer topologies supported
Self-routing, self-healing and fault-tolerant
mesh networking

Low Power
XBee
• ΤΧ Peak Cunent: 40 mA (@3.3 Υ)

• RX Cunent: 40 mA (@3.3 Υ)

• Power-down Cunent: < 1 μΑ
XBee-PRO (S2)
• ΤΧ Peak Cunent: 295mA (170mA for
• intemational vaήant)
• RX Cunent: 45 mA (@3.3 Υ)

• Power-down Cunent: 3.5 μΑ typical
• @ 25 degrees C

Easy-to-Use
Νο configuration necessary for out-ofbox
RF communications
ΑΤ and ΑΡΙ Command Modes for configuring module parameters
Small form factor
Extensive command set
Free X-CTU Software

23



6.5.1 Ρίη Signals and Recommended Ρίη Connections
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1
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15 Associa1e Ι 0105 80th Oυtput Associa1ed Indίca1o<, Digital 00 5

16 RTs/OI06 80th Input Request-lo-5end FIow Con~o/. Digital 00 6. RTS,

j
ίΙ enabled, is an ίηpυL

-
17 ΑΩ3 Ι 0103 80th Disabled Analog Inpul 3or Digital 00 3

18 ΑΩ2/0Ι02 1 80th Disabled Analog Inpul2 or Oigίtal 00 2
--- --

19 ΑΩ1/0101

i
80th Disabled Analog Inpul1 or Oigίtal 00 1

--- -

20 ADO/ΟΙΟΟ/ 80th Disabled Analog Iηpιιt Ο, DigitallO Ο, or Commissioning
CommissiOOngButton Button

Figure 23. XBee's ρίn Signals

The only required ρίη connections are VCC, GND, DOUT and DIN. Το support seήaΙ

firrnware updates, VCC, GND, DOUT, DIN, RTS, and DTR should be connected. ΑΙΙ

unused pins should be left disconnected. ΑΙΙ inputs οη the radio can be pulled high
with 30k intemal pull-up resistors using the PR software cornrnand. Νο specific
treatment is needed for unused outputs. For applications that need to ensure the lowest
sleep cunent, inputs should never be left floating. Use intemal or extemal pull-up or
pull-down resistors, or set the unused υο lines to outputs. Other pins may be
connected to extemal circuitry for convenience of operation including the Associate
LED ρίη (Ρίη 15) and the Cornrnissioning ρίη (Ρin 20).

6.5.2 Serial Buffers
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The XBee modules maintain small buffers (Figure 24) to collect received serial and
RF data, which is illustrated ίη the figure below. The seήal receive buffer collects
incoming seήal characters and holds them until they can be processed. The serial
transmit buffer collects data that is received via the RF link that will be transmitted
out the UART.

DΙΝ

CΤS

DOuτ

RΤS

AnteM8
Ρon

Figure 24. XBee's buffers

6.5.2.1 Serial receive buffer

When serial data enters the RF module through the DIN Ρίη (Ρίη 3), the data is stored
ίη the serial receive buffer until it can be processed. Under certain conditions, the
module may not be able to process data ίη the serial receive buffer immediately. If
large amounts of seήal data are sent to the module, CTS flow control may be required
to avoid overflowing the serial receive buffer.

6.5.2.2 Serial Transmit Buffer

When RF data is received, the data is moved into the serial transmit buffer and sent
out the UART. Ifthe seήal transrnίt buffer becomes full enough such that all data ίη a
received RF packet won't fit ίη the serial transmit buffer, the entire RF data packet is
dropped.

6.5.3 Modes of Operation

6.5.3.1 Idle Mode

When not receiving or transmitting data, the RF module is ίη Idle Mode. The module
can shift into the other modes of operation.

6.5.3.2 Transmit Mode

When serial data is received and is ready for packetization, the RF module will exit
Idle Mode and attempt to transmit the data. The destination address determines which
node(s) will receive the data. Ρήοr to transmitting the data, the module ensures that a
16-bit network address and route to the destination node have been established.

6.5.3.3 Receive Mode
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If a valid RF packet is received, the data is transfeπed Ιο the serial transmit buffer.

6.5.3.4 Command Mode

Το modify or read RF Module parameters, the module must first enter ίnΙο Command
Mode - a state in which incorning serial characters are interpreted as commands.

6.5.4 Device Types

Α coordinator has the fo11owing characteristics: ίι

Selects a channel and ΡΑΝ ID (both 64-bit and 16-bit) Ιο start the network
Can a110w routers and end devices Ιο join the network
Can assist ίn routing data
Cannot sleep--should be mains powered
Can buffer RF data packets for sleeping end device children

Α router has the fo11owing characteristics: ίι

Must join a ZigBee ΡΑΝ before ίι can transrnit, receive, or route data
After joining, can a110w routers and end devices Ιο join the network
After joining, can assist ίn routing data
Cannot sleep--should be mains powered.
Can buffer RF data packets for sleeping end device children

An end device has the fo11owing characteristics: ίι

Must join a ZigBee ΡΑΝ before ίι can transrnit or receive data
Cannot a110w devices Ιο join the network
Must always transmit and receive RF data through its parent. Cannot route
data.
Can enter low power modes Ιο conserve power and can be battery-powered

Coordinator
On'perPA'
f~ιaΙ'II~Ικ../Org.'ΠΙ/l'"d Ι'Λ .
t\1 ι,ί 11:ν-1"'ι')''''Ι'1'ι.''\.Ι

Rouler
()ptiunaJ
~\'~rdJ can ι,.. ίll a Ι'Α '
Μail1>-I'Ο\\'Ι't'Ι"ι

J\d D vice
s.,v~raI Cdl1 ι,., ΙΙ' a Ι'ΑΙ'

Low ,x>\\'ι>r

Figure 25. XBee's Deνice Tγpes

6.5.4.1 ΡΑΝ ΙΟ

ZigBee networks are ca11ed personal area networks or ΡΑΝs. Each network is defined
with a unique ΡΑΝ identifier (ΡΑΝ ID). This identifier is common among a11 devices
of the same network. ZigBee devices are either preconfigured with a ΡΑΝ ID ΙΟ join,
or they can discovery nearby networks and select a ΡΑΝ ID ΙΟ join.

6.5.4.2 Channelscanning
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Routers and end devices must scan one or more channels to discover a valid network
to join. When a join attempt begins, the XBee sends a beacon request transmission οη

the lowest channel specified ίη the SC (scan channels) command bitmask. If a valid
ΡΑΝ is found οη the channel, the XBee will attempt to join the ΡΑΝ οη that channel.
Otherwise, if a valid ΡΑΝ is not found οη the channel, it will attempt scanning οη the
next higher channel in the SC command bitmask. The XBee will continue to scan
each channel (from lowest to highest) ίη the SC bitmask until a valid ΡΑΝ is found or
all channels have been scanned. Once all channels have been scanned, the next join
attempt will start scanning οη the lowest channel specified in the SC command
bitmask. For example, if the SC command is set to Ox400F, the XBee would start
scanning οη channel 11 (ΟχΟΒ) and scan until a valid beacon is found, or until
channels 11, 12, 13, 14, and 25 have been scanned (ίη that order). SC parameter could
also be specified for a single channel. In this case, the above procedure would not be
followed and the devices will be coordinated ίη this unique channel.

6.5.5 XBee confίguration

There are several ways to configure the XBee module. Digi proposes the Windows­
based X-CTU tool for XBee configuration. However, if you need fast configuration or
just to specify some important parameters, a more f1exible and simple solution is to
use the USΒ-seήaΙ interface to access to the XBee module with a seήaΙ tool such as
"CoolTerm", "minicom" οη Unix-based machines , "Zterm" οη MAC computers or
'ΉΥΡerΤermίηaΙ" οη Windows-based systems machines.

6.5.5.1 CoolTerm

CoolTerm [19] is a simple seήaΙ port terminal application (ηο terminal emulation) that
is geared towards hobbyists and professionals with a need to exchange data with
hardware connected to seήaΙ ports such as servo controllers, robotic kits, GPS
receivers, rnicrocontrollers, etc. CoolTerm is an easy seήaΙ port terminal application
ίη order to setup a basic communication with two XBee interfaces and to be more
familiar with these modules. Using a seήaΙ connection from your computer, the text
you type to one XBee will be wirelessly transmitted to the other XBee, which will
send the text via serial to your other computer.

Ιη order to connect XBee modules to pc via USB, you need USB explorers (Figure
26) and FTDI dήvers so as to let the computer talk via serial to the board,

Figure 26. SparkFun's usb eχplorers
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When you're working with XBees, you ll1ay need to update or change the firmware
οη the radios occasionally. For example, if you'd like to switch a ZigBee radio from
router to coordinator or switch between ΑΡΙ and ΑΤ modes, you'll need to upload the
aΡΡrΟΡήate firmware to the radio. At this point there is a need to have 1 XBee with
Coordinator At firmware and 1 XBee with Router ΑΤ firmware.

Every XBee radio has a 64-bit serial nurnber address Ρήηted οη the back (Figure 27).
The beginning or "high" part of the address will be 0013Α200, Digi' s pre-assigned
range of address space. The last or '')ow'' part of the address will be different for
every radio. For the radio οη the image, it's 403Β9Ε21.

Figure 27. 64-bit serial number address

Followίng the instructions from [19], we configure our XBee module USlllg
CoolTerm.

01<

ΑΤΙΟ 2001­

01<

.:ι.ΤΟ:Η 0Ο13Α.300

01<

ATDL 403Β9:ε21

01<

ΑΤΙ:Ο

2001-

ATDH
1.3Α300

ATDL

403Β9:ε21.

ATWR

01<

Figure 27. Commands example ίη CoolTerm

~ ΡΑΝ ID: ΡΑΝ stands for Personal Area Νetwork. This is a unique identifiel"
for your network. XBees assigned to a particular ΡΑΝ ID can on1y
communicate with each other. This lets you set up separate networks ίη the
same location.

~ Destination address high: This represents the first half of the address we
want to talk to. XBee radios can have a 64-bit address, so this is the higher 32­
bit part ofthat address number. Since we don't need so many addresses, we'lI
set this to Ο and on1y use the low settίng.

~ Destination address low: This is the address we'lI use to locate the
other XBee. Make sure it matches the ΑΤΜΥ setting of the XBee you
want to talk to.
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Οη the Router ΑΤ side:

Follow the same steps as before to program the second radio. Set the destination
address to the coordinator radio's address. If everything is set up proper!y, the text
that you type ίη the seria! termina! program οη the first computer will be re!ayed to
the second computer and appear οη its seήa! termina! screen as well.

6.5.5.2 X-CΤυ

X-CTU is a Windows-based app!ication provided by Digi. This program was
designed to interact with the firmware fi!es found οη Digi' s RF products and to
provide a simp!e-to-use graphica! user interface to them. Just !ike οη the CoolTerm,
there is a need to connect the xbees modu!es with usb exp!orers ίη order to estab!ish
communication between the modules and the PC through serial.

After opening X-CTU, at the first tab you have to select the device you wish to
interact with (Figure 28).

1111 X-CTU
~ ---

About

PC Settόng, Ι Ronge Τ'" Ι Τ ..πW>oI Ι "odem conr....."" Ι

ComPoιt Setuρ

5eiect Com ΡοιΙ

Cc:wrwτιι..ricbιons Ρoft COM1 Baud j9600 ::ΞJ

FIow Conι," Ι NQNE ::ΞJ

DδtιI B~t ~

ρ..." r;;oNE"::ΞJ

51σρ Bιtt ~

Τ ert Ι Ouef)' Ι
Hod: Setuρ Ι Uf4!f Com ΡOflt Ι Neιwork Int@ffece Ι

ΑΡΙ Aepome Τ ιmeout

Γ EnobIoAPI
Ι 1000

Γ
Τ'"""'"

ΑΤ corrwn.Y'IdSetφ
ASaI HeIι

CoιnmondChofoct.. (CC) r-:- [2θ

GUδfd Τ me Bt!IIore 18 Ι) ~

"odem ΓIιμh υρdot.

Γ Νο boud chonoe

- -
Figure 28. X-CTU main tab

The Test / Query button is used to test the selected COM port and PC settings. If the
settings and COM ροή are cοπect, you will receive a response simi!ar to the one
depicted ίη Figure 29 below.

(οη, test Ι Query Modem '''-~

~wiιh modem..O
Modem twe • ΧΤ09
Modem~e veιsίon • 206C

Aelιy Ο

Figure 29. XBee's response
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The Modem configuration tab (Figure 30) has to provide a Graphical User Interface
with a radio's firmware ίη order to Read and Write firmware to the radio's
microcontrol1er based οη your selected parameters.

~ ox-cτυ

Modem P"r"meter ProfiIe Remote Confιguretion... Versions...

PC 5_ιιφ Ι Ronge Τ _,Ι Ι Τ _,minaI Modem ConIq...ιion Ι

)Iιd~~δJι1I-~ F" Poιomel., νιew P,oIiIe
cιeoι5o,._n ~

~

Versίom

o:,new"
i-'Ξ'=:':-=-=''--.., ;..;:;.;:;:;Ξ=''''-- __--::-__--------., Version
~nz!!. ίiίiiίiiίiίilιίίilίiίiίiiι ..... ..-'-'·Ι!21A7 ο;ι

10 ·ΡΑΝ 10
~ 5C· 5c,," Chonnels
~ 50 . 5Cδn Our.tion
~ Ζ5 . ZigB__ Steck P,oIiIe

~ NJ . Node Joόn Τίne

~ ορ· OpeιOΙίnQ ΡΑΝ 10
~ 01· OpeιetίnQ 16·bit ΡΑΝ 10
~ CH . OpeιOΙίnQ ChenneI
~ NC· Nurrbe, ΟΙ A_meinίng Ct-ίldι_n ...

Β Addι_"ίnQ

~ SH . Serίel Numbe, ΗΦ
~ SL· S_,ίe1 Numbe, Low
~ ΜΥ· 16-bit Ν_twαk Addιes,

~ ΟΗ . O_,tnetion Addι_" HigI,
~ ΟΙ· O_stί1etion Addι... Low
~ ΝΙ . Node ldentlier
~ ΝΗ . M.><ίmurn Ηορ,
~ 8Η . 8,oedc.st Rediu,
~ AD .u ........I ....n ..... t:I ..... ".Q.... aA.-. ....I Τ ......

]Ch""O. neϊwαkίnQ reit;1g, - -

=1
'...1

Modules Ρδfameters Ιο

b_ uρdoted with the
firm\vere

57600 8-Ν·Ι FLOW:NONE

Figure 30. Modem configuration tab

Read: ίn order to read the radio's finnware
Write: ίη order to write the radio's firmware
Restore: ίη order to restore the radio' s default firmware
Modem: XBee :ίη order to select your modem type
Function Set: ίη order to select Coordinator, Router, End Device functionality.
User-settable parameters: ίη order to change parameters to be updated with the
firmware.

Based οη the above example ίη which we use CoolTerm tenηinal application for
cοηfiguήηg the XBee modules we have to do the following ίη order ο achieve the
same results using X-CTU:

OpenX-CTU
Select the proper device we wish to update firmware to
Go to Modem Configuration tab
Click οη read button so as to read the module's firmware
Select one Coordinator ΑΤ and one Router ΑΤ at Function Set
Change the values of ID, DH and Dl user-settable parameters(as the Coolterm
example)
Click wήte button ίη order 10 update firmware
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6.5.6 XBee and Arduino

Cοηfiguήηg the XBee modules ίη the above way, even though it may establish
communication between them, we can 't get extra functionality οη the modules. Α

good option is to combine the XBee modules with Arduino ίη order to obtain and take
advantage of additional characteήstίcs. This way, it is now possible to configure the
XBee modules programming and requesting from the Arduino to provide the desired
configuration. There is ηο need of USB explorers and applications like X-CTU
anymore. Of course there is still need for some basic parameters initialization and
firmware update the fιrst time you use them. Thereafter the Arduino is able to
promote any parameter configuration οη the modules and save this configuration ίη

order to be used by the modules. Aπother advantage of the above combination is that
the Arduino can instruct now the xbee modules to send or receive a certain number of
packets. Subsequently, Arduino can store vaήοus measurements and statistics ίη his
memory. Good news is that it can control ίη this way the complete number and rate of
sending packets. Also it can measure successful packets, latency and bandwidth of the
network.

6.5.7 Arduino's XBee Library

There is an Arduino library for communicating with XBees ίη ΑΡΙ mode [21], with
support for both Seήes 1 (802.15.4) and Seήes 2 (ΖΒ Pro/ZNet). This library Includes
support for the majοήtΥ of packet types, including: TX/RX, ΑΤ Command, Remote
ΑΤ, υο Samples and Modem Status.

The XBee class is the Ρήmary interface for communicating with an XBee radio and a
gateway to the wireless network. The XBee c1ass coordinates sending and receiving
data, via packets. Απ instance ofthe XBee class is created as follows:

XBee xbee = XBeeO;

This class provides methods for sending and receiving packets with an XBee radio via
the seήaΙ port. The radio must be configured ίη ΑΡΙ (packet) mode (ΑΡ=2) ίη order to
use this software. The code is designed to run οη a microcontroller, with only one
thread.

This software communicates with XBee radios through serial communication, so you
will need to connect an XBee radio (typically a coordinator) to your computer's serial
port. In other words you have to connect your XBee module οη a microcontroller
(SparkFun's ρτο Micro) and then the whole platform οη your computer's serial port.
The xbee.begin(BaudRate) method must be called ίη Arduino's setupO method to
establish a serial connection to the arduino's rx,tx pins and the XBee modu1e. The
argument is baud rate. The default baud rate is 9600, unless it was changed ίι For
example, this opens a connection between arduino and XBee at 9600 baud:

xbee.begin(9600);

6.5.7.1 ΑΡΙ mode
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Ιη ΑΡΙ mode, we communicate with XBee radios by sending and receiving packets.
The types of packets that can be sent and received depend οη the type of XBee radio
you are using: Series 1 or Series 2, and the fιπnware version. In general, there are two
types of packets: Transmit and Receive. Transmit packets are sent to the XBee radio,
and Receive packets are received from the XBee radio. All Transmit packets extend
the XBeeRequest class, and similarly all Receive packets extend the XBeeResponse
class, either directly or through intermediate classes. Each Transmit and Receive
packet is identified by a unique ΑΡΙ ID.

6.5.7.2 Sending Packets

Void send(XBeeRequest &request)

Sends a XBeeRequest (ΤΧ packet) out the serial port. The send method is
Synchronous due to arduino has only one thread. This method matches a response to
the request with the frame id. For that reason is a good idea to chose a unique frame id
when using this method. Additionally this method is οηlΥ allowed for requests that
retum a response. As a validation, the method checks the frame id of the request. If
the frame id is not greater than zero, the request will not retum a response and an
exception is thrown.

6.5.7.3 Receiving Packets

The method call to getResponseO will block (wait) indefmitely until a response is
received. For this reason, it is sometimes a good idea to use a timeout because if a
packet is never received, you would be waiting forever. For example, some requests,
such as Remote ΑΤ, do not retum a response if the remote radio is off or out of range.

All methods for receiving packets retum an instance of XBeeResponse, the super
class of all Receive packets. This class must be "cast" into the appropriate subclass in
order to access the packet specific data. Το do this you can check the ΑΡΙ ID to
determine the aΡΡrΟΡήate class:

xbee.send(new AtCommand("NT"));

XBeeResponse response = xbee.getResponseO;

if (response.getApildO == Apild.AT_RESPONSE) {
// since this ΑΡΙ ID is ΑΤ_RESPONSE, we know to cast to AtCommandResponse
AtCommandResponse atResponse = (AtCommandResponse) response;

if (atResponse.isOk()) {
// command was successful
Systeln.out.pήntln("Command [etumed " +

ByteUtils.toBase16(atResponse.getValue()));
} else {

// command failed!

}
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6.5.7.4 Packet Delivery Acknowledgement (ACK)

XBees provide a de!ivery confinηation, οτ ACK feature, that indicates if a packet was
received by a remote XBee. This feature only works with unicast packets, not
broadcast. Το enab!e ACK, you must specify a frame ID greater than zero, and
between 1 and 255, inc!usive. ΒΥ defau!t, this software uses a frame id of 1. Secondly
you must specify the packet as unicast (defau!t setting).

Here's an examp!e of sending a Seήes 1 packet and receiving the ACK:

// create a unicast packet to be de1ivel·ed ιο Γemοte Γadiο with 16-bit addIess: ΒΟ71,
with pay10ad "Ηί"

TxRequest16 request = new TxRequestl6(new ΧΒeeΑddΓessI6(ΟχbΟ,Ox7l), new
int[] {Ή','ί'});

// send the packet and wait υρ to 12 seconds for the tIansmit status ΓeΡ!Υ (you shou1d
ΓeaΙΙΥ catch a timeout exception)
TxStatusResponse Iesponse = (TxStatusResponse) xbee.send (request);

if (response.isSuccess()) {
// packet was de1iveIed successfully

} else {
// packet was ηο! de1ivered
System.out.pήnt1n("Packet was ηο! delivered. status:" + response.getStatus());

}

Note: Whi1e receiving a successfu1 ACK response is a guarantee the packet was
de1ivered, not receiving a successfu1 ACK does not a1ways indicate the remote radio
did ηο! receive the packet. There is a possibi1ity that the remote radio received the
packet, but the ACK response Ιο the originating radio was not successful. This
situation is unlike1y howeveI is more 1ike1y ιο occur when the radio is operating at the
edge of its range.

6.5.7.5 ΑΤ and Remote Command

The ΑΤ command allows you 10 query and set the configuration of the XBee
connected to your seήa1 port. ΑΤ commands are defmed by two characters and are
supported by both seήes 1 and seήes 2 XBees . Υου can query the va1ue of a
command by sending the command without a va!ue. For examp1e:

// query the Selia1 Low Address
AtCommand at = new AtCommand("SL")

Το set the va1ue of a command, specify the value as the second argument. The va1ue
must be either an int:

// set D2 digita! ίηρυ!

AtCommand at = new AtCommand("D2", 3);

or int (aπaΥ):
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// set ΡΑΝ ID:
AtCommand at = new AtCommand("ID", new int[] {Oxl a, Oxaa} ));

Το execute the command and get a response, send the request to the radio:
// Ι choose 5 seconds as an arbίtΓaΙΎ value [ΟΓ the timeout. ΑΤ commands usually
[espond veΙΎ quickly.
AtCommandResponse response = (AtCommandResponse)
xbee.sendSynchronous(command, 5000);

The isOKO method will retum true ifthe command was successful.

if (response.isOk()) {
// success

The Remote ΑΤ command allows to send an ΑΤ Command to a remote radio; where
"remote" means a radio that has joined the network (same ΡΑΝ ID and channel) of
the serially connected XBee.

For series 2 radios, the ΜΥ address is read-only, as it is determined by the radio, so
you only need to provide the 64-bit address ofthe remote radio.

// this is the SH + SL address of the [emote radio
XBeeAddl"ess64 remoteAddress = new XBeeAddl"ess64(0, Ο, Ο, ο, ο, ο, ο, Ο);

RemoteAtRequest l"equest = new ReInoteAtRequest(remoteAddl"ess, "ΝΙ");

6.6 XBee communication using Arduino & on-the-fly channel
configuration

We decide to use a platform which basic component is the SparkFun's pro Micro
(Figure 31), [1]. The key issue ofthis platform is that SparkFun's pro Micro operates
at 3.3V which is ideal for seήal communication with XBee modules. Even more

SparkFun's pro Micro can support simultaneously two seήal communication ports,
one for communication with a PC via USB and another one to communicate with the
XBee module. At last SparkFun's pro Micro can be programmed ίη order to instruct

the XBee module to operate the desired functionality.

Figure 31. Platforrn with XBee and pro Micro
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As mentioned above, ZigBee based οη coexistence techniques provided by ΙΕΕΕ

802.15.4 1ayers. Assuming that XBee radios are designed 10 operate within the
ZigBee protoco1 they have the abi1ity to use the Bui1d-in Scanning and Reporting
mechanism. This mechanism occurs when the network is formed for the fITst time.
But, interference issues might occur duήηg the network's operation. This fact can 1ead
to collisions and as a result to poor network performance. Towards this direction a
dynamic frequency allocation mechanism can provide a more optimize performance
of the network.

The SC (jigure 32) parameter is a 16-bit value with its bit representing a channe1. The
SC parameter need to be defmed ίη order for XBees to use a particular channel or a
range of channels. This parameter used in order to take place the Build-in Scanning
and Reporting mechanism. Οη our implementation, for experimental purposes, the
XBee modules are configured 10 use both a unique channel and a range of channels.

IChanneι*1 sc iIFr;:~LYjl Bltmap JIXBee zNetl1 XBee ZNet
2.5/ΖΒ 2.5/ΖΒ PRO

Β CΩI 2.405 11000000000000000111 χ

11

Ι c 101 2.410 11000000000000001011 χ

11
χ

D CΞJI 2.415 110000 0000 0000 010011 χ Ι χ

Ι Ε 101 2.420 110000 0000 0000 100011 χ χ

f GI 2.425 110000 0000 0001 000011 χ χ

Ι 10 IGI 2.430 11000000000010000011 χ χ Ι
Ι 11 IGI 2.435 11000000000100000011 χ χ Ι
Ι 12 I~I 2.440 1100000000 1000000011 χ χ Ι
Ι 13 I~I 2.445 1100000001 0000000011 χ χ Ι
Ι 14 1120011 2.450 1100000010 0000 000011 χ χ

Ι IS 1140011 2.455 1100000100 0000 000011 χ χ

Ι 16 1180011 2.460 110000 10000000000011 χ

11
χ

Ι 17 11100011 2.465 110001 00000000000011 χ

11
χ

Ι 18 11200011 2.470 110010 0000 0000 000011 χ

11
χ

Ι 19 11400011 2.475 11010000000000000011 χ

11

ΙΑ 11800011 2.480 11100000000000000011 χ

11

Flgure 32. XBee's SC parameter values

Arduino code have been developed for both the transmitter and receiver module. The
transmitter module sends a number of packets, with a specific payload, repeatedly.
The receiver module have been programmed to receive that packets and 10 send back
Acknowledgements (ACKs) if the packet have been received successfully ίη a
synchronous operation. Otherwise, it sends an eaor report. Απ additional functionality
of the sender' s code is to communicate with a Processing sketch ίη order not οηlΥ to
send his collected statistics about the network so as to be visualized, but also be able
to obtain the best and less busy ZigBee's channel according 10 the CYWM6935 radio
modu1e recommendation(as mentioned οη the CYWM6935 and Arduino section). It is
able to gain this information and to form the network accordingly at any time. In other
words an end- user can interact with the Processing sketch so as to prompt the XBee
modules to be configured to the best channel of the moment according to the
CYWM6935 radio module decision and with respect to the functioning of the
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network. Last, some of the statistics being sent to Processing are throughput of the
data, network's operating channel, total number of packets that was intended to send,
number of successful received packets and the number of failed packets.
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7 Demo setup

Combining all the above and for demonstration purposes we have set υρ a simple
demo (jigure 33) where each mote reports periodically its measurements to the
Processing software running οη PC.

Firstly, we establish communication between CYWM6935 platform and the
Processing ίη order to have a live spectrum analyzer of the 2.4GHz band. Also, this
platform, as mentioned οη the CYWM6935 section, is able to send to the Processing
the most uncongested ZigBee's channel ofthe 2.4 band.

Then we configure every XBee module using X-CTU and USB explorers, We
configure one XBee as Coordinator ΑΡΙ=2 and one as a Router ΑΡΙ=2, We specify
channel 13 as operating frequency channel. This take place setting the SC
parameter=Ox100. Also, we configure them with PADID=lAAA.

We prograrnmed the Arduinos so as 10 communicate with Processing too. They have
to send network's statistics to Processing and to listen from Processing the less busy
ZigBee's channel ίη order to configure the XBee modules to operate over this
channel. The sender sends 1000 packets of 80bytes payload each repeatedly in order
to collect network's statistics.
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SpectraI scιιη
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~===,........,,=----=----'2.4GHz bιιnd
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Remote Pc ~
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..-------:-------, AcImowtedgements
Router

Figure 33, Demo setup
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7.1 Experiments and measurements.

Figure 34 il1ustrates a screenshot taken by the developed software that demonstrates
the congestion οη each channel. We need 10 highlight that the channel 1 of the
2.4GHz band is utilized by a Wi-Fi node that performs a video streaming, from a Wi­
Ρί Router.

Figure 34. Speetral scan of 2.4GHz band ίη Processing

Based οη artificial loads οη Wi-Fi channels we can observe the differentiation
between a congested and an uncongested channel.

Figure 35, il1ustrates the RSSI levels of a channel used by WiFi, another used by a
ZigBee network as wel1 as a channel where ηο transmissions are observed.
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Figure 35. RSSI leνels
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These measurements are for a unique ZigBee channel. As we refer ίη the CYWM6935
section, our implementation is able to scan each 1ΜΗΖ οη each ZigBee channel and to
report the signal strength ίη each frequency as a number typically up to 30, with zero
representing ηο signal. We summarized these values for a single channel ίη conditions
of heavy and zero load of the network. AIso, we summaήΖed these values when there
is only XBee communication in this single channel.

Towards the direction of the mutual coexistence and interference between ZigBee
(based οη ΙΕΕΕ 802.15.4) and Wi-Fi (based οη ΙΕΕΕ 802.11), from the chart below
(Figure 36) we can see the influence wielded to the throughput of the data.
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Figure 36. Throughput of the data(Clear, Heaνy l0aded channel)

Figure 36 shows an extract of expeήmental results obtained when placing Wi-Fi and
ZigBee devices over a unique overlapped channel (Red lines) in addition to a sceηaήο

when placing ZigBee devices ίη an unique uncongested channel and as a result they
have zero interference (Blue lines). The hοήΖοηtal axis refers to the time that the
sender is waiting to receive an Acknowledgement. This number affects, as is obvious,
the sending rate of packets. The vertical axis refers to the data rate achieved ίη each
scenario. As evidenced the interference from the Wi-Fi affects significantly the
performance and throughput of data ίη a ZigBee network. Wi-Fi's channel is 6 and
ZigBee channel is 13.

Why do we care about the time tlωt the sender is waiting to receiνe an
Αcknowledgement?

According 10 our measurements, a single packet transmlSSlOll with its own
Acknowledgement takes 35-37 milliseconds in an uncongested channel. In a clear
channel there is ηο reason to change this time, so we can set it at 40 rnilliseconds. But
when the channel is heavy loaded, each node has to apply Caπίer Sense Multiple
Access-Collision Avoidance (CSMA-CA) algorithm. According to CSMA-CA, each
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node listens the medium ρποτ Ιο transmit. If the energy found higher of a specific
level, the transceiver waits during a random time (including in an interval) and tries
again. This brings time cost both ίη sending a packet and an Acknowledgement. As a
result assigning a small value, the sender may ηοΙ receive all the Acknowledgements
and thus ίι has an invalid view of delivered packages. Οη the other hand, assigning a
big value leads Ιο increased delay in case the packet is ηοΙ successfully delivered.
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Figure 37. Sender's, Receiνer's View of total bytes receiνed

Figure 37 depicts the influence of this parameter. Another remarkable fact, as we can
see from the chart, is that the higher the value, the greater the data dissemination. This
is because the lower the sending frequency, the more probable the filling of receiver' s
buffer. This happens because the receiver can't directly settle all requests ίη a heavy
loaded channel.

Ιι is also worth Ιο depict the number of οccuπed retransmissions both οη a clear and a
heavy loaded channel (Figure 38).
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Figure 38. Retransmissions οπ a heaνy loaded Channel
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As data is transmitted from one node to the other, an acknowledgment packet (Ack) is
transmitted ίη the opposite direction 10 indicate that the transmission was successfu11y
received. If the Ack is not received, the transmitting device will retransmit the data,
υρ to 4 times. For each retry of the device, the 802.15.4 MAC can execute υρ to 3
retήes. This causes a 10t of more data to be transmitted between nodes and results ίη

poor network performance and data 10ss.

While a11 the above expeήments were performed ίη a room, the distances between the
nodes was small. lndicatively, distance between nodes was one meter and the distance
between the interference source and the nodes was one meter too(Room scenario).
Testing the performance of the network over 10nger distances, we defined the
fo11owing scenario (Long Distance Scenario).

Distance between nodes ten meters.
Distance between interference source and nodes 1Ο meters.
Also between nodes there is a wa11(different rooms).

Throughput(Room, Long Distance)

40 200 300 400
MlliSeconds waiting for ACK

Figure 39. Room vs long Distance scenario

As can be seen from Figure 39 , we can achieve exactly the same throughput both οη

room and 10ng distances ίη a clear channel. However, this can't be achieved when the
channel is heavy 10aded and as a result there is high interference ίη that frequency. So
we lead to the fact that 10ng distances strengthen the interference problem. One more
noticeable fact is the number of time that the sender is waiting to receive an
Acknowledgement (hοήΖοηtal axis). 1n contrast 10 the room scenario, this number is
increased ίη order the sender to have a valid view of delivered packages (Figure 40).
As expected this brings higher costs of time οη the network.
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Figure 40. Sender's, Receiver's View οπ long distance scenario

Another important measure is the packet 10ss ίη each scenaήο. In the aboνe chart
(Figure 41) we can see the number of successful packets are transmitted ίη each
scenarlO.
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Figure 41. Successful Packets delivered

From what we can see, there is attained higher packet loss oνer 10ng distances.
It is worth to mention that there is ηο reason to measure the ''Heavy Channel Room
Distance scenario" at 200, 300, 400 milliseconds, since we haνe already achieved to
receiνe almost the whole number of the packets we tΓansmίtted at 200 milliseconds.
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Applying this scenaήo to aforementioned time values, we achieve only to increase the
delay of our network in the event that the packet is not successfully delivered.

Baud rate is the data rate in bits per second (baud) for seήaΙ data transmission. We use
this parameter both οη Computer-Arduino and Arduino-XBee communication. More
specifically in Arduino-XBee communication, baud rate indicates the rate that data is
transfeπed to the radio in order to be sent. UηsurpήsiηgΙΥ, since the XBee module is
fed with data from Arduino, this parameter can significantly affect the throughput of
data between the radio modules. The higher the baud rate, the higher the throughput
of data (Figure 42).
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Figure 42. Throughput of data ίπ different Baud rates

Unfortunately, we were unable to use bigger baud rates, because ουΓ SparkFun's pro
Micro runs at 8ΜΗΖ, and as a result there is ηο way to set a baud rate divisor that
would get 115200 ΟΓ bigger baud rates. According to the SparkFun' s datasheet the
eποr at 115200 is estimated to 8,5%.

The ΙΕΕΕ 802.15.4 ΡΗΥ layer provides the ability to sample a channel, measure the
energy, and report whether the channel is uee uom interference and thus clear to
transmit. This information is then made available to higher layers so that devices
using ΙΕΕΕ 802.15.4 radios have the possibility to select the best available channel for
operation. This mechanism occurs when the network is formed for the fust time. In
order to achieve this οη XBee, we can set the SC parameter accordingly so as to select
uom a range of channels. Based οη this configuration, we seek to improve the
mechanism of interference avoidance.

Cοηfiguήηg the XBee module to a range of specific channels (a11 ZigBee's channels
in 2.4GHz band) and cοmΡaήηg with our implementation's results we conclude to the
above measurements (Figure 43):
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Figure 43. ΟυΓ implementation vs XBee's default channel selection mechanism

From what we can see, we have the same performance οη clear channels. This not
observed οη congested overlapped channels. More specifically when we select a
unique congested channel(Green one) for our WSN, we have almost 10 Kbps
throughput of data performance. Using our implementation we can quickly move our
network to an uncongested frequency channel and 10 achieve 17 Kbps throughput of
data. This, ίη contrast to the default interference avoidance mechanism, which
achieves throughput of data at 9 Kbps οη average οη an interfere environment
(purple).

Οη all of our eΧΡeήmeηts, we assume that a congested frequency channel is a heavy
loaded frequency channel. As far as for an uncongested frequency channel, we may
call it as a clear channel.
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8 Conclusion & Future work

8.1 Conclusion

The present study aimed at better characteήΖing the effect of Wi-Fi transmissions οη

ZigBee performance of data throughput. We increasingly focused οη the selection of
an uncongested channel as well as ίη the transposition of the network's operation ίn

this channel with respect to the network's functionality. Our results show better
throughput of the data compared to the default XBee's interference aνoidance

mechanism.

8.2 Future Work

We plan to extend ουΓ work to the case where the microprocessor will features larger
Processing power in order to achieνe greater data feed to XBee radio modules and to
summarize how the interference issue between ΙΕΕΕ 802.11 and ZigBee acts ίη these
leνels. AIso, it would be beneficial to improνe the channel selection algοήthm.

Finally, it is worth to eνaluate our mechanism οη networks with many nodes.
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