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A Survey of 5G Networks 
Nikolaos Goudroumanidis 

 

I| INTRODUCTION 

Information technologies have become an integral part of 

our society, having a profound socio‐economic impact and 

enriching our daily lives with a plethora of services from 

media entertainment (e.g. video) to more sensitive and 

safety‐critical applications (e.g. e‐commerce, e‐Health, 

first responder services, etc.). If analysts’ prognostications 

are correct, just about every physical object we see (e.g. 

clothes, cars, trains, etc.) will also be connected to the 

networks by the end of the decade (Internet of Things). 

Also, according to a Cisco forecast of the use of IP 

(Internet Protocol) networks by 2017, Internet traffic is 

evolving into a more dynamic traffic pattern. The global IP 

traffic will correspond to 41 million DVDs per hour in 2017 

and video communication will continue to be in the range 

of 80 to 90% of total IP traffic. This market forecast will 

surely spur the growth in mobile traffic with current 

predictions suggesting a 1000x increase over the next 

decade. 

On the other hand, energy consumption represents in 

today’s network a key source of expenditure for operators 

that will reach alarming levels with the increase in mobile 

traffic, as well as a factor that is widely expected to 

diminish market penetration for next‐generation handsets 

as they become more sophisticated and power hungry. 

These two attributes in synergy have urged operators to 

rethink the way they design, deploy and manage their 

networks in order to take significant steps towards 

reducing their capital and operating expenditures (Capex 

and Opex) in next‐generation mobile networks – what is 

generally referred to as 5G, or more specifically 5G mobile. 

In order to be ready for the 5G challenge, key mobile 

stakeholders are already preparing the 5G roadmap that 

encompasses a broad vision and envisages design targets 

that include:  

▪ 10–100x peak‐rate data rate 

▪ 1000x network capacity 

▪ 10x energy efficiency and 

▪ 10–30x lower latency paving the way towards 

Gigabit wireless 

Early prominent scenarios are starting to emerge, where 

industrial stakeholders are proposing disruptive ideas 

towards shifting the market to their customer base and 

expertise. All the ideas are promising and could play a 

paramount role in the deployment of 5G mobile networks, 

with many of these concepts generated 

through white papers, international 

research efforts and technology fora. 

However, the work reported so far is 

fragmented and lacks cohesion, based 

on evolving specific scientific and 

technology strands such as small cells, 

network coding or even cloud 

networking, to name a few. 

Metaphorically, these works can be 

perceived as pieces of the 5G jigsaw but, 

without a holistic perspective in place, it 

becomes difficult to ‘envisage and build the jigsaw’ 

without adopting an interdisciplinary design approach, it 

becomes even more difficult to even fit two pieces 

together. It is clear that without a concerted view on the 

fundamentals of 5G, we will end up building a system that 

is sporadic and disjointed, providing incremental 

improvement at best. So, what are the fundamentals of 

5G? Well, in essence, if we abstract the technological 

details, these are the basic building blocks or axioms on 

which we can build to evolve incremental improvements 

and represent the most basic platform on which to deliver 

new services and applications. While building upon 4G 

systems, in the most basic sense, 5G is an evolution 

considered to be the convergence of Internet services 

with legacy mobile networking standards leading to what 

is commonly referred to as the ‘mobile Internet’ over 

Heterogeneous Networks (HetNets), with very high‐speed 

broadband. Green communications also seem to play a 

pivotal role in this evolutionary path with key mobile 

stakeholders driving momentum towards a greener 

mobile ecosystem through cost‐effective design 

approaches. Therefore, in essence, the scope of 5G is not 

only the mobile and wireless pieces, but also includes the 

wide area coverage network; or in other words, the 

Internet will also play a pivotal role in the fabric of the 5G 

technology ecosystem. Understanding the Internet today, 

its limitations and the way forward, will assist us with our 

interdisciplinary design and place a fence around the 5G 

mobile system solution space based on the requirements 

and mechanics of the overlay networks. Indeed, if we can 

take a step back and take a snapshot of the ‘holistic 

picture’ then we are able to nicely design and shape the 

pieces of our jigsaw, so that they fit together seamlessly, 

and engineer the system that we had originally intended in 

the right timeframe. 

Cellular networks are undergoing a major shift in their 

deployment and optimization. New infrastructure 

elements, such as femto/pico base stations, fixed/mobile 
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5 A Survey Of 5G Networks 

relays, cognitive radios and distributed antennas are being 

massively deployed, thus making future 5G cellular 

systems and networks more heterogeneous. In this 

emerging networking environment, small cells could play 

a fundamental role for the successful deployment of 5G 

systems. However, despite the recent popularity of small 

cells on a smaller scale, there is no single technological 

advance today that can meet the projected traffic demand 

for 2020. In fact, today’s technology roadmaps depict 

different blends of spectrum (Hertz), spectral efficiency 

(bits per Hertz per cell) and small cells (cells per km2) as a 

stepping stone towards meeting the 5G challenge. 

Therefore, as we migrate towards the 5G era, with 

advances in small‐cell technologies aggregated with 

supplementary techniques based on advanced antennas 

(mmWave and massive MIMO (multiple input multiple-

output) among others) Multiple‐Input Multiple‐Output – 

MIMO) and additional spectrum, we can potentially arrive 

at a candidate solution for 5G mobile networks. In the 

absence of any disruptive technologies, once cell‐

densification limits are reached, and given no further 

increases in spectral efficiency levels, wider spectrum and 

a more efficient utilization of available resources and 

sharing remains the way forward. 

Beyond 4th‐Generation (4G) wireless technologies, the 

introduction of heterogeneous networks (HetNets) shifts 

the interest towards short‐ and medium‐range 

communications inside the macro cells, motivating further 

the concept of node cooperation. To that end, we 

investigate how cooperation can play a major role in 5G 

mobile networks towards enhancing link reliability and 

promoting energy efficiency. We base our idea on the 

notion of Decode‐and‐Forward (DF), a traditional 

cooperative technique that has attracted great interest, 

especially after the widespread adoption of mechanisms 

such as Automatic Repeat reQuest (ARQ) and Network 

Coding (NC), which are facilitated by the DF operation. 

Although DF has been extensively studied in the literature, 

the increasing number of wireless devices as we head 

towards 5G, along with the dense urban environment, 

triggers the need for a Medium Access Control (MAC) layer 

that can harness the underlying benefits of cooperation 

and NC through inter‐ layer design, without neglecting the 

physical layer impact. 

Driven by consumer demand, an astounding 1000x 

increase in data traffic is expected in this decade. This sets 

the stage for enabling 5G technology that delivers fast and 

cost‐effective data connectivity, whilst minimizing the 

deployment cost. Despite the success of small cells and 

MIMO in 4G systems, these in synergy have not advanced 

far enough to meet the projected traffic demand. In fact, 

the future aims towards the aggregate combination of 

spectrum, spectral efficiency and small cells to work in 

synergy to deliver the targeted gains. However, how we 

can exploit legacy spectrum more effectively, as well as 

introduce new sources of spectrum to cater for additional 

traffic demands and scenarios, deserves mention. 

particularly as we are experiencing an era where spectral 

resources are at a premium. A number of technologies and 

techniques have been identified as enablers for exploiting 

clean and new spectrum opportunities in 5G wireless 

network under the umbrella of cognitive radios (CRs). 

5G mobile networks are expected to provide support for 

ubiquitous mobility, symmetrical and asymmetrical data 

transmission, broadband connectivity at any time, in any 

place on any device, but concerningly at the expense of 

power consumption. In fact, reduced power consumption 

– or in other words, energy efficiency – will be of 

paramount importance since future handsets will become 

increasingly power hungry, leading to hot devices with 

reduced battery lifetime, affecting the possible market 

uptake of any new so called ‘5G i‐phone’. Therefore, there 

is a need both in the infrastructure and, beyond that, in the 

user terminals, to adopt a more holistic design approach 

towards harnessing the energy gain from different 

constituents of the 5G technology ecosystem. These 

phones, or more likely handset ‘devices’, will be energy‐

efficient multi‐standard radio transceivers, with common 

base‐band functionality serving several standards and all 

radio modes integrated onto a reduced chip set. 

 

A| HISTORY OF WIRELESS COMMUNICATIONS 

A new generation of cellular system appears every 10 years 

or so, with the latest generation (4G) being introduced in 

2011. Following this trend, the 5G cellular system is 

expected to be standardized and deployed by the early 

2020s. The standardization of the new air interfaces for 5G 

is expected to gain momentum after the International 

Telecommunication Union‐ Radio Communication Sector’s 

(ITU‐R) meeting at the next World Radio Communication 

Conference (WRC), to be held in 2015. Although IMT 

requirements for 5G are yet to be defined, the common 

consensus from academic researchers and industry is that 

in principle it should deliver a fiber‐like mobile Internet 

experience with peak rates of up to 10Gbps in static/low 

mobility conditions, and 1 Gbps blanket coverage for highly 

mobile/cell edge users (with speeds of > 300 km/h). The 

round‐trip time latency of the state‐of‐the‐art 4G system 

(Long‐Term Evolution – Advanced; LTE‐A) is around 20 ms, 

which is expected to diminish to less than 1 ms for 5G. 

To understand where we want to be in terms of 5G, it is 

worthwhile to appreciate where it all started and to mark 

where we are now. The following provides a roadmap of 

the evolution towards 5G communications: 

Before 1G (<1983): All the wireless communications were 

voice‐centric and used analogue systems with single‐side‐

band (SSB) modulation. 

1G (1983–): All the wireless communications were voice‐

centric. In 1966, Bell Labs had made a decision to adopt 
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analogue systems for a high‐capacity mobile system, 

because at that time the digital radio systems were very 

expensive to manufacture. An analogue system with FM 

radios was chosen. In 1983, the US cellular system was 

named AMPS (Advanced Mobile Phone Service). AMPS 

were called 1G at the time. 

2G (1990–): During this period, all the wireless 

communications were voice‐centric. European GSM and 

North America IS‐54 were digital systems using TDMA 

multiplexing. Since AT&T was divested in 1980, no research 

institute like Bell Labs could develop an outstanding 2G 

system as it did for the 1G system in North America. IS‐54 

was not a desirable system and was abandoned. Then, 

GSM was named 2G at the time when 3G was defined by 

ITU in 1997. Thus, we could say that moving from 1G to 2G 

means migrating from the analogue system to the digital 

system. 

2.5G (1995–): All the wireless communications are mainly 

for high‐capacity voice with limited data service. The 

CDMA (code division multiple access) system using 1.25 

MHz bandwidth was adopted in the United States. At the 

same time, European countries enhanced GSM to GPRS 

and EDGE systems. 

3G (1999–): In this generation, the wireless 

communications platform has voice and data capability. 3G 

is the first international standard system released from 

ITU, in contrast to previous generation systems. 3G 

exploits WCDMA (Wideband Code Division Multiple 

Access) technology using 5 MHz bandwidth. It operates in 

both frequency division duplex (FDD) and time division 

duplex (TDD) modes. Thus, we could say that by migrating 

from 2G to 3G systems we have evolved from voice‐centric 

systems to data‐centric systems. 

4G (2013–): 4G is a high‐speed data rate plus voice system. 

There are two 4G systems. The United States has 

developed the WiMAX (Worldwide Interoperability for 

Microwave Access) system using orthogonal frequency‐

division multiplexing (OFDM), evolving from WiFi. The 

other is the LTE system that was developed after WiMAX. 

The technology of LTE and that of WiMAX are very similar. 

The bandwidth of both systems is 20 MHz. The major 

cellular operators are favorable to LTE, and most countries 

around the world have already started issuing licenses for 

4G using current developed LTE systems. The cost of 

licensing through auction is very high. Thus, we could say 

that migrating from 3G to 4G means a shift from low data 

rates for Internet to high‐speed data rates for mobile 

video. 

5G (2021–): 5G is still to be defined officially by 

standardization bodies. It will be a system of super high‐

capacity and ultra‐high‐speed data with new design 

requirements tailored towards energy elicited systems 

and reduced operational expenditure for operators. In this 

context, 5G envisages not only one invented technology, 

but a technology ecosystem of wireless networks working 

in synergy to provide a seamless communication medium 

to the end user. Thus, we can say that moving from 4G to 

5G means a shift in design paradigm from a single‐

discipline system to a multi‐discipline system. 

 

B| EVOLUTION OF LONG-TERM EVOLUTION (LTE) 

A summary of IMT‐Advanced requirements for 4G is as 

follows: 

▪ Peak data rate of 100 Mbps for high mobility (up 
to 360 km/h) and 1 Gbps for stationary or 
pedestrian users. 

▪ User‐plane latency of less than 10 ms (single‐way 
UL/DL (uplink/downlink) delay). 

▪ Scalable bandwidth up to 40 MHz, extendable to 
100 MHz. 

▪ Downlink peak spectral efficiency (SE) of 15 
bit/s/Hz. 

▪ Uplink peak SE of 6.75 bit/s/Hz. 

Paving the way to 5G entails both evolutionary and 

revolutionary system design. While disruptive radio access 

technologies (RATs) are needed to provide a step up to the 

next level of performance capability, we also need to 

improve the existing RATs. In this regard, we need to 

further improve the LTE system to beyond 4G (B4G). First 

targeting the IMT‐Advanced requirements, LTE standard 

Release (R)‐8 was unable to fulfil the requirements in the 

downlink direction (although it could meet all the 

requirements in the uplink direction) with a single antenna 

element at the User Equipment (UE) and four receive 

antennas at the Evolved Node B (eNB). In contrast, LTE‐A 

is a true 4G technology (meeting all the IMT‐Advanced 

requirements), requiring at least two antenna elements at 

the UE. As such, it was accepted as IMT‐Advanced 4G 

technology in November 2010 [1]. Figure 1 illustrates the 

evolution of the LTE standard by the 3rd Generation 

Partnership Project (3GPP) to beyond 4G. The innovations 

on this roadmap mainly include improving the SE and the 

area capacity while reducing the network operational cost 

to ensure fixed marginal cost for the operators. 

 

Figure 1: Evolution of LTE standard to beyond 4G 
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7 A Survey Of 5G Networks 

C| WHAT IS 5G? 

From analogue through to LTE, each generation of mobile 

technology has been motivated by the need to meet a 

requirement identified between that technology and its 

predecessor. For example, the transition from 2G to 3G 

was expected to enable mobile internet on consumer 

devices, but whilst it did add data connectivity, it was not 

until 3.5G that a giant leap in terms of consumer 

experience occurred, as the combination of mobile 

broadband networks and smartphones brought about a 

significantly enhanced mobile internet experience which 

has eventually led to the app-centric interface we see 

today. From email and social media through music and 

video streaming to controlling your home appliances from 

anywhere in the world, mobile broadband has brought 

enormous benefits and has fundamentally changed the 

lives of many people through services provided both by 

operators and third party players [2]. 

 

 

Figure 2: 5G Structure 

 

More recently, the transition from 3.5G to 4G services has 

offered users access to considerably faster data speeds 

and lower latency rates, and therefore the way that people 

access and use the internet on mobile devices continues to 

change dramatically. Across the world operators are 

typically reporting that 4G customers consume around 

double the monthly amount of data of non-4G users, and 

in some cases three times as much. An increased level of 

video streaming by customers on 4G networks is often 

cited by operators as a major contributing factor to this. 

 5G is envisioned as an end-to-end ecosystem that enables 

a fully mobile and connected society. 5G will enable a 

"hyper-connected" world in which the network is highly 

heterogeneous, converging multiple types of access 

technologies (both fixed and wireless) across both 

licensed and unlicensed spectrum, offering 

unprecedented user experience continuity. Additionally, it 

will be modular in nature, allowing it to be deployed and 

scaled on demand to accommodate multiple types of 

devices, as well as multiple types of user interactions [3]. 

5G networks are anticipated to be more spectrally efficient 

than their predecessors, support substantially more users 

and higher device connection densities, offer higher data 

rates, and deliver services that are contextual, 

personalized, responsive and real-time. Additionally, wider 

network coverage, reduced latency and prolonged battery 

life of connected devices are also projected. 

Consumer and business needs have evolved. The one-size-

fits-all model no longer works. Looking back, the first 

generation of mobile was primarily voice; users paid for 

the calls they made, and they owned their phones. People 

used mobile to talk to each other. Today, it’s all about 

bundles aimed to keep users loyal. These include 

incentives like free voice and SMS in your home network, 

low-priced devices, application-specific bandwidth deals, 

data storage, images and video support, as well as self-

service portals and cloud-based seamless backup. 

People no longer use networks to just talk to each other; 

now they send each other messages, pictures and links. 

People share stuff that is bandwidth hungry; they watch 

movies on the way to work, and they access up to the 

minute traffic reports before they hit the morning jams. 

This is what we are doing today – just five years after data 

traffic overtook voice in mobile networks. By 2020, it won’t 

be just people and systems creating and sharing data; 

billions of things will also be an integral part of the 

communications infrastructure. This infrastructure will 

encompass cloud computing, virtualization, massive 

uptake of mobile broadband, more data than ever, more 

and new devices, and new business models [4]. 

 

II| 5G ARCHITECTURE 

With the requirements of sub-millisecond latency and 

bandwidth limitation in traditional wireless spectrum, 

cellular networks are now poised to break the Base Station 

(BS) centric network paradigm. Figure 3 depicts this 

gradual movement from BS centric to a device centric 

network. The increase in demand by wireless industry 

motivated the advancement towards much smaller cell 

deployment from the initial macro hexagonal coverage. 

Researchers these days are focused on ways to design 

user centric networking. User is no longer the final 

resolution of the wireless network but is expected to 

participate in storage, relaying, content delivery and 

computation within the network [5]. 
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8 A Survey Of 5G Networks 

 

Figure 3: Shift from BS Centric to User Centric 

Architecture 

 

Future networks are expected to connect diverse nodes in 

different proximity. Small, micro, pico and femto cell 

deployment is already underway. Thus, dense 5G networks 

will have high co-channel interference, which will gradually 

render the current air interface obsolete. This pushes in 

the concept of sectorized and directional (energy focused) 

antennas, as opposed to the age-old omnidirectional 

antennas. Therefore, Space Division Multiple Access 

(SDMA) and efficient antenna design are utmost 

necessary. Decoupling of user and control planes, along 

with seamless interoperability between various networks 

are expected to strengthen the foundation for 5G systems. 

In this section, we discuss the requirements for 5G 

network architecture, changes in air interface and design 

of smart antennas. Emerging technologies, like SDN, 

Cloud-RAN and HetNets are also discussed. 

 

A| RADIO NETWORK EVOLUTION 

Overall layout of 5G wireless networks breaks the rules of 

BS centric cellular concept and moves towards a device 

centric topology. 5G network proposes the use of higher 

frequencies for communication. The propagation and 

penetration of mm-wave signal in outdoor environment is 

quite limited. Thus, node layout cannot follow traditional 

cellular design or even any definite pattern. Rappaport and 

his group propose site specific node layout for 5G radio 

network design. For instance, ultra-dense deployment is 

necessary in areas requiring high data rates, like subway 

stations, malls and offices [6, 7, 8]. Line of Sight (LOS) 

communication is undisputed preference over Non-Line of 

Sight (NLOS) communication. Alternately, reflected, 

scattered and diffracted signals still might have sufficient 

energy, which needs to be explored when LOS is 

completely blocked. 5G cellular technology needs to work 

with an enormous number of users, variety of devices and 

diverse services. The primary concern therefore, is the 

integration of 5G BSs with the legacy cellular networks 

(e.g. 4G, 3G and 2G) [8, 9, 10]. Different configurations like, 

mm-wave BS grid systems, mm-wave integrated with 4G 

systems and mm-wave standalone systems are proposed 

by Farooq and his team at Samsung Electronics. Large 

beamforming gains extend the coverage, while reducing 

interference and improving link quality at the cell edges. 

This feature enables mm-wave BS grids to provide low 

latency and cost effective solutions. Figure 4 shows a 

hybrid system of mm-wave (5G) and legacy 4G network. It 

proposes a dual-mode modem, enabling the user to switch 

between the two networks for better experience. 

Alternately, mm-wave spectrum can also be used only for 

data communications, while control and system 

information can be transmitted by using traditional 4G 

networks. On the other hand, as shown in Figure 5, 

standalone 5G systems operate exclusively on mm-waves. 

Such systems envision the use of same mm-wave 

spectrum for both backhaul and wireless access links. The 

concept of narrow beams allows acceptable spectrum 

overlap and also improves link quality between BS grids 

and large number of users [10, 11, 12]. Thus, the radio 

networking in 5G communications is expected to be much 

different from legacy networks. Evolution in radio would 

also change the schematics of the air interface. 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Hybrid Network with both Mm-Wave Small Cell 

Network 
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Figure 5: Stand Alone Mm-Wave Small Cell Network 

 

B| ADVANCED AIR INTERFACE 

Small radio wave lengths of mm-wave propagation 

demand small antenna sizes. This enables the use of large 

number of smaller antennas. Controlling phase and 

amplitude of signal, using array antennas, helps in 

enhancing electromagnetic waves in the desired direction, 

while cancelling in all other directions. This necessitates 

the introduction of directional air interfaces. Figure 6 

shows this change of air interface from omni-directional 

transmission to a directional one. Highly directional 

radiation patterns could be secured by using adaptive 

beamforming techniques, resulting in the introduction of 

Spatial Division Multiple Access (SDMA). Effective SDMA 

improves frequency reuse for beamforming antennas at 

both transmitter and receiver [12, 13, 14]. We defer the 

details of antenna training, beamforming and SDMA till 

Section III and Section IV respectively. 

 

Figure 6: Conventional Omnidirectional Antennas and 

Smart Beamforming Directional Antennas 

However, the hardware challenges, more precisely, the 

high-power consumption by mixed signal components 

might constraint these advantages. It might not be 

possible to connect every antenna to high rate Analog to 

Digital (A/D) and Digital to Analog (D/A) converters. Hybrid 

architecture, integrating analog and digital beamforming, 

with the optimal beamforming weights, can provide 

possible solutions. Details of analog and digital 

beamforming forming concepts are discussed in. 

Sectorization of BS into multiple sectors also relaxes the 

hardware constraints. However, this raises further 

challenges in synchronization and data transmission, 

which needs to be resolved. Optimal antenna 

configurations for different beamforming techniques 

enhance performance. For instance, horn antennas at 

transmitter, patch antennas at receiver and special 

antenna arrays in high rise urban environment for vertical 

steering of the beam, would enable efficient 

communication. Vast BS deployment and need for LOS 

communication could be eased by the separation of uplink 

and downlink. Multiple nodes can facilitate different 

transmissions to use different communication paths at 

different channel conditions. Understanding of the 

fundamental techniques of directive air interface along 

with its advancements would lay strong foundation for the 

efficient 5G communication [15-19]. 

 

C| NEXT GENERATION SMART ANTENNA 

Successful deployment of 5G networks depends on the 

effective antenna array design. This exploits the 

advantages of change in air interface. The multi-beam 

smart antenna array system should be used to realize 

SDMA capabilities. Smart antennas help in interference 

mitigation, while maintaining the optimal coverage area 

and transmit power reduction of both mobile handset and 

BS [16]. Moreover, for the same physical aperture size, 

more energy can be transmitted at higher frequency by 

the use of narrow beams [17].  

 

 

Figure 7: Three Major Array Configurations for Smart 

Antennas 
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Smart antenna implementation enables the same channel 

to be used by different beams. This reduces one of the 

major problems of wireless communications: co-channel 

interference. Use of beamforming antennas, with 

fractional loading factor, further dilutes the co-channel 

interference problem. Application of highly directional 

beams do not necessarily require any fractional loading. 

Infrastructure expenses and complex operations impede 

indiscriminate use of directional antennas. However, even 

less complex antennas are capable of providing 

considerable capacity gains [18, 19]. Therefore, a smart 

antenna design, optimized over directional gains, cost and 

complexity is very important for development of 5G 

wireless communications. 

Vertical planar subarrays steer the beams in horizontal 

plane by varying the weights associated with the subarray 

elements [19]. The subarray configurations are crucial for 

beam steering. Figure 7 demonstrates three different 

possibilities to arrange an antenna subarray: (i) circular, (ii) 

planar and (iii) segmented. Better coverage of circular 

subarray makes it more suitable for wireless 

communications. While curvature allows wider 

beam steering, linear configurations have better 

directivity, but limited scan-angle range.  Instead of circular 

or linear, simple segmented configurations can also be 

carefully designed to achieve the required level of 

directivity and scan range [19]. Generally, horn antennas 

have higher gains over all other antennas. An array of horn 

antennas provides high power output required at BS [20]. 

The space, size and power are constraints at the mobile 

device. Hence, more simple patch antennas are suitable 

candidate for devices. Generally, space, not the size, 

limits the deployment of sophisticated smart antennas at 

both BS and MS. However, Samsung’s experiments at 28 

GHz bands with patch antennas in popular handset have 

shown promising results. 

 

 

Figure 8: Control Plane and User Plane Separation 

 

 

D| AGILITY AND RESILIENCE BY SPLITTING OF 
PLANE – SDN 

The changes in architecture and air interface emphasizes 

on small cells and increased number of antennas. 

Configuration and maintenance of many servers and 

routers, in such a dense 5G deployment, is a complex 

challenge. Software Design Network (SDN) offers a 

simplified solution for this complex challenge. SDN 

considers a split between control and data planes, thereby 

introducing swiftness and flexibility in 5G networks [20, 

21]. Figure 8 depicts the segregation of user and control 

signals. Increase in user plane capacity thus becomes 

independent of control plane resources. This endows the 

5G network with high data at the required locations, 

without incurring control plane overhead. SDN decouples 

the data and control planes by using the software 

components. These software components are responsible 

for managing the control plane, thereby reducing 

hardware constraints. Interaction between the two planes 

is achieved using open interfaces, like Open Flow. It also 

facilitates switching between different configurations [21, 

22, 23 ,24]. 

SDN can step over OSI layers to remodel networks for a 

complete automated administration. Redundant 

interfaces are reduced by controllers, which assign policy 

to routers for monitoring functions. SDN applied to Radio 

Access Networks (RAN) presents itself as a SON solution. 

SON algorithms optimize RAN by control plane 

coordination at a coarse granularity, while leaving the fine 

granular data plane unaffected. Although, SON provides 

high gains, improvement in data plane requires 

cooperation of multiple BS for data transmissions. 

Coordinated Multi Point (CoMP) transmission facilitates 

cooperative data transmission at a very fine time scale. 

Cloud RAN also offers a viable solution by decentralizing 

the data plane. Data and control signals can be routed 

through different nodes, different spectrum and even 

different technologies to manage the network density and 

diversity [24]. 

 

E| CENTRALISED ARCHITECTURE – CLOUD RAN 

Cloud Radio Access Network (C-RAN) resolves some of the 

major problems associated with increasing demands for 

high data rates [25]. Wireless industry is working on 

measures to enhance network capacity by adding more 

cells, implementing MIMO techniques, establishing 

complex structure of HetNets and small cell deployment. 

However, inter-cell interference, CAPital EXpenditure 

(CAPEX) and OPerating Expenditure (OPEX) impedes 

these efforts. C-RAN offers to improve system 

architecture, mobility, coverage performance and energy 

efficiency while at the same time reducing the cost of 

network deployment and operation. C-RAN is based on 

fundamentals of centralization and virtualization. The 
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baseband resources are pooled at Baseband Unit (BBU), 

situated at remote central office (not at the cell sites). In 

traditional cellular networks, the Internet Protocol, Multi-

protocol functionality and Ethernet are extended all the 

way to remote cell sites [26]. Figure 9 shows a typical C-

RAN architecture, with BBUs from many remote sites 

centralized at a virtual BBU pool. This results in statistical 

multiplexing gains, energy efficient operations and 

resource savings [25]. Virtual BBU pools further facilitate 

scalability, cost reduction, integration of different services 

and reduction in time consumption for field trials. Remote 

Radio Heads (RRH), comprising of transceiver 

components, amplifiers and duplexers enable digital 

processing, analog-digital conversions, power 

amplification and filtering. RRHs are connected to BBU 

pool by single mode fiber of data rate higher than 1 Gbps. 

This simplified BS architecture is paving the way for dense 

5G deployment by making it affordable, flexible and 

efficient. Powerful cloud computing ability can easily 

handle all complex control processes [23]. 

 

 

Figure 9: Cloud Radio Access Network (C-RAN) 

Architecture 

 

China Mobile is strongly advocating C-RAN as it improvise 

fundamentals for network construction, deployment, cost 

structure and flexible end user services. Infrastructure 

sharing protocol, proposed by Mohammad Banikazemi of 

IBM, provides cost effective solutions for dense 

deployment, along with backward compatibility. By 

shifting the RF frontend to BBUs, radio frequencies are 

generated in the BBU itself. Transmissions are carried out 

by a shared cloud-radio over fiber infrastructure. This 

enables the use of analog RF, aiding many services and 

operators to coexist without any significant interference. 

Moreover, SDN creates options to seamlessly merge cloud 

applications with wireless networks through 

programmable interfaces. Recent researches have 

proposed SDN based, virtual networks with cloud as a 

backbone [29]. Small cell deployment can sometimes be 

difficult, expensive and constraint by site topology. This 

makes backhaul network for small cells a critical 

infrastructure. A heterogeneous backhaul technology 

integrating both, the fixed broadband access and wireless 

LOS backhaul is the most suitable. Thus, a standardized 

interface is needed for designing and optimizing RAN 

along with backhaul network. Dynamic adaptation of 

routing nodes [30], proposed by Peter Rost of NEC Europe 

Laboratories, considers RAN as a service (RANas) for 

flexibility in RAN centralization. RANas concept proposes 

centralized cloud platform with packaging and delivering 

functions, depending on the actual network requirements.  

capacity limits and system-level optimization of uplink C-

RAN are studied under practical finite-capacity backhaul 

constraints in [31]. Compress-and-forward relay strategy is 

considered for transmitting compressed version of 

received signals from BSs to central processor. Level of 

quantization noise introduced by the compression is 

considered key parameter in backhaul design [31]. Cloud 

computing based radio access encourages shared pool of 

configurable resources enabling minimal deployment, 

management and operational efforts. 

 

F| HETEROGENOUS APPROACH – HETNETS 

Another way to handle the wireless traffic explosion, 

expected in 5G communication, is deployment of large 

number of small cells giving rise to Heterogeneous 

Networks (HetNets) [32]. HetNets are typically composed 

of small cells, having low transmission power, besides the 

legacy macrocells. By deploying low power small BSs, 

network capacity is improved and the coverage is 

extended to coverage holes [33, 34]. Moreover, the 

overlap of all small, pico, femto cells with the existing 

macro cells, leads to improved and efficient frequency 

reuse. Figure 10 shows the concept of HetNets. 

Deployment of HetNets calls for a coordinated operation 

between traditional macro cells and small cells for mutual 

interference reduction. Researchers at University of 

Manitoba, Canada emphasize on multi-tier networks and 

interference upgradation for 5G communications. Various 

interference management challenges in 5G hybrid 

networks are addressed in [35, 36]. The interference 

between the macro and second tier cells in 5G HetNets is 

addressed by reverse Time Division Duplex (TDD) protocol 

in [37]. It facilitates local estimation of both the intra-tier 

and inter-tier channels. In reverse TDD mode BS is in 

downlink operation when the Small-Cell Access (SCAs) 

operate in uplink and vice versa. 

Researchers from Qualcomm Technologies Inc. and 

Samsung Mobile Solutions Lab emphasize on both 

network and device side interference management 

techniques. Advanced receiver with capabilities to take 

advantages of interference signals structure (including 

modulation constellation, coding scheme, channel and  
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Figure 10: Coordinating Cells in HetNet Architecture 

 

resource allocation) are considered as key drivers. 

Inappropriate Radio Access Technology (RAT) can 

generate unnecessary signaling overhead [60]. To 

mitigate these issues in multi-RAT, efficient RAT handover 

decisions and optimized partitioning of common 

resources are proposed in [38, 39]. Concurrent utilization 

of multiple RATs improves capacity and connectivity. 

However, joint use of multiple networks has not received 

much research attention. Smart coupling between 

multiple RATs promises, further capacity and coverage 

improvement in HetNets [40]. In [41], authors introduce 

various radio resource management schemes for 

femtocell enabled HetNets. Cross-tier and co-tier 

interferences are addressed, while maintaining optimized 

radio resource utilization, fairness and QoS. Various 

frequency scheduling algorithms and frequency reuse 

techniques enhance HetNet performance. Spectral 

resource allocation strategies also present the potential to 

solve interference problem. Cooperative and distributed 

radio resource management algorithms for enabling 

random HetNet deployment are discussed in [42]. The 

work in [43] proposes optimization of BS and device 

association in downlink HetNets under proportional 

fairness criterion. An overall framework of green HetNets, 

for balancing energy efficiency and spectral efficiency, is 

provided in [44]. Two-tier heterogeneous network, 

proposed in [37], promises improved network 

performance by co-locating Massive MIMO BS and low-

power SCAs. While massive MIMO reaps conventional 

benefits by ensuring outdoor mobile coverage, SCAs 

equipped with cognitive and cooperative functionalities 

act as main capacity-drivers for indoor and outdoor low 

mobility users. However, backhaul represents one of the 

major bottleneck in dense SCA deployment. In contrast to 

legacy wired backhaul, SCAs are likely to be connected via 

an unreliable wireless backhaul infrastructure. 

Characteristics of error rate, delay, capacity and 

deployment cost are expected to vary from case to case. 

Thus, wireless backhaul links provide a viable and 

economical alternative. For simplified deployment, 

operation, management and round-the-clock optimization 

of HetNets, cloud assisted platform is advocated in [32]. 

Moreover, cloud based intelligent handoff and location 

management can ensure seamless connectivity in 

HetNets. Thus, we believe heterogeneous connectivity of 

small cells is the major building block of the emerging 5G 

architecture. The directivity and small cell design, together 

with advances in resource allocation are promising for 

higher coverage and data rates of 5G communication.  

 

III| SECURITY FOR 5G COMMUNICATIONS 

Nowadays, the trend towards a ubiquitous computing 

environment, as envisioned by [45], has led to mobile 

networks characterized by continuously increasing 

demand for high data rates and mobility. The most 

prominent technology that has emerged to address these 

issues is 5G mobile and a lot of effort has been put into 

developing it over the past few years with the vision of it 

being deployed by 2020 and beyond. 5G communications 

aim at providing big data bandwidth, infinite capability of 

networking and extensive signal coverage in order to 

support a rich range of high‐quality personalized services 

to the end users. Towards this aim, 5G communications will 

integrate multiple existing advanced technologies with 

innovative new techniques. However, this integration will 
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lead to tremendous security challenges in future 5G mobile 

networks [46]. 

Particularly, it is expected that a wide spectrum of security 

issues will be raised in 5G mobile networks due to a 

number of factors including: (i) the IP‐based open 

architecture of the 5G system, (ii) the diversity of the 

underlying access network technologies of the 5G system, 

(iii) the plethora of interconnected communicating 

devices, which will also be highly mobile and dynamic, (iv) 

the heterogeneity of device types in terms of their 

computational, battery power and memory storage 

capabilities, (v) the open operating systems of devices, 

and (vi) the fact that the interconnected devices are 

usually going to be operated by non‐professional users 

in security issues. Consequently, 5G communications 

systems will have to address more and much stronger 

threats than the current existing mobile communications 

systems. 

However, despite the fact that the upcoming 5G 

communications systems will be the target of many known 

and unknown security threats, it is not clear which threats 

will be the most serious and which network elements will 

be targeted most frequently. Since such knowledge is of 

utmost importance for the provision of guidance in 

ensuring security for the next generation mobile 

communications systems, the objective of this chapter is 

to present the potential security issues and challenges for 

the upcoming 5G communications systems. 

 

A| SECURITY ISSUES AND CHALLENGES 

The most attractive targets for future attackers in the 

upcoming 5G communications systems will be the User 

Equipment, access networks, mobile operator’s core 

network and the external IP networks. To help understand 

the future security issues and challenges affecting these 

5G system components, we present representative 

examples of possible threats and attacks specific to these 

components. To derive these examples, we explore 

threats and attacks against legacy mobile systems (i.e. 

2G/3G/4G) that may affect the upcoming 5G 

communications systems by exploiting specific features in 

this new communication platform. For the example 

attacks, we also discuss potential mitigation techniques 

derived from the literature, in order to provide a roadmap 

towards the deployment of more enhanced 

countermeasures. 

 

B| USER EQUIPMENT 

In the 5G communications era, User Equipment (UE), such 

as powerful smartphones and tablets, will be a very 

important part of our daily life. Such equipment will 

provide a wide range of appealing features to enable end 

users to access a plethora of high‐quality personalized 

services. However, the expected growing popularity of the 

future UE, combined with the increased data transmission 

capabilities of 5G networks, the wide adoption of open 

operating systems and the fact that the future UE will 

support a large variety of connectivity options (e.g. 

2G/3G/4G, IEEE 802.11, Bluetooth) are factors that render 

the future UE a prime target for cyber‐criminals. Apart 

from the traditional SMS/MMS‐based Denial of Service 

(DoS) attacks, the future UE will also be exposed to more 

sophisticated attacks originated from mobile malware 

(e.g. worms, viruses, trojans) which will target both the UE 

and the 5G cellular network. The open operating systems 

will allow end users to install applications on their devices, 

not only from trusted but also from untrusted sources (i.e. 

third‐party markets). Consequently, mobile malware, 

which will be included in applications made to look like 

innocent software (e.g. games, utilities), will be 

downloaded and installed on end user’s mobile devices 

exposing them to many threats. Mobile malware can be 

designed to enable attackers to exploit the stored 

personal data on the device or to launch attacks (e.g. DoS 

attacks) against other entities, such as other UE, the 

mobile access networks, the mobile operator’s core 

network and other external networks connected to the 

mobile core network. Hence, compromised future mobile 

devices will not only be a threat to their users, but also to 

the whole 5G mobile network serving them [47]. 

 

C| MOBILE MALWARE ATTACKS TARGETING UE 

As future UE in the 5G era will be a personal device storing 

everything from phone contacts to banking information 

and taken almost everywhere by the end user, it will serve 

as a single gateway to the end user’s digital identity and 

activities. Thus, the UE will be increasingly vulnerable to 

mobile malware targeting the stored personal and 

sensitive information, such as bank credentials, 

SMSs/MMSs, audio/video files, emails, contacts and GPS 

coordinates, that attackers can exploit and misuse for 

financial gain. The malicious software will gain 

unauthorized access to the end user’s stored information, 

collect it and forward it to the owner of the malware 

through all of the UE’s communication channels [48-50]. 

Additionally, the future UE will be vulnerable to mobile 

malware causing disruption to normal service operations. 

To achieve disruption, the installed malicious software 

may use all available CPU cycles for junk computations 

leading to huge power consumption that will rapidly cause 

the depletion of the UE’s power source. This attack falls in 

the category of DoS attacks against UE [48]. 

However, the above attacks can be also executed by 

mobile botnets in order to target many mobile end users 

at the same time and in an automated way. Thus, mobile 

botnets are expected to be a significant means for 
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attackers to gain financial benefits on a larger scale in the 

5G era. 

 

C| 5G MOBILE BOTNETS 

In the 5G communications environment, mobile botnets 

are expected to be increasingly used by attackers, since 

future mobile devices will be ideal remote controlled 

machines due to their specific features. In particular, 5G 

mobile devices will support different connectivity options 

and increased uplink bandwidth, and will tend to be always 

turned on and connected to the Internet. Thus, future 

attackers will be enabled to deploy mobile botnets for 5G 

communications networks in many efficient ways [49, 50]. 

Similar to mobile botnets in legacy mobile networks [47], 

future mobile botnets for 5G networks will be networks of 

compromised mobile devices under the control of 

malicious actors commonly referred to as bot‐masters. For 

example, a centralized 5G mobile botnet, where the 

compromised mobile devices will be controlled by the 

attacker through central Command and Control (C&C) 

servers, is illustrated in Figure 11. This centralized 5G mobile 

botnet will consist of the following actors [49]: 

Bot‐master: will be the malicious actor that can access and 

manage the botnet remotely via the bot‐proxy servers (i.e. 

central C&C servers). The bot‐master will be responsible 

for choosing the mobile devices that will be compromised 

by malware and turned into bots. Specifically, the bot‐

master will exploit security vulnerabilities (e.g. operating 

system and configuration vulnerabilities) of the chosen 

mobile devices and compromise them. In current mobile 

botnets, the bot‐masters can use similar http techniques 

to those used by the PC‐based botnets, as well as new 

techniques specific to mobile devices’ features, such as 

SMS messages, in order to distribute their commands. 

Since 5G UE will support a large variety of connectivity 

options, it will also be possible for the bot‐masters of 

future 5G mobile botnets to make use of additional 

techniques in order to command and control their bots. 

Bot‐proxy servers: will be the means of communication 

that the bot‐master will use to command and control the 

bots indirectly. 

Bots: will be programmed and instructed by the bot‐

master to perform a variety of malicious activities, such as 

Distributed Denial of Service (DDoS) attacks against 

network elements in the mobile network, mass 

distribution of spam, and the theft and further distribution 

of sensitive data, as well as installation of malware on 

other mobile devices. 

 

D| ACCESS NETWORKS 

 

Figure 11: Centralized 5G Mobile Botnet 

 

In 5G communications, access networks are expected to 

be highly heterogeneous and complex, including multiple 

different radio access technologies (e.g. 2G/3G/4G) and 

other advanced access schemes, such as femtocells, so 

that service availability will be guaranteed. For instance, in 

the absence of 4G network coverage, the UE should be 

able to establish a connection over 2G or 3G networks. 

However, the fact that 5G mobile systems will support 

many different access networks leads them to inherit all 

the security issues of the underlying access networks that 

they will support [51]. 

During the evolution from 4G communications to 5G 

communications, enhanced security mechanisms should 

be implemented to counter emerging security threats on 

5G access networks. To address this issue, potential 

security threats to the future 5G access networks should 

be firstly identified. Thus, in this section, we focus on 

existing attacks on current 4G access networks and HeNB 

femtocells which could be also possible attacks on the 5G 

access networks. 

 

E| ATTACKS ON 5G NETWORKS 

UE Location Tracking: Tracking the UE presence in a 

specific cell or over multiple cells is a security issue for LTE 

networks that can seriously affect subscriber’s privacy. 

Two techniques that can be used by attackers to achieve 

UE location tracking in future 5G access networks are 

those for LTE networks described in references [52, 53]. 
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They are based on the Cell Radio Network Temporary 

Identifier (C‐RNTI) and the packet sequence numbers. 

 UE Location Tracking Based on C‐RNTI: The C‐

RNTI provides a unique and temporary UE identification 

(UEID) at the cell level. It is assigned by the network via an 

RRC control signal when a UE is associated with the 

cell. However, the C‐RNTI is transmitted in the L1 control 

signal in plain text. Thus, an adversary is able to determine 

whether the UE using the given C‐RNTI is still in the same 

cell or not. According to [53], periodic C‐RNTI re‐allocation 

is a potential solution. Periodic C‐RNTI re‐allocation for a 

UE staying for a long time on the same cell can make it 

more difficult for an attacker to obtain information related 

to its presence in the cell. Additionally, it will make it more 

difficult for the attacker to distinguish if indeed a new UE 

has arrived at the cell or if it is the same UE that has 

refreshed its C‐RNTI. 

Moreover, UE location tracking can be achieved by 

tracking the combination of the C‐RNTI with handover 

signals. This combination allows UE location tracking 

across multiple cells. During the handover process, a new 

C‐RNTI is assigned to the UE via the Handover Command 

message. Thus, in a case where the allocation of C‐RNTI 

itself is not confidentiality protected, an attacker can link 

the new C‐RNTI in the Handover Command message and 

the old C‐RNTI in the L1 control signal. To mitigate this type 

of attack, encryption of RRC messages, such as the 

Handover Command message and the Handover Confirm 

message, is proposed in reference [53]. Encryption of 

these messages prevents an attacker from associating the 

RRC messages with a C‐RNTI and mapping them together 

during handover processes. 

 UE Location Tracking Based on Packet Sequence 

Numbers: The use of continuous packet sequence 

numbers for the user plane or control plane packets 

before and after a handover can enable an attacker to 

determine the mapping between the old and the new C‐

RNTIs [52]. UE tracking based on packet sequence 

numbers can also be applicable to the idle‐to‐active mode 

transitions if the sequence numbers are kept continuous. 

Then, an attacker can track the UE based on the 

continuous packet sequence numbers of packet streams. 

To address UE tracking based on sequence numbers, the 

authors in reference [53] propose that the sequence 

numbers over the radio should be discontinuous in 

handover processes and possibly also in the state 

transitions between idle and active modes. Particularly, 

they propose the use of a random offset in order to make 

the user and control plane sequence numbers 

discontinuous on the radio link. Finally, another solution 

also proposed in reference [53] is the use of fresh keys for 

each eNB, which allows setting the sequence number to 

any random value and thus makes it discontinuous. 

Attacks Based on False Buffer Status Reports: In LTE 

networks, an attacker can exploit the buffer status 

reports, which are used as input information for packet 

scheduling, load balancing and admission control 

algorithms, to achieve his malicious intents. Particularly, 

the attacker can send false buffer status reports on behalf 

of the legitimate UE in order to change the behavior of 

these algorithms on the eNBs and cause serving issues 

towards the legitimate UE [52, 53]. 

By changing the behavior of the packet scheduling 

algorithm, the attacker is able to steal bandwidth. To 

achieve that, the attacker can make use of C‐RNTIs of 

other legitimate UEs and send false buffer status reports. 

This can make the eNB think that the legitimate UEs have 

no data to transmit. Consequently, the packet‐scheduling 

algorithm in the eNB will allocate more resources for the 

attacker’s UE and fewer or no resources for the legitimate 

UEs, and lead to DoS. 

Furthermore, by changing the behavior of load‐balancing 

and admission control algorithms in the eNBs, DoS can be 

experienced by the new arriving UE in the cell. To achieve 

that, the attacker can send a wide range of false buffer 

status reports from various UE claiming that they have 

more data to send than they actually have. This makes the 

eNB falsely assume that there is a heavy load in this cell 

and new arriving UE cannot be accepted. To address the 

attacks based on false buffer status reports, the use of a 

one‐time access token within the MAC‐level buffer status 

report message is proposed in reference [53]. According 

to this solution, the UE will have to present this token to 

the eNB to get the access right. The token is different for 

each buffer status report sent during a Discontinuous 

Reception (DRX) period. 

Message Insertion Attack: Message insertion attack is 

another type of attack for LTE networks and is described 

in references [52, 53]. In LTE networks, the UE is allowed 

to stay in active mode but turn off its radio transceiver to 

save power consumption. This is achieved through the 

DRX period. However, during a long DRX period, the UE is 

still allowed to transmit packets because the UE may have 

urgent traffic to send. This feature can potentially cause a 

security breach. An attacker can inject control protocol 

data units (C‐PDU) into the system during the DRX period 

to achieve DoS attack against the new arriving UE. 

According to [53], a solution for mitigating the message 

insertion attack is the request for capacity through the 

uplink buffer status report. 

 

F| HeNB FEMTOCELL ATTACKS 

The physical size, material quality, lower‐cost components 

and IP interface of HeNB femtocells make them more 

vulnerable to attacks compared to eNBs. In this 

subsection, it’s presented the main categories of the 

potential attacks related to HeNB femtocells,  with specific 

examples of attacks for each category. Additionally, 
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countermeasures for these attacks are discussed. An 

extensive and detailed list of all possible attacks related to 

HeNB femtocells and corresponding mitigations can be 

found in reference [59]. 

Physical Attacks on HeNB: Physical tampering with HeNB 

is an attack where a malicious actor can modify or replace 

HeNB components. With this type of attack, it is possible 

to affect both end users and mobile operators. For 

example, modified RF components of an HeNB may 

interfere with other wireless devices of an eHealth tele‐

monitoring system in the patient’s environment and cause 

them to malfunction. This can result in health risks for the 

patient. On the operator’s side, an HeNB with modified RF 

components can impact harmfully on the surrounding 

macro network. Thus, it is obvious that HeNB should be 

physically secured in order to prevent easy replacement of 

its components. In addition, trusted computing 

techniques should be used to detect when modifications 

on critical components of an HeNB have occurred. 

Furthermore, booting HeNBs with maliciously modified 

software can lead to further security breaches for end 

users and operators. This can be achieved in HeNBs 

supporting user‐accessible boot code update methods. As 

a result, eavesdropping on communication and identity 

fraud are two possible security issues that end users have 

to address. Also, DoS attacks against the network 

operators are possible. A mitigation approach is to secure 

the booting process by using cryptographic means, such 

as a Trusted Platform Module (TPM) [59]. 

Attacks on HeNB Credentials: In this category of attacks, 

the compromise of HeNB authentication credentials is 

included. According to this attack, an attacker obtains a 

copy of the authentication credentials from the wires of 

the targeted HeNB. Then, any malicious device can use 

them and impersonate the given HeNB. Thus, the attacker 

can mount masquerade attacks against the end user and 

the operator. The success of obtaining a copy of the 

credentials of the targeted HeNB depends on the 

implementation. Consequently, the credentials should be 

stored in a protected domain, such as a TPM module, in 

order not to be compromised easily [59]. 

Configuration Attacks on HeNB: A possible attack of this 

category is the mis‐configuration of the Access Control List 

(ACL) of the targeted HeNB. Firstly, the attacker gains 

access to the ACL, including the Closed Subscriber Group 

(CSG) list. Then, he modifies the ACL so that illegitimate 

devices can access the network. In addition, the attacker 

can modify the ACL to prevent legitimate devices from 

accessing the network, as well as change the level of 

access for different devices. As a result, legitimate end 

users can experience the effects of DoS attacks, and some 

other malicious end users can make use of services free of 

charge if the billing is based on the HeNB. Hence, it is 

essential to ensure secure creation, maintenance and 

storage of the ACL [59]. 

Protocol Attacks on HeNB: The protocol attacks category 

includes man‐in‐the‐middle attacks on HeNB first network 

access, which can have a very harmful impact on end users. 

HeNBs are vulnerable to this type of attack when they do 

not have unique authentication credentials. In these cases, 

during the first contact of the targeted HeNB to the core 

network over the Internet, the operator is not able to 

identify it. Thus, an attacker on the Internet can intercept 

all traffic originating from the HeNB and get access to 

private information and exploit it further. To address the 

man‐in‐the‐middle attacks, authentication credentials 

should be used by the HeNB in the very first contact with 

the network. The use of UICC (Universal Integrated Circuit 

Card) or certificates can be potential solutions towards 

mitigating these attacks. In UICC‐based solutions, the UICC 

is inserted in the HeNB by the point of sales or the 

customer, and mutual authentication between the HSS 

(Home Subscriber Server) and the UICC takes place. On the 

other hand, in certificate‐based solutions, the certificate is 

stored on the HeNB at the manufacturing phase of the 

HeNB and used for mutual authentication between the 

first contact node (i.e. Security Gateway) and the HeNB 

[59]. 

Attacks on Mobile Operator’s Core Network: DoS attacks 

can be launched, through malicious traffic originating from 

compromised HeNBs, against core network elements. 

Two categories of DoS attacks which can be directed to 

the core network, but not to the HeNBs, are the following: 

(i) IKEv2 (Internet Key Exchange Version 2) attacks (e.g. 

IKE_SA_INIT flood attacks, IKE_AUTH attacks) that can be 

launched against the initial establishment of the IKEv2 

tunnel between the HeNB and the Security Gateway; and 

(ii) layer 5–7 volume attacks and IKEv2 volume attacks 

when a high volume of signalling traffic or IKEv2 tunnel 

setup traffic overwhelms the infrastructure. To mitigate 

these attacks, the Security Gateway should remain secure 

and available as first contact point in the core network. 

Furthermore, this category encompasses HeNB location‐ 

ased attacks such as the changing of the HeNB location 

without reporting. A malicious actor may relocate the 

HeNB and make the provisioned location information 

invalid. As a result, this can cause emergency calls 

emanating from the relocated HeNBs not to be reliably 

located or routed to the correct emergency centres. 

Furthermore, lawful interception position reporting is 

impossible. A location locking mechanism is a potential 

solution to prevent these attacks [59]. 

User Data and Identity Privacy Attacks: Eavesdropping on 

another end user’s E‐UTRAN (Evolved Universal Terrestrial 

Radio Access Network) user data is a very harmful attack 

of this category against the privacy of the end user. The 

attacker installs his own HeNB and configures it to the 

open access mode. Then, the targeted end user makes use 

of this malicious HeNB in order to connect to the core 

network without knowing that this HeNB is compromised. 

Hence, the attacker is able to eavesdrop on all data flowing 
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between the targeted end user and the network. This 

attack exploits the unprotected user traffic in some part of 

the HeNB. For that reason, unprotected user data should 

never leave a secure domain inside the HeNB to avoid this 

eavesdropping attack. Furthermore, the end users should 

be notified when they are connected to a closed‐ or an 

open‐type HeNB [59]. 

Attacks on Radio Resources and Management: Radio 

resource management tampering is an attack where the 

HeNB provides incorrect radio resource information. To 

achieve this, the malicious actor has to get access to the 

HeNB and modify its resource management aspects. At 

least, he should be able to modify the power control part 

of the HeNB. An example of the consequences of this type 

of attack is increased handover. Thus, the configuration 

interface of the HeNB should be adequately secured [59]. 

 

G| MOBILE OPERATOR’S CORE NETWORK 

Due to their IP‐based open architecture, 5G mobile 

systems will be vulnerable to IP attacks that are common 

over the Internet. DoS attacks, which are a major threat on 

the Internet today, are going to be present on the future 

5G communications systems targeting entities on the 

mobile operator’s core network. However, the 5G mobile 

operator’s core network may be also affected by DDoS 

attacks targeting external entities, but transferring their 

malicious traffic over it. Potential attacks include: 

DDoS Attacks Targeting the Mobile Operator’s Core 

Network: DDoS attacks will be very serious incidents 

impacting the availability of the targeted future 5G mobile 

core network. Since 5G mobile networks are going to be 

used by millions oφ users, the consequences of DoS and 

DDoS attacks against the core network will be severe. In 

the 5G communications environment, DDoS attacks can be 

launched by a botnet including a large number of infected 

mobile devices. In this subsection, two representative 

DDoS attacks against a 4G mobile operator’s core network 

are presented. These two examples of attacks can be also 

expanded to the 5G core network. 

 Signaling Amplification: A DDoS attack example 

for a future 5G mobile operator’s core network might be 

the signaling amplification attack that 4G networks face as 

described in reference [54]. This attack could be 

performed by a botnet of multiple infected mobile devices 

within the same cell in order to deplete the network 

resources, leading to service degradation. This attack 

exploits the signaling overhead required to set up and 

release dedicated radio bearers in LTE networks. Thus, a 

large number of dedicated bearer requests will be initiated 

simultaneously, forcing the different network entities to 

follow the heavy signaling dedicated bearer activation 

procedure for each bearer. After obtaining the dedicated 

bearers, the bots will not use them, and after the 

expiration of the inactive bearer timeout, the bearers will 

be deactivated following the dedicated bearer 

deactivation procedure, which incurs heavy signaling as 

well. Then, the malicious devices of the botnet will execute 

the same steps over and over again to amplify the attack 

and degrade the network performance. Finally, the 

proposed detection technique for this attack is based on 

features such as the inter‐setup time and the number of 

bearer activations/deactivations per minute. The setting of 

a lower bound threshold for inter‐ etup time determines 

the performance of the detection technique. A high value 

for the inter‐setup time threshold would result in too many 

false positives. On the other hand, a low value for this 

threshold might lead to undetected exploits. Furthermore, 

a high number of bearer activations/deactivations per 

minute indicates malicious activity and should be 

discovered and stopped by the operator [51, 54]. 

 HSS Saturation: The HSS is an essential node of 

the Evolved Packet Core (EPC) since it comprises the 

master database for a given user and it contains the 

subscription‐related information to support the network 

entities handling calls/sessions. The HSS also provides 

support functions in user authentication and access 

authorization. A Home Network may contain one or more 

HSSs based on the number of mobile subscribers, the 

capacity of equipment and the organization of the 

network [55, 56]. Thus, a DDoS attack against this key 

node can potentially reduce the availability of the mobile 

core network significantly. 

In reference [57], some research work has already 

explored the possibility of overloading a Home Location 

Register (HLR), which is a key component of the HSS, by 

exploiting a botnet of mobile devices. The results of this 

research showed that the reduction of the throughput is 

dependent on the size of the botnet. Moreover, it is 

worthwhile to mention that in this type of attack, the 

legitimate users of the infected mobile devices are unlikely 

to be aware of the occurrence, since these attacks are 

executed by quietly launching network service requests 

and not by a flood of phone calls. Finally, according to this 

research work, basic filtering and shedding are two 

possible mitigation techniques against such attacks. 

However, the implementation of mechanisms intelligent 

enough to respond to more dynamic attacks remains a 

challenging task. Particularly, it is difficult for a provider to 

distinguish attacks from other traffic, since a significant 

amount of context is lost as messages are exchanged 

between the mobile devices and the HLR (e.g. granularity 

of location). Furthermore, filtering in the core network 

may occur too late to prevent legitimate users from 

experiencing DoS, due to the large overhead related to the 

first hop of communications in mobile networks [57]. 

DDoS Attacks Targeting External Entities over a Mobile 

Operator’s Core Network: In future, upcoming 5G mobile 

networks may also serve as a gateway for DDoS attacks 
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against targets in other external networks (e.g. enterprise 

networks) connected to the mobile core network. In this 

scenario, a botnet of mobile devices may be used to 

generate a high volume of traffic and transmit it to the 

victim, located in the external network’s infrastructure, 

over the mobile core network. Although the target of 

these attacks will not be the core network itself, the fact 

that they inject large traffic loads into the core network 

can impact its performance. The recent DDoS attacks 

against Spamhaus over the Internet proved how the high 

volume of attack traffic can affect the availability of the 

underlying communication network employed to transmit 

it to the specific target [51]. 

 

H| EXTERNAL IP NETWORKS 

In 5G communications systems, external IP networks can 

also be the target of DDoS attacks, where mobile botnets 

generate a high volume of traffic and transmit it to the 

target over the mobile core network. In addition, external 

IP networks, such as enterprise networks, can be a soft 

target for being compromised by malware through 

infected mobile devices accessing them. In this subsection, 

we present a representative scenario, based on [58], of 

how an enterprise network can be compromised through 

the infected 5G mobile device of an employee. A solution 

against this threat, proposed in reference [58], is also 

discussed. 

Compromised Enterprise Networks: The current wide 

adoption of smartphones has already led many employees 

to bring their own smartphone devices into the work 

environment and use them to access information assets 

located in isolated enterprise networks or enterprise 

networks with strict access control. This trend is expected 

to continue and accelerate in the upcoming 5G era. 

However, many security concerns will be raised for the 

enterprise networks accessed by employees’ smartphones 

due to the potential susceptibilities of smartphones to 

mobile malware [58]. The potential vulnerabilities can be 

exploited by attackers to compromise an otherwise secure 

enterprise network. For example, mobile malware, such as 

Dream Droid that recently infected the Android Market, 

may be used by attackers to get unauthorized access to 

enterprise networks through employees’ future 

smartphones. 

Another characteristic of employees’ future smartphones 

that may be exploited by attackers to compromise 

enterprise networks will be the diversity of their 

connectivity capabilities. They will support not only mobile 

communication technologies (2G/3G/4G/5G), but also 

other connectivity technologies such as WiFi, Bluetooth, 

NFC (Near Field Communication) and USB (Universal Serial 

Bus). Thus, the multiple connectivity technologies may be 

abused by attackers as mobile malware propagation 

channels. In other words, employees’ smartphones may 

work as bridges for attackers between the enterprise 

network and the outside world. Thus, an employee’s 

smartphone may be compromised through a mobile 

communication channel or a short‐range communication 

channel and become a wormhole to the target enterprise 

network or bring the malicious payload directly to it 

through another communication channel supported by 

the smartphone. 

In an attack scenario, we consider that the employee’s 

smartphone is connected to a desktop PC through USB 

and the desktop PC is connected to the internal enterprise 

network. Then, the bot‐master can be connected to a 

backdoor on the employee’s smartphone via WiFi or the 

4G mobile network and inject the malicious payload to the 

internal enterprise network through the USB connection. 

To avoid security breaches for the enterprise network 

arising from the use of employees’ smartphones inside the 

work environment, a very common approach is to 

periodically scan all employees’ smartphones with anti‐

malware software. However, this approach is intrusive and 

too costly in terms of energy. Thus, innovative solutions 

providing a balance between security responsiveness and 

cost effectiveness are required. In reference [58], strategic 

sampling is proposed as a method to address this 

requirement by identifying and periodically sampling the 

security representative smartphones. Then, the sampled 

devices are checked for malware infections. Smartphones’ 

security representativeness is measured by the 

employees’ interests and the co‐location logs on their 

devices. The probabilities used in the strategic sampling 

method are derived from a lottery tree reflecting the 

smartphones’ security representativeness. 

 

IV| EMERGING APPLICATIONS 

A wide variety of new emerging applications is the major 

guiding force behind the commercial roll out of 5G wireless 

systems. 5G architecture is expected to provide network 

solutions for a wide range of public and private sectors, 

like energy, agriculture, city management, health care, 

manufacturing and transport, with improved software 

services. Apart from the enormous number of 

connections, 5G networks also have to support diverse 

nature of devices and their associated service 

requirements [60]. Although research and development in 

some of these applications are already underway in 4G 

wireless, original 4G LTE standards, 3GPP LTE Release 8.0 

[61] did not include support to any of these applications. 

Rather, these applications were spawned later, and 

started explosive increase in wireless data usage, thereby 

imposing additional burden on resource constrained 4G 

wireless networks. Naturally, later versions of 4G LTE 

networks, often termed as “LTE Advanced” gradually 

started to include these applications. On the other 

hand, it is expected that massive bandwidth of 5G mm-
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wave communications will provide a native, de-facto 

support for these emerging applications. In this section, 

we present some of these killer applications, like, D2D 

communications, M2M communications, IoV, IoT and 

Healthcare.  

 

A| D2D COMMUNICATION 

Device centric nature of 5G wireless is expected 

to enable the devices in proximity to communicate directly 

bypassing the cellular BS [62] for sharing relevant 

contents. Figure 12 shows different D2D communication 

scenarios. A comprehensive review of D2D 

communications is available in [62]. We briefly highlight 

the major research works relevant to the context of 

emerging 5G wireless communications. Major recent 

research activities in D2D include game theoretic pricing 

schemes [63], social networking prototypes (e.g. 

Qualcomms FlashLinQ) [64], public safety networks and 

maximum allowable distance estimation for commercial 

roll out [66]. 

An adhoc D2D network of 5G wireless devices, using group 

key agreement and routing control process, is proposed in 

[67]. Low latency, energy efficiency and scalability are vital 

to 5G networks. Thus, it is essential to decrease the control 

signaling and end to end latency in network assisted D2D 

communications. Nokia Research Center proposes, smart 

mobility management, D2D-aware handover and D2D 

triggered handover solutions [68]. These system level 

improvements can support a reliable vehicle to vehicle 

communications in 5G wireless. Spectrum sharing, 

interference management, multi-hop communications and 

energy efficiency are major challenges in hyper dense 5G 

mobile environment and require further investigation [69-

70]. 

 

 

Figure 12: Use Cases of Device to Device Communications 

 

 

B| M2M COMMUNICATION 

Like D2D communications, M2M communications are also 

expected to have native support in 5G wireless. Major 

features of M2M communications involve automated data 

generation, processing, transfer and exchange between 

intelligent machines, with minimum human intervention 

[71]. Figure 13 delineates that unlike local D2D 

communications, M2M communications connect massive 

number of devices, like smart metering, sensors and smart 

grid equipment’s, along with wide coverage areas. 

 

 

Figure 13: Use Cases of Device to Device Communications 

 

M2M communications envision umpteen number of 

devices with small data, sporadic transmissions, high 

reliability, low latency and real time operation. Major 

reviews of existing M2M research works include various 

commercial, hardware and research platforms [72] as well 

as major architectural enhancements, network 

functionalities and implementation challenges [73]. We 

provide a short overview of the major M2M research 

works relevant to our context. Joint use of carrier 

aggression and relay station in OFDMA-based 5G wireless 

is proposed in [74]. Latest advances and developments in 

architecture, protocols, standards and security for M2M 

evolution from 4G to 5G wireless are discussed in [75]. 

Network uncertainty and mobility often lead to complex 

interference within M2M networks themselves, as well as 

between M2M networks and cellular networks [76]. We 

expect the cognitive radio to emerge and assist in 

developing novel cognitive M2M architecture for sensing 

and using the available frequency bands. Cognitive Radio 

technology driven Smart Objects (CRSOs), with high 

energy efficiency and environmental knowledge are 

expected to improve M2M communications performance, 

required for IoT technology [77]. 
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Figure 14: Internet of Things (IoT): Connecting “Anything, Anyone, Anytime, Anyplace” 

 

C| INTERNET OF THINGS (IoT) 

As shown in Figure 14, IoT envision millions of 

simultaneous connections, involving a variety of devices, 

connected homes, smart grids and smart transportation 

systems. This vision could be eventually realized only with 

the advent of high bandwidth 5G wireless networks. IoT 

enables internet connections and data inter-operability for 

numerous smart objects and applications [78]. Six unique 

challenges [140] of IoT include (i) Automated sensor 

configuration, (ii) context discovery, (iii) acquisition, 

modeling and reasoning (iv) selection of sensors in 

‘sensing-as-a-service’ model [79] (v) security privacy-trust 

and (vi) context sharing. Implementation of IoT is 

complex, as it includes cooperation among massive, 

distributed, autonomous and heterogeneous components 

at various levels of granularity and abstraction. The 

concept of cloud, offering large storage, computing and 

networking capabilities, can be integrated with diverse IoT 

enabled devices [81]. A high-level design of cloud assisted, 

intelligent, software agent-based IoT architecture is 

proposed in [80]. Smart objects, enabled with 5G wireless 

are expected to form the basis of large scale IoT design 

and roll out. More recently, Social Internet of Things (SIoT) 

is also coming up for exploring the relationship between 

objects and form social networks [82]. Concepts, reviews 

and challenges of SIoT are presented in [83-84]. We expect 

IoT will gradually transform the current Internet from the 

human centric interactions to a M2M platform equipped 

with 5G wireless. This ubiquitous connectivity of 

autonomously communicating, IoT- enabled devices is the 

basis of 5G wireless. To advocate IoT on a global scale, ITU-

T’s IoT Global Standards (IoT-GSI), proposes unified 

approach for technical standard developments [85]. 

 

D| ADVANCED VEHICULAR COMMUNICATIONS 

Development in IoT automatically leads to the evolution 

of Internet of Vehicles (IoV) [86] a network of 

interconnected vehicles for robust traffic management 

and reduced collision probabilities. High bandwidth, 

pervasive availability, and low latency of 5G wireless is 

assuring smart and intelligent vehicular communications. 

Emerging vehicular cloud is responsible for all essential 

services and applications, like content search routing, 

spectrum sharing and dissemination [87]. IoV involves very 

huge spatio temporal data (Big Data), which needs to be 

processed and delivered with high safety and security. IoV 

is also expected to explore roadside cooperative, as well 

as non-cooperative relay nodes. Cooperative and non-

cooperative Bayesian coalition games, using learning 

automata, is conducted in IoV for VANET. Vehicles, as 

smart and interactive social objects, form the basis of 

Social IoV (SIoV) [88]. SIoV leverage VANETS 

and develops a vehicular social networking platform, 

based on cyber physical architecture. Intelligent Internet 

of Vehicles Management System (IIOVMS), with cloud 

assisted data processing, over a wide number of vehicles 

helps in traffic management [89]. Dedicated Short Range 

Communication Working Group (DSRC), presents IEEE 

1609 standards for Wireless Access in Vehicular 

Environment (WAVE) [90-91]. Society of Automotive 

Engineer (SAE) standards, along with IEEE standards for 
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vehicular communications are elaborated by John B. 

Kenney of Toyota Info Technology Center in [92]. To 

address the limitations of WAVE, Vehicular IP in WAVE (VIP-

WAVE) framework is also proposed in [93]. 

Providing a reliable high data rate on High Speed Trains 

(HST) is another crucial challenge [106]. It consists of many 

digital units, multiple Radio Units (RU) and Terminal 

Equipment (TE). Communication links are formed between 

the RUs of the digital units and of the TEs [106]. A 

distributed architecture with an access point in every 

carriage, for preventing any temporary outage and 

enhancing the QoE, is proposed for 5G connectivity 

[94]. 

 

E| HEALTH CARE AND WEARABLE 

Advancements in sensing and communication technology 

have opened up new possibilities for health monitoring 

[95]. US census bureau projects an ageing world in less 

than 30 years from now. Wearable technology promises to 

provide health care solutions to growing world strained by 

the ballooning ageing population [96]. Devices with 

capabilities of measuring multiple physiological signals in 

ambulance like environment are being developed in [97]. 

The record of multiple physiological signals over a long-

time period helps in understanding the disease 

pathophysiology. Improved addressing, extended security 

services and higher bandwidth enables new possibilities of 

healthcare [98]. Emerging 5G wireless and Body Area 

Network (BAN) are facilitating a paradigm shift in real-time 

remote patients’ health monitoring. The major constraint 

in real time data collection and monitoring is bandwidth 

limitation. Higher bandwidth and data rates of 5G wireless 

are expected to resolve this bandwidth constraints. 

Comfort, physical, psychological and social aspects of 

wearable devices are discussed in [99]. These capabilities 

require huge data processing, storage and real time 

communications. An IoT based system, endowed with big 

data and cloud computing concepts, for emergency 

medical services is presented in [78]. 5G wireless is 

expected to resolve big data challenges of real-time health 

care applications bringing benefits to the mankind. 

 

F| MISCELLANEOUS APPLICATIONS 

Apart from the above-mentioned applications, the 

financial industry, with increasing businesses and 

customers, also requires strong computing and data 

processing [100]. Application of grid computing in financial 

industry is discussed in [101]. 5G based future mobile 

networks have a huge potential to transform different 

financial services [102], like banking, payments, personal 

finance management, social payments, peer to peer 

transaction and local commerce. 

Sensing, communication and control increases efficiency 

and reliability of power grids, thereby modernizing them 

to Smart Grids (SGs). SGs use wireless networks for energy 

data collection, power line monitoring, protection and 

demand/response management [102]. Comparisons 

between smart and existing power grids are given in [103]. 

Smart information and smart communication subsystem 

are integral to smart grids. Smart grids seamlessly link 

physical components and wireless communications 

representing large-scale cyber-physical systems. Wireless 

technology is already being explored for efficient real time 

Demand-Response (DR) management [104]. High 

bandwidth and low latency of proposed 5G are expected 

to resolve many challenges associated with SG demand 

response. 

Similarly, smart homes, with roots in automation, 

embedded systems, entertainment, appliances, efficiency 

and security is an active technical research area [106]. 

Smart cities, with fundamentals of sustainability are 

gaining momentum. Major concepts of IoT, M2M, Cloud 

computing, integrated with 5G are very persuasive in these 

research areas.  

 

V| QUALITY OF SERVICE (QoS) 

By developing the previous generations of mobile 

networks, the 3rd Generation Partnership Project (3GPP) 

has successfully standardized the principles and models 

of service quality management at the network level. 

Moreover, the new feature of service quality management 

has been introduced in 3GPP networks. Ensuring the 

quality of service (QoS) in 3GPP networks by their 

evolution from high-speed packet access (HSPA) 

technology to Long-Term Evolution (LTE)– Advanced 

technology is based on the following principles [107]: 

◾ Provision of service management by operator 

◾ Differentiation of service quality and users 

◾ Minimal involvement of the user terminal in the service 

quality management process  

◾ Support of QoS for client applications that are invariant 

to the access network  

◾ Rapid establishment of sessions  

◾ Continuity of quality management function with mobile 

networks of previous generations  

◾ Convergence of services in the interaction of mobile 

networks with fixed-access networks  

◾ Rapid introduction of new services to the market 

The implementation of QoS management principles at the 

network level suggests a steady increase in the number of 
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mobile applications that control QoS based 

on the service quality requirements and the creation of the 

necessary high-level data exchange by bearer services. 

Fourth-generation (4G) networks based on QoS model 

management at the network level have implemented new 

types of QoS management that can use QoS network 

model. In these cases, these old applications have to be 

refreshed. However, we can find some terminals where 

QoS terminal model management was used. This means 

that in some years, two QoS management models 

coexisted in mobile terminals. The situation when two QoS 

management models were used and the evolution of  

Figure 15: Two QoS management models in mobile 

networks 

 

these models are shown in Figure 15. the period of 2008–

2010 is considered to have been the point of transition 

from a model of QoS management based on user terminals 

to the network QoS management model. 

To date, there are 3GPP requirements, in particular for 

general packet radio service (GPRS) networks and packet 

switched networks, to maintain QoS management at both 

the user terminal layer and the network layer to provide a 

smooth transition to QoS management only at the 

network level. 

The implementation of 3G users’ requirements to ensure 

QoS in the “end user– end user” (E2E) chain begins with 

the activation of the QoS parameter negotiation 

procedure in the network. Tis procedure depends on the 

parameters of the user subscription to services stored in 

the home subscriber server (HSS) database and 

the current availability of network resources to 3G 

subscribers, which allows the final compound for a 

subscriber to be guaranteed. The procedure of QoS 

parameter approval and QoS management in the 3G 

network begins with sending a signaling message of 

session control by the user terminal at the nonaccess 

stratum (NAS) layer. 

In 4G networks, unlike packet connections in second-

generation (2G)/3G networks, a typical service of data 

exchange with a predetermined class of QoS is ready 

to form a connection to the packet network when a 

subscriber terminal is connecting to the network. QoS 

options for data exchange services are determined by the 

QoS parameters in the user profile, which are stored in the 

Subscription Profile Repository (SPR) database. Tis 

situation is very similar to the QoS management 

in GPRS/3G networks. However, in 4G networks, after 

transmission of the first data packet from the user 

terminal, this packet is routed to the packet data network 

(PDN), where the policy and charging rules function 

(PCRF) node that manages network policies and billing 

analyzes the quality class of the requested service in 

the E2E chain. Depending on the requested service class, 

the PCRF node can use different modifications of the QoS 

parameters to all nodes involved in the management of 

QoS data services. An LTE user terminal, unlike a 2G/3G 

user terminal, has no opportunity to request a particular 

QoS class, and only the LTE network is responsible for 

managing QoS. Similarly, a 4G network subscriber cannot 

request information about the QoS parameters, as is done, 

for example, through the use of a secondary context in the 

3G network. 

One feature of QoS management in the 4G network is that 

one user terminal can simultaneously support a variety of 

active services in the E2E chain, and each of 

these services will have its own individual QoS profile. A 4G 

user terminal may have up to 256 Evolved UMTS Terrestrial 

Radio Access Network (E-UTRAN) Radio Access Bearers (E-

RAB) (communication services between the access 

terminal (AT) and the serving gateway [S-GW] service 

connections) by using E-UTRAN protocols, while in 3G 

networks only 15 different RAB-IDs are identified. 

For the realization of QoS management in the network, we 

have to define the main QoS parameters for future 5G 

networks that will enable quality management for the new 

technology. 

 

A| QoS AS A FACTOR OF THE TRUST IN 5G 
NETWORKS 

Currently, leading organizations in the international 

standardization and development of telecommunication 

technologies, such as the International 

Telecommunication Union (ITU), 3GPP, the Institute of 

Electrical and Electronics Engineers (IEEE), and the 

European Telecommunications Standards Institute 

(ETSI), have not formulated a strict definition of trusted 

network. However, the trust in the communication 

network significantly affects consumers’ choice of 

communication operator, the regulation of operators’ 

activities by state bodies, and the market demand for 

communication services and equipment. 

The trust in network or communication technology has 

market and regulatory aspects that can contribute to the 
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development of the network and the technology 

and increase the attractiveness of the services. Therefore, 

networks and communication technologies should 

correspond to both market and regulatory requirements 

of trust. 

Given the many factors affecting the trust in 5G networks, 

in this chapter we will briefly review the major factors and 

examine in detail the impact of service quality on the trust 

in 5G networks. 

The existing understanding of a trusted network is based 

on the concepts adopted by the developers of computer 

networks, which traditionally include [108]: 

◾ Secure guest access: Guests obtain restricted network 

access without threatening the host network. 

◾ User authentication: A trusted network integrates user 

authentication with network access to better manage who 

can use the network and what they are allowed to do.  

◾ End point integrity: A trusted network performs a health 

check for devices connecting to the network. Devices out 

of compliance can be restricted or repaired.  

◾ Clientless end point management: A trusted network 

offers a framework to assess, manage, and secure 

clientless end points connected to the network, such as 

Internet protocol (IP) phones, cameras, and printers. 

◾ Coordinated security: Security systems coordinate and 

share information via the Interface for Metadata Access 

Points (IF-MAP) standard, improving accuracy and 

enabling intelligent response. 

According to the Kaspersky Internet Security Company 

definition [109], a trusted network is a network that can be 

considered absolutely safe, within which your computer or 

device will not be subjected to attacks or unauthorized 

attempts to gain access to your data. 

The proposed comprehensive review of the issue of 

trusted communication networks complements the 

concepts of computer network developers with the views 

of consumers, which also include the QoS provided by 

trusted networks. Subscribers’ and regulators’ views on 

the quality aspects of a trusted network are not always 

taken into account when creating a new mobile 

technology that reduces trust in the network. 

To implement a systematic approach to the trusted 

communication network, the trust of two major players in 

the telecommunications market should be considered: 

consumers, who provide market demand for 

communication services, and regulators, who monitor the 

effectiveness of operators’ network infrastructure. As 

can be seen from Figure 16, consumers’ and regulators’ 

requirements for a trusted mobile communication 

network may either coincide or differ. The main factors  

 

Figure 16: Domains of trust in mobile networks 

 

affecting the trust of the subscriber and the regulator are 

shown in Figure 17, taking into account their importance in 

descending order. 

Most factors are the same for consumers and regulators, 

but factors determining consumer trust, according to the 

authors’ evaluation, have the dominant influence on the 

mobile network. Traditional factors influencing 

consumers’ and regulators’ trust in 5G networks are 

information security of confidential user data, security of 

subscribers’ devices, and network infrastructure. The basis 

for such security is resistance to physical attacks on 

subscriber devices, such as illegal substitution of 

identification modules (Universal Subscriber Identity 

Module [USIM] cards), installation of malicious software 

on the user device and its impact on the user device 

configuration, resistance to network attacks on user 

devices and network infrastructure, such as denial of 

service (DoS) attacks and “man in the middle” attacks, and 

resistance to attacks on confidential user data. 

 

Figure 17: Main factors affecting the trust of the subscriber and 

the regulator in the network 

 

In addition to the security performance, the trust of users 

and regulators in 5G networks will depend on quality 

performance, since the security of the mobile 

network itself does not guarantee that the communication 

service will be provided without interruption and with the 

stated quality. A reduced quality in 5G networks 

will lead to a decrease of trust in them, and as a result, in 

an outflow of subscribers. Also, given that the 5G network  
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Figure 18: Quality and security levels of trust in a mobile network 

 

will be used in a variety of financial systems, public safety 

systems, and traffic and energy management systems, a 

deterioration in their quality could lead to the loss of 

human life, environmental disasters, and financial fraud. 

The quality parameters of 5G networks can be divided into 

three levels: network performance (NP), QoS, and quality 

of experience (QoE), as shown in Figure 18. NP and QoS are 

objective indicators that can be measured using 

specialized analyzers, while QoE indicators are subjective, 

estimated by users on the basis of their personal 

experience. The deterioration of QoS and NP will primarily 

lead to lowering the trust of regulators and business-to-

business (B2B) and business-to-government (B2G) 

customers in 5G networks, while QoE deterioration will 

lead to lowering the trust of the mass market. 

 

B| SERVICES AND TRAFFIC 

To meet the QoS requirements in future 5G networks, we 

can take advantage of the analysis of future requirement 

levels for services such as high-density video and machine-

to-machine communications, and then transfer these 

levels into 5G QoS requirements. Mobile and Wireless 

Communications Enablers for the Twenty-Twenty 

Information Society (METIS) projects consider three basic 

business models of 5G services: extreme Mobile 

Broadband (xMBB), massive machine-type 

communications (M-MTC), and ultrareliable machine-type 

communications 

(U-MTC) [110]. 

Forecasts from the leading specialists working on 

international 5G projects [111–113] show that video 

services, such as high-definition (HD) and ultra-high 

definition (UHD) video, with high-quality  

 

resolution will have a dominant position among services 

rendered in 5G networks. According to reports by leading 

4G network operators, video services dominate in the 

subscribers’ traffic and will continue to dominate in the 

content of 5G networks. 

For instance, the current traffic volume of video services is 

estimated by different operators to be from 66% to 75% of 

the total traffic in 4G networks, including 33% for YouTube 

services and 34% for clear video, as well as closed circuit 

television (CCTV) monitoring (video surveillance) in 

machine-to-machine (M2M) networks. In addition, by 

2020, the volume of mobile M2M connections 

will grow with a compound annual growth rate (CAGR) 

index of 45% [114], up to 2.1 billion connections. Given the 

growing mass scale of M2M services in all industries, they 

will dominate over basic services (voice and data) in 4G 

and 5G networks. 

The 5G European development strategy also aims to 

enable subscribers by 2025 to choose how to connect to 

TV broadcasts, via a 5G modem or antenna with digital 

video broadcasting–terrestrial (DVB-T), so this will require 

appropriate quality management mechanisms. 

Therefore, the efforts of developers to improve quality 

management mechanisms will focus on video and M2M 

services traffic, the improvement of quality checking 

algorithms, and the creation of new quality assessment 

methods. When developing requirements for QoS in 5G 

networks, two key traffic models should be firstly 

considered: high-speed “server–subscriber” video flow 

and massive M2M. Video transmission services will be an 

important stimulus to development and a rapidly growing 

segment of 5G network traffic. In 2013, the volume of 

video services in the total traffic of 4G network subscribers 

already exceeded 50%, and by 2019, it is forecast to 
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increase by at least 13 times [115]. Tus, we can already 

observe the first wave of the oncoming “tsunami” of 

subscribers’ traffic in 4G networks. The monthly 

consumption of data transmission traffic in 4G networks 

has already reached 2.6 GB, and the monthly consumption 

of traffic in 5G networks will exceed 500 GB. 

 

Figure 19: Technological capabilities of video transfer for mobile 

networks of various generations 

 

The growth of video services traffic volume will be 

associated with the implementation of various 

technologies of video services image quality, from 

standard definition (SD) TV to UHD TV (8K), which in its 

turn requires a data transmission speed of up to 10 Gb/s in 

the network. The technological capabilities of mobile 

networks of various generations to broadcast video with 

various qualities of video image are shown in Figure 19. The 

capability of video broadcasting depends on the data 

transmission speed in the radio access network (RAN) 

[116]. 

According to the forecasts shown in Figure 20, in 2018, the 

number of M2M connections in the networks of mobile 

operators will exceed 1.5 billion [116], which is five times 

higher than the current rate, and in 2022, mobile operators 

will have more than 2.6 billion M2M connections. At the 

same time, the share of M2M connections out of the total 

number of connections in the mobile operators’ networks 

will increase from the current 5% to 15% in 2018 and to 22% 

in 2022. 

 

Figure 20: Number of M2M connections in mobile networks 

The strategies of M2M operators are aimed at creating 

universal M2M platforms capable of operating in multiple 

vertical economic sectors. Tis will lead to the possibility of 

implementing approaches, tools, and processing methods 

for structured and unstructured Big Data derived from 

M2M networks. According to ABI Research forecasts, the 

M2M Big Data and analytics industry will grow by a robust 

53.1% over the next 5 years, from US$1.9 billion in 2013 

to US$14.3 billion in 2018. Tis forecast includes revenue 

segmentation for the five components that together 

enable analytics to be used in M2M services: data 

integration, data storage, core analytics, data 

presentation, and associated professional services. 

M2M services require much smaller data rates than video 

services, and generally do not require a guaranteed data 

rate. However, many M2M services, especially 

those used in the management of industrial systems, are 

critical of delays in mobile networks. Therefore, M2M 

services will also affect the quality of 5G networks. 

 

C| QoS PARAMETERS 

Quality control and management in mobile networks are 

based on the use of the key QoS parameters, such as bit 

rate, latency, and packet loss. 

In the current generation of mobile networks, there are 

two major types of network bearers: guaranteed bit rate 

(GBR) and nonguaranteed bit rate (non-GBR). GBR bearers 

are used for real-time services, such as rich voice and 

video. A GBR bearer has a minimum amount of bandwidth 

that is reserved by the network, and always consumes 

resources in a radio base station regardless of whether it 

is used or not. If implemented properly, GBR bearers 

should not experience packet loss on the radio link or the 

IP network due to congestion. GBR bearers will also be 

defined with the lower latency and jitter tolerances that 

are typically required by real-time services. 

Non-GBR bearers, however, do not have a specific 

network bandwidth allocation. Non-GBR bearers are used 

for best-effort services, such as file downloads, e-mail, and 

Internet browsing. These bearers will experience packet 

loss when a network is congested. A maximum bit rate for 

non-GBR bearers is not specified on a per-bearer basis. 

However, an aggregate maximum bit rate (AMBR) will be 

specified on a per-subscriber basis for all non-GBR bearers. 

Packet Delay Budget (PDB): Tis parameter identifies a 

maximum acceptable end-to-end delay between the user 

equipment (UE) and the packet data network gateway 

(PDN-GW). The purpose of using the PDB parameter is to 

support the queues of planning process and network 

functions at the connection level. The maximum delay 

budget (MDB) parameter is interpreted as the maximum 

packet delay with a confidence level of 98%. The PDB 

parameter defines the time limit for packet delay, for 
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which the “final” package of the session will be 

transmitted with a delay of not greater than a 

predetermined value of the PDB. In this case, the packet 

should not be dropped. 

Packet Error Loss Rate: This is the proportion of packets 

lost due to errors when receiving data packets. The 

maximum value of this parameter specifies the largest 

number of data packets lost during transmission over the 

network. 

According to the assumptions of this analysis, these QoS 

parameters will be used in the process of developing 5G 

QoS requirements supporting the three main business 

models of 5G. 

 

D| QUALITY REQUIREMENTS IN 5G NETWORKS 

5G mobile technologies that are expected to appear on the 

market in 2020 should significantly improve customers’ 

QoS in the context of the snowballing growth of 

data volume in mobile networks and the growth in the 

number of wireless devices and the variety of services 

provided [111]. It is expected that mobile communication 

networks built on the basis of 5G technologies will provide 

a data transfer speed of more than 10 Gb/s. 

Figure 21 shows the evolution of the QoS class from 2G to 

4G, which has doubled the QoS class. These trends raise 

the question of how many QoS classes will be enough for 

5G. 

Previous 4G technologies (LTE/LTE–Advanced) provide 

flexible QoS management based on the division of data 

transfer characteristics into nine classes. These classes 

cover both of the 4G quality principles: services provision 

without quality assurance (best effort or non-GBR) and 

guaranteed QoS provision (GBR). 

Unfortunately, these LTE technological advances in the 

field of QoS management cover only part of the E2E chain, 

in particular 5G–5G and 4G–4G intra-network connections. 

The quality management system does not extend to 

connections between 5G subscribers and other mobile 

2G/3G/4G and fixed networks. The absence of the 

possibility of coordinated and flexible quality 

management in fixed IP and mobile networks of previous 

generations will for a long time remain a brake on the new 

level of subscribers’ service quality in 5G networks. 

The METIS project has identified 12 use cases for 5G 

networks: virtual reality office, dense urban information 

society, shopping mall, stadium, tele protection in 

smart grid network, traffic jam, blind spots, real-time 

remote computing for mobile terminals, open-air festival, 

emergency communications, massive deployment of 

sensors and actuators, and traffic safety and efficiency, 

and has developed QoE requirements for them [116]. The  

 

 

Figure 21: Evolution of QoS classes in mobile networks 

 

QoE performance requirements that provide trust 

in network 5G are presented in Figure 22. The highest 

requirements for experienced user throughput are 

developed for the “virtual reality office” use case. End 

users should be able to experience data rates of at least 1 

Gbps in 95% of office locations and for 99% of the busy 

period. Additionally, end users should be able to 

experience data rates of at least 5 Gbps in 20% of office 

locations, for example, at their actual desks, for 99% of the 

busy period. The highest requirements for network latency 

are developed for the “dense urban information society” 

use case, in which deviceto-device (D2D) latency is less 

than 1 ms. The highest requirements for availability 

and reliability of the 5G network are identified for the 

“traffic safety and efficiency” use case: 100% availability 

with a transmission reliability of 99.999% is required to 

provide services at every point on the road. 

During the evolution of QoS management mechanisms in 

3GPP (Global System for Mobile Communications 

[GSM]/Universal Mobile Telecommunications System 

[UMTS]/LTE) networks, there was a migration from QoS 

management at the UE level to QoS management at the 

network level. Tis approach to QoS management will be 

maintained in 5G networks as well. QoS management 

mechanisms in 5G networks should provide video and 

voice over IP (VoIP) traffic prioritization toward web-

search traffic and other applications tolerant to quality. 

 

Figure 22: QoE Performance Requirements for 5G Networks 
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The service of streaming video transfer without buffering 

is very sensitive to network delay, so one of the most 

important parameters that determine QoS requirements is 

the total PDB, which is formed on the RAN air interface and 

is treated as the maximum packet delay with a confidence 

level of 98%. 

 

Figure 23: Requirements for Delay in 3G/4G/5G Networks 

 

Figure 23 lists the requirements for delay in 3G/4G/5G 

networks formed in 3GPP [116] and the METIS project. 

These data demonstrate that with the increase in mobile 

network generation, the requirements for the lower 

boundary of the total data delay across the network 

decline. Also, an analysis of the requirements for the 

overall 5G network delay revealed that given the 

accumulation effect, the delay in the 5G RAN network 

should be less than 1 ms. 

A comparison of the requirements for delay in the control 

and user planes for signaling traffic and user traffic, 

respectively, presented in Figure 24, shows that the 

requirements for 5G networks will be twice as rigid for 

traffic in the user plane and 10 times more rigid in the 

subscriber traffic plane [114]. 

 

Figure 24: Requirements for delay in control and user planes for 

4G/5G networks 

 

The emergence of 5G networks in the market in 2020 will 

focus on a significant improvement in the characteristics 

of mobile networks, including QoS, which will provide a 

high level of trust in these networks. 

A one-sided view of trusted 5G networks from the security 

position alone will limit the growth in trust of customers 

and regulators. Developing high-level requirements in the 

QoS field will allow 5G developers to obtain trust in 5G at 

an early stage. 

Given that the principles of QoS control will be preserved 

during the transition from 4G to 5G, the main effort of 5G 

developers should be focused on the virtualization of 

network functions that are responsible for the 

management and control of QoS in the network. Also, the 

QoS architecture of 5G should provide information 

exchange between the QoS manager and the Spectrum 

Manager for the effective management of spectrum 

resources, with the benefit of ensuring QoS and trust in 5G 

networks. 

 

VI| ENERGY EFFICIENCY FOR 5G NETWORKS 

The need for media rich input/output, computation 

and communication forces users to charge their 

mobile devices more often. On the other side, 

network operators have been adding more and more 

base stations (BSs) to meet a higher service demand. 

A large portion of the network operators’ 

operational costs are due to energy consumption of 

the wireless systems for both mobile users and 

service providers. The fifth-generation infrastructure, 

when defined as the ultra-broadband network, will be 

associated with the true revolution into communication 

field, taking forward new services to everyone and 

everything. The 5G mobile networks are required to have 

tremendous spectral efficiency (SE) and energy efficiency 

(EE) improvement simultaneously. As a result, these 

efficiencies together with cost efficiency have been 

widely used like three obligatory 5G evolution metrics. In 

addition, joint energy and communication can maximally 

save cost by applying both energy cooperation on the 

supply side and communication operation on the demand 

side. As for 5G networks, the primary goal is to satisfy a 

variety of users’ needs in a more energy efficient 

manner. The question often arises is where the energy can 

be further saved and what available information in the 

network can be explored. 

 

A| ENERGY SAVING APPROACH 

The number of subscribers and thus the increased 

traffic intensity in cellular networks has moved the 

limits of capacity and energy consumption because 

mobile equipment is working in all days of a 24/7/365 

regime. On the other hand, energy saving approach is one 

of the way to improve the efficiency of cellular networks. 

For network operators, it is difficult to maintain the 

capacity growth utilize bandwidth, decrease delay and to 
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limit at the same time energy consumption. The following 

framework has to be taken into account [117]: 

Deployment-energy tradeoff to balance the 

deployment cost, throughput and energy consumption in 

the whole network 

Spectrum-energy tradeoff in order to balance the 

accessible rate and energy consumption of the system 

Bandwidth-power tradeoff in order to balance the 

bandwidth utilized and the required power for 

transmission 

Delay-power tradeoff to balance the average 

end-to-end delay and the average consumed power in the 

transmission. 

Using these tradeoffs in different research aspects, 

energy saving approach can be easily obtained. Network 

infrastructure, sharing and BS sharing off are promising 

solutions for energy and cost reduction bringing for 

mobile operators the decrement of capital and operational 

expenditures associated with the deployment and the 

operation of the cellular networks [118]. There exist three 

types of sharing [119]: passive, active and roaming-based. 

Passive sharing understands the joint use of sites, masts, 

building among mobile network operators (MNOs). In 

active sharing the MNOs share antennas, switches, and 

backhaul network equipment, while in roaming-based 

sharing one MNO relies on the coverage of another one on 

a permanent basis in a region. 

 

B| ENERGY AND INFORMATION FLOW IN MOBILE 
NETWORKS 

Applying both energy and communication cooperation 

maximally save cast can be achieved. Energy cooperation 

is on the supply side, while communication one is on the 

demand side. An example of a model of cellular networks 

with energy and communication cooperation among BSs 

[120] is shown in Figure 25. 

The energy trading and sharing is enabled using 

aggregator. This is upper energy cooperation layer [121]. In 

principle, aggregators enable to cluster BSs into a finite 

number of groups. An aggregator serves as an 

intermediary device to control each group of BSs for the 

grid. In that case, two-way energy flow between the grid 

and BS groups will be provided. Communication 

cooperation serves to a cost saving on the demand side 

and seeks to minimize the total energy cost by optimally 

utilizing cheap renewable energy and reliable on-grid 

energy. In the case of joint operation, the BSs share the 

energy information by using the two-way information flow 

through smart meters. The communication information is 

exchanged through the backhaul connections. It can be 

seen that the joint energy and communication 

cooperation is more complex compared to energy or 

communication operation separately. 

 

 

Figure 25: Energy and communication cooperation in 

mobile networks 

 

C| ADVANCES IN ENERGY EFFICIENCY FOR MOBILE 
NETWORKS 

EE for wireless networks is the metric of interest when 

taking into account energy consumption. Among other 

definitions, a satisfactory operational one which was 

proposed by Lawrence Berkeley National Laboratory says 

that EE "is using less energy to provide the same service". 

The ability to adopt the transmission strategy according to 

the traffic demands will become an important design 

aspect of EE. Network infrastructure should be regarded 

as a resource that can be released or occupied on demand. 

To handle the exponential growth of mobile data traffic 

while alleviating the huge cost of infrastructure 

investment, massive multiple-input multiple-output 

(MIMO), small cells, and device-to-device (D2D) 

communications have been proposed for Long Term 

Evolution Advanced (LTE-A) networks. The full application 

of these technologies could be expected in 5G systems. 

Network energy performance is one of a crucial 

requirement of 5G networks, because of reduced cost 

ownership and facilities in the process of extensions 

network connectivity to remote areas. 5G systems with 

high energy performance should be built on the principle 

to only be active and transmit when and where needed. To 

only be active when needed implies an always available 

approach with dynamic activation on several levels: nodes, 
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functionality, subsystems and components. To only 

transmit when needed refers in particular to minimized 

transmissions not directly related to the delivery of user 

data. To only be active where needed covers the spatial 

domain of "always available" and may refer both to the 

same levels as above but with addition of extra dimension 

to distributed structures. 

One of the goals of 5G networks is transmitting as high 

data rate as possible taking into account users’ need in a 

more energy efficient manner. In connection with this, it 

should be noted the importance of identifying where 

energy can be saved. Outlines for advances in 5G mobile 

network technology can be presented in a step by step 

form in Figure 26. 

 

 

 

 

 

 

 

 

Figure 26: Outlines for advances in 5G 

mobile networks 

 

Traditional MIMO systems improve EE because 

of the array gain, spatial diversity and/or spatial 

multiplexing gains. On the other side, massive 

(large-scale) MIMO is a form of multi-user MIMO in which 

the number of antennas at the BS is much larger 

comparing to the number of devices per signaling 

resource. This concept allows for order of magnitude 

improvement in SE and EE using relatively simple 

processing [122, 123]. Massive MIMO can increase the 

capacity 10 times or more and simultaneously improve the 

radiated EE on the order of 100 times. Finally, a small cell is 

formed using low-power and low-cost micro, pico and 

femto BSs. With an improved frequency reuse factor, a 

small cell is able to enhance SE. At the same time, with 

reduced distance between the user and the BS, the 

required transmit power to overcome path loss, fading 

and noise is also reduced. As a result, both uplink and 

downlink EE can be improved [124]. 

There is a great potential for 5G networks to improve both 

SE and EE, leading toward ultra-dense heterogeneous 

network (HetNet) environment [125]. As for EE, the 

deployment of massive MIMO and HetNets for same 

coverage is still under discussion. Control in HetNets can 

provide more flexible and higher EE for a large number of 

small cells, while a massive MIMO cell performs better 

than a small number of small cells due to its large array gain 

[126]. By reducing the size of the cell, area SE is increased 

through higher frequency reuse, while transmit power can 

be reduced such that the power lost through propagation 

will be lower. This approach can provide a flexible 

coverage and improved SE and EE. 

An approach to solve the highly dense network 

problems will be through direct mobile-to-mobile 

communication in order to either share their radio 

access connection, or to exchange information. D2D 

communications can reduce interferences especially 

in unlicensed frequency bands. Together with small 

cells, D2D communication will support low-cost 

architecture. In that way D2D communications can 

significantly improve EE for devices. Also, more 

freedom for D2D users in the sense of directly transmission 

of data, directly reusing the resource of cellular users and 

by communicating with each other through the BS in the 

standard way, can be provided [127]. An example of D2D 

communications in HetNets is shown in Figure 27. 

 

 

Figure 27:  An example of D2D communications 

in HetNets 

 

Users in cellular networks can transmit data directly to 

each other. Due to physical proximity, D2D communication 

provides proximity gain, reuse gain and hip gain. In that 

way D2D communication improves EE, which is one of 

significant performance metrics. The main characteristics 

are: energy constraints, bandwidth constraints, and 

multihop transmission [128]. In terms of energy 

constrained networks, the capacity per energy cost over a 

single link is considered in [129], while the bit per Joule 

capacity for wireless data delivery is proposed in [130]. For 

short distance communications, energy cost in the circuit 

becomes nontrivial, yielding a more complicated issue for 

the possible power region. 
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VII| CONCLUSION 

Rapid penetration of wireless connectivity, almost 

exponential increase in wireless data (multimedia) usage 

and proliferation of feature-rich smart devices are 

gradually setting the stage for next major cellular 

evolution towards 5G. Next generation 5G wireless 

systems are already promising a manifold increase in data 

rate, connectivity and QoS. A plethora of new applications, 

like IoT, smart grids and IoV are expected to be supported 

under the umbrella of 5G systems. In this survey, we 

provide a comprehensive review of cellular evolution 

towards 5G networks. We begin with pointing out the new 

architectural paradigm shift, associated with the design of 

radio network layout, air interfaces, smart antennas, cloud 

and heterogeneous RAN. Subsequently, we give a detailed 

description of the underlying physical layer technology. 

This includes understanding of new physical channels, 

estimating new channel models with LOS/NLOS, novel 

antenna design, beamforming and massive MIMO. Next, 

we discuss the major MAC layer protocols and 

multiplexing schemes, like SDMA, IDMA and evolution of 

existing OFDM, required to efficiently support the new 

physical characteristics. Novel emerging applications, like 

D2D and M2M communications, IoT, Vehicular 

communications and Healthcare applications form the 

major driving force behind 5G. We digress into the details 

of these killer applications to understand the associated 

impact on the cellular evolution. As 5G is expected to offer 

a much better user experience, we highlight the new QoS, 

QoE and SON features, associated with the evolution of 5G 

networks. A major concern behind the massive roll out of 

5G lies in increasing energy consumption and the 

associated greenhouse gas emissions and opex. This 

motivates us to make a review on energy aware BS, energy 

efficient backhaul and cost efficiency. In order to realize 

the current state of the implementation, we also look into 

the major 5G field trials, drive tests and simulations. Finally, 

we point out major existing research challenges and 

identify possible future research directions. We believe 

that our survey will serve as a guideline for major future 

research works in 5G wireless communications. 
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