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ΕΙΣΑΓΩΓΗ

Η ραγδαία ανάπτυξη της τεχνολογίας στους τομείς των βάσεων δεδομένων, 

των αποθηκευτικών μέσων και των συσκευών συλλογής δεδομένων, έχει επιτρέψει 

την καταγραφή ενός τεράστιου όγκου πληροφοριών σε εταιρικές βάσεις 

δεδομένων. Ανεξάρτητα από τη χρήση των πληροφοριών αυτών για την 

υποστήριξη των καθημερινών δραστηριοτήτων της εταιρίας, η αυτοματοποιημένη 

ανάλυση των πληροφοριών από την εταιρία, με τη χρήση μεθοδολογιών εξόρυξης 

γνώσης, μπορεί να συντελέσει στη λήψη καθοριστικών αποφάσεων για 

μελλοντικές της κινήσεις. Από την άλλη πλευρά, συχνά οι πληροφορίες που 

καταγράφονται στις εταιρικές βάσεις δεδομένων εμπεριέχουν ευαίσθητα 

προσωπικά δεδομένα (π.χ. συναλλαγές ατόμων με την εταιρία) ή/και εταιρικά 

μυστικά (π.χ. τεχνογνωσία για νέα προϊόντα ή μελλοντικές υπηρεσίες). Η γνώση 

των πληροφοριών αυτών από μη εξουσιοδοτημένα άτομα μπορεί να θέσει σε 

κίνδυνο την ιδιωτικότητα των ατόμων των οποίων τα στοιχεία έχουν καταγραφεί 

στη βάση δεδομένων ή και να δώσει συγκριτικό πλεονέκτημα σε κάποια εταιρία 

έναντι των ανταγωνιστών της. Η ανάγκη προστασίας των ευαίσθητων προσωπικών 

δεδομένων και/ή της γνώσης που βρίσκεται «κρυμμένη» σε βάσεις δεδομένων που 

υποστηρίζουν καθημερινές λειτουργίες, οδήγησε στη δημιουργία ενός νέου τομέα 

έρευνας που είναι γνωστός με το όνομα «Προστασία της Ιδιωτικότητας κατά την 

Εξόρυξη Γνώσης» (Privacy Preserving Data Mining). Στόχος του συγκεκριμένου 

τομέα είναι η κατασκευή αλγορίθμων που να εγγυώνται την προστασία της 

ιδιωτικότητας των ατόμων των οποίων τα στοιχεία καταγράφονται σε βάσεις 

δεδομένων, καθώς επίσης και την προστασία εταιρικών μυστικών που μπορούν να 

ανακαλυφθούν κατά την εφαρμογή αλγορίθμων εξόρυξης γνώσης.
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Ο τομέας της Προστασίας της Ιδιωτικότητας κατά την Εξόρυξη Γνώσης 

ξεκίνησε το 2000 με δύο ερευνητικές εργασίες που αφορούσαν τη δημιουργία 

κατηγοριοποιητών από ευαίσθητα δεδομένα, τα οποία και έπρεπε να παραμείνουν 

απόρρητα. Από τότε, πολλές ήταν οι κατευθύνσεις του τομέα οι οποίες 

ερευνήθηκαν, ενώ επίσης πολλές μεθοδολογίες προτάθηκαν σε κάθε κατεύθυνση. 

Ορισμένες από τις σπουδαιότερες κατευθύνσεις που έχουν ερευνηθεί, είναι οι 

ακόλουθες: (α) προστασία της ιδιωτικότητας των ατόμων κατά τη δημοσιοποίηση 

συλλογών δεδομένων, (β) προστασία των ευαίσθητων προτύπων που μπορεί να 

ανακαλυφθούν κατά τη διαδικασία εξόρυξης γνώσης, (γ) έλεγχος και τροποποίηση 

ή απόκρυψη αποτελεσμάτων επερωτήσεων προς βάσεις δεδομένων, τα οποία 

αφορούν ευαίσθητα δεδομένα, (δ) προστασία των δεδομένων κατά την από κοινού 

ανάλυσή τους από συνεργαζόμενους φορείς, και (ε) θεωρητικά ζητήματα που 

αφορούν τη δυνατότητα κλιμάκωσης των αλγορίθμων απόκρυψης σε 

πολυδιάστατα δεδομένα. Τα τελευταία χρόνια, έχει αναπτυχθεί ένα σύνολο 

αλγορίθμων για την προστασία της ιδιωτικότητας κατά την εξόρυξη γνώσης από 

ένα σύνολο διαφορετικών μορφών δεδομένων από ότι τα παραδοσιακά δεδομένα 

συναλλαγών. Χαρακτηριστικά παραδείγματα αποτελούν μεθοδολογίες που έχουν 

προταθεί για την προστασία της ιδιωτικότητας σε χωροχρονικά δεδομένα, σε 

δεδομένα κίνησης και τροχιών κινούμενων αντικειμένων, καθώς επίσης και σε 

«ροές» δεδομένων, όπου η πληροφορία γίνεται διαθέσιμη αυξητικά και με μη 

προκαθορισμένο ρυθμό.

Η παρούσα διατριβή προτείνει ένα σύνολο μεθοδολογιών για την προστασία 

της ευαίσθητης γνώσης κατά την εφαρμογή τεχνικών εξόρυξης σε διαφορετικά 

είδη δεδομένων (δεδομένα συναλλαγών και δεδομένα τροχιών κινούμενων 

αντικειμένων) και σε διαφορετικές τεχνικές εξόρυξης δεδομένων (εξόρυξη συχνών 

στοιχειοσυνόλων και κανόνων συσχέτισης, εξόρυξη ακολουθιακών προτύπων και 

εξόρυξη χωροχρονικών προτύπων που αφορούν τροχιές κινούμενων 

αντικειμένων). Η διατριβή είναι χωρισμένη σε τρία μέρη. Το πρώτο μέρος
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επικεντρώνεται στην προστασία της ευαίσθητης γνώσης κατά την εξόρυξη συχνών 

στοιχειοσυνόλων και κανόνων συσχέτισης από δεδομένα συναλλαγών (σχεσιακά 

δεδομένα). Συγκεκριμένα, προτείνεται ένα σύνολο τεχνικών οι οποίες 

επιτυγχάνουν την απόκρυψη όλης της ευαίσθητης γνώσης στα δεδομένα 

συναλλαγών αποφεύγοντας τυχόν παρενέργειες και επιφέροντας με αυτόν τον 

τρόπο τη μικρότερη δυνατή τροποποίηση της αρχικής βάσης. Επίσης, προτείνεται 

ένα πλαίσιο για την παραλληλοποίηση των τεχνικών απόκρυψης το οποίο εγγυάται 

την ικανότητα κλιμάκωσης και την ελαχιστοποίηση του χρόνου εκτέλεσης των 

τεχνικών προστασίας.

Στο δεύτερο μέρος της διατριβής, γενικεύουμε τους αλγορίθμους 

απόκρυψης που αναπτύξαμε στο πρώτο μέρος, εφαρμόζοντάς τους σε σύγχρονες 

μορφές δεδομένων, όπως είναι οι τροχιές κινούμενων αντικειμένων. Οι προκλήσεις 

που καλούμαστε να αντιμετωπίσουμε σε αυτό το μέρος έχουν να κάνουν με την 

χρονική και την χωρική φύση των δεδομένων. Σε αντίθεση με τα δεδομένα 

συναλλαγών, οι νέες τεχνικές καλούνται να ανιχνεύσουν περιοχές κινδύνου μέσα 

σε τροχιές κινούμενων αντικειμένων και να τις καταστήσουν ανώνυμες, δηλαδή να 

αποτρέψουν τη σύνδεση της τροχιάς με κάποιο συγκεκριμένο χρήστη. Στα πλαίσια 

του μέρους αυτού στηριζόμαστε στο σύστημα διαχείρισης τροχιών κινούμενων 

αντικειμένων HERMES (υλοποιημένο πάνω στο ΣΔΒΔ της Oracle) και 

προτείνουμε μια μηχανή επερωτήσεων (HERMES++) μέσω της οποίας οι διάφοροι 

(μη έμπιστοι) χρήστες ενός ΣΔΒΔ μπορούν να υποβάλλουν επερωτήσεις σχετικά 

με ένα σύνολο από καταχωρημένες τροχιές κινούμενων αντικειμένων. Στόχος του 

HERMES++ είναι να εξασφαλίσει ότι οι απαντήσεις στις υποβαλλόμενες 

επερωτήσεις θα αποτρέπουν επιθέσεις ανακάλυψης-ταυτοποίησης και επιθέσεις 

παρακολούθησης συγκεκριμένης, καταχωρημένης, τροχιάς-χρήστη.

Στο τρίτο μέρος της διατριβής γενικεύουμε το πρόβλημα της απόκρυψης 

τροχιών εξετάζοντας την εφαρμογή του σε ένα δυναμικό σύστημα στο οποίο τα 

δεδομένα παράγονται σε πραγματικό χρόνο. Συγκεκριμένα, οι τροχιές των
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κινούμενων αντικειμένων παύουν να είναι στατικά αποθηκευμένες σε ένα ΣΔΒΔ, 

αλλά αποθηκεύονται σημείο προς σημείο τη στιγμή της κίνησης των αντικειμένων. 

Επίσης, υπεισέρχεται η έννοια του «συνωστισμού» (traffic) καθώς και του δικτύου 

κίνησης (π.χ. οδικό δίκτυο) των αντικειμένων, ενώ και η προστασία της 

ιδιωτικότητας αφορά πλέον αιτήσεις που λαμβάνουν χώρα σε πραγματικό χρόνο. 

Μια τυπική εφαρμογή που πληροί όλες τις παραπάνω προϋποθέσεις, αποτελούν τα 

συστήματα παροχής υπηρεσιών θέσης. Τα συστήματα αυτά έχουν αυξημένες 

απαιτήσεις σε υπολογιστικό κόστος, ικανότητα κλιμάκωσης (υποστήριξη πολλών 

χρηστών και ταυτόχρονων αιτήσεων για υπηρεσίες θέσης), ταχύτητα απόκρισης, 

ανοχή σε σφάλματα και διαθεσιμότητα. Ως μέρος της παρούσας διατριβής 

προτείνουμε ένα σύνολο μεθοδολογιών για την προστασία της ιδιωτικότητας (ως 

καταγραφή θέσης από την οποία έλαβε χώρα μια αίτηση για υπηρεσία θέσης ή/και 

τροχιά του κινούμενου αντικειμένου μέχρι την παροχή της ζητούμενης υπηρεσίας) 

κατά την ελεύθερη κίνηση των αντικειμένων στο σύστημα, καθώς επίσης και κατά 

την κίνηση των αντικειμένων πάνω σε πραγματικά οδικά δίκτυα. Προκειμένου να 

καλύψουμε τις προαναφερθείσες ανάγκες ενός τέτοιου συστήματος, 

χρησιμοποιούμε τις χωρικές δυνατότητες των σύγχρονων ΣΔΒΔ όπως αυτό της 

Oracle, της DB2 και του SQLServer. Τέλος, προτείνουμε ένα ολοκληρωμένο 

σύστημα, το PLOT, το οποίο αποτελεί την πρώτη εργαλειοθήκη που έχει προταθεί 

ως σήμερα για την υλοποίηση νέων αλγορίθμων προστασίας θέσης/τροχιάς σε 

υπηρεσίες θέσης, καθώς επίσης και για τη σύγκριση τεχνικών προστασίας 

θέσης/τροχιάς ως προς ένα σύνολο παραμέτρων.

Οι βασικότερες συνεισφορές της παρούσας διατριβής είναι οι ακόλουθες:

• Προτείνουμε τις πρώτες τεχνικές στον τομέα για την «ακριβή» απόκρυψη 

ευαίσθητης γνώσης κατά την εξαγωγή συχνών στοιχειοσυνόλων και κανόνων 

συσχέτισης από δεδομένα συναλλαγών. Οι ως σήμερα προτεινόμενες τεχνικές 

ήταν ευρεστικής φύσεως με αποτέλεσμα αρκετά συχνά να αποτυγχάνουν να
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ανακαλύψουν μια λύση χωρίς παρενέργειες και με μικρή τροποποίηση της αρχικής 

βάσης. Οι αλγόριθμοι που προτείνουμε μοντελοποιούν τη διαδικασία απόκρυψης 

γνώσης ως ένα πρόβλημα βελτιστοποίησης, όπου οι περιορισμοί διαχωρίζουν τα 

συχνά από τα μη συχνά στοιχειοσύνολα στη νέα βάση προκειμένου να μην 

υπάρχουν παρενέργειες κατά την απόκρυψη. Επιπλέον, το κριτήριο 

βελτιστοποίησης του παραγόμενου προβλήματος περιορισμών διασφαλίζει ότι η 

τροποποίηση των συναλλαγών της αρχικής βάσης θα είναι ελάχιστη.

• Προτείνουμε ένα ολοκληρωμένο σύστημα ελέγχου επερωτήσεων το οποίο 

επιτρέπει σε ένα σύνολο χρηστών να θέσουν επερωτήσεις αναφορικά με τροχιές 

που βρίσκονται αποθηκευμένες σε κάποια βάση δεδομένων. Οι ως σήμερα 

τεχνικές προσέφεραν μηχανισμούς ασφαλείας για την προστασία των βάσεων 

δεδομένων σε στατιστικές βάσεις με δεδομένα συναλλαγών. Συγκεκριμένα, οι 

υπάρχουσες τεχνικές στον τομέα αυτό μπορούν να ταξινομηθούν στις ακόλουθες 

ομάδες: (α) εννοιολογικές, (β) περιορισμού επερωτήσεων, (γ) εισαγωγής θορύβου 

στα δεδομένα, και (δ) εισαγωγής θορύβου στην απάντηση. Όλες οι 

προαναφερθείσες κατηγορίες αφορούν αποκλειστικά αριθμητικές ή/και 

συναθροιστικές επερωτήσεις σε στατιστικά δεδομένα και επομένως καμιά άλλη 

πληροφορία από τη βάση δεδομένων δε γνωστοποιείται στον ερωτώντα. Το 

προτεινόμενο σύστημα επεκτείνει την υπάρχουσα έρευνα στον τομέα των 

περιοριστικών τεχνικών προσφέροντας μια πληθώρα επιτρεπόμενων τύπων 

επερωτήσεων, τόσο για τροχιές κινούμενων αντικειμένων, όσο και για συμβατικά 

είδη δεδομένων. Παράλληλα, αποτρέπει ένα σύνολο επιθέσεων στο σύστημα για 

την παρακολούθηση των τροχιών-χρηστών.

• Προτείνουμε ένα σύνολο αλγορίθμων με στόχο την παροχή υπηρεσιών θέσης τόσο 

στα πλαίσια ελεύθερης κίνησης των αντικειμένων όσο και στα πλαίσια δικτυακών 

υποδομών (όπως είναι π.χ. ένα οδικό δίκτυο), όπου ορίζεται ένα σύνολο από 

επιτρεπόμενες (δυνατές) και μη επιτρεπόμενες διαδρομές. Οι ως σήμερα τεχνικές
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αφορούσαν ελεύθερη κίνηση των αντικειμένων και αγνοούσαν την ύπαρξη 

κάποιας δικτυακής υποδομής η οποία επιφέρει ένα σύνολο ευεργετικών 

αποφάσεων αναφορικά με το επίπεδο προστασίας της ιδιωτικότητας του κάθε 

χρήστη στο σύστημα. Επιπροσθέτως, εξετάζουμε την εύρεση συχνών 

(χωροχρονικών) προτύπων κίνησης για κάθε χρήστη στα πλαίσια μιας δικτυακής 

υποδομής και το διαχωρισμό των προτύπων αυτών σε ασφαλείς και ανασφαλείς 

διαδρομές για κάθε χρήστη. Η γνώση των ανασφαλών διαδρομών κάθε χρήστη στο 

σύστημα επιτρέπει στους αλγορίθμους μας να εγγυηθούν την καλύτερη προστασία 

του χρήστη κατά τη χρήση υπηρεσιών θέσης.

• Τέλος, προτείνουμε το πρώτο ολοκληρωμένο σύστημα που παρέχει την κατάλληλη 

υποδομή για τη δημιουργία νέων (κεντρικοποιημένων) αλγορίθμων προστασίας 

θέσης και τροχιάς κινούμενων αντικειμένων, καθώς επίσης και για την εις βάθος 

σύγκριση ενός συνόλου μεθοδολογιών προστασίας θέσης/τροχιάς με τη βοήθεια 

πολλαπλών μέτρων σύγκρισης. Οι έως σήμερα προτεινόμενες τεχνικές για την 

προστασία θέσης/τροχιάς κινούμενων αντικειμένων δε βασίζονταν σε κάποιο 

κοινό πλαίσιο το οποίο θα μπορούσε να χρησιμοποιήσει κανείς προκειμένου να 

προχωρήσει στη σύγκρισή τους. Επιπλέον, η δημιουργία νέων αλγορίθμων στον 

τομέα αυτό ήταν δύσκολη λόγω της έλλειψης κάποιας υποδομής που θα παρείχε 

τις βασικές δομές και τις πρωταρχικές συναρτήσεις τις οποίες θα μπορούσε να 

χρησιμοποιήσει κανείς προκειμένου να διευκολυνθεί στην κατασκευή νέων 

αλγορίθμων. Το σύστημα που προτείνουμε προσφέρει μια ολοκληρωμένη λύση 

στα παραπάνω ζητήματα.

Στο Παράρτημα που ακολουθεί παρέχεται λεπτομερής ανάλυση όλων όσων 

αναφέρθηκαν παραπάνω.
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Since its inception in 2000, privacy preserving data mining has gained increasing popularity 

in the data mining community. This line of research can be primarily attributed to the 

growing concern of individuals and organizations regarding the violation of privacy in the 

mining of their data by the existing data mining technology. As a result, a whole new body 

of research emerged, providing novel approaches for the mining of data, while prohibiting 

the leakage of private and sensitive information.

In this dissertation, we investigate a set of methodologies for the preservation of 

privacy in different contexts, data domains, and application scenarios. The dissertation 

is divided into three parts: In the first part, we investigate methodologies for the hiding 

of sensitive knowledge in the form of association rules, extracted from large transactional 

databases. Our research in this area led to the proposal of a new direction of approaches 

that guarantee optimality in the hiding solution by introducing the least side-effects and by 

causing minimal distortion to the original data.

In the second part of the dissertation, we extend the applicability area of association 

rule hiding (and, generally, semantic knowledge hiding) by applying similar techniques for 

the hiding of various types of temporally and spatially annotated data. Trajectory data leads 

to a more powerful kind of knowledge than the one that is produced by association rules and
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transactional data. First, there exists an ordering of the elements in the trajectories, thus we 

are faced with sequential data. Second, since mobility data is of spatiotemporal nature, both 

the spatial and the temporal dimension of the data require special handling. Our contribution 

in this part of the thesis is a privacy aware trajectory tracking query engine, which enables a 

set of untrusted end users to query trajectory data that is stored in a database. The proposed 

engine guarantees that the information that is returned to the end users as part of a query, 

does not violate the privacy of the users whose movement in recorded in the database. 

Moreover, special care is taken to shield the database against different types of attacks.

In the last part of the dissertation, we go even further by investigating trajectory 

hiding in a dynamic, real-time environment. In particular, we consider real-time (rather 

than historical) traffic data produced by a number of users who are on the move. Each user 

is equipped with a mobile device that regularly transmits his/her location to a given station. 

Users subscribe to a set of services that depend on user location and are free to request 

any service at any time. The research problem we investigate deals with the offering of 

the requested services in a privacy aware manner, so that the identity of the requester is 

adequately protected. We have contributed a set of methodologies that protect the trajectory 

of the requester from the time of request, until the provision of the requested location based 

service. To shield the identity of the requester, we use his/her historical movement traces, 

as collected by the system, to build mobility patterns that capture the locations and times 

where his/her privacy is in danger. Then, we derive a set of privacy methodologies both for 

unconstrained and network-constrained user movement, which generalize (anonymize) the 

actual location of request as well as the subsequent locations of the user until the completion 

of the service. Moreover, we present PLOT, the first contributed open-ended toolbox for 

the offering of privacy in location based services.
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Chapter 1

Introduction

The significant advances in data collection and data storage technologies have provided the 

means for the inexpensive storage of enormous amounts of transactional data in data ware­

houses that reside in companies and public organizations. Apart from the benefit of using 

this data per se (e.g., for keeping up to date profiles of the customers and their purchases, 

maintaining a list of the available products, their quantities and price, etc), the mining of 

these datasets with the existing data mining tools can reveal invaluable knowledge that was 

unknown to the data holder beforehand. The extracted knowledge patterns can provide 

insight to the data holders as well as be invaluable in tasks such as decision making and 

strategic planning. Moreover, companies are often willing to collaborate with other entities 

who conduct similar business, towards the mutual benefit of their businesses. Significant 

knowledge patterns can be derived and shared among the collaborative partners through the 

aggregate mining of their datasets. Furthermore, public sector organizations and civilian 

federal agencies usually have to share a portion of their collected data or knowledge with 

other organizations having a similar purpose, or even make this data and knowledge public. 

For example, in the United States, the National Institutes of Health (NIH) [1] endorses re­

search that leads to significant findings which improve human health and provides a set of 

guidelines which sanction the timely dissemination of NIH-supported research findings for 

use by other researchers.
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As it becomes evident, there exists an extended set of application scenarios in which 

data or knowledge derived from the data has to be shared with other (possibly untrusted) en­

tities. The sharing of data and/or knowledge may come at a cost to privacy, primarily due to 

two reasons: (i) if the data refers to individuals (e.g., as in customers’ market basket data) 

then the disclosure of this data or any knowledge extracted from the data can potentially 

violate the privacy of the individuals if their identity is revealed to untrusted third parties, 

and (ii) if the data regards business (or organizational) information, then the disclosure of 

this data or any knowledge extracted from the data may potentially reveal sensitive trade 

secrets, whose knowledge can provide a significant advantage to business competitors and 

thus can cause the data holder to lose business over his/her peers. The aforementioned pri­

vacy issues in the course of data mining are amplified due to the fact that untrusted entities 

(adversaries) may utilize other external and publicly available sources of information (e.g., 

the yellow pages, public reports) in conjunction with the released data or knowledge, in 

order to reveal any protected sensitive information.

Since the pioneering work of Agrawal and Srikant [15], and Lindell and Pinkas 

[113], several approaches have been proposed for the offering of privacy in data mining. 

Most existing approaches can be classified along two broad categories: (i) data hiding 

methodologies that aim at the removal of confidential or private information from the data 

prior to its disclosure, and (ii) knowledge hiding methodologies that protect the sensitive 

data mining results (i.e. the extracted knowledge patterns) that were produced by the ap­

plication of data mining. The first category refers to methodologies that apply perturba­

tion, sampling, generalization/suppression, transformation, etc. techniques to the original 

datasets in order to generate their sanitized counterparts that can be safely disclosed to un­

trusted third parties. The goal of this category of approaches is to enable the data miner 

to get accurate data mining results when is not provided with the real data. On the other 

hand, the second category deals with distortion and blocking techniques that prohibit the 

disclosure of sensitive knowledge patterns derived through the application of data mining 

algorithms, as well as techniques for downgrading the effectiveness of the classifiers in
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classification tasks, such that they do not reveal any sensitive knowledge.

In this part of the dissertation, we focus on the knowledge hiding thread and study 

a specific class of methods in the knowledge hiding area, known as frequent itemset and 

association rule hiding1. “Association rule hiding” (a term used for brevity instead of the 

longer title “frequent itemset and association rule hiding”) has been mentioned for the first 

time in 1999 in a workshop paper by Atallah et al. [20]. The authors in [20], tried to apply 

general ideas regarding the implications of data mining in security and privacy of informa­

tion -  first presented by Clifton and Marks in [43] -  to the association rule mining [14] 

framework. Clifton and Marks following the suggestions of D.E. O’Leary [132] -  who was 

the very first to point out the security and privacy breaches that originate from data min­

ing algorithms -  indicated the need to consider different data mining approaches under the 

prism of preserving the privacy of information. Along these lines, they proposed a number 

of solutions like fuzification of the source database, limiting access to the source database, 

as well as releasing of samples instead of the entire database.

1.1 Privacy Issues and Research Challenges

The following scenario, borrowed from the work of Verykios et al. [172], exemplifies the 

necessity of applying association rule hiding algorithms to protect sensitive knowledge. Let 

us suppose that we are negotiating with Dedtrees Paper Company, as purchasing directors of 

BigMart, a large supermarket chain. They offer their products in reduced prices, provided 

that we agree to give them access to our database of customer purchases. We accept the deal 

and Dedtrees starts mining our data. By using an association rule mining tool, they find that 

people who purchase skim milk also purchase Green Paper. Dedtrees now runs a coupon 

marketing campaign offering a 50 cents discount on skim milk with every purchase of a 

Dedtrees product. The campaign cuts heavily into the sales of Green Paper, which increases 

the prices to us, based on the lower sales. During our next negotiation with Dedtrees, we find

1Other classes of methods under the same area, include classification rule hiding, clustering model hiding, 
sequence hiding, and so on and so forth. An overview of some of these methodologies can be found in [11,76, 
168]. Ref. [173] provides an extended survey of association rule hiding methods for privacy.

3

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



out that with reduced competition they are unwilling to offer to us a low price. Finally, we 

start losing business to our competitors, who were able to negotiate a better deal with Green 

Paper. In other words, the aforementioned scenario indicates that BigMart should sanitize 

competitive information (and other important corporate secrets of course) before delivering 

their database to Dedtrees, so that Dedtrees does not monopolize the paper market.

We should emphasize here that the association rule hiding problem can be consid­

ered as a variation of the well known database inference control problem [50] in statistical 

and multilevel databases. The primary goal in database inference control is to protect ac­

cess to sensitive information that can be obtained through nonsensitive data and inference 

rules. In association rule hiding we consider that it is not the data but the sensitive rules that 

create a breach to privacy. Given a set of sensitive association rules, which are specified by 

the security administrator, the task of the association rule hiding algorithms is to sanitize 

the data so that the association rule mining algorithms that will be applied to this data (i) 

will be incapable of discovering the sensitive rules under certain parameter settings, and (ii) 

will be able to mine all the nonsensitive rules and no other rules. The challenge that arises 

in association rule hiding can be stated as follows: How can we expect reasonable data 

mining results that will allow for correct decision making when, at the same time, prohibit 

the disclosure o f all the sensitive information?

Association rule hiding algorithms are fundamental in providing a solution to this 

problem. They accomplish this by causing a small deviation to the original database which 

blocks the production of the sensitive rules. What differentiates the quality of one approach 

from that of another is the actual harm that is introduced to the dataset (in terms of distor­

tion) as a result of the hiding process. Ideally, the hiding process should be accomplished in 

such a way that the nonsensitive knowledge remains, to the highest possible degree, intact. 

Another problem has been investigated recently, which even though it is not targeted to ad­

dressing privacy issues per se, it does give a special solution to the association rule hiding 

problem. The problem is known as inverse frequent itemset mining [124].
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1.2 Organization of the Rest of Part I

The rest of this part of the dissertation is organized as follows: In Chapter 2 we formalize 

the problem and provide the necessary background for its proper understanding. Then, in 

Chapter 3 we survey the state-of-the-art methodologies that have been proposed for asso­

ciation rule hiding. Chapter 4 summarizes our contributions in this area of research, which 

consist of three novel algorithms for the identification of optimal hiding solutions, as well 

as a parallelization framework for reducing the time that is necessary for the computation 

of the hiding solutions. In Chapter 5, we highlight the border revision process which is 

essential for the identification of optimal hiding solutions and is employed in all our pro­

posed hiding methodologies. Chapters 6, 7 and 8 present in detail the three methodologies 

that we have contributed for optimal association rule hiding. Following that, in Chapter 9 

we provide a novel framework that can be employed for the parallelization of all the three 

hiding methodologies, allowing the identification of optimal hiding solutions in a reduced 

time. Chapter 10 presents a strategy that enables the data holder to quantify the level of 

privacy that he/she wishes to achieve when hiding specific sensitive rules by using any of 

our proposed methodologies. Finally, Chapter 11 concludes this part of the dissertation by 

presenting a summary along with some potential future work.
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Chapter 2

Background and Problem

Formulation

In this chapter we provide all the necessary background which is essential for the proper 

understanding of the related work, as well as our contributions (i.e. [64,65,67,68,70,72]) 

provided in detail in the chapters that follow. Following that, we discuss the properties of 

an optimal hiding solution and formally set out the problem at hand.

2.1 Terminology and Preliminaries

Association rule mining is the process involving the discovery of sets of items (also known 

as itemsets) that frequently co-occur in a transactional database so as to produce association 

rules that hold for the data. Each association rule is defined as an implication of the form 

A ^  B, where A, B are frequent itemsets in the transactional database, such that A n  B = 0  

(i.e. A and B are disjoint). The itemset A U B that leads to the generation of an association 

rule is known as the generating itemset and consists of two parts, the Left Hand Side (LHS) 

or antecedent, which is the part on the left of the arrow of the rule (here A), and the Right 

Hand Side (RHS) or consequent, which is the part on the right of the arrow of the rule 

(here B). Two metrics, support and confidence, are incorporated to the task of association
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rule mining to drive the generation of association rules and expose only the ones that are 

expected to be of interest to the owner of the data. In particular, the measure of support 

eliminates rules that are not adequately backed up by the transactions of the dataset and 

thus are expected to be uninteresting, i.e. occurring simply by chance. On the other hand, 

confidence measures the reliability of the inference that is made by the rule [163] — a low 

value of confidence in a rule A ^  B shows that it is not very likely for itemset B to be 

present in transactions containing itemset A.

Frequent itemset mining (as well as association rule mining) was introduced by 

Agrawal, et al. [12,14] in 1993 and is defined as follows: Let I  = {i1, i2, . . . ,  iM} be a finite 

set of literals, called items, where M  denotes the cardinality of the set. Any subset I  C I  

is an itemset over I . A k-itemset is an itemset of length (equiv. of size) k, i.e. an itemset 

consisting of k items. A transaction T over I  is a pair T = (tid, I ) , where I  is the itemset and 

tid is a unique identifier, used to distinguish among transactions that correspond to the same 

itemset. A transaction database D = {T1, T2, . . . ,  TN} over I  is a N  x M  table consisting of 

N  transactions over I  carrying different identifiers, where entry Tnm = 1 if and only if the 

m-th item (m e  [1,M]) appears in the n-th transaction (n e  [1,N ]). Otherwise, Tnm = 0. A 

transaction T = (tid, J) supports an itemset I  over I , if I  C J. Let DI denote the supporting 

transactions of itemset I  in database D. Furthermore, let S be a set of items. Notation jp(S) 

denotes the powerset of S, which is the set of all subsets of S.

Given an itemset I  over I  in D, sup(I, D) denotes the number of transactions T e  D 

that support I  and freq(I, D) denotes the fraction of transactions in D that support I . An 

itemset I  is called large or frequent in database D , if and only if, its frequency in D is 

at least equal to a minimum threshold mfreq. Equivalently, I  is large in D, if and only, 

sup(I, D) > msup, where msup = mfreq x N . All the itemsets having a frequency lower 

than mfreq are called infrequent.

The theory of border is also important in our discussion. Let FD =  {I C I : freq(I, D) 

> mfreq} be the set of all frequent itemsets in D, and P  =  fp(I) be the set of all patterns 

in the lattice of D. The positive border of FD, denoted as Bd +(FD), consists of all the
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maximally frequent patterns in P , i.e. all the patterns in Fd , whose all proper supersets are 

infrequent. Formally, Bd+(FD) =  {I £ FD| for all J  £ P  with I C J  we have that J £ Fd }. 

Respectively, the negative border of Fd , denoted as Bd- (FD), consists of all the minimally 

infrequent patterns in P , i.e. all the patterns in P \ Fd , whose all proper subsets are frequent. 

Formally, Bd- (Fd ) =  {I £ P\ Fd | for all J  C I we have that J  £ Fd }. Finally, the border 

of Fd , denoted as Bd (Fd ) , is the union of these two sets: B d (Fd ) =  B d+(FD) U B d - (Fd ) . 

Borders allow for a condense representation of the itemsets lattice, identifying the key item- 

sets which separate all frequent patterns from their infrequent counterparts. More details 

regarding the border theory and its underlying concepts can be found in the work of Mannila 

and Toivonen [117]. The need to revise the border so as to hide certain sensitive associa­

tion rules is paramount to all our proposed hiding algorithms. A presentation of the theory 

of border revision is given in the work of Moustakides and Verykios [128], while efficient 

algorithms for the computation of the borders can be found in [64,117]. Chapter 5 also 

highlights the process of border revision as well as it provides a set of algorithms for the 

efficient computation of both the original and the revised borders.

2.2 Problem Formulation and Statement

Knowledge hiding, in the context of association rule mining, aims at sanitizing the original 

database in a way that at least one of the following goals is accomplished: (i) no rule that 

is considered as sensitive from the owner’s perspective, can be revealed from the sanitized 

database when this is mined at pre-specified thresholds of confidence and support (or at any 

value higher than these thresholds), (ii) all the nonsensitive rules can be successfully mined 

in the sanitized database at pre-specified thresholds of confidence and support (or higher), 

and (iii) no rule that was not found in the original database can be found its sanitized coun­

terpart when mining this database at pre-specified thresholds of confidence and support (or 

higher). The first goal requires all the sensitive rules to disappear in the sanitized database. 

A hiding solution that achieves this goal is called feasible. The second goal simply states 

that there should be no lost rules in the sanitized database. The third goal says that no false
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rules (also known as ghost rules) should be produced when mining the sanitized database 

as a side-effect of the sanitization process. Generally speaking, in the typical case hiding 

scenario, the sanitization process has to be accomplished in a way that minimally affects the 

original database, preserves the general patterns and trends, and achieves to conceal the sen­

sitive knowledge. A solution that addresses all the above mentioned goals (i.e. it is feasible 

and introduces no side-effects in the sanitization process) is called exact. All the associa­

tion rule hiding approaches that we have contributed and are presented in detail in Chapters 

6,7 and 8 aim at identifying exact hiding solutions. We should point out that we address the 

problem of sensitive knowledge hiding by properly covering up a user-defined set of item- 

sets that lead to the generation of sensitive rules. From here on, we refer to these itemsets 

as sensitive and our goal is to ensure that they cannot be mined from the released database 

at the same (or higher) thresholds of support and confidence. As we demonstrate in Chapter 

3 the hiding of sensitive association rules through the hiding of their generating itemsets is 

a very common strategy that is adopted by the overwhelming majority of researchers. By 

ensuring that the itemsets that lead to the generation of a sensitive rule become insignificant 

in the released dataset, the data owner can be certain that his/her sensitive knowledge is 

adequately protected from untrusted third parties.

Based on the notation presented in Section 2.1, we proceed to our problem’s state­

ment. In what follows, we assume that we are provided with a database DO, consisting 

of N  transactions, and a threshold mfreq set by the owner of the data. After performing 

frequent itemset mining in DO with mfreq, we yield a set of frequent patterns, denoted as 

Fd0 , among which a subset S contains patterns which are considered to be sensitive from 

the owner’s perspective.

Given the set of sensitive itemsets S, we define the set Smin = {I G S | for all J  C 

I, J  G S } that contains all the minimal sensitive itemsets from S, and the set Smax = {I G 

F d0 13J G Smin, J  C I} that contains all the itemsets of Smin along with their frequent super­

sets. Our goal is to construct a new, sanitized database D , which achieves to protect the 

sensitive itemsets from disclosure, while leaving intact the nonsensitive itemsets existing in
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F d0 . The hiding of a sensitive itemset corresponds to a lowering of its statistical signifi­

cance, depicted in terms of support, in the resulting database. To be more specific, what we 

want to achieve is to minimally modify the original dataset D0 in such a way that when the 

sanitized dataset D is mined at the same (or a higher) level of support, the frequent patterns 

that are discovered are exactly those in F® =  Fd0 — Smca. We call this set ideal as it pertains 

to an exact hiding solution. To formulate this set we use Smax instead of S since, due to the 

apriori principle [14], hiding of the itemsets in S has as a consequence the hiding of all 

itemsets in Smax. When constructed, database D can be safely released since it protects the 

sensitive knowledge. The key step in the association rule hiding methodologies lies on the 

minimum impact1 of DO to construct D . All the solutions that are presented in this part of 

the dissertation are based on this principle. Furthermore, in all our proposed methodologies 

we are interested in computing exact hiding solutions that cause the least possible distortion 

to the original database; we term these solutions as ideal or optimal. Finally, in the case 

of hiding problems where an exact solution cannot be attained we need to result to the best 

possible non-exact feasible solution. We call such a solution approximate.

1The impact is minimum when from the frequent itemsets in DO, only the itemsets in Smax become infre­
quent in the released database D .
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Chapter 3

Related Work

In this chapter, we present a taxonomy of frequent itemset and association rule hiding algo­

rithms after having reviewed a large collection of independent works in the area. In order 

to be able to classify the various algorithms, we propose a set of orthogonal dimensions 

based on which we will present the existing approaches. As a first dimension, we con­

sider whether the hiding algorithm uses the support or the confidence of the rule to driving 

the hiding process. In this way, we separate the hiding algorithms into support-based and 

confidence-based. The second dimension in our classification is related to the modification 

in the raw data that is caused by the hiding algorithm. The two forms of the modification 

comprise the distortion and the blocking of the original values. Distortion is the process 

of replacing 1’s by 0’s and 0’s by 1’s (i.e. excluding or including items in selected trans­

actions), while blocking refers to replacing original values by question marks (unknowns). 

The third dimension, refers to whether a single rule or a set of rules can be hidden in every 

iteration of the hiding algorithms. Based on this criterion we differentiate hiding algorithms 

into single rule and multiple rule schemes. The fourth dimension has to do with the nature 

of the hiding algorithm, which can be either heuristic or exact. Heuristic techniques rely on 

optimizing certain sub-goals in the hiding process, while they do not guarantee optimality 

in the hiding solution. The formulation of the association rule hiding problem, presented in 

Chapter 2, implies that there are two specific sub-goals that need to be attained by every
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association rule hiding algorithm. The first sub-goal, which is basically the most impor­

tant, is to try to hide as many sensitive rules as possible. The second sub-goal is to manage 

to hide the sensitive rules by minimizing the possible side-effects. As side-effects in the 

hiding process, we consider (i) the number of data items affected by the hiding process, (ii) 

the number of nonsensitive rules which were accidentally hidden during the hiding process, 

and (iii) the number of rules which were created by the hiding process. Different hiding 

algorithms give different priorities to the satisfaction of the sub-goals presented, producing 

in this way a list of hiding primitives. Exact techniques rely on formulating the association 

rule hiding problem in such a way that a solution can be found that satisfies all the sub­

goals. Of course there is a possibility that an exact approach fails to give a solution, and for 

this reason, some of the sub-goals need to be relaxed. However, this relaxation process is 

still part of the exact approach, which makes it different from the heuristic approaches.

3.1 Classes of Association Rule Hiding Algorithms

Association rule hiding algorithms can be divided into three distinct classes, namely heuris­

tic approaches, border-based approaches and exact approaches. The first class of ap­

proaches involves efficient, fast algorithms that selectively sanitize a set of transactions 

from the database to hide the sensitive knowledge. Due to their efficiency and scalability, 

the heuristic approaches have been the focus of attention for the vast majority of researchers 

in the data mining field. However, there are several circumstances in which they suffer from 

undesirable side-effects that lead them to approximate hiding solutions.

The second class of approaches considers the task of sensitive rule hiding through 

modification of the original borders in the lattice of the frequent and the infrequent patterns 

in the database. In these schemes, the sensitive knowledge is hidden by enforcing the 

revised borders (which accommodate the hiding of the sensitive itemsets) in the sanitized 

database. The algorithms in this class differ both in the borders that they track and use for 

the hiding strategy, and in the methodology that they follow to enforce the revised borders 

in the sanitized database. The theory behind the revision of the borders is also critical to
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our proposed association rule hiding methodologies and is presented in detail in Chapter 5.

Finally, the third class of approaches contains non-heuristic algorithms which con­

ceive the hiding process as a constraints satisfaction problem that they solve by using integer 

or linear programming. The main difference of these approaches, compared to the previous 

ones, is the fact that the sanitization process guarantees optimality in the hiding solution, 

provided that an optimal hiding solution exists. On the negative side, these approaches are 

usually several orders of magnitude slower than the heuristic ones, especially due to the 

runtime of the integer or the linear programming solver.

3.1.1 Heuristic Approaches

In this section, we review support-based and confidence-based heuristic approaches, which 

are based on either distortion or blocking of the original values. Between these two cate­

gories of approaches, the distortion-based are the ones commonly adopted by the over­

whelming majority of researchers.

Support-Based and Confidence-Based Distortion Schemes

Atallah, et al. [20] were the first to propose an algorithm for the hiding of sensitive asso­

ciation rules through the reduction in the support of their generating itemsets. The authors 

propose the construction of a lattice-like graph [155] in the database. Through this graph, 

the hiding of a large itemset, related to the existence of a sensitive rule, is achieved by a 

greedy iterative traversal of its immediate subsets, selection of the subset that has the max­

imum support among all candidates (therefore is less probable to be hidden) and setting 

of this itemset as the new candidate to be hidden. By iteratively following these steps, the 

algorithm identifies the 1-itemset ancestor of the initial sensitive itemset, having the high­

est support. Then, by identifying the supporting transactions for both the initial candidate 

and the currently identified 1-itemset, the algorithm removes the 1-itemset from the sup­

porting transaction which affects the least number of 2-itemsets. In sequel, the algorithm 

propagates the results of this action to the affected itemsets in the graph. When hiding a
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set of sensitive rules, the algorithm first sorts the corresponding large itemsets based on 

their support and then proceeds to hide them in a one-by-one fashion, using the method­

ology presented above. One of the most significant contributions of this work is the proof 

regarding the NP-hardness of finding an optimal sanitization of a dataset. On the negative 

side, the proposed approach is not interested in the extent of the loss of support for a large 

itemset, as long as it remains frequent in the sanitized outcome.

Dasseni, et al. [46] generalize the problem in the sense that they consider the hiding 

of both sensitive frequent itemsets and sensitive rules. The authors propose three single 

rule heuristic hiding approaches that are based on the reduction of either the support or 

the confidence of the sensitive rules, but not both. In all three approaches, the goal is to 

hide the sensitive rules while minimally affecting the support of the nonsensitive itemsets. 

The first two strategies reduce the confidence of the sensitive rule either (i) by increasing 

the support of the rule antecedent, through transactions that partially support it, until the 

rule confidence drops below the minimum confidence threshold, or (ii) by decreasing the 

frequency of the rule consequent through transactions that support the rule, until the rule 

confidence is below the minimum threshold. The third strategy decreases the frequency of 

a sensitive rule, by decreasing the support of either the antecedent or the rule consequent, 

until either the confidence or the support lies below the corresponding minimum threshold. 

A basic drawback of the proposed methodologies is the strong assumption that all the items 

appearing in a sensitive rule do not appear in any other sensitive rule. Under this assump­

tion, hiding of the rules one at a time or altogether makes no difference. Moreover, since 

this work aims at hiding all the sensitive knowledge appearing in the dataset, it fails to avoid 

undesired side-effects, such as lost and false rules.

Verykios, et al. [172] extend the work of Dasseni, et al. [46] by improving and 

evaluating the hiding algorithms for their performance under different sizes of input datasets 

and different sets of sensitive rules. Moreover, the authors propose two heuristic algorithms 

that incorporate the third strategy presented earlier. The first of these algorithms protects 

the sensitive knowledge by hiding the item having the maximum support from the minimum
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length transaction (i.e. the one with the least supporting items). The hiding of the generating 

itemsets of the sensitive rules is performed in a decreasing order of size and support and in 

a one-by-one fashion. Similarly to the first algorithm, the second algorithm first sorts the 

generating itemsets with respect to their size and support, and then hides them in a round- 

robin fashion as follows: First, for each generating itemset, a random ordering of its items 

and of its supporting transactions is attained. Then, the algorithm proceeds to remove the 

items from the corresponding transactions in a round-robin fashion, until the support of the 

sensitive itemset drops below the minimum support threshold. The intuition of hiding in a 

round-robin fashion is fairness and the proposed algorithm (although rather naive) serves 

as a baseline for conducting a series of experiments.

Oliveira and Zai'ane [133] were the first to introduce multiple rule hiding approaches. 

The proposed algorithms are efficient and require two scans of the database, regardless of 

the number of sensitive itemsets to hide. During the first scan, an index file is created to 

speed up the process of finding the sensitive transactions and to allow for an efficient re­

trieval of the data. In the second scan, the algorithms sanitize the database by selectively 

removing the least amount of individual items that accommodate the hiding of the sensitive 

knowledge. An interesting novelty of this work is the fact that the proposed methodology 

takes into account not only the impact of the sanitization on hiding the sensitive patterns, 

but also the impact related to the hiding of nonsensitive knowledge. Three item restriction- 

based algorithms (known as MinFIA, MaxFIA, and IGA) are proposed that selectively re­

move items from sensitive transactions. The first algorithm, MinFIA, proceeds as follows: 

For each restrictive pattern it identifies the supporting transactions and the item having the 

smallest support in the pattern (called the victim item). Then, by using a user-supplied 

disclosure threshold, it first sorts the identified transactions in ascending order of degree of 

conflict and then selects the number of transactions (among them) that need to be sanitized. 

Finally, from each selected transaction the algorithm removes the victim item. The Max- 

FIA algorithm proceeds exactly as the MinFIA with the only difference of selecting as the 

victim item the one that has the maximum support in the sensitive rule. Finally, IGA aims
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at clustering the restricted patterns into groups that share the same itemsets. By identifying 

overlapping clusters, the algorithm proceeds to hide the corresponding sensitive patterns at 

once (based on the sensitive itemsets they share) and consequently reduces the impact on 

the released database.

A more efficient approach than the one of [133] and the work of [46,152,153] was 

proposed by Oliveira and Zai'ane [134]. The proposed algorithm, called SWA, is an effi­

cient, scalable, one-scan heuristic which aims at providing a balance between the needs for 

privacy and knowledge discovery in association rule hiding. It achieves to hide multiple 

rules in only one pass through the dataset, regardless of its size or the number of sensitive 

rules that need to be protected. The algorithm proceeds in five steps that are applied to 

every group of K transactions (thus formulating a window of size K) read from the original 

database. Firstly, the nonsensitive transactions are separated from the sensitive ones and 

copied directly to the sanitized database. For each sensitive rule, the item having the high­

est frequency is selected and its supporting transactions are identified. Then, a disclosure 

threshold ψ, potentially different for each sensitive rule, is used to capture the severity char­

acterizing the release of the rule. Based on this threshold, SWA computes the number of 

supporting transactions that need to be sanitized for each rule and then sorts them in ascend­

ing order of length. For each selected transaction, the corresponding item is removed and 

then the transaction is copied to the sanitized database. SWA is experimentally shown to 

outperform the state-of-the-art heuristic approaches in terms of concealing all the sensitive 

rules, while maintaining high data utility of the released database.

Amiri [17] proposes three effective, multiple rule hiding heuristics that outperform 

SWA by offering higher data utility and lower distortion, at the expense of increased compu­

tational speed. Although similar in the philosophy to the previous approaches, the proposed 

methodologies do a better job in modeling the overall objective of a rule hiding algorithm. 

The first approach, called Aggregate, computes the union of the supporting transactions for 

all sensitive itemsets. Among them, the transaction that supports the most sensitive and the 

least nonsensitive itemsets is selected and expelled from the database. The same process is
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repeated until all the sensitive itemsets are hidden. Similarly to this approach, the Disaggre­

gate approach aims at removing individual items from transactions, rather than removing 

the entire transaction. It achieves that by computing the union of all transactions support­

ing sensitive itemsets and then, for each transaction and supporting item, by calculating the 

number of sensitive and nonsensitive itemsets that will be affected if this item is removed 

from the transaction. Finally, it chooses to remove the item from the transaction that will 

affect the most sensitive and the least nonsensitive itemsets. The third approach, called 

Hybrid, is a combination of the previous two; it uses the Aggregate approach to identify 

the sensitive transactions and the Disaggregate approach to selectively delete items of these 

transactions, until the sensitive knowledge is hidden.

Wu, et al. [178] propose a sophisticated methodology that removes the assumption 

of [46] regarding the disjoint relation among the items of the various sensitive rules. Using 

set theory, the authors formalize a set of constraints related to the possible side-effects of 

the hiding process and allow item modifications to enforce these constraints. However, 

the existing correlation among the rules can make impossible the hiding of the sensitive 

knowledge, without the violation of any constraints. For this reason, the user is permitted 

to specify which of the constraints he/she considers more significant and relax the rest. A 

drawback of the approach is the simultaneous relaxation (without the users’ consent) of 

the constraint regarding the hiding of all the sensitive itemsets. To accommodate for rule 

hiding, the new scheme defines a class of allowable modifications that are represented as 

templates and are selected in a one-by-one fashion. A template contains the item to be 

modified, the applied operation, the items to be preserved or removed from the transaction 

and coverage information regarding the number of rules that are affected. Based on this 

information the algorithm can select and apply only the templates that are considered as 

beneficial, since they cause the least amount of side-effects in the sanitized database.

Pontikakis, et al. [144] propose two distortion-based heuristics to selectively hide 

the sensitive rules. On the positive side, the proposed schemes use effective data structures 

for the representation of the rules and effectively prioritize the selection of transactions
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for sanitization. However, in both algorithms the proposed hiding process may introduce 

a number of side-effects, either by generating rules which were previously unknown, or 

by eliminating existing nonsensitive rules. The first algorithm, called Priority-based Dis­

tortion Algorithm (PDA), reduces the confidence of a rule by reversing 1’s to 0’s in items 

belonging in its consequent. On the other hand, the second algorithm, called Weight-based 

Sorting Distortion Algorithm (WDA), concentrates on the optimization of the hiding pro­

cess in an attempt to achieve the least side-effects and the minimum complexity. This is 

achieved through the use of priority values assigned to transactions based on weights. Re­

garding the quality of the hiding solution, the proposed schemes tend to produce solutions 

of comparable or slightly higher quality than the algorithms in [153] by generally introduc­

ing less side-effects. However, both algorithms are computationally demanding, with PDA 

requiring typically twice the time of the schemes in [153] to facilitate knowledge hiding.

Support-Based and Confidence-Based Blocking Schemes

Saygin, et al. [152,153] are the first to propose the use of unknowns (represented as question 

marks in the database) instead of transforming 1’s to 0’s and the opposite, for the hiding 

of sensitive association rules. As demonstrated in [152], the use of unknowns provides a 

safer alternative especially in critical real life applications where the distinction between 

“false” and “unknown” is vital. In their work, the authors introduce three simple heuris­

tic approaches. The first approach, relies on the reduction in the support of the generating 

itemsets of the rule, while the other two rely on the reduction of the confidence of the rule, 

below the minimum thresholds. The definitions of both the support and the confidence mea­

sures are extended to capture the notion of an interval instead of being crisp values, while 

the algorithms consider both 0 and 1 values to use for hiding (in some proportion) so that 

it is difficult for an adversary to conclude upon the value hidden behind a question mark. 

A universal safety margin is applied to capture how much below the minimum thresholds 

should the new support and confidence of a sensitive rule lie, in order to consider that the 

rule is safely hidden. An important contribution of this work, apart from the methodology
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itself, is a discussion regarding the effect of the algorithms towards the hiding of the sen­

sitive knowledge, the possibility of reconstruction of the hidden patterns by an adversary, 

and the importance of choosing an adequate safety margin when hiding the sensitive rules.

Wang and Jafari [176] propose two modification schemes that incorporate unknowns 

and aim at the hiding of predictive association rules, i.e. rules containing the sensitive items 

on their LHS (rule antecedent). Both algorithms rely on the distortion of a portion of the 

database transactions to lower the confidence of the sensitive association rules. Compared 

to the work of Saygin, et al. [152,153], the algorithms presented in [176] require a reduced 

number of database scans and have an efficient pruning strategy. However, by construction, 

they are assigned the task of hiding all the rules containing the sensitive items on their LHS, 

while the algorithms in the work of Saygin, et al. [152,153] can hide any specific rule. The 

first strategy, called ISL, decreases the confidence of a rule by increasing the support of the 

itemset in its LHS. The second approach, called DSR, reduces the confidence of the rule by 

decreasing the support of the itemset in its RHS (rule consequent). Both algorithms expe­

rience the item ordering effect under which, based on the order that the sensitive items are 

hidden, the produced sanitized databases can be different. Moreover, the DSR algorithm 

seems to be more effective when the sensitive items have a high support.

Pontikakis, et al. [143] argue that the main disadvantage of a blocking algorithm is 

the fact that the dataset, apart from the blocked values (i.e. the unknowns), is not distorted. 

Thus, an adversary can disclose the hidden rules simply by identifying those generating 

itemsets that contain question marks and lead to rules with a maximum confidence that 

lies above the minimum confidence threshold. If the number of these rules is small then the 

probability of identifying the sensitive ones among them becomes high. To avoid this short­

coming, the authors propose a blocking algorithm that purposely creates rules that were not 

existent in the original dataset (i.e. ghost rules) and that their generating itemsets contain 

unknowns. Thus, the identification of the sensitive rules becomes harder since the adversary 

is unable to tell which of the rules that have a maximum confidence above the minimum 

threshold are the sensitive and which are the ghost ones. However, the introduction of ghost
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rules leads to a decrement in the data quality of the sanitized outcome. In order to balance 

the trade-off between privacy and data loss, the proposed algorithm incorporates a safety 

margin that corresponds to the extent of sanitization that is performed to the database. The 

higher the safety margin the better the protection of the sensitive rules and the worse the 

data quality of the resulting sanitized database.

3.1.2 Border-Based Approaches

In this section, we review two border-based approaches that have been recently proposed 

for the hiding of sensitive association rules. The work of Sun and Yu [160] was the first 

to introduce the process of border revision for the hiding of sensitive association rules. 

In this paper, the authors propose a heuristic approach that uses the notion of the border 

(further analyzed in [117]) of the nonsensitive frequent itemsets to track the impact of al­

tering transactions in the database. The proposed methodology, first computes the positive 

and the negative borders in the lattice of all the itemsets and then focuses on preserving 

the quality of the computed borders during the hiding process. The quality of the borders 

directly affects the quality of the sanitized database that is produced, which can be main­

tained by greedily selecting those modifications that lead to minimal side-effects. In the 

proposed heuristic strategy, a weight is assigned to each element of the expected positive 

border (which is the original positive border after it has been shaped up with the removal of 

the sensitive itemsets) in an attempt to quantify its vulnerability of being affected by item 

deletion. These weights are dynamically computed (during the sanitization process) as a 

function of the current support of the corresponding itemsets in the database. To reduce the 

support of a sensitive itemset from the negative border, the algorithm calculates the impact 

of the possible item deletions by computing the sum of the weights of the positive border 

elements that will be affected. Then, it proceeds to delete the candidate item that will have 

minimal impact on the positive border.

Moustakides and Verykios [128] follow a similar approach to [160] by proposing 

two heuristics that use both the revised positive and the revised negative borders, produced
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by the removal of the sensitive itemsets and their supersets from the old frequent itemset 

lattice. The proposed algorithms try to remove from the database all the sensitive itemsets 

that belong to the revised negative border, while maintaining frequent all the itemsets of 

the revised positive border. For every item of a sensitive itemset, the algorithms list the 

set of positive border itemsets which depend on it. Then, from among all minimum border 

itemsets, the one with the highest support is selected as it is the one with the maximum 

distance from the border. This itemset, called the max-min itemset, determines the item 

through which the hiding of the sensitive itemset will incur. The proposed algorithms try 

to modify this item in such a way that the support of the max-min itemset is minimally 

affected. When hiding multiple itemsets, the algorithms perform the sanitization in a one- 

by-one fashion, starting from the itemsets that have lower supports. Through experimental 

evaluation, the proposed methodologies are shown to provide better hiding solutions when 

compared to those of [160], in the majority of the tested cases.

3.1.3 Exact Approaches

In this section, we review the exact approaches that have been proposed so far for the hiding 

of sensitive association rules. Exact approaches are typically capable of providing superior 

solutions when compared to heuristic methodologies, however at a high computational cost. 

They achieve this by formulating the hiding process as a Constraints Satisfaction Problem 

(CSP) and solving it by using an integer/linear programming solver. Thus, the sanitization 

of the dataset is performed as an atomic operation, which avoids the local minima issues 

experienced by the heuristic algorithms.

Menon, et al. [122] propose a methodology that consists of an exact and a heuristic 

part for the hiding of sensitive frequent itemsets. The exact part formulates a CSP with the 

objective of identifying the minimum number of transactions that need to be sanitized for 

the proper hiding of all the sensitive knowledge that appears in the original database. To 

avoid the NP-hardness issue, the authors reduce the problem size considering only the sen­

sitive itemsets, requesting that their support remains below the minimum support threshold
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in the sanitized database. The optimization process is driven through a criterion function 

that is inspired by the measure of accuracy [111]. Moreover, the constraints imposed in the 

integer programming formulation capture the number of supporting transactions that need 

to be sanitized for the hiding of each sensitive itemset. An integer programming solver is 

then applied to identify the best solution of the CSP and to derive the objective. In turn, 

this objective is provided as input to a heuristic sanitization algorithm that is assigned the 

task of identifying the corresponding number of transactions from the original database 

and performing their sanitization. An important contribution of the authors, apart from the 

algorithm itself, is a discussion over the possibility of parallelization of the exact part. As 

demonstrated, based on the underlying properties of the dataset to be sanitized, it is possible 

for the produced CSP to be decomposed into parts that are solved independently. Bearing 

in mind the exponential complexity involving the solution of a CSP, this process can drasti­

cally reduce the required computational time for the hiding of the sensitive knowledge.

Gkoulalas-Divanis and Verykios [64] propose the first exact (non-heuristic) ap­

proach for the hiding of sensitive rules that uses the itemsets belonging in the revised pos­

itive and the revised negative borders to identify the candidate itemsets for sanitization. 

Through a set of theorems, involving existing relations among itemsets, the authors achieve 

to further reduce the set of candidates to a small fraction of its original size. The hiding 

process is then performed by formulating a CSP in which the status (frequent vs infrequent) 

of each of the itemsets in the reduced set is controlled though a set of constraints. By us­

ing a process of constraints degree reduction, all the participating constraints in the CSP 

become linear and have no coefficients. Moreover, all the variables involved in the CSP 

are of binary nature. These facts allow for an efficient solution of the CSP. The provided 

solution is proved to lead to an exact (without any side-effects) hiding of the sensitive pat­

terns. Furthermore, the proposed methodology is capable of identifying the exact solution 

that is also optimal (i.e. it causes the least distortion to the original database). A heuristic 

approach that relaxes the initial CSP to allow for the identification of a good approximate 

solution, is applied only when the initial CSP is infeasible and thus an exact solution cannot
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be attained. An important property of the proposed methodology is the fact that although 

the problem formulation leads to a CSP with a size that is typically larger than the one 

of [122], (i) the hiding algorithm achieves good efficiency, and (ii) there is no need to result 

to heuristics — i.e. potentially suboptimal solutions — if the CSP is feasible. We feel that 

this can be attributed both to the binary nature of the variables and to the linear (and without 

coefficients) constraints involved in the formulation of the CSP.

In [70] the authors introduce a two-phase iterative methodology that augments the 

functionality of [64] to allow for the identification of exact hiding solutions to a wider range 

of problems than the ones that can be handled by [64]. The first phase of the algorithm 

uses [64] to hide the sensitive knowledge. If the algorithm succeeds to find an exact solution 

then the process is terminated and the corresponding sanitized database is returned to the 

data owner. On the other hand, if the first phase is unable to identify an exact solution (i.e. 

if the solution that is found suffers from side-effects), then the second phase takes over. 

The purpose of the second phase is to reduce (or completely remove) the side-effects of 

the hiding solution that was found by the first phase of the algorithm. The two phases of 

the proposed algorithm iterate until either (i) an exact solution is found, in which case the 

solution is returned to the data holder, or (ii) a pre-specified number of iterations have taken 

place. In both cases the quality of the identified hiding solution is bound to be superior or 

(in the worst case) equal to the one attained by [64].

A similar approach to [64] that operates by applying an extension to the original 

database instead of modifying existing transactions to accommodate knowledge hiding, 

is proposed by Gkoulalas-Divanis and Verykios in [65,68]. The extended portion of the 

dataset contains a set of carefully crafted transactions that achieve to lower the importance 

of the sensitive patterns to a degree that they become uninteresting from the perspective of 

the data mining algorithm, while minimally affecting the importance of the nonsensitive 

ones. Following the work of [64], the proposed algorithm is exact in nature, while guaran­

teeing minimal extension of the original database. The solution methodology relies on the 

same underlying principles as [64] to (i) model the hiding process as a CSP that controls
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the status (frequent vs infrequent) of the itemsets that belong to the revised positive and the 

revised negative borders, (ii) linearize all the constraints of the corresponding CSP, and (iii) 

solve the resulting CSP by using Binary Integer Programming (BIP). Moreover, the hiding 

algorithm takes special care to ensure the validity of the transactions in the database exten­

sion, prior to releasing the whole (sanitized) database (i.e. the original database augmented 

with the computed extension) to untrusted third parties. When compared to [64], this ap­

proach is experimentally proven (see Chapter 8) to better preserve the quality of the border 

and to identify hiding solutions of superior quality. On the other hand, this approach is less 

scalable than [64] primarily due to the large number of variables and associated constraints 

that participate to the CSP. To improve the runtime cost of the proposed methodology, the 

authors introduce a partitioning approach that decomposes the CSP into smaller parts which 

can be solved separately, yielding the same hiding solution as the one of the original CSP. 

Moreover, in [72], Gkoulalas-Divanis and Verykios provide a complete framework that is 

suitable for the decomposition and the parallelization of the CSPs that are produced by the 

exact hiding methodologies of [64,68,70].

3.2 Other Hiding Approaches

Association rule hiding algorithms aim at protecting sensitive knowledge depicted in the 

form of frequent patterns and the related association rules. However, sensitive knowl­

edge may appear in various forms directly related to the applied data mining algorithm 

that achieved to expose it. As a consequence, a set of hiding approaches have been devised 

recently to allow for the safeguarding of sensitive knowledge exposed by data mining tasks 

such as clustering, classification and sequence mining. In what follows, we briefly cover 

some state-of-the-art research work involving the hiding of sensitive knowledge depicted 

in the aforementioned formats.
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3.2.1 Classification Rule Hiding

Classification rule hiding algorithms consider a set of classification rules as sensitive and 

proceed to protect them by using either suppression-based or reconstruction-based tech­

niques. The suppression-based techniques aim at reducing the confidence of a sensitive 

classification rule (measured in terms of the owner's belief regarding the rule's holding 

given the data), by distorting some attributes in the dataset belonging to transactions related 

to its existence. Chang and Moskowitz [34], were the first to address the inference problem 

caused by the downgrading of the data in the context of decision rules. Through a block­

ing technique, called parsimonious downgrading, the authors block the inference channels 

that lead to the identification of the sensitive rules by selectively sanitizing transactions so 

that missing values appear in the released dataset. This has as an immediate consequence 

the lowering of the confidence for the holding of the sensitive rules. Wang, et al. [175] 

propose a heuristic approach that achieves to fully eliminate all the sensitive inferences, 

while effectively handling overlapping rules. The algorithm identifies the set of attributes 

that influence the existence of each sensitive rule the most and removes them from those 

supporting transactions that affect the nonsensitive rules the least.

On the other hand, reconstruction-based approaches, inspired by the work in [36, 

146] and introduced by Natwichai, et al. [129], target at reconstructing the dataset by using 

only supporting transactions of the nonsensitive rules. These approaches are advantageous 

over the heuristic data modification approaches, since they are shown to hardly introduce 

any side-effects [170]. First, they perform a rule-based classification of the original dataset 

to enable the owner of the data to identify the sensitive rules. Then, they construct a de­

cision tree that is constituted only of nonsensitive rules approved by the data owner. The 

constructed dataset remains similar to the original one, except from the sensitive part, while 

the difference between the two datasets is proved to reduce as the number of rules increases. 

In [130] the authors achieve to further improve the quality of the reconstructed dataset. This 

is accomplished by extracting additional characteristic information from the original dataset 

with regard to the classification issue and by improving the decision tree building process.
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Furthermore, with the aid of information gain, the usability of the released dataset is sub­

stantially ameliorated even in the case of hiding many sensitive rules with high discernibility 

in records classification. A similar approach can be found in [102]. The proposed method­

ology modifies transactions supporting both sensitive and nonsensitive classification rules 

in the original dataset and then uses the supporting transactions of the nonsensitive rules in 

order to produce its sanitized counterpart.

3.2.2 Privacy Preserving Clustering

The field of privacy preserving clustering collects techniques that aim at protecting the un­

derlying attribute values and thus assure the privacy of individuals when sharing data for 

clustering. Achieving privacy preservation when sharing data for clustering is a challenging 

problem since the privacy requirements should be met, while the clustering results remain 

valid. The methodologies that have been proposed can be separated into two broad cate­

gories: the transformation-based approaches and the protocol-based approaches.

The transformation-based approaches are directly related to the distortion-based 

approaches of association rule hiding. They operate by performing a data transformation 

of the original dataset that maintains the similarity among the various pairs of attributes. In 

most of the cases, these methodologies are independent of the clustering algorithm that is 

used. In the transformed space, the similarity between the distorted attribute pairs can still 

provide accurate results that allow for the correct clustering of the various objects. Some 

interesting approaches in this category involve the work of Oliveira and Zai'ane [135,136].

On the other hand, protocol-based approaches assume a distributed scenario where 

a set of data owners want to share their data for clustering, without compromising the pri­

vacy of their data by revealing any secrets. The algorithms of this category make an as­

sumption regarding the partitioning of the data among the interested, collaborating parties 

and are typically the privacy-aware versions of commonly used clustering algorithms, such 

as K-means [163]. The proposed protocols control the information that is communicated 

among the data owners and guarantee that no sensitive knowledge can be learned from the
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model. Approaches in this category include the work of Jha, et al. [99] and the work of Ja- 

gannathan, et al. [97]. A somewhat different kind of approach that targets on density-based 

clustering is presented in [44]. The authors propose a kernel-based distributed clustering 

algorithm that uses an approximation of density estimation in an attempt to harden the re­

construction process for the original database. Each site computes a local density estimate 

for the data it holds and transmits it to a trusted third party. In sequel, the trusted party 

builds a global density estimate and returns it to the collaborating peers. By making use of 

this estimate, the sites can locally execute density-based clustering.

3.2.3 Sequence Hiding

The hiding of sensitive sequences is one of the most recent research directions in privacy 

preserving data mining, particularly due to the tight relation that exists between sequences 

and trajectories. The given problem has the same underlying principles as rule hiding in 

the sense that a set of sensitive sequential patterns need to be hidden from a database, 

while causing the least side-effects on their nonsensitive counterparts. In Chapter 13 of the 

dissertation we survey some methodologies that belong to this category.
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Chapter 4

Contributions

In Chapter 3 we surveyed the different research directions along with the state-of-the-art 

methodologies that have been proposed for association rule hiding in transactional databases. 

Prior to our first exact hiding algorithm, presented in the 15 th International Conference on 

Information and Knowledge Management in 2006 [64], the approaches that had been pro­

posed in this area of research were based on heuristics to perform the actual sanitization of 

the original database. The benefit of using heuristics to guide the knowledge hiding process 

has primarily to do with the efficiency and the scalability of these methodologies to very 

large problem sizes, rather than with the actual quality of the produced hiding solutions. 

This is due to the fact that heuristics aim at taking locally best decisions with respect to 

knowledge hiding which, however, are not necessarily globally best. As an effect, after 

conducting several experiments with state-of-the-art heuristic methodologies for associa­

tion rule hiding, we found that in many cases these methodologies were unable to identify 

an optimal hiding solution, although such a solution existed.

In order to find an optimal hiding solution that introduces no side-effects to the 

hiding process, as well as it minimally distorts the original database to facilitate knowledge 

hiding, one needs to have a way to model the optimal solution and a methodology to enforce 

it. The introduction of the border revision process by Sun and Yu [160] in 2005 was a 

milestone with respect to the modeling part of an exact hiding solution (i.e. a solution
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that introduces no side-effects in the hiding process). Border revision, given in detail in 

Chapter 5, provided us with the means to compute a small portion of itemsets from the 

original database, which are proven to play a key role in the hiding process. The control 

of the status of these itemsets (i.e. frequent vs infrequent) in the sanitized database leads 

to the elimination (when possible) of the side-effects in the computed hiding solution. To 

control the status of an itemset in the sanitized database, we introduced a set of unknowns 

that capture items’ inclusion or exclusion in selected transactions. Then, we generated a 

set of inequalities involving these unknowns. As is proven in [64], the holding of all these 

inequalities in the sanitized database guarantees the exactness of the hiding solution. To 

attain an optimal hiding solution, one needs to solve the set of produced inequalities in a 

way that guarantees the minimum distortion of the original database. To do so, we proposed 

the transformation of the hiding process to an optimization problem where the goal is to 

identify a solution of the produced CSP that minimizes the database distortion. As a result, 

the identified solution is guaranteed to be optimal in the sense that it both eliminates all the 

side-effects of the hiding process, as well as it modifies the original database the least.

Our proposed exact hiding methodologies achieve to compute superior solutions 

when compared to state-of-the-art heuristics for association rule hiding, since in our case 

the sanitization process guarantees the simultaneous hiding of all the sensitive itemsets and 

thus allows for the identification of globally optimal solutions. In this part of the disserta­

tion we present three exact hiding methodologies that we have proposed to facilitate optimal 

association rule hiding. The first methodology, called inline (see Chapter 6), is based on 

the modification of selected transactions from the original database in order to hide the sen­

sitive knowledge. Certain limitations of this approach, which prevented the identification 

of optimal hiding solutions in some tested cases, led us to propose a new exact algorithm 

that augments the capabilities of the inline methodology by applying a two-phase iterative 

process. The details of this algorithm are presented in Chapter 7. Finally, in Chapter 8 , we 

introduce an exact hiding methodology that instead of modifying existing transactions from 

the original database, it extends the database to facilitate knowledge hiding. The extended
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part of the original database contains a set of carefully crafted transactions that aim at reg­

ulating the support of the itemsets in the sanitized database, such that an optimal hiding 

solution is attained.

Apart from providing a set of exact hiding methodologies, in this part of the disser­

tation we have also contributed along two other directions. First, in order to improve the 

scalability of the proposed algorithms, in Chapter 9, we propose a parallelization frame­

work that breaks large optimization problems into smaller ones, which can be solved in­

dependently, without however compromising the quality of the computed hiding solution. 

Second, in Chapter 10, we propose a methodology for the quantification of the privacy that 

is offered by the exact hiding algorithms. By using this methodology, the database owner 

can regulate the privacy that is offered by the applied exact hiding algorithm versus the 

utility of the sanitized database. As is expected, the higher the privacy that is offered in 

the sanitized database by the hiding algorithm, the lower the utility (equiv. the higher the 

distortion) of the sanitized database, and vice versa. Thus, by using the methodology that 

is presented in Chapter 10, the owner of the data can decide the extend to which his/her 

sensitive knowledge will be protected in the sanitized database.

30

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



Chapter 5

Border Revision

In this chapter, we highlight the process of border revision which plays a key role on our 

proposed exact association rule hiding methodologies, as it captures the itemsets that need 

to remain frequent and those that need to become infrequent in the sanitized database to 

allow for an exact hiding solution. Moreover, we present a set of algorithms for the efficient 

computation of both the original and the revised borders of a transactional database.

Borders allow for a condense representation of the itemsets' lattice, identifying the 

key itemsets which separate all the frequent patterns from their infrequent counterparts. The 

process of border revision was originally proposed in [160] to facilitate minimum harm in 

the hiding of frequent itemsets. In what follows, we use an example to demonstrate how this 

process works. Consider database DO of Table 8.1. Applying frequent itemset mining in 

DO using mfreq =  0.3 leads to the set of frequent itemsets shown in the upper part of Table 

8.2. Among these itemsets, assume that S  = {e, ae, bc} are the sensitive ones that have to be 

protected. Figure 5.1 demonstrates the process of border revision for the problem at hand. 

In this figure, near each itemset we depict its support in the original (Figure 5.1(i)) and 

the revised (Figure 5.1(ii)) database. As one can observe, there are four possible scenarios 

involving the status of an itemset I  prior and after the application of border revision:

C1 Itemset I was frequent in DO and remains frequent in D .
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Figure 5.1: An itemsets’ lattice demonstrating (i) the original border and the sensitive item- 
sets, and (ii) the revised border.

C2 Itemset I was infrequent in DO and remains infrequent in D .

C3 Itemset I was frequent in DO and became infrequent in D .

C4 Itemset I was infrequent in DO and became frequent in D .

The original border (Figure 5.1(i)) corresponds to the hyperplane that partitions the uni­

verse of itemsets into two groups: the frequent itemsets of Fd0 (depicted on the left of the 

original borderline) and their infrequent counterparts in P  — F d0 (shown on the right of 

the borderline). The hiding process is then defined as the revision of the original border 

so that the revised border excludes from the frequent itemsets the sensitive ones and their 

supersets, i.e. all the itemsets in Smax. Given the four possible scenarios for an itemset I 

prior and after the application of border revision, we deduce that in the ideal scenario where 

no nonsensitive itemsets are harmed, C2 should always hold, while C4 must never hold. On 

the contrary, C1 must hold for all the itemsets in P  — Smax, while C3 must hold for all the 

itemsets in Smax. Thus, the hiding of the sensitive itemsets corresponds to a movement of
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the original borderline in the lattice to a new position that adheres to the ideal set F® ·

Continuing our example, given that S  = {e, ae, bc} (shown in squares in Figure 

5.1(i)), we have that Smin =  {e, bc} (shown in bold in Figure 5.1(i)), and Smax = {e, ae, be, bc, 

ce, abc, ace}. Based on DO in Figure 5.1(i) we present the itemsets of the original positive 

border (double underlined) and the original negative border (single underlined). Ideally, the 

frequent itemsets in the sanitized database D  will be exactly those in F® =  {a, b, c, d , ab, ac, 

ad, cd, acd}. The (ideally) revised borderline along with the corresponding borders for D  

and scenarios C1 and C3 that must hold for an exact solution, are depicted in Figure 5.1(ii). 

Specifically, in this figure, the itemsets of the revised positive border are double underlined 

while those of the revised negative border are single underlined. To enhance the clarity 

of the figure only a small portion of the itemsets involved in C2 are shown. What is then 

needed, is a way to modify the transactions of the original database DO in order to support 

the revised border in database D .

To capture the ideal borderline, which is the revised border for the original database 

DO based on the problem at hand, one can use the borders theory and identify the key 

itemsets which separate all the frequent patterns from their infrequent counterparts. As it is 

proved in [64,65], these key itemsets correspond to the union of the revised positive border 

Bd +(F d) and the revised negative border Bd- (Fd ). Since in all the algorithms presented 

in the following chapters we treat these two sets differently, we provide separate algorithms 

for computing the positive and the negative borders, both for capturing the original and the 

revised borderline.
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Algorithm 5.1 Computation of the large itemsets and the original negative border.
1: procedure NB-Apriori(D0, msup)
2: F1 ^  GetLargeItems(D0, msup)
3: for k = 2; Fk—1 = 0; k++ do
4: Ck ^  APRIORlGEN(Fk—1, msup)
5: for each t e T do > for all transactions in DO
6: Ct = subset(Ck, t) > get candidate subsets of t
7: for each candidate c e Ct do
8: c.count++
9: Fk = {c e Ck|c.count > msup}
10: Bd— (Fd0) = {c e Ck\c.count < msup}

11: procedure GetLargeItems(D0, msup)
12: for T e DO do > traverse all transactions
13: for x e Ti do > traverse all items in the transaction
14: x.count++
15: for each item x do
16: if x.count > msup then > item x is frequent
17: x e Fk
18: else
19: x e Bd— (Fd0 ) > add this item to the negative border

Algorithm 5.1 provides a straight-forward way to compute the negative border. It 

achieves this, by incorporating the computation to the Apriori algorithm [14]. The new 

Apriori algorithm has extra code in the NB-Apriori and the GetLargeltems procedures to 

compute the border. On the other hand, the Apriori-Gen procedure is the same as in the 

original version of Apriori. The proposed method for the computation of the negative border 

is based on Apriori’s candidate generation scheme, which uses (k — 1) frequent itemsets 

to produce candidate k large itemsets. Thus, it achieves to identify the first infrequent 

candidates in the lattice, whose all subsets are found to be frequent. In this algorithm, we 

use Fn to denote large n-itemsets that belong to DO.
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1: procedure PB-Computation(F)
2: count{0...lF|} ^  0 > initialize counters
3: Fsort = reverse-sort(F)
4: for each k-itemset f  e Fsort do

5: for all (k — 1)-itemsets q e Fsort do

6: if q c f  then

7: q.count++
8: for each f  e Fsort do

9: if f  .count = 0 then

10: f  e Bd+(F) > additemsetto Bd+(F)

Algorithm 5.2 Computation of the positive border (original and revised) Bd+ (F ).

Having identified the original negative border, the next step is to compute the orig­

inal positive border Bd+(F®O). Algorithm 5.2, presents a level-wise (in the size of large 

itemsets) approach to achieve this computation. Assume F®O is the set of frequent itemsets 

identified using Apriori. For each itemset in F®O we associate a counter, initialized to zero. 

The algorithm first sorts these itemsets in decreasing length and then for all itemsets of the 

same length, say k, it identifies their (k-1) large subsets and increases their counters by one. 

The value of k iterates from the length of the largest identified frequent itemset down to 

1. Finally, the algorithm performs a one-pass through all the counters of the itemsets and 

collects the large itemsets having a value of zero in the associated counter. These, consti­

tute the positive border Bd+(F®O). Due to its very nature, this algorithm is suitable for 

computing both the original and the revised positive borders. For this reason, we use the 

notation Bd+(F ) to abstract the reference to the exact border that is computed (namely the 

original or the revised border).

A way of computing the negative border of the exact solution, in which F® =  F®O — 

Smax, is presented in Algorithm 5.3. In this algorithm we move top-down in the lattice to 

identify infrequent itemsets whose all proper subsets are frequent in F®. First, we examine 

all 1-item itemsets. If any of these itemsets is infrequent, it should be included in the 

negative border of F®. Then, we examine all 2-item itemsets by properly joining (symbol 

xi denotes a join) the frequent 1-item itemsets. Again, if the produced 2-item itemset does
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Algorithm 5.3 C om putation o f  the revised  negative border B d (Fd) o f  D .
1 procedure INB-Computation(F)
2 for k = 1; Fk = 0; k++ do
3 if k = 1 then
4 for each item x e F1 do
5 if x /  Fd then x x is infrequent
6 xe Bd- (Fd)
7 else if k = 2 then
8 for x e F1 do
9 for y e F1 do
10 if (x < y) Λ (x x y /  F2) then
11 (x xy) e Bd- (FD)
12 else x for k > 2
13 for x e Fk-1 do
14 for y e Fk-1 do
15 if (x1 = y1 ) Λ ... Λ (xk- 1  < yk- 1 ) then
16 z = x xi y x z is the join of x and y
17 if z e Fd , irk- 1  C z : rk- 1  /  F' then
18 ze Bd- ( Fd )

not exist in  F d w e include it  in  Bd- (F o )· To exam ine k- item se ts  (w here k >  3), w e first 

construct them  by  properly  jo in ing  frequent (k-1 )-item se ts  (as in  A priori) and then check 

to see i f  the produced item set is large in  Fd . I f  it is reported  as infrequent, then w e exam ine 

all its (k-1 )  p roper subsets. I f  none o f  these is infrequent, then the item set belongs to the 

negative border, so w e include it  in  Bd- (F d)·

Algorithm 5.4 H iding o f  all the sensitive item sets and their supersets.
1 procedure HideSS(Fd0, Smax)
2 for each s e Smax do x for all sensitive itemsets
3 for each f  e Fd0 do x for all large itemsets
4 if s C f  then x the large itemset is sensitive
5 1IIo£ x remove itemset f

Finally, A lgorithm  5.4 presents the hiding process in  w hich w e identify  FD by  re ­

m oving from  F d 0 all the sensitive item sets and their supersets. To do so, w e iterate over 

all the sensitive item sets and their supersets (i.e. set Smax), and the large item sets in  F d0 , 

and w e identify  all those large item sets that are supersets o f  the sensitive. Then, w e rem ove 

these item sets from  the lis t o f  large item sets, thus construct a  new  set FD w ith  the rem aining 

large item sets in  F d0 .
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Chapter 6

An Integer Programming Approach

for Itemset Hiding

In this chapter, we present the first non-heuristic algorithm that has been proposed for the 

securing of sensitive knowledge in patterns extracted during association rule mining. In­

stead of hiding the produced rules directly, we decide to hide the sensitive frequent itemsets 

that may lead to the production of these rules. As a first step, we introduce the notion of 

distance between two databases and a measure for quantifying it. The quantification of 

distance allows us to gain knowledge regarding the minimum modification that is neces­

sary to be made to the original database in order to facilitate the hiding of the sensitive, 

while minimally affecting the nonsensitive itemsets. By trying to minimize the distance 

between the original database and its sanitized counterpart (that can safely be released), we 

propose a novel, exact algorithm for association rule hiding and evaluate it on real world 

datasets demonstrating its effectiveness towards solving the problem. The proposed algo­

rithm (called inline [64]) formulates the hiding process as a CSP in which distance is the 

optimization criterion that has to be minimized, and subsequently solves the CSP by using 

BIP. It is important to mention that since our approach is non-heuristic, it does not suffer 

from local minima issues that would lead the hiding algorithm to suboptimal (i.e. locally — 

but not globally — best) solutions. Thus, this methodology is guaranteed to identify hiding
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solutions of superior quality when compared to state-of-the-art heuristics.

The remainder of this chapter is organized as follows. Section 6.1 present the pro­

posed privacy model for the identification of exact and optimal hiding solutions. In Sec­

tion 6.2, we demonstrate the solution methodology that we followed. Finally, Section 6.3 

presents the experiments that we conducted to prove the effectiveness of our approach. 

More experiments regarding the inline algorithm can be found in Chapters 7 and 8 .

6.1 Privacy Model

In Chapter 5, we highlighted the process of border revision and we presented a set of al­

gorithms which allow us to compute the revised borders that pertain to an exact hiding so­

lution. The inline methodology that is presented in this chapter tries to enforce the revised 

borders when constructing the sanitized version D of the original database DO. The sani­

tization approach that we follow is based on the modification of selected Tnm values from 

one to zero (1 ^  0), thus excluding certain items from some transactions of DO. Since we 

do not add or remove any transactions, the sanitized version D of the database will have the 

same size (i.e. number of transactions) as the original one. Therefore, |D| =  |D O|. Using 

Fd to denote the set of frequent itemsets in the sanitized database D , our target for the 

hiding of sensitive itemsets can be expressed as follows: VS e  Smin : S </ Fd .

It is trivial to prove that the above property can be easily achieved for any database 

DO. The simplest solution will probably be to identify all items appearing in the frequent 

itemsets in S and remove them from all transactions in DO. However, this is certainly a 

naive approach towards solving the problem. What one would like to do in reality is to hide 

all sensitive itemsets by minimally affecting the original database. As stated in Chapter 2, 

this minimum harm can be quantified as FD = Fd o — Smax meaning that in the ideal case, 

we expect the sanitized database D to contain all the frequent itemsets of DO except the 

sensitive ones1. By only removing items from transactions in DO, we ensure that D will

1We should point out that we use FD to refer to the ideal set of frequent itemsets that we wish to hold in the 
sanitized database D, while F d denotes the actual set of frequent itemsets in D .
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contain no ghost itemsets. However, we still need to minimize the loss of nonsensitive 

frequent itemsets in D as a side-effect of the sanitization process.

Menon, et. al. in [122] use the notion of accuracy as the optimization criterion for 

deriving the hiding solutions. Maximizing accuracy is equivalent to minimizing the number 

of transactions from DO that need to be modified. Although we consider this measure to 

lead to an interesting property, we argue that it is the number of actual item modifications 

rather than the number of sanitized transactions that needs to be minimized. Indeed, an 

algorithm may alter less transactions, but to a much higher degree than another one, that 

probably alters more transactions to a much lower degree. A basic drawback of the accuracy 

measure is that it penalizes all potential modifications of a frequent itemset, say for instance, 

both ‘abc’ ^  0  and ‘abc’ ^  ‘ab’, to the same extent. Based on this mishap, we propose 

a novel global measure of quality, called distance, that aims at capturing the proximity 

between the original and the sanitized database. Formally, we define distance as follows:

dist(DO, D ) Σ Tnm -  Σ T£
ne[1,N],me[1,M] ne[1,N],me[1,M]

\{Tnm = Tnm!l (6 .1)

where Tnm refers to the original database DO and Tl(m to its sanitized version D , N  cor­

responds to the number of transactions in DO, D , and M  to the number of items. Due to 

the fact that in our proposed methodology we allow only exclusion of items from transac­

tions, minimizing the outcome of the above formula is exactly the same as maximizing the 

number of ones left in D. Thus, we can write

min{dist(DO, D )} = max | Σ Tl(m j (6.2)
\ne[1,N],me[1,M] J

Formula (6.2) captures the optimization criterion that is used in our integer program 

formulation, presented in detail in Section 6.2. The distance metric allows us to select the 

optimal solution among the exact ones (in the case that many exact hiding solutions exist 

for the problem at hand) or to approximate the optimal solution as much as possible (in 

the case that an exact hiding solution cannot be found). Since we only want to reduce the 

support of the minimum sensitive itemsets, i.e. the itemsets in Smin, the Tnm values in DO
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that will be zeroed out in D will have to correspond to items within transactions supporting 

itemsets in Smin.

Having defined the optimization criterion that we need to minimize, our next target 

is to identify the set of transactions in which we will apply it. Solving the entire problem 

is well known to be NP-hard (c.f. [20,122]). Therefore, we will have to use only a sub­

set of the transactions in our formulation. We proceed by demonstrating the two possible 

constraints for a frequent itemset appearing in DO.

An itemset I will continue to be frequent in D if and only if

N
sup (I, D ) > msup ^  ΣΠ TL > msup (6.3)

n=1 im̂ 1
and will be infrequent otherwise, i.e. when

N
sup(1, D ) < msup ^  ΣΠ TL < msup (6.4)

n=1 im̂ 1

Based on these inequalities we argue that any exact solution will necessarily satisfy 

them for the entire problem (i.e. for all the itemsets in the lattice of D). Specifically, for 

all frequent itemsets appearing in FD, we want them to remain frequent in D and therefore 

they should satisfy inequality (6.3). On the contrary, all frequent itemsets in Smax should be 

hidden in D and therefore they must satisfy inequality (6.4). If at least one inequality does 

not hold for an itemset in FD, then the identified solution is non-exact but approximate. 

Solving this system of inequalities for all possible itemsets is NP-hard since in the general 

case there are \@(I) | — 1 =  2M — 1 such inequalities.

We should mention at this point that the two inequalities, namely (6.3) and (6.4), are 

not of the same importance. While it is crucial to ensure that inequality (6.4) holds for all 

the sensitive itemsets in D such that they are properly hidden, inequality (6.3) just allows 

us to revise the border of the frequent vs infrequent patterns in the itemsets’ lattice, thus 

ensuring minimization of the side-effects in the hiding process. As we present in Section 

6 .2 , we exploit the difference in the significance of these two inequalities in order to obtain 

the best possible suboptimal (approximate) solutions, when optimal ones do not exist.
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6.2 Solution Methodology

Hopefully, it turns out that the NP-hard problem of the 2M — 1 inequalities can be reduced 

to an extent that is solvable while yielding the exact same set of solutions. In what follows, 

we discuss how this is possible. Ref. [64] provides the formal proof of how this reduction 

is achieved. Based on the reduced set of produced inequalities, we formulate the hiding 

process as a CSP and solve it by using BIP.

6.2.1 Problem Size Minimization

Although we are unable to solve the entire problem, due to its exponential growth, we 

argue that we can minimize its size up to a point, without any loss on the attained solution. 

Specifically, we argue that we can remove certain inequalities of the system (referring to 

the status of itemsets in D) that do not affect its set of solutions. The rational behind this 

claim is that in a typical case there exist many overlapping itemsets in DO and therefore a 

large number of overlapping inequalities are produced. Identifying such inequalities helps 

us to drastically reduce the size of the problem up to a point that it becomes solvable.

As we presented earlier, an one-to-one correspondence exists between itemsets and 

produced inequalities in our system. Given that C is the total set of affected itemsets, such 

that C =  {Ci, C2 , . . . , C2m—1}, we denote by L c the set of solutions of the corresponding 

inequalities from C. The set of solutions for the system of inequalities will be the inter­

section among the solution produced for each individual inequality. Thus, we can write

lc =  n!=1 Lei.
Based on the above notation, the set of solutions that corresponds to all itemsets in 

DO is denoted as Lp(I)\{^}. Given an inequality (produced, for example, by an itemset C2) 

with a solution set being a proper subset of the solution set of another inequality, say C1, 

we can deduce that the latter inequality can be removed from any system containing the 

first inequality, without affecting the global solution of this system. In this case we have 

that L c2 C L c1 and we state that C1 is a (generalized) cover of C2. By exploiting cover 

relations, we achieve to reduce the problem of satisfying all the inequalities produced by all
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the itemsets in DO, to the examination of a much smaller set

C = [I e  Bd+(FD) : I n  I Smin =  0 } USmin (6.5)

where notation I Smin depicts the items of the itemsets in Smin. Thus, I n  I Smin refers to those 

itemsets of the revised positive border that do not contain any items from those appearing in 

the minimum sensitive itemsets (i.e. in Smin). Set C provides us the optimal hiding solution 

L c, if one exists. The reduction of the set of all inequalities to those involving the itemsets 

in C, is proven as part of [64].

6.2.2 Reduction to CSP and the BIP solution

After our formalization of the sensitive itemsets' hiding procedure, the whole problem can 

been regarded as a CSP. A CSP [147] is defined by a set of variables and a set of constraints, 

where each variable has a non-empty domain of potential values. The constraints, on the 

other hand, involve a subset of the variables and specify the allowable combinations of 

valid values that these variables can attain. An assignment that does not violate the set of 

constraints is called consistent. A solution of a CSP is a complete assignment of values to 

the variables that satisfies all the constraints. As a final remark, in CSPs we usually wish to 

maximize or minimize an objective function subject to a number of constraints.

CSPs can be solved by using various techniques such as linear and non-linear pro­

gramming [114]. In our context all variables are binary as they refer to items participating 

to specific transactions; this fact provides us with an important advantage as we will see 

later on. To solve our CSP, we first transform it to an optimization problem and then apply 

a technique called BIP [83]. Our formulation enables us to solve the sanitization problem in 

DO and is capable of identifying the optimal solution (if one exists). In the case of problems 

where exact solutions are infeasible, we provide a relaxation of this algorithm (by using a 

heuristic targeted for inequalities selection and removal) that allows the identification of a 

good approximate solution.

Figure 6.1 presents the CSP formulation as an optimization problem. As we can 

notice, the degree of the constraints participating in the problem formulation is a-priori
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maximize (Lunmeu Unm)

subject to Σ τη£&ι Π ime/ unm <  msup, V/ G Smin

E rne®! n imG/ Unm > msup,V/ G V

where V — {/ G Bd+(F®) : / n  ISmin — 0}

Figure 6.1: The CSP formulation as an optimization process.

Replace

ETneDF ψ. —i —msup, Ψ. — n.meF unm — unF 1 X · · · X unF| f
with

' Ψί — unF 1
Ψί — unF2

Vi
Ψΐ u.ks3VI
Ψί\

+k£ΛΙ unF 2 + ··· + unF |f  | — |F | + 1

and
Ei ψί — msup

where Ψi G {0,1}

Figure 6.2: The Constraints Degree Reduction approach.

unknown, and can be as large as the number of items in the given dataset . This fact 

prohibits us from solving the CSP in the format that is presented in Figure 6.1. Fortunately 

though, due to the binary nature of the variables, we are capable of handling this issue. 

To do so, we replace any inequality that contains at least one product of two or more unm 

variables, with a number of inequalities that each contains no product of variables and, when 

all solved, we attain exactly the same solution as that of the initial inequality. The side- 

effect of this methodology is that it increases the number of constraints in the system. On 

the other hand, the resulting inequalities are very simple and allow for fast solutions, thus 

adhere for an efficient solution of the CSP. A number of temporary binary values Ψi need 

to be introduced, as shown in Figure 6.2. After applying the Constraints Degree Reduction 
(CDR) approach all constraints are linear with no coefficients. A linear optimization solver
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Algorithm 6.1 Relaxation Procedure in V.
1 procedure SE L E C TRE M O V E(Constraints CR , V, D)
2 CRmaxlen argmaxi {\Ri |} IΔ
3 O-msup ^  minCRmaxlen £ V,D)) > Ri £ V
4 for each C £ CRm u l en do
5 if sup(Ri, D) = crmsup then
6 Remove (c) > remove constraint from the CSP.

can thus be applied to provide the optimal solution Lq .

The final case that needs to be examined is what happens if the optimization prob­

lem yields no solution, i.e. the CSP is unsolvable. This means, that an exact hiding solution 

cannot be found based on our distance criterion. What allows us to proceed in such a case 

and identify a good approximate solution is the fact that the integer programming problem 

that contains only the constraints imposed by the sensitive itemsets in Smin, will always have 

a solution. Thus, we can always identify a good hiding solution if we remove a portion of 

the constraints imposed by the itemsets in V (see Figure 6.1). In a realistic situation, only 

a small fraction of constraints will have to be discarded. The question that is now raised is 

how to select which inequalities to remove. Algorithm 6.1 provides a simple heuristic for 

selection and removal of inequalities from the CSP of Figure 6.1. It applies a relaxation 

process by removing all constraints that correspond to maximal size and minimum support 

itemsets in V. The rationale behind this heuristic is that the hidden itemsets in D (due to 

the side-effects of hiding itemsets in Smax) will be the first that would be hidden in DO if 

the support threshold was increased, since their current support is also low. After removing 

a small subset of the constraints, we expect the remaining problem to become solvable. As 

a final point, we need to mention that we iteratively apply this relaxation process until the 

CSP has a solution, each time potentially removing more than one constraints from the CSP.

6.2.3 An Example

To demonstrate our core approach we will use an example. Consider the transactional 

database shown in Table 6.1. Using a minimum frequency threshold mfreq= 0.2, the set 

of frequent itemsets identified by Apriori is: Fd0 = {A, B, C, D, AB, AC, AD, CD, ACD}.
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Table 6.1: The original database DO used in the example.

A B C D
1 0 1 0
1 0 1 1
0 0 1 1
0 1 0 0
1 1 1 1
0 0 0 1
0 0 1 0
1 1 0 0

Suppose we want to hide sensitive itemset {AB}, therefore S  = {AB}. As a first step we 

compute the ideal set of frequent itemsets for D by using Algorithm 5.4. That is: FD =  

{A,B,C,D, AC, AD, CD, ACD}. The revised positive border for D will then be: Bd + (F®) =  

{B, ACD}. To produce the needed constraints for the CSP, we consider all itemsets appear­

ing in C (see (6.5)). In this example we have that: V = B d + (F®) =  {B, ACD}. First, we 

substitute in all transactions supporting the sensitive itemsets, their current Tnm values of the 

sensitive items with unm binary variables. This constitutes the intermediate form of database 

Do, shown in Table 6.2. Then, for each itemset in (V U Smin), we create a constraint:

1 +  U52 +  u82 > msup ^  U52 +  u82 > 0.6  (6 .6)

1 +  u51 > msup ^  u51 > 0.6 (6.7)

u51u52 +  u81u82 < msup ^  u51u52 +  u81u82 < 1.6 (6 .8)

The first two inequalities correspond to the itemsets in V, whereas the third one is for the 

sensitive itemset in S (here Smin =  S ). From these constraints, only the third one contains 

products of unm variables and therefore needs to be replaced. Based on Figure 6.2 we 

replace it, while introducing two new temporary binary variables, Ψ 1 and Ψ2, as follows:
/

Ψ1 Ψ2

u5iu52 +  < 1 .6 ^  <

ψ 1 < u51,

ψ 1 <  ^ ,

Ψ2 < u81

Ψ2 < u82

Ψ 1 > u51 +  u52 — 1 , Ψ2 > u81 +  u82 — 1
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Table 6.2: The intermediate form of database used in the example.

A B C D
1 0 1 0
1 0 1 1
0 0 1 1
0 1 0 0

U51 U52 1 1
0 0 0 1
0 0 1 0

U81 U82 0 0

maximize (u51 +  U52 +  u81 +  u82)

/

subject to <

U52 +  U82 > 0.6 
U51 >  0.6 

Ψ 1 < U51 

Ψ 1 < U52 

Ψ2 < U81 
Ψ2 < U82
Ψ 1 > U51 +  U52 — 1 
Ψ2 > U81 +  U82 — 1 
Ψ 1 +  Ψ2 < 1.6

where {U51,U52, U81, U82,Ψ 1,Ψ 2} e  {0 , 1}

Figure 6.3: The CSP formulation for dataset .

By using this process we achieve to linearize all the constraints of the CSP that involve 

products of binary variables. The resulting CSP is presented in Figure 6.3. We solve it by 

using BIP and we get one among the three optimal solutions presented in Table 6.3.

6.3 Experiments and Results

We tested the inline algorithm on real world datasets using different parameters such as 

minimum support threshold and number/size of sensitive itemsets to hide. In this section, 

we provide the list of datasets we used, their special characteristics, the selected parameters
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Table 6.3: The three exact (and optimal) solutions for the CSP of the example.

Solution U51 u52 U81 u82
li 1 0 1 1

12 1 1 0 1

h 1 1 1 0

Table 6.4: The characteristics of the three datasets.

Dataset n m Avg tlen
BMS-WebView-1 59,602 497 2.50
BMS-WebView-2 77,512 3,340 5.00

Mushroom 8,124 119 23.00

and the attained experimental results.

6.3.1 The Datasets

All the real datasets that we used to evaluate our methodology are publicly available through 

the FIMI repository (http://fimi.cs.helsinki.fi/). Datasets BMS-WebView-1 and BMS- 

WebView-2 both contain click stream data from the Blue Martini Software, Inc. and were 

used for the KDD Cup 2000 [106]. The mushroom dataset was prepared by Roberto Ba- 

yardo (University of California, Irvine) [22]. These datasets demonstrate varying character­

istics in terms of the number of transactions and items and the average transaction lengths. 

Table 6.4 summarizes them.

The primary bottleneck of our approach was the time taken to run the frequent 

itemset mining algorithm. The thresholds of minimum support were properly selected to 

ensure a large amount of frequent itemsets. Among them, we randomly selected a portion 

and characterized them as sensitive. We conducted several experiments trying to hide 1, 2, 

4 and 5-sensitive itemsets. Since our sanitization methodology is item-based, the higher 

the number of items in a sensitive itemset, the more the unm variables involved and therefore 

the more constraints need to be solved. To avoid the explosion in the number of constraints 

we enforced two pruning techniques. Firstly, we removed tautologies, i.e. inequalities that 

always hold. Secondly, we partitioned inequalities, identified overlapping sets and kept only
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the most specific inequality from each set. Both pruning techniques can be easily applied 

and relieve the solver from a good portion of unnecessary work. Our code was implemented 

in Perl and C and we conducted our experiments on a PC running Linux on an Intel Pentium 

D, 3.2 Ghz processor. The integer programs were solved using ILOG CPLEX 9.0 [95].

6.3.2 Evaluation Methodology

We evaluated our algorithm by the metric of distance between databases DO and D . The 

lower the distance, the better the quality of the hiding solution. Since even in non-exact 

solutions we ensure that the sensitive itemsets have been successfully hidden, we argue that 

in any case the sanitized database D can be safely released to untrusted third parties.

As a final comment on the evaluation procedure we should mention that it is not 

sensible to compare the attained experimental results against the widely known metric of 

accuracy (as used in other state-of-the-art algorithms). The reason is that in our case what 

we try to minimize is not the number of transactions from DO that will be sanitized (which 

is what the metric of accuracy captures), but the total number of individual items that will 

be removed from transactions in DO. These two goals are highly distinct. According to our 

perception a good sanitization procedure should try to minimize not the number of affected 

transactions but the total number of affected items. Thus, the metric of accuracy would be 

inappropriate to evaluate the outcome of the presented methodology.

6.3.3 Experimental Results

In order to test our approach we considered the following hiding scenarios: hiding 1 1- 

itemset (HS1), hiding 2 1-itemsets (HS2), hiding 1 2-itemset (HS3), hiding 2 2-itemsets 

(HS4), hiding 1 4-itemset (HS5), hiding 2 4-itemsets (HS6 ), and hiding 1 5-itemset (HS7). 

Table 6.5 summarizes the attained experimental results. The number of unm variables par­

ticipating in the CSP provides an estimate of the worst-case scenario in the context of our 

algorithm; it is equivalent to the maximum distance between DO and D . The fourth column 

shows the actual distance of the two databases as reported by the solver. It corresponds to
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Table 6.5: The experimental results for the three datasets.

Dataset Hiding
Scenario

Unm vars Distance

BMS-1 HS1 157 128
BMS-1 HS2 359 301
BMS-1 HS3 60 19
BMS-1 HS4 120 12
BMS-1 HS5 120 8
BMS-1 HS6 228 21
BMS-1 HS7 150 24
BMS-2 HS1 12 3
BMS-2 HS2 36 18
BMS-2 HS3 24 3
BMS-2 HS4 40 8
BMS-2 HS5 40 4
BMS-2 HS6 80 12

Mushroom HS1 32 8
Mushroom HS2 68 20
Mushroom HS3 64 12
Mushroom HS4 128 16
Mushroom HS5 128 8
Mushroom HS6 256 24
Mushroom HS7 160 16

the actual number of items that were hidden from individual transactions of .

6.3.4 Some Remarks on the Efficiency of the Inline Algorithm

At a first glance, a shortcoming of our proposed methodology seems to be the time required 

for solving the produced CSPs, especially due to the number of constraints introduced by 

the CDR approach. However, due to the fact that the produced constraints involve binary 

variables and no products among these variables exist, it turns out that the solution time is 

acceptable. To support our claim, we created a dataset of 10,000 transactions with 10 items 

each, where all items participate in all transactions. We set msup to 1.0 and extracted all 

itemsets from the lattice. Then, we hide 2 1-itemsets and 2 4-itemsets, all consisting of dis­

joint items. To ensure our problem has a feasible solution, we relaxed it by using only the
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constraints of set Smin that always lead to a satisfiable CSP. Based on our formulation, the 

total number of unm variables participating in the problem are 100,000. To split their prod­

ucts for the 2 4—itemsets, another 20,000 Ψi variables were introduced. The total number 

of constraints were 100,004 and the optimal solution is 99,996 (since 4 items, one belong­

ing in each sensitive itemset, need to be zeroed in a transaction). CPLEX was capable of 

identifying this solution within 889 seconds (approx. 15 min), which we consider low for 

such a demanding problem. Of course, adding the constraints from set V increases time 

complexity. However, in all our experiments so far the solver was able to rapidly decide 

if the optimization problem was infeasible. Thus, in such cases, the relaxation procedure 

(presented in Algorithm 6.1) was soon applied to allow for the production of a solvable CSP 

and the identification of a good approximate hiding solution.
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Chapter 7

A Two-Phase Iterative Algorithm for

Itemset Hiding

In this chapter, we present a two-phase iterative methodology (originally proposed in [70]) 

that extends the functionality of the inline algorithm of [64] (Chapter 6) to allow for the 

identification of exact hiding solutions for a wider spectrum of problem instances. We de­

fine a problem instance as the set of (i) the original dataset DO, (ii) the minimum frequency 

threshold mfreq that is considered for its mining, and (iii) the set of sensitive itemsets that 

have to be protected. Since the inline algorithm allows only supported items in DO to be­

come unsupported in D , we argue that there exist problem instances that although they 

allow for an exact solution, the inline approach is incapable of finding it. A proof of this 

statement is provided in Section 7.4, as well as in the experimental evaluation of [68 ].

The remainder of this chapter is organized as follows. In Section 7.1 we present 

the theoretical background behind the proposed two-phase iterative process (see Figure 

7.1; large box shows the iteration). Section 7.2 highlights some important aspects of the 

proposed methodology that influence the quality of the hiding solution that is found. In 

Section 7.3, we present a specific problem instance for which the inline algorithm fails to 

provide an exact hiding solution and demonstrate how the new approach achieves to identify 

it. Finally, Section 7.4 presents the experimental evaluation of the proposed methodology.
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FIM and Selection of 
Sensitive Itemsets Border Revision Selection of

Candidate Itemsets

Figure 7.1: The architectural layout for the two-phase iterative approach.

7.1 Theory Behind the Two-Phase Iterative Approach

The proposed methodology for the identification of exact hiding solutions consists of two 

phases that iterate until either (i) an exact solution of the given problem instance is identi­

fied, or (ii) a pre-specified number of subsequent iterations t  have taken place. Threshold 

t  is called the limiting factor and must remain low enough to allow for a computation­

ally efficient solution. The first phase of the algorithm utilizes the inline approach to hide 

the sensitive knowledge. If it succeeds, then the process is terminated and database D is 

returned. This phase causes the retreat of the positive border of DO in the lattice, thus ex­

cluding from FD the sensitive itemsets and their supersets. If the first phase is unable to 

identify an exact solution, the algorithm proceeds to the second phase, which implements 

the dual counterpart of the inline algorithm. Specifically, from the produced (infeasible) 

CSP of the first phase, the proposed algorithm proceeds to remove selected inequalities as 

in Algorithm 6.1 but in a “one-to-one” rather than in a “batch” fashion1, until the underly­

ing CSP becomes feasible. The second phase results to the expansion of the positive border,

1The selection among inequalities corresponding to the same “batch” is performed arbitrarily.
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and the iteration of the two phases aims at the approximation (to the highest possible extent) 

of the ideal borderline in the sanitized database.

In what follows, let H  denote the set of itemsets for which the corresponding in­

equalities were removed from the CSP to allow for a feasible solution. Obviously, H  C 

Bd+(FD). Since the produced CSP is now feasible, the algorithm proceeds to identify the 

hiding solution and to compose the corresponding sanitized database D. This database is 

bound to suffer from the side-effect of hidden (nonsensitive) frequent patterns. The purpose 

of the second phase is to try to constitute these lost (due to the side-effects) itemsets of set 

H  frequent again by increasing their support in D . However, the support increment should 

be accomplished in a careful manner to ensure that both the sensitive itemsets as well as all 

the itemsets that do not participate in the ideal set FD, remain infrequent.

Let Dh  denote this intermediate (for the purposes of the second phase) view of the 

sanitized database D. In this database we want the itemsets of H  to become frequent and 

the outcome database to adhere as much as possible to the properties of the ideal set FD. As 

one can observe, the second phase of the approach has as a consequence the movement of 

the revised positive border downwards in the lattice to include an extended set of itemsets, 

constituting them frequent. As a result, this two-phase iterative process, when viewed 

vertically in the itemset lattice, resembles the oscillation of a pendulum, where one stage 

follows the other with the hope that the computed revised positive border will converge at 

some point to the ideal one.

We now proceed to analyze the mechanism that takes place as part of the second 

phase of this “oscillation”. Since the goal of this phase is to constitute the itemsets of H  

frequent in Dh , the modification of this database will be based only on item inclusions on 

a selected subset of transactions. Following the inline approach, the candidate items for in­

clusion are only those that appear among the itemsets in H , i.e. those in the universe of I H . 

All these items will be substituted in the transactions of Dh  where they are unsupported, by 

the corresponding unm variables. This will produce an intermediate form of database Dh .
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minimize (L unme u  Unm)

subject to Σ τηβοΗΑΙ} Π imEX unm < msup, V/ G Bd (FD) 
L TneDHAI} n imGR Unm > msup ,V/ G H

Figure 7.2: The CSP for the second stage of the two-phase iterative approach.

Following that, a CSP is constructed in which the itemsets that are controlled belong in set

C = H  U B d -(F©) (7.1)

Finally, the optimization criterion is altered to denote that a minimization (i.e. least amount 

of 1s), rather than a maximization of the binary variables unm will lead to the best possible 

solution. Figure 7.2 presents the form of the CSP created in the second phase of this two- 

phase iterative hiding process. As mentioned earlier, these two phases are executed in an 

iterative fashion until convergence to the exact hiding solution is achieved or a pre-specified 

number of oscillations £ take place. In this figure, DH,{Ι} refers to the portion of DH (i.e. 

the transactions) that supports itemset Ι.

7.2 Removal of Constraints from the Infeasible CSP

An aspect of the two-phase iterative approach that requires further investigation regards the 

constraints selection and removal process that turns an infeasible CSP into a feasible one. In 

the workings of the proposed approach we consider the eviction process of Algorithm 6.1 in 

an attempt to maximize the probability of yielding a feasible CSP after the removal of only 

a few number of constraints (inequalities). This is achieved by removing the most strict 

constraints, i.e. those that involve the maximum number of binary variables (equivalently, 

the maximum length itemsets from ). To ensure that the removal of these constraints 

will cause minimal loss of nonsensitive knowledge to the database, we select among them 

the ones that involve itemsets of low support in , as those itemsets would be the first 

to be hidden if  the support threshold was increased. Although we consider this to be a
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reasonable heuristic, it may not always lead to the optimal selection, i.e. the one where the 

minimum number of constraints are selected for eviction and their removal from the CSP 

causes the least distortion to the database. Thus, in what follows, we discuss the properties 

of a mechanism that can be used for the identification of the best possible set of inequalities 

to formulate the constraints of the feasible CSP.

Let a constraint set be a set of inequalities corresponding to the itemsets of the 

positive border, as taken from the original (infeasible) CSP. We argue that there exists a 

“1- 1” correspondence between constraint sets and itemsets, where each item is mapped 

to a constraint (and vice versa). A frequent itemset is equivalent to a feasible constraint 

set, i.e. a set of constraints that has a solution satisfying all the constraints in the set. The 

downwards closure property of the frequent itemsets also holds in the case of constraint sets, 

since all the subsets (taken by removing one or more inequalities) of a feasible constraint 

set are also feasible constraint sets and all the supersets of an infeasible constraint set are 

also infeasible constraint sets. Furthermore, a maximal feasible constraint set (in relation to 

a maximal frequent itemset) is a feasible constraint set where all its supersets are infeasible 

constraint sets. The constraints removal process, explained earlier, can be considered as 

the identification of a maximal feasible constraint set among the inequalities of the revised 

positive border. These constraints will be the ones that will participate to the (feasible) CSP. 

Due to the correspondence that exists between itemsets and constraint sets, we argue that 

one could use techniques that are currently applied on frequent itemset mining algorithms 

(such as pruning approaches) to efficiently identify the maximal constraint sets and possibly 

further select one among them (if we consider the existence of some metric of quality among 

the different constraint sets). However, the decision of whether a constraint set is feasible 

or not is a computationally demanding process and for this reason we consider the proposed 

heuristic to provide a more efficient (although in some cases suboptimal) alternative.
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Table 7.1: The original database DO.

A B C D E
1 0 1 0 0
1 0 1 1 1
0 0 1 1 0
0 1 0 0 1
1 0 1 1 1
0 0 0 1 1
0 0 1 0 0
1 1 0 0 0
1 0 1 0 0
0 0 1 1 0

Table 7.2: The intermediate database of DO.

A B C D E
1 0 1 0 0
1 0 u 23 « 2 4 1
0 0 u 33 « 3 4 0
0 1 0 0 1
1 0 « 5 3 « 5 4 1
0 0 0 1 1
0 0 1 0 0
1 1 0 0 0
1 0 1 0 0
0 0 «1 0 3 « 1 0 4 0

7.3 An Example of the Two-Phase Iterative Process

Consider database DO depicted in Table 7.1. When mining this database for frequent item- 

sets, using m freq  =  0.2, we have that F d 0 =  {A , B, C, D ,E , AC , A D , A E , CD, C E , D E , ACD, 

A C E ,A D E ,C D E ,A C D E }. Suppose that the sensitive knowledge corresponds to the fre­

quent itemset S  = {CD}. Given S  we compute S max = {CD, AC D , A C D E } that corresponds 

to the sensitive itemsets and their frequent supersets. The revised positive border will then 

contain the itemsets of Bd+(F®) =  {B ,A C E ,A D E }. The intermediate form of database 

DO (generated using the inline approach) is shown in Table 7.2. From this database, us­

ing set V  = {I  £ Bd+(F®) : I Π I s =  0 }  = {A C E , A D E }, we produce the following set of
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Table 7.3: The database Dh .

A B C D E
1 0 1 0 0
1 0 1 1 1
0 0 1 0 0
0 1 0 0 1
1 0 0 1 1
0 0 0 1 1
0 0 1 0 0
1 1 0 0 0
1 0 1 0 0
0 0 1 0 0

inequalities for C = V US  = {ACE, ADE,CD} that are incorporated to the CSP:

ACE : U23 +  U53 > 2 (7.2)

ADE : U24 +  U54 > 2 (7.3)

CD : U23U24 +  U33U34 +  U53U54 +  U103U104 < 2 (7.4)

The first two inequalities correspond to itemsets ACE and ADE, which must remain fre­

quent in D , while the last one reflects the status of the sensitive itemset CD, which must 

become infrequent in the sanitized outcome. It is easy to prove that if these inequalities 

are incorporated to the CSP of Figure 6.1, then the produced CSP is unsolvable. Thus, we 

apply Algorithm 6.1 to alleviate the CSP from inequalities of set V =  {ACE, ADE}. How­

ever, as mentioned earlier, we do not use the “batch” mode of operation of this algorithm 

(which would remove both itemsets in V) but instead, we use the “one-by-one” mode of 

operation that selects to remove one among the inequalities returned in the same “batch”. 

As already stated, at this point the selection among the inequalities of the same batch is 

arbitrary. Suppose, we select to remove from the CSP the inequality that corresponds to 

itemset ACE of the revised positive border. The resulting CSP is then solvable. Among the 

alternative possible solutions assume that we select the one having U34 =  U53 =  U104 =  0 

and u23 =  u24 =  u33 =  U54 =  u103 =  1. Since the criterion function of the CSP requires 

the maximization of the number of binary variables that are set to ‘1’, we attain a solution
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Table 7.4: Intermediate form of database Dh .

A B C D E
1 0 1 0 U15
1 0 1 1 1

U31 0 1 0 U35
U41 1 U43 0 1
1 0 U53 1 1

U61 0 U63 1 1
U71 0 1 0 U75
1 1 U83 0 U85
1 0 1 0 U95

U101 0 1 0 U105

that has the minimum possible variables set to ‘0’. This solution (having a distance of 3) is 

presented in Table 7.3; since it is not exact, we name our database Dh  and proceed to the 

second phase of the proposed methodology.

As we observe, in database Dh  of Table 7.3, itemset H  =  {ACE} is hidden, since 

its support has dropped to one. In an attempt to constitute this itemset frequent again, we 

create an intermediate form of database DH in which in all transactions that do not support 

items A, C, or E, we substitute the corresponding zero entries with binary variables Unm. 

This, leads to the database presented in Table 7.4.

As a next step, we create the corresponding inequalities for the itemsets of set C, by 

taking into account the itemsets of sets H  and Bd- (FH) =  {AB,BC, BD, BE, CD} which 

are not foreign to I H = {A,C, E }. Thus, we have the following set of produced inequalities:

ACE : U15 +  U31U35 +  U41U43 +  U53 +  U61U63 +

U71U75 +  U83U85 +  U95 +  U101U105 > 1 (7.5)

AB : U41 < 1 ^  U41 =  0 (7.6)

BC : U43 +  U83 < 2 ^  U43 =  0 V U83 =  0 (7.7)

BE : U85 < 1 ^  U85 =  0 (7.8)

CD : U53 +  U63 < 1 ^  U53 =  U63 =  0 (7.9)
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Table 7.5: Database D produced by the two-phase iterative approach.

A B C D E
1 0 1 0 1
1 0 1 1 1
0 0 1 0 0
0 1 0 0 1
1 0 0 1 1
0 0 0 1 1
0 0 1 0 0
1 1 0 0 0
1 0 1 0 0
0 0 1 0 0

Notice that no inequality is produced from itemset BD since it is foreign to set I H. More­

over, it is easy to prove that this set of inequalities is solvable, yielding two exact solutions, 

each of which requires only one binary variable to become ‘1’: either u15 or U95. These 

two solutions are actually the same since the involved transactions ( 1st or 9 th) do not differ 

to one another and both solutions apply the same modification to either of them. Table 7.5 

presents the solution where u15 =  1.

Figure 7.3 shows the original borderline along with the borderlines of the databases 

produced as an output of the two phases of the algorithm. Notice that the output of the 

second phase in the first iteration of the algorithm yields an exact solution. Thus, for i  = 1 

the two-phase iterative algorithm has provided an exact solution that was missed by the 

inline algorithm of [64].

7.4 Experimental Evaluation

In this section, we provide the results of the experiments we conducted to test the two- 

phase iterative approach against the inline algorithm. The two algorithms were tested on 

three real world datasets using different parameters such as minimum support threshold and 

number/size of sensitive itemsets to hide. All these datasets are publicly available through 

the FIMI repository [80] and are summarized in Table 6.4.
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Figure 7.3: The two phases of iteration for the considered example.

The primary bottleneck that we experienced in most of our experiments was the 

time taken to run the frequent itemset mining algorithm, as well as the time needed to solve 

the formulated CSPs through the application of BIP. In all tested settings, the thresholds of 

minimum support were properly selected to ensure an adequate amount of frequent itemsets 

and the sensitive itemsets to be hidden were selected randomly among the frequent ones. 

Our source code was implemented in Perl and C and all the experiments were conducted on 

a PC running Linux on an Intel Pentium D, 3.2 Ghz processor equipped with 4 GB of main 

memory. All integer programs were solved using ILOG CPLEX 9.0 [95].

When evaluating the two-phase iterative approach, we used a limiting factor of 

t  =  5 to control the number of iterations that the algorithm is allowed to execute. After the 

execution of the first iteration of the two-phase iterative algorithm, we keep track of the 

attained solution and the respective impact on the dataset. Then, we allow the algorithm to
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proceed to up to £ subsequent iterations. I f  the algorithm  fails to identify  an exact solution 

after the £ runs, w e refer to the stored solution o f  the first iteration  o f  the algorithm  to attain 

the sanitized database D . This way, we achieve bo th  to lim it the runtim e o f execution o f  

the algorithm  to a  level that it rem ains tractable (through the use o f  £) and to ensure that 

this algorithm  w ill constantly  outperform  the in line schem e and provide superior hiding 

solutions. In w hat follow s, le t notation  a x  b denote the hiding o f  a  item sets o f  length  b.

Figure 7.4 presents the perform ance com parison o f  the tw o algorithm s. A  star above 

a  colum n in the graphs indicates a  suboptim al hiding solution. B ased on the attained results, 

w e can m ake the follow ing observations. F irst, by  construction, the tw o -p h ase  iterative 

schem e is constantly  superior to the in line algorithm , since its w orst perform ance equals 

the perform ance o f  the in line schem e. Second, as the experim ents indicate, there are sev­

eral settings in  w hich the tw o -p h ase  iterative algorithm  finds an exact hiding solution w ith 

a  sm all increm ent in  the d istance w hen com pared to that o f  the in line approach. Third, 

by  construction, the tw o -p h ase  iterative algorithm  can capture all the exact solutions that 

w ere also identified by the in line approach. This fact, constitutes the tw o -p h ase  iterative 

algorithm  superior w hen com pared to the in line m ethodology.
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Inline vs 2-Phase Iterative Approach for BMS-1

Hiding Scenarios

Inline vs 2-Phase Iterative Approach for BMS-2

Hiding Scenarios

Inline vs 2-Phase Iterative Approach for Mushroom

Hiding Scenarios

Figure 7.4: T he d istance betw een the in line and the tw o -p h ase  iterative algorithm .
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Chapter 8

Exact Knowledge Hiding Through

Database Extension

In this chapter, w e propose a  novel, exact bo rder-based  approach that provides an optim al 

solution for the hiding o f  sensitive frequent item sets by  (i) m inim ally  extending the original 

database by a  synthetically  generated  database part —  the database extension, (ii) fo rm ulat­

ing  the creation  o f  the database extension as a  constrain t satisfaction problem , (iii) m apping 

the constrain t satisfaction problem  to an equivalent b inary  in teger program m ing problem , 

(iv) exploiting underutilized  synthetic transactions to proportionally  increase the support o f  

nonsensitive item sets, (v) m inim ally  relaxing the constrain t satisfaction problem  to provide 

an approxim ate solution close to the optim al one w hen an ideal solution does not exist, 

and (vi) by  using a  partitioning in  the universe o f  the item s to increase the efficiency o f  

the proposed hid ing algorithm . Extending the original database for sensitive item set hiding 

is  proved to provide optim al solutions to an extended set o f  hiding problem s com pared to 

previous approaches and to provide hiding solutions o f  typically  h igher quality. M oreover, 

the application  o f  b inary  in teger program m ing enables the sim ultaneous hid ing o f  all the 

sensitive item sets and thus allow s for the identification  o f  g lobally  optim al solutions.

The rem ainder o f  this chapter is organized as follow s. Section 8.1 in troduces the 

proposed m ethodology. In Section 8.2 w e provide the basic steps o f  the m ethodology, w hile
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Section 8.3 sheds ligh t on the m ain issues that perta in  to its successful application. Section

8.4 presents the various aspects o f  the hybrid solution m ethodology, w hile Section 8.5 in tro ­

duces a  partitioning approach w hich  substantially  im proves the scalability  o f  the algorithm . 

Finally, Section 8.6 contains the experim ental evaluation contrasting  this approach against 

the exact algorithm  o f C hapter 6 as w ell as tw o s ta te -o f- th e -a r t  heuristic  m ethodologies.

8.1 Introduction

In this chapter, w e p resen t a  novel approach that strategically  perform s sensitive frequent 

item set hid ing based on a  new  notion o f  hybrid database generation. This approach b road ­

ens the regular process o f  data sanitization (as in troduced in  [20] and adopted by  the over­

w helm ing m ajority  o f  researchers [2 0 ,1 2 2 ,1 3 4 ]) by  applying an  extension to the original 

database instead o f  either m odifying existing transactions (d irectly  or through the applica­

tion o f  transform ations), or rebuilding the dataset from  scratch  to accom m odate sensitive 

know ledge hiding. T he extended portion  o f  the database contains a  set o f  carefully  crafted 

transactions that achieve to low er the im portance o f  the sensitive patterns to a  degree that 

they becom e uninteresting  from  the perspective o f  the data  m ining algorithm , w hile m in i­

m ally affecting the im portance o f  the nonsensitive ones. T he hiding process is guided by the 

need to m axim ize the data  utility  o f  the sanitized database by in troducing the least possible 

am ount o f  side-effects , such as (i) the hid ing o f  nonsensitive patterns, o r (ii) the production  

o f  frequent patterns that w ere no t existent in  the initial dataset (ghost item sets). T he re ­

leased database, w hich  consists o f  the initial part (original database) and the extended part 

(database extension), can guarantee the protection  o f  the sensitive know ledge, w hen m ined 

at the sam e or h igher support as the one used in  the original database. Therefore, to protect 

the sensitive know ledge, the security  adm inistrator should appropriately  set the m inim um  

support threshold to a  value that is low er than the usually  used threshold in  a  typical m ining 

scenario concerning the data a t hand. In  accordance to the m ajority  o f  the know ledge hiding 

approaches, this w ork  aim s at creating a  sanitized version o f  the original database that can 

be safely released to the public.
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Follow ing previous w ork  [64,70], the approach presen ted  in  this chapter is exact in 

nature; p rovided that a  hid ing solution that causes no side-effects in  the sanitized database 

exists, the proposed algorithm  is guaranteed to find it. O n the contrary, w hen an exact 

solution is im possible, the algorithm  identifies an approxim ate solution that is close to the 

optim al one. To accom plish  the hiding task, the proposed approach adm inisters the sanitiza­

tion part by  form ulating a  C SP and by  solving it  through BIP. The m easure o f  d istance [64] 

is used  to form ulate the criterion  that w ill drive the optim ization  process to the optim al 

solution. T hrough a  set o f experim ents w e dem onstrate the effectiveness o f this approach 

tow ards identifying optim al hiding solutions bearing no side-effects.

8.2 Knowledge Hiding Formulation

This section sets ou t the proposed hid ing m ethodology, along w ith  a  running exam ple w hich 

helps tow ards its p roper understanding.

8.2.1 The Hiding Methodology

To properly  in troduce the hiding m ethodology one needs to consider the existence o f  three 

databases, all depicted in  binary  form at. T hey are defined as follows:

•  D atabase D O is the original transaction  database w hich, w hen m ined at a  certain 

support threshold m sup, leads to the d isclosure o f  som e sensitive know ledge in  the 

form  o f  sensitive frequent patterns. T his sensitive know ledge needs to be protected.

•  D atabase D X is a  m inim al extension o f  D O that is created by  the h id ing algorithm  

during the sanitization process, in  order to facilitate  know ledge hiding.

•  D atabase D  is the union o f  database D O and the applied  extension D X and corre­

sponds to the sanitized outcom e that can  be safely released.

Suppose that database D O consists o f  N  transactions. B y preform ing frequent item - 

set m ining in  D O, using a  support threshold m sup  set by  the ow ner o f  the data, a  set o f
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Table 8.1: The sanitized database D  as a  m ixture o f  the original database D O and the applied 
extension D X.

Do <

a b c d e f

1 1 0 0 0 1

1 1 1 1 0 0

1 0 1 0 0 1

1 0 0 0 0 0

0 1 0 0 1 0

1 1 1 1 1 0

0 0 0 1 0 0

1 1 1 0 1 0

0 1 1 0 0 0

1 0 1 1 1 0

1 0 0 0 0 0

1 0 1 1 0 0

1 0 1 1 0 0

1 1 0 0 0 0

frequent patterns F d o are discovered, am ong w hich, a  subset S  contains patterns w hich 

are sensitive from  the ow ner's  perspective. T he goal o f  the proposed hid ing algorithm  is 

to create a  m inim al extension to the original database D O in  a  w ay that the final, sanitized 

database D  protects the sensitive item sets from  disclosure. The database extension can by 

itse lf  be considered as a  new database DX, since it consists o f  a  set o f  transactions in  the 

sam e space o f  item s I  as the ones o f  D O. A m ong alternative hiding solutions that m ay exist, 

the target o f  the proposed algorithm  is to pro tect the sensitive know ledge, w hile m inim ally 

affecting the nonsensitive item sets appearing in  F d o . This m eans that all the nonsensitive 

item sets in  F d o should continue to appear as frequent am ong the m ined patterns from  D , 

w hen perform ing frequent item set m ining using the sam e or a  h igher support threshold. The 

hiding o f  a  sensitive item set is equivalent to a  degradation o f  its statistical significance, in 

term s o f  support, in  the resu lt database.

The proposed algorithm  first applies border revision  to identify  the revised borders 

for D , then com putes the m inim al size for the extension D X and, by  using the item sets o f  the 

revised borders, defines a  C S P  that is solved using BIP. In  this way, all possib le assignm ents 

o f  item sets to the transactions o f  D X are exam ined and the optim al assignm ent is bound to
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Table 8.2: F requent item sets for D O and D X at m sup =  3.

F requen t item set in  D O Support

{a} 7

{ b } ,{ c } 6

{ac} 5

{ d } , {e} , { ab } , {bc} 4

{ a d } , { ae} , { b e} , { cd } , { ce} , { a b c } , { acd } , { ace}  3

F requen t i tem set in  D Support

{a} 11

{c} 8

{b } , {ac} 7

{d} 6

{ a b } , { ad } , { cd } , {acd } 5

j e } ,  j - b e f 4

i - a e f ,  j ib e } ,  j e f ,  e e ,  e e 3

be found. A lthough the properties o f  the produced C SP  allow  for an  acceptable runtim e 

o f  the hiding algorithm , there are cases in  w hich the partitioning approach o f  Section 8.5 

becom es useful to accom m odate for very  large problem  sizes.

8.2.2 A Running Example

Suppose w e are provided w ith  database D O o f  Table 8.1. A pplying frequent item set m ining 

in  D O using m freq =  0 .3, leads to the set o f  large item sets F d 0 appearing in  the upper part 

o f  Table 8.2. A m ong these item sets, le t S  =  {e, ae, bc}  denote the sensitive know ledge 

that has to be protected. The proposed hiding algorithm  aim s at the creation o f  a  database 

extension DX to D O (see Table 8.1) that allow s the hiding o f  the sensitive know ledge, w hile 

keeping the nonsensitive patterns frequent in  the sanitized outcom e.

Table 8.1 sum m arizes the target o f  the hiding algorithm . T he union  o f  the two 

datasets D O and DX corresponds to the sanitized outcom e D  that can be safely released. 

Thus, the prim ary goal o f  the hid ing algorithm  is to construct the privacy aw are extension 

D X o f  D O such that (i) it  contains the least am ount o f  transactions needed to ensure the 

proper hiding o f  all the sensitive know ledge in  D O, and (ii) it  in troduces no side-effects
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to the hid ing process. A s w e can observe in  the low er part o f  Table 8.2, all the sensitive 

item sets o f  D O along w ith  their supersets are infrequent in  D  (show n under the dashed line), 

w hile all the nonsensitive item sets o f  D O rem ain  frequent. Since D O is extended, in  order to 

ensure that the nonsensitive patterns w ill rem ain  frequent in  D , the hid ing algorithm  needs 

to appropriately increase their support in  the sanitized database.

8.3 Main Issues Pertaining to the Hiding Methodology

T he proposed hid ing m ethodology creates a  sanitized database D  that corresponds to a 

m ixture o f  the original transactions in  D O and a  set o f  synthetic transactions, artificially 

created  to prohib it the leakage o f  the sensitive know ledge. For security  reasons, all the 

transactions in  D  are assum ed to be random ly  ordered so that it  is  difficult for an adversary 

to d istinguish  betw een the real ones and those that w ere added by  the hiding algorithm  to 

secure the sensitive know ledge. There are several issues o f  m ajor im portance, involving 

the hiding m ethodology, that need to be exam ined. To continue, le t P  denote the size o f  

database D , N  is the size o f  database D O, and Q is the size o f  the extension D X.

8.3.1 Size of the Database Extension

Since database D O is extended by  DX to construct database D , an in itial and very im portant 

step in  the hid ing process is the com putation  o f  the size o f  D X (i.e. the necessary  am ount 

o f  transactions that need to be added to those o f  D O to facilitate the hiding o f  the sensitive 

know ledge). A  low er bound on this value can be established based  on the sensitive item - 

set in  S  w hich has the h ighest support (breaking ties arbitrarily). The rationale here  is as 

fo llow s; by  identify ing the sensitive item set w ith  the h ighest support, one can safely decide 

upon the m inim um  num ber o f  transactions that m ust no t support this item set in  D X, so that 

i t  becom es infrequent in  D . T his num ber, theoretically, is  sufficient to allow  the hid ing o f  

all the o ther item sets participating  in  S  and all its supersets, and corresponds to the m in i­

m um  num ber o f  transactions that DX m ust have to properly  secure the sensitive know ledge.
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T heorem  1 dem onstrates how  this low er bound Q  is established.

T h e o re m  1. L et IM £  S  such that f o r  all I  £  S  it holds that su p (IM , D O) >  su p (I , D O). 

Then, the m inim um  size o f  DX to allow  the hid ing o f  the sensitive item sets fro m  S  in D  

equals:

Q
sup(IM, D o ) 

m freq
- N + 1 (8.1)

Proof. We only need to prove that any item set I  £  S  w ill becom e h idden in  D  i f  and only 

i f  Q >  sup(I, D O) / m freq — N , p rovided that I  is not supported in  DX. Since item set I  m ust 

be in frequent in  database D , the follow ing condition  holds:

su p (I, D ) <  m sup sup  (I, D O) +  su p (I, D X ) <  m freq · P

M oreover, since su p (I, D X ) >  0 and (by construction) P  =  N  +  Q, w e have that

su p (I, D o) <  m freq · (N  +  Q) = ^  su p (I, D o) <  N  +  Q

T he last inequality  w as relaxed by  rem oving term  su p (I, D X ). Since it consists o f  the 

sum m ation o f  non-negative term s and a  non-negative term  was rem oved, the inequality  

w ill continue to hold. Its holding proves the holding o f  (8.1) since the sensitive item set 

w ith  the h ighest support w ill require the largest am ount o f  transactions (not supporting it) 

in  the extension DX  in  order to be properly  hidden. The low er bound o f  the num ber o f  

the necessary transactions for D X w ill thus equal the floor value o f  sup (IM , D O) /m freq  — N  

p lus one. M oreover, as expected, item sets having low er support than IM m ay be supported 

by  som e transactions o f  database DX , as long as they are in frequent in  D . □

Equation (8.1) provides the absolute m inim um  size o f  D X to accom m odate for the 

sensitive know ledge hiding. However, as is presented  la ter on, this low er bound may, under 

certain  circum stances, be insufficient to allow  for the identification o f  an exact hiding so ­

lution, even i f  such a  solution exists. This situation m ay occur if, for instance, the num ber 

o f  transactions returned  by  (8.1) is too sm all to allow  for consistency am ong the differ­

en t requirem ents im posed  upon the status (frequent vs infrequent) o f  the various item sets 

appearing in  D . L ater on, w e propose a  w ay to overcom e this lim itation.
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8.3.2 Exact and Ideal Solutions in the Hybrid Methodology

H aving identified the size Q o f  database D X, the next step is to properly  construct these 

transactions to facilitate know ledge hiding. Since the actual values o f  all the item s in  the 

database extension are unknow n at this point, the hiding algorithm  represents them  w ith 

binary  variables that w ill be instantiated  la ter on in  the process. In w hat follow s, le t uqm be 

the binary  variable corresponding to the m -th  item  o f transaction  Tq £  D X (q £  [1, Q], m £  

[1,M ]), w hen D O is in  the sanitization process. U nder this form ulation, the goal o f  the 

hiding algorithm  becom es to optim ally  adjust all the binary  variables involved in  all the 

transactions o f  D X in  order to hide the sensitive item sets, w hile m inim ally  affecting the 

nonsensitive ones in  a  w ay that they rem ain  frequent in  the sanitized outcom e. A s already 

presented  in  C hapter 2, this is the notion o f  an  exact h iding solution.

In a  typical hid ing scenario, d istinct feasible solutions are o f  d ifferent quality. Thus, 

an optim ization  criterion needs to be incorporated  into the hiding strategy to guide the 

algorithm  to the best possib le am ong all the feasib le solutions. T he m etric o f  distance, 

in troduced in  [64], is applied to quantify  the notion o f  “harm ” caused to the original dataset 

by  the sanitization process. In the context o f  this w ork, the d istance betw een  database D O 

and its sanitized version D  is m easured based on the extension D X as follows:

d is t (D o , D ) =  Σ  Uqm  (8.2)
q£[1 ,Q ],m £[1 ,M ]

A s one can observe, the m inim um  im pact o f  D  can be quantified as the m inim um  

distance betw een  D O and D . Thus, the objective o f  the h id ing algorithm  becom es to ap ­

propriately  set the uqm variables such that all the sensitive know ledge is h idden, w hile the 

d istance is m inim ized. A n in teresting  property  o f  the distance m easure is that it allow s 

the hiding algorithm  to ensure h igh  quality  in  the sanitized database D  and to iden tify  the 

ideal solution, i f  one exists. T he notion o f  an ideal solution in  the context o f  this w ork is 

presented  in  D efinition 2. B ased on the notion  o f  d istance and the size o f  the produced 

extension D X o f  database D O, the database quality  is defined as follows:
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D efin ition  1. (Database quality) G iven the sanitized  database D, its orig ina l version D o  

and the p roduced  extension D X , the quality o f  database D  is m easured both in the size 

o f  D X and  in the num ber o f  binary variables set to ‘1 ’ in the transactions o f  D X (i.e. the 

distance metric). In  both cases, low er values correspond to better solutions.

T hrough (8.1) the hiding algorithm  is capable o f  identify ing the low er bound in  the 

size o f  D X that is necessary  to accom m odate the hiding o f  the sensitive know ledge in  D O. 

A s w e dem onstrate in  Sections 8.4.2 and 8.4.4, in  any situation, a  specific process can be 

follow ed to ensure that the size o f  the extension D X is m inim ized. Furtherm ore, through 

the use o f  (8.2) as an optim ization  criterion, the proposed hiding approach is guaranteed to 

iden tify  a  feasible solution, having the m inim um  im pact on database D . G iven the previous 

definitions, w e now  proceed to define the notion o f  an ideal solution.

D efin ition  2. (Ideal solution) A  solu tion  to the hid ing o f  the sensitive item sets is considered  

as ideal i f  it has the m inim um  distance am ong all the existing exact solu tions and  is obtained  

through the m inim um  expansion o f  D O. In  that sense, ideal is a so lu tion  that is both m inim al 

(w ith respect to the distance and  the size o f  the extension) and  exact.

8.3.3 The Revision of the Borders

The concept o f  border revision, in troduced by  Sun and Yu [160] and presented  in  detail in 

C hapter 5, provides the underly ing m echanism  for the specification o f  the values o f  the uqm 

variables to 1s or 0s, in  a  w ay that m inim izes the im pact on D . The use o f  border revision 

allow s the com putation o f  the rev ised  borders that lead  to an exact solution and assists in  

the tracking o f  the im pact o f  the h id ing process on the resu lt database. Thus, in  order to 

m aintain high quality  on the resu lt database, the hid ing algorithm  should select such item  

m odifications in  DX  that have m inim al im pact on the border o f  the nonsensitive item sets.

The first step in  the proposed hiding m ethodology rests on the identification o f  the 

revised  borders for D . T he hiding algorithm  relies on both the rev ised  positive and the 

negative borders, denoted as B d + (F D ) and B d - (F D ), respectively. T hese borders can be 

efficiently com puted using the algorithm s presented  in  C hapter 5. A fter identify ing the
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revised borders, the hid ing process has to perform  all the required  m inim al adjustm ents o f  

the transactions in  DX to enforce the existence o f  the new  borderline in  the resu lt database.

C ontinuing the exam ple o f  Section 8.2.2, consider the lattice o f  F igure 5.1, cor­

responding to the database D O o f  Table 8.1, w hen applying frequent item set m ining at 

m freq  =  0.3. N ear each  item set w e depict its support in  the original (Figure 5.1(i)) and the 

sanitized (Figure 5.1(ii)) database. B ased on the original hyperplane, the follow ing borders 

can be identified for D O: B d+ (FD O) =  {abc, be, a c d , ace}  and B d - (FDO) =  {f , bd, de, 

abe, bce}. The original borders are presented  in  F igure 5.1(i), w here the item sets belonging 

to the positive border are double underlined  and the ones belonging to the negative border 

are single underlined. A s one can notice, in  the lattice o f  this figure all frequent item sets lie 

at the left o f  the respective border, w hile their in frequent counterparts are on the right. Given 

that S  =  {e, ae, bc}  (show n in squares in  F igure 5.1(i)), w e have that S min =  {e, bc}  (show n 

in  bold  in  F igure 5.1(i)) and S max =  {e ,a e , be, bc ,ce , abc, ace}. Ideally, the frequent item - 

sets in  the sanitized database D  w ill be exactly  those in  FD  =  {a, b, c, d , ab, ac, ad, cd, a cd}. 

T he revised borderline along w ith  the corresponding borders for D  and scenarios Cj and C3 

that m ust hold  for an exact solution, are depicted in  F igure 5.1(ii). Scenario C2 corresponds 

to the item sets lying on the righ t o f  the original border. To enhance the clarity  o f  the figure 

only a  sm all portion  o f  the item sets involved in  C2 are show n in  F igure 5.1. The revised 

borders that pertain  to an optim al solution are: B d  + (FD ) =  {ab, a c d } (double underlined 

in  F igure 5.1(ii)) and B d - (F D ) =  {e, f , bc, b d }  (single underlined in  F igure 5.1(ii)). W hat 

is thus needed is a  w ay to enforce the existence o f  the revised borders in  D .

8.3.4 Problem Size Reduction

To enforce the com puted revised border and identify  the exact hiding solution, a  m echanism  

is needed to regulate the status (frequent vs infrequent) o f  all the item sets in  D . L et C be the 

m inim al set o f  border item sets used  to regulate the values o f  the various uqm variables in  DX . 

M oreover, suppose that I  e  C is an  item set, w hose behavior w e w ant to regulate in  D . Then, 

item set I  w ill be frequent in  D  i f  and only i f  sup(I, D O) +  sup(I, DX) >  m freq x  (N  +  Q),
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or equivalently  if:

Q
sup (I , D o) +  Σ  Π  uqm — m freq  x  (N +  Q) (8.3)

q=1 im^I

and w ill be in frequent otherw ise, w hen

Q
sup ( I , D o) +  Σ Π Uqm <  mfreq x (N +  Q) (8.4)

q=1 im€l

Inequality  (8.3) corresponds to the m inim um  num ber o f  tim es that an item set I  has 

to appear in  the extension D X to rem ain  frequent in  D . On the o ther hand, inequality  (8.4) 

provides the m axim um  num ber o f  tim es that an item set I  can appear in  D X in order to 

rem ain  in frequent in  database D .

To identify  an  exact solution to the hiding problem , every possib le item set in  P , 

according to its position  in  the lattice —  w ith  respect to the revised border —  m ust satisfy 

either (8.3) or (8.4). However, the com plexity  o f  solving the entire system  o f the 2M — 1 

inequalities is w ell know n to be N P -h a rd  [20, 122]. T herefore, one should restric t the 

problem  to capture only a  sm all subset o f  these inequalities, thus leading to a  problem  size 

that is com putationally  m anageable. The proposed p rob lem  form ulation  achieves this by 

reducing the num ber o f  the participating  inequalities that need to be satisfied. E ven m ore, 

by  carefully  selecting the item sets o f  set C , the hid ing algorithm  ensures that the exact 

sam e solution to the one o f  solving the entire system  o f  inequalities, is attained. This is 

accom plished by exploiting cover relations existing am ong the item sets in  the lattice due to 

the m onotonicity  o f  support (the reader can refer to [14]).

D efin ition  3. (C over/G eneralized  cover) G iven item sets I, J, K  e  P , item set I  is defined as 

a cover o f  K  i f  and  only i f  I  D K  and  there exists no proper item set J  such that I  D J  D K. 

Item set I  is a genera lized  cover o f  K  i f  and  only i f  I  D K. G iven two item sets I, J  e  P , J  

covers I  i f  and  only i f J  D I, i.e. i f  item set J  is a (generalized) cover o f  item set I.

The basic  prem ises for form ulating set C are the follow ing. A ll frequent item sets 

in  FD should rem ain  frequent in  D , thus inequality  (8.3) m ust hold. O n the contrary, all 

frequent item sets in  S min should satisfy inequality  (8.4) in  order to be h idden in  D . By
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definition, the hiding o f  the item sets in  Smin w ill cause the hid ing o f  the item sets in  S max. 

A dditionally, all infrequent item sets in  D O should rem ain  infrequent in  D . For these rea ­

sons, set C  is chosen appropriately  to consist o f  all the item sets o f  the revised border. The 

proposed hiding algorithm  is capable o f  ensuring that i f  the inequalities (8.3) and (8.4) are 

satisfied for all the item sets in  set C, then the produced  solution is exact and is identical to 

the solution involving the w hole system  o f the 2M — 1 inequalities.

8.3.5 Handling of Suboptimality

Since an exact solution m ay no t alw ays be feasible, the hiding algorithm  should be capable 

o f  identify ing good approxim ate solutions. T here are two possib le scenarios that m ay lead 

to non-ex istence  o f  an exact solution. U nder the first scenario, D O itse lf  does not allow  

for an optim al solution due to the various supports o f  the participating  item sets. U nder the 

second scenario, database D O is capable o f  providing an exact solution but the size o f  the 

database extension is insufficient to satisfy all the required  inequalities o f  this solution.

To tackle the first case, the hid ing algorithm  assigns d ifferent degrees o f  im portance 

to d ifferent inequalities. To be m ore precise, w hile it is crucial to ensure that (8.4) holds for 

all sensitive item sets in  D , thus they are properly  protected  from  disclosure, satisfaction o f  

(8.3) for an item set rests in  the d iscretion o f  ensuring the m inim al possib le im pact o f  the 

sanitization process to D O. This inheren t difference in  the significance o f  the tw o inequali­

ties, along w ith  the fact that solving the system  o f all inequalities o f  the form  (8.4) always 

leads to a  feasible solution (i.e. for any database D O), allow s the relaxation  o f  the problem  

w hen needed and the identification o f  a  good approxim ate solution.

To overcom e the second issue, the h id ing algorithm  incorporates the use o f  a  safety 

m argin threshold, w hich produces a  further expansion o f  D X by a  certain  num ber o f  trans­

actions. T hese transactions m ust be added to the ones com puted by  using (8.1). The in ­

troduction  o f  a  safety m argin  can be justified  as follow s. Since equation  (8.1) provides the 

low er bound on the size o f  database D X, it  is possib le that the artificially created  trans­

actions are too few  to accom m odate for the proper hid ing o f  know ledge. This situation

74

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



m ay occur due to conflicting constraints im posed  by the various item sets regarding their 

status in  D . T hese constraints require m ore transactions (or to be m ore precise, m ore item  

m odifications) in  order to be met. Thus, a  p roper safety m argin w ill allow  the algorithm  to 

iden tify  an exact solution i f  such a  solution exists. M oreover, as is dem onstrated  in  Section 

8.4.4, the additional extension o f  D X, due to the incorporation  o f  the safety m argin, can 

be restricted  to the necessary  degree. A  portion  o f  the transactions in  D X are selected and 

rem oved at a  la ter point, thus reducing its size and allow ing an  exact solution. T herefore, 

the only side-e ffect o f  using a  safety m argin in  the hid ing process, is an inflation in  the 

num ber o f  constraints and associated binary  variables in  the p roblem  form ulation, leading 

to a  m inuscule overhead in  the runtim e o f the hiding algorithm .

8.4 Hybrid Solution Methodology

In the follow ing sections, w e p resen t a  w ay to m inim ize the problem  size by  regulating the 

status o f  only an essential portion  o f  the item sets from  P . M oreover, w e propose a  solution 

to the size o f  the extension D X and form ulate the hiding process as a  C SP that is solved by 

using BIP. Finally, the critical issues o f  how  to ensure validity  o f  transactions in  D  and how  

to handle suboptim ality  in  the approxim ate solutions, are appropriately addressed.

8.4.1 Problem Size Minimization

C over relations governing the item sets in  the lattice o f  D O, ensure that the form ulated  set o f  

item sets C has an identical solution to the one o f  solving the system  o f  all 2M — 1 inequalities 

for D . Since the status o f  each item set in  C needs to be regulated  in  DX , a  o n e -to -o n e  

correspondence exists betw een item sets and produced inequalities in  the system .

D efin ition  4. (So lu tion  o f  a  system  o f  inequa lities f r o m  C) G iven set C  =  {C i, C2, . . . ,  

C2m—i }, let L c be the set o f  solu tions o f  the corresponding inequalities fro m  C. The set o f  

solutions fo r  the system  o f  inequalities w ill be the intersection o f  the solu tions p roduced  by 

each inequality. Thus, L c =  Π R= 1 L cr.
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B ased on this notation, the set o f  solutions that corresponds to all item sets in  D is 

denoted as LP\{0 }. G iven an inequality, for instance C2, produced by an item set I  w ith  

a  solution set being a  proper subset o f  the solution set o f  another inequality, say C1, one 

can deduce that the la tter inequality  can be rem oved from  any system  containing the first 

inequality, w ithout affecting the global solution o f  this system . In this case L c2 C L q1 and 

C1 is a  (generalized) cover o f  C2.

The follow ing theorem s identify  item sets that should be represented  in  the C SP  

form ulation  and prove that the optim al hiding solution L c can be found based on the union 

o f  the borders Bd + (F!D) and Bd — (FD).

Theorem 2. I f  I  e  F ® then V J  C I  w e have L i  c  L j .

Proof. C onsider the inequality  produced  by I , w hich should be frequent in  D , i.e.

Q
Σ  Π  uqm > m sup — sup(I , Do ) (8.5)
q= 1 lmeI

Suppose that this inequality  holds for a  com bination  o f  uqm values, corresponding to a 

solution l e  L i . I f  all the uqm variables in  the extension DX are substituted w ith  their values 

from  l, then  every b it w ill gain a  specific value. L et DI denote the supporting transactions 

o f  item set I  in  database D and index p  e [1, P ] be used  to capture transactions in  D . Since 

J  C I , i t  holds that DI C DJ . Then, provided that A  =  Σι  e (DJ\ d, ) n imeJ uqm the follow ing

m ust hold  for database D :

A  +  sup (J, D O) — sup(I, D O) >  0 (8.6)

From  (8.5) and (8.6) w e have that:

Q
A  +  Σ Π uqm > m sup — sup (J, D O)

q= 1 lmeI

and therefore

QΣ Π uqm > m sup — sup (J, D O)
q= 1 imeJ

□
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T h e o re m  3. I f  F d  is the set o f all frequent itemsets in D, then F d  =  Ui eBd+ (jD )p(I}·

Proof. D ue to the definition o f  the positive border B d + (F d ) — Fd· B ased on the dow nw ard 

closure property  o f  the frequent item sets, all subsets o f  a  frequent item set are also frequent. 

T herefore, all subsets o f  B d+(FD ) m ust be frequent, w hich m eans that Ui eBd+(FD}&(! ) — 

F d . To prove the theorem , w e need to show  that Fd — Ui eBd+(FD) &(J ) or (equivalently) that 

i f  I e  Fd , then  I e  UKeBd+(FD)P (K ) e  B d+ (F D ) : I — J . A ssum e that this condition 

does no t hold. Then, it m ust ho ld  that I e  Fd and that $J  e  B d + (F d ) : I — J . F rom  the 

last tw o conditions w e conclude that I G B d+ (F D ) since, i f  I e  B d + (F d ) then the second 

condition  does no t hold  for J =  I. T herefore, and due to the definition o f  the positive border, 

w e have that J  e  Fd : I  C J 1. Thus, | J 11 >  |I| ^  | J 11 >  |I| + 1  ^  | J 11 >  1. M oreover, since 

J  e  B d +(F d ) : I — J  it m eans that J 1 e  B d +(F d ), and since J 1 e  Fd , 3 J2 e  Fd : J 1 C J 2, 

therefore | J 2 | >  |J11 ^  | J 2 | >  |J11 +  1. Finally, since | J 11 >  1 w e conclude that | J 2| >  2.

A s it  can be noticed, using induction  it  is easy to prove that Vk e  : 3Jk e  

F d  : |Jk| >  k. This m eans that there is no upper bound in  the size o f  frequent item sets, 

a  conclusion that is obviously w rong. T herefore, the initial assum ption that I e  F d  and 

J  e  B d +(F d ) : I — J  does no t hold  w hich m eans that Fd — UIe Bd+( fd) P ( I ). □

T heorem s 2 and 3 prove the cover relations that exist betw een the item sets o f  

B d + (FD) and those o f  F D . In  the sam e m anner one can prove that the item sets o f  B d - (F d ) 

are generalized  covers for all the item sets o f  P \ ( B d+ (F ,Dp) U { 0 } ) .  T herefore, the item sets 

o f  the positive and the negative borders cover all the item sets in  P . A s a  result, the follow ing 

C oro llary  to T heorem s 2 and 3 holds.

C o ro lla ry  1. (Optimal  solution set C) The exact hiding solution, which is identical to the 

solution o f the entire system o f the 2M — 1 inequalities, can be attained based on the itemsets 

of set

C =  B d + (FD) U B d — (F D ) (8.7)

B ased on (8.7) the item sets o f  the revised borders B d+ (FD) and B d —(FD) can  be 

used  to produce the inequalities, w hich  w ill lead  to an exact hiding solution for D O.
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m i n i m i z e  ^ E q e [ i ,Q + S M ] ,m e [ i ,M ]  ugmj

f  ^Q+iS M Π ime iu qm < thr, V I e  B d — (F D ) 

subject to <

1 E!Q+1S M Π me/Uqm > th r ,V i e  B d + (F D )

w here thr =  m freq · (N  +  Q  +  SM ) — su p (i, D O)

Figure 8.1: T he C SP form ulation  as an optim ization  process.

8.4.2 Adjusting the Size of the Extension

Equation (8.1) provides the absolute m inim um  num ber o f  transactions that need to be added 

in  , to allow  for the proper hiding o f  the sensitive item sets o f  . However, this low er 

bound can, under certain  circum stances, be insufficient to allow  for the identification o f  an 

exact so lu tion1, even i f  one exists. To circum vent this problem , one needs to expand the size 

Q  o f  as determ ined by  (8.1), by a  certain  num ber o f  transactions. A  threshold, called 

Safety M argin  (SM ) is incorporated  for this purpose. Safety m argins can be either p rede­

fined or be com puted dynam ically, based  on particu lar properties o f  database and/or 

o ther param eters regarding the hid ing process. In  any case, the target o f  using a  safety m ar­

gin is to ensure that an adequate num ber o f  transactions participate in  , thus an exact 

solution (if  one exists) w ill not be lost due to the sm all size o f  the produced extension.

Since for each transaction in  , M  new  b inary  variables are in troduced that need 

to be tuned w hen solving the system  o f  inequalities from  C, one w ould ideally  w ant to 

iden tify  a  sufficiently large num ber o f  transactions for (that allow  for an exact solution), 

w hile this num ber be as low  as possib le to avoid unnecessary  variables and constraints 

participating  in  the hiding process. Supposing that the value o f  Q  is adjusted  based on (8.1) 

and a  sufficiently large safety m argin is used, the m ethodology o f  Section 8.4.4 m inim izes 

the size o f  after the sanitization process to allow  for an ideal solution.

1On the contrary, the lower bound is always sufficient to allow for an approximate solution of the set of 
inequalities produced by the itemsets in C.
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Replace All

( Σ γ4gDx Ψ  ^  th r , Ψ  uqmj

With

C1 : Ψ* <  Uql

C2 : Ψ* <  Uq2

.

cZ : Ψ  ̂ <  uqm

Ψ  ̂ ^  Uq1 +  uq2 +  *** +  uqm |Z| +  1

And

Σ s Ψ^ = thr 

w here Ψ ί G {0 ,1}

Figure 8.2: T he em ployed C D R  approach.

8.4.3 Formulation and Solution of the CSP

The proposed C SP form ulation  is p resen ted  in  F igure 8.1, w hile F igure 8.2 dem onstrates 

the C D R  approach that is applied. A ssum ing that D X is large enough, and that D O allow s 

fo r an exact solution, the above hiding form ulation  is capable o f identifying it. However, 

D O m ay not alw ays allow  for an exact solution. Section 8.4.5 in troduces an approach for 

dealing w ith  suboptim ality, w hile the follow ing section exam ines the issue o f  validity  in  the 

transactions o f  DX and presents an algorithm  for rem oving unnecessary  transactions.

8.4.4 Minimum Extension and Validity of Transactions

T he incorporation  o f  the safety m argin threshold  in  the hiding process m ay lead  to an un­

necessary  extension o f  D X. Fortunately, as is dem onstrated  here, it  is possib le to identify  

and rem ove the extra portion  o f  D X  that is not needed, thus m inim ize the size o f  database D  

to the necessary lim it. To achieve that, one needs to rely  on the notion  o f  null transactions, 

appearing in  database D X.
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Definition 5. (Null transaction) A transaction Tq is defined as null or empty if it does not 

support any valid itemset in the lattice. Null transactions do not support any pattern from

P \{0} .

A part from  the lack  o f  providing any useful inform ation, null transactions are easily 

identifiable, thus produce a  privacy breach  in  the hiding m ethodology. T hey m ay exist due 

to tw o reasons: (i) an unnecessarily  large safety m argin, or (ii) a large value o f  Q essential 

for p roper hiding. In the first case, these transactions need to be rem oved from  D X, w hile in 

the second case the null transactions need to be validated, since Q denotes the low er bound 

in  the num ber o f  transactions to ensure proper hiding.

The proposed m ethodology proceeds as follows. A fter solving the C SP  o f  F igure 

8.1, all the null transactions appearing in  D X are identified. Suppose that Qinv such transac­

tions exist. The size o f  database DX w ill then equal the value o f  Q plus the safety m argin 

SM . This m eans that the valid transactions in  D X w ill be equal to v = Q +  SM  — Qinv. To 

ensure m inim um  size o f  D X, the hiding algorithm  keeps only k null transactions, such that:

k = m ax(Q  — v, 0) ^  k = max(Qinv — SM , 0) (8.8)

A s a second step, the hiding algorithm  needs to ensure that the k em pty transactions that 

rem ain  in  D X becom e valid prior to releasing database D  to public. A  heuristic  is applied for 

this purpose, w hich effectively replaces null transactions o f  DX w ith  transactions supporting 

item sets o f  the revised  positive border. A fter solving the C SP o f F igure 8.1, the outcom e 

is exam ined to identify  null transactions. T hen, A lgorithm  8.1 is applied to replace the 

null transactions w ith  valid ones, supporting item sets o f  B d+(FD). N otice, that a  round 

robin  heuristic  is applied based  on the relative frequencies o f  the item sets in  the revised 

positive border. A lgorithm  8.1 has a  com putational com plexity  o f  O ( |B d + (F® )| · ( |J |  +  

log |B  d + (F® ) |) ) ,  w here | J  | is the num ber o f  null transactions in  D X and |B  d + (F® )| is the 

size o f  the revised positive border. The heuristic  approach for the validation o f  transactions 

is preferable in  the general case, w hen SM  >  0.
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Algorithm 8.1 Validation o f  T ransactions in  DX .

1: procedure Va l id a te(Do, DX, Bd+(FD))
2: J  ^  {Tq e Dx  | Tq is null}
3: min ^  1
4: for each (I e  Bd+(FD)) do
5: ds(I) ^  sup(I, D) — sup(I, Do)
6: if (ds(I) < min) then
7: min ^  ds(I)
8: for (i =  0; i < |Bd+(FD)|; i++) do
9: ds(I) ^  int(ds(I)/ min)

10: Sds ^  reverse_sort(ds)
11: Sds(|Bd+(FD)l) ^  1
12: k H  J  |
13: while (k > 0) do
14: for (i =  0; i < |Bd+(FD)|; i++) do
15: for (j = Sds(i); j  > Sds(i + 1); j- )  do
16: if (k > 0) then
17: k ^  k — 1
18: Sds(i) ^  Sds(i) — 1
19: Re pl a c e(J(k), T{SdSi})
20: else return

minimize ( Zqe {1,Q+SM],mei1,M]1,m] uqm

'  E Q:+1S M Π imeIuqm <  th r , V I  e  B d  —(F D )

subject t o \  ^Q+1S M Π imeIuqm > th r ,V I e  B d + (F D )

VTq e  DX : Lime I uqm > 1

w here thr =  m freq · (N  +  Q  +  SM ) — sup(I, D O)

Figure 8.3: E xpansion o f  the C SP to ensure validity  o f  transactions.

A  d ifferent approach is preferable w hen the m inim ization o f  d istance betw een the 

D O and D  is o f  crucial im portance and the requested  safety m argin is sm all o r zero. In 

such cases, an exact solution consisting o f  valid transactions can be attained if , for each 

transaction  in  database DX, a  constrain t is added to the C SP to enforce its validity  in  the final 

solution. The new  C SP form ulation  is depicted in  F igure 8.3. A n im m ediate disadvantage 

o f  this approach is the increm ent in  the num ber o f  constraints o f  the produced  CSP.
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Table 8.3: The intermediate form of database Dx .

a b c d e f

«11 «12 «13 «14 «15 «16

«21 «22 «23 «24 «25 «26

«31 «32 «33 «34 «35 «36

«41 «42 «43 «44 «45 «46

8.4.5 Treatment of Suboptimality in Hiding Solutions

There are cases where exact hiding solutions do not exist and one must seek for a good 

approximate solution. To identify such a solution, the difference of importance existing 

between (8.3) and (8.4) is of crucial importance. Since the target of a hiding methodology 

is to secure sensitive knowledge, the holding of (8.4) is of major importance. The inherent 

difference in the significance of these two inequalities, along with the fact that solving the 

system of all inequalities of the form (8.4) always has a feasible solution, enables the relax­

ation of the problem when needed and the identification of good approximate solutions.

Algorithm 8.2 Relaxation Procedure in V = Bd + (FD).
1: procedure SELECTREMOVE(Constraints Cr , V, Do)

2: CRmaxlen argmax‘{|Ri|} > Cr, ^  V

3: crms«p ^  mincR , ,i(sup(Ri e V, Do))
maxlen

4: for each c e Cr , domaxlen
5: if sup(Ri, Do ) =  crms«p then

6: Remove (c) > remove constraint

Algorithm 8.2 applies a relaxation process that selectively removes inequalities of 

type (8.3) up to a point that the resulting CSP is solvable. In this algorithm, Cr is the set 

of constraints imposed by the itemsets of Bd + (FD) and |R,| denotes the size of itemset R, 

in CR. In a realistic situation, only a small portion of constraints will have to be discarded. 

Thus, emphasis is given on constraints involving maximal size and minimum support item- 

sets, appearing in database DO .
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B  d + (F D )

{a b } : U11U12 +  U21U22 +  U3 1 U3 2  +  U4 1 U42  >  0.2 

{a c d } : « ι ι « ΐ 3 « ΐ 4  +  U2 1 U2 3 U2 4 +

+ U3 1 U3 3 U34  +  U4 1 U4 3 U44 >  1.2

/
{e} : U15 +  U25 +  U35 +  U45 <  0.2

{ f } : U16 +  U26 +  U36 +  U46 <  2 ·2

{b c}  : U12U13 +  U2 2 U23 +  U3 2 U33 +  U4 2 U43 <  0.2 

{bd} : U12U14 +  U2 2 U24 +  U3 2 U34 +  U4 2 U44 <  2.2

/

T  e Dx

U11 +  U 1 2  +  U13 +  U14 +  U15 +  U16 -2  1

U21 +  U22 +  U23 +  U24 +  U25 +  U26 >  1

U31 +  U32 +  U33 +  U34 +  U35 +  U36 >  1

U4 1  +  U4 2  +  U43 +  U44 +  U45 +  U46 ^  1

Figure 8.4: The constraints in  the C SP o f  the running exam ple.

8.4.6 A Running Example: The Hybrid Approach

C onsider database D o  o f  Table 8.1. A s part o f  Section 8.3.3 the original and the revised 

borders for the hid ing o f  the sensitive item sets in  S  =  {e, ae, bc}, w hen mfreq =  0.3, w ere 

com puted. To proceed, one needs to identify  the m inim um  extension o f  D O, nam ely the 

m inim um  size o f  D X  that facilitates sensitive know ledge hiding. U sing (8.1) for the sen­

sitive item set w ith  the h ighest support (here either {e} or {bc}), w e have that Q =  4. E x ­

cluding, for brevity, the use o f  a  safety m argin, D O needs to be extended by  4  transac­

tions. Table 8.3 depicts database D X  p rior to the adjustm ent o f  the various Uqm variables 

involved. To produce the needed constraints, consider all the item sets appearing in  C, w here 

C =  B d + (F D ) U B d - (F D ) =  { e , f , b c ,b d , ab, acd} . B ased on F igure 8.1 the C SP depicted 

in  F igure 8.4 is constructed, w here the validity  o f  all transactions o f  D X  has to be ensured. 

N otice that i f  a safety m argin w as used, the last set o f  constraints (regarding the validity  o f  

transactions in  D X) w ould have been excluded from  the C SP  to allow  for the m inim ization 

o f  the size o f  DX at a later point. A fter form ulating the C SP  the C D R  approach o f  F igure 

8.2 is applied. Solving the produced  C SP  using B IP  creates the transactions o f  database D X 

presented  in  the Table 8.1. T he hiding solution o f  Table 8.1 is exact. N otice, that w ith  a
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Table 8.4: Database DX after the solution of the CSP.

a b c d e f

1 1 1 1 1 0

0 1 0 0 1 0

1 0 1 1 1 0

0 0 0 0 0 0

m inim al extension o f  4  transactions, all the sensitive know ledge w as h idden, leaving other 

patterns unaffected  in  D . This solution is ideal w ith  a  d istance o f  d ist ( D o , D ) =  9.

To highligh t som e other aspects o f  the proposed hiding m ethodology, consider the 

hiding o f  S  =  {abc}  in  the sam e database D O. In this case, using (8.1) w e have that Q =  1. 

However, as it  turns out, only one transaction  is insufficient to provide an exact solution to 

the form ulated CSP. Suppose that a  safety m argin o f  3 w as used, leading to the construction 

o f  4  transactions in  database D X. D ue to the use o f  the safety m argin in  the C SP form ula­

tion, the set o f  constrain ts corresponding to the validity  o f  the transactions in  database D X 

are excluded, thus, the form ulation o f  F igure 8.1 is used  instead. Table 8.4 show s database 

D X after the solution o f  the CSP. A s one can notice, the last transaction  o f  D X is null. 

B ased on (8.8), k =  m ax(1 — 3 ,0 ) so the em pty transaction  from  D X can be safely rem oved, 

w ithout jeopard izing  the hiding o f  the sensitive patterns. T he resu lt database DX contains 

the 3 valid transactions and pertains to an exact hiding solution.

A s one can notice in  the presen ted  exam ples, the solver adjusts the uqm variables in 

a  w ay that all the inequalities pertain ing to an exact solution are satisfied, w hile the num ber 

o f  zero entries in  DX is m axim ized. C onsider for instance the database DX o f Table 8.1. 

To hide item set {e} this item set m ust no t be supported by  any transaction  in  DX . Thus, 

all the respective variables becom e zero. Now, consider the 1 -item set {f } o f  the revised 

negative border. S ince no o ther item set in  C supports it, all its entries in  D X can be safely 

turned into zero. Finally, item set {ab}  has to be supported by at least one transaction  in  D X 

to rem ain  frequent in  D . In  any case, since the optim ization  criterion  o f  the C SP requires 

the adjustm ent o f  the m inim um  num ber o f  uqm variables to ‘1’, the solver ensures that the
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sanitized database D  lies as close as possib le to D O, w hile providing an exact solution.

8.5 A Partitioning Approach to Improve Scalability

To achieve an exact hid ing solution the h id ing process needs to regulate the values of all 

item s in  every transaction o f  D X. This num ber o f  variables may, under certain  circum ­

stances, be very large leading to a  large increase in  the runtim e o f  the B IP  algorithm . 

Fortunately, the scalability  o f  the hiding process can be im proved w ithout relaxing the 

requirem ent for an  exact h id ing solution. To achieve this, the hiding process is properly 

decom posed into two parts o f  approxim ately  equal size, then each part is solved separately 

and the individual solutions are coupled together.

8.5.1 Partitioning Methodology

L et I  =  Ip U Ip, be a  decom position  o f  the universe o f  all item s into two disjo in t subsets, 

such that Ip contains all item s that appear in  the sensitive item sets along w ith  possib ly  

o ther item s from  I , and Ip  contains the rest o f  the item s in  I . F irst, the revised  borders 

for database D  are identified, as in  Section 8.3.3, and set C is form ulated  (as in  (8.7)). 

E ach  item set in  C , is then uniquely  assigned to one o f  the sets IP , Ip, based  on the item s 

it  supports. For set Ip all the assigned item sets from  C m ust not support any item s o f  Ip. 

However, item sets assigned to Ip m ay support item s o f  Ip . T he ideal case scenario is a 

partitioning o f  the item s in  Ip , Ip  such that (i) the two partitions are o f  approxim ately  equal 

size, and (ii) as few  as possib le item sets assigned in  IP support item s from  Ip .

A fter form ulating the tw o partitions and assigning the item sets from  C, relation 

(8.1) and the safety m argin  are applied to decide on the size o f  D X. The goal is to properly 

construct D X based  on the princip les presented  earlier. S tarting from  set Ip , consider each 

transaction  in  D  to be translated  in  this subspace; Ip regulates the assignm ent o f  the uqm 

variables for all transactions Tq e  D X and all item s m e  Ip . G iven the proper item sets 

from  C that support item s in  this subspace, one can adjust these binary  variables in  a  way
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Table 8.5: D atabase D X as the un ion  o f  D 1 and D  produced by  the partitioning approach.

a b c d e f

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

1 1 0 0 0 0

1 0 1 1 0 0

1 0 1 1 0 0

that the revised border is preserved for the corresponding item s. In the sam e m anner the 

borderline in  the subspace o f  Ip is preserved. E specially  for the item sets in  Ip  that also 

support item s from  IP , by  considering the previously  assigned values o f  the uqm variables in 

the subspace o f  Ip one can proceed  to properly  assign the uqm variables in  the subspace o f  

Ip, so that the new ly form ulated  B IP  has a  solution. In the case that the current transactions 

in  are insufficient to accom m odate for the holding o f  the new  constraints im posed by 

the item sets in  Ip, database has to be appropriately expanded. However, this expansion 

can be negated a t a  later po in t w ith  the rem oval o f  the null transactions (as in  Section 8.4.4) 

after the overall hid ing solution. Since the form ulated  C SP  sets the m inim um  possible 

uqm variables to ‘1’, the borderline w ill be adjusted  through this process w ithout causing 

any harm  to the exact solution, apart from  potentially  using a  larger part o f  the extension. 

D ue to the exponential execution tim e o f  the in teger program m ing solver the benefit o f  this 

decom position is  substantial since i t  allow s for reasonably  low  execution tim es, even when 

perform ing know ledge hiding in  very large databases.

8.5.2 Running Example: The Partitioning Approach

U sing the partitioning approach for the exam ple o f  Table 8.1, we have that IP =  {a, b, c, e}  

and Ip =  I \ I P. T he item sets o f  C =  {e, f , ab, b c ,b d , a c d } are partitioned as follows: C =

86

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



{e , ab, b c} U {f , bd, a c d}. S o l v i n g  t h e  f i r s t  C S P  c r e a t e s  d a t a b a s e  D  o f  T a b l e  8 . 5 ,  w h i c h  

a l l o w s  t h e  s a t i s f a c t i o n  o f  t h e  c o n s t r a i n t  r e g a r d i n g  i t e m s e t  {a c d} p a r t i c i p a t i n g  i n  t h e  s e c o n d  

C S P .  T h u s ,  a f t e r  t h e  s o l u t i o n  o f  t h e  f i r s t  C S P ,  d a t a b a s e  h a s  t o  b e  e x t e n d e d .  S u p p o s e  

t h a t  w e  u s e  SM  =  2 .  T h e  s e c o n d  C S P  l e a d s  t o  d a t a b a s e  D 2 ,  a s  s h o w n  i n  T a b l e  8 . 5 .  O v e r a l l ,  

t h e  p r o d u c e d  e x t e n s i o n  c o n t a i n s  t h r e e  n u l l  t r a n s a c t i o n s .  U s i n g  ( 8 . 8 ) ,  k =  m a x (3  — 2 , 0 ) =  1 , 

w h i c h  m e a n s  t h a t  o n l y  o n e  n u l l  t r a n s a c t i o n  m u s t  b e  k e p t .  T h u s ,  a f t e r  r e m o v i n g  t h e  t w o  n u l l  

t r a n s a c t i o n s  o f  D 1 , w e  p r o c e e d  t o  v a l i d a t e  t h e  t h i r d  o n e  b y  u s i n g  A l g o r i t h m  8 . 1 .  A s  o n e  c a n  

n o t i c e ,  d a t a b a s e  i s  e x a c t  b u t  n o t  i d e a l ,  s i n c e  t h e r e  e x i s t s  n o  1 - i t e m s e t  i n  B  +  (F D ) .

8.5.3 Alternative Approaches for Handling Large CSPs

T h e  p r o p o s e d  p a r t i t i o n i n g  m e t h o d o l o g y  c a n  e f f i c i e n t l y  h a n d l e  a  w i d e  v a r i e t y  o f  p r o b l e m  i n ­

s t a n c e s  b y  s u b s t a n t i a l l y  r e d u c i n g  t h e  r e q u i r e d  r u n t i m e  f o r  t h e  s o l u t i o n  o f  t h e  C S P .  H o w e v e r ,  

t h e r e  e x i s t  s o m e  c a s e s  w h e n  t h e  d e c o m p o s i t i o n  o f  t h e  C S P  l e a d s  t o  p a r t s  t h a t  a r e  s t i l l  v e r y  

l a r g e  t o  b e  u n d e r t a k e n  b y  a  s i n g l e  p r o c e s s o r .  W h e n  s u c h  a  s i t u a t i o n  o c c u r s ,  o n e  c a n  r e s u l t  

i n  d i s t r i b u t e d  t e c h n i q u e s  f o r  t h e  s o l u t i o n  o f  t h e  C S P .  I n  d i s t r i b u t e d  a p p r o a c h e s ,  t h e  v a r i ­

a b l e s  t h a t  p a r t i c i p a t e  i n  t h e  C S P  a r e  d i s t r i b u t e d  a m o n g  a  s e t  o f  c o l l a b o r a t i v e  a g e n t s .  S i n c e  

t h e  v a r i a b l e s  a r e  c o n n e c t e d  b y  c o n s t r a i n t s ,  t h e i r  d i s t r i b u t i o n  b u i l d s  a  n e t w o r k  o f  c o n s t r a i n t s  

a m o n g  t h e  a g e n t s .  T h e  d i s t r i b u t e d  a l g o r i t h m s  o p e r a t e  o n  t h i s  n e t w o r k  b y  a p p l y i n g  a  p a r a l l e l  

s e a r c h  t e c h n i q u e  t o  i d e n t i f y  t h e  s o l u t i o n  o f  t h e  C S P .  T h e  i n t e r e s t e d  r e a d e r  i s  e n c o u r a g e d  t o  

r e f e r  t o  t h e  w o r k  o f  Y o k o o ,  e t  a l .  [ 1 8 2 , 1 8 3 ]  f o r  a  r e v i e w  o f  d i s t r i b u t e d  c o n s t r a i n t  s a t i s f a c t i o n  

a l g o r i t h m s .  F u r t h e r m o r e ,  a  c o m p a r i s o n  o f  s t r u c t u r a l  d e c o m p o s i t i o n  t e c h n i q u e s  f o r  C S P s  i s  

p r e s e n t e d  i n  t h e  w o r k  o f  G o t t l o b ,  e t  a l .  [ 5 3 ] .

8.6 Experimental Evaluation

T h e  p r o p o s e d  a l g o r i t h m  w a s  t e s t e d  o n  r e a l  w o r l d  d a t a s e t s  u s i n g  d i f f e r e n t  p a r a m e t e r s  s u c h  a s  

m i n i m u m  s u p p o r t  t h r e s h o l d  a n d  n u m b e r / s i z e  o f  s e n s i t i v e  i t e m s e t s  t o  h i d e .  A l l  t h e s e  d a t a s e t s  

a r e  p u b l i c l y  a v a i l a b l e  t h r o u g h  t h e  F I M I  r e p o s i t o r y  [ 8 0 ] .
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Table 8.6: The characteristics of the four datasets.

Dataset N M Avg
tlen

BMS-WebView-1 59,602 497 2.5

BMS-WebView-2 77,512 3,340 5.0

Mushroom 8,124 119 23.0

Chess 3,196 76 37.0

D atasets B M S-W ebV iew -1  and B M S -W ebV iew -2  contain  click  stream  data from  

the B lue M artini Softw are, Inc. and w ere used  for the K D D  Cup 2000 [106]. The m ush­

room  and the chess datasets w ere prepared b y  R oberto  B ayardo (U niversity  o f  California, 

Irvine) from  the U C I datasets and PU M SB  [22]. A ll these datasets dem onstrate varying 

characteristics in  term s o f  the num ber o f  transactions and item s and the average transaction 

lengths. Table 8.6 sum m arizes them.

The thresholds o f  m inim um  support w ere appropriately  set to ensure an adequate 

am ount o f  frequent item sets. Several experim ents w ere conducted for h id ing up to 20 

sensitive 10-item sets. To avoid an unnecessary  explosion in  the num ber o f  constraints, 

tw o pruning techniques w ere enforced. T he first technique rem oved tautologies, i.e. in ­

equalities that alw ays hold  (such as uqm >  0). The second one partitioned the inequalities, 

identified overlapping sets and kept the m ost specific inequality  from  each  set (such as 

uqm >  1, uqm +  uqn >  1 ^  uqm >  1). B oth  pruning techniques can be easily  applied and 

relieve the solver from  a  good portion  o f  unnecessary  work. The hybrid  algorithm  was 

im plem ented in  Perl and C and the experim ents w ere conducted  on a  PC running 6 4 -b it 

L inux on an  Intel Pentium  D, 3.2 G hz processor equipped w ith  4G B o f  RA M . A ll integer 

program s w ere solved using IL O G  C PL E X  9.0 [95].

In all conducted  experim ents, the C SP  was form ulated  based  on F igure 8.3 and a 

safety m argin o f  10 transactions was used. T he sensitive item sets for sanitization w ere 

random ly selected am ong the frequent ones. C PLEX  provides the option o f  p re -so lv in g  the 

BIP, a  feature that becom es very useful since it  allow s the reduction  o f  the B IP ’s size, the
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improvement of its numeric properties (for example, by removing some inactive constraints 

or by fixing some non-basic variables), and enables the early detection of infeasibility in 

the hiding solution.

Let notation a x  b denote the hiding of a itemsets of length b. Figure 8.5 pro­

vides a comparison of the hiding solutions identified by the hybrid algorithm against three 

state-of-the-art border-based approaches: the Border Based Approach (BBA) of Sun and 

Yu [160,161], the Max-Min 2 algorithm of Moustakides and Verykios [128] and the in­

line algorithm of Gkoulalas-Divanis and Verykios [64] (Chapter 6), in terms of side-effects 

introduced by the hiding process. As one can notice the hybrid algorithm consistently out­

performs the three other schemes, with the inline approach being the second best. In most 

tested cases, the heuristic algorithms failed to identify a solution bearing minimum side- 

effects, while the inline approach demonstrated in several occasions that an exact solution 

could not be attained without extending the dataset. Figure 8.6 presents a comparison of 

the four algorithms at terms of runtime cost. As one can observe, the scalability of the 

heuristic approaches is better when compared to the exact approaches, since the runtime of 

the latter ones is primarily determined by the time required by the BIP solver to solve the 

CSP. However, as shown in Figure 8.5, the runtime cost of solving the CSPs of the exact 

methodologies is worthwhile, since the quality of the attained solutions is bound to be high.

Figure 8.7 presents the dependence that exists between the size of the extension and 

the sensitive itemsets. In this figure the hiding scenarios are separated into groups of four. In 

each group, the hiding of more itemsets of the same length includes all the sensitive itemsets 

that were selected for the previous hiding scenario. For instance, the 5 10-itemsets of the 

10 x 10 hiding scenario, are the same as in the 5 x 10 hiding scenario. In the chess dataset, 

the a x  7 itemsets are selected to have lower supports than their counterparts participating 

in the a x  10 hiding scenarios. On the other hand, in the mushroom dataset, the group of 

a x  10 itemsets reflects itemsets that lie near the border, whereas the a x  5 itemsets are 

highly supported in the dataset. Figure 8.8 follows the layout of Figure 8.7 and presents 

the relation between the number of constraints in the CSP and the number and the size of

89

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



Mushroom Dataset

Hiding Scenarios
Chess Dataset

BMS-WebView Datasets

in
2.5

0)
2ICD

1JS

0.5

0

BMS-WebView-1

BBA
MaxMin2
Inline
Hybrid

1x2 2x2 1x3 2x3 1x4 2x4 1x2 2x2 1x3 1x4
Hiding Scenarios

4

3.5

3

1

Figure 8.5: T he quality  o f  the produced hid ing solutions.
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Figure 8.6: The scalability  o f  the hybrid  approach.
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Figure 8.8: The number of constraints in the CSP.
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Hiding Scenarios

F i g u r e  8 . 9 :  T h e  d i s t a n c e  o f  t h e  t h r e e  h i d i n g  s c h e m e s .

t h e  s e n s i t i v e  i t e m s e t s .  A s  i s  s h o w n ,  t h e  h i d i n g  o f  m o r e  i t e m s e t s  o f  t h e  s a m e  s i z e  l e a d s  

t o  t h e  p r o d u c t i o n  o f  m o r e  i n e q u a l i t i e s  f o r  t h e  C S P ,  s i n c e  i n  t h e  t y p i c a l  c a s e ,  t h e  s i z e  o f  

t h e  n e g a t i v e  b o r d e r  i s  a u g m e n t e d .  A  s i m i l a r  r e l a t i o n  e x i s t s  b e t w e e n  t h e  m i n i m u m  s u p p o r t  

t h r e s h o l d  o f  t h e  d a t a s e t  a n d  t h e  s e n s i t i v e  i t e m s e t s  t o  b e  h i d d e n .  T h e  l o w e r  t h e  m i n i m u m  

s u p p o r t  t h r e s h o l d  o f  t h e  d a t a s e t ,  t h e  m o r e  i t e m s e t s  b e c o m e  f r e q u e n t .  S u p p o s i n g  t h a t  w e  

w i s h  t o  h i d e  t h e  e x a c t  s a m e  i t e m s e t s ,  i f  w e  r e d u c e  t h e  m i n i m u m  s u p p o r t  t h r e s h o l d  t h e n  i n  

t h e  t y p i c a l  c a s e  m o r e  t r a n s a c t i o n s  a r e  n e c e s s a r y  i n  D X  t o  e n s u r e  t h a t  t h e  r e v i s e d  p o s i t i v e  

b o r d e r  w i l l  b e  p r e s e r v e d  i n  D .  T h u s ,  m o r e  i n e q u a l i t i e s  h a v e  t o  b e  i n c l u d e d  i n  t h e  C S P  

t o  a c c o m p l i s h  t h i s  g o a l .  O n  t h e  o t h e r  h a n d ,  i n c r e m e n t  o f  t h e  m i n i m u m  s u p p o r t  t h r e s h o l d  

t y p i c a l l y  l e a d s  t o  s m a l l e r  p r o b l e m s  a n d  t h u s  t o  a  b e t t e r  p e r f o r m a n c e  o f  t h e  h i d i n g  a l g o r i t h m .

F i g u r e  8 . 9  p r e s e n t s  t h e  d i s t a n c e  ( i . e .  n u m b e r  o f  i t e m  c h a n g e s )  b e t w e e n  t h e  o r i g i n a l  

a n d  t h e  s a n i t i z e d  d a t a b a s e  t h a t  i s  r e q u i r e d  b y  e a c h  a l g o r i t h m  t o  f a c i l i t a t e  k n o w l e d g e  h i d i n g .  

S i n c e  t h e  t w o  h e u r i s t i c  a p p r o a c h e s  a n d  t h e  i n l i n e  a l g o r i t h m  o p e r a t e  i n  a  s i m i l a r  f a s h i o n  ( i . e .  

b y  s e l e c t i n g  t r a n s a c t i o n s  o f  t h e  o r i g i n a l  d a t a b a s e  a n d  e x c l u d i n g  s o m e  i t e m s ) ,  i t  m a k e s  s e n s e  

t o  c o m p a r e  t h e m  i n  t e r m s  o f  t h e  p r o d u c e d  d i s t a n c e s .  F r o m  t h e  c o m p a r i s o n  i t  i s  e v i d e n t  t h a t  

t h e  i n l i n e  a p p r o a c h  a c h i e v e s  t o  m i n i m i z e  t h e  n u m b e r  o f  i t e m  m o d i f i c a t i o n s ,  a  r e s u l t  t h a t  

c a n  b e  a t t r i b u t e d  t o  t h e  o p t i m i z a t i o n  c r i t e r i o n  o f  t h e  g e n e r a t e d  C S P s .  O n  t h e  c o n t r a r y ,  t h e
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BMS-WebView-1 Dataset

F i g u r e  8 . 1 0 :  T h e  p e r f o r m a n c e  o f  t h e  p a r t i t i o n i n g  a p p r o a c h .

h y b r i d  a l g o r i t h m  d o e s  n o t  a l t e r  t h e  o r i g i n a l  d a t a s e t  b u t  i n s t e a d  u s e s  a  d a t a b a s e  e x t e n s i o n  

t o  ( i )  l e a v e  u n s u p p o r t e d  t h e  s e n s i t i v e  i t e m s e t s  s o  a s  t o  b e  h i d d e n  i n  D , a n d  ( i i )  a d e q u a t e l y  

s u p p o r t  t h e  i t e m s e t s  o f  t h e  r e v i s e d  p o s i t i v e  b o r d e r  i n  o r d e r  t o  r e m a i n  f r e q u e n t  i n  D . F o r  

t h i s  r e a s o n ,  w e  a r g u e  t h a t  t h e  i t e m  c h a n g e s  ( 0 s  ^  1 s )  t h a t  a r e  i n t r o d u c e d  b y  t h e  h y b r i d  

a l g o r i t h m  i n  D X  s h o u l d  n o t  b e  a t t r i b u t e d  t o  t h e  h i d i n g  t a s k  o f  t h e  a l g o r i t h m  b u t  r a t h e r  t o  

i t s  p o w e r  t o  p r e s e r v e  t h e  r e v i s e d  p o s i t i v e  b o r d e r  a n d  t h u s  e l i m i n a t e  t h e  s i d e - e f f e c t s .  T h i s  

i m p o r t a n t  d i f f e r e n c e  b e t w e e n  t h e  h y b r i d  a l g o r i t h m  a n d  t h e  o t h e r  t h r e e  a p p r o a c h e s  h a r d e n s  

t h e i r  c o m p a r i s o n  i n  t e r m s  o f  i t e m  m o d i f i c a t i o n s .  H o w e v e r ,  d u e  t o  t h e  c o m m o n  w a y  t h a t  

b o t h  t h e  i n l i n e  a n d  t h e  h y b r i d  a p p r o a c h e s  m o d e l  t h e  C S P s ,  w e  a r g u e  t h a t  t h e  p r o p e r t y  o f  

m i n i m u m  d i s t o r t i o n  o f  t h e  o r i g i n a l  d a t a b a s e  i s  b o u n d  t o  h o l d  f o r  t h e  h y b r i d  a l g o r i t h m .

F i g u r e  8 . 1 0  p r e s e n t s  t h e  p e r f o r m a n c e  g a i n  t h a t  i s  a c c o m p l i s h e d  w h e n  u s i n g  t h e  

p a r t i t i o n i n g  a p p r o a c h  i n s t e a d  o f  t h e  h y b r i d  a l g o r i t h m .  A s  o n e  c a n  n o t i c e ,  t h e  s p l i t  o f  t h e  

C S P  i n t o  t w o  p a r t s  h a s  a  s i g n i f i c a n t  b e n e f i t  i n  t h e  p e r f o r m a n c e  o f  t h e  h i d i n g  a l g o r i t h m .

A n  i n t e r e s t i n g  i n s i g h t  f r o m  t h e  c o n d u c t e d  e x p e r i m e n t s  i s  t h e  f a c t  t h a t  t h e  h y b r i d  

a p p r o a c h ,  w h e n  c o m p a r e d  t o  t h e  i n l i n e  a l g o r i t h m  [ 6 4 ]  a n d  t h e  h e u r i s t i c  a p p r o a c h e s  o f  

[ 1 2 8 , 1 6 0 ] ,  c a n  b e t t e r  p r e s e r v e  t h e  q u a l i t y  o f  t h e  b o r d e r  a n d  p r o d u c e  s u p e r i o r  s o l u t i o n s .  

I n d e e d ,  t h e  h y b r i d  a p p r o a c h  i n t r o d u c e s  t h e  l e a s t  a m o u n t  o f  s i d e - e f f e c t s  a m o n g  t h e  f o u r
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t e s t e d  a l g o r i t h m s .  O n  t h e  o t h e r  h a n d ,  t h e  h y b r i d  a p p r o a c h  i s  l e s s  s c a l a b l e  t h a n  t h e  i n l i n e  

a p p r o a c h  a n d  t h e  t w o  h e u r i s t i c s ,  d u e  t o  t h e  l a r g e  n u m b e r  o f  t h e  u qm  v a r i a b l e s  a n d  t h e  a s s o ­

c i a t e d  c o n s t r a i n t s  o f  t h e  p r o d u c e d  C S P .  M o r e o v e r ,  d e p e n d i n g  o n  t h e  p r o p e r t i e s  o f  t h e  u s e d  

d a t a s e t ,  t h e r e  a r e  c a s e s  w h e r e  a  s u b s t a n t i a l  a m o u n t  o f  t r a n s a c t i o n s  h a s  t o  b e  a d d e d  t o  t h e  

o r i g i n a l  d a t a s e t  t o  f a c i l i t a t e  k n o w l e d g e  h i d i n g .  T h i s  s i t u a t i o n  u s u a l l y  o c c u r s  w h e n  h i d i n g  

i t e m s e t s  w i t h  a  v e r y  h i g h  s u p p o r t  a n d / o r  w h e n  u s i n g  a  v e r y  l o w  m i n i m u m  s u p p o r t  t h r e s h o l d .  

I n  m o s t  o f  t h e s e  c a s e s ,  a p p r o a c h e s  l i k e  t h e  o n e s  p r e s e n t e d  i n  S e c t i o n  8 . 5  b e c o m e  e s s e n t i a l  

t o  a l l o w  f o r  a  s o l u t i o n  o f  t h e  h i d i n g  p r o b l e m .  I t  i s  i m p o r t a n t  h o w e v e r  t o  m e n t i o n  t h a t  f o r  

a s  l o n g  a s  t h e  g i v e n  h i d i n g  p r o b l e m  d e c o m p o s e s  t o  a  C S P  t h a t  r e m a i n s  c o m p u t a t i o n a l l y  

m a n a g e a b l e  a n d  a  s u f f i c i e n t l y  l a r g e  s a f e t y  m a r g i n  i s  u s e d ,  t h e  h y b r i d  a p p r o a c h  i s  b o u n d  

t o  i d e n t i f y  a  s o l u t i o n  t h a t  w i l l  b e a r  t h e  l e a s t  a m o u n t  o f  s i d e - e f f e c t s  t o  t h e  o r i g i n a l  d a t a s e t .  

T h u s ,  c o n t r a r y  t o  s t a t e - o f - t h e - a r t  a p p r o a c h e s ,  t h e  p o w e r  o f  t h e  p r o p o s e d  m e t h o d o l o g y  i s  

t h a t  i t  g u a r a n t e e s  t h e  l e a s t  a m o u n t  o f  s i d e - e f f e c t s  t o  a n  e x t e n d e d  s e t  o f  h i d i n g  p r o b l e m s ,  

w h e n  c o m p a r e d  t o  t h e  i n l i n e  a l g o r i t h m  o f  [ 6 4 ] .
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Chapter 9

A Parallelization Framework for 

Exact Knowledge Hiding

I n  t h i s  c h a p t e r ,  w e  i n t r o d u c e  a  n o v e l  f r a m e w o r k  t h a t  i s  s u i t a b l e  f o r  d e c o m p o s i t i o n  a n d  

p a r a l l e l i z a t i o n  o f  t h e  e x a c t  h i d i n g  a l g o r i t h m s  t h a t  w e  p r e s e n t e d  i n  C h a p t e r s  6 ,  7  a n d  8 .  

T h e  p r o p o s e d  f r a m e w o r k  ( i n t r o d u c e d  i n  [ 7 2 ] )  d e c o m p o s e s  t h e  C S P  t h a t  i s  p r o d u c e d  b y  t h e  

e x a c t  h i d i n g  a l g o r i t h m ,  i n t o  a  s e t  o f  s m a l l e r  C S P s  t h a t  c a n  b e  s o l v e d  i n  p a r a l l e l .  F i r s t ,  t h e  

o r i g i n a l  C S P  i s  s t r u c t u r a l l y  d e c o m p o s e d  i n t o  a  s e t  o f  i n d e p e n d e n t  C S P s ,  e a c h  o f  w h i c h  i s  

a s s i g n e d  t o  a  p r o c e s s o r .  S e c o n d ,  e a c h  i n d e p e n d e n t  C S P  c a n  b e  f u r t h e r  d e c o m p o s e d  i n t o  a  

s e t  o f  d e p e n d e n t  C S P s .  I n  e a c h  s t e p  o f  t h e  f r a m e w o r k ,  a  f u n c t i o n  i s  a p p l i e d  t o  q u e s t i o n  t h e  

g a i n  o f  a n y  f u r t h e r  d e c o m p o s i t i o n  a n d  a l l o w  t h e  a l g o r i t h m  t o  t a k e  t h e  a p p r o p r i a t e  a c t i o n .  

F u r t h e r m o r e ,  t h e  s o l u t i o n s  o f  t h e  v a r i o u s  C S P s ,  p r o d u c e d  a s  p a r t  o f  t h e  d e c o m p o s i t i o n  

p r o c e s s ,  c a n  b e  a p p r o p r i a t e l y  c o m b i n e d  t o  p r o v i d e  t h e  s o l u t i o n  o f  t h e  i n i t i a l  C S P  ( p r i o r  

t o  t h e  d e c o m p o s i t i o n ) .  T h e  g e n e r a l i t y  o f  t h e  p r o p o s e d  f r a m e w o r k  a l l o w s  i t  t o  e f f i c i e n t l y  

h a n d l e  a n y  C S P  t h a t  c o n s i s t s  o f  l i n e a r  c o n s t r a i n t s  i n v o l v i n g  b i n a r y  v a r i a b l e s  a n d  w h o s e  

o b j e c t i v e  i s  t o  m a x i m i z e  ( o r  m i n i m i z e )  t h e  s u m m a t i o n  o f  t h e s e  v a r i a b l e s .  T o g e t h e r  w i t h  

e x i s t i n g  a p p r o a c h e s  f o r  t h e  p a r a l l e l  m i n i n g  o f  a s s o c i a t i o n  r u l e s ,  a s  i n  [ 1 3 ,  8 6 , 1 8 6 ] ,  o u r  

f r a m e w o r k  c a n  b e  a p p l i e d  t o  p a r a l l e l i z e  t h e  m o s t  t i m e  c o n s u m i n g  s t e p s  o f  t h e  e x a c t  h i d i n g  

a l g o r i t h m s .  T h r o u g h  e x p e r i m e n t s ,  w e  d e m o n s t r a t e  t h e  e f f e c t i v e n e s s  o f  o u r  s o l u t i o n  o n
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h a n d l i n g  a  l a r g e  v a r i e t y  o f  h i d i n g  p r o b l e m  i n s t a n c e s .

T h e  r e m a i n d e r  o f  t h i s  c h a p t e r  i s  s t r u c t u r e d  a s  f o l l o w s :  I n  S e c t i o n  9 . 1  w e  p r e s e n t  

o u r  p r o p o s e d  f r a m e w o r k  f o r  d e c o m p o s i t i o n  a n d  p a r a l l e l i z a t i o n  o f  e x a c t  h i d i n g  a l g o r i t h m s .  

T h e n ,  S e c t i o n  9 . 2  c o n t a i n s  t h e  e x p e r i m e n t a l  e v a l u a t i o n  a n d  d e m o n s t r a t e s  t h e  b e n e f i t  o f  

u s i n g  t h i s  f r a m e w o r k  t o w a r d s  s p e e d i n g  u p  t h e  h i d i n g  p r o c e s s .

9.1 The Parallelization Framework

P e r f o r m i n g  k n o w l e d g e  h i d i n g  b y  u s i n g  t h e  i n l i n e  [ 6 4 ] ,  t h e  t w o - p h a s e  i t e r a t i v e  [ 7 0 ]  o r  t h e  

h y b r i d  a p p r o a c h  [ 6 8 ]  a l l o w s  f o r  t h e  i d e n t i f i c a t i o n  o f  e x a c t  h i d i n g  s o l u t i o n s ,  w h e n e v e r  s u c h  

s o l u t i o n s  e x i s t .  H o w e v e r ,  t h e  c o s t  o f  i d e n t i f y i n g  a n  e x a c t  h i d i n g  s o l u t i o n  i s  h i g h  d u e  t o  t h e  

s o l v i n g  o f  t h e  i n v o l v e d  C S P .

I n  t h i s  s e c t i o n ,  w e  p r o p o s e  a  f r a m e w o r k  f o r  d e c o m p o s i t i o n  a n d  p a r a l l e l  s o l v i n g  

t h a t  c a n  b e  a p p l i e d  a s  p a r t  o f  t h e  s a n i t i z a t i o n  p r o c e s s  o f  e x a c t  h i d i n g  a l g o r i t h m s .  O u r  

p r o p o s e d  f r a m e w o r k  o p e r a t e s  i n  t h r e e  p h a s e s :  ( i )  t h e  structural decom position  p h a s e ,  ( i i )  

t h e  decom position o f  large individual com ponents  p h a s e ,  a n d  ( i i i )  t h e  para lle l solving  o f  

t h e  p r o d u c e d  C S P s .  I n  w h a t  f o l l o w s ,  w e  p r e s e n t  i n  d e t a i l  e a c h  p h a s e  o f  t h e  f r a m e w o r k .

9.1.1 Phase I: Structural Decomposition of the CSP

T h e  n u m b e r  o f  c o n s t r a i n t s  i n  a  C S P  c a n  b e  v e r y  l a r g e  d e p e n d i n g  o n  t h e  d a t a b a s e  p r o p e r t i e s ,  

t h e  m i n i m u m  s u p p o r t / f r e q u e n c y  t h r e s h o l d  t h a t  i s  u s e d ,  a n d  t h e  n u m b e r  o f  s e n s i t i v e  i t e m s e t s  

t o  b e  h i d d e n .  M o r e o v e r ,  t h e  f a c t  t h a t  v a r i o u s  i n i t i a l  c o n s t r a i n t s  m a y  i n c o r p o r a t e  p r o d u c t s  

o f  unm v a r i a b l e s ,  t h u s  h a v e  a  n e e d  t o  b e  r e p l a c e d  b y  n u m e r o u s  l i n e a r  i n e q u a l i t i e s  ( u s i n g  t h e  

C D R  a p p r o a c h ) ,  m a k e s  t h e  w h o l e  B I P  p r o b l e m  t o u g h e r  t o  s o l v e .  T h e r e  i s ,  h o w e v e r ,  a  n i c e  

p r o p e r t y  i n  t h e  C S P s  t h a t  w e  c a n  u s e  t o  o u r  b e n e f i t .  T h a t  i s ,  d e c o m p o s i t i o n .

B a s e d  o n  t h e  d i v i d e  a n d  c o n q u e r  p a r a d i g m ,  a  d e c o m p o s i t i o n  a p p r o a c h  a l l o w s  u s  

t o  d i v i d e  a  l a r g e  p r o b l e m  i n t o  n u m e r o u s  s m a l l e r  o n e s ,  s o l v e  t h e s e  n e w  s u b p r o b l e m s  i n d e ­

p e n d e n t l y ,  a n d  c o m b i n e  t h e  p a r t i a l  s o l u t i o n s  t o  a t t a i n  t h e  e x a c t  s a m e  o v e r a l l  s o l u t i o n .  T h e
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Figure 9.1: D ecom posing large CSPs to sm aller ones.

property o f the CSPs w hich allows us to consider such a strategy lies behind the optim iza­

tion criterion that is used. Indeed, one can easily notice that the criterion o f m axim izing 

(or equivalently m inim izing) the sum m ation o f the binary  unm variables is satisfied w hen 

as m any unm variables as possible are set to one (equivalently to zero). This, can be estab­

lished independently, provided that the constraints that participate in  the C SP allow for an 

appropriate decom position. The approach w e follow  for the in itial decom position  o f the 

C SP is sim ilar to the decom position  structure identification algorithm  presented  in [122], 

although applied in a “constrain ts” ra ther than a “transactions” level. As dem onstrated  in 

F igure 9.1, the output o f structural decom position, w hen applied on the original CSP, is a 

set o f sm aller CSPs that can be solved independently. A n exam ple w ill allow  us to better 

dem onstrate how  this process works.

C onsider database D O presented  in Table 9.1. By perform ing frequent item set m in­

ing in D O using frequency threshold  m freq  =  0.3, w e com pute the follow ing set o f frequent 

item sets: F Do =  {A ,B, C ,D ,A B , C D }. Suppose that w e w ant to h ide the sensitive item sets
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Table 9.1: T he original database D O.

A B C D

1 1 0 0

1 1 0 0

1 0 0 0

1 1 0 0

0 1 0 1

1 0 1 1

0 0 1 1

0 0 1 1

1 0 0 0

0 0 0 1

Table 9.2: The interm ediate form  o f  database .

A B C D

1 « 1 2 0 0

1 « 2 2 0 0

1 0 0 0

1 « 4 2 0 0

0 « 5 2 0 1

1 0 « 6 3 « 6 4

0 0 « 7 3 « 7 4

0 0 « 8 3 « 8 4

1 0 0 0

0 0 0 1

in  S  =  {B, C D }, using for instance the in line approach1. T hen, w e have that:

S max =  { A ^ , C D } (9.1)

B  d + ( F D  )  =  {A, C, D } (9.2)

V =  { C, D } c  B d + ( F © ) (9.3)

T he interm ediate form  o f  this database is show n in  Table 9.2 and the C SP  form ulation 

based  on the in line algorithm  is presented  in  F igure 9.2. Table 9.3 h ighlights the various

1W e  n e e d  to  m e n t io n  th a t  i t  is  o f  n o  im p o r ta n c e  w h ic h  m e th o d o lo g y  w i l l  b e  u s e d  to  p r o d u c e  th e  C S P , a p a r t  

f ro m  th e  o b v io u s  f a c t  th a t  s o m e  m e th o d o lo g ie s  m a y  p r o d u c e  C S P s  th a t  a r e  b e t te r  d e c o m p o s a b le  th a n  th o s e  

c o n s t ru c te d  b y  o th e r  a p p r o a c h e s . H o w e v e r , th e  s t r u c tu re  o f  th e  C S P  a ls o  d e p e n d s  o n  th e  p r o b le m  in s ta n c e  a n d  

th u s  i t  is  d if f ic u l t  to  k n o w  in  a d v a n c e  w h ic h  a lg o r i th m  is  b o u n d  to  p r o d u c e  a  b e t te r  d e c o m p o s a b le  C S P .
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m a x i m i z e  ( « 1 2  +  « 2 2  +  « 4 2  +  « 5 2  +  « 6 3  +

«64 +  «73 +  «74 +  «83 +  « 8 4 )

/

s«bject to <

«12 +  «22 +  «42 +  «52 <  3 

«63 «64 +  «73 «74 +  «83 «84 <  3 

«63 +  «73 +  «83 >  3 

«64 +  «74 +  «84 ^  1

F igure 9.2: The C SP  form ulation  for the presen ted  exam ple. 

Table 9.3: The constraints m atrix  for the CSP.

c1 c2 c3 c4
«12 X

«22 X

«42 X

«52 X

«63 Y Y

«64 Y Y

«73 Y Y

«74 Y Y

«83 Y Y

«84 Y Y

constraints cr along w ith  the variables that they control. A s w e can observe, w e can cluster 

the various constraints into d isjo in t sets based on the variables that they involve. In  our 

exam ple, w e can identify  tw o such clusters o f  constraints, nam ely M i =  {c1}, and M 2 =  

{c2, c3, c4}. N otice that none o f  the variables in  each cluster o f  constraints is contained in 

any other cluster. Thus, instead o f  solving the entire problem  o f  F igure 9.2, we can solve the 

tw o subproblem s show n in  F igure 9.3, yielding, w hen com bined, the sam e solution as the 

one o f  the initial CSP: « 12 =  «22  =  «42 =  «63 =  «64  =  «73 =  «74  =  « 83 =  1 and «52  =  «84 =  0.
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maximize(ui2 +  «22 +  «42 +  «5 2)

subject to U12 +  «22 +  « 42  +  « 5 2  <  3  

w h e r e  { « 1 2 , « 2 2 , « 4 2 , « 5 2 }  e  { 0 , 1 }

a n d

m a x i m i z e  (« 6 3  +  « 6 4  +  « 73  +  « 74  +  « 8 3  +  « 84 )

{
« 6 3  « 6 4  +  « 7 3  « 7 4  +  « 8 3  « 8 4  <  3

« 63 +  « 73 +  « 83 >  3

« 6 4  +  « 7 4  +  « 8 4  ^  1

w h e r e  { « 6 3 , « 6 4 ,  « 7 3 ,  « 7 4 , « 8 3 ,  « 8 4 }  e  { 0 ,  1 }

F i g u r e  9 . 3 :  T h e  e q u i v a l e n t  C S P s  f o r  t h e  p r o v i d e d  e x a m p l e .

9.1.2 Phase II: Decomposition of Large Independent Components

T h e  s t r u c t u r a l  d e c o m p o s i t i o n  o f  t h e  o r i g i n a l  C S P  a l l o w s  o n e  t o  d i v i d e  t h e  o r i g i n a l  l a r g e  

p r o b l e m  i n t o  a  n u m b e r  o f  s m a l l e r  s u b p r o b l e m s  w h i c h  c a n  b e  s o l v e d  i n d e p e n d e n t l y ,  t h u s  

h i g h l y  r e d u c e  t h e  r u n t i m e  n e e d e d  t o  a t t a i n  t h e  o v e r a l l  s o l u t i o n .  H o w e v e r ,  a s  i t  c a n  b e  

n o t i c e d ,  b o t h  ( i )  t h e  n u m b e r  o f  s u b p r o b l e m s ,  a n d  ( i i )  t h e  s i z e  o f  e a c h  s u b p r o b l e m ,  a r e  t o t a l l y  

d e p e n d e n t  o n  t h e  u n d e r l y i n g  C S P  a n d  t h e  s t r u c t u r e  o f  t h e  c o n s t r a i n t s  m a t r i x .  T h i s  f a c t  

m e a n s  t h a t  t h e r e  e x i s t  p r o b l e m  i n s t a n c e s  w h i c h  a r e  n o t  d e c o m p o s a b l e  a n d  o t h e r  i n s t a n c e s  

w h i c h  e x p e r i e n c e  a  n o t a b l e  i m b a l a n c e  i n  t h e  s i z e  o f  t h e  p r o d u c e d  c o m p o n e n t s .  T h u s ,  i n  

w h a t  f o l l o w s ,  w e  p r e s e n t  t w o  m e t h o d o l o g i e s  w h i c h  a l l o w  u s  t o  d e c o m p o s e  l a r g e  i n d i v i d u a l  

c o m p o n e n t s  t h a t  a r e  n o n s e p a r a b l e  t h r o u g h  t h e  s t r u c t u r a l  d e c o m p o s i t i o n  a p p r o a c h .  I n  b o t h  

m e t h o d s ,  o u r  g o a l  i s  t o  m i n i m i z e  t h e  n u m b e r  o f  v a r i a b l e s  t h a t  a r e  s h a r e d  a m o n g  t h e  n e w l y  

p r o d u c e d  c o m p o n e n t s ,  w h i c h  a r e  n o w  d e p e n d e n t .  W h a t  a l l o w s  u s  t o  p r o c e e d  i n  s u c h  a  

d e c o m p o s i t i o n  i s  t h e  b i n a r y  n a t u r e  o f  t h e  v a r i a b l e s  i n v o l v e d  i n  t h e  C S P s ,  a  f a c t  t h a t  w e  

c a n  u s e  t o  o u r  b e n e f i t  t o  m i n i m i z e  t h e  d i f f e r e n t  p r o b l e m  i n s t a n c e s  t h a t  n e e d  t o  b e  s o l v e d  t o  

p r o d u c e  t h e  o v e r a l l  s o l u t i o n  o f  t h e  i n i t i a l  p r o b l e m .
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M e t h o d  I :  D e c o m p o s i t i o n  U s i n g  A r t i c u l a t i o n  P o i n t s

To further decom pose an  independent com ponent w e need to iden tify  the least am ount o f  

unm variables w hich, w hen discarded from  the various inequalities o f  this CSP, produce a 

C SP  that is structurally  decom posable. To find these unm variables w e proceed as follow s. 

F irst, w e create an  undirected  graph  G ( V , E ) in  w hich each  vertex v e  V  corresponds to a 

unm variable, and each edge e e  E  connects vertexes that participate to the sam e constraint. 

G raph G can be built in  linear tim e and provides us w ith  an easy w ay to m odel the netw ork 

o f  constraints and involved variables in  our inpu t CSP. Since we assum e that our inpu t C SP 

is not structurally  decom posable, graph  G w ill be connected.

A fter creating the constraints graph  G , w e identify  all its articulation  points (a.k.a. 

cu t-vertexes). T he rationale here is that the rem oval o f  a  cu t-vertex  w ill d isconnect graph 

G and the best cu t-vertex  unm w ill be the one that leads to the largest num ber o f  connected 

com ponents in  G . E ach  o f  these com ponents w ill then itse lf  constitu te a  new  subproblem  to 

be solved independently  from  the others. To identify  the best articulation  po in t w e proceed 

as follow s. A s is already know n, a  fast w ay to com pute the articulation  points o f  a  graph 

is to traverse it  by  using DFS. B y adding a  counter to a  table o f  vertexes each  tim e we 

v isit a  node, w e can easily  keep track o f  the num ber o f  com ponents that w ere identified so 

far. In the end o f  the algorithm , along w ith  the identified articulation  points w e can have 

know ledge o f  the num ber o f  com ponents that each  o f  these articulation  points decom poses 

the initial graph. This operation  can proceed in  linear tim e O( V  +  E ).

A fter identifying the best articulation point, our next step is to rem ove the corre­

sponding unm variable from  graph G . T hen, each com ponent o f  the resulting  graph  corre­

sponds to a  new  subproblem  (i.e. is a  new  CSP) that can be derived in  linear tim e and be 

solved independently. To provide the sam e solution as the original CSP, the solutions o f  the 

various created subproblem s need to be cross-exam ined , a  process that takes place in  Phase 

III and is further explained in  Section 9.1.3.

A  final step to be addressed involves the situation in  w hich no single cu t-vertex  

can be identified in  the graph. I f  such a  case appears, w e choose to proceed heuristically
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Figure 9.4: A n exam ple o f decom position  using articulation points.

in order to experience low runtim e o f the algorithm . O ur em pirical approach is based  on 

the prem ises that nodes having high degrees in graph Q are m ore likely than others to 

correspond to cu t-vertexes. For this reason, w e choose to com pute the degree o f each 

vertex u G V  in graph Q ( V , E ) and identify  the one having the m axim um  degree. L et v =  

m axuev (d e g r e e (u)) be the vertex w hose degree is the m axim um  am ong all o ther vertexes in 

the graph. Then, am ong all neighbors o f v w e identify  the one having the m axim um  degree 

and proceed to rem ove both  vertexes from  the graph. As a final step w e use DFS to traverse 

the resultant graph to exam ine if  it is disconnected. The runtim e o f this approach is linear in 

the num ber o f vertexes and edges o f graph Q . If  the resulting graph rem ains connected, w e 

choose to leave the original C SP a s-is  and m ake no further attem pt to decom pose it. F igure

9.4 dem onstrates an exam ple o f decom position  using articulation points. In this graph, w e 

denote as “cu t-v ertex ” , the vertex w hich, w hen rem oved, leads to a disconnected  graph 

having the m axim um  num ber o f connected  com ponents (here 3).
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F i g u r e  9 . 5 :  A  t h r e e - w a y  d e c o m p o s i t i o n  u s i n g  w e i g h t e d  g r a p h  p a r t i t i o n i n g .

M e t h o d  I I :  D e c o m p o s i t i o n  U s i n g  W e i g h t e d  G r a p h  P a r t i t i o n i n g

O n e  o f  t h e  p r i m a r y  d i s a d v a n t a g e s  o f  d e c o m p o s i t i o n  u s i n g  a r t i c u l a t i o n  p o i n t s  i s  t h e  f a c t  

t h a t  w e  h a v e  l i m i t e d  c o n t r o l  o v e r  ( i )  t h e  n u m b e r  o f  c o m p o n e n t s  i n  w h i c h  o u r  i n i t i a l  C S P  

w i l l  e v e n t u a l l y  s p l i t ,  a n d  ( i i )  t h e  s i z e  o f  e a c h  o f  t h e s e  c o m p o n e n t s .  T h i s  f a c t  m a y  l e a d  

t o  a  l o w  C P U s  u t i l i z a t i o n  i n  a  p a r a l l e l  s o l v i n g  e n v i r o n m e n t .  F o r  t h i s  r e a s o n ,  w e  p r e s e n t  

a n  a l t e r n a t i v e  d e c o m p o s i t i o n  s t r a t e g y  w h i c h  c a n  b r e a k  t h e  o r i g i n a l  p r o b l e m  i n t o  a s  m a n y  

s u b p r o b l e m s  a s  w e  c a n  c o n c u r r e n t l y  s o l v e ,  b a s e d  o n  o u r  u n d e r l y i n g  s y s t e m  a r c h i t e c t u r e .  

T h e  p r o b l e m  f o r m u l a t i o n  i s  o n c e  m o r e  t i g h t l y  r e l a t e d  t o  t h e  g r a p h  m o d e l i n g  p a r a d i g m  b u t  

i n s t e a d  o f  u s i n g  a r t i c u l a t i o n  p o i n t s ,  w e  r e l y  o n  m o d e r n  g r a p h  p a r t i t i o n i n g  a l g o r i t h m s  w h i c h  

c a n  p r o v i d e  u s  w i t h  t h e  o p t i m a l  s p l i t .

B y  a s s i g n i n g  e a c h  u nm v a r i a b l e  o f  t h e  i n i t i a l  C S P  t o  a  v e r t e x  i n  o u r  u n d i r e c t e d  

g r a p h ,  a n d  e a c h  c o n s t r a i n t  c  t o  a  n u m b e r  o f  e d g e s  e c f o r m u l a t i n g  a  c l i q u e  i n  t h e  g r a p h
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( w h i l e  d e n o t i n g  t h e  d e p e n d e n c e  o f  t h e  u nm v a r i a b l e s  i n v o l v e d ) ,  w e  p r o c e e d  t o  c o n s t r u c t  

a  w e i g h t e d  v e r s i o n  o f  g r a p h  G  ( p r e s e n t e d  i n  t h e  p r e v i o u s  s e c t i o n ) .  T h i s  w e i g h t e d  g r a p h ,  

h e r e o n  d e n o t e d  a s  G W , h a s  t w o  t y p e s  o f  w e i g h t s :  o n e  a s s o c i a t e d  w i t h  e a c h  v e r t e x  u  e  V W , 

a n d  o n e  a s s o c i a t e d  w i t h  e a c h  e d g e  e  e  E W . T h e  w e i g h t  o f  e a c h  v e r t e x  c o r r e s p o n d s  t o  t h e  

n u m b e r  o f  c o n s t r a i n t s  i n  w h i c h  i t  p a r t i c i p a t e s  i n  t h e  C S P  f o r m u l a t i o n .  O n  t h e  o t h e r  h a n d ,  

t h e  w e i g h t  o f  e a c h  e d g e  i n  t h e  g r a p h  d e n o t e s  t h e  n u m b e r  o f  c o n s t r a i n t s  i n  w h i c h  t h e  t w o  

v e r t e x e s  ( i t  c o n n e c t s )  a p p e a r  t o g e t h e r .  U s i n g  a  w e i g h t e d  g r a p h  p a r t i t i o n i n g  a l g o r i t h m ,  s u c h  

a s  t h e  o n e  p r o v i d e d  b y  M E T I S  [ 1 0 1 ] ,  o n e  c a n  d e c o m p o s e  t h e  g r a p h  i n t o  a s  m a n y  p a r t s  a s  t h e  

n u m b e r  o f  a v a i l a b l e  p r o c e s s o r s  t h a t  c a n  b e  u s e d  t o  c o n c u r r e n t l y  s o l v e  t h e m .  T h e  r a t i o n a l e  

b e h i n d  t h e  a p p l i e d  w e i g h t i n g  s c h e m e  i s  t o  e n s u r e  t h a t  t h e  c o n n e c t i v i t y  b e t w e e n  v e r t e x e s  

b e l o n g i n g  i n  d i f f e r e n t  p a r t s  i s  m i n i m a l .  F i g u r e  9 . 5  d e m o n s t r a t e s  a  t h r e e - w a y  d e c o m p o s i t i o n  

o f  t h e  o r i g i n a l  C S P ,  u s i n g  w e i g h t e d  g r a p h  p a r t i t i o n i n g .

9.1.3 Phase III: Parallel Solving of the Produced CSPs

B r e a k i n g  a  d e p e n d e n t  C S P  i n t o  a  n u m b e r  o f  c o m p o n e n t s  ( u s i n g  o n e  o f  t h e  s t r a t e g i e s  m e n ­

t i o n e d  e a r l i e r )  i s  a  p r o c e d u r e  t h a t  s h o u l d  i n c u r  o n l y  i f  t h e  C S P ’s  s i z e  i s  l a r g e  e n o u g h  t o  

w o r t h  t h e  c o s t  o f  t h e  d e c o m p o s i t i o n .  F o r  t h i s  r e a s o n ,  i t  i s  n e c e s s a r y  t o  d e f i n e  a  f u n c t i o n  F S  

t o  c a l c u l a t e  t h e  s i z e  o f  a  C S P  a n d  a  t h r e s h o l d  a b o v e  w h i c h  t h e  C S P  s h o u l d  b e  d e c o m p o s e d .  

W e  c h o o s e  f u n c t i o n  F S  t o  b e  a  w e i g h t e d  s u m  o f  t h e  n u m b e r  o f  unm v a r i a b l e s  i n v o l v e d  i n  t h e  

C S P  a n d  t h e  a s s o c i a t e d  c o n s t r a i n t s  C .  T h e  w e i g h t s  a r e  p r o b l e m - d e p e n d e n t .  T h u s ,

F S  =  w i  ' | u nm  | +  W 2 ' | C  | ( 9 . 4 )

O u r  p r o b l e m  s o l v i n g  s t r a t e g y  p r o c e e d s  a s  f o l l o w s .  F i r s t ,  w e  a p p l y  s t r u c t u r a l  d e c o m p o s i t i o n  

o n  t h e  o r i g i n a l  C S P  a n d  w e  d i s t r i b u t e  e a c h  c o m p o n e n t  t o  a n  a v a i l a b l e  p r o c e s s o r .  T h e s e  

c o m p o n e n t s  c a n  b e  s o l v e d  i n d e p e n d e n t l y  o f  e a c h  o t h e r .  T h e  f i n a l  s o l u t i o n  ( i . e .  t h e  v a l u e  

o f  t h e  o b j e c t i v e  f o r  t h e  o r i g i n a l  C S P )  w i l l  e q u a l  t h e  s u m  o f  t h e  v a l u e s  o f  t h e  i n d i v i d u a l  

o b j e c t i v e s ;  t h u s ,  t h e  m a s t e r  n o d e  t h a t  h o l d s  t h e  o r i g i n a l  C S P  s h o u l d  w a i t  t o  a c c u m u l a t e  t h e  

s o l u t i o n s  r e t u r n e d  b y  t h e  s e r v i c i n g  n o d e s .
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E a c h  n o d e  i n  o u r  s y s t e m  i s  a l l o w e d  t o  c h o o s e  o t h e r  n o d e s  a n d  a s s i g n  t h e m  s o m e  

c o m p u t a t i o n .  W h e n e v e r  a  n o d e  a s s i g n s  j o b  t o  o t h e r  n o d e s ,  i t  w a i t s  t o  r e c e i v e  t h e  r e s u l t s  

o f  t h e  p r o c e s s i n g  a n d  t h e n  e n f o r c e s  t h e  n e e d e d  f u n c t i o n  t o  c r e a t e  t h e  o v e r a l l  o u t c o m e  ( a s  

i f  i t  h a d  s o l v e d  t h e  e n t i r e  j o b  i t s e l f ) .  A f t e r  r e c e i v i n g  a n  i n d e p e n d e n t  c o m p o n e n t ,  e a c h  

p r o c e s s o r  a p p l i e s  t h e  f u n c t i o n  F S  i n  i t s  a s s i g n e d  C S P  a n d  d e c i d e s  w h e t h e r  i t  i s  e s s e n t i a l  t o  

p r o c e e d  w i t h  f u r t h e r  d e c o m p o s i t i o n .  I f  t h i s  i s  t h e  c a s e ,  t h e n  i t  p r o c e e d s  t o  i t s  d e c o m p o s i t i o n  

u s i n g  o n e  o f  t h e  t w o  s c h e m e s  p r e s e n t e d  e a r l i e r  ( i . e .  d e c o m p o s i t i o n  u s i n g  a r t i c u l a t i o n  p o i n t s  

o r  w e i g h t e d  g r a p h  p a r t i t i o n i n g )  a n d  a s s i g n s  t h e  n e w l y  c r e a t e d  C S P s ,  e a c h  t o  a n  a v a i l a b l e  

p r o c e s s o r .  A  m e c h a n i s m  t h a t  k e e p s  t r a c k  o f  t h e  j o b s  d i s t r i b u t i o n  t o  p r o c e s s o r s  a n d  t h e i r  

s t a t u s  ( i . e .  i d l e  v s  o c c u p i e d )  i s  a p p l i e d  t o  a l l o w  f o r  t h e  b e s t  p o s s i b l e  C P U s  u t i l i z a t i o n .  

T h e  s a m e  p r o c e d u r e  c o n t i n u e s  u n t i l  a l l  c o n s t r u c t e d  C S P s  a r e  b e l o w  t h e  u s e r - d e f i n e d  s i z e  

t h r e s h o l d  a n d  t h e r e f o r e  d o  n o t  n e e d  t o  b e  f u r t h e r  d e c o m p o s e d .

A t  a n y  g i v e n  t i m e ,  t h e  p r o c e s s o r s  c o n t a i n  a  n u m b e r  o f  i n d e p e n d e n t  c o m p o n e n t s  a n d  

a  n u m b e r  o f  m u t u a l l y  d e p e n d e n t  c o m p o n e n t s .  I n  t h e  c a s e  o f  t h e  i n d e p e n d e n t  c o m p o n e n t s ,  

a s  m e n t i o n e d  e a r l i e r ,  t h e  v a l u e  o f  t h e  o b j e c t i v e  f u n c t i o n  f o r  t h e  o v e r a l l  C S P  i s  a t t a i n e d  b y  

s u m m i n g  u p  t h e  v a l u e s  o f  t h e  i n d i v i d u a l  o b j e c t i v e s .  H o w e v e r ,  i n  t h e  c a s e  o f  d e p e n d e n t  

C S P s  t h e  s i t u a t i o n  i s  m o r e  c o m p l e x .  T o  h a n d l e  s u c h  c i r c u m s t a n c e s ,  l e t  border unm b e  a  

v a r i a b l e  t h a t  a p p e a r s  i n  t w o  o r  m o r e  d e p e n d e n t  C S P s .  T h i s  m e a n s  t h a t  t h i s  v a r i a b l e  w a s  

e i t h e r  t h e  b e s t  a r t i c u l a t i o n  p o i n t  s e l e c t e d  b y  t h e  f i r s t  s t r a t e g y ,  o r  a  v e r t e x  t h a t  w a s  a t  t h e  

b o u n d a r y  o f  t w o  d i f f e r e n t  c o m p o n e n t s ,  i d e n t i f i e d  u s i n g  t h e  g r a p h  p a r t i t i o n i n g  a l g o r i t h m .  

B o r d e r  v a r i a b l e s  n e e d  t o  b e  c h e c k e d  f o r  a l l  p o s s i b l e  v a l u e s  t h e y  c a n  a t t a i n  i n  o r d e r  t o  p r o ­

v i d e  u s  w i t h  t h e  e x a c t  s a m e  s o l u t i o n  a s  t h e  o n e  o f  s o l v i n g  t h e  o r i g i n a l  C S P .  L e t  a t  a  g i v e n  

p r o b l e m  i n s t a n c e  d e c o m p o s i t i o n  e x i s t  p  s u c h  v a r i a b l e s .  T h e n ,  w e  h a v e  2 p  p o s s i b l e  v a l u e  

a s s i g n m e n t s .  F o r  e a c h  p o s s i b l e  a s s i g n m e n t  w e  s o l v e  t h e  c o r r e s p o n d i n g  p r o d u c e d  C S P s ,  i n  

w h i c h  t h e  o b j e c t i v e  f u n c t i o n s  a p a r t  f r o m  t h e  unm v a r i a b l e s  f o r  t h e  n o n - b o r d e r  c a s e s  t h e y  

a l s o  c o n t a i n  ( i n  t h e  o b j e c t i v e s  a n d  t h e  c o n s t r a i n t s )  t h e  v a l u e s  o f  t h e  c u r r e n t l y  t e s t e d  a s s i g n ­

m e n t  f o r  t h e  p  v a r i a b l e s .  A f t e r  s o l v i n g  t h e  C S P s  f o r  e a c h  a s s i g n m e n t  w e  p r o c e e d  t o  s u m  u p  

t h e  r e s u l t i n g  o b j e c t i v e  v a l u e s .  A s  o n e  c a n  o b s e r v e ,  t h e  f i n a l  s o l u t i o n  w i l l  c o r r e s p o n d  t o  t h e
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Figure 9.6: A n exam ple o f parallel solving after decom position.

m axim um  value am ong the different sum m ations produced by the possib le assignm ents.

To m ake m atters clearer, assum e that at som e point tim e a processor receives a C SP  

that needs to be solved and finds that its size is g reater than the m inim um  size threshold; 

thus the C SP has to be decom posed. Suppose that applying the first strategy yields a decom ­

position  involving tw o border variables u 1 and u2 and leads to tw o com ponents: CA and CB. 

E ach com ponent is then assigned to a processor to solve it; all possible assignm ents should 

be tested. Thus, w e have four different problem  instances, nam ely: C00, C01, C10, C 11, w here 

Cxy m eans that the problem  instance w here u 1 =  x and u2 =  y is solved; the rest variab les’ 

assignm ents rem ain unknow n. Given tw o processors, the first one needs to solve these 4 

instances for CA w hereas the second one needs to solve them  for CB. D epending on the 

load balancing strategy, each processor is capable o f sending part o f the com putation (i.e. 

som e instances) to o ther processors to fine-g ra in  the w hole process. N ow  suppose that the 

objective values for CA,00 and CB,00 w ere found. The objective value for problem  instance 

C00 w ill then be the sum m ation o f these tw o objectives. To calculate the overall objective 

value and identify  the solution o f the in itial CSP w e need to identify  the m axim um  am ong
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t h e  o b j e c t i v e  v a l u e s  o f  a l l  p r o b l e m  i n s t a n c e s .  A n  e x a m p l e  o f  p a r a l l e l  s o l v i n g  a f t e r  t h e  a p ­

p l i c a t i o n  o f  a  d e c o m p o s i t i o n  s t r a t e g y  i s  d e p i c t e d  i n  F i g u r e  9 . 6 ,  w h e r e  o n e  c a n  n o t i c e  t h a t  

t h e  s o l u t i o n  o f  t h e  i n i t i a l  C S P  i s  p r o v i d e d  b y  e x a m i n i n g ,  f o r  a l l  i n v o l v e d  C S P s ,  t h e  t w o  

p o t e n t i a l  v a l u e s  o f  t h e  s e l e c t e d  c u t - v e r t e x  h ( i . e .  s o l v i n g  e a c h  C S P  f o r  h =  0  a n d  h =  1 ) .  

T h e  o v e r a l l  o b j e c t i v e  c o r r e s p o n d s  t o  t h e  m a x i m u m  o f  t h e  t w o  o b j e c t i v e s ,  a n  a r g u m e n t  t h a t  

i s  j u s t i f i e d  b y  t h e  b i n a r y  n a t u r e  o f  v a r i a b l e  h .

9.2 Computational Experiments and Results

I n  t h i s  s e c t i o n ,  w e  p r o v i d e  t h e  r e s u l t s  o f  a  s e t  o f  e x p e r i m e n t s  t h a t  w e  c o n d u c t e d  t o  t e s t  o u r  

p r o p o s e d  f r a m e w o r k .  I n  w h a t  f o l l o w s ,  w e  p r e s e n t  t h e  d a t a s e t s  w e  u s e d  a n d  t h e  d i f f e r e n t  

p a r a m e t e r s  i n v o l v e d  i n  t h e  t e s t i n g  p r o c e s s ,  a n d  w e  p r o v i d e  e x p e r i m e n t a l  r e s u l t s  i n v o l v i n g  

t h e  s t r u c t u r a l  d e c o m p o s i t i o n  p r o c e s s ,  w h e r e  w e  d e m o n s t r a t e  t h e  m a j o r  g a i n  t h a t  i s  a c h i e v e d  

i n  t h e  r u n t i m e  o f  t h e  e m p l o y e d  k n o w l e d g e  h i d i n g  a l g o r i t h m .

T o  t e s t  o u r  f r a m e w o r k ,  w e  u s e d  t h e  i n l i n e  a p p r o a c h  t o  h i d e  t h e  s e n s i t i v e  k n o w l e d g e  

i n  t h r e e  r e a l  d a t a s e t s .  A l l  t h e s e  d a t a s e t s  a r e  p u b l i c l y  a v a i l a b l e  t h r o u g h  t h e  F I M I  r e p o s i ­

t o r y  [ 8 0 ]  a n d  a r e  s u m m a r i z e d  i n  T a b l e  6 . 4 .  I n  a l l  t e s t e d  s e t t i n g s ,  t h e  t h r e s h o l d s  o f  m i n i m u m  

s u p p o r t  w e r e  p r o p e r l y  s e l e c t e d  t o  e n s u r e  a n  a d e q u a t e  a m o u n t  o f  f r e q u e n t  i t e m s e t s  a n d  t h e  

s e n s i t i v e  i t e m s e t s  t o  b e  h i d d e n  w e r e  s e l e c t e d  r a n d o m l y  a m o n g  t h e  f r e q u e n t  o n e s .  W e  c o n ­

d u c t e d  s e v e r a l  e x p e r i m e n t s  t r y i n g  t o  h i d e  s e n s i t i v e  2 - i t e m s e t s ,  3 - i t e m s e t s ,  a n d  4 - i t e m s e t s .  

O u r  s o u r c e  c o d e  w a s  i m p l e m e n t e d  i n  P e r l  a n d  C  a n d  w e  c o n d u c t e d  a l l  o u r  e x p e r i m e n t s  o n  

a  P C  r u n n i n g  L i n u x  o n  a n  I n t e l  P e n t i u m  D ,  3 . 2  G h z  p r o c e s s o r  e q u i p p e d  w i t h  4  G B  o f  m a i n  

m e m o r y .  A l l  i n t e g e r  p r o g r a m s  w e r e  s o l v e d  u s i n g  I L O G  C P L E X  9 . 0  [ 9 5 ] .

T o  c o n d u c t  t h e  e x p e r i m e n t s ,  w e  a s s u m e  t h a t  w e  h a v e  a l l  t h e  n e c e s s a r y  r e s o u r c e s  t o  

p r o c e e d  t o  a  f u l l - s c a l e  p a r a l l e l i z a t i o n  o f  t h e  i n i t i a l  C S P .  T h i s  m e a n s  t h a t  i f  o u r  o r i g i n a l  C S P  

c a n  p o t e n t i a l l y  b r e a k  i n t o  P  i n d e p e n d e n t  p a r t s ,  t h e n  w e  a s s u m e  t h e  e x i s t e n c e  o f  P  a v a i l a b l e  

p r o c e s s o r s  t h a t  c a n  r u n  i n d e p e n d e n t l y ,  e a c h  o n e  s o l v i n g  o n e  r e s u l t a n t  C S P .  T h u s ,  t h e  o v e r a l l  

r u n t i m e  o f  t h e  h i d i n g  a l g o r i t h m  w i l l  e q u a l  t h e  s u m m a t i o n  o f  ( i )  t h e  r u n t i m e  o f  t h e  s e r i a l  

a l g o r i t h m  t h a t  p r o d u c e d  t h e  o r i g i n a l  C S P ,  ( i i )  t h e  r u n t i m e  o f  t h e  Structure Identification
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Figure 9.7: Performance gain through parallel solving, when omitting the V part of the CSP.

Algorithm (SIA) that decomposed the original CSP into numerous independent parts, (iii) 

the time that is needed to communicate each of the resulting CSPs to an available processor, 

(iv) the time needed to solve the largest of these CSPs, (v) the communication time needed 

to return the attained solutions to the original processor (hereon called “master”) that held 

the whole problem, and finally (vi) the time needed by the master processor to calculate the 

summation of the objective values returned in order to compute the overall solution of the 

problem. That is:

^overall =  THA +  TSIA +  Tspread +  Tsolve +  Tgather +  ^aggregate (9.5)

In the following experiments, we capture the runtime of (ii) and (iv), namely TsIA and 

Tsolve, since we consider both the communication overhead (Tspread +  Tgather) and the 

overall solution calculation overhead (Taggregate) to be negligible when compared to these

109

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



r u n t i m e s .  M o r e o v e r ,  t h e  r u n t i m e  o f  ( i )  d o e s  n o t  c h a n g e  i n  t h e  c a s e  o f  p a r a l l e l i z a t i o n  a n d  

t h e r e f o r e  i t s  m e a s u r e m e n t  i n  t h e s e  e x p e r i m e n t s  i s  o f  n o  i m p o r t a n c e .  T o  a l l o w  u s  c o m p u t e  

t h e  b e n e f i t  o f  p a r a l l e l i z a t i o n ,  w e  i n c l u d e  i n  t h e  r e s u l t s  t h e  r u n t i m e  T s e r i a l  o f  s o l v i n g  t h e  

e n t i r e  C S P  w i t h o u t  p r i o r  d e c o m p o s i t i o n .

I n  o u r  f i r s t  s e t  o f  e x p e r i m e n t s  ( p r e s e n t e d  i n  F i g u r e  9 . 7 ) ,  w e  e n s u r e  t h e  b r e a k i n g  o f  

t h e  o r i g i n a l  C S P  i n t o  a  c o n t r o l l a b l e  n u m b e r  o f  c o m p o n e n t s  b y  e x c l u d i n g  a l l  t h e  c o n s t r a i n t s  

i n v o l v i n g  i t e m s e t s  f r o m  s e t  V  ( s e e  F i g u r e  6 . 1 ) .  T h u s ,  t o  b r e a k  t h e  o r i g i n a l  C S P  i n t o  P  

p a r t s ,  o n e  n e e d s  t o  i d e n t i f y  P  m u t u a l l y  e x c l u s i v e  ( i n  t h e  u n i v e r s e  o f  i t e m s )  i t e m s e t s  t o  h i d e .  

H o w e v e r ,  b a s e d  o n  t h e  n u m b e r  o f  s u p p o r t i n g  t r a n s a c t i o n s  f o r  e a c h  o f  t h e s e  i t e m s e t s  i n  , 

t h e  s i z e  o f  e a c h  p r o d u c e d  c o m p o n e n t  m a y  v a r y  s i g n i f i c a n t l y .  A s  o n e  c a n  o b s e r v e  i n  F i g u r e  

9 . 7 ,  t h e  t i m e  t h a t  w a s  n e e d e d  f o r  t h e  e x e c u t i o n  o f  t h e  S I A  a l g o r i t h m  a n d  t h e  i d e n t i f i c a t i o n  

o f  t h e  i n d e p e n d e n t  c o m p o n e n t s  i s  l o w  w h e n  c o m p a r e d  t o  t h e  t i m e  n e e d e d  f o r  s o l v i n g  t h e  

l a r g e s t  o f  t h e  r e s u l t i n g  C P S s .  M o r e o v e r ,  b y  c o m p a r i n g  t h e  t i m e  n e e d e d  f o r  t h e  s e r i a l  a n d  

t h e  o n e  n e e d e d  f o r  t h e  p a r a l l e l  s o l v i n g  o f  t h e  C S P ,  o n e  c a n  n o t i c e  h o w  b e n e f i c i a l  i s  t h e  

d e c o m p o s i t i o n  s t r a t e g y  i n  r e d u c i n g  t h e  r u n t i m e  t h a t  i s  r e q u i r e d  b y  t h e  h i d i n g  a l g o r i t h m .  

F o r  e x a m p l e ,  i n  t h e  2  x  2  h i d i n g  s c e n a r i o  f o r  B M S - 1 ,  s e r i a l  s o l v i n g  o f  t h e  C S P  r e q u i r e s  

2 1 8  s e c o n d s ,  w h i l e  p a r a l l e l  s o l v i n g  r e q u i r e s  1 6 5  s e c o n d s .  T h i s  m e a n s  t h a t  b y  s o l v i n g  t h e  

C S P  i n  p a r a l l e l  u s i n g  t w o  p r o c e s s o r s ,  w e  r e d u c e  t h e  s o l u t i o n  t i m e  b y  5 3  s e c o n d s .

I n  o u r  s e c o n d  s e t  o f  e x p e r i m e n t s ,  p r e s e n t e d  i n  F i g u r e  9 . 8 ,  w e  i n c l u d e d  t h e  V  p a r t  

o f  t h e  C S P ,  a s  p r o d u c e d  b y  t h e  i n l i n e  a l g o r i t h m .  A s  o n e  c a n  o b s e r v e ,  t h e r e  a r e  c e r t a i n  

s i t u a t i o n s  ( e . g . ,  3  x  3  i n  B M S - W e b V i e w - 1  o r  3  x  2  i n  B M S - W e b V i e w - 2 )  i n  w h i c h  t h e  

o r i g i n a l  C S P  c a n n o t  b e  d e c o m p o s e d  ( i . e .  T s o l v e  =  0 ) .  I n  a l l  s u c h  c a s e s ,  o n e  h a s  t o  a p p l y  e i ­

t h e r  t h e  d e c o m p o s i t i o n  a p p r o a c h  u s i n g  a r t i c u l a t i o n  p o i n t s  o r  t h e  w e i g h e d  g r a p h  p a r t i t i o n i n g  

a l g o r i t h m ,  i n  o r d e r  t o  p a r a l l e l i z e  t h e  h i d i n g  p r o c e s s .
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Chapter 10

Quantifying the Privacy of Exact

Hiding Algorithms

T h e  e x a c t  h i d i n g  a p p r o a c h e s  t h a t  w e r e  p r e s e n t e d  i n  C h a p t e r s  6 ,  7 ,  a n d  8  a r e  a l l  b a s e d  

o n  t h e  p r i n c i p l e  o f  m i n i m u m  h a r m  ( d i s t o r t i o n ) ,  w h i c h  r e q u i r e s  t h e  m i n i m u m  a m o u n t  o f  

m o d i f i c a t i o n s  t o  b e  m a d e  t o  t h e  o r i g i n a l  d a t a b a s e  t o  f a c i l i t a t e  s e n s i t i v e  k n o w l e d g e  h i d i n g .  

A s  a n  e f f e c t ,  i n  m o s t  c a s e s  ( d e p e n d i n g  o n  t h e  p r o b l e m  a t  h a n d ) ,  t h e  s e n s i t i v e  i t e m s e t s  

a r e  e x p e c t e d  t o  b e  p o s i t i o n e d  j u s t  b e l o w  t h e  r e v i s e d  b o r d e r l i n e  i n  t h e  c o m p u t e d  s a n i t i z e d  

d a t a b a s e  D . H o w e v e r ,  t h e  s e l e c t i o n  o f  t h e  m i n i m u m  s u p p o r t  t h r e s h o l d  b a s e d  o n  w h i c h  t h e  

h i d i n g  i s  p e r f o r m e d  c a n  l e a d  t o  r a d i c a l l y  d i f f e r e n t  s o l u t i o n s ,  s o m e  o f  w h i c h  a r e  b o u n d  t o  

b e  s u p e r i o r  t o  o t h e r s  i n  t e r m s  o f  o f f e r e d  p r i v a c y .  I n  w h a t  f o l l o w s ,  w e  p r e s e n t  a  l a y e r e d  

a p p r o a c h  t h a t  e n a b l e s  t h e  o w n e r  o f  t h e  d a t a  t o  q u a n t i f y  t h e  p r i v a c y  t h a t  i s  o f f e r e d  o n  a  

g i v e n  d a t a b a s e  b y  t h e  e m p l o y e d  e x a c t  h i d i n g  a l g o r i t h m .  A s s u m i n g  t h a t  a n  a d v e r s a r y  h a s  

n o  k n o w l e d g e  r e g a r d i n g  w h i c h  o f  t h e  i n f r e q u e n t  i t e m s e t s  i n  D  a r e  t h e  s e n s i t i v e  o n e s ,  t h i s  

a p p r o a c h  c a n  c o m p u t e  t h e  d i s c l o s u r e  p r o b a b i l i t y  f o r  t h e  h i d d e n  s e n s i t i v e  k n o w l e d g e ,  g i v e n  

t h e  s a n i t i z e d  d a t a b a s e  D  a n d  a  m i n i m u m  s u p p o r t / f r e q u e n c y  t h r e s h o l d  msup/mfreq.
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F i g u r e  1 0 . 1 :  A  l a y e r e d  a p p r o a c h  t o  q u a n t i f y i n g  t h e  p r i v a c y  t h a t  i s  o f f e r e d  b y  t h e  e x a c t  

h i d i n g  a l g o r i t h m s .

F i g u r e  1 0 . 1 ( i )  d e m o n s t r a t e s  t h e  p r o p o s e d  l a y e r e d  a p p r o a c h  a s  a p p l i e d  o n  a  s a n i t i z e d  

d a t a b a s e  D . T h e  s u p p o r t - a x i s  i s  p a r t i t i o n e d  i n t o  t w o  r e g i o n s  w i t h  r e s p e c t  t o  t h e  m i n i m u m  

s u p p o r t  t h r e s h o l d  msup  t h a t  i s  u s e d  f o r  t h e  m i n i n g  o f  t h e  f r e q u e n t  i t e m s e t s  i n  D . I n  t h e  

u p p e r  r e g i o n  ( a b o v e  msup), L a y e r  0  c o n t a i n s  a l l  t h e  f r e q u e n t  i t e m s e t s  f o u n d  i n  D  a f t e r  t h e  

a p p l i c a t i o n  o f  a  f r e q u e n t  i t e m s e t  m i n i n g  a l g o r i t h m  l i k e  A p r i o r i  [ 1 4 ] .  T h e  v a l u e  o f  M S F  

i n d i c a t e s  t h e  m a x i m u m  s u p p o r t  o f  a  f r e q u e n t  i t e m s e t  i n  D . T h e  r e g i o n  s t a r t i n g  j u s t  b e l o w  

msup  c o n t a i n s  a l l  t h e  i n f r e q u e n t  i t e m s e t s ,  i n c l u d i n g  t h e  s e n s i t i v e  o n e s ,  p r o v i d e d  t h a t  t h e y  

w e r e  a p p r o p r i a t e l y  c o v e r e d  u p  b y  t h e  a p p l i e d  h i d i n g  a l g o r i t h m .  I n  w h a t  f o l l o w s ,  w e  p r o c e e d  

t o  f u r t h e r  p a r t i t i o n  t h e  r e g i o n  b e l o w  msup  i n t o  t h r e e  l a y e r s :

L a y e r  1  T h i s  l a y e r  s p a n s  f r o m  t h e  i n f r e q u e n t  i t e m s e t s  h a v i n g  a  m a x i m u m  s u p p o r t  ( M S I )  

t o  t h e  s e n s i t i v e  i t e m s e t s  w i t h  a  m a x i m u m  s u p p o r t  ( M S S ) ,  e x c l u d i n g  t h e  l a t t e r  o n e s .  I t  

m o d e l s  t h e  “ g a p ”  t h a t  m a y  e x i s t  b e l o w  t h e  b o r d e r l i n e ,  e i t h e r  d u e  t o  t h e  u s e  o f  a  m a r g i n  

o f  s a f e t y  t o  b e t t e r  p r o t e c t  t h e  s e n s i t i v e  k n o w l e d g e  ( a s  i s  t h e  t y p i c a l  c a s e  i n  v a r i o u s
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hiding approaches, e.g. [152]), or due to the properties o f  the original database D O 

and the sensitive item sets that w ere selected to be hidden. W e consider this layer to 

contain ψ  item sets.

L a y e r  2  T his layer spans from  the sensitive item sets having a  m axim um  support (M SS) 

to the sensitive item sets w ith the m inim um  support (m SS), inclusive. I t contains all 

the sensitive know ledge that the ow ner w ishes to protect, possib ly  along w ith som e 

nonsensitive infrequent item sets. W e consider this layer to contain  s item sets ou t o f  

w hich S are the sensitive ones.

L a y e r  3  T his layer collects the rest o f  the infrequent item sets, starting from  the one having 

the m axim um  support just below  m SS and ending at the infrequent item set w ith the 

m inim um  support (m SI), inclusive. This layer is assum ed to contain  a  total o f  r  

item sets.

G iven the layered partitioning o f  the item sets in  D  w ith  respect to their support values, 

w e argue that the quality  o f  a  hiding algorithm  depends on the position  o f  the various in­

frequent item sets in  the L ayers 1-3 . Specifically, le t x denote the d istance (from  m sup) 

below  the borderline w here an adversary tries to locate the sensitive know ledge (e.g., by 

m ining database D  using support threshold m sup  -  x). Then, estim ator E  provides the m ean 

probability  o f  sensitive know ledge disclosure, defined as follows:

E

0

o msup-x
S  ψ+MSS- mSS+1 

ψ I s msuP-x
Ψ ^ Λ ψ+MSS-mSS+l

S
ψ + s + r · msup-x

msup-mSI+1

x  e  [ 0 . . .  ψ]

x e  ( ψ . . .  (ψ  + M SS -  m SS + 1)] 

x e  ((M SS -  m SS + 1 ) . . .  (m sup -  m SI + 1)]

( 1 0 . 1 )

By com puting E  for the sanitized database D , the ow ner o f  D O can gain in -d e p th  under­

standing regarding the degree o f  p rotection  that is offered on the sensitive know ledge in  D . 

Furtherm ore, he/she m ay decide on how  m uch low er (w ith respect to the support) should 

the sensitive item sets be located  in  D , such that they are adequately  covered up. A s a  result, 

a  hiding m ethodology can be applied to the original database D O to produce a  sanitized
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maximize (Lunmeu Unm)

subject to
L lneDX n i meX  u nm  <  m S U p X,> V Z  G  Smin 

LrneDR Π imGR Unm >  m s ^  V R  G  V

F i g u r e  1 0 . 2 :  T h e  m o d i f i e d  C S P  f o r  t h e  i n l i n e  a l g o r i t h m  t h a t  g u a r a n t e e s  i n c r e a s e d  s a f e t y  f o r  

t h e  h i d i n g  o f  s e n s i t i v e  k n o w l e d g e .

v e r s i o n  D  t h a t  m e e t s  t h e  n e w l y  i m p o s e d  p r i v a c y  r e q u i r e m e n t s .  G i v e n  t h e  p r e s e n t e d  e x a c t  

a p p r o a c h e s  t o  s e n s i t i v e  k n o w l e d g e  h i d i n g ,  s u c h  a  m e t h o d o l o g y  c a n  b e  i m p l e m e n t e d  i n  t w o  

s t e p s ,  a s  f o l l o w s :

1 . T h e  d a t a b a s e  o w n e r  u s e s  t h e  p r o b a b i l i t y  e s t i m a t o r  E  t o  c o m p u t e  t h e  v a l u e  o f  x  t h a t  

g u a r a n t e e s  m a x i m u m  s a f e t y  o f  t h e  s e n s i t i v e  k n o w l e d g e .

2 .  A n  e x a c t  k n o w l e d g e  h i d i n g  a p p r o a c h  i s  s e l e c t e d  a n d  e x t r a  c o n s t r a i n t s  a r e  a d d e d  t o  t h e  

f o r m u l a t e d  C S P  t o  e n s u r e  t h a t  t h e  s u p p o r t  o f  t h e  s e n s i t i v e  k n o w l e d g e  i n  t h e  g e n e r a t e d  

s a n i t i z e d  d a t a b a s e  w i l l  b e c o m e  a t  m o s t  x .

F o r  e x a m p l e ,  i n  t h e  c a s e  o f  t h e  i n l i n e  a p p r o a c h ,  t h e  C S P  o f  F i g u r e  1 0 . 2  g u a r a n t e e s  

t h e  h o l d i n g  o f  t h e s e  r e q u i r e m e n t s 1 . A n o t h e r  p o s s i b i l i t y  i s  t o  a p p l y  a  p o s t - p r o c e s s i n g  a l g o ­

r i t h m  t h a t  w i l l  i n c r e a s e  t h e  s u p p o r t  o f  t h e  i n f r e q u e n t  i t e m s e t s  o f  L a y e r  3  i n  t h e  s a n i t i z e d  

d a t a b a s e  D , s u c h  t h a t  t h e y  m o v e  t o  L a y e r  2  ( t h u s  i n c r e a s e  t h e  c o n c e n t r a t i o n  o f  i t e m s e t s  i n  

t h e  l a y e r  t h a t  c o n t a i n s  t h e  s e n s i t i v e  o n e s ) .  O n  t h e  n e g a t i v e  s i d e ,  i t  i s  i m p o r t a n t  t o  m e n t i o n  

t h a t  a l l  t h e s e  m e t h o d o l o g i e s  f o r  i n c r e a s i n g  t h e  s a f e t y  o f  t h e  s e n s i t i v e  k n o w l e d g e  h a v e  a s  

a n  e f f e c t  t h e  d e c r e m e n t  o f  t h e  q u a l i t y  o f  t h e  s a n i t i z e d  d a t a b a s e ,  w i t h  r e s p e c t  t o  i t s  o r i g i n a l  

c o u n t e r p a r t .  T h i s  b r i n g s  u p  o n e  o f  t h e  m o s t  c o m m o n l y  d i s c u s s e d  t o p i c s  i n  k n o w l e d g e  h i d ­

i n g :  hiding quality vs. usability o f  the san itized database, o f f e r e d  b y  t h e  h i d i n g  a l g o r i t h m .

1W e  s h o u ld  a ls o  p o in t  o u t  th a t  th e  o w n e r  o f  th e  d a ta  c a n  d e c id e  to  h id e  d i f f e r e n t  s e n s i t iv e  i te m s e ts  a t  a  

d i f f e r e n t  d e g re e , th u s  c o n s id e r  s o m e  o f  th e s e  i te m s e ts  a s  m o r e  s e n s i t iv e  th a n  th e  o th e r s .  To a c h ie v e  th a t  h e /s h e  

c a n  p r o p e r ly  a d ju s t  th e  s u p p o r t  th r e s h o ld  (i .e . th e  r ig h t  s id e  o f  th e  in e q u a l i t ie s )  in  th e  c o r re s p o n d in g  c o n s tra in ts  

o f  t h e  C S P  o f  F ig u re  1 0 .2 , in v o lv in g  th e s e  s e n s i t iv e  i te m s e ts .
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Table 10.1: A n exam ple o f  a  sanitized database D  produced  by  the in line algorithm  [64], 
w hich conceals the sensitive item sets S  =  {B , C D }  a t a  frequency threshold  o f  m freq  = 0.3.

A B C D

1 1 0 0

1 1 0 0

1 0 0 0

1 0 0 0

0 0 0 1

1 0 1 1

0 0 1 1

0 0 1 0

1 0 0 0

0 0 0 1

Figure 10.1(ii) dem onstrates the proposed approach for the exam ple database o f  

Table 10.1. A s expected, due to the m inim um  harm  that is in troduced by  the exact hiding 

algorithm s, bo th  sensitive item sets B  and CD  are located  just under the borderline. In  this 

exam ple, the size o f  L ayer 1 is zero (i.e. ψ  =  0). B ased on the estim ator E  w e com pute that 

the probability  o f  an adversary to identify  the sensitive know ledge equals 2/3 w hen using 

x =  1 (equivalently w hen m ining the database using m sup =  2). S ince the probability  o f  

sensitive know ledge disclosure is high, the ow ner o f  the data could either (i) use the C SP 

form ulation  o f  F igure 10.2 to constrain t the support o f  the sensitive item sets to at m ost 1, or 

(ii) apply a  m ethodology that increases the support o f  som e o f  the item sets in  L ayer 3 so as 

to m ove to L ayer 2 (i.e. have a  support o f  2). B oth  approaches are bound to in troduce extra 

distortion  to the original database D O from  w hich  D  was produced, but w ill also provide 

better protection  o f  the sensitive know ledge.
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Chapter 11

Summary and Future Work

I n  t h i s  f i r s t  p a r t  o f  t h e  d i s s e r t a t i o n ,  w e  s t u d i e d  t h e  p r o b l e m  o f  a s s o c i a t i o n  r u l e  h i d i n g  i n  l a r g e  

t r a n s a c t i o n a l  d a t a b a s e s .  I n  C h a p t e r  1 ,  w e  i n t r o d u c e d  t h e  p r o b l e m  a n d  s h e d  l i g h t  o n  t h e  r e ­

s e a r c h  c h a l l e n g e s  i n  t h i s  a r e a  o f  r e s e a r c h .  C h a p t e r  2  p r e s e n t e d  a l l  t h e  n e c e s s a r y  b a c k g r o u n d  

f o r  t h e  p r o p e r  u n d e r s t a n d i n g  o f  t h e  p r o b l e m ,  a s  w e l l  a s  p r o v i d e d  t h e  p r o b l e m  f o r m u l a t i o n  

a n d  t h e  p r o b l e m  s t a t e m e n t .  I n  C h a p t e r  3 ,  w e  s u r v e y e d  t h e  r e c e n t  a d v a n c e s  i n  a s s o c i a t i o n  

r u l e  h i d i n g ,  a l o n g  t h r e e  p r i n c i p a l  d i r e c t i o n s :  ( i )  h e u r i s t i c - b a s e d  a p p r o a c h e s ,  ( i i )  b o r d e r -  

b a s e d  a p p r o a c h e s ,  a n d  ( i i i )  e x a c t  k n o w l e d g e  h i d i n g  a p p r o a c h e s .  C h a p t e r  4  d i s c u s s e d  o u r  

r e s e a r c h  c o n t r i b u t i o n s  i n  t h i s  a r e a .  S i n c e  2 0 0 6 ,  w e  h a v e  p r o p o s e d  t h r e e  e x a c t  h i d i n g  a l g o ­

r i t h m s  t h a t  a r e  e x p e r i m e n t a l l y  p r o v e n  t o  l e a d  t o  s u p e r i o r  h i d i n g  s o l u t i o n s ,  w h e n  c o m p a r e d  t o  

s t a t e - o f - t h e - a r t  h e u r i s t i c s .  A l l  o u r  p r o p o s e d  a p p r o a c h e s  a r e  b a s e d  o n  t h e  p r o c e s s  o f  b o r d e r  

r e v i s i o n ,  w h i c h  w a s  h i g h l i g h t e d  i n  C h a p t e r  5 .  I n  C h a p t e r s  6 ,  7  a n d  8  w e  e l a b o r a t e d  o n  t h e  

w o r k i n g s  o f  o u r  c o n t r i b u t e d  m e t h o d o l o g i e s .  A s  w e  d e m o n s t r a t e d  t h r o u g h  e x p e r i m e n t a t i o n ,  

t h e  o p t i m a l i t y  i n  t h e  h i d i n g  s o l u t i o n  t h a t  i s  c o m p u t e d  b y  t h e  e x a c t  h i d i n g  a l g o r i t h m s ,  c o m e s  

a t  a  c o s t  t o  t h e  c o m p u t a t i o n a l  c o m p l e x i t y  o f  t h e  s a n i t i z a t i o n  p r o c e s s .  T h i s  s h o r t c o m i n g  l e d  

u s  t o  i n v e s t i g a t e  w a y s  t o  i m p r o v e  t h e  p o o r  s c a l a b i l i t y  o f  t h e  e x a c t  h i d i n g  a l g o r i t h m s ,  w h i c h  

i s  p r i m a r i l y  i n f l u e n c e d  b y  t h e  i n c r e a s e d  c o m p l e x i t y  o f  s o l v i n g  t h e  p r o d u c e d  C S P s .  I n  [ 6 8 ] ,  

w e  p r o p o s e d  a  p a r t i t i o n i n g  a p p r o a c h  t h a t  i m p r o v e s  t h e  s c a l a b i l i t y  o f  t h e  h y b r i d  a l g o r i t h m .  

T h e n ,  i n  C h a p t e r  9 ,  w e  p r o p o s e d  a  f r a m e w o r k  w h i c h  i s  s u i t a b l e  f o r  d e c o m p o s i t i o n  a n d  p a r ­
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a l l e l  s o l v i n g  o f  t h e  C S P s  t h a t  a r e  p r o d u c e d  b y  t h e  e x a c t  h i d i n g  a l g o r i t h m s .  T h r o u g h  t h e  u s e  

o f  t h i s  f r a m e w o r k ,  t h e  e x a c t  a l g o r i t h m s  c a n  s c a l e  t o  v e r y  l a r g e  p r o b l e m  i n s t a n c e s ,  p r o v i d e d  

t h a t  t h e  n e c e s s a r y  n u m b e r  o f  p r o c e s s o r s  a r e  a v a i l a b l e .  F i n a l l y ,  i n  C h a p t e r  1 0 ,  w e  p r o p o s e d  

a  n o v e l  l a y e r e d  a p p r o a c h  t o  t h e  q u a n t i f i c a t i o n  o f  t h e  p r i v a c y  t h a t  i s  o f f e r e d  b y  t h e  e x a c t  

h i d i n g  m e t h o d o l o g i e s .  B y  u s i n g  t h i s  a p p r o a c h ,  t h e  d a t a  o w n e r  c a n  d i r e c t  t h e  e x a c t  h i d i n g  

a l g o r i t h m s  t o  p r o d u c e  a  d a t a b a s e  t h a t  a d e q u a t e l y  p r o t e c t s  t h e  s e n s i t i v e  i t e m s e t s  a g a i n s t  d i s ­

c l o s u r e ,  t h u s  a c h i e v i n g  t h e  d e s i r e d  l e v e l  o f  p r i v a c y  a t  a  m i n i m a l  d i s t o r t i o n  o f  h i s / h e r  d a t a .  

M o r e o v e r ,  t h e  d a t a  o w n e r  i s  c a p a b l e  o f  d e c i d i n g  t h e  e x t e n t  t o  w h i c h  e a c h  s e n s i t i v e  i t e m s e t  

w i l l  b e  h i d d e n  i n  t h e  s a n i t i z e d  d a t a b a s e  b y  m o d i f y i n g  t h e  c o r r e s p o n d i n g  c o n s t r a i n t s  i n  t h e  

C S P  t h a t  i s  p r o d u c e d  b y  t h e  e m p l o y e d  e x a c t  m e t h o d o l o g y .

A s  a  f u t u r e  w o r k  i n  t h e  a r e a  o f  a s s o c i a t i o n  r u l e  h i d i n g ,  w e  i n t e n d  t o  s h e d  l i g h t  o n  

t h e  t w o  f o l l o w i n g  r e s e a r c h  p r o b l e m s .  F i r s t ,  w e  w a n t  t o  i n v e s t i g a t e  t h e  p o s s i b i l i t y  o f  f u r t h e r  

r e d u c i n g  t h e  s i z e  o f  t h e  C S P s  t h a t  a r e  g e n e r a t e d  b y  t h e  e x a c t  h i d i n g  m e t h o d o l o g i e s ,  w h i l e  

s t i l l  g u a r a n t e e i n g  t h e  o p t i m a l i t y  o f  t h e  h i d i n g  s o l u t i o n .  W e  e n v i s i o n  t h e  r e d u c t i o n  o f  t h e  s i z e  

o f  t h e  C S P  n o t  i n  t e r m s  o f  h o w  m a n y  i t e m s e t s  w i l l  b e  c o n t r o l l e d  ( i . e .  e a c h  i t e m s e t  s h o u l d  

c o n t i n u e  t o  b e  r e p r e s e n t e d  i n  t h e  C S P  t o  a l l o w  f o r  a n  e x a c t  h i d i n g  s o l u t i o n )  b u t  i n  t h e  f o r m  

o f  t h e  i n e q u a l i t i e s  a n d  t h e  u n k n o w n s  t h a t  w o u l d  b e  n e c e s s a r y  f o r  c o n t r o l l i n g  t h e  s t a t u s  

( f r e q u e n t  v s  i n f r e q u e n t )  o f  t h e s e  i t e m s e t s  i n  t h e  s a n i t i z e d  d a t a b a s e .  S e c o n d ,  w e  w o u l d  l i k e  

t o  p r o p o s e  a  m e t h o d o l o g y  f o r  t h e  c o m p u t a t i o n  o f  t h e  e x a c t  n u m b e r  o f  t r a n s a c t i o n s  t h a t  n e e d  

t o  b e  a p p e n d e d  t o  t h e  o r i g i n a l  d a t a b a s e  b y  t h e  h y b r i d  a l g o r i t h m  [ 6 8 ] ,  i n  o r d e r  t o  f a c i l i t a t e  

e x a c t  k n o w l e d g e  h i d i n g .  T h i s  m e t h o d o l o g y  w i l l  a l l o w  u s  t o  r e d u c e  t h e  s i z e  o f  t h e  C S P  

t h a t  i s  p r o d u c e d  b y  t h e  h y b r i d  a l g o r i t h m ,  a s  w e l l  a s  t o  e l i m i n a t e  t h e  p o s t - p r o c e s s i n g  p h a s e  

r e g a r d i n g  t h e  v a l i d i t y  o f  t h e  t r a n s a c t i o n s  i n  t h e  p r o d u c e d  d a t a b a s e  e x t e n s i o n .

118

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



Part II

Hiding Sensitive Trajectory Patterns
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Chapter 12

Introduction

T h e  r e m a r k a b l e  p r o g r e s s  t h a t  i s  e v i d e n c e d  n o w a d a y s  i n  t h e  a r e a s  o f  t e l e c o m m u n i c a t i o n s  

a n d  l o c a t i o n  t r a c k i n g  t e c h n o l o g i e s ,  s u c h  a s  G P S ,  G S M  a n d  U M T S ,  h a s  m a d e  p o s s i b l e  t h e  

t r a c k i n g  o f  m o b i l e  d e v i c e s  ( a n d  s u b s e q u e n t l y  t h e i r  h u m a n  c o m p a n i o n s )  a t  a n  a c c u r a c y  t h a t  

s p a n s  f r o m  a  f e w  h u n d r e d  m e t e r s  t o  o n l y  a  f e w  m e t e r s .  A s  u b i q u i t o u s  c o m p u t i n g  p e r v a d e s  

o u r  s o c i e t y ,  t h e  a v a i l a b l e  w i r e l e s s  n e t w o r k  i n f r a s t r u c t u r e s  c a n  b e  u s e d  t o  s e n s e  a n d  r e c o r d  

t h e  m o v e m e n t  o f  p e o p l e ,  a n i m a l s ,  a n d  v e h i c l e s ,  t h u s  g e n e r a t e  l a r g e  v o l u m e s  o f  g e o - s p a t i a l ,  

m o b i l i t y  d a t a .  F r o m  t h i s  p e r s p e c t i v e ,  w e  h a v e  n o w a d a y s  t h e  m e a n s  o f  c o l l e c t i n g ,  s t o r i n g  

a n d  p r o c e s s i n g  m o b i l i t y  d a t a  o f  a n  u n p r e c e d e n t e d  q u a n t i t y ,  q u a l i t y  a n d  t i m e l i n e s s .

A  m o b i l i t y  d a t a s e t  i s  c o m p o s e d  o f  a  s e r i e s  o f  s p a c e - t i m e  r e c o r d i n g s  w h i c h  c a p t u r e  

t h e  c h a n g e s  i n  t h e  p h y s i c a l  l o c a t i o n  o f  a  s e t  o f  m o v i n g  e n t i t i e s  t h r o u g h o u t  a  c e r t a i n  a m o u n t  

o f  t i m e ,  u s u a l l y  d i s c r e t i z e d  i n  a  s e t  o f  t i m e  i n s t a n t s .  P e o p l e ,  a s  w e l l  a s  a n i m a l s ,  a r e  e n t i ­

t i e s  t h a t  m o v e  p u r p o s e l y  i n  o r d e r  t o  a c c o m p l i s h  c e r t a i n  g o a l s .  F o r  e x a m p l e ,  a s  w e l l  s t a t e d  

i n  [ 1 8 ] ,  “ t h e  m o v e m e n t s  o f  p e o p l e  m a y  g r e a t l y  d e p e n d  o n  t h e i r  o c c u p a t i o n ,  a g e ,  h e a l t h  

c o n d i t i o n ,  m a r i t a l  s t a t u s ,  a n d  o t h e r  p r o p e r t i e s ” . I n  a l l  c a s e s ,  t h e  m o v e m e n t  t r a c e s  t h a t  a r e  

l e f t  b e h i n d  b y  t h e  m o b i l e  d e v i c e s  o f  t h e  u s e r s ,  a r e  a n  e x c e l l e n t  s o u r c e  o f  i n f o r m a t i o n  w h i c h  

c a n  a i d  t r a f f i c  e n g i n e e r s ,  c i t y  m a n a g e r s  a n d  e n v i r o n m e n t a l i s t s  t o w a r d s  d e c i s i o n  m a k i n g  i n  

a  w i d e  s p e c t r u m  o f  c o n t e x t s ,  s u c h  a s  u r b a n  p l a n n i n g ,  t r a f f i c  e n g i n e e r i n g ,  f o r e c a s t i n g  o f  

t r a f f i c - r e l a t e d  p h e n o m e n a ,  f l e e t  m a n a g e m e n t ,  w i l d l i f e  r e s c u i n g ,  a n d  e n v i r o n m e n t a l  p o l l u ­
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t i o n .  A s  a n  e f f e c t ,  t h e  a n a l y s i s  o f  t h e  u s e r  m o v e m e n t  t r a c e s  b y  m e a n s  o f  a p p r o p r i a t e  p a t t e r n s  

a n d  m o d e l s  e x t r a c t e d  t h r o u g h  t h e  a p p l i c a t i o n  o f  m o d e r n  d a t a  m i n i n g  t e c h n o l o g i e s ,  c a n  p o ­

t e n t i a l l y  l e a d  t o  a  s o u r c e  o f  k n o w l e d g e  o f  e x t r e m e  u s e f u l n e s s .  T h e  e x i s t i n g  l a r g e  v o l u m e s  

o f  m o b i l i t y  d a t a ,  a s  e x e m p l i f i e d  b y  t r a j e c t o r y  d a t a  c o l l e c t e d  d u r i n g  t h e  c o u r s e  o f  v a r i o u s  

m o b i l e  a p p l i c a t i o n s  ( p r i m a r i l y  a t t r i b u t e d  t o  t h e  u s u a l l y  h i g h  u p d a t e  r a t e s  t h a t  a r e  u s e d  f o r  

t h e i r  c o l l e c t i o n ) ,  m a k e s  t h e  m a n u a l  a n a l y s i s  o f  t h i s  d a t a  i m p o s s i b l e .

M o b i l i t y  d a t a  i s  o f  s p a t i o t e m p o r a l  n a t u r e ,  a n d  a s  a n  e f f e c t  i t s  m i n i n g  h a s  t o  a c c o u n t  

f o r  b o t h  i t s  s p a t i a l  a n d  i t s  t e m p o r a l  c h a r a c t e r i s t i c s .  S p a t i o t e m p o r a l  d a t a  m i n i n g  i s  n o w a d a y s  

e m e r g i n g  a s  a  n o v e l  a n d  c h a l l e n g i n g  a r e a  o f  r e s e a r c h ,  t a r g e t i n g  a t  t h e  i n - d e p t h  a n a l y s i s  o f  

l a r g e  s p a t i o t e m p o r a l  d a t a s e t s ,  s u c h  a s  d a t a s e t s  o f  u s e r  m o b i l i t y .  H o w e v e r ,  w e  s h o u l d  r e a l i z e  

t h a t  s p a t i o t e m p o r a l  d a t a  m i n i n g  c a n  b e c o m e  a  d o u b l e - e d g e d  s w o r d .  A s  i t  b e c o m e s  e v i d e n t ,  

o n  t h e  w r o n g  h a n d s  t h i s  t y p e  o f  e m e r g e n t  k n o w l e d g e  m a y  l e a d  t h e  w a y  t o  a n  a b u s e  s c e n a r i o ,  

w h e r e  h i g h l y  s e n s i t i v e  p e r s o n a l  i n f o r m a t i o n  i s  r e v e a l e d  t o  u n a u t h o r i z e d ,  p o t e n t i a l l y  m a l e v ­

o l e n t ,  e n t i t i e s .  I n  t h e  c a s e  o f  m o b i l i t y  d a t a ,  s o m e  e x a m p l e s  o f  m i s u s e  i n c l u d e  u s e r  t a i l i n g ,  

s u r v e i l l a n c e ,  a n d  u s e r  p r o f i l i n g .  G e n e r a l l y  s p e a k i n g ,  t h e  p e r s o n a l  m o b i l i t y  d a t a ,  a s  s e n s e d  

t h r o u g h  t h e  a v a i l a b l e  t e l e c o m m u n i c a t i o n  i n f r a s t r u c t u r e s ,  r e p r e s e n t s  a n  e x t r e m e l y  s e n s i t i v e  

s o u r c e  o f  i n f o r m a t i o n ;  i t s  p o t e n t i a l  d i s c l o s u r e  t o  u n t r u s t e d  t h i r d  p a r t i e s  m a y  s e v e r e l y  j e o p a r ­

d i z e  t h e  p r i v a c y  o f  t h e  i n d i v i d u a l s  t o  w h o m  t h i s  d a t a  r e f e r s  [ 2 7 , 7 5 ] .  D o b s o n  a n d  F i s h e r  [ 4 7 ]  

d e s c r i b e  t h e  s e v e r i t y  o f  t h e  u n a u t h o r i z e d  d i s c l o s u r e  o f  p e r s o n a l  m o b i l i t y  d a t a  o r  e m e r g e n t  

k n o w l e d g e  p a t t e r n s  m i n e d  f r o m  t h i s  d a t a ,  a s  “ a  n e w  f o r m  o f  s l a v e r y  c h a r a c t e r i z e d  b y  l o c a ­

t i o n  c o n t r o l ” . T o  e f f e c t i v e l y  a d d r e s s  t h e  p r i v a c y  c o n c e r n s  r e g a r d i n g  t h e  m i n i n g  o f  m o b i l i t y  

( a n d ,  g e n e r a l l y ,  o f  s p a t i o t e m p o r a l )  d a t a ,  a  n o v e l  s e t  o f  s p e c i a l l y - c r a f t e d  p r i v a c y  p r e s e r v i n g  

d a t a  m i n i n g  m e t h o d o l o g i e s  h a v e  b e e n  r e c e n t l y  p r o p o s e d .

I n  t h e  f o l l o w i n g  s e c t i o n s ,  w e  e l a b o r a t e  o n  t h e  r e s e a r c h  c h a l l e n g e s  t h a t  p e r t a i n  t o  t h e  

m i n i n g  o f  s p a t i o t e m p o r a l  d a t a  a s  w e l l  a s  t h e  p r i v a c y  a w a r e  m i n i n g  o f  m o b i l i t y  d a t a  ( S e c t i o n  

1 2 . 1 )  a n d  t h e n  p r o c e e d  t o  d i s c u s s  o u r  r e s e a r c h  c o n t r i b u t i o n s  ( S e c t i o n  1 2 . 2 ) ,  p r e s e n t e d  i n  

d e t a i l  i n  t h e  c h a p t e r s  t h a t  f o l l o w .  F i n a l l y ,  i n  S e c t i o n  1 2 . 3 ,  w e  p r e s e n t  t h e  o r g a n i z a t i o n  o f  

t h e  r e s t  o f  t h e  c h a p t e r s  i n  t h i s  p a r t  o f  t h e  d i s s e r t a t i o n .
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12.1 Research Challenges

M o b i l i t y  d a t a  r a i s e s  a  s e r i e s  o f  i m p o r t a n t  r e s e a r c h  c h a l l e n g e s  w i t h  r e s p e c t  t o  i t s  m i n i n g ,  

p r i m a r i l y  d u e  t o  t h e  f a c t  t h a t  i t  i s  r e f e r e n c e d  b o t h  i n  s p a c e  a n d  t i m e .  T h e  e x i s t i n g  t e c h ­

n i q u e s  f o r  t h e  m i n i n g  o f  m o b i l i t y  ( a n d  g e n e r a l l y  o f  s p a t i o t e m p o r a l )  d a t a  c a n  b e  c l a s s i f i e d  

a l o n g  t h e  f o l l o w i n g  p r i n c i p a l  d i m e n s i o n s :  ( i )  t h e  t y p e  o f  e x t r a c t e d  k n o w l e d g e  p a t t e r n s ,  ( i i )  

t h e  p o p u l a t i o n  i n  r e f e r e n c e  ( i . e .  t h e  c o v e r a g e  o f  t h e  p a t t e r n s ) ,  a n d  ( i i i )  t h e  d a t a  d i m e n s i o n  

t h a t  i s  i n  f o c u s .  W i t h  r e s p e c t  t o  ( i ) ,  m e t h o d o l o g i e s  h a v e  b e e n  p r o p o s e d  t h a t  e x t r a c t  d i f f e r e n t  

t y p e s  o f  p a t t e r n s ;  c l u s t e r i n g ,  a s s o c i a t i o n  r u l e  m i n i n g ,  c l a s s i f i c a t i o n  r u l e  m i n i n g ,  s e q u e n t i a l  

p a t t e r n  m i n i n g ,  a n d  t r e n d  d i s c o v e r y  a r e  s o m e  a m o n g  t h e  d a t a  m i n i n g  t a s k s  t h a t  h a v e  b e e n  

i n v e s t i g a t e d  i n  t h e  c o n t e x t  o f  s p a t i o t e m p o r a l  d a t a .  S o m e  o f  t h e  a l g o r i t h m i c  a p p r o a c h e s  t h a t  

h a v e  b e e n  p r o p o s e d  f o r  t h e  m i n i n g  o f  s p a t i o t e m p o r a l  d a t a ,  e x t e n d  e x i s t i n g  t e c h n i q u e s  f o r  

k n o w l e d g e  d i s c o v e r y  i n  c l a s s i c a l  r e l a t i o n a l  o r  t r a n s a c t i o n a l  d a t a  t o  t a k e  i n t o  c o n s i d e r a t i o n  

t h e  s p a t i o t e m p o r a l  a n n o t a t i o n s  i n  t h e  c o u r s e  o f  m i n i n g .  W i t h  r e s p e c t  t o  ( i i ) ,  local  m e t h o d ­

o l o g i e s  h a v e  b e e n  p r o p o s e d  f o r  t h e  m i n i n g  o f  p a t t e r n s  t h a t  c h a r a c t e r i z e  o n l y  a  p o r t i o n  o f  

t h e  p o p u l a t i o n  t h a t  i s  r e c o r d e d  i n  t h e  d a t a s e t  ( e . g . ,  a  s u b s e t  o f  i n d i v i d u a l s  o r  a  l i m i t e d  s p a -  

t i a l / t e m p o r a l  o r  s p a t i o t e m p o r a l  r e g i o n ) ,  a s  w e l l  a s  globa l  p a t t e r n s  t h a t  s u m m a r i z e  t h e  t r e n d s  

i n  t h e  c o m p l e t e  d a t a  s p a c e .

W e  c o n s i d e r  t h e  t h i r d  d i m e n s i o n  o f  t h e  p r o p o s e d  c l a s s i f i c a t i o n  t o  b e  t h e  m o s t  p r e v a ­

l e n t .  D u e  t o  t h e  c o m p l e x i t y  o f  s p a t i o t e m p o r a l  d a t a  m i n i n g ,  f e w  a p p r o a c h e s  e x i s t  t h a t  h a n d l e  

b o t h  t h e  s p a c e  a n d  t h e  t i m e  d i m e n s i o n  o f  t h e  d a t a  e q u a l l y  w e l l .  I n d e e d ,  m o s t  o f  t h e  p r o ­

p o s e d  a p p r o a c h e s  f o c u s  o n l y  o n  o n e  o f  t h e  d i m e n s i o n s  o f  t h e  d a t a ,  b y  e i t h e r  s u p p r e s s i n g  

o r  d e v a l u i n g  t h e  i n f o r m a t i o n  t h a t  i s  o f f e r e d  b y  t h e  o t h e r  d i m e n s i o n .  S p e c i f i c a l l y ,  i n  s p a ­

t i a l  d a t a  m i n i n g  a p p r o a c h e s  [ 1 5 4 ]  t h e  f o c u s  i s  g i v e n  o n  t h e  s p a t i a l  c h a r a c t e r i s t i c s  o f  t h e  

d a t a s e t ,  w h i l e  a n y  t e m p o r a l  c h a r a c t e r i s t i c s  o f  t h e  d a t a  a r e  s u p p r e s s e d .  S i m i l a r l y ,  t e m p o r a l  

d a t a  m i n i n g  a p p r o a c h e s  [ 1 1 0 ]  g i v e  e m p h a s i s  o n  t h e  t e m p o r a l  d i m e n s i o n  o f  t h e  d a t a ,  w h i l e  

t h e  s p a t i a l  d i m e n s i o n  i s  s u p p r e s s e d .  W i t h i n  t h e  d o m a i n  o f  t e m p o r a l  d a t a  m i n i n g ,  s e q u e n t i a l  

p a t t e r n  m i n i n g  [ 1 8 8 ]  h a s  r e c e i v e d  p a r t i c u l a r  a t t e n t i o n  a n d  h a s  i n f l u e n c e d  m o s t  o f  t h e  a p ­

p r o a c h e s  t h a t  h a v e  b e e n  p r o p o s e d  s o  f a r  f o r  t h e  p r i v a c y  a w a r e  m i n i n g  o f  m o b i l i t y  d a t a .  T h e
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s e q u e n t i a l  p a t t e r n  m i n i n g  f r a m e w o r k  i n  t h e  c o n t e x t  o f  s p a t i o t e m p o r a l  d a t a  r e q u i r e s  t h a t  t h e  

s p a t i a l  d i m e n s i o n  o f  t h e  d a t a  i s  s i m p l i f i e d  t o  a  n u m b e r  o f  i t e m s  d e n o t i n g  p l a c e s  o f  i n t e r ­

e s t ,  w h i l e  t h e  t e m p o r a l  d i m e n s i o n  p r o v i d e s  t h e  o r d e r i n g  o f  t h e s e  i t e m s  i n  t h e  t r a n s a c t i o n s .  

T h e  g o a l  o f  t h e s e  m e t h o d o l o g i e s  i s  t o  d i s c o v e r  o r d e r e d  s e q u e n c e s  o f  i t e m s  ( i . e .  s e q u e n t i a l  

p a t t e r n s )  t h a t  o c c u r  i n  a  s i g n i f i c a n t  p o r t i o n  o f  t h e  d a t a .

T h e  c h a l l e n g e s  i n  t h e  m i n i n g  o f  s p a t i o t e m p o r a l  d a t a  h a v e  h i g h l y  i n f l u e n c e d  t h e  

m e t h o d o l o g i e s  t h a t  h a v e  b e e n  p r o p o s e d  s o  f a r  f o r  t h e  p r i v a c y  a w a r e  m i n i n g  o f  m o b i l i t y  d a t a .  

A s  i t  b e c o m e s  a p p a r e n t ,  t h e  r e m o v a l  o f  j u s t  t h e  o b v i o u s  i d e n t i f i e r s  f r o m  t h e  u s e r  t r a j e c t o r i e s  

( e . g . ,  t h e  u s e r  i d ,  t h e  u s e r  n a m e ,  e t c )  i s  i n s u f f i c i e n t  t o  p r o t e c t  t h e  p r i v a c y  o f  t h e  u s e r s  o n c e  

t h e  d a t a s e t  i s  r e l e a s e d .  T h i s  i s  d u e  t o  t h e  s p a t i o t e m p o r a l  n a t u r e  o f  t h e  d a t a  w h i c h  e n a b l e s  

m a l e v o l e n t  u s e r s  t o  u s e  p u b l i c l y  a v a i l a b l e  i n f o r m a t i o n ,  s u c h  a s  t h e  w h i t e  p a g e s ,  a l o n g  w i t h  

g e o c o d e d  i n f o r m a t i o n ,  i n  o r d e r  t o  s e a r c h  f o r  c e r t a i n  p l a c e s  i n  t h e  r e l e a s e d  u s e r  t r a j e c t o r i e s .  

F o r  e x a m p l e ,  a n  a d v e r s a r y  m a y  u s e  p u b l i c l y  a v a i l a b l e  d a t a  s o u r c e s  t o  l o c a t e  t h e  h o u s e s  

o f  a  s e t  o f  u s e r s  a n d  c o l l o c a t e  t h i s  i n f o r m a t i o n  a l o n g  w i t h  t h e  r e l e a s e d  u s e r  t r a j e c t o r i e s .  

S i n c e  u s e r s  t y p i c a l l y  s t a r t  t h e i r  d a y  b y  l e a v i n g  t h e i r  h o u s e  t o  g o  t o  w o r k ,  t h i s  i n f o r m a t i o n  

c a n  e a s i l y  e x p o s e  t h e  i d e n t i t y  o f  t h e  o w n e r  o f  a t  l e a s t  s o m e  o f  t h e  p u b l i c i z e d  t r a j e c t o r i e s .  

O n  t h e  o t h e r  h a n d ,  t h e  k n o w l e d g e  p a t t e r n s  t h a t  c a n  b e  m i n e d  f r o m  h i s t o r i c a l  d a t a s e t s  o f  

u s e r  m o b i l i t y  m a y  a l s o  i n f r i n g e  u s e r  p r i v a c y  b y  e n a b l i n g  i n t r u s i v e  i n f e r e n c e s  r e g a r d i n g  t h e  

h a b i t s  o r  t h e  s e x u a l  p r e f e r e n c e s  o f  a  p o r t i o n  o f  t h e  p o p u l a t i o n ,  o r  e v e n  p r o v i d i n g  t h e  m e a n s  

f o r  u n s o l i c i t e d  a d v e r t i s e m e n t  a n d  u s e r  p r o f i l i n g .  A s  i t  b e c o m e s  e v i d e n t ,  b o t h  t h e  p r o t e c t i o n  

o f  t h e  s e n s i t i v e  m o b i l i t y  d a t a  p r i o r  t o  t h e  c o u r s e  o f  d a t a  m i n i n g ,  a s  w e l l  a s  t h e  h i d i n g  o f  

s e n s i t i v e  k n o w l e d g e  p a t t e r n s  t h a t  c a n  b e  f o u n d  f r o m  t h e  m i n i n g  o f  h i s t o r i c a l  d a t a s e t s  o f  

u s e r  m o b i l i t y ,  a r e  v e r y  c h a l l e n g i n g  p r o b l e m s  t h a t  p o s t u l a t e  e x t e n s i v e  r e s e a r c h .

12.2 Contributions

I n  t h i s  p a r t  o f  t h e  d i s s e r t a t i o n ,  w e  e x t e n d  t h e  a p p l i c a t i o n  d o m a i n  o f  p r i v a c y  a w a r e  m e t h o d ­

o l o g i e s  f o r  k n o w l e d g e  h i d i n g  f r o m  t r a d i t i o n a l  r e l a t i o n a l  d a t a  t o  h i s t o r i c a l  d a t a  o f  u s e r  m o ­

b i l i t y .  T h e  t r a j e c t o r i e s  o f  t h e  u s e r s ,  g e n e r a t e d  i n  t h e  c o u r s e  o f  t h e i r  m o v e m e n t  a n d  r e c o r d e d
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i n  a  d a t a s e t ,  l e a d  t o  a  f a r  m o r e  p o w e r f u l  t y p e  o f  k n o w l e d g e  t h a n  t h e  o n e  t h a t  i s  o f f e r e d  b y  

f r e q u e n t  i t e m s e t s .  F i r s t  o f  a l l ,  i n  m o b i l i t y  d a t a s e t s  w e  a c k n o w l e d g e  a n  o r d e r i n g  o f  t h e  e l e ­

m e n t s  p e r  u s e r  t r a j e c t o r y ,  d e f i n i n g  t h e  s e q u e n c e  o f  t r a c e s  t h a t  r e p r e s e n t s  t h e  t r a j e c t o r y  t h a t  

w a s  f o l l o w e d  b y  t h e  u s e r .  F u r t h e r m o r e ,  u n l i k e  t r a d i t i o n a l  r e l a t i o n a l  d a t a ,  m o b i l i t y  d a t a  i s  

r e f e r e n c e d  b o t h  i n  s p a c e  a n d  t i m e ,  w h i c h  s i g n i f i c a n t l y  a d d s  t o  t h e  c o m p l e x i t y  o f  t h e  p r i v a c y  

a w a r e  m i n i n g  o f  t h i s  d a t a .

O u r  c o n t r i b u t i o n s  i s  t h i s  p a r t  o f  t h e  d i s s e r t a t i o n  a r e  t h e  f o l l o w i n g .  F i r s t ,  w e  p r o v i d e  

a n  u p - t o - d a t e  s u r v e y  o f  t h e  e x i s t i n g  m e t h o d o l o g i e s  f o r  t h e  p r i v a c y  a w a r e  m i n i n g  o f  u s e r  

m o b i l i t y  d a t a .  S e c o n d ,  w e  p r o p o s e  a  n o v e l  p r i v a c y  a w a r e  t r a j e c t o r y  t r a c k i n g  q u e r y  e n g i n e  

t h a t  o p e r a t e s  o n  t o p  o f  a  p o p u l a r  t r a j e c t o r y  d a t a b a s e  e n g i n e  ( H E R M E S  [ 1 3 8 , 1 3 9 ] )  t o  e n a b l e  

a  s e t  o f  u n t r u s t e d  e n d  u s e r s  t o  q u e r y  t r a j e c t o r y  d a t a  s t o r e d  i n  a  d a t a b a s e .  T h e  p r o p o s e d  

e n g i n e  ( H E R M E S + +  [ 7 3 , 1 7 4 ] ) ,  e n s u r e s  t h a t  t h e  a n s w e r s  t h a t  a r e  r e t u r n e d  t o  t h e  e n d  u s e r s  

m e e t  s p e c i f i c  p r i v a c y  s t a n d a r d s ,  a s  w e l l  a s  i t  e f f e c t i v e l y  b l o c k s  c e r t a i n  t y p e s  o f  a t t a c k s  

r e g a r d i n g  u s e r  i d e n t i f i c a t i o n  a n d  u s e r  t r a c k i n g .

12.3 Organization of the Rest of Part II

T h e  r e s t  o f  t h i s  p a r t  o f  t h e  d i s s e r t a t i o n  i s  o r g a n i z e d  a s  f o l l o w s .  I n  C h a p t e r  1 3 ,  w e  p r o v i d e  a  

s u r v e y  o f  t h e  e x i s t i n g  m e t h o d o l o g i e s  f o r  t h e  p r i v a c y  a w a r e  m i n i n g  o f  m o b i l i t y  d a t a .  C h a p t e r  

1 4  p r e s e n t s  o u r  p r o p o s e d  t r a j e c t o r y  t r a c k i n g  q u e r y  e n g i n e ,  w h i c h  o f f e r s  s t r i c t  g u a r a n t e e s  

a b o u t  w h a t  c a n  b e  o b s e r v e d  b y  u n t r u s t e d  t h i r d  p a r t i e s .  F i n a l l y ,  C h a p t e r  1 5  p r o v i d e s  a  s h o r t  

s u m m a r y  a l o n g  w i t h  s o m e  p o t e n t i a l  f u t u r e  d i r e c t i o n s  i n  t h i s  c h a l l e n g i n g  a r e a  o f  r e s e a r c h .
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Chapter 13

Related Work

I n  t h e  l a s t  f e w  y e a r s ,  a  s e t  o f  p r i v a c y  p r e s e r v i n g  m e t h o d o l o g i e s  h a v e  b e e n  p r o p o s e d  f o r  t h e  

p r o t e c t i o n  o f  s e n s i t i v e  d a t a  a n d / o r  s e n s i t i v e  k n o w l e d g e  r e l a t e d  t o  u s e r  m o b i l i t y .  T h e  e x i s t i n g  

s o  f a r  m e t h o d o l o g i e s  c a n  b e  p a r t i t i o n e d  i n t o  t w o  b r o a d  c a t e g o r i e s  [ 7 6 ] :  ( i )  m e t h o d o l o g i e s  

t h a t  p r o t e c t  t h e  s e n s i t i v e  d a t a  r e l a t e d  t o  u s e r  m o b i l i t y  p r i o r  t o  t h e  c o u r s e  o f  d a t a  m i n i n g ,  a n d  

( i i )  m e t h o d o l o g i e s  t h a t  h i d e  s e n s i t i v e  k n o w l e d g e  p a t t e r n s  t h a t  s u m m a r i z e  u s e r  m o b i l i t y ,  

i d e n t i f i e d  a s  a  r e s u l t  o f  t h e  a p p l i c a t i o n  o f  d a t a  m i n i n g .  T h e  f i r s t  c a t e g o r y  o f  a p p r o a c h e s  

c o l l e c t s  d a t a  p e r t u r b a t i o n  a n d  o b f u s c a t i o n  m e t h o d o l o g i e s  t h a t  d i s t o r t  t h e  o r i g i n a l  d a t a s e t  t o  

f a c i l i t a t e  p r i v a c y  a w a r e  p u b l i c a t i o n  o f  m o b i l i t y  d a t a  ( s e e  S e c t i o n  1 3 . 1 ) ,  a s  w e l l  a s  d i s t r i b u t e d  

p r i v a c y  a w a r e  m e t h o d o l o g i e s  f o r  s e c u r e  m u l t i p a r t y  c o m p u t a t i o n  ( s e e  S e c t i o n  1 3 . 2 ) .  O n  t h e  

o t h e r  h a n d ,  t h e  s e c o n d  c a t e g o r y  o f  a p p r o a c h e s  t r e a t s  t h e  m o b i l i t y  d a t a  a s  s e q u e n t i a l  d a t a  

a n d  a p p l i e s  s e q u e n t i a l  p a t t e r n  h i d i n g  t e c h n i q u e s  t o  p r e v e n t  t h e  d i s c l o s u r e  o f  t h e  s e n s i t i v e  

p a t t e r n s  i n  t h e  c o u r s e  o f  s e q u e n t i a l  p a t t e r n  m i n i n g  ( s e e  S e c t i o n  1 3 . 3 ) .  A f t e r  t h e  a p p l i c a t i o n  

o f  t h e s e  a p p r o a c h e s ,  o n l y  t h e  n o n s e n s i t i v e  p a t t e r n s ,  s u m m a r i z i n g  u s e r '  m o v e m e n t  b e h a v i o r ,  

s u r v i v e  t h e  m i n i n g  p r o c e s s ,  w h i l e  t h e  s e n s i t i v e  o n e s  a r e  s u p p r e s s e d  i n  t h e  d a t a  m i n i n g  r e s u l t .  

I n  t h e  s e c t i o n s  t h a t  f o l l o w ,  w e  i n v e s t i g a t e  t h e  m e t h o d o l o g i e s  t h a t  h a v e  b e e n  p r o p o s e d  a l o n g  

e a c h  o f  t h e s e  r e s e a r c h  d i r e c t i o n s .
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13.1 Data Perturbation and Obfuscation

D a t a  p e r t u r b a t i o n  a n d  o b f u s c a t i o n  a p p r o a c h e s  a i m  a t  s a n i t i z i n g  a  d a t a s e t  c o n t a i n i n g  u s e r  

m o b i l i t y  d a t a ,  i n  s u c h  a  w a y  t h a t  a n  a d v e r s a r y  c a n  n o  l o n g e r  m a t c h  t h e  r e c o r d e d  m o v e m e n t  

o f  e a c h  u s e r  t o  a  p a r t i c u l a r  i n d i v i d u a l  ( t h u s  r e v e a l  t h e  i d e n t i t y  o f  t h e  u s e r  b a s e d  o n  h i s / h e r  

r e c o r d e d  m o v e m e n t  i n  t h e  s a n i t i z e d  d a t a s e t ) .  I n  w h a t  f o l l o w s ,  w e  c o n s i d e r  t h a t  u s e r  m o b i l i t y  

i s  c a p t u r e d  a s  a  s e t  o f  t r a j e c t o r i e s  t h a t  d e p i c t  t h e  l o c a t i o n s  a n d  t i m e s  i n  t h e  c o u r s e  o f  t h e  

u s e r ’s  h i s t o r y  o f  m o v e m e n t .  W e  a s s u m e  t h a t  t h e s e  l o c a t i o n - t i m e  r e c o r d i n g s  o c c u r  a t  a  

r e a s o n a b l y  h i g h  r a t e  t h a t  a l l o w s  t h e  t r a c k i n g  o f  u s e r  m o v e m e n t  i n  t h e  o r i g i n a l  d a t a s e t .  F o r  

e x a m p l e ,  a n  a d v e r s a r y  c o u l d  u s e  t h e s e  r e c o r d i n g s  t o  t r a c k  t h e  u s e r  d o w n  t o  h i s / h e r  h o u s e  

o r  p l a c e  o f  w o r k ,  e v e n  i f  t h e  u s e r  t r a j e c t o r y  w a s  n o t  a c c o m p a n i e d  b y  a n  e x p l i c i t  i d e n t i f i e r ,  

s u c h  a s  t h e  u s e r  i d ,  t h e  s o c i a l  s e c u r i t y  n u m b e r  o r  t h e  n a m e  o f  t h e  u s e r .

H o h  a n d  G r u t e s e r  [ 9 3 ]  p r e s e n t  a  d a t a  p e r t u r b a t i o n  a l g o r i t h m  t h a t  i s  b a s e d  o n  t h e  i d e a  

o f  p a t h  c r o s s i n g .  T h e  p r o p o s e d  a p p r o a c h  i d e n t i f i e s  w h e n  t w o  n o n i n t e r s e c t i n g  t r a j e c t o r i e s  

t h a t  b e l o n g  t o  d i f f e r e n t  u s e r s  a r e  r e a s o n a b l y  c l o s e  t o  e a c h  o t h e r  a n d  g e n e r a t e s  a  f a k e  c r o s s ­

i n g  o f  t h e s e  t w o  t r a j e c t o r i e s  i n  t h e  s a n i t i z e d  d a t a s e t .  T h e  g o a l  o f  t h i s  a p p r o a c h  i s  t o  p r e v e n t  

a n  a d v e r s a r y  f r o m  s u c c e s s f u l l y  t r a c k i n g  a  c o m p l e t e  u s e r  t r a j e c t o r y  i n  t h e  s a n i t i z e d  d a t a s e t ,  

a n d  t h u s  i d e n t i f y i n g  t h e  c o r r e s p o n d i n g  u s e r .  P r o v i d e d  t h a t  m a n y  c r o s s i n g s  o f  t r a j e c t o r i e s  

e x i s t  i n  t h e  s a n i t i z e d  d a t a s e t ,  t h e  p r o b a b i l i t y  t h a t  a n  a d v e r s a r y  s u c c e e d s  i n  f o l l o w i n g  t h e  

s a m e  i n d i v i d u a l  p r i o r  a n d  a f t e r  a  c r o s s i n g ,  s u f f i c i e n t l y  d e t e r i o r a t e s .  A s  t h e  a u t h o r s  d e m o n ­

s t r a t e ,  p a t h  c o n f u s i o n  c a n  b e  f o r m a l i z e d  a s  a  c o n s t r a i n e d  n o n l i n e a r  o p t i m i z a t i o n  p r o b l e m  

w h i c h ,  w h e n  g i v e n  t h e  t r a j e c t o r i e s  o f  t w o  u s e r s  w i t h i n  a  b o u n d e d  a r e a  w h e r e  a  c r o s s i n g  

h a s  t o  o c c u r ,  i t  e s t i m a t e s  t h e  p e r t u r b e d  l o c a t i o n s  f o r  e a c h  u s e r  s u c h  t h a t  t h e i r  t r a j e c t o r i e s  

m e e t  w i t h i n  a  p r e - s p e c i f i e d  t i m e  p e r i o d .  A t  e a c h  g e n e r a t e d  f a k e  u s e r  l o c a t i o n  t o w a r d s  t h e  

m e e t i n g  o f  t h e  t w o  t r a j e c t o r i e s ,  t h e  a l g o r i t h m  t a k e s  s p e c i a l  c a r e  t o  k e e p  t h e  e n f o r c e d  p e r ­

t u r b a t i o n  o f  t h e  e x a c t  u s e r  l o c a t i o n  w i t h i n  r e a s o n a b l e  b o u n d s .  I n  o r d e r  t o  a c h i e v e  t h i s ,  e a c h  

p e r t u r b e d  ( f a k e )  l o c a t i o n  h a s  t o  r e s i d e  w i t h i n  a  g i v e n  p e r t u r b a t i o n  r a d i u s  ( i n d i c a t i n g  t h e  

m a x i m u m  a l l o w a b l e  p e r t u r b a t i o n )  f r o m  t h e  o r i g i n a l  u s e r  l o c a t i o n .  F i g u r e  1 3 . 1  p r e s e n t s  a n  

e x a m p l e  o f  p a t h  p e r t u r b a t i o n  f o r  t w o  u s e r s  w h o  m o v e  i n  p a r a l l e l .  A s  i s  e x p e c t e d ,  a  l a r g e r
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F i g u r e  1 3 . 1 :  A n  e x a m p l e  o f  p a t h  c r o s s i n g  b e t w e e n  t w o  u s e r s  t h a t  m o v e  i n  p a r a l l e l  ( t h e  

b l a c k  a r r o w s  i n d i c a t e  t h e  p e r t u r b e d  p a t h s  a n d  t h e i r  a r t i f i c i a l  c r o s s i n g ) .

r a d i u s  i n c r e a s e s  t h e  d e g r e e  o f  p r i v a c y  t h a t  i s  o f f e r e d  t o  t h e  u s e r s  b u t  a l s o  d e t e r i o r a t e s  t h e  

u t i l i t y  o f  t h e  s a n i t i z e d  d a t a s e t .  E q u i v a l e n t l y ,  a  s m a l l e r  r a d i u s  o f f e r s  l e s s  p r i v a c y  t o  t h e  u s e r s  

b u t  a c h i e v e s  a  b e t t e r  u t i l i t y  o f  t h e  p u b l i c i z e d  d a t a .  T h r o u g h  e x p e r i m e n t s  t h e  a u t h o r s  p r o v e  

t h a t  t h e  p r o p o s e d  a l g o r i t h m  l i m i t s  t h e  d u r a t i o n  i n  w h i c h  a n  a d v e r s a r y  c a n  s u c c e s s f u l l y  t r a c k  

t h e  s a m e  i n d i v i d u a l  i n  t h e  s a n i t i z e d  d a t a s e t .

H o h ,  e t  a l .  [ 9 4 ]  i n t r o d u c e  a  n e w  e m p i r i c a l  m e a s u r e  f o r  t h e  q u a n t i f i c a t i o n  o f  t h e  

p r i v a c y  t h a t  i s  o f f e r e d  i n  a  d a t a s e t  o f  p u b l i c i z e d  u s e r  t r a j e c t o r i e s .  T h e  p r o p o s e d  m e a s u r e  

c a l c u l a t e s  t h e  t i m e  t h a t  a  u s e r  c a n  b e  s u c c e s s f u l l y  t r a c k e d  ( b y  a n  a d v e r s a r y )  b a s e d  o n  t h e  

k n o w l e d g e  o f  h i s / h e r  u s e r  t r a j e c t o r y .  T o  a c h i e v e  t h a t ,  i t  c a l c u l a t e s  t h e  t i m e  t h a t  e l a p s e d  

b e t w e e n  t w o  c o n s e c u t i v e  o c c a s i o n s  w h e r e  t h e  a d v e r s a r y  c o u l d  n o t  d e t e r m i n e  ( a t  l e a s t  w i t h  

s u f f i c i e n t  c e r t a i n t y )  t h e  n e x t  l o c a t i o n - t i m e  r e c o r d i n g  i n  t h e  t r a j e c t o r y  o f  t h e  u s e r .  B y  u s i n g  

t h i s  m e a s u r e ,  t h e  a u t h o r s  p r o p o s e  a  p a t h  p e r t u r b a t i o n  s t r a t e g y  t h a t  r e l i e s  o n  d a t a  c o a r s e n i n g  

t o  e x c l u d e  a  l i m i t e d  a m o u n t  o f  l o c a t i o n - t i m e  r e c o r d i n g s  f r o m  a  u s e r  t r a j e c t o r y .  T h e  a p p l i e d  

c o a r s e n i n g  s t r a t e g y  e n s u r e s  t h a t  t h e  c o r r e s p o n d i n g  u s e r  c a n n o t  b e  t r a c k e d  ( a t  l e a s t  w i t h  

s u f f i c i e n t  c e r t a i n t y )  b y  t h e  a d v e r s a r y ,  f o r  a  t i m e  t h a t  e x c e e d s  a  p r e - s p e c i f i e d  t i m e  t h r e s h o l d  

( i . e .  t h e  m a x i m u m  t i m e  t o  c o n f u s i o n ) .  T o  a c h i e v e  t h i s  g o a l ,  t h e  p e r t u r b a t i o n  a l g o r i t h m  

d i s c l o s e s  a  l o c a t i o n - t i m e  r e c o r d i n g  o f  a  u s e r  t r a j e c t o r y  ( a s  i t  a p p e a r s  i n  t h e  o r i g i n a l  d a t a s e t )  

t o  t h e  s a n i t i z e d  d a t a s e t ,  o n l y  i f  t h e  t i m e  t h a t  h a s  p a s s e d  s i n c e  t h e  l a s t  p o i n t  o f  c o n f u s i o n  i s
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b e l o w  t h e  p r e - s p e c i f i e d  t i m e  t h r e s h o l d .  A n  e x t e n s i o n  o f  t h i s  a l g o r i t h m  t h a t  o f f e r s  i n c r e a s e d  

p r i v a c y  g u a r a n t e e s  a b o u t  w h a t  c a n  b e  l e a r n e d  b y  a n  a d v e r s a r y ,  i s  a l s o  e x a m i n e d .

T e r r o v i t i s  a n d  M a m o u l i s  [ 1 6 4 ]  c o n s i d e r  d a t a s e t s  t h a t  d e p i c t  u s e r  m o b i l i t y  i n  t h e  

f o r m  o f  s e q u e n c e s  o f  p l a c e s  t h a t  e a c h  u s e r  h a s  v i s i t e d  i n  t h e  c o u r s e  o f  h i s / h e r  m o v e m e n t .  

F o r  e a c h  u s e r ,  t h e  a u t h o r s  a s s u m e  t h e  e x i s t e n c e  o f  a  t r a n s a c t i o n  i n  t h e  d a t a s e t  t h a t  c o n t a i n s  

t h e  l i s t  o f  p l a c e s  t h a t  t h i s  p a r t i c u l a r  u s e r  h a s  v i s i t e d  ( e . g . ,  b a s e d  o n  h i s / h e r  c a r d  t r a n s a c ­

t i o n s ) ,  s e t  o u t  i n  t h e  o r d e r  o f  v i s i t .  N o  o t h e r  i n f o r m a t i o n  o f  s p a t i a l  o r  t e m p o r a l  n a t u r e  ( e . g . ,  

t h e  e x a c t  t i m e  o f  e a c h  v i s i t )  i s  a s s u m e d  t o  b e  p r o v i d e d .  B a s e d  o n  t h i s  t y p e  o f  d a t a ,  t h e  

a u t h o r s  p r o p o s e  a  s u p p r e s s i o n  t e c h n i q u e  t h a t  r e m o v e s  s o m e  o f  t h e  p l a c e s  t h a t  w e r e  v i s i t e d  

b y  s p e c i f i c  u s e r s ,  i n  o r d e r  t o  p r o t e c t  t h e i r  i d e n t i t y  f r o m  a d v e r s a r i e s  w h o  h o l d  p a r t i a l  i n f o r ­

m a t i o n  o n  t h e  u s e r  t r a j e c t o r i e s .  S p e c i f i c a l l y ,  a n  a d v e r s a r y  i s  c o n s i d e r e d  t o  b e  a n y  i n d i v i d u a l  

w h o  h a s  k n o w l e d g e  o f  c e r t a i n  p l a c e s  t h a t  w e r e  v i s i t e d  b y  p a r t i c u l a r  u s e r s ,  f o r  w h o m  h e / s h e  

k n o w s  t h e i r  i d e n t i t y .  T o  e x e m p l i f y ,  c o n s i d e r  a  b a n k  w h i c h  h a s  m a n y  b r a n c h e s  i n  a  c i t y .  

E a c h  b r a n c h  o f  t h e  b a n k  h a s  s o m e  A T M  m a c h i n e s  t h a t  p e o p l e  c a n  u s e  t o  p e r f o r m  r e g u l a r  

m o n e y  t r a n s a c t i o n s .  W h e n e v e r  a  p e r s o n  u s e s  t h e  A T M  o f  t h e  b a n k  h i s / h e r  t r a n s a c t i o n  i s  

r e c o r d e d .  N o w  a s s u m e  t h a t  t h e  b a n k  m a n a g e r  p o s s e s s e s  t h e  o r i g i n a l  d a t a s e t  o f  u s e r  m o ­

b i l i t y ,  w h e r e  h e / s h e  i d e n t i f i e s  t h a t  s o m e  o f  t h e  u s e r s  t h a t  a p p e a r  i n  t h e  d a t a s e t  h a v e  v i s i t e d  

c e r t a i n  b r a n c h e s  o f  t h e  b a n k .  B y  u s i n g  t h i s  i n f o r m a t i o n  i t  i s  p o s s i b l e  t h a t  t h e  m a n a g e r  c a n  

f i g u r e  o u t  t h e  i d e n t i t y  o f  s o m e  o f  t h e  u s e r s  w h o  a r e  r e c o r d e d  i n  t h e  d a t a s e t  a n d  t h e n  l e a r n  

t h e  o t h e r  p l a c e s  t h a t  t h e y  h a v e  v i s i t e d  d u r i n g  t h e i r  m o v e m e n t .  T o  p r o t e c t  t h e  p r i v a c y  o f  t h e  

u s e r s  w h e n  p u b l i c i z i n g  t h e i r  m o v e m e n t  d a t a ,  t h e  p r o p o s e d  m e t h o d o l o g y  a s s u m e s  t h a t  t h e  

d a t a  h o l d e r  h a s  k n o w l e d g e  o f  t h e  s e t s  o f  p l a c e s  ( i . e .  t h e  p r o j e c t i o n  o f  t h e  d a t a s e t )  t h a t  a r e  

k n o w n  t o  e a c h  i n d i v i d u a l  a d v e r s a r y .  I n  o u r  e x a m p l e ,  t h e  d a t a  h o l d e r  k n o w s  t h e  b r a n c h e s  

o f  t h e  b a n k  t h a t  t h e  b a n k  m a n a g e r  c o n t r o l s .  B y  u s i n g  t h i s  i n f o r m a t i o n ,  t h e  d a t a  h o l d e r  c a n  

c o m p u t e  t h e  p r o b a b i l i t y  b y  w h i c h  t h e  c o r r e s p o n d i n g  a d v e r s a r y  c a n  i n f e r  t h e  i d e n t i t y  o f  a  

u s e r  i n  t h e  p u b l i c i z e d  d a t a s e t ,  b a s e d  o n  t h e  p r o j e c t i o n  o f  t h e  d a t a  t h a t  t h e  a d v e r s a r y  h o l d s .

T h e  p r o p o s e d  s u p p r e s s i o n  s t r a t e g y  o p e r a t e s  i n  a n  i t e r a t i v e  f a s h i o n  t o  m i n i m i z e  t h e  

p r o b a b i l i t y  o f  a  g i v e n  a d v e r s a r y  t o  a s s o c i a t e  ( b a s e d  o n  h i s / h e r  d a t a  p r o j e c t i o n )  a  p l a c e  t h a t
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id trajectory id trajectory
ti bi ai b2 tiB bi - - ■ b2

t2 bi - -  a i - >  b2  - >  as t2B bi b2

ts b 1-¥- a 2 - >  b 2 tsB bi  — >  b2

t4 b r - -  b 2 -—  a 2 t4B b i --■ b 2

t5 b r - ¥  b s - >  a i t / bi bs

t6 bs —^· ai t6B bs

t? bs - -  a2 t?B bs

t8 bs - -  a2 as t8B bs

(a) exact data (T) (b) B's knowledge (TB)

id trajectory
i bi ai —>■ b2

t '2 bi - >  ai - -  b2

t's b i - >  a 2 - -  b 2

t'4 b i - >  b 2 - -  a 2

t's bs  —>  ai

t'6 bs - -  ai

t'7 bs  - >  a 2

t'8 bs  - »  a2

O
bs

b °

o
ai

b2 ο  o  a2
o
as

(c) transformed database (V) (d) the map of locations

F i g u r e  1 3 . 2 :  A n  e x a m p l e  o f  d a t a  s u p p r e s s i o n  t o  g e n e r a t e  a  s a f e  p r o j e c t i o n  TB o f  t h e  e x a c t  

d a t a  T , w i t h  r e s p e c t  t o  t h e  p a r t i a l  k n o w l e d g e  o f  a n  a d v e r s a r y  B .

a p p e a r s  i n  t h e  p u b l i c i z e d  d a t a  t o  t h e  i d e n t i t y  o f  a  p a r t i c u l a r  p e r s o n .  F i g u r e  1 3 . 2  p r e s e n t s  

a n  e x a m p l e  o f  t h e  p r o p o s e d  a l g o r i t h m  w h e r e  t h e  o r i g i n a l  d a t a s e t  T  ( s e e  F i g u r e  1 3 . 2 ( a ) )  

i s  t r a n s f o r m e d  i n t o  i t s  s a n i t i z e d  c o u n t e r p a r t  T' ( s e e  F i g u r e  1 3 . 2 ( c ) ) ,  w h i c h  c a n  b e  s a f e l y  

r e l e a s e d  t o  a d v e r s a r y  B .  A s  i s  s h o w n  i n  F i g u r e  1 3 . 2 ( b ) ,  B ’s  k n o w l e d g e  c o n s i s t s  o f  a l l  t h e  

p l a c e s  h  f r o m  w h i c h  h e / s h e  c a n  r e t r i e v e  i n f o r m a t i o n  t h a t  c a n  l e a d  h i m / h e r  t o  t h e  i d e n t i t y  

o f  s p e c i f i c  u s e r s .  W h e n  s e l e c t i n g  w h i c h  l o c a t i o n s  t o  s u p p r e s s  f r o m  t h e  o r i g i n a l  d a t a s e t ,  t h e  

p r o p o s e d  a l g o r i t h m  t r i e s  t o  m i n i m i z e  t h e  s i d e - e f f e c t s  t h a t  a r e  i n t r o d u c e d  t o  t h e  d a t a s e t .  F o r  

e x a m p l e ,  l o c a t i o n  a3 ( s u p p r e s s e d  f r o m  t r a n s a c t i o n s  t2 a n d  t 8 )  a n d  l o c a t i o n  h 1 ( s u p p r e s s e d  

f r o m  s e q u e n c e  t 5 )  l i e  c l o s e  t o  t h e i r  n e i g h b o r i n g  p o i n t s  ( i . e .  { b 2 , a 2 } , a n d  { b 3 } r e s p e c t i v e l y )  

i n  t h e  o r i g i n a l  s e q u e n c e s  ( a s  d e m o n s t r a t e d  i n  F i g u r e  1 3 . 2 ( d ) ) .

N e r g i z ,  e t  a l .  [ 1 3 1 ]  a l s o  r e l y  o n  t h e  s e q u e n t i a l  n a t u r e  o f  m o b i l i t y  d a t a  a n d  p r o p o s e  

a  c o a r s e n i n g  s t r a t e g y  t h a t  g e n e r a t e s  a  s a n i t i z e d  d a t a s e t  t h a t  c o n s i s t s  o f  K - a n o n y m o u s  s e ­
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q u e n c e s .  T h e  p r i n c i p l e  o f  K - a n o n y m i t y  ( o r i g i n a l l y  p r o p o s e d  b y  S a m a r a t i  a n d  S w e e n e y  

[ 1 4 9 , 1 5 0 , 1 6 2 ]  i n  t h e  c o n t e x t  o f  r e l a t i o n a l  d a t a  a n d  r e c e n t l y  a d o p t e d  t o  d i f f e r e n t  t y p e s  o f  

d a t a )  r e q u i r e s  t h a t  e a c h  r e l e a s e d  d a t a  r e c o r d  m u s t  b e  i n d i s t i n g u i s h a b l e  f r o m  a t  l e a s t  K - 1  

o t h e r  r e c o r d s  w i t h  r e s p e c t  t o  a  c e r t a i n  s e t  o f  i d e n t i f y i n g  v a r i a b l e s .  I n  t h e  c a s e  o f  s p a t i o t e m -  

p o r a l  d a t a  t h e  i d e n t i f y i n g  v a r i a b l e s  a r e  s p a c e  a n d  t i m e .  T h u s ,  t h e  p r o p o s e d  a l g o r i t h m  a i m s  

a t  g e n e r a t i n g  a  d a t a s e t  f r o m  t h e  o r i g i n a l  d a t a  s u c h  t h a t  e v e r y  t r a j e c t o r y  ( s e q u e n c e )  i n  t h e  r e ­

l e a s e d  d a t a s e t  b e c o m e s  i n d i s t i n g u i s h a b l e  f r o m  a t  l e a s t  K - 1  o t h e r  t r a j e c t o r i e s  ( s e q u e n c e s ) .  

F u r t h e r m o r e ,  t o  e n h a n c e  t h e  p r i v a c y  t h a t  i s  o f f e r e d  i n  t h e  s a n i t i z e d  d a t a ,  t h e  a u t h o r s  p e r f o r m  

a  s a m p l i n g  o f  t h e  a n o n y m i z e d  t r a j e c t o r i e s  t o  g e n e r a t e  r e p r e s e n t a t i v e s  o f  u s e r s ’ m o v e m e n t s  

a n d  t h e n  p u b l i s h  t h e  r e p r e s e n t a t i v e s  i n s t e a d  o f  t h e  a n o n y m i z e d  t r a j e c t o r i e s .

T h e  p r o p o s e d  a n o n y m i z a t i o n  p r o c e s s  o p e r a t e s  i n  t w o  p h a s e s .  F i r s t ,  t h e  t r a j e c t o r i e s  

a r e  c o n s o l i d a t e d  i n t o  g r o u p s  o f  K  b a s e d  o n  a  s i m i l a r i t y  m e a s u r e  t h a t  q u a n t i f i e s  t h e  c o s t -  

o p t i m a l  a n o n y m i z a t i o n .  T h e  s i m i l a r i t y  m e a s u r e  t h a t  i s  u s e d  i s  i n s p i r e d  f r o m  t h e  r e s e a r c h  o n  

s t r i n g  a l i g n m e n t  [ 8 4 ] .  T h e  e m p l o y e d  s t r a t e g y  i t e r a t i v e l y  s e l e c t s  t h e  m o s t  s i m i l a r  t r a j e c t o r y  

t o  t h e  ( r e p r e s e n t a t i v e  o f  t h e )  a l r e a d y  c o - c l u s t e r e d  o n e s ,  u s e s  i t  t o  c o m p u t e  t h e  n e w  r e p r e ­

s e n t a t i v e  ( t r a j e c t o r y )  o f  t h e  c l u s t e r  a n d  t h e n  l o c a t e s  t h e  t r a j e c t o r y  f r o m  t h e  d a t a s e t  t h a t  l i e s  

c l o s e s t  t o  t h e  r e p r e s e n t a t i v e .  T h e  s a m e  p r o c e s s  c o n t i n u e s  u n t i l  K  t r a j e c t o r i e s  a r e  g r o u p e d  

t o g e t h e r .  T h e n ,  t h e  c o - c l u s t e r e d  t r a j e c t o r i e s  a r e  r e m o v e d  f r o m  t h e  d a t a s e t  a n d  t h e  s a m e  

o p e r a t i o n  r e i t e r a t e s  a m o n g  t h e  r e m a i n i n g  t r a j e c t o r i e s .  I n  t h e  s e c o n d  p h a s e ,  t h e  t r a j e c t o r i e s  

i n  e a c h  c l u s t e r  a r e  a n o n y m i z e d .  T h e  a n o n y m i z a t i o n  p r o c e s s  o p e r a t e s  a s  f o l l o w s :  I t  c o m ­

p u t e s  a  m a t c h i n g  b e t w e e n  t h e  p o i n t s  o f  e a c h  p a i r  o f  c o - c l u s t e r e d  t r a j e c t o r i e s .  T h e  m a t c h e d  

p o i n t s  i n  a  p a i r  o f  t r a j e c t o r i e s  a r e  r e p l a c e d  b y  t h e i r  M i n i m u m  B o u n d i n g  R e c t a n g l e  ( M B R )  

e n c l o s u r e ,  w h i l e  t h e  u n m a t c h e d  o n e s  a r e  s u p p r e s s e d .  T h e  r e s u l t i n g  c o a r s e n e d  t r a j e c t o r y  i s  

t h e n  u s e d  i n s t e a d  o f  i t s  o r i g i n s  t o  p a r t i c i p a t e  i n  t h e  f o l l o w i n g  m a t c h e s .  A s  a  r e s u l t  o f  t h i s  

p h a s e ,  e v e r y  c l u s t e r  o f  t r a j e c t o r i e s  i s  s i m p l i f i e d  t o  o n e  r e p r e s e n t a t i v e  ( c o a r s e n e d )  t r a j e c t o r y .  

F i g u r e  1 3 . 3  s h o w s  h o w  t h e  a n o n y m i z a t i o n  i s  a c c o m p l i s h e d  i n  t h e  c a s e  o f  t h r e e  t r a j e c t o r i e s  

tr 1, t r 2 , a n d  tr 3. F i r s t ,  t h e  t r a j e c t o r i e s  a r e  a l i g n e d  a n d  t h e n  p a i r w i s e  a n o n y m i z e d .  T h e  l a s t  

s k e t c h  o f  F i g u r e  1 3 . 3  d e m o n s t r a t e s  t h e  e m p l o y e d  p o i n t  m a t c h i n g .
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Figure 13.3: A n exam ple o f  the tw o -p h ase  trajectory anonym ization  process proposed in 
[131], p resen ted  in  a  series o f  steps.

A fter the trajectory anonym ization  process, each  representative trajectory  is a  K -  

anonym ization  o f  the co -c lu ste red  trajectories from  w hich it  was constructed. T he last step 

in  the proposed approach regards the release o f  a  representative sam ple com ing from  the 

anonym ized trajectories (sequences) to the end user. The em ployed reconstruction  process 

probabilistically  generates a  set o f  sam ple trajectories such that the reconstructed  data does 

w ell in  explaining the original data.

Abul, e t al. [7] propose a  K -an o n y m ity  strategy that relies on the inheren t u n ­

certainty w ith  respect to the w hereabouts o f  user trajectories in  historical datasets o f  user 

m obility  [165]. A s the authors m ention, due to the im precision  o f  sam pling and positioning 

system s, trajectories o f  m oving objects can no longer be considered as 3D polylines, con­

sisting o f  (x ,y, t ) elem ents. Instead, the authors represen t the uncertain ty  o f  a  trajectory  by 

using a  cylindrical volum e that consists o f  a  series o f  disks, defined for the d ifferent tim e 

intervals o f  user m ovem ent (see F igure 13.4). T he sam pling tim e is assum ed to be the sam e 

for all trajectories and  w ithin each  tim e interval the corresponding user is assum ed to move 

linearly  and a t a  constant speed. The proposed anonym ity  algorithm  identifies trajectories 

that are close to each  other in  tim e and  enforces space translation  to pu t them  also  close 

to each  other in  space (in space translation, som e o f  the trajectory points o f  a  user tra jec­

tory  are m oved from  their original location  to ano ther location). The algorithm  operates 

as follows: F irst, it generates clusters o f  a t least K  m em bers (trajectories) by  em ploying 

a  clustering technique that constrain ts the radius o f  the identified clusters. Then, it  applies
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F i g u r e  1 3 . 4 :  M o d e l i n g  t h e  u n c e r t a i n t y  r e g a r d i n g  t h e  w h e r e a b o u t s  o f  a  u s e r  t r a j e c t o r y .

s p a c e  t r a n s l a t i o n  i n  o r d e r  t o  t r a n s f o r m  e a c h  c l u s t e r  t o  a  K - a n o n y m i t y  r e g i o n  b y  r e l o c a t ­

i n g  t h e  t r a j e c t o r i e s  t h a t  p a r t i c i p a t e  t o  t h i s  c l u s t e r  t o  a  c y l i n d e r  o f  a  c e r t a i n  d i a m e t e r  δ .  A n  

e x a m p l e  o f  a  2 - a n o n y m i t y  r e g i o n  ( c y l i n d e r )  o f  d i a m e t e r  δ  i s  p r e s e n t e d  i n  F i g u r e  1 3 . 5 .

13.2 Privacy Aware Knowledge Sharing

T h e  p r e v i o u s  c a t e g o r y  o f  a p p r o a c h e s  a i m s  a t  g e n e r a t i n g  a  s a n i t i z e d  d a t a s e t  f r o m  t h e  o r i g i n a l  

o n e ,  w h i c h  c a n  b e  s a f e l y  s h a r e d  w i t h  u n t r u s t e d  t h i r d  p a r t i e s  a s  i t  c o n t a i n s  o n l y  n o n s e n s i t i v e  

d a t a .  S e c u r e  M u l t i p a r t y  C o m p u t a t i o n  ( S M C )  p r o v i d e s  a n  a l t e r n a t i v e  f a m i l y  o f  a p p r o a c h e s  

t h a t  c a n  s a f e l y  p r o t e c t  t h e  s e n s i t i v e  d a t a  t h a t  a p p e a r s  i n  a  d a t a s e t .  T h e  S M C  a p p r o a c h e s  

c o n s i d e r  a  s e t  o f  c o l l a b o r a t o r s  w h o  w i s h  t o  c o l l e c t i v e l y  m i n e  t h e i r  d a t a  b u t  a r e  u n w i l l i n g  

t o  d i s c l o s e  t h e i r  o w n  d a t a s e t s  t o  e a c h  o t h e r .  A s  i t  t u r n s  o u t ,  t h i s  d i s t r i b u t e d  p r i v a c y  p r e ­

s e r v i n g  d a t a  m i n i n g  p r o b l e m  c a n  b e  r e d u c e d  t o  t h e  s e c u r e  c o m p u t a t i o n  o f  a  f u n c t i o n  b a s e d  

o n  d i s t r i b u t e d  i n p u t s  a n d  i t  i s  t h u s  s o l v e d  b y  u s i n g  c r y p t o g r a p h i c  a p p r o a c h e s .  P i n k a s  [ 1 4 2 ]  

e l a b o r a t e s  o n  t h i s  c l o s e  r e l a t i o n  t h a t  e x i s t s  b e t w e e n  p r i v a c y  a w a r e  d a t a  m i n i n g  a n d  c r y p -
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Time

Volume of
Volume of Trajectory T2

Trajectory T i (radius=o)

Anonymity Set
Bounding tube

(radius=5/2)

F i g u r e  1 3 . 5 :  A n  e x a m p l e  o f  a  2 - a n o n y m i t y  s e t  o f  d i a m e t e r  δ .

t o g r a p h y .  I n  S M C ,  e a c h  p a r t y  c o n t r i b u t e s  t o  t h e  c o m p u t a t i o n  o f  t h e  s e c u r e  f u n c t i o n  b y  

p r o v i d i n g  i t s  p r i v a t e  i n p u t .  A  s e c u r e  c r y p t o g r a p h i c  p r o t o c o l  t h a t  i s  e x e c u t e d  a m o n g  t h e  

c o l l a b o r a t i n g  p a r t i e s  e n s u r e s  t h a t  t h e  p r i v a t e  i n p u t  t h a t  i s  c o n t r i b u t e d  b y  e a c h  p a r t y  i s  n o t  

d i s c l o s e d  t o  t h e  o t h e r s .  M o s t  o f  t h e  a p p l i e d  c r y p t o g r a p h i c  p r o t o c o l s  f o r  m u l t i p a r t y  c o m p u ­

t a t i o n  r e s u l t  t o  s o m e  p r i m i t i v e  o p e r a t i o n s  t h a t  h a v e  t o  b e  s e c u r e l y  p e r f o r m e d :  s e c u r e  s u m ,  

s e c u r e  s e t  u n i o n ,  a n d  s e c u r e  s c a l a r  p r o d u c t .  C l i f t o n ,  e t  a l .  [ 4 2 ]  d i s c u s s  t h e s e  o p e r a t i o n s .

S M C  h a s  b e e n  s t u d i e d  i n  t h e  c o n t e x t  o f  u s e r  m o b i l i t y  ( a n d  m o r e  g e n e r a l l y  o n  s p a -  

t i o t e m p o r a l )  d a t a .  I n a n  a n d  S a y g i n  [ 9 6 ]  w e r e  t h e  f i r s t  t o  p r o p o s e  a  p r i v a c y  a w a r e  m e t h o d ­

o l o g y  f o r  t h e  c l u s t e r i n g  o f  a  s e t  o f  s p a t i o t e m p o r a l  d a t a s e t s ,  o w n e d  b y  d i f f e r e n t  p a r t i e s .  T o  

p e r f o r m  c l u s t e r i n g ,  a  s i m i l a r i t y  m e a s u r e  i s  n e c e s s a r y  t o  q u a n t i f y  t h e  p r o x i m i t y  b e t w e e n  

t w o  o b j e c t s  ( e . g . ,  t h e  u s e r  t r a j e c t o r i e s ) ,  s u c h  t h a t  i n  t h e  c o m p u t e d  c l u s t e r i n g  s o l u t i o n  t h e  

c o - c l u s t e r e d  o b j e c t s  a r e  m o r e  s i m i l a r  t o  o n e  a n o t h e r  t h a n  t o  o b j e c t s  b e l o n g i n g  i n  d i f f e r e n t  

c l u s t e r s .  A s  p a r t  o f  t h i s  w o r k ,  t h e  a u t h o r s  p r o p o s e  a  s e c u r e  p r o t o c o l  t h a t  c a n  b e  e m p l o y e d  

t o  e n a b l e  t h e  p a i r w i s e  s e c u r e  c o m p u t a t i o n  o f  t r a j e c t o r y  s i m i l a r i t y  a m o n g  a l l  t h e  t r a j e c t o r i e s  

o f  t h e  d i f f e r e n t  p a r t i e s ,  t h u s  b u i l d i n g  a  g l o b a l  m a t r i x  o f  t r a j e c t o r y  s i m i l a r i t y .  B y  u s i n g  t h i s
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m a t r i x ,  a  t r u s t e d  t h i r d  p a r t y  c a n  p e r f o r m  t h e  c l u s t e r i n g  o n  b e h a l f  o f  t h e  u s e r s  a n d  c o m m u n i ­

c a t e  t h e  c o m p u t e d  c l u s t e r i n g  r e s u l t s  b a c k  t o  t h e  c o l l a b o r a t i n g  p a r t i e s .  T h e  p r o p o s e d  p r i v a c y  

p r e s e r v i n g  p r o t o c o l  s u p p o r t s  a l l  t h e  n e c e s s a r y  b a s i c  o p e r a t i o n s  f o r  t h e  c o m p u t a t i o n  o f  t r a ­

j e c t o r y  s i m i l a r i t y  b a s e d  o n  w i d e l y  a d o p t e d  t r a j e c t o r y  c o m p a r i s o n  f u n c t i o n s :  ( i )  E u c l i d e a n  

d i s t a n c e ,  ( i i )  l o n g e s t  c o m m o n  s u b s e q u e n c e ,  ( i i i )  d y n a m i c  t i m e  w a r p i n g ,  a n d  ( i v )  e d i t  d i s ­

t a n c e .  T h e  p r o t o c o l  m a k e s  t h e  f o l l o w i n g  a s s u m p t i o n s :  ( i )  i t  a s s u m e s  t h e  s e m i - h o n e s t  m o d e l  

i n  w h i c h  a l l  t h e  p a r t i e s  f o l l o w  t h e  p r o t o c o l  b u t  m a y  a l s o  s t o r e  a n y  i n f o r m a t i o n  t h a t  t h e y  r e ­

c e i v e  f r o m  o t h e r  p a r t i e s  i n  o r d e r  t o  i n f e r  p r i v a t e  d a t a ,  ( i i )  t h e  p a r t i e s  d o  n o t  m u t u a l l y  s h a r e  

a n y  o t h e r  k i n d  o f  i n f o r m a t i o n ,  a n d  ( i i i )  t h e  m o b i l i t y  d a t a  t h a t  i s  t o  b e  c l u s t e r e d  f o l l o w s  a  

h o r i z o n t a l  p a r t i t i o n i n g .  T h e  p r o p o s e d  m e t h o d o l o g y  o p e r a t e s  a s  f o l l o w s :  ( i )  e v e r y  i n v o l v e d  

p a r t y ,  i n c l u d i n g  t h e  t r u s t e d  p a r t y ,  g e n e r a t e s  p a i r w i s e  k e y s  w h i c h  a r e  u s e d  t o  d i s g u i s e  t h e  e x ­

c h a n g e d  m e s s a g e s ,  ( i i )  e a c h  p a r t y  l o c a l l y  c o m p u t e s  t h e  t r a j e c t o r y  s i m i l a r i t y  m a t r i x  ( b a s e d  

o n  t h e  c o m m o n l y  a c c e p t e d  t r a j e c t o r y  c o m p a r i s o n  f u n c t i o n )  f o r  i t s  o w n  t r a j e c t o r i e s  a n d  s e ­

c u r e l y  t r a n s m i t s  i t  t o  t h e  t r u s t e d  p a r t y ,  ( i i i )  f o r  e v e r y  p a i r  o f  t r a j e c t o r i e s  t h a t  b e l o n g  t o  t h e  

d a t a s e t s  o f  d i f f e r e n t  p a r t i e s ,  t h e  t w o  p a r t i e s  e x e c u t e  t h e  p r o t o c o l  t o  c o m p u t e  t h e  s i m i l a r i t y  

o f  t h e i r  t r a j e c t o r i e s ,  b u i l d  a  s i m i l a r i t y  m a t r i x  b a s e d  o n  t h e i r  t r a j e c t o r i e s ,  a n d  s u b s e q u e n t l y  

t r a n s m i t  i t  t o  t h e  t r u s t e d  p a r t y ,  a n d  ( i v )  t h e  t r u s t e d  p a r t y  u s e s  t h e  c o m p u t e d  m a t r i x  o f  t r a j e c ­

t o r y  s i m i l a r i t y  b a s e d  o n  t h e  t r a j e c t o r i e s  o f  a l l  t h e  c o l l a b o r a t i n g  p a r t i e s ,  i n  o r d e r  t o  p e r f o r m  

t r a j e c t o r y  c l u s t e r i n g .  A n  i n t e r e s t i n g  o b s e r v a t i o n  i s  t h a t  b y  u s i n g  t h i s  t e c h n i q u e ,  t h e  t r u s t e d  

p a r t y  i s  f r e e  t o  c h o o s e  a n y  c l u s t e r i n g  a l g o r i t h m ,  d e p e n d i n g  o n  t h e  r e q u i r e m e n t s  o f  t h e  d a t a  

h o l d e r s ,  i n  o r d e r  t o  p e r f o r m  t h e  c l u s t e r i n g  o f  t h e  t r a j e c t o r i e s .

13.3 Sequential Pattern Hiding

T h e  e x t r a c t i o n  o f  f r e q u e n t  p a t t e r n s  f r o m  m o b i l i t y  d a t a  h a s  p r i m a r i l y  f o c u s e d  o n  t h e  s e q u e n ­

t i a l  n a t u r e  o f  t h e  d a t a s e t s  b y  e x t r a c t i n g  f r e q u e n t  s u b s e q u e n c e s  o f  u s e r  m o b i l i t y  ( e . g . ,  C a o ,  

e t  a l .  [ 3 2 ] ,  G i a n n o t t i ,  e t  a l .  [ 6 0 ] ) .  G i a n n o t t i ,  e t  a l .  [ 6 1 ]  p r o p o s e d  t h e  i n t e g r a t i o n  o f  s p a t i a l  

a n d  t e m p o r a l  i n f o r m a t i o n  i n  t h e  e x t r a c t e d  m o b i l i t y  p a t t e r n s  b y  t e m p o r a l l y  a n n o t a t i n g  t h e  

s e q u e n c e s  w i t h  t r a n s i t i o n  t i m e s  f r o m  o n e  e l e m e n t  ( p l a c e  o f  i n t e r e s t )  t o  a n o t h e r .  T h e  r e ­
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s u i t i n g  p a t t e r n s  ( c a l l e d  T - p a t t e r n s )  d e p i c t  t h e  f r e q u e n t  m o v e m e n t  b e h a v i o r  o f  t h e  o b j e c t s  

w h o s e  t r a j e c t o r i e s  a r e  r e c o r d e d  i n  t h e  d a t a s e t .  A n  e x a m p l e  o f  a  T - p a t t e r n  i s  H o m e

30min
P a r k  — ► W o r k .  I n  a  s i m i l a r  m a n n e r ,  t h e  a p p r o a c h e s  t h a t  h a v e  b e e n  p r o p o s e d  f o r  t h e  h i d i n g  

o f  f r e q u e n t  m o b i l i t y  p a t t e r n s  c o n s i d e r  k n o w l e d g e  h i d i n g  i n  t h e  f o r m  o f  s e q u e n t i a l  p a t t e r n  

h i d i n g .  I n  w h a t  f o l l o w s ,  w e  p r e s e n t  s o m e  a p p r o a c h e s  t h a t  b e l o n g  t o  t h i s  c a t e g o r y .

A b u l ,  e t  a l .  [ 9 ]  m o d e l  t h e  p r o b l e m  o f  t r a j e c t o r y  h i d i n g  t o  t h a t  o f  s e q u e n t i a l  p a t ­

t e r n  h i d i n g .  T h e  a u t h o r s  c o n s i d e r  t h a t  p e r t i n e n t  t o  e v e r y  s e n s i t i v e  s e q u e n c e  i s  a  d i s c l o s u r e  

t h r e s h o l d  t h a t  d e f i n e s  t h e  m a x i m u m  n u m b e r  o f  s e q u e n c e s  i n  t h e  s a n i t i z e d  d a t a b a s e  t h a t  a r e  

a l l o w e d  t o  s u p p o r t  t h e  s e n s i t i v e  s e q u e n c e .  T h e  s e q u e n c e  s a n i t i z a t i o n  o p e r a t i o n  i s  b a s e d  o n  

t h e  u s e  o f  u n k n o w n s  t o  m a s k  s e l e c t e d  e l e m e n t s  i n  t h e  s e q u e n c e s  o f  t h e  o r i g i n a l  d a t a s e t .  

A s  t h e  a u t h o r s  p r o v e ,  t h e  p r o b l e m  o f  s a n i t i z i n g  a  s e q u e n c e  f r o m  t h e  o r i g i n a l  d a t a s e t ,  w h i l e  

i n t r o d u c i n g  t h e  l e a s t  a m o u n t  o f  u n k n o w n s ,  i s  N P - h a r d  a n d  t h u s  o n e  n e e d s  t o  r e s o r t  t o  

h e u r i s t i c s  t o  i d e n t i f y  a n  e f f i c i e n t  s o l u t i o n .  T h e  p r o p o s e d  h e u r i s t i c  o p e r a t e s  a s  f o l l o w s :  F o r  

e a c h  s e n s i t i v e  s e q u e n c e ,  t h e  a l g o r i t h m  s e a r c h e s  a l l  t h e  s e q u e n c e s  o f  t h e  o r i g i n a l  d a t a b a s e  

t o  i d e n t i f y  t h o s e  i n  w h i c h  t h e  s e n s i t i v e  s e q u e n c e  i s  a  s u b s e q u e n c e  ( a  s e q u e n c e  S I  i s  a  s u b ­

s e q u e n c e  o f  a n o t h e r  s e q u e n c e  S 2  i f  i t  c a n  b e  o b t a i n e d  b y  d e l e t i n g  s o m e  e l e m e n t s  f r o m  S 2 ) .  

F o r  e v e r y  s u c h  s e q u e n c e  o f  t h e  o r i g i n a l  d a t a s e t ,  t h e  a l g o r i t h m  e x a m i n e s  i n  h o w  m a n y  d i f f e r ­

e n t  w a y s  t h i s  s e q u e n c e  b e c o m e s  a  s u b s e q u e n c e  o f  t h e  s e n s i t i v e  o n e .  E a c h  “ d i f f e r e n t  w a y ”  

( a l s o  c a l l e d  a  m a t c h i n g )  i s  c o u n t e d  b a s e d  o n  t h e  p o s i t i o n  o f  e a c h  e l e m e n t  i n  t h e  s e q u e n c e  

t h a t  p a r t i c i p a t e s  t o  t h e  g e n e r a t i o n  o f  t h e  s e n s i t i v e  s e q u e n c e .  A s  a n  e f f e c t ,  f o r  e a c h  e l e ­

m e n t  o f  t h e  s e q u e n c e  c o m i n g  f r o m  t h e  o r i g i n a l  d a t a s e t ,  t h e  a l g o r i t h m  m a i n t a i n s  a  c o u n t e r  

d e p i c t i n g  t h e  n u m b e r  o f  m a t c h i n g s  i n  w h i c h  i t  i s  i n v o l v e d .  T o  s a n i t i z e  t h e  s e q u e n c e ,  t h e  

a l g o r i t h m  i t e r a t i v e l y  i d e n t i f i e s  t h e  e l e m e n t  o f  t h e  s e q u e n c e  w h i c h  h a s  t h e  h i g h e s t  c o u n t e r  

( i . e .  i t  i s  i n v o l v e d  i n  m o s t  m a t c h i n g s )  a n d  r e p l a c e s  i t  b y  a n  u n k n o w n ,  u n t i l  t h e  s e n s i t i v e  

s e q u e n c e  i s  n o  l o n g e r  a  s u b s e q u e n c e  o f  t h e  s a n i t i z e d  o n e .  A s  a  r e s u l t  o f  t h i s  o p e r a t i o n ,  

t h e  s e n s i t i v e  s e q u e n c e  b e c o m e s  u n s u p p o r t e d  b y  t h e  s a n i t i z e d  s e q u e n c e .  I n  o r d e r  t o  e n f o r c e  

t h e  r e q u e s t e d  d i s c l o s u r e  t h r e s h o l d  t h e  a l g o r i t h m  a p p l i e s  t h i s  s a n i t i z a t i o n  o p e r a t i o n  i n  t h e  

f o l l o w i n g  m a n n e r :  F o r  e a c h  s e n s i t i v e  s e q u e n c e ,  a l l  t h e  s e q u e n c e s  o f  t h e  o r i g i n a l  d a t a s e t
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are sorted in  ascending order based  on the num ber o f  d ifferent m atchings that they have 

w ith  the sensitive sequence. Then, the algorithm  sanitizes the sequences in  this order, until 

the required  d isclosure threshold  is m et in  the privacy aw are version o f  the original dataset. 

The authors have developed extensions o f  this approach for the handling o f  tim e constraints, 

such as m in/m ax gap and m ax window.

A  sim ilar approach to [9], w hich operates by  rem oving (instead o f  m asking) e le­

m ents from  tem porally  annotated  sequences [60] representing  user m obility  in  an underly ­

ing netw ork o f  user m ovem ent, is presented  in  the w ork o f  Abul, e t al. [8]. The em ployed 

netw ork topology confines the m ovem ent o f  the users into a  set o f  allow able routes. E ach 

edge o f  the netw ork is assum ed to be a  directed straight line w hich is annotated  to denote the 

m inim um  tim e that is required  for its traversal (i.e. the traversal o f  the corresponding road 

part). G iven the underly ing netw ork, a trajectory pattern  can be represented  as a tim e la ­

beled  sequence u0 —U  ui —U  . . .  —U  um, w here u  denotes a  vertex o f  the netw ork and a j  is 

the m inim um  tim e that is required  for the transition  from  one vertex to the next one. A  user 

trajectory supports a  trajectory  pattern  i f  it  is a  tim e-consisten t (based on the annotations) 

subsequence o f  the pattern. T he proposed hiding approach identifies all the user trajectories 

that support a sensitive trajectory pattern  and sanitizes som e o f  them  through coarsening, 

such that the pattern  becom es insignificant. The em ployed sanitization strategy ensures 

that the sequences that participate to the sanitized dataset rem ain  consistent to the underly ­

ing netw ork. It operates in  exactly  the sam e m anner as [9] to select w hich spatiotem poral 

points w ill be rem oved from  w hich trajectories, and to perform  the necessary  sanitization. 

T he authors propose an extension o f  this strategy w hich protects the publicized data from  

inference attacks regarding the lack  o f  alternative paths. In this type o f  attack, a m alevolent 

user can infer som e o f the suppressed points in  a sanitized user trajectory i f  there is only 

one path  betw een  tw o consecutive vertices in  the user trajectory, w hich is tim e-consisten t 

to the netw ork. The solution that is p roposed requires the suppression o f  spatiotem poral 

points in  the original user trajectories such that betw een two released points there exist at 

least k alternative tim e-consisten t paths that the user m ay have follow ed in  the m eanw hile.
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P e n s a ,  e t  a l .  [ 1 4 0 ]  p r o p o s e  a  s e q u e n t i a l  p a t t e r n  h i d i n g  m e t h o d o l o g y  t h a t  a i m s  a t  

r e m o v i n g  a l l  t h e  i n f r e q u e n t  s u b s e q u e n c e s  f r o m  a  d a t a s e t  o f  u s e r  m o b i l i t y .  T h e  p r o p o s e d  

a l g o r i t h m  o p e r a t e s  i n  f o u r  s t e p s :  ( i )  a  p r e f i x  t r e e  i s  g e n e r a t e d  b a s e d  o n  t h e  s e q u e n c e s  o f  

t h e  o r i g i n a l  d a t a s e t ,  ( i i )  t h e  i n f r e q u e n t  s u b s e q u e n c e s  a r e  p r u n e d  a w a y  f r o m  t h e  t r e e ,  t h u s  

t h e  p r e f i x  t r e e  i s  a n o n y m i z e d ,  ( i i i )  p a r t  o f  t h e  r e m o v e d  f r e q u e n t  s u b s e q u e n c e s  ( l o s t  a s  a  

s i d e - e f f e c t  o f  t h e  b r u t e - f o r c e  p r u n i n g  o p e r a t i o n )  a r e  r e - a p p e n d e d  t o  t h e  p r e f i x  t r e e ,  a n d  

( i v )  t h e  s e q u e n c e s  o f  t h e  p r e f i x  t r e e  a r e  u s e d  t o  g e n e r a t e  t h e  s a n i t i z e d  d a t a s e t ,  w h i c h  c a n  b e  

s a f e l y  r e l e a s e d .  I n  t h e  f i r s t  s t e p ,  t h e  p r e f i x  t r e e  i s  c o n s t r u c t e d  b y  i n s e r t i n g  e a c h  s e q u e n c e  o f  

t h e  o r i g i n a l  d a t a s e t  a s  a  p a t h  o f  t h e  t r e e  ( e a c h  e l e m e n t  o f  t h e  s e q u e n c e  i s  a  n o d e  a n d  t w o  

n o d e s  a r e  j o i n e d  t o g e t h e r  b y  a n  e d g e ) .  F o r  t h e  i n s e r t i o n ,  t h e  a l g o r i t h m  l o c a t e s  t h e  l o n g e s t  

p r e f i x  p a t h  i n  t h e  t r e e  t h a t  i s  c o m m o n  t o  t h e  s e q u e n c e  a n d  t h e n  t h e  s e q u e n c e  i s  a c c o r d i n g l y  

i n s e r t e d .  F o l l o w i n g  t h e  i n s e r t i o n  o p e r a t i o n ,  t h e  s u p p o r t  o f  e a c h  n o d e  i n  t h e  c o m m o n  p r e f i x  

p a t h  i s  u p d a t e d  b a s e d  o n  t h e  s u p p o r t  t h a t  t h e  s e q u e n c e  h a s  i n  t h e  o r i g i n a l  d a t a s e t .  A f t e r  a l l  

t h e  s e q u e n c e s  a r e  i n s e r t e d  t o  t h e  p r e f i x  t r e e ,  t h e  t r e e  i s  p r u n e d  b a s e d  o n  t h e  u s e r - s p e c i f i e d  

m i n i m u m  s u p p o r t  t h r e s h o l d .  T h e  a p p l i e d  p r u n i n g  o p e r a t i o n  a i m s  a t  t h e  r e m o v a l  o f  a l l  t h e  

i n f r e q u e n t  s u b t r e e s  f r o m  t h e  t r e e ;  h o w e v e r ,  i t  a l s o  l o s e s  s o m e  o f  t h e  f r e q u e n t  s e q u e n c e s .  

T h e  s u p p o r t  o f  e a c h  p a t h  ( s e q u e n c e )  i n  t h e  p r u n e d  t r e e  i s  a c c o r d i n g l y  u p d a t e d .  F o l l o w i n g  

t h a t ,  a  p o r t i o n  o f  t h e  l o s t  f r e q u e n t  s u b s e q u e n c e s  a r e  r e - a p p e n d e d  t o  t h e  p r u n e d  t r e e .  T h i s  

i s  a c h i e v e d  t h r o u g h  t h e  i n c r e m e n t  o f  t h e  s u p p o r t  o f  c e r t a i n  n o d e s  i n  t h e  t r e e  b a s e d  o n  t h e  

s u p p o r t  o f  t h e  c o r r e s p o n d i n g  s u b s e q u e n c e s .  T h e  f i n a l  s t e p  o f  t h e  p r o p o s e d  m e t h o d o l o g y  

r e g a r d s  t h e  g e n e r a t i o n  o f  t h e  s a n i t i z e d  d a t a s e t  b a s e d  o n  t h e  s e q u e n c e s  t h a t  a r e  c u r r e n t l y  

r e p r e s e n t e d  i n  t h e  p r e f i x  t r e e .  T o  g e n e r a t e  t h e  s a n i t i z e d  c o u n t e r p a r t  o f  t h e  o r i g i n a l  d a t a s e t ,  

t h e  p r o p o s e d  a l g o r i t h m  v i s i t s  t h e  s e q u e n c e s  ( p a t h s )  o f  t h e  p r e f i x  t r e e  a n d  f o r  e a c h  v i s i t e d  

p a t h  i t  a p p e n d s  t h e  c o r r e s p o n d i n g  s e q u e n c e  ( b a s e d  o n  i t s  s u p p o r t )  t o  t h e  s a n i t i z e d  d a t a s e t .
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Chapter 14

A Privacy Aware Trajectory 

Tracking Query Engine

I n  t h i s  c h a p t e r ,  w e  p r e s e n t  a  p r i v a c y  a w a r e  t r a j e c t o r y  t r a c k i n g  q u e r y  e n g i n e  t h a t  p r o v i d e s  

o n - s i t e ,  r e s t r i c t e d  a c c e s s  t o  i n - h o u s e  d a t a  t o  f a c i l i t a t e  p r i v a c y  a w a r e  d a t a  p u b l i s h i n g .  T h e  

p r o p o s e d  e n g i n e  p r o v i d e s  a l l  t h e  n e c e s s a r y  m e c h a n i s m s  t o  s e c u r e  t h e  d a t a b a s e  a g a i n s t  d i s ­

c l o s u r e  o f  c o n f i d e n t i a l  i n f o r m a t i o n ,  a s  w e l l  a s  i t  o f f e r s  s t r i c t  g u a r a n t e e s  a b o u t  w h a t  c a n  b e  

o b s e r v e d  b y  u n t r u s t e d  t h i r d  p a r t i e s .  C o n t r a r y  t o  e x i s t i n g  r e s e a r c h  o n  s e c u r i t y  c o n t r o l  f o r  s t a ­

t i s t i c a l  d a t a b a s e s  ( c . f .  [ 1 0 ] )  w h e r e  a l l  t h e  e n f o r c e d  s e c u r i t y  a p p r o a c h e s  a r e  b a s e d  s o l e l y  o n  

c o u n t  a n d / o r  s u m  q u e r i e s ,  s i n c e  n o  o t h e r  i n f o r m a t i o n  c a n  b e  m a d e  a v a i l a b l e  t o  t h e  i n q u i r e r ,  

t h e  p r o p o s e d  q u e r y  e n g i n e  s u p p o r t s  a  l a r g e  v a r i e t y  o f  q u e r i e s ,  i n v o l v i n g  b o t h  t r a j e c t o r y  a n d  

n o n - t r a j e c t o r y  d a t a .  S p e c i f i c a l l y ,  i n  a d d i t i o n  t o  r e g u l a r  q u e r i e s  i n v o l v i n g  n o n - s p a t i a l  n o n ­

t e m p o r a l  a t t r i b u t e s ,  t h e  e n g i n e  s u p p o r t s  a  v a r i e t y  o f  s p a t i o t e m p o r a l  q u e r i e s ,  i n c l u d i n g  r a n g e  

q u e r i e s ,  n e a r e s t  n e i g h b o r  q u e r i e s  a n d  q u e r i e s  f o r  a g g r e g a t e  s t a t i s t i c s .  T h e  q u e r y  r e s u l t s  a r e  

a u g m e n t e d  w i t h  f a k e  t r a j e c t o r y  d a t a  ( d u m m i e s )  t o  f u l f i l  t h e  r e q u i r e m e n t s  o f  K - a n o n y m i t y .  

T h r o u g h  q u a l i t a t i v e  a n a l y s i s ,  w e  p r o v e  t h e  e f f e c t i v e n e s s  o f  o u r  a p p r o a c h  t o w a r d s  b l o c k i n g  

c e r t a i n  t y p e s  o f  a t t a c k s ,  w h i l e  m i n i m a l l y  d i s t o r t i n g  t h e  o r i g i n a l  d a t a s e t .

T h e  r e s t  o f  t h i s  c h a p t e r  i s  o r g a n i z e d  a s  f o l l o w s :  I n  S e c t i o n  1 4 . 1  w e  i n t r o d u c e  a n d  

m o t i v a t e  t h e  p r o p o s e d  m e t h o d o l o g y .  S e c t i o n  1 4 . 2  p r e s e n t s  o u r  m e t h o d o l o g y  f o r  b u i l d i n g
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t h e  q u e r y  e n g i n e  a n d  d e m o n s t r a t e s  i t s  e f f e c t i v e n e s s  t o w a r d s  t a c k l i n g  t w o  t y p e s  o f  a t t a c k s .  I n  

S e c t i o n  1 4 . 3  w e  d e t a i l  o v e r  t h e  a l g o r i t h m s  t h a t  a r e  i m p l e m e n t e d  a s  p a r t  o f  t h e  q u e r y  e n g i n e  

t o  a c c o m p l i s h  t h e  v a r i o u s  t a s k s .  F o l l o w i n g  t h a t ,  S e c t i o n  1 4 . 4  p r o p o s e s  a  q u e r y  s p e c i f i c a ­

t i o n  m e c h a n i s m  t h a t  r e l i e s  o n  a  s p a t i a l  a n d  a  t e m p o r a l  h i e r a r c h y  t o  e a s e  t h e  c o m p o s i t i o n  

o f  c o m p l e x  q u e r i e s .  F i n a l l y ,  S e c t i o n  1 4 . 5  p r o v i d e s  a  q u a l i t a t i v e  a n a l y s i s  o f  t h e  p r o p o s e d  

a p p r o a c h  p r o v i d i n g  i n s i g h t  o n  t h e  c a p a b i l i t i e s  o f  t h e  q u e r y  e n g i n e .

14.1 Introduction

K n o w l e d g e  o f  u s e r  m o v e m e n t  i s  e s s e n t i a l  t o  a  w i d e  v a r i e t y  o f  a p p l i c a t i o n s ,  r a n g i n g  f r o m  

c a r  n a v i g a t i o n  s y s t e m s  a n d  t r a f f i c  c o n t r o l ,  t o  u r b a n  p l a n i n g  a n d  l o c a t i o n - b a s e d  a d v e r t i s e ­

m e n t s .  H o w e v e r ,  p o t e n t i a l  d i s c l o s u r e  o f  a c c u r a t e  t r a j e c t o r y  i n f o r m a t i o n  o f  a n  i n d i v i d u a l  

t o  u n t r u s t e d  t h i r d  p a r t i e s  c a n  s e v e r e l y  c o m p r o m i s e  h i s / h e r  p r i v a c y .  F o r  t h i s  r e a s o n ,  p r i ­

v a c y  p r e s e r v a t i o n  t e c h n i q u e s  a r e  e s s e n t i a l  t o  c o n t r o l  t h e  a c c u r a c y  a t  w h i c h  u s e r  t r a j e c t o r y  

i n f o r m a t i o n  i s  c o m m u n i c a t e d  t o  u n t r u s t e d  e n t i t i e s .

I n  t h i s  w o r k ,  w e  c o n s i d e r  a  d a t a  h o l d e r ,  s u c h  a s  a  g o v e r n m e n t a l  a g e n c y  o r  a  t e l e c o m  

o p e r a t o r ,  t h a t  c o l l e c t s  m o v e m e n t  i n f o r m a t i o n  f o r  a  c o m m u n i t y  o f  p e o p l e .  T h i s  i n f o r m a t i o n  

i s  u s e d  t o  a p p r o x i m a t e  t h e  r e a l  u s e r  m o v e m e n t  a n d  t o  c r e a t e  u s e r  t r a j e c t o r i e s ,  s u b s e q u e n t l y  

s t o r e d  i n  a  d a t a b a s e .  A p a r t  f r o m  t h e  a n a l y s i s  t h i s  d a t a  i s  u n d e r g o n e  w i t h i n  t h e  p r e m i s e s  o f  

t h e  d a t a  h o l d e r ,  w e  a s s u m e  t h a t  a t  l e a s t  a  p o r t i o n  o f  t h e  d a t a  ( i f  n o t  a l l )  h a s  t o  b e c o m e  a v a i l ­

a b l e  t o  o t h e r ,  p o s s i b l y  u n t r u s t e d ,  p a r t i e s  f o r  a n a l y s i s  a n d  q u e r y i n g  p u r p o s e s .  A s  a n  e x a m p l e ,  

c o n s i d e r  t h e  O c t o p u s  ( m o r e  i n f o r m a t i o n  i s  a v a i l a b l e  a t  h t t p : / / w w w . o c t o p u s c a r d s . c o m / )  

s m a r t  R F I D  c a r d ,  c o m m o n l y  u s e d  b y  H o n g  K o n g  r e s i d e n t s  b o t h  f o r  t r a n s p o r t a t i o n  a n d  f o r  

s e l e c t e d  p o i n t - o f - s a l e  p a y m e n t s  a t  c o n v e n i e n c e  s t o r e s ,  s u p e r m a r k e t s ,  o n - s t r e e t  p a r k i n g  

m e t e r s ,  e t c .  C u r r e n t l y ,  t h e  O c t o p u s  c o m p a n y  a c c u m u l a t e s  a  l a r g e  a m o u n t  o f  m o v e m e n t  

d a t a  o n  a  d a i l y  b a s i s .  P u b l i c a t i o n  o f  t h i s  d a t a  w o u l d  b e n e f i t  s e v e r a l  o t h e r  p a r t i e s ,  s u c h  

a s  t r a n s p o r t a t i o n  e n g i n e e r s ,  i n s u r a n c e  c o m p a n i e s ,  a n d  a d v e r t i s e r s .  F o r  i n s t a n c e ,  a d v e r t i s e ­

m e n t  c o m p a n i e s  w o u l d  b e n e f i t  b y  i d e n t i f y i n g  l o c a t i o n s  ( o r  r o u t e s )  t h a t  a r e  u s u a l l y  c r o w d e d  

a t  c e r t a i n  t i m e s  d u r i n g  t h e  d a y ,  i n  o r d e r  t o  p l a c e  a d v e r t i s e m e n t s  f o r  t h e i r  p r o d u c t s .
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I t  i s  e v i d e n t  t h a t  d i r e c t  p u b l i s h i n g  o f  t h i s  i n f o r m a t i o n ,  e v e n  a f t e r  r e m o v i n g  t h e  o b v i ­

o u s  i d e n t i f i e r s  f r o m  t h e  d a t a s e t  ( e . g . ,  n a m e ,  I D  n u m b e r )  i s  i n s u f f i c i e n t  t o  p r o t e c t  t h e  p r i v a c y  

o f  t h e  i n d i v i d u a l s ,  w h o s e  m o v e m e n t  i s  r e c o r d e d .  I n d e e d ,  a  m a l e v o l e n t  u s e r  w h o  w a n t s  t o  

c o m p r o m i s e  t h e  d a t a s e t  ( c o m m o n l y  r e f e r r e d  t o  a s  a  snooper)  c a n  s t i l l  l e a r n  t h e  m o v e m e n t  

h a b i t s  o f  a l l  u s e r s  i n  t h e  d a t a b a s e  a n d  t r a c k  t h e m  d o w n  t o  t h e i r  h o u s e  o r  p l a c e  o f  w o r k .  A  

m e c h a n i s m  i s  t h u s  n e e d e d  t o  r e g u l a t e  t h e  a n s w e r  d a t a  t h a t  i s  m a d e  a v a i l a b l e  t o  t h e  i n q u i r e r  

a s  a  r e s u l t  o f  h i s / h e r  q u e r y .  H o w e v e r ,  s u c h  a  t a s k  i s  i m p o s s i b l e  t o  b e  a c c o m p l i s h e d  f o r  a l l  

t y p e s  o f  p o s s i b l e  q u e r i e s ,  w i t h o u t  s e v e r e l y  s a c r i f i c i n g  t h e  q u a l i t y  o f  t h e  d a t a .  C o n t r a r y  t o  t h e  

r e s e a r c h  i n  p r i v a c y  a w a r e  d a t a  p u b l i s h i n g  ( e . g . ,  [ 7 , 8 , 1 6 4 ] ) ,  w h e r e  a u t h o r s  m a k e  t h e  i m p l i c i t  

a s s u m p t i o n  t h a t  m o s t  o f  t h e  k n o w l e d g e  i n  a  d a t a s e t  c a n  b e c o m e  p u b l i c l y  a v a i l a b l e  w i t h o u t  

c a u s i n g  p r i v a c y  b r e a c h e s ,  i n  o u r  w o r k  w e  a s s u m e  t h a t  t h e  m a j o r i t y  o f  t h e  i n f o r m a t i o n  t h a t  

i s  s t o r e d  i n  t h e  d a t a b a s e  m u s t  r e m a i n  p r i v a t e .

T o  p r o t e c t  u s e r  p r i v a c y ,  w e  p r o p o s e  a  q u e r y  e n g i n e  t h a t  r e s t r i c t s  q u e r y i n g  o f  t h e  

t r a j e c t o r y  d a t a b a s e  t o  a  s e t  o f  p r e - d e f i n e d  t y p e s  o f  q u e r i e s :  ( i )  r a n g e  q u e r i e s  ( b o t h  i n  t i m e  

a n d  s p a c e ) ,  ( i i )  q u e r i e s  f o r  l a n d m a r k s  ( e . g . ,  “ a l l  t r a j e c t o r i e s  s t a r t i n g  f r o m  A ,  e n d i n g  a t  E  

a n d  p a s s i n g  f r o m  B ,  C ,  D ” ) ,  ( i i i )  q u e r i e s  f o r  g i v e n  r o u t e s  ( e . g . ,  “ a l l  t r a j e c t o r i e s  c r o s s i n g  

t h e  P a r k  s t r e e t ” ) ,  ( i v )  n e a r e s t  n e i g h b o r  q u e r i e s  ( e . g . ,  “ t h e  t r a j e c t o r i e s  o f  t h e  3  u s e r s  t h a t  a r e  

c u r r e n t l y  n e a r e s t  t o  t h e  p a r k ” ) ,  a n d  ( v )  q u e r i e s  f o r  a g g r e g a t e  s t a t i s t i c s  ( e . g . ,  “ n u m b e r  o f  

p e o p l e  v i s i t i n g  t h e  c i t y  c e n t e r  f r o m  8 a m  t o  1 0 a m ” ) .  Q u e r i e s  i n v o l v i n g  n o n - s p a t i a l  n o n ­

t e m p o r a l  a t t r i b u t e s  a r e  a l s o  s u p p o r t e d  ( e . g . ,  “ a v e r a g e  i n c o m e  o f  p e o p l e  w h o  a r e  r e c o r d e d  

i n  t h e  d a t a s e t ” ) .  T h e  e n g i n e  r e t r i e v e s  r e a l  u s e r  d a t a  f r o m  t h e  d a t a b a s e  a n d  m i x e s  i t  ( i f  

n e c e s s a r y )  w i t h  c a r e f u l l y  c r a f t e d  d u m m y  d a t a .  A s  a  r e s u l t ,  a n  h o n e s t  u s e r  c a n  s t i l l  a t t a i n  

i n v a l u a b l e  k n o w l e d g e  f r o m  t h e  d a t a b a s e ,  w h i l e  t h i s  k n o w l e d g e  i s  i n s u f f i c i e n t  f o r  a  s n o o p e r  

t o  i d e n t i f y  o r  t r a c k  d o w n  a  s p e c i f i c  s u b j e c t .  O u r  p r o p o s e d  s y s t e m  b l o c k s  t w o  t y p e s  o f  a t t a c k :

U s e r  i d e n t i f i c a t i o n  a t t a c k  I n  t h i s  t y p e  o f  a t t a c k  t h e  i d e n t i t y  o f  t h e  u s e r  c a n  b e  e x p o s e d  

b y  a  s e t  o f  a d - h o c  q u e r i e s  i n v o l v i n g  o v e r l a p p i n g  s e t s  o f  s p a t i a l  a t t r i b u t e s .  E a c h  n e w  

q u e r y  i n v o l v e s  t h e  a t t r i b u t e s - v a l u e s  p a i r s  o f  p r e v i o u s  q u e r i e s  a l o n g  w i t h  n e w  p a i r s  

t h a t  c o n s t i t u t e  i t  m o r e  s p e c i f i c .
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S e q u e n t i a l  t r a c k i n g  a t t a c k  I n  t h i s  t y p e  o f  a t t a c k  t h e  u s e r  c a n  b e  t r a c k e d  d o w n  t h r o u g h  

h i s / h e r  t r a j e c t o r i e s  b y  a  s e t  o f  f o c u s e d  q u e r i e s  o n  r e g i o n s  t h a t  e i t h e r  ( p a r t i a l l y )  o v e r l a p  

o r  a r e  a d j a c e n t  t o  e a c h  o t h e r ,  i n  t e r m s  o f  s p a c e  a n d  t i m e .  E a c h  n e w  q u e r y  a t t e m p t s  t o  

“ f o l l o w ”  t h e  m o v e m e n t  o f  t h e  u s e r  b y  c a p t u r i n g  a  n e w  p a r t  o f  t h e  u s e r  t r a j e c t o r y .

I n  b o t h  t y p e s  o f  a t t a c k ,  t h e  m a l e v o l e n t  u s e r  c a n  i n c r e a s e  h i s / h e r  c o n f i d e n c e  r e g a r d i n g  t h e  

i d e n t i t y  o f  a  u s e r  b y  s e g r e g a t i n g  t h e  d u m m i e s  f r o m  t h e  r e a l  u s e r  t r a j e c t o r i e s .

14.2 The Proposed System

I n  w h a t  f o l l o w s ,  w e  p r o v i d e  a  b i g  p i c t u r e  o f  t h e  p r o p o s e d  s y s t e m ,  a l o n g  w i t h  t h e  t y p e s  

o f  t h e  s u p p o r t e d  q u e r i e s  a n d  t h e  i m p l e m e n t e d  i n t e r p o l a t i o n  s t r a t e g i e s .  F u r t h e r m o r e ,  w e  

s h e d  l i g h t  o n  t h e  a p p l i e d  m e c h a n i s m  f o r  t h e  b l o c k i n g  o f  p o s s i b l e  a t t a c k s .  S p e c i f i c a l l y ,  i n  

S e c t i o n  1 4 . 2 . 1  w e  p r o v i d e  a n  o v e r v i e w  o f  t h e  s y s t e m  a n d  i t s  o p e r a t i o n .  S e c t i o n  1 4 . 2 . 2  

p r e s e n t s  t h e  d i f f e r e n t  t y p e s  o f  q u e r i e s  t h a t  a r e  h a n d l e d  b y  t h e  q u e r y  e n g i n e ,  w h i l e  S e c t i o n  

1 4 . 2 . 3  e x p l a i n s  t h e  i n t e r p o l a t i o n  t e c h n i q u e s  t h a t  a r e  u s e d  f o r  t h e  g e n e r a t i o n  o f  f a k e  r e c o r d s .  

F i n a l l y ,  S e c t i o n  1 4 . 2 . 4  p r o v i d e s  a n  e x a m p l e  o f  u s e  a n d  S e c t i o n  1 4 . 2 . 5  p r e s e n t s  t h e  d e f e n s e  

o f  t h e  s y s t e m  a g a i n s t  t h e  t w o  t y p e s  o f  a t t a c k .

14.2.1 System Overview

C o n s i d e r  a  s y s t e m  t h a t  c o l l e c t s  m o v e m e n t  d a t a  f o r  a  p o p u l a t i o n  o f  u s e r s .  E a c h  u s e r  i s  

e q u i p p e d  w i t h  a  p o s i t i o n i n g  d e v i c e  t h a t  r e g u l a r l y  t r a n s m i t s  h i s / h e r  l o c a t i o n  ( c o m m o n l y  r e ­

f e r r e d  t o  a s  a  location update)  t o  a  t r u s t e d  s e r v e r .  T h e  s e r v e r  a p p l i e s  a  t r a j e c t o r y  r e c o n ­

s t r u c t i o n  a p p r o a c h  ( s u c h  a s  [ 1 8 4 ] )  t o  a p p r o x i m a t e  t h e  r e a l  r o u t e  t h a t  t h e  u s e r  h a s  f o l l o w e d  

f r o m  t h e  l a s t  l o c a t i o n  u p d a t e  t o  t h e  c u r r e n t  o n e .  T h e n ,  i t  u p d a t e s  t h e  m o v e m e n t  i n f o r m a t i o n  

o f  t h e  u s e r  i n  t h e  d a t a b a s e .  A p a r t  f r o m  m o v e m e n t  d a t a ,  t h e  s y s t e m  i s  a l s o  i n  p o s s e s s i o n  o f  

o t h e r  i n f o r m a t i o n  f o r  t h e  t r a c k e d  u s e r s  ( e . g . ,  n a m e ,  a g e ,  i n c o m e ,  e t c ) .  D u e  t o  s o m e  m u t u a l  

a g r e e m e n t ,  t h e  d a t a  h o l d e r  w a n t s  t o  p r o v i d e  a c c e s s  t o  h i s / h e r  d a t a  t o  o t h e r  i n t e r e s t e d  p a r t i e s .  

T h u s ,  t h e  d a t a  h o l d e r  g e n e r a t e s  a  v i e w  o f  t h e  d a t a b a s e  t h a t  c o n t a i n s  b o t h  t h e  a t t r i b u t e s  a n d
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F i g u r e  1 4 . 1 :  A  b i g  p i c t u r e  o f  t h e  p r o p o s e d  s y s t e m  a r c h i t e c t u r e .

t h e  t u p l e s  t h a t  h e / s h e  w a n t s  t o  r e l e a s e .  F o r  e x a m p l e ,  i f  a c c e s s  t o  t h e  d a t a  i s  t o  b e  o f f e r e d  f o r  

a n  a d v e r t i s e m e n t  c o m p a n y ,  i n f o r m a t i o n  a b o u t  t h e  i n c o m e  o f  p e o p l e  s h o u l d  b e  k e p t  p r i v a t e .  

O n  t h e  o t h e r  h a n d ,  a g e  i n f o r m a t i o n  m a y  b e  i n v a l u a b l e  t o  a l l o w  f o r  d e c i s i o n s  r e g a r d i n g  t h e  

t y p e s  o f  p r o d u c t s  t h a t  w i l l  b e  a d v e r t i s e d .  S u c h  a  v i e w  o f  t h e  d a t a b a s e  i s  p r e s e n t e d  i n  F i g u r e  

1 4 . 1 .  E a c h  r e c o r d  o f  t h e  d a t a b a s e  c o n t a i n s  i n f o r m a t i o n  f o r  a  s i n g l e  u s e r ,  i d e n t i f i e d  t h o u g h  

a  u n i q u e  I D .  T h e  m o v e m e n t  o f  t h e  u s e r  i s  r e c o r d e d  a s  t h e  c o l l e c t i o n  o f  h i s / h e r  t r a j e c t o r i e s  

a n d  i s  s t o r e d  i n  a  s p e c i a l - t y p e  a t t r i b u t e  o f  t h e  r e c o r d 1 .

A  u s e r  o f  t h e  s y s t e m  h a s  t o  r e g i s t e r  t o  t h e  q u e r y  e n g i n e  t o  a c c e s s  a n d  q u e r y  t h e  

c o r r e s p o n d i n g  d a t a b a s e  v i e w .  U p o n  r e g i s t r a t i o n ,  t h e  d a t a b a s e  t a b l e  i s  a u g m e n t e d  b y  a  c o l ­

u m n  Dummy ( i n i t i a l i z e d  t o  ‘N ’ f o r  a l l  r e c o r d s )  t h a t  h o l d s  i n f o r m a t i o n  r e g a r d i n g  t h e  r e a l  a n d  

t h e  f a k e  t r a j e c t o r i e s .  F u r t h e r m o r e ,  t h e  d a t a  h o l d e r  a s s i g n s  a  t h r e s h o l d  K  t o  t h e  u s e r  t h a t  

i n d i c a t e s  t h e  m i n i m u m  n u m b e r  o f  r e c o r d s  t h a t  s h o u l d  f o r m u l a t e  t h e  a n s w e r  s e t  o f  a  u s e r  

q u e r y .  A  s e t  o f  p r o c e d u r e s  a r e  m a d e  a v a i l a b l e  t o  t h e  u s e r  t o  q u e r y  t h e  d a t a b a s e  ( s e e  S e c t i o n  

1 4 . 2 . 2 ) .  W h e n  a  u s e r  s u b m i t s  a  q u e r y  t o  t h e  q u e r y  e n g i n e ,  t h e  q u e r y  i s  c h e c k e d  f o r  c o n f o r ­

m a n c e  t o  a  s e t  o f  r u l e s  w h o s e  p u r p o s e  i s  t o  s h i e l d  t h e  s y s t e m  a g a i n s t  s n o o p e r s  ( s e e  S e c t i o n  

1 4 . 2 . 5 ) .  I n  c a s e  o f  r u l e  v i o l a t i o n ,  t h e  s y s t e m  d e n i e s  e x e c u t i o n  o f  t h e  q u e r y .  O n  t h e  o t h e r  

h a n d ,  i f  n o  r u l e  i s  v i o l a t e d ,  t h e  d a t a b a s e  i s  s e a r c h e d  t o  i d e n t i f y  t h e  a n s w e r  t o  t h e  q u e r y .

1T h is  w a y  o f  s to r in g  t r a je c to ry  d a ta  is  in  a c c o r d a n c e  to  H E R M E S  [1 3 8 ], a  d a ta  c a r t r id g e  fo r  m o v in g  o b je c ts , 

im p le m e n te d  as  a n  e x te n s io n  o f  th e  O r a c le  D B M S  [2 ].
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C o u n t  q u e r i e s  a n d  q u e r i e s  r e f e r r i n g  t o  n o n - s p a t i a l  n o n - t e m p o r a l  d a t a  ( e . g . ,  “ f i n d  t h e  a v e r ­

a g e  a g e  o f  t h e  r e c o r d e d  p o p u l a t i o n ” )  a r e  h a n d l e d  b y  c o m m o n  s t r a t e g i e s  f o r  q u e r y  r e s t r i c t i o n  

a n d  K - a n o n y m i t y  f o r  r e l a t i o n a l  d a t a  [ 1 0 , 1 5 0 ] .  H o w e v e r ,  i n  t h i s  p a p e r ,  w e  f o c u s  o u r  a t t e n ­

t i o n  o n  s p a t i a l / t e m p o r a l  a n d  s p a t i o t e m p o r a l  q u e r i e s .  P r o v i d e d  w i t h  s u c h  a  q u e r y ,  t h e  q u e r y  

e n g i n e  i d e n t i f i e s  t h e  r e c o r d s  i n  t h e  d a t a b a s e  t h a t  f o r m u l a t e  t h e  c o r r e c t  a n s w e r .  I f  t h e  s i z e  o f  

t h e  a n s w e r  s e t  i s  R <  K , t h e  s y s t e m  n e e d s  t o  p r o d u c e  K - R  f a k e  r e c o r d s  o f  d u m m y  t r a j e c t o ­

r i e s  t o  e n s u r e  t r a j e c t o r y  K - a n o n y m i t y 2 , u n l e s s  t h e s e  f a k e  r e c o r d s  h a v e  b e e n  a l r e a d y  p l a c e d  

i n  t h e  d a t a b a s e  f r o m  a  p r e v i o u s  a p p l i c a t i o n  o f  t h e  p r o p o s e d  t e c h n i q u e .  T h e  a n s w e r  s e t  i s  

f o r m u l a t e d  b y  t h e  u n i o n  o f  a l l  t h e  r e a l  r e c o r d s  a l o n g  w i t h  t h e  f a k e s  s o  a s  t o  r e a c h  a  c a r d i ­

n a l i t y  o f  K .  T h e  d u m m y  t r a j e c t o r i e s  a r e  p r o d u c e d  t h r o u g h  i n t e r p o l a t i o n  a p p l i e d  o n  t h e  r e a l  

t r a j e c t o r i e s  ( s e e  S e c t i o n  1 4 . 2 . 3 ) .  O n c e  p r o d u c e d ,  t h e  d u m m y  t r a j e c t o r i e s  a r e  m a i n t a i n e d  i n  

t h e  d a t a b a s e  a l o n g  w i t h  t h e  r e a l  u s e r  t r a j e c t o r i e s  f o r  c o h e r e n c e  p u r p o s e s ;  f o l l o w u p  q u e r i e s  

t o  t h e  d a t a b a s e  s h o u l d  p r o d u c e  c o m p a t i b l e  a n s w e r s  w i t h  r e s p e c t  t o  p a s t  q u e r i e s .  O n  t h e  

o t h e r  h a n d ,  i f  t h e  n u m b e r  o f  r e t r i e v e d  r e c o r d s  s u f f i c e  t o  p r o v i d e  K - a n o n y m i t y ,  t h e  r e c o r d s  

a r e  r e t u r n e d  a s - i s  t o  t h e  u s e r ,  w i t h o u t  t h e  i n c o r p o r a t i o n  o f  a n y  f a k e s .  I n  e v e r y  c a s e ,  a l o n g  

w i t h  t h e  a n s w e r  t o  t h e  q u e r y  r e t u r n e d  t o  t h e  u s e r ,  t h e  s y s t e m  p r o v i d e s  i n f o r m a t i o n  r e g a r d i n g  

t h e  p e r c e n t a g e  o f  t h e  r e a l  r e c o r d s  t o  t h e  r e t u r n e d  a n s w e r  s e t .

14.2.2 Queries for Trajectory Data

T h e  q u e r y  e n g i n e  c a n  h a n d l e  q u e r i e s  f o r  b o t h  t r a j e c t o r y  a n d  n o n - t r a j e c t o r y  d a t a .  Q u e r i e s  

f o r  n o n - t r a j e c t o r y  d a t a  i n c l u d e  a l l  t y p e s  o f  q u e r i e s  t h a t  r e s u l t  e i t h e r  i n  c o u n t / a g g r e g a t e  d a t a  

o r  i n  a c t u a l  v i e w s  o f  r e c o r d s  t h a t  d o  n o t  i n c l u d e  t h e  t r a j e c t o r y  c o m p o n e n t  ( a t t r i b u t e ) .  I n  

t h e  c a s e  o f  c o u n t  q u e r i e s ,  t h e  s y s t e m  r e f r a i n s  f r o m  p r o v i d i n g  a n  a n s w e r  t h a t  w a s  c o m p u t e d  

b y  u s i n g  l e s s  t h a n  K  r e c o r d s .  F o r  e x a m p l e ,  a  q u e r y  f o r  t h e  n u m b e r  o f  u s e r s  t h a t  h a v e  

a g e  u n d e r  1 6  w i l l  b e  s e r v i c e d  o n l y  i f  a t  l e a s t  K  u s e r s  m a t c h  t h i s  a g e  l i m i t .  T h e  s a m e  

a p p r o a c h  h o l d s  w h e n  q u e r y i n g  f o r  a g g r e g a t e  d a t a  ( e . g . ,  a v e r a g e s  o v e r  n o n - t r a j e c t o r y  d a t a )

2B y  e le v a t in g  th e  d e f in i t io n  o f  K - a n o n y m i ty  [1 5 0 ] f ro m  r e la t io n a l  to  t r a je c to ry  d a ta , a  u s e r  is  K -  

a n o n y m o u s  i f  h e /s h e  c a n  b e  m a tc h e d  to  a n y  a m o n g  K  d i f f e r e n t  t r a je c to r ie s  ( c o m m o n ly  r e fe r r e d  to  a s  th e  

anonymity set). In  th e  b e s t  c a s e  s c e n a r io ,  g iv e n  K  t r a je c to r ie s ,  a  u s e r  c a n  b e  m a tc h e d  to  th e  c o r r e c t  o n e  w i th  a  

p r o b a b i l i ty  o f  1 / K .
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F i g u r e  1 4 . 2 :  T h e  s u p p o r t e d  t y p e s  o f  q u e r i e s  w h e n  r e q u e s t i n g  t r a j e c t o r y  d a t a .

o r  r e q u e s t i n g  r e c o r d s  f r o m  t h e  d a t a s e t  t h a t  d o  n o t  c o n t a i n  t h e  t r a j e c t o r y  c o m p o n e n t  ( e . g . ,  

“ l i s t  a l l  u s e r s  h a v i n g  a  y e a r l y  i n c o m e  a b o v e  $ 1 5 , 0 0 0 ” ) .  I n  a l l  s u c h  c a s e s ,  i f  K - a n o n y m i t y  

c a n n o t  b e  s a t i s f i e d ,  t h e  q u e r y  e n g i n e  d e n i e s  a n s w e r i n g  t h e  q u e r y .  I n  w h a t  f o l l o w s ,  w e  f o c u s  

o u r  a t t e n t i o n  o n  t h e  s u p p o r t e d  q u e r i e s  f o r  t r a j e c t o r y  d a t a .  F i g u r e  1 4 . 2  s u m m a r i z e s  t h e m .

R a n g e  a n d  N e a r e s t  N e i g h b o r  Q u e r i e s

I n  r a n g e  q u e r i e s  ( s e e  F i g u r e  1 4 . 2 ( i ) )  t h e  o b j e c t i v e  i s  t o  i d e n t i f y  u s e r  t r a j e c t o r i e s  t h a t  e i t h e r  

( i )  l i e  w i t h i n  a  p r e d e f i n e d  s p a t i a l ,  t e m p o r a l  o r  s p a t i o t e m p o r a l  r e g i o n ,  o r  ( i i )  a r e  w i t h i n  a  

g i v e n  d i s t a n c e  d  w i t h  r e s p e c t  t o  a  p o i n t  o f  r e f e r e n c e .  I n  w h a t  f o l l o w s ,  w e  p r o v i d e  s o m e  

e x a m p l e s  o f  r a n g e  q u e r i e s :

Q 1  “ F i n d  a l l  u s e r  t r a j e c t o r i e s  t h a t  c r o s s e d  t h e  p a r k ” .

Q 2  “ F i n d  a l l  u s e r  t r a j e c t o r i e s  o n  T u e s d a y  1 / 1 / 2 0 0 8 ,  f r o m  6 a m  t o  1 0 a m ” .

Q 3  “ F i n d  a l l  u s e r  t r a j e c t o r i e s  t h a t  c r o s s e d  t h e  p a r k  t h i s  M o n d a y ,  f r o m  6 a m  t o  1 0 a m ” .

Q 4  “ F i n d  a l l  u s e r  t r a j e c t o r i e s  t h a t  a r e  a t  m o s t  1 K m  a w a y  f r o m  t h e  C o m p u t e r  S c i e n c e  D e ­

p a r t m e n t  o f  t h e  U n i v e r s i t y  o f  M i n n e s o t a ” .

I n  k  N e a r e s t  N e i g h b o r  ( k - N N )  q u e r i e s ,  t h e  o b j e c t i v e  i s  t o  i d e n t i f y  t h e  k  n e a r e s t  

n e i g h b o r s  g i v e n  a  p o i n t  o f  r e f e r e n c e .  A n  e x a m p l e  o f  a  k - N N  q u e r y  i s :

Q 5  “ F i n d  t h e  f i v e  u s e r  t r a j e c t o r i e s  t h a t  a r e  c u r r e n t l y  c l o s e s t  t o  t h e  p a r k ” .
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F r o m  t h e  p e r s p e c t i v e  o f  t h e  q u e r y  e n g i n e ,  a l l  o f  t h e  Q 1 - Q 5  q u e r i e s  a r e  h a n d l e d  i n  

e x a c t l y  t h e  s a m e  m a n n e r .  F i r s t ,  t h e  a n s w e r  s e t  i s  c o m p u t e d  b a s e d  o n  t h e  c u r r e n t  i n f o r m a t i o n  

o f  t h e  d a t a b a s e .  I f  i t  r e s p e c t s  t h e  r e q u i r e m e n t s  o f  K - a n o n y m i t y  t h e n  t h i s  a n s w e r  s e t  i s  

r e t u r n e d  t o  t h e  u s e r .  O n  t h e  c o n t r a r y ,  i f  i t  f a i l s  t o  p r e s e r v e  K - a n o n y m i t y  ( e . g . ,  w h e n  k <  K )  

t h e n  a  s e t  o f  f a k e  r e c o r d s  i s  c r e a t e d  t o  e l e v a t e  t h e  s i z e  o f  t h e  a n s w e r  s e t  t o  K .

L a n d m a r k  Q u e r i e s

I n  l a n d m a r k  q u e r i e s  ( s e e  F i g u r e  1 4 . 2 ( i i ) ) ,  t h e  o b j e c t i v e  o f  t h e  i n q u i r e r  i s  t o  i d e n t i f y  u s e r  

t r a j e c t o r i e s  t h a t  h a v e  a  s t a n d a r d  s t a r t / e n d  p o i n t  a n d / o r  p a s s  t h r o u g h  o n e  o r  m o r e  g i v e n  i n ­

t e r m e d i a t e  p o i n t s .  A l l  t h e s e  p o i n t s  a r e  c a l l e d  landmarks. A  l a n d m a r k  q u e r y  c a n  b e  e i t h e r  

s p a t i a l  o r  s p a t i o t e m p o r a l .  E x a m p l e s  f o l l o w :

Q 6  “ F i n d  a l l  u s e r  t r a j e c t o r i e s  t h a t  s t a r t  f r o m  t h e  m u s e u m ,  m o v e  t o  t h e  l i b r a r y  a n d  e n d  a t  

t h e  n a t i o n a l  g a r d e n ” .

Q 7  “ F i n d  a l l  u s e r  t r a j e c t o r i e s  t h a t  v i s i t e d  t h e  c a f e  l a s t  T u e s d a y  a t  8 a m  a n d  t h e n  t h e  U S  

b a n k  a t  9 p m ” .

I n  t h e  c a s e  t h a t  a t  l e a s t  o n e  o f  t h e  s t a r t / e n d  l a n d m a r k s  i s  n o t  s p e c i f i e d ,  t h e  u s e r  n e e d s  

t o  s u p p l y  a  r e c t a n g l e  r e g i o n  t h a t  i n c l u d e s  a l l  l a n d m a r k s  a n d  s e r v e s  a s  t h e  s p a c e  w i t h i n  w h i c h  

t h e  r e t u r n e d  t r a j e c t o r i e s  a r e  d e p i c t e d .

R o u t e  Q u e r i e s

I n  r o u t e  q u e r i e s  ( s e e  F i g u r e  1 4 . 2 ( i i i ) ) ,  t h e  o b j e c t i v e  i s  t o  i d e n t i f y  u s e r  t r a j e c t o r i e s  t h a t  f o l ­

l o w e d  a  c o m m o n  p r e d e t e r m i n e d  r o u t e .  I n  c o n t r a s t  t o  l a n d m a r k  q u e r i e s ,  i n  r o u t e  q u e r i e s  

a l l  p o i n t s  i n  t h e  r o u t e  n e e d  t o  b e  p a r t  o f  t h e  r e t r i e v e d  t r a j e c t o r i e s .  F u r t h e r m o r e ,  t h e  i n ­

q u i r e r  n e e d s  a l s o  t o  s u p p l y  a  r e c t a n g l e  r e g i o n  w h i c h  c o n t a i n s  t h e  r o u t e  a n d ,  a s  i n  t h e  c a s e  

o f  t h e  l a n d m a r k  q u e r i e s ,  l a y s  o u t  t h e  a r e a  w i t h i n  w h i c h  t h e  r e t u r n e d  t r a j e c t o r i e s  s h o u l d  b e  

d e p i c t e d .  H e r e  a r e  t w o  e x a m p l e s  o f  r o u t e  q u e r i e s :
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Q 8  “F ind  all u ser trajectories that entered  the bridge a t po in t A, continued to the highw ay 

at po in t B and left the h ighw ay at exit C ” .

Q 9  “F ind  all user trajectories that entered the bridge (point A) a t 8:30am  today, continued 

to the h ighw ay (point B) and left the h ighw ay (exit C) at 8:40am ” .

14.2.3 Interpolation Strategies

Fake records are created  by  applying in terpolation  techniques on the real data. In  w hat 

follow s, w e consider two types o f  interpolation: num erical data  in terpolation  and trajectory 

data  in terpolation. In bo th  cases w e assum e that K - R  fake records have to be produced, 

w here R is the num ber o f  real records in  the answ er set.

N u m e r i c a l  D a t a

N um erical data  in terpolation  involves the selection o f  appropriate values to fill in  the n u ­

m erical fields o f  the fake records. Selected values should lie  close to the ones o f  the real 

records, w hile preserving the basic statistical p roperties o f  the answ er set; that is the m in i­

m um , m axim um  and average. Suppose that we w ant to set the attribute values o f  a  num eri­

cal attribute for the fake records. F irst, w e generate K —R  em pty records and w e random ly 

partition  them  into pairs o f  two. Then, we calculate the m ean m o f  the R records w ith  re ­

spect to the considered num erical attribute and we identify  the (signed) m inim um  dmin and 

the m axim um  dmax deviation o f  the R records from  the m ean. For each pair o f  fake records 

w e random ly select tw o values ± d  e  [dmin, dmax] and w e set the attribute value o f  one record 

to m — d  and o f  the o ther record  to m +  d . Finally, i f  the num ber o f  fake records is odd, the 

attribute o f  the n o n -p a ired  record  is assigned to the m ean m.

T r a j e c t o r y  D a t a

The interpolation  o f  trajectory  data  proceeds in  an  iterative fashion. The proposed technique 

random ly  selects at each  step a  pa ir o f  trajectories from  the answ er set. Then, for the se­

lected  trajectories, it  sw eeps the x -a x is  (see F igure 14.3) to collect their location  updates in
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a sorted way. For each collected location update, the algorithm  identifies the corresponding 

(x, y, t ) point on the o ther trajectory that has the sam e x -coo rd inate . This is accom plished 

by utilizing know ledge regarding the in itially  applied trajectory reconstruction  approach. 

For exam ple, H ER M ES [138,139] supports the m ovem ent types presented  in F igure 14.4. 

H aving identified the tw o points, the algorithm  com putes a new  point (x, y f , t ), w here y f is 

the average o f the tw o y-coord inates. By follow ing the sam e process for all available lo ­

cation updates, com ing from  the tw o selected trajectories, a set o f fake location updates is 

created for the dum m y trajectory. Follow ing that, the algorithm  “reconstructs” the m ove­

m ent o f the dum m y trajectory by using the sam e reconstruction  approach as the one o f the 

real trajectories. For exam ple, by using H ER M ES, any o f the available m ovem ent functions 

(i.e. linear, arc, constant) show n in F igure 14.4 w ill do. As a last step, the created dum m y 

trajectory is inserted  to the current answ er set, as w ell as to the database, and the algorithm  

proceeds to the next iteration, until the answ er set offers K -anonym ity .

A  slight enhancem ent is needed to the presented  algorithm  in the case o f range 

queries, in  order to handle the trajectories that are nearest to the border o f the considered 

spatial/tem poral or spatiotem poral area. If  the algorithm  is left as is, then these trajecto-
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F i g u r e  1 4 . 4 :  B a s i c  m o v e m e n t  t y p e s  s u p p o r t e d  b y  H E R M E S .

r i e s  w i l l  a l w a y s  b e  r e a l .  T o  f i x  t h i s  i s s u e ,  t h e  a l g o r i t h m  c o n s i d e r s  t h e  e x i s t e n c e  o f  t w o  

t r a j e c t o r i e s  t h a t  r e p r e s e n t  c o n s t a n t  m o v e m e n t  a n d  t o u c h  t h e  y  =  y min a n d  y  =  y max b o r d e r s ,  

r e s p e c t i v e l y .  T h e s e  d u m m y  t r a j e c t o r i e s  w i l l  n o t  b e  p a r t  o f  t h e  a n s w e r  s e t .  H o w e v e r ,  t h e i r  

e x i s t e n c e  a l l o w s  t h e  a l g o r i t h m  t o  p r o d u c e  o t h e r  d u m m i e s  t h a t  w i l l  l i e  i n - b e t w e e n  t h e  r e a l  

n e a r e s t  t r a j e c t o r i e s  t o  t h e  b o r d e r s  a n d  t h e  r e s p e c t i v e  b o r d e r .  F o r  e x a m p l e ,  i n  F i g u r e  1 4 . 3 ,  

d u m m y  t r a j e c t o r i e s  u  a n d  v a r e  u s e d  f o r  t h i s  r e a s o n .  T h e  e x i s t e n c e  o f  u  e n a b l e s  t h e  g e n ­

e r a t i o n  o f  a  d u m m y  t r a j e c t o r y  i n - b e t w e e n  u  a n d  a . T h e  s a m e  h o l d s  f o r  t r a j e c t o r i e s  c a n d  

v . I n  t h e  c a s e  o f  l a n d m a r k  a n d  r o u t e  q u e r i e s  t h e  t r a j e c t o r i e s  u  a n d  v a r e  a l s o  u s e d  b u t  t h e  

l a n d m a r k s  a r e  p r e s e r v e d  w h e n  g e n e r a t i n g  t h e  n e w  t r a j e c t o r i e s .

14.2.4 An Example of Use

H a v i n g  p r e s e n t e d  t h e  e l e m e n t s  o f  t h e  p r o p o s e d  t r a j e c t o r y  q u e r y  e n g i n e ,  w e  p r o c e e d  t o  

p r e s e n t  a n  e x a m p l e  o f  i t s  u s e .  C o n s i d e r  t h e  t a b l e  o f  F i g u r e  1 4 . 1 ,  w h e r e  t h e  d a t a b a s e  h o l d e r  

r e q u i r e s  K  =  6  a n o n y m i t y .  I n i t i a l l y ,  i t  c o n s i s t s  o n l y  o f  r e a l  t r a j e c t o r i e s .  A  u s e r  p o s e s  a  

r a n g e  q u e r y  t o  t h e  d a t a b a s e ,  r e q u e s t i n g  a l l  t r a j e c t o r i e s  t h a t  l i e  w i t h i n  a  g i v e n  s p a t i o t e m p o r a l  

r e g i o n .  A s s u m e  t h a t  f r o m  t h e  w h o l e  d a t a b a s e ,  o n l y  t r a j e c t o r i e s  a, b  a n d  c s a t i s f y  t h e  q u e r y .  

A s  a  r e s u l t ,  t h e  q u e r y  e n g i n e  h a s  t o  c r e a t e  t h r e e  f a k e  r e c o r d s  a s  p a r t  o f  t h e  a n s w e r  s e t  t h a t  

w i l l  b e  r e t u r n e d  t o  t h e  i n q u i r e r .  F i r s t ,  t h r e e  r e c o r d s  a r e  c r e a t e d  i n  t h e  d a t a b a s e ,  e a c h  h a v i n g
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a  un ique ID and attribute Dummy set to Y. Second, for each  num erical attribute, the query 

engine applies num erical in terpolation  to set its value. A ttribute Age has a  m ean m o f  33 

and a  deviation o f  [min — m, m ax — m] =  [ -7 ,5 ]  around the m ean. Since we have three fake 

records, one w ill be assigned the m ean value (record h ) and for the o ther two w e need to 

select tw o values ± d  G [—7,5]. Suppose that we select d  =  ± 2 . T hen, one record  w ill have 

Age = 31 (record f ) and the o ther record  Age = 35 (record g ). The exact sam e process is 

follow ed for variable Income. The pairs o f  fake records are random ly form ulated  prior to 

each  num erical attribute specification.

A fter assigning values to all num erical attributes, the query engine has to create 

dum m y trajectories to be associated  to the fake records. For clarity  purposes, in  F igure 

14.3, w e p resen t the generation  process for one dum m y, considered to be assigned to record 

f . W e assum e that a t one iteration  the trajectory in terpolation  algorithm  chooses trajectories 

b  and c  as the drivers for the generation  o f  dum m y trajectory  f . B y sw eeping the x -a x is , the 

location  updates from  these tw o trajectories are collected in  the sequence from  1 to 10 (see 

F igure 14.3). A t each stop o f  the sw eeping line (e.g., 1 , 2 , . . . ) ,  the algorithm  com putes the 

m ean value in  the y -a x is  for the two driver trajectories and generates a  “location  update” 

(x,y avg, t ) for the dum m y trajectory. A t the end, the algorithm  applies the sam e reconstruc­

tion strategy that w as used  for the real trajectories o f  the dataset, to decide how  consecutive 

location  updates w ill be connected  to each  other. O nce created, trajectory f  is added both  

to the database (for coherence purposes) and to the current answ er set. A s a  final com m ent, 

notice that the generated  dum m y trajectories can be chosen at follow ing iterations o f  the tra­

jec to ry  interpolation  algorithm  as drivers for the construction  o f  new  dum m ies. However, 

w e do no t allow  the sam e pair o f  drivers to be used m ore than once.

14.2.5 Handling of Attacks

In w hat follow s, we m otivate the two types o f  a ttack  that a  m alevolent user has at h is/her 

disposal to com prom ise the dataset, and w e provide a  m ethodology that aim s at shielding 

the proposed query engine against such attacks.
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U s e r  I d e n t i f i c a t i o n  A t t a c k

I n  t h e  u s e r  i d e n t i f i c a t i o n  a t t a c k ,  t h e  s n o o p e r  c r e a t e s  a  s e t  o f  q u e r i e s  t h a t  o v e r l a p  i n  t h e  

s e t  o f  a t t r i b u t e - v a l u e  p a i r s  i n  a n  a t t e m p t  t o  i n c r e a s e  h i s / h e r  c o n f i d e n c e  r e g a r d i n g  t h e  r e a l  

i d e n t i t y  o f  a  u s e r .  A  s e t  o f  a p p r o a c h e s  f o r  t h e  h a n d l i n g  o f  u s e r  i d e n t i f i c a t i o n  i n  s t a t i s t i c a l  

d a t a b a s e s  i n  p r e s e n t e d  i n  [ 1 0 ] .  I n  t h i s  w o r k  w e  a r e  i n t e r e s t e d  i n  t h e  f o r m u l a t i o n  o f  t h i s  

a t t a c k  b y  m e a n s  o f  q u e r i e s  t h a t  e x p o s e  t r a j e c t o r y  d a t a .  C o n s i d e r  t h e  r a n g e  q u e r y  o f  F i g u r e  

1 4 . 2 ( i )  t h a t  r e t u r n s  t h e  t r a j e c t o r i e s  o f  r e g i o n  A . B y  a s s u m i n g  4 - a n o n y m i t y ,  t h e  q u e r y  e n g i n e  

p r o d u c e s  a  d u m m y  t r a j e c t o r y  p  t h a t  i s  t h e  r e s u l t  o f  i n t e r p o l a t i o n  o n  t r a j e c t o r i e s  o  a n d  q .  T h e  

r e a l  t r a j e c t o r i e s  o ,  q  a n d  r  a l o n g  w i t h  t h e  d u m m y  t r a j e c t o r y  p  s a t i s f y  4 - a n o n y m i t y .  N o w ,  

s u p p o s e  t h a t  a  s n o o p e r  w a n t s  t o  i d e n t i f y  w h e t h e r  t r a j e c t o r y  o  i s  r e a l  o r  d u m m y .  T o  d o  s o ,  

h e / s h e  s e l e c t s  a  r e g i o n  B t h a t  i s  p a r t  o f  t h e  p r e v i o u s  r e g i o n  A a n d  c o n t a i n s  t r a j e c t o r y  o .  T h e n ,  

t h e  s n o o p e r  p o s e s  a  q u e r y  t o  t h e  e n g i n e ,  r e q u e s t i n g  t h e  a v a i l a b l e  t r a j e c t o r i e s  i n  r e g i o n  B . I f  

t h e  q u e r y  e n g i n e  a n s w e r s  t h i s  q u e r y ,  i t  w i l l  r e t u r n  t r a j e c t o r y  o  a n d  p a r t  o f  t r a j e c t o r y  p ,  a l o n g  

w i t h  t w o  d u m m y  t r a j e c t o r i e s  f o r  t h e  o f f e r i n g  o f  4 - a n o n y m i t y  i n  r e g i o n  B . A s  a  r e s u l t ,  a n d  

s i n c e  t h e  i n q u i r e r  k n o w s  t h e  t r a j e c t o r i e s  o f  r e g i o n  A , h i s / h e r  c o n f i d e n c e  r e g a r d i n g  t r a j e c t o r y  

o  w i l l  d r a m a t i c a l l y  i n c r e a s e  f r o m  1 / 4  ( a s  o f  r e g i o n  A )  t o  1 / 2  ( d u e  t o  r e g i o n  B) .  I t  i s  e v i d e n t  

t h a t  s u c h  a n  a t t a c k  c a n  b r e a c h  t h e  a n o n y m i t y  m o d e l  t h a t  i s  e n f o r c e d  b y  t h e  q u e r y  e n g i n e .

T o  p r o h i b i t  t h e  u s e r  i d e n t i f i c a t i o n  a t t a c k ,  w e  t a k e  a d v a n t a g e  o f  t h e  a u d i t i n g  m e c h ­

a n i s m  [ 1 0 , 9 2 ] ,  a s  a p p l i e d  t o  r e l a t i o n a l  d a t a ,  a n d  t r a n s f o r m  i t  t o  o p e r a t e  o n  s p a t i o t e m p o r a l  

d a t a .  I n  a u d i t i n g ,  t h e  s y s t e m  h o l d s  u p - t o - d a t e  l o g s  o f  a l l  t h e  q u e r i e s  i n i t i a t e d  b y  e a c h  u s e r  

a n d  c h e c k s  f o r  a  c o m p r o m i s e ,  w h e n e v e r  a  n e w  q u e r y  i s  i s s u e d  b y  t h e  u s e r .  I n  o u r  c a s e ,  w e  

n e e d  t o  k e e p  t r a c k  o f  t h e  s p a t i o t e m p o r a l  r e g i o n s  c o n t a i n i n g  t h e  t r a j e c t o r i e s  t h a t  f o r m u l a t e  

t h e  a n s w e r  s e t  t o  e a c h  q u e r y .  T h e n ,  w h e n e v e r  t h e  u s e r  p o s e s  a  n e w  q u e r y ,  t h e  q u e r y  e n g i n e  

s c a n s  t h e  u s e r  h i s t o r y  t o  e x a m i n e  i f  t h e  s p a t i o t e m p o r a l  a r e a  i n  t h e  n e w  q u e r y  o v e r l a p s  w i t h  

t h e  a r e a  o f  a  p r e v i o u s  q u e r y .  I n  t h i s  c a s e ,  t h e  s y s t e m  d e n i e s  a n s w e r i n g  t h e  q u e r y .  O t h e r ­

w i s e ,  t h e  s y s t e m  p r o c e e d s  t o  a n s w e r  t h e  q u e r y  a n d  s u b s e q u e n t l y  s t o r e s  t h e  c o r r e s p o n d i n g  

s p a t i o t e m p o r a l  a r e a  i n  t h e  u s e r  h i s t o r y .  T h e  a r e a  t o  b e  s t o r e d  i s  t h e  M B R  o f  t h e  t r a j e c t o r i e s  

t h a t  a p p e a r  i n  t h e  a n s w e r  s e t  ( i n c l u d i n g  t h e  d u m m i e s ) .  F u r t h e r m o r e ,  a l l  c o m p u t e d  M B R s
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F i g u r e  1 4 . 5 :  S p a t i o t e m p o r a l  a u d i t i n g  t o  h a n d l e  u s e r  i d e n t i f i c a t i o n .

a r e  a p p r o p r i a t e l y  i n d e x e d  t o  a l l o w  f o r  e f f i c i e n t  r e t r i e v a l .  F o r  a  s e t  o f  p o s s i b l e  i n d e x i n g  

s c h e m e s  ( e . g . ,  S T R - t r e e  a n d  T B - t r e e ) ,  o n e  c a n  c o n s u l t  [ 1 1 9 ] .  A n  e x a m p l e  o f  t h e  o p e r a t i o n  

o f  t h i s  a p p r o a c h  a p p e a r s  i n  F i g u r e  1 4 . 5 ,  w h e r e  f o u r  M B R s  c a p t u r e  t h e  a r e a s  o f  d e n i a l  f o r  

s u b s e q u e n t  q u e r i e s  i s s u e d  b y  a  s p e c i f i c  u s e r .

A n  e x t e n s i o n  o f  t h e  a u d i t i n g  m e c h a n i s m  i s  a p p l i e d  o n  t r a j e c t o r i e s  t h a t  b e l o n g  t o  

e a s i l y  i d e n t i f i a b l e  p e o p l e ,  s u c h  a s  B i l l  G a t e s  o r  L u c k y  L u c k !  S p e c i f i c a l l y ,  t o  a v o i d  p r o v i d ­

i n g  t r a j e c t o r y  i n f o r m a t i o n  f o r  i n d i v i d u a l s  w h o  c a n  b e c o m e  t a r g e t s  o f  a t t a c k ,  o u r  a p p r o a c h  

d e n i e s  a n s w e r i n g  q u e r i e s  i n  a r e a s  t h a t  c o n t a i n  V I P ’s  t r a j e c t o r i e s .

S e q u e n t i a l  T r a c k i n g  A t t a c k

I n  t h e  s e q u e n t i a l  t r a c k i n g  a t t a c k ,  t h e  s n o o p e r  a t t e m p t s  t o  “ f o l l o w ”  a  u s e r  t r a j e c t o r y  i n  t h e

d a t a b a s e ,  t h r o u g h  a  s e t  o f  f o c u s e d  q u e r i e s  o n  s p a t i o t e m p o r a l  r e g i o n s  t h a t  a r e  a d j a c e n t 3 t o

e a c h  o t h e r .  I f  n o  s p e c i a l  a c t i o n  i s  t a k e n  o n  b e h a l f  o f  t h e  q u e r y  e n g i n e  t h e n  t h e  a t t a c k e r  w i l l

3B y  a d ja c e n c y  w e  m e a n  th a t  th e  c o r re s p o n d in g  M B R  e n c lo s u re s  o f  th e  tw o  re g io n s  e i th e r  to u c h  o r  a re  w ith in  

a  s h o r t  d is ta n c e  f ro m  e a c h  o th e r .
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F i g u r e  1 4 . 6 :  S p a t i o t e m p o r a l  a u d i t i n g  t o  h a n d l e  s e q u e n t i a l  t r a c k i n g .

b e  a b l e  t o  ( i )  i n c r e a s e  h i s / h e r  c o n f i d e n c e  r e g a r d i n g  t h e  r e a l  a n d  t h e  d u m m y  t r a j e c t o r i e s  t h a t  

w e r e  p r o v i d e d  a s  a n s w e r s  o f  p a s t  q u e r i e s ,  a n d  ( i i )  b e  c e r t a i n  t h a t  t h e  t r a j e c t o r y  t h a t  h e / s h e  

c u r r e n t l y  “ f o l l o w s ”  b e l o n g s  t o  a  r e a l  u s e r  a n d  i s  n o t  d u m m y .

C o n s i d e r  t h e  r a n g e  q u e r i e s  Q 1 - Q 4  o f  F i g u r e  1 4 . 6 .  W h e n  a  s n o o p e r  p o s e s  q u e r y  Q 1  

t o  t h e  d a t a b a s e ,  t h e  q u e r y  e n g i n e  w i l l  r e t u r n  t h e  t r a j e c t o r y  s h o w n  i n  t h e  M B R ,  a l o n g  w i t h  

K - 1  o t h e r  t r a j e c t o r i e s  i n  o r d e r  t o  s a t i s f y  t h e  r e q u i r e m e n t s  o f  K - a n o n y m i t y .  T h e n ,  a s s u m e  

t h a t  t h e  s n o o p e r  p o s e s  q u e r y  Q 2 ,  r e q u e s t i n g  t h e  t r a j e c t o r i e s  t h a t  e x i s t  i n  a  r e g i o n  t h a t  i s  

a d j a c e n t  ( h e r e  t o u c h e s )  t o  t h a t  o f  Q 1 .  T h e  r e a l  t r a j e c t o r y  t h a t  w a s  p a r t  o f  t h e  a n s w e r  s e t  o f  

Q 1  w i l l  a l s o  a p p e a r  i n  Q 2  a n d  t h e  d e p i c t e d  m o v e m e n t  w i l l  c o n t i n u e  s m o o t h l y ,  a s  i s  s h o w n  

o n  F i g u r e  1 4 . 6 .  T o  s a t i s f y  K - a n o n y m i t y  i n  t h e  r e g i o n  o f  Q 2 ,  t h e  q u e r y  e n g i n e  w i l l  r e t r i e v e  

a n y  o t h e r  r e a l  t r a j e c t o r i e s  i n  t h i s  r e g i o n  a n d  ( p o s s i b l y )  g e n e r a t e  s o m e  d u m m i e s .  H o w e v e r  

a  n a i v e  d u m m y  g e n e r a t i o n  a l g o r i t h m ,  w i l l  p r o d u c e  d u m m i e s  b y  t a k i n g  i n t o  c o n s i d e r a t i o n  

o n l y  t h e  r e g i o n  o f  Q 2  a n d  n o t  t h a t  o f  Q 1 .  A s  a  r e s u l t ,  t h e  s n o o p e r  w i l l  e a s i l y  s p o t  t h e  

d u m m i e s  a m o n g  t h e  r e a l  t r a j e c t o r i e s  a n d  w i l l  a l s o  b e  c e r t a i n  t h a t  t h e  t r a j e c t o r y  t h a t  h e / s h e

153

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



Figure 14.7: D efending the database from  sequential tracking.

“follow s” is real; no dum m y trajectory spans from  the region o f Q1 to that o f Q2. The sam e 

situation holds throughout the w hole route o f the user from  the M B R  o f Q1 to that o f Q4 

and, as a result, the snooper succeeds in tracking a real user to h is/her destination (i.e. in 

the presented  exam ple to h is/her hom e, as indicated  in the M B R  o f Q4).

The situation w e ju s t described is captured in F igure 14.7(i), w here 3-anonym ity  

is considered. The trajectories appearing w ith solid lines are real, w hile those w ith dotted 

lines are dum m ies. As one can observe, the answ er o f Q 2 uncovers the dum m y trajectory 

in Q1, since the “user” m ovem ent in Q1 abruptly discontinues in  Q2. As a result, the con­

fidence o f a snooper regarding the real trajectories in Q1 w hen he/she receives the answ er 

corresponding to query Q2, increases from  1 /3  to 1 /2 . Furtherm ore, i f  the user has know l­

edge o f the dum m y generation schem e that is used, then he/she can be confident that the 

sole trajectory that spans from  the region o f Q1 to that o f Q 2 is real. Thus, by continuing 

the sequential tracking attack, the snooper effectively achieves to track  dow n a real user 

appearing in the dataset to h is/her destination.

To prohibit sequential tracking, w e use auditing (as before) to identify  queries to 

regions that lie in  the spatiotem poral neighborhood o f past queries. If  such a query is posed, 

w e follow  the approach show n in F igure 14.7(ii). Specifically, our proposed algorithm  aim s 

at confusing the snooper regarding the real and the dum m y trajectories by continuing the 

m ovem ent o f dum m ies in  adjacent regions. A lthough alternative solutions m ay be devised 

to tackle this attack, w e consider the proposed approach to be both  sim ple and effective.
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Algorithm 14.1 Computation of count/aggregate non-trajectory queries.
1 fu n c tio n  C o u N T -Q u E R Y (cond, K )
2 conn ^  getC onnection(string) > C onnect to  DB
3 stmt ^  conn.createS tatem ent()
4 rset ^  sim i.executeQ uery(“S E L E C T  count(*) FR O M  d a ta  W H E R E  cond)
5 ans ^  rsei.getV alue(1)
6 i f  ans > K th e n  r e tu rn  ans
7 else
8 ra ise _ e x c e p tio n (“K -anonym ity  v io lation”)

1 fu n c tio n  A G G R E G A T E -Q u E R Y fu n c , attr, cond, K)
2 conn ^  getC onnection(string) > C onnect to  DB
3 stmt ^  conn.createS tatem ent()
4 rset ^  stm t.executeQ uery(“S E L E C T  count(*), func(attr) FR O M  d a ta  W H E R E  cond”)
5 ans ^  rset.getV alue(1)
6 i f  ans > K th e n  r e tu rn  rset.getV alue(2)
7 else
8 ra ise _ e x c e p tio n (“K -anonym ity  v io lation”)

F i r s t ,  t h e  c o n f i d e n c e  o f  t h e  s n o o p e r  r e g a r d i n g  t h e  r e a l  t r a j e c t o r i e s  i n  Q 1  r e m a i n s  t h e  s a m e ,  

s i n c e  t h e  e x i s t e n c e  o f  a  d u m m y  t r a j e c t o r y  c a n n o t  b e  i n f e r r e d .  S e c o n d ,  d u e  t o  t h e  d u m m y  

g e n e r a t i o n  a l g o r i t h m  t h a t  d e s i g n a t e s  t h e  b e h a v i o r  o f  t h e  d u m m i e s ,  t h e  s n o o p e r  c a n n o t  b e  

c o n f i d e n t  t h a t  t h e  t r a j e c t o r y  h e / s h e  f o l l o w s  b e l o n g s  t o  a  r e a l  u s e r  a n d  i s  n o t  d u m m y .  T h u s ,  

g i v e n  a n  a d e q u a t e  v a l u e  o f  K  i n  K - a n o n y m i t y ,  t h e  s n o o p e r  w i l l  b e  d i s c o u r a g e d  t o  p e r f o r m  

s e q u e n t i a l  t r a c k i n g  s i n c e  t h e  o d d s  o f  “ f o l l o w i n g ”  a  r e a l  u s e r  w i l l  b e  c o n s i d e r a b l y  l o w .

14.3 The Supporting Algorithms

T h e  m e t h o d o l o g y  p r e s e n t e d  i n  S e c t i o n  1 4 . 2  i s  i m p l e m e n t e d  a s  a  s e t  o f  a l g o r i t h m s ,  u t i l i z e d  

b y  t h e  q u e r y  e n g i n e  t o  u n d e r t a k e  t h e  n e c e s s a r y  t a s k s  f o r  p r i v a c y  p r e s e r v a t i o n .  I n  w h a t  

f o l l o w s ,  w e  e x p l a i n  t h e  o p e r a t i o n  o f  t h e s e  a l g o r i t h m s  a n d  s h e d  l i g h t  o n  t h e i r  k e y  s t e p s .

A l g o r i t h m  1 4 . 1  c o l l e c t s  f u n c t i o n s  t h a t  o p e r a t e  o n  q u e r i e s  f o r  n o n - t r a j e c t o r y  d a t a .  

S u c h  q u e r i e s  a r e  h a n d l e d  d i f f e r e n t l y  b a s e d  o n  w h e t h e r  t h e y  a r e  c o u n t  q u e r i e s  o r  q u e r i e s  f o r  

a g g r e g a t e  s t a t i s t i c s .  I n  t h e  f i r s t  c a s e ,  t h e  q u e r y  e n g i n e  d i r e c t l y  s e r v i c e s  t h e  u s e r  q u e r y .  I n  

t h e  s e c o n d  c a s e ,  i t  a u g m e n t s  t h e  S E L E C T  s t a t e m e n t  w i t h  a  c o u n t e r  o f  t h e  r e t u r n e d  r e c o r d s ,  

p r i o r  t o  s e r v i c i n g  t h e  q u e r y .  F u r t h e r m o r e ,  i n  a g g r e g a t e  q u e r i e s ,  func(attr)  s i g n i f i e s  t h e  u s e  

o f  a n  S Q L  a g g r e g a t e  f u n c t i o n ,  s u c h  a s  A V G , S U M , M A X  o r  M I N , a p p l i e d  o n  a t t r i b u t e  a ttr  o f  t h e
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1: fu n c tio n  Range-Query(cond, Sgeo, t^n, tend, K)
2: i f  IN_HIST(Sgeo, tstart, tend) th e n
3: ra ise_ ex c ep tio n  (“Privacy threat”)
4: conn ̂  getConnection(string)
5: cstmt ̂  conn.prepareCall(RANGE_QR(Sgeo, tstart, tend))
6: cstmt.execute()
7: i f  #recs(T) > K th e n
8: r e tu rn  T.view(cond)
9: Fake-Gen(K-#recs(T), Sgeo)
10: UPDATE_HIST(Sgeo, tstart, tend)
11: r e tu rn  T.view(cond)

Algorithm 14.2 Computation of range/distance/k-NN trajectory queries.

1: fu n c tio n  kNN-QuERY(condvP,tstari, tend, k, K)
2: create temporary table tmp like data
3: tmp.movement ̂  user trajectories in [tsiart, tend]
4: INSERT INTO T (SELECT * FROM tmp WHERE NN(tmp.f_trajectory(), P) = ‘true’ AND rownum < k)
5: i f  IN_HIST(mbr(aggr(T.f_trajectory())), tstart, tend) th e n
6: ra ise_ ex c ep tio n  (“Privacy threat”)
7: i f  #recs(T) > K th e n
8: r e tu rn  T.view(cond)
9: Fake-Gen(K-#recs(T), mbr(aggr(T.f_trajectory())))
10: UPDATE_HIST(mbr(aggr(T.f_trajectory())), tstart, tend)
11: r e tu rn  T. view(cond)

1: fu n c tio n  DISTANCE-QUERY(cond, Xp, Yp, d , tstart, tend, K ) 
2: Sgeo ^  create_circle (Xp, Yp, d )
3: Ran ge- Query (cond, S geo, tstart, tend, K )

1: P L /S Q L  p ro c e d u re  RANGE_QR(Sgeo, tstart, tend)
2: D E C L A R E
3: CURSOR mobjs IS SELECT movement FROM data
4: mo, mlim Moving_Object
5: geom, g Geometry
6: B E G IN
7: open(mobjs)
8: loop
9: fe tch  mobjs INTO mo
10: e x it w h en  mobjs%NOTFOUND
11: mlim ̂  mo.at_period(tstart, tend)
12: geom ̂  mlim.f_trajectory()
13: g ̂  intersect(geom, Sgeo)
14: i f  g = null th e n
15: INSERT INTO T VALUES (..., intersect(mo, g))
16: close(mobjs)
17: E N D

> Connect to DB 
> Execute PL/SQL routine
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d a t a  t a b l e .  I n  b o t h  c a s e s ,  t h e  W H E R E  c l a u s e  i n  t h e  S E L E C T  s t a t e m e n t  c o p i e s  t h e  c o n d i t i o n  

cond  f r o m  t h e  u s e r  q u e r y .  A f t e r  s e r v i c i n g  t h e  q u e r y ,  t h e  q u e r y  e n g i n e  c o m p u t e s  t h e  n u m b e r  

o f  r e c o r d s  f r o m  t h e  d a t a b a s e  t h a t  w e r e  i n v o l v e d  i n  t h e  a n s w e r .  I t  t h e n  p r o c e e d s  t o  d i s c l o s e  

t h e  a n s w e r  t o  t h e  u s e r ,  o n l y  i f  i t  s a t i s f i e s  t h e  r e q u i r e m e n t s  o f  K - a n o n y m i t y .

A l g o r i t h m  1 4 . 2  c o n t a i n s  f u n c t i o n s  t h a t  h a n d l e  r a n g e  a n d  n e a r e s t  n e i g h b o r s  q u e r i e s .  

F r o m  t h e  a l g o r i t h m i c  s t a n d p o i n t ,  w e  m a k e  a  s l i g h t  d i s t i n c t i o n  b e t w e e n  d i s t a n c e  q u e r i e s  

( e . g . ,  Q 4 )  a n d  r a n g e  q u e r i e s  ( e . g . ,  Q 2 ) .  S p e c i f i c a l l y ,  d i s t a n c e  q u e r i e s  a r e  t r a n s f o r m e d  i n t o  

r a n g e  e q u i v a l e n t s  b y  c o n s t r u c t i n g  t h e  r a n g e  o f  i n t e r e s t  a s  a  c i r c l e  c e n t e r e d  a t  t h e  p r o v i d e d  

l o c a t i o n  P a n d  h a v i n g  a  r a d i u s  o f  d  ( r e q u e s t e d  d i s t a n c e ) .  T o  s e r v i c e  a  r a n g e  q u e r y ,  t h e  a l ­

g o r i t h m  f i r s t  e n s u r e s  t h a t  i t  i n v o l v e s  a  s p a t i a l / t e m p o r a l  o r  s p a t i o t e m p o r a l  r e g i o n  t h a t  b l o c k s  

b o t h  t h e  u s e r  i d e n t i f i c a t i o n  a n d  t h e  s e q u e n t i a l  t r a c k i n g  a t t a c k s .  I f  t h i s  s o  h a p p e n s ,  t h e n  

w i t h  t h e  a i d  o f  a  P L / S Q L  p r o c e d u r e ,  t h e  a l g o r i t h m  c a p t u r e s  t h e  m o v e m e n t  o f  a l l  u s e r s  i n  

t h e  s e l e c t e d  r e g i o n  a n d  s t o r e s  i t  i n  a  t a b l e  T ( s i m i l a r  t o  t h e  o n e  t h a t  h o l d s  t h e  d a t a ) .  T a b l e  

T c o l l e c t s  a l l  u s e r  r e c o r d s  h a v i n g  t r a j e c t o r i e s  i n  t h e  s e l e c t e d  r e g i o n ,  a l o n g  w i t h  t h e  u s e r  

( s u b ) - t r a j e c t o r i e s  i n  t h i s  r e g i o n .  T h e n ,  t h e  a l g o r i t h m  c o u n t s  t h e  n u m b e r  o f  r e c o r d s  i n  t a b l e  

T t o  i d e n t i f y  i f  t h e y  s u f f i c e  f o r  t h e  r e q u i r e m e n t s  o f  K - a n o n y m i t y .  I f  t h i s  i s  t h e  c a s e ,  t h e n  

t h e  a l g o r i t h m  r e t u r n s  t h e  u s e r  r e q u e s t e d  v i e w  o f  t h e  r e s u l t s  ( l i n e  8 ) .  F u n c t i o n  T . v i e w ( c o n d )  

c o r r e s p o n d s  t o  a  S E L E C T  q u e r y  i n  T u s i n g  c o n d i t i o n  cond  i n  t h e  W H E R E  c l a u s e .  O n  t h e  

o t h e r  h a n d ,  i f  t h e  r e t r i e v e d  r e c o r d s  i n  t a b l e  T a r e  i n s u f f i c i e n t  f o r  K - a n o n y m i t y ,  t h e  a l g o ­

r i t h m  r e q u e s t s  t h e  g e n e r a t i o n  o f  t h e  n e e d e d  f a k e s  a n d  s u b s e q u e n t l y  u p d a t e s  t h e  h i s t o r y  o f  

u s e r  q u e r i e s  t o  i n c l u d e  t h e  a n s w e r  r e g i o n  o f  t h e  s e r v i c e d  q u e r y .  T h i s  u p d a t e  i s  n e c e s s a r y  t o  

b l o c k  a n y  f u t u r e  a t t e m p t s  o f  t h e  u s e r  t o  c o m p r o m i s e  t h e  d a t a s e t .

Q u e r i e s  r e q u e s t i n g  t h e  k  n e a r e s t  t r a j e c t o r i e s  t o  a  g i v e n  p o i n t  P , a r e  h a n d l e d  s i m i ­

l a r l y  t o  t h e  r a n g e  q u e r i e s .  T h e  k - N N - Q u e r y  f u n c t i o n ,  p r e s e n t e d  i n  A l g o r i t h m  1 4 . 2 ,  u s e s  a  

t e m p o r a r y  t a b l e  tmp t o  s t o r e  ( a p a r t  f r o m  a l l  n o n - t r a j e c t o r y  a t t r i b u t e s ) ,  a l l  u s e r  t r a j e c t o r i e s  

i n  t h e  s p e c i f i e d  t i m e  i n t e r v a l  ( l i n e s  2 - 3 ) .  B y  u s i n g  t h e  i n f o r m a t i o n  i n  t h i s  t a b l e ,  t h e  a l g o ­

r i t h m  i d e n t i f i e s  t h e  k  n e a r e s t  t r a j e c t o r i e s  t o  p o i n t  P a n d  s t o r e s  t h e  c o r r e s p o n d i n g  r e c o r d s  t o  

t a b l e  T . T h e  u s e r  h i s t o r y  o f  q u e r i e s  i s  t h e n  e x a m i n e d  t o  i d e n t i f y  a  p o t e n t i a l  m a t c h  i n  t h e
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1: fu n c tio n  LANDMARK-QuERY(cond, tstart, tend, K, geom = < P1, P2,. .., Pr >)
2: create temporary table tmp like data
3: tmp.movement ̂  user trajectories in [tstart, tend]
4: INSERT INTO T (SELECT * FROM tmp WHERE

Contains(tmp.f_trajectory(), geom.P1) = ‘true’ AND Contains(tmp.f_trajectory(), geom.P2) = ‘true’ AND ... AND
Contains(tmp.f_trajectory(), geom.Pr) = ‘true’)

5: i f  lN_HlST(mbr(aggr(T.f_trajectory())), tstart, tend) th e n
6: ra ise_ ex c ep tio n  (“Privacy threat”)
7: i f  #recs(T) > K th e n
8: r e tu rn  Tview(cond)
9: Fake-Gen(K-#recs(T), mbr(aggr(T.f_trajectory())))
10: UPDATE_HlST(mbr(aggr(T.f_trajectory())), tstart, tend)
11: r e tu rn  T view(cond)

1: fu n c tio n  ROUTE-QuERY(cond, tstart, tend, K, R)
2: create temporary table tmp like data
3: tmp.movement ̂  user trajectories in [tstart, tend]
4: INSERT INTO T (SELECT * FROM tmp WHERE Contains(tmp.f_trajectory(), R) = ‘true’)
5: i f  IN_HIST(mbr(aggr(T.f_trajectory())), tstart, tend) th e n
6: ra ise_ ex c ep tio n  (“Privacy threat”)
7: i f  #recs(T) > K th e n
8: r e tu rn  Tview(cond)
9: Fake-Gen(K-#recs(T), mbr(aggr(T.f_trajectory())))
10: UPDATE_HIST(mbr(aggr(T.f_trajectory())), tstart, tend)
11: r e tu rn  T view(cond)

Algorithm 14.3 Computation of landmark(s)/route trajectory queries.

s p a t i o t e m p o r a l  r e g i o n ,  w h e r e  t h e  s p a t i a l  d i m e n s i o n  i s  t h e  M B R  o f  t h e  ( s u b ) - t r a j e c t o r i e s  o f  

a l l  k  n e a r e s t  n e i g h b o r s  o f  P . I f  t h e  q u e r y  i s  f o u n d  t o  b e  “ s a f e ”  w i t h  r e s p e c t  t o  t h e  t w o  t y p e s  

o f  a t t a c k ,  t h e  a l g o r i t h m  c h e c k s  i f  i t  f u l f i l s  t h e  r e q u i r e m e n t s  o f  K - a n o n y m i t y .  I f  i t  d o e s ,  

t h e n  t h e  q u e r y  i s  a n s w e r e d  a n d  t h e  u s e r  h i s t o r y  o f  q u e r i e s  i s  u p d a t e d .  O n  t h e  o t h e r  h a n d ,  i f  

l e s s  t h a n  K  r e c o r d s  e x i s t  i n  t a b l e  T, t h e n  t h e  a l g o r i t h m  g e n e r a t e s  a l l  t h e  n e c e s s a r y  f a k e s  i n  

t h e  c o m p u t e d  s p a t i o t e m p o r a l  r e g i o n .

A l g o r i t h m  1 4 . 3  c o l l e c t s  t h e  n e c e s s a r y  f u n c t i o n s  f o r  t h e  h a n d l i n g  o f  l a n d m a r k  a n d  

r o u t e  q u e r i e s .  T h e  f o l l o w e d  a p p r o a c h  i s  s i m i l a r  t o  t h e  k - N N - Q u e r y  a l g o r i t h m .  F i r s t ,  a  

t e m p o r a r y  t a b l e  tmp s t o r e s  a l l  t h e  r e c o r d s  i n  t h e  d a t a b a s e ,  i n v o l v i n g  u s e r  ( s u b ) - t r a j e c t o r i e s  

i n  t h e  s p e c i f i e d  t i m e  p e r i o d .  T h e n ,  a  t a b l e  T , s i m i l a r  t o  tmp, i s  p o p u l a t e d  w i t h  a l l  t h e  r e c o r d s  

f r o m  tmp t h a t  c o n t a i n  e i t h e r  t r a j e c t o r i e s  t h a t  p a s s  t h r o u g h  a  n u m b e r  o f  p r e - s p e c i f i e d  p o i n t s  

P ( l a n d m a r k  q u e r y ) ,  o r  t r a j e c t o r i e s  t h a t  f o l l o w  a  p r e - s p e c i f i e d  r o u t e  R  ( r o u t e  q u e r y ) .  F i n a l l y ,  

t a b l e  T i s  a u g m e n t e d  ( i f  n e c e s s a r y )  w i t h  f a k e  r e c o r d s ,  t h e  u s e r  h i s t o r y  o f  q u e r i e s  i s  u p d a t e d  

a n d  t h e  K - a n o n y m o u s  q u e r y  a n s w e r  i s  r e t u r n e d  t o  t h e  u s e r .
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1: fu n c tio n  l N -H lS T (Sgeo, W t , tend)
2: conn ^  getC onnection(string) > C onnect to  DB
3: stm t ^  conn.createS tatem ent()
4: rset ^  stm t.executeQ uery(“S E L E C T  count(*) FR O M  h ist W H E R E  (tend > tA Λ tstart < tB) Λ

(O verlaps(geom , Sgeo) =  ‘tru e ’ V N eighbors(geom , Sgeo) = ‘tru e ’ ” )

5: i f  r se t.ge tV alue(l)  =  0 th e n  r e tu rn  true

6: r e tu rn  false

1: P ro c e d u re  U PD A TE -H lS T (Sgeo, tstart, tend)
2: conn ^  getC onnection(string) > C onnect to  DB
3: stm t ^  conn.createS tatem ent()
4: rse t ^  stm t.executeU pdate(“IN SER T  IN TO  h ist VALUES (Sgeo, tstart, tend) ” )

Algorithm 14.4 Search/Update the user history of queries.

Table hist: | g eo m  | tA | t B

A l g o r i t h m  1 4 . 4  p r e s e n t s  f u n c t i o n s  t h a t  o p e r a t e  o n  t h e  u s e r  h i s t o r y  o f  q u e r i e s .  T h e  

q u e r y  h i s t o r y  o f  a  u s e r  i s  c a p t u r e d  i n  a  t a b l e  hist t h a t  c o n t a i n s  a  s p a t i a l  a t t r i b u t e  geom, 

s t o r i n g  t h e  s p a t i a l  r e g i o n  o f  t h e  u s e r  q u e r y ,  a n d  t w o  t i m e s t a m p  v a r i a b l e s  t A  a n d  t B , s t o r i n g  

t h e  t e m p o r a l  i n t e r v a l  o f  t h e  q u e r y .  A n  u p d a t e  o p e r a t i o n  t o  t h e  u s e r  h i s t o r y  o f  q u e r i e s  i s  

e q u i v a l e n t  t o  t h e  i n s e r t i o n  o f  a  r e c o r d  t o  t a b l e  hist, i n d i c a t i n g  t h e  s p a t i o t e m p o r a l  r e g i o n  o f  

t h e  q u e r y .  O n  t h e  o t h e r  h a n d ,  t h e  c h e c k  f o r  a  p o t e n t i a l  a t t a c k  i s  p e r f o r m e d  b y  i d e n t i f y i n g  t h e  

e x i s t e n c e  o f  a n y  r e c o r d  i n  hist t h a t  i n v o l v e s  a  s p a t i o t e m p o r a l  r e g i o n  t h a t  e i t h e r  o v e r l a p s  

w i t h  t h e  s p a t i o t e m p o r a l  a r e a  o f  t h e  u s e r  q u e r y ,  o r  i t  n e i g h b o r s  w i t h  i t .  B o t h  c a s e s  i n d i c a t e  a  

p o t e n t i a l  p r i v a c y  v i o l a t i o n  a n d  r e s u l t  i n  t h e  d e n i a l  o f  t h e  q u e r y  e n g i n e  t o  a n s w e r  t h e  q u e r y .

A l g o r i t h m  1 4 . 5  i s  r e s p o n s i b l e  f o r  t h e  g e n e r a t i o n  o f  t h e  f a k e  r e c o r d s .  F i r s t ,  t h e  a l ­

g o r i t h m  g e n e r a t e s  t w o  t e m p o r a r y  d u m m i e s ,  u  a n d  v  ( s e e  F i g u r e  1 4 . 3 ) ,  t o  m a k e  u p  f o r  t h e  

u p p e r m o s t  a n d  t h e  l o w e r m o s t  t r a j e c t o r i e s  i n  t h e  p r o v i d e d  s p a t i a l  r e g i o n  S g e o  ( l i n e s  2 - 4 ) .  

T h e  d u m m y  t r a j e c t o r i e s  a r e  s u b s e q u e n t l y  i n c l u d e d  i n t o  e m p t y  r e c o r d s  Tu a n d  Tv a n d  i n ­

s e r t e d  i n t o  t a b l e  T ( l i n e s  5 - 6 ) .  T h e n ,  t h e  a l g o r i t h m  g e n e r a t e s  t h e  r e q u i r e d  n u m b e r  o f  f a k e  

r e c o r d s  a n d  s e t s  t h e  v a l u e s  i n  a l l  t h e i r  n u m e r i c a l  a t t r i b u t e s  ( l i n e s  7 - 1 9 ) .  S p e c i f i c a l l y ,  f o r  

e a c h  n u m e r i c a l  a t t r i b u t e ,  t h e  a l g o r i t h m  u s e s  t h e  r e a l  r e c o r d s  i n  T t o  c o m p u t e  i t s  m e a n  a n d  

d e v i a t i o n s .  F o l l o w i n g  t h a t ,  t h e  a l g o r i t h m  p e r f o r m s  a  r a n d o m  p a r t i t i o n i n g  o f  t h e  f a k e  r e c o r d s  

i n t o  p a i r s  a n d  f o r  e a c h  p a i r  i t  i d e n t i f i e s  a  v a l u e  n e a r  t h e  a t t r i b u t e  m e a n  a n d  u s e s  t h i s  v a l u e  

t o  p e r f o r m  t h e  a t t r i b u t e - v a l u e  a s s i g n m e n t .  A f t e r  a s s i g n i n g  v a l u e s  t o  a l l  t h e  n u m e r i c a l  a t -
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A lg o rith m  14.5 G e n e r a t i o n  o f  M  f a k e  r e c o r d s  i n  s p a t i a l  r e g i o n  Sgeo.
1: p ro c e d u re  Fake-Gen(M, Sgeo)
2: compute ymin·, ymax in Sgeo
3: compute tmin, tmax in T.movement
4: generate temporary dummies u (t)= ymax, v(t)= ymin, where t e [tmin, tmax] (u ,v have constant movement)
5: generate empty records Tu, Tv and associate with u ,v
6: insert Tu, Tv into table T
7: generate M empty fake records f1. . .  fM
8: i f  M%2 = 1 th e n
9: select f 1

10 f o r  each  numerical attribute α e A do
11 f 1 .a ̂  avg(a,T) > avg over the real records
12 f o r  each  numerical attribute a e A do
13 dmin ^  avg(a, T) - min(a, T)
14 dmax ^  max(a, T) —avg(a, T)
15 randomly group fake records into pairs p1. . .  pM/2

> exclude f1 if M is odd
16 f o r  each  pair pi(f , fk) e [p . . . pM/ 2 ] do
17 d ̂  random value in [0, min(dmin, dmax)]
18 fj.a ̂  avg(a, T)— d
19 fk.a ̂  avg(a, T)+d
20 f o r  each  fake record fj e [ f1 . . . fM] do
21 randomly select two records Tp, Tq from table T
22 l is t  L ̂  sortx—coord (location-updates(Tp U Tq))
23 f o r  each  location update lu e L do
24 i f  lu = (xp , yp , tp) e Tp th e n
25 lu' ^  (xp, Tq.movement(xp)/2, tp)
26 else i f  lu = (xq,yq, tq) e Tq th e n
27 lu' ^  (xq, Tp.movement(xq)/2, tq)
28 insert (l is t  dummy-lu, lu')
29 f o r  a ll consecutive lu1, lu2 e dummy-lu do
30 update (f j .movement, MRECON(rfunc, lu1, lu2))
31 insert fake record fj to T
32 remove Tu, Tv from table T

t r i b u t e s  i n  t h e  f a k e  r e c o r d s ,  t h e  a l g o r i t h m  p r o c e e d s  t o  t h e  g e n e r a t i o n  o f  t r a j e c t o r y  d u m m i e s  

( l i n e s  2 0 - 3 1 ) .  T o  a c c o m p l i s h  t h a t ,  f o r  e a c h  f a k e  r e c o r d  i t  r a n d o m l y  s e l e c t s  t w o  r e c o r d s  

f r o m  t a b l e  T a n d  o r d e r s  t h e  c o r r e s p o n d i n g  t r a j e c t o r i e s  i n  a n  a s c e n d i n g  o r d e r  o f  t h e i r  l o c a ­

t i o n  u p d a t e s  ( l i n e s  2 1 - 2 2 )  w i t h  r e s p e c t  t o  t h e  x - c o o r d i n a t e .  T h e n ,  f o r  e a c h  l o c a t i o n  u p d a t e ,  

t h e  a l g o r i t h m  i d e n t i f i e s  t h e  c o r r e s p o n d i n g  p o i n t  i n  t h e  o t h e r  t r a j e c t o r y  t h a t  h a s  t h e  s a m e  x -  

c o o r d i n a t e  a n d  c o m p u t e s  a  “ d u m m y ”  l o c a t i o n  u p d a t e  a s  t h e  m e a n  o f  t h e  t w o  r e a l  o n e s  ( w i t h  

r e s p e c t  t o  t h e  y - c o o r d i n a t e ) .  T h i s  “ d u m m y ”  l o c a t i o n  u p d a t e  i s  k e p t  i n  a  l i s t  dummy-lu 
( l i n e  2 8 ) .  A f t e r  c o l l e c t i n g  a l l  t h e  “ d u m m y ”  l o c a t i o n  u p d a t e s ,  t h e  a l g o r i t h m  p r o c e e d s  t o  

r e c o n s t r u c t  t h e  m o v e m e n t  o f  t h e  d u m m y  b y  s e l e c t i n g  c o n s e c u t i v e  l o c a t i o n  u p d a t e s  f r o m  

dummy-lu a n d  a p p l y i n g  a  t r a j e c t o r y  r e c o n s t r u c t i o n  f u n c t i o n  rfunc ( e . g . ,  l i k e  t h e  o n e s  o f
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F i g u r e  1 4 . 4 ) .  A s  a  f i n a l  s t e p ,  t h e  r e c o n s t r u c t e d  d u m m y  t r a j e c t o r y  i s  a s s i g n e d  t o  t h e  c o r r e ­

s p o n d i n g  f a k e  r e c o r d  a n d  i n c l u d e d  i n  t a b l e  T t o  b e  a  c a n d i d a t e  f o r  t h e  n e x t  i t e r a t i o n  o f  t h e  

a l g o r i t h m .  T h e  s a m e  o p e r a t i o n  h o l d s  f o r  t h e  g e n e r a t i o n  o f  a l l  t h e  n e c e s s a r y  d u m m i e s ,  t h e i r  

a s s i g n m e n t  t o  f a k e  r e c o r d s  a n d  s u b s e q u e n t  i n c l u s i o n  i n  t a b l e  T . A f t e r  p r o d u c i n g  a l l  t h e  f a k e  

r e c o r d s ,  t h e  a l g o r i t h m  r e m o v e s  f r o m  t a b l e  T t h e  t e m p o r a r y  f a k e s  T u a n d  Tv .

14.4 Query Extensions

T h e  q u e r y  f o r m u l a t i o n  m e c h a n i s m  ( p r e s e n t e d  i n  S e c t i o n  1 4 . 2 . 2 ) ,  s u f f i c e s  f o r  l a y i n g  d o w n  

q u e r i e s  i n v o l v i n g  s p e c i f i c  l a n d m a r k s  ( e . g . ,  Q 1  o r  Q 6 ) ,  o r  s p a t i a l  a r e a s  o f  a  c o m m o n  g r a n ­

u l a r i t y  ( e . g . ,  Q 4 ,  Q 5 ) .  F u r t h e r m o r e ,  i t  e f f e c t i v e l y  h a n d l e s  q u e r i e s  i n v o l v i n g  t e m p o r a l  d a t a  

i n  t h e  f o r m  o f  s p e c i f i c  t i m e s  o r  t i m e  i n t e r v a l s  d u r i n g  a  g i v e n  c a l e n d a r  d a y  ( e . g . ,  Q 2 ) .  B o t h  

t h e s e  f e a t u r e s ,  w h e n  c o m b i n e d  t o g e t h e r ,  a l l o w  t h e  s p e c i f i c a t i o n  o f  s p a t i o t e m p o r a l  q u e r i e s  

a t  a  f i n e  g r a n u l a r i t y  ( e . g . ,  Q 3 ,  Q 7  o r  Q 9 ) .  H o w e v e r ,  t h e r e  a r e  m a n y  o c c a s i o n s  w h e n  t h e  

i n q u i r e r  w a n t s  t o  r e t r i e v e  k n o w l e d g e  a t  d i f f e r e n t  l e v e l s  o f  g r a n u l a r i t y ,  p o s s i b l y  c o a r s e r  t h a n  

t h e  o n e  o f  t h e  p r e v i o u s  q u e r i e s .  F o r  e x a m p l e ,  a  u s e r  m i g h t  w a n t  t o  p o s e  q u e r i e s  l i k e :

Q 1 0  “ F i n d  a l l  u s e r  t r a j e c t o r i e s  t h i s  M o n d a y ” .

Q 1 1  “ F i n d  a l l  u s e r  t r a j e c t o r i e s  i n  M i n n e a p o l i s ,  M N ” .

Q 1 2  “ F i n d  a l l  u s e r s  t h a t  m o v e d  o n  J a n u a r y  2 0 0 8  i n  t h e  c i t y  c e n t e r  o f  M i n n e a p o l i s ,  M N ” .

A n s w e r s  t o  t h o s e  q u e r i e s  a l l o w  f o r  a n  a d v a n c e d  s t a t i s t i c a l  a n a l y s i s  o f  t h e  a v a i l a b l e  

m o v e m e n t  d a t a  a n d  c a n  b e  p r o v e d  v a l u a b l e  t o  d r a w  c o n c l u s i o n s  r e g a r d i n g  t h e  p e r i o d i c i t y  

o f  c e r t a i n  e v e n t s .  T o  s u p p o r t  t h e  s p e c i f i c a t i o n  o f  s u c h  q u e r i e s ,  w e  i n t r o d u c e  t w o  c o n c e p t  

h i e r a r c h i e s  t h a t  d e p i c t  s p a c e  a n d  t i m e  a t  d i f f e r e n t  l e v e l s  o f  g r a n u l a r i t y  ( s e e  F i g u r e  1 4 . 8 ) .  

B y  u s i n g  t h e  a v a i l a b l e  l e v e l s  o f  g r a n u l a r i t y ,  t h e  q u e r y  e n g i n e  c a n  e f f e c t i v e l y  h a n d l e  q u e r i e s  

t h a t  s k i p  o n e  o r  m o r e  l e v e l s  o f  t h e  s p a t i a l / t e m p o r a l  h i e r a r c h y  b y  f i r s t  c o m p u t i n g  t h e  n e e d e d  

a g g r e g a t i o n s  a n d  p e r f o r m i n g  t h e  r e q u i r e d  m a t e r i a l i z a t i o n s  i n  t h e  d a t a b a s e .  F o r  e x a m p l e ,  

t o  a n s w e r  q u e r y  Q 1 2  t h e  q u e r y  e n g i n e  w i l l  f i r s t  r e t r i e v e  t h e  r e g i o n  t h a t  c o r r e s p o n d s  t o  t h e
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Y ear S ta te /P rov ince

Month(l-12) C ity /T o w n

Day(l-31) R egion

Hours(0-23) Minutes(0-59) Seconds(0-59) L a n d m a rk

F i g u r e  1 4 . 8 :  Q u e r y  s p e c i f i c a t i o n  t h r o u g h  t i m e / s p a c e  h i e r a r c h i e s .

c i t y  c e n t e r  o f  M i n n e a p o l i s  b y  p e r f o r m i n g  a n  a g g r e g a t i o n  o v e r  a l l  t h e  a p p r o p r i a t e  s t r e e t s  

a n d  l a n d m a r k s  t h a t  b e l o n g  t o  t h e  c i t y  c e n t e r .  T h e n ,  i t  w i l l  a c q u i r e  a l l  t h e  u s e r  t r a j e c t o r i e s  

t h a t  p a s s  t h r o u g h  t h e  c o m p u t e d  r e g i o n .  F i n a l l y ,  i t  w i l l  r e m o v e  f r o m  t h e  a n s w e r  s e t  a l l  t h e  

t r a j e c t o r i e s  w i t h  t i m e s t a m p s  t h a t  i n d i c a t e  a  m o n t h  o t h e r  t h a n  J a n u a r y  a n d  a  y e a r  o t h e r  t h a n  

2 0 0 8 .  O f  c o u r s e ,  t h e  n e c e s s a r y  c o m p u t a t i o n s  c a n  t a k e  p l a c e  i n  a  d i f f e r e n t  s e q u e n c e  a n d  

s t i l l  l e a d  t o  t h e  s a m e  r e s u l t .  A s  o n e  c a n  o b s e r v e ,  t h e  o r g a n i z a t i o n  a n d  t h e  d i s t r i b u t i o n  o f  

t h e  t r a j e c t o r y  d a t a  a r e  t h e  m a j o r  c r i t e r i a  t o  i d e n t i f y  w h i c h ,  a m o n g  t h e  p o s s i b l e  s e q u e n c e s  o f  

c o m p u t a t i o n s ,  i s  b o u n d  t o  p e r f o r m  b e s t .

14.5 Qualitative Analysis

I n  t h i s  s e c t i o n ,  w e  p r o v i d e  a  q u a l i t a t i v e  a n a l y s i s  o f  o u r  p r o p o s e d  a p p r o a c h  a l o n g  t h r e e  

p r i n c i p a l  d i r e c t i o n s ;  d a t a b a s e  d i s t o r t i o n ,  b l o c k i n g  o f  a t t a c k s  a n d  c o m p u t a t i o n a l  c o m p l e x i t y .

14.5.1 Database Distortion and Blocking of Attacks

F i g u r e  1 4 . 9  p r e s e n t s  t h e  d i s t o r t i o n  o f  t h e  d a t a b a s e  c a u s e d  b y  t h e  i n c o r p o r a t i o n  o f  f a k e s .  T h e  

d i s t o r t i o n  i s  m e a s u r e d  a s  t h e  p e r c e n t a g e  o f  f a k e  r e c o r d s  i n  t h e  d a t a b a s e  a t  a n y  g i v e n  t i m e .  

F i g u r e  1 4 . 9 ( a )  p l o t s  t h e  d i s t o r t i o n  o f  t h e  d a t a b a s e  w i t h  r e s p e c t  t o  t h e  p o s e d  u s e r  q u e r i e s  ( i n
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(a )  D is to r t io n  w .r.t. th e  v a lu e  o f  K . (b )  D is to r t io n  w .r.t. th e  u s e r  re q u e s ts .

F i g u r e  1 4 . 9 :  D a t a b a s e  d i s t o r t i o n  d u e  t o  t h e  i n c o r p o r a t i o n  o f  f a k e  r e c o r d s .

t i m e ) ,  f o r  d i f f e r e n t  r e q u i r e m e n t s  o f  a n o n y m i t y .  A s  e x p e c t e d ,  l o w e r  v a l u e s  o f  K  r e s u l t  i n  a  

s m a l l e r  d i s t o r t i o n  o f  t h e  d a t a b a s e ,  s i n c e  l e s s  f a k e s  a r e  n e e d e d  t o  m e e t  t h e  r e q u i r e m e n t s  o f  

K - a n o n y m i t y .  F u r t h e r m o r e ,  f o r  a n y  v a l u e  o f  K  t h e r e  e x i s t s  s o m e  t i m e  i n s t a n c e  T  a t  w h i c h  

t h e  f a k e s  i n  t h e  d a t a s e t  s u f f i c e  t o  a n s w e r  a  r e a s o n a b l e  a m o u n t  o f  u s e r  q u e r i e s ,  w i t h o u t  t h e  

n e e d  o f  g e n e r a t i n g  a d d i t i o n a l  f a k e s .  F r o m  t h i s  p o i n t  o n ,  t h e  d a t a b a s e  i s  t y p i c a l l y  d i s t o r t e d  

a t  a  m u c h  l o w e r  r a t e  t h a n  p r e v i o u s l y .  F i g u r e  1 4 . 9 ( b )  p l o t s  t h e  d i s t o r t i o n  t h a t  i s  i n f l i c t e d  i n  

t h e  d a t a b a s e  b y  t w o  u s e r s  w h o  a r e  a s s i g n e d  t h e  s a m e  K  i n  a n o n y m i t y .  A s  o n e  c a n  o b s e r v e ,  

a  s i g n i f i c a n t  d i f f e r e n c e  i n  t h e  d i s t o r t i o n  o f  t h e  d a t a b a s e  t h a t  i s  c a u s e d  b y  a  u s e r  ( w i t h  r e s p e c t  

t o  t h e  r e s t  o f  t h e  p o p u l a t i o n )  m a y  s u g g e s t  t h e  u s e r ’s  a t t e m p t  t o  c o m p r o m i s e  t h e  d a t a b a s e .  

T h i s  i s  d u e  t o  t h e  f a c t  t h a t  s n o o p e r s  t r y  t o  s p o t  s u b j e c t s  a n d  t h u s  p o s e  a  l a r g e  s e r i e s  o f  

f o c u s e d  q u e r i e s ,  l e a d i n g  t o  m o r e  f a k e s  b e i n g  g e n e r a t e d  b y  t h e  q u e r y  e n g i n e .

F i g u r e  1 4 . 1 0  p r e s e n t s  t w o  m e c h a n i s m s  t o  d i s t i n g u i s h  h o n e s t  f r o m  m a l e v o l e n t  u s e r s .  

F i g u r e  1 4 . 1 0 ( a )  i s  b a s e d  o n  t h e  p r e m i s e s  t h a t  s n o o p e r s  i n i t i a t e  s e q u e n c e s  o f  t r a j e c t o r y  

q u e r i e s  i n v o l v i n g  s m a l l  s p a t i o t e m p o r a l  r e g i o n s  t h a t  a r e  c l o s e  t o  e a c h  o t h e r .  F o r  e a c h  u s e r ,  

w e  g e n e r a t e  a  p l o t  c a p t u r i n g  t h e  s p a t i o t e m p o r a l  r e g i o n s  i n  t h e  u s e r  h i s t o r y  o f  q u e r i e s ,  o r ­

d e r e d  b y  p r o x i m i t y  t o  e a c h  o t h e r  ( x - a x i s )  v e r s u s  t h e  s e q u e n t i a l  n u m b e r s  t h a t  i n d i c a t e  t h e  

o r d e r  o f  q u e r i e s  i n  t h e  u s e r  h i s t o r y  ( y - a x i s ) .  T h e n ,  p o i n t s  t h a t  l i e  c l o s e  t o  e a c h  o t h e r  i n  

t h e  p l a n e  c o r r e s p o n d  t o  s e q u e n t i a l  u s e r  q u e r i e s  i n v o l v i n g  n e i g h b o r i n g  r e g i o n s .  S u c h  a  b e ­

h a v i o r  i s  t y p i c a l  f o r  s n o o p e r s ,  w h i l e  a t y p i c a l  f o r  h o n e s t  u s e r s .  A n o t h e r  g o o d  i n d i c a t o r  o f  

m a l e v o l e n t  b e h a v i o r  i s  t h e  e x i s t e n c e  o f  n u m e r o u s  u s e r  q u e r i e s  i n  s p a r s e l y  p o p u l a t e d  r e g i o n s
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<r/
honest user

spatio-temporal regions*

(a )  D e te c t io n  o f  th e  u s e r  t r a c k in g  a tta c k .

snooper

honest user

honest user

honest user

density of region * 

(b )  I d e n t i f ic a t io n  o f  s u s p ic io u s  b e h a v io r .

Figure 14.10: Identifying potential attacks based on the history of user queries.

(Figure 14.10(b)). By using graphs such as the ones presented above, the administrators of 

the system are capable of blocking most attempts of snoopers to compromise the database.

14.5.2 Computational Complexity

The queries, supported by the query engine, experience different requirements in terms of 

computational cost. Count and aggregate queries require Θ(ά) runtime, where d is the 

number of records in the data table. Range and distance queries operate similarly. They are 

both based on the r a n g e _ q r  procedure that relies on an R-tree, experimentally proven 

to have polylogarithmic behavior. On average, r a n g e _ q r  requires O(d {polylog d) + o), 
where poly log is applied on the number of trajectories on the data table and o is the number 

of elements returned by the R-tree4. In k-NN queries the selection of the user trajectories 

at the requested time period requires O{log d + o) (worst case), given a B-tree index on 

the timestamp data. The actual identification of the nearest neighbors requires on average 

O{s + log d), where s is the number of trajectories in this time period. The same is the cost 

for the trajectories selection process in landmarks/route queries. All the aforementioned 

types of queries, with the exception of the count/aggregate queries, have an additional cost 

of searching and updating the user history. A search in the user history of queries incurs 

O{polylog h + o) cost, where h is the size of the user history and o is the number of elements

4S e a rc h in g  in  R - t r e e s /B - t r e e s  h a s  a n  a d d i t io n a l  m u l t ip l ic a t iv e  c o n s ta n t  c o s t  th a t  d e p e n d s  o n  th e  p a g e  s iz e  

o f  t h e  u n d e r ly in g  in d e x .
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r e t u r n e d  b y  t h e  R - t r e e  i n d e x .  O n  t h e  o t h e r  h a n d ,  t h e  c o s t  o f  u p d a t i n g  t h e  u s e r  h i s t o r y  i s  

i n  t h e  w o r s t  c a s e  O ( l o g  h) d u e  t o  t h e  i n s e r t i o n  o f  t h e  c o r r e s p o n d i n g  r e g i o n  t o  t h e  R - t r e e .  

F i n a l l y ,  t h e  c o s t  o f  f a k e  r e c o r d s  g e n e r a t i o n  e q u a l s  t h e  c o s t  o f  c r e a t i n g  M  e m p t y  r e c o r d s ,  

t h a t  i s  O ( M ) ,  u p d a t i n g  t h e i r  v a l u e s  f o r  t h e  A  n u m e r i c a l  a t t r i b u t e s ,  t h a t  i s  O ( A  ( T  +  M ) )  ( T  

i s  t h e  n u m b e r  o f  t r a j e c t o r i e s  i n  t h e  Sgeo  r e g i o n ) ,  a n d  p r o d u c i n g  t h e  M  d u m m y  t r a j e c t o r i e s ,  

t h a t  i s  O ( M  L log L  +  M  f  L  +  M  l o g  T ) ,  w h e r e  L  i s  t h e  n u m b e r  o f  l o c a t i o n  u p d a t e s  i n  

Tp U  Tq a n d  f  i s  t h e  c o s t  o f  d e c i d i n g  w h e t h e r  a  p o i n t  l i e s  i n  a  g i v e n  t r a j e c t o r y .  T h e  p r e s e n t e d  

a n a l y s i s  i s  b a s e d  o n  e m p i r i c a l  e s t i m a t e s  o f  t h e  r u n t i m e  c o s t s ,  s i n c e  w e  h a v e  n o  a c c e s s  t o  t h e  

i m p l e m e n t a t i o n  d e t a i l s  o f  O r a c l e .
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Chapter 15

Summary and Future Work

I n  t h i s  p a r t  o f  t h e  d i s s e r t a t i o n ,  w e  s u r v e y e d  t h e  e x i s t i n g  s o  f a r  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  

o f  p r i v a c y  i n  t h e  p u b l i c a t i o n  a n d  t h e  m i n i n g  o f  d a t a b a s e s  c o n t a i n i n g  s e n s i t i v e  m o b i l i t y  

d a t a .  T h e n ,  w e  p r e s e n t e d  a  p r i v a c y  a w a r e  t r a j e c t o r y  t r a c k i n g  q u e r y  e n g i n e  t h a t  o f f e r s  K — 

a n o n y m o u s  a n s w e r s  t o  u s e r  q u e r i e s .  O u r  p r o p o s e d  e n g i n e  a l l o w s  t h e  d a t a  t o  s t a y  i n - h o u s e  

a n d  s u p p o r t s  a  l a r g e  v a r i e t y  o f  q u e r y  t y p e s ,  i n v o l v i n g  b o t h  t r a j e c t o r y  a n d  n o n - t r a j e c t o r y  

d a t a .  T o  o f f e r  K - a n o n y m i t y  i n  t r a j e c t o r y  q u e r i e s ,  t h e  e n g i n e  r e l i e s  o n  t h e  g e n e r a t i o n  o f  f a k e  

r e c o r d s  i n v o l v i n g  d u m m y  t r a j e c t o r i e s .  T h e  q u e r y  e n g i n e  o f f e r s  s t r i c t  g u a r a n t e e s  a b o u t  w h a t  

c a n  b e  f o u n d  b y  u n t r u s t e d  t h i r d  p a r t i e s  a n d  i s  c a p a b l e  o f  b l o c k i n g  t w o  t y p e s  o f  p o t e n t i a l  

p r i v a c y  b r e a c h e s ,  n a m e l y  user identification  a n d  sequential tracking. T h r o u g h  q u a l i t a t i v e  

a n a l y s i s ,  w e  d e m o n s t r a t e d  t h e  e f f e c t i v e n e s s  o f  o u r  p r o p o s e d  a p p r o a c h  t o w a r d s  p r e v e n t i n g  

m a l e v o l e n t  u s e r s  f r o m  c o m p r o m i s i n g  t h e  d a t a s e t ,  w h i l e  c a u s i n g  s m a l l  d i s t o r t i o n .

S p a t i o t e m p o r a l  d a t a s e t s  p r e s e n t  a  n e w  c h a l l e n g e  t o  t h e  p r i v a c y  p r e s e r v i n g  d a t a  m i n ­

i n g  c o m m u n i t y  d u e  t o  t h e i r  s p a t i a l  a n d  t e m p o r a l  c h a r a c t e r i s t i c s .  F e w  a p p r o a c h e s  h a v e  b e e n  

p r o p o s e d  s o  f a r  t h a t  a c h i e v e  t o  a d d r e s s  s o m e  o f  t h e  s p e c i a l  r e q u i r e m e n t s  o f  t h i s  t y p e  o f  d a t a .  

A  b a s i c  d r a w b a c k  o f  m o s t  o f  t h e  e x i s t i n g  m e t h o d o l o g i e s  i s  t h a t  t h e y  f a i l  t o  t r e a t  s p a c e  a n d  

t i m e  e q u a l l y  w e l l .  I n s t e a d ,  t h e  v a s t  m a j o r i t y  o f  t h e  a p p r o a c h e s  t h a t  h a v e  b e e n  p r o p o s e d  s o  

f a r  p u t  t h e i r  e f f o r t  o n  t h e  a d e q u a t e  t r e a t m e n t  o f  e i t h e r  t h e  s p a t i a l  o r  t h e  t e m p o r a l  d i m e n s i o n  

o f  t h e  d a t a ,  b u t  n o t  b o t h .  A s  a  r e s u l t ,  u s e r  m o b i l i t y  d a t a  i s  o f t e n  t r a n s f o r m e d  i n t o  s e q u e n t i a l
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d a t a ,  w h e r e  t h e  s p a t i a l  c o m p o n e n t  i s  r e d u c e d  t o  a  s e t  o f  p l a c e s  o f  i n t e r e s t s  ( e v e n t s )  a n d  t h e  

t i m e  c o m p o n e n t  ( a p a r t  f r o m  p r o v i d i n g  t h e  t o t a l  o r d e r i n g  o f  t h e s e  e v e n t s  i n  t h e  s e q u e n c e )  

i s  d i s r e g a r d e d .  T h u s ,  w e  f e e l  t h a t  t h e r e  i s  c u r r e n t l y  a m p l e  r o o m  f o r  i m p r o v e m e n t  i n  t h i s  

i n t e r e s t i n g  a n d  v e r y  c h a l l e n g i n g  a r e a  o f  r e s e a r c h .

A s  p r e s e n t e d  e a r l i e r ,  p r i v a c y  p r e s e r v i n g  d a t a  m i n i n g  i n  t h e  c o n t e x t  o f  m o b i l i t y  d a t a  

h a s  b e e n  i n v e s t i g a t e d  t o w a r d s  t h r e e  b r o a d  r e s e a r c h  d i r e c t i o n s :  ( i )  d a t a  p e r t u r b a t i o n  a p ­

p r o a c h e s ,  ( i i )  d i s t r i b u t e d  ( S M C )  p r i v a c y  a w a r e  a p p r o a c h e s ,  a n d  ( i i i )  k n o w l e d g e  h i d i n g  a p ­

p r o a c h e s .  B a s e d  o n  t h e  n u m b e r  o f  p u b l i s h e d  w o r k s  p e r  d i r e c t i o n ,  i t  b e c o m e s  e v i d e n t  t h a t  

m o s t  o f  t h e  r e s e a r c h  e f f o r t  h a s  b e e n  p l a c e d  t o w a r d s  t h e  d e v e l o p m e n t  o f  d a t a  p e r t u r b a t i o n  

m e t h o d o l o g i e s ,  w h i l e  f e w  a p p r o a c h e s  h a v e  b e e n  d e v i s e d  t o  s u p p o r t  t h e  o t h e r  t w o  d i r e c ­

t i o n s .  W e  b e l i e v e  t h a t  i n  t h e  u p c o m i n g  y e a r s ,  d a t a  m i n i n g  r e s e a r c h e r s  w i l l  p u t  m o r e  e f f o r t  

i n  d e v i s i n g  n o v e l  a l g o r i t h m s  f o r  t h e  h i d i n g  o f  u s e r  m o b i l i t y  p a t t e r n s ,  e s p e c i a l l y  d u e  t o  t h e  

u r g i n g  n e e d  o f  t h e s e  m e t h o d o l o g i e s  i n  v a r i o u s  a p p l i c a t i o n  c o n t e x t s .  T h e  h i d i n g  o f  s e n s i t i v e  

m o b i l i t y  p a t t e r n s  i m p o s e s  f a r  g r e a t e r  c h a l l e n g e s  t h a n  t r a d i t i o n a l  k n o w l e d g e  h i d i n g ,  s i n c e  

s p e c i a l l y  c r a f t e d  a l g o r i t h m s  a r e  n e c e s s a r y  t o  i d e n t i f y  a l l  t h e  i m p o r t a n t  c o r r e l a t i o n s  t h a t  e x ­

i s t  w i t h i n  t h e  d a t a s e t s .  F u r t h e r m o r e ,  t h e  m i n i n g  o f  s e n s i t i v e  k n o w l e d g e ,  d e p i c t e d  i n  t h e  

f o r m  o f  a s s o c i a t i o n s  i n  m o b i l i t y  d a t a s e t s ,  m a y  a l l o w  f o r  t h e  u s e  o f  d i f f e r e n t  m e a s u r e s  o f  

p a t t e r n  i n t e r e s t i n g n e s s  t h a n  t h e  c o m m o n l y  e m p l o y e d  s u p p o r t  a n d  c o n f i d e n c e  m e t r i c s .  A s  

a n  e f f e c t ,  n e w  k n o w l e d g e  h i d i n g  t e c h n i q u e s  w i l l  h a v e  t o  b e  i n v e s t i g a t e d  i n  t h e  u p c o m i n g  

y e a r s  t h a t  w i l l  s u c c e s s f u l l y  c o n c e a l  t h i s  n o v e l  t y p e  o f  s e n s i t i v e  k n o w l e d g e .
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Chapter 16

Introduction

T h e  e n o r m o u s  a d v a n c e s  i n  p o s i t i o n i n g  t e c h n o l o g i e s  l i k e  G P S ,  G S M ,  U M T S  a n d  R F I D ,  

a l o n g  w i t h  t h e  r a p i d  d e v e l o p m e n t s  i n  t h e  w i r e l e s s  c o m m u n i c a t i o n s  i n d u s t r y ,  h a v e  m a d e  

p o s s i b l e  t h e  a c c u r a t e  t r a c k i n g  o f  u s e r  l o c a t i o n  a t  a  l o w  c o s t  [ 4 1 ] .  A s  a n  e x a m p l e ,  t h e  d i f ­

f e r e n t i a l  G P S  t e c h n o l o g y  t h a t  i s  c u r r e n t l y  w i d e l y  a d o p t e d  o f f e r s  a  t r a c k i n g  a c c u r a c y  o f  l e s s  

t h a n  3  f e e t  ( i . e .  l e s s  t h a n  1 m e t e r ! )  [ 2 1 ] .  T h i s  i n c r e a s e d  a c c u r a c y  g a v e  r i s e  t o  a  n o v e l  c l a s s  

o f  a p p l i c a t i o n s  w h i c h  a r e  b a s e d  o n  u s e r  l o c a t i o n ,  s p a n n i n g  f r o m  e m e r g e n c y  r e s p o n s e  a n d  

s e a r c h  &  r e s c u e  s e r v i c e s  ( s u c h  a s  E - 9 1 1 ) ,  t o  s e r v i c e s  t h a t  a u t o m a t e  e v e r y d a y  t a s k s ,  s u c h  

a s  o n l i n e  u s e r  n a v i g a t i o n  t o  a v o i d  t r a f f i c  j a m s  a n d / o r  b a d  w e a t h e r  c o n d i t i o n s ,  w a y - f i n d i n g ,  

s t o r e - f i n d i n g  a n d  f r i e n d - f i n d i n g ,  a s  w e l l  a s  m o b i l e  c o m m e r c e  a n d  s u r v e y i n g .  A l l  t h e s e  

s e r v i c e s ,  i n c l u d i n g  l o c a l i z e d  n e w s  a n d  s t a t e - o f - t h e - a r t  l o c a t i o n - b a s e d  g a m e s  t h a t  m e r g e  

p h y s i c a l  a n d  v i r t u a l  s p a c e s ,  r e q u i r e  a n  e x t e n s i v e  u s e  o f  l o c a t i o n  d a t a  a n d  a r e  c o l l e c t i v e l y  

k n o w n  a s  Location B ased Services  ( L B S s ) .

T h e  b e n e f i t  o f  L B S s  b o t h  t o  t h e  i n d i v i d u a l  s u b s c r i b e r s  a n d  t o  t h e  c o m m u n i t y ,  a s  a  

w h o l e ,  i s  u n d e n i a b l e .  W i t h  r e s p e c t  t o  t h e  p u b l i c  w e l f a r e ,  t h e  c o l l e c t i o n  o f  l o c a t i o n  d a t a  b y  a  

g o v e r n m e n t a l  o r  o t h e r  p u b l i c  a g e n c y  m a y  e n h a n c e  t h e  p r o c e s s  o f  d e c i s i o n  m a k i n g  r e g a r d i n g  

t a s k s  s u c h  a s  u r b a n  p l a n n i n g ,  r o u t i n g ,  w i l d l i f e  r e s c u i n g  a n d  e n v i r o n m e n t a l  p o l l u t i o n .  A s  i s  

e v i d e n t ,  t h e  n e w  c o m p u t i n g  p a r a d i g m  i s  c h a n g i n g  t h e  w a y  p e o p l e  l i v e  a n d  w o r k .  H o w e v e r ,  

i t  a l s o  p o s e s  a  s e r i e s  o f  c h a l l e n g e s  a s  i t  t o u c h e s  u p o n  d e l i c a t e  p r i v a c y  i s s u e s  [ 2 6 ] .  I n  t h e
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f o l l o w i n g  s e c t i o n s ,  w e  d i s c u s s  t h e  e x i s t i n g  p r i v a c y  c h a l l e n g e s  i n  L B S s  a n d  w e  m o t i v a t e  

t h e  n e c e s s i t y  o f  a l g o r i t h m s  t h a t  g u a r a n t e e  t h e  p r i v a c y  o f  t h e  u s e r s  w h e n  r e q u e s t i n g  L B S s .  

F o l l o w i n g  t h a t ,  w e  p r e s e n t  t w o  p r i v a c y  m o d e l s  ( a  c e n t r a l i z e d  a n d  a  d e c e n t r a l i z e d  o n e )  w h i c h  

c o l l e c t  t h e  e x i s t i n g  r e s e a r c h  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s ,  w e  d i s c u s s  

t h e  s c e n a r i o  o f  o p e r a t i o n  i n  e a c h  o f  t h e s e  t w o  m o d e l s ,  a s  w e l l  a s  t h e  w o r k i n g  a s s u m p t i o n s  

t h a t  a r e  e m p l o y e d  b y  m o s t  o f  t h e  s t a t e - o f - t h e - a r t  p r i v a c y  a p p r o a c h e s .  F i n a l l y ,  w e  p r e s e n t  

t h e  o r g a n i z a t i o n  o f  t h e  r e s t  o f  t h e  c h a p t e r s  i n  t h i s  p a r t  o f  t h e  d i s s e r t a t i o n .

16.1 Privacy Challenges in LBSs

T h e  o f f e r i n g  o f  L B S s  r e q u i r e s  a n  i n - d e p t h  k n o w l e d g e  o f  t h e  s u b s c r i b e r s ’ w h e r e a b o u t s .  

T h u s ,  w i t h  u n t r u s t w o r t h y  s e r v i c e  p r o v i d e r s  a n d / o r  i n s e c u r e  c o m m u n i c a t i o n  c h a n n e l s ,  t h e  

d e p l o y m e n t  o f  L B S s  m a y  b r e a c h  t h e  p r i v a c y  o f  t h e  m o b i l e  u s e r s .  C o n s i d e r ,  f o r  e x a m p l e ,  

a  s e r v i c e  r e q u e s t  o r i g i n a t i n g  f r o m  t h e  h o u s e  o f  a  u s e r .  T h e  r e q u e s t  c o n t a i n s  s u f f i c i e n t  i n ­

f o r m a t i o n  t o  i d e n t i f y  t h e  r e q u e s t e r ,  e v e n  i f  i t  l a c k s  o f  a n y  o t h e r  i d e n t i f i c a t i o n  d a t a  ( e . g . ,  t h e  

u s e r  i d ,  t h e  u s e r  n a m e ,  e t c ) .  T h i s  i s  t r u e  s i n c e  t h e  m a p p i n g  o f  t h e  e x a c t  c o o r d i n a t e s  t h a t  

a r e  p a r t  o f  t h e  u s e r  r e q u e s t  t o  a  p u b l i c l y  a v a i l a b l e  d a t a  s o u r c e  o f  g e o c o d i n g  i n f o r m a t i o n  

( e . g . ,  w h i t e  p a g e s ) ,  c a n  r e v e a l  t h a t  t h e  r e q u e s t  o r i g i n a t e d  f r o m  a  h o u s e  a n d  t h u s  i n c r e a s e  t h e  

c o n f i d e n c e  o f  t h e  s e r v i c e  p r o v i d e r  ( o r  a n y  u n t r u s t e d  e n t i t y )  t h a t  t h e  r e q u e s t e r  i s  a  m e m b e r  

o f  t h e  h o u s e h o l d .  M o r e o v e r ,  i f  a  s e r i e s  o f  r e q u e s t s  f o r  L B S s  a r e  m a t c h e d  t o  t h e  s a m e  i n d i ­

v i d u a l  t h e n  i t  i s  p o s s i b l e  f o r  t h e  s e r v i c e  p r o v i d e r  t o  i d e n t i f y  p l a c e s  t h a t  t h i s  u s e r  f r e q u e n t l y  

v i s i t s ,  r e v e a l  h i s / h e r  p e r s o n a l  h a b i t s ,  p o l i t i c a l / r e l i g i o u s  a f f i l i a t i o n s  o r  a l t e r n a t i v e  l i f e s t y l e s ,  

a s  w e l l  a s  b u i l d  a  c o m p l e t e  p r o f i l e  o f  t h e  u s e r  b a s e d  o n  t h e  h i s t o r y  o f  h i s / h e r  m o v e m e n t  i n  

t h e  s y s t e m .  F u r t h e r m o r e ,  u s e r s  m a y  b e  r e l u c t a n t  t o  a s k  i n n o c u o u s  q u e r i e s  s u c h  a s  “ f i n d  t h e  

r e s t a u r a n t s  i n  m y  v i c i n i t y ”  s i n c e ,  o n c e  t h e i r  i d e n t i t y  i s  r e v e a l e d ,  t h e y  m a y  f a c e  u n s o l i c i t e d  

a d v e r t i s e m e n t s .  I n  g e n e r a l ,  t h e r e  e x i s t  t w o  t y p e s  o f  p r i v a c y  t h r e a t s  i n  L B S s  [ 3 9 , 1 7 9 ] :  ( i )  

p r i v a c y  t h r e a t s  r e l a t e d  t o  t h e  d i s c l o s u r e  o f  t h e  l o c a t i o n  f r o m  w h e r e  a  r e q u e s t  f o r  a n  L B S  w a s  

i n i t i a t e d ,  a n d  ( i i )  p r i v a c y  t h r e a t s  r e l a t e d  t o  t h e  d i s c l o s u r e  o f  t h e  a c t u a l  q u e r y  t h a t  w a s  p o s e d  

b y  t h e  u s e r  a s  p a r t  o f  t h e  u s e r  r e q u e s t  ( e . g . ,  “ f i n d  t h e  n e a r e s t  c l i n i c  t o  m y  c u r r e n t  l o c a t i o n ” ) .
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(1) query, K

secure connection
◄----------------------

(4) final results

(2) anonymized 
request

insecure connection
M---------

(3) candidate 
result set

mobile user trusted server 
(anonymizer)

LBS service 
provider

F i g u r e  1 6 . 1 :  T h e  c e n t r a l i z e d  m o d e l  f o r  p r i v a c y  i n  L B S s .

A s  i t  b e c o m e s  e v i d e n t ,  w i t h o u t  t h e  e x i s t e n c e  o f  s t r i c t  s a f e g u a r d s ,  t h e  d e p l o y m e n t  o f  

L B S s  a n d  t h e  s h a r i n g  o f  l o c a t i o n  i n f o r m a t i o n  m a y  e a s i l y  l e a d  t h e  w a y  t o  a n  a b u s e  s c e n a r i o ,  

s i m i l a r  t o  O r w e l l ' s  B i g  B r o t h e r  s o c i e t y  [ 1 6 ] .  T o  a v o i d  t h i s  s i t u a t i o n  a n d  a d e q u a t e l y  p r o t e c t  

t h e  p r i v a c y  o f  t h e  u s e r s  w h e n  r e q u e s t i n g  L B S s ,  s o p h i s t i c a t e d  a l g o r i t h m s  h a v e  t o  b e  d e v i s e d .

16.2 Overview of the Privacy Models

T h e  e x i s t i n g  a p p r o a c h e s  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s  o p e r a t e  w i t h i n  t h e  r e g i o n s  o f  

a  p r i v a c y  m o d e l  w h i c h  d e f i n e s  t h e  d i f f e r e n t  c o m p o n e n t s  ( a n d  t h e  s t a k e h o l d e r s ) ,  a s  w e l l  a s  

t h e  r o l e  o f  e a c h  o f  t h e s e  c o m p o n e n t s  i n  t h e  s y s t e m .  P e r t i n e n t  t o  t h e  r o l e  o f  a  c o m p o n e n t  i s  

t h e  i n f o r m a t i o n  t h a t  i t  i s  e n t i t l e d  t o  a c c e s s ,  t h e  w a y  i t  c a n  m a n i p u l a t e  t h i s  i n f o r m a t i o n ,  a n d  

t h e  p a r t i e s  t o  w h i c h  i t  c a n  c o m m u n i c a t e  t h e  r e s u l t s  o f  t h i s  p r o c e s s i n g .  I n  a  s e n s e ,  a  p r i v a c y  

m o d e l  p r o v i d e s  a n  a b s t r a c t i o n  o f  t h e  r e a l i t y  a s  i t  i s  b a s e d  o n  a  n u m b e r  o f  a s s u m p t i o n s  r e ­

g a r d i n g  t h e  c a p a b i l i t i e s  o f  e a c h  c o m p o n e n t  i n  t h e  s y s t e m .  I n  w h a t  f o l l o w s ,  w e  p r e s e n t  t h e  

t w o  d o m i n a n t  p r i v a c y  m o d e l s  t h a t  a r e  e m p l o y e d  b y  t h e  m a j o r i t y  o f  t h e  e x i s t i n g  m e t h o d o l o ­

g i e s  f o r  p r i v a c y  i n  L B S s .  A f t e r  p r e s e n t i n g  t h e  t w o  m o d e l s ,  w e  d i s c u s s  t h e i r  a s s u m p t i o n s ,  

a n d  w e  s h e d  l i g h t  o n  t h e  w a y  t h a t  t h e y  o p e r a t e .

16.2.1 The Centralized (Trusted Server) Privacy Model

F i g u r e  1 6 .1  p r e s e n t s  a  b i g  p i c t u r e  o f  t h e  c e n t r a l i z e d  m o d e l  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  

L B S s .  I n  t h i s  m o d e l ,  w e  c o n s i d e r  a  p o p u l a t i o n  o f  u s e r s  w h o  a r e  s u p p o r t e d  b y  s o m e  t e l e c o m ­

m u n i c a t i o n  i n f r a s t r u c t u r e ,  o w n e d  b y  a  t e l e c o m  o p e r a t o r  ( e . g . ,  T - m o b i l e ,  V o d a f o n e ,  e t c ) .
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E v e r y  u s e r  i n  t h e  s y s t e m  h a s  a  m o b i l e  d e v i c e  t h a t  p e r i o d i c a l l y  t r a n s m i t s  a  l o c a t i o n  u p d a t e  

t o  s o m e  t r a f f i c  m o n i t o r i n g  s y s t e m  r e s i d i n g  i n  a  t r u s t e d  s e r v e r  o f  t h e  t e l e c o m  o p e r a t o r .  T h e  

c o m m u n i c a t e d  l o c a t i o n  u p d a t e  c o n t a i n s  t h e  c u r r e n t  l o c a t i o n  ( a n d  t i m e )  o f  t h e  u s e r  a n d  i s  

s t o r e d  b y  t h e  t r u s t e d  s e r v e r .  A  s e t  o f  L B S s  a r e  a v a i l a b l e  t o  t h e  s u b s c r i b e d  u s e r s  t h r o u g h  

s e r v i c e  p r o v i d e r s  t h a t  c o l l a b o r a t e  w i t h  t h e  t e l e c o m  o p e r a t o r .  W e  a s s u m e  t h a t  t h e s e  s e r ­

v i c e  p r o v i d e r s  a r e  u n t r u s t e d ;  i f  a  u s e r  s u b m i t s  a  r e q u e s t  f o r  a n  L B S  d i r e c t l y  t o  t h e  s e r v i c e  

p r o v i d e r  t h e n  h i s / h e r  i d e n t i t y  c a n  b e  r e v e a l e d  a n d  h i s / h e r  p r i v a c y  c a n  b e  c o m p r o m i s e d .  M o ­

t i v a t e d  b y  t h i s  f a c t ,  t h e  c e n t r a l i z e d  p r i v a c y  m o d e l  r e q u i r e s  t h a t  e v e r y  u s e r  r e q u e s t  f o r  a n  L B S  

h a s  t o  b e  s u b m i t t e d  t o  a  t r u s t e d  s e r v e r  o f  t h e  t e l e c o m  o p e r a t o r  v i a  a  s e c u r e  c o m m u n i c a t i o n  

c h a n n e l  ( i . e .  i t  c a n n o t  b e  i n t e r c e p t e d  i n  t h e  a i r ) .  T h e  r o l e  o f  t h e  t r u s t e d  s e r v e r  ( a n o n y m i z e r )  

i s  t o  f i l t e r  t h e  i n c o m i n g  u s e r  r e q u e s t s  a n d  t o  p r o d u c e  a n o n y m o u s  c o u n t e r p a r t s  t h a t  c a n  b e  

s a f e l y  f o r w a r d e d  t o  t h e  ( u n s a f e )  s e r v i c e  p r o v i d e r s  i n  o r d e r  t o  b e  s e r v i c e d .  T o  p r o d u c e  t h e  

a n o n y m o u s  c o u n t e r p a r t  t o  a n  o r i g i n a l  u s e r  r e q u e s t ,  t h e  t r u s t e d  s e r v e r  h a s  t o  i n c o r p o r a t e  a l ­

g o r i t h m s  t h a t  ( i )  r e m o v e  a n y  o b v i o u s  i d e n t i f i e r s  t h a t  a r e  p a r t  o f  t h e  u s e r  r e q u e s t  ( e . g . ,  I D ,  

n a m e ,  e t c )  a n d  ( i i )  e f f e c t i v e l y  t r a n s f o r m  t h e  e x a c t  l o c a t i o n  o f  r e q u e s t  i n t o  a  s p a t i o t e m p o -  

r a l  a r e a  ( a . k . a .  t h e  “ a r e a  o f  a n o n y m i t y ” )  t h a t  i n c l u d e s  a  s u f f i c i e n t  n u m b e r  o f  n e a r b y  u s e r s  

r e g i s t e r e d  t o  t h e  s y s t e m  s o  a s  t o  p r e v e n t  t h e  a t t a c k e r  f r o m  l o c a t i n g  t h e  a c t u a l  r e q u e s t e r .

A n  E x a m p l e  o f  O p e r a t i o n

T o  b e t t e r  u n d e r s t a n d  t h e  o p e r a t i o n  o f  t h e  c e n t r a l i z e d  p r i v a c y  m o d e l ,  F i g u r e  1 6 . 2  p r e s e n t s  

a n  e x a m p l e ,  w h e r e  B o b  a s k s  f o r  t h e  n e a r e s t  b e t t i n g  o f f i c e  B i t o  h i s  c u r r e n t  l o c a t i o n .  T h i s  

i s  a  t y p i c a l  n e a r e s t  n e i g h b o r  q u e r y  t h a t  i s  c o m m o n l y  m e t  i n  L B S s .  B o b  f o r w a r d s  h i s  q u e r y  

( r e q u e s t )  Q  t o  t h e  a n o n y m i z e r .  T h e n  t h e  a n o n y m i z e r ,  w h o  h a s  k n o w l e d g e  o f  t h e  c u r r e n t  

l o c a t i o n  o f  e a c h  u s e r  i n  t h e  s y s t e m ,  i d e n t i f i e s  3  u s e r s  ( i . e .  T o m ,  A l i c e  a n d  M a r i a )  w h o  

a r e  n e a r  B o b  a n d  e n c l o s e s  a l l  f o u r  u s e r s  i n  a  r e g i o n  R. S u b s e q u e n t l y ,  i n s t e a d  o f  s e n d i n g  

B o b ’s  l o c a t i o n  t o  t h e  L B S  p r o v i d e r ,  t h e  a n o n y m i z e r  s e n d s  r e g i o n  R .  W h e n  t h e  L B S  s e r v i c e  

p r o v i d e r  r e c e i v e s  r e g i o n  R  i t  c o m p u t e s  a l l  t h e  b e t t i n g  o f f i c e s  t h a t  c a n  b e  t h e  n e a r e s t  n e i g h b o r  

o f  a n y  p o i n t  i n  R . I t  i s  i m p o r t a n t  t o  n o t i c e  t h a t  a l t h o u g h  t h e  s e r v i c e  p r o v i d e r  i s  c e r t a i n  t h a t
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F i g u r e  1 6 . 2 :  A  u s e - c a s e  s c e n a r i o  i n  t h e  r e g i o n s  o f  t h e  c e n t r a l i z e d  m o d e l .

B o b  i s  l o c a t e d  w i t h i n  R ,  i t  h a s  n o  o t h e r  m e a n s  t o  i d e n t i f y  t h e  e x a c t  l o c a t i o n  o f  B o b  w i t h i n  

t h i s  r e g i o n .  F u r t h e r m o r e ,  e v e n  i f  t h e  s e r v i c e  p r o v i d e r  ( o r  g e n e r a l l y  a n  a t t a c k e r )  k n e w  t h e  

l o c a t i o n s  o f  a l l  t h e  u s e r s  i n  R ,  h e / s h e  c o u l d  o n l y  a s c e r t a i n  t h a t  t h e  q u e r y  o r i g i n a t e d  f r o m  

B o b  w i t h  a  p r o b a b i l i t y  o f  1 / 4  ( s i n c e  t h e r e  a r e  4  u s e r s  i n s i d e  R ) .  U s i n g  i t s  d a t a  b a n k s ,  t h e  

s e r v i c e  p r o v i d e r  g e n e r a t e s  a  c a n d i d a t e  s e t  o f  a n s w e r s  ( i . e .  {B 1 , B 2 , B 3 , B4 } )  a n d  f o r w a r d s  

i t  t o  t h e  a n o n y m i z e r .  T h e  a n o n y m i z e r  u s e s  t h e  a c t u a l  l o c a t i o n  o f  B o b  i n s i d e  R  t o  f i l t e r  o u t  

a l l  t h e  f a l s e  h i t s  a n d  f o r w a r d  t h e  a c t u a l  n e a r e s t  n e i g h b o r  ( i n  t h i s  c a s e  B 1)  t o  B o b .  T h i s  s t e p  

c o n c l u d e s  t h e  p r o v i s i o n  o f  t h e  r e q u e s t e d  L B S  i n  a  p r i v a c y  a w a r e  m a n n e r .  T h e  w a y  t h a t  

r e g i o n  R  i s  f o r m u l a t e d ,  a s  w e l l  a s  t h e  p r i v a c y  g u a r a n t e e s  t h a t  a r e  o f f e r e d  t o  t h e  r e q u e s t e r  b y  

t h e  s y s t e m ,  a r e  b a s e d  o n  t h e  s p e c i f i c  p r i v a c y  m e t h o d o l o g y  t h a t  i s  e m p l o y e d  b y  t h e  t r u s t e d  

s e r v e r .  C h a p t e r  1 7  d i s c u s s e s  a  s e r i e s  o f  m e t h o d o l o g i e s  t h a t  a r e  b a s e d  o n  t h e  c e n t r a l i z e d  

m o d e l  f o r  p r i v a c y  i n  L B S s .  F u r t h e r m o r e ,  C h a p t e r s  1 8 - 2 3  d e l i v e r  o u r  c o n t r i b u t i o n s  i n  t h i s  

a r e a ,  w h i c h  a l s o  r e l y  o n  t h e  c e n t r a l i z e d  p r i v a c y  m o d e l .

16.2.2 The Distributed (P2P) Privacy Model

F i g u r e  1 6 . 3  p r e s e n t s  t h e  a r c h i t e c t u r e  o f  t h e  d e c e n t r a l i z e d  ( P 2 P )  p r i v a c y  p r e s e r v i n g  m o d e l  i n  

L B S s .  T h e  g e n e r a l  a s s u m p t i o n s  o f  t h e  c e n t r a l i z e d  p r i v a c y  m o d e l  a l s o  h o l d  i n  t h e  c a s e  o f  t h e  

d i s t r i b u t e d  m o d e l .  I n  p a r t i c u l a r ,  i n  t h e  d i s t r i b u t e d  p r i v a c y  m o d e l  w e  c o n s i d e r  a  p o p u l a t i o n  o f
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F i g u r e  1 6 . 3 :  T h e  d i s t r i b u t e d  m o d e l  f o r  p r i v a c y  i n  L B S s .

u s e r s  w h o  a r e  s u b s c r i b e d  t o  a  t e l e c o m  o p e r a t o r  t h r o u g h  w h i c h  t h e y  c a n  a c c e s s  a  s e t  o f  L B S s .  

W e  a s s u m e  t h a t  t h e  p r o v i d e r s  o f  t h e  L B S s  a r e  n o t  t r u s t e d ;  i f  a  u s e r  s u b m i t s  a  r e q u e s t  f o r  a n  

L B S  d i r e c t l y  t o  t h e  s e r v i c e  p r o v i d e r  t h e n  h i s / h e r  ( l o c a t i o n )  p r i v a c y  c a n  b e  c o m p r o m i s e d .  T o  

p r o t e c t  t h e  p r i v a c y  o f  t h e  r e q u e s t e r s  o f  L B S s ,  t h e  d i s t r i b u t e d  m o d e l  r e q u i r e s  t h a t  t h e  m o b i l e  

u s e r s  c o l l a b o r a t e  w i t h  e a c h  o t h e r  t o  c l o a k  t h e i r  e x a c t  l o c a t i o n s  i n t o  s p a t i a l  r e g i o n s  p r i o r  t o  

s u b m i t t i n g  t h e  r e q u e s t  t o  t h e  s e r v i c e  p r o v i d e r s .  I n  g e n e r a l ,  t h e  o p e r a t i o n  o f  t h e  c l o a k i n g  

a l g o r i t h m s ,  a s  p a r t  o f  t h i s  m o d e l ,  c a n  b e  d i v i d e d  i n t o  t h r e e  m a j o r  p h a s e s  ( s e e  [ 1 2 5 ] ) :

1 . P e e r  S e a r c h i n g .  I n  p e e r  s e a r c h i n g  t h e  m o b i l e  u s e r  w h o  w a n t s  t o  r e q u e s t  a n  L B S  

s e a r c h e s  t h r o u g h  t h e  t e l e c o m m u n i c a t i o n  n e t w o r k  f o r  o t h e r  p e e r s  i n  h i s / h e r  v i c i n i t y .

2 .  L o c a t i o n  c l o a k i n g .  I n  l o c a t i o n  c l o a k i n g  t h e  i d e n t i f i e d  p e e r s  f o r m  a  g r o u p  w i t h  t h e  

r e q u e s t e r .  T h e n ,  t h e  r e q u e s t e r  c r e a t e s  a  r e g i o n  R  t h a t  c o v e r s  t h e  e n t i r e  g r o u p .  T h i s  

r e g i o n  b l u r s  t h e  e x a c t  l o c a t i o n  o f  t h e  r e q u e s t e r  a n d  p r o v i d e s  h i m / h e r  w i t h  a n o n y m i t y .

3 .  Q u e r y  h a n d l i n g .  T o  p r e v e n t  a n  a d v e r s a r y  f r o m  l o c a t i n g  t h e  r e q u e s t e r ,  a  m o b i l e  u s e r  

t h a t  b e l o n g s  t o  t h e  f o r m u l a t e d  g r o u p  i s  r a n d o m l y  s e l e c t e d  t o  a c t  a s  a  r e p r e s e n t a t i v e  

o f  t h e  g r o u p  ( a . k . a .  a n  agent). T h e  r e s p o n s i b i l i t y  o f  t h e  a g e n t  i s  t o  c o m m u n i c a t e  t h e  

r e q u e s t  t o  t h e  L B S  p r o v i d e r  o n  b e h a l f  o f  t h e  q u e r y i n g  u s e r ,  t o  c o l l e c t  t h e  c a n d i d a t e  

a n s w e r s  f r o m  t h e  s e r v i c e  p r o v i d e r ,  a n d  t o  c o m m u n i c a t e  t h e m  b a c k  t o  t h e  r e q u e s t e r .  

O n c e  t h e  r e q u e s t e r  r e c e i v e s  t h e  c a n d i d a t e  a n s w e r s  h e / s h e  c a n  i d e n t i f y  t h e  c o r r e c t  

a n s w e r  s i m p l y  b y  u s i n g  h i s / h e r  c u r r e n t  l o c a t i o n .
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A n  E x a m p l e  o f  O p e r a t i o n

T o  b e t t e r  u n d e r s t a n d  t h e  o p e r a t i o n  o f  t h i s  p r i v a c y  m o d e l ,  c o n s i d e r  F i g u r e  1 6 . 3  w h e r e  u s e r  A  

w a n t s  t o  r e q u e s t  a n  L B S  i n  a  w a y  t h a t  h e / s h e  r e m a i n s  i n d i s t i n g u i s h a b l e  a m o n g  f o u r  u s e r s .  

I n  t h e  f i r s t  s t e p  ( p e e r  s e a r c h i n g ) ,  u s e r  A  h a s  t o  i d e n t i f y  t h r e e  p e e r s  i n  h i s / h e r  v i c i n i t y .  S i n c e  

h e / s h e  h a s  o n l y  t w o  n e i g h b o r i n g  p e e r s ,  i . e .  u s e r s  B  a n d  D ,  u s e r  A  h a s  t o  c o m m u n i c a t e  

w i t h  m o b i l e  u s e r  C  ( e i t h e r  t h r o u g h  u s e r  B  o r  D )  v i a  m u l t i - h o p  r o u t i n g .  A f t e r  b u i l d i n g  t h e  

g r o u p  w i t h  u s e r s  B ,  C  a n d  D ,  u s e r  A  g e n e r a t e s  a  s p a t i a l  r e g i o n  R  t h a t  c o n t a i n s  h i m / h e r  

a l o n g  w i t h  t h e  o t h e r  t h r e e  u s e r s .  I d e a l l y ,  w i t h i n  r e g i o n  R ,  u s e r  A  c a n n o t  b e  l o c a t e d  w i t h  

a  p r o b a b i l i t y  t h a t  i s  h i g h e r  t h a n  1 / 4  a n d  t h u s  r e m a i n s  i n d i s t i n g u i s h a b l e  a m o n g  t h r e e  o t h e r  

u s e r s .  H o w e v e r ,  i f  u s e r  A  t r a n s m i t s  t h e  c l o a k e d  r e q u e s t  t o  t h e  L B S  s e r v i c e  p r o v i d e r s  t h e n  

h i s / h e r  i d e n t i t y  m a y  b e  r e v e a l e d  t h r o u g h  t h e  u s e  o f  t h e  e x i s t i n g  c e l l u l a r  p o s i t i o n i n g  t e c h n o l ­

o g y .  T h u s ,  i t  i s  n e c e s s a r y  f o r  t h e  q u e r y i n g  u s e r  t o  c o m m u n i c a t e  t h e  r e q u e s t  t o  t h e  s e r v i c e  

p r o v i d e r s  t h r o u g h  a n o t h e r  m o b i l e  u s e r  ( t h e  a g e n t ) .

I n  o u r  e x a m p l e ,  u s e r  A  c o m m u n i c a t e s  t h e  c l o a k e d  r e q u e s t  t o  u s e r  C  t h r o u g h  m o b i l e  

u s e r  B .  S u b s e q u e n t l y ,  u s e r  C  f o r w a r d s  t h e  a n o n y m i z e d  r e q u e s t  t o  t h e  a p p r o p r i a t e  s e r v i c e  

p r o v i d e r  w h o  i n  t u r n  g e n e r a t e s  a  s e t  o f  c a n d i d a t e  a n s w e r s  ( b a s e d  o n  r e g i o n  R )  a n d  c o m ­

m u n i c a t e s  t h e m  b a c k  t o  u s e r  C .  F o l l o w i n g  t h a t ,  t h e  m o b i l e  u s e r  C  t r a n s m i t s  t h e  c a n d i d a t e  

a n s w e r s  t o  t h e  a c t u a l  r e q u e s t e r  ( i . e .  u s e r  A )  w h o  u s e s  h i s / h e r  c u r r e n t  l o c a t i o n  t o  r e m o v e  t h e  

f a l s e  h i t s  a n d  r e t r i e v e  t h e  a c t u a l  a n s w e r  t o  h i s / h e r  q u e r y .  A s  a  f i n a l  c o m m e n t ,  w e  s h o u l d  

p o i n t  o u t  t h a t  t h e r e  i s  a  p r o b a b i l i t y  t h a t  t h e  r e q u e s t e r  m a y  n o t  u s e  a n  a g e n t  t o  p e r f o r m  t h e  

t r a n s m i s s i o n  o f  h i s / h e r  c l o a k e d  r e q u e s t  t o  t h e  s e r v i c e  p r o v i d e r s .  T h i s  i s  d u e  t o  t h e  f a c t  

t h a t  i f  t h e  p r i v a c y  p r o t o c o l  r e q u i r e d  t h a t  t h e  q u e r y i n g  p a r t y  m u s t  a l w a y s  u s e  a n  a g e n t  w h e n  

r e q u e s t i n g  a n  L B S ,  t h e n  a n  a d v e r s a r y  w o u l d  b e  c e r t a i n  t h a t  t h e  m o b i l e  u s e r  w h o  c o m m u ­

n i c a t e s  w i t h  t h e  s e r v i c e  p r o v i d e r s  i s  n o t  t h e  r e q u e s t e r .  A s  a  r e s u l t ,  i n  o u r  e x a m p l e ,  t h e  

a d v e r s a r y  ( o r  e q u i v a l e n t l y  t h e  L B S  s e r v i c e  p r o v i d e r )  w o u l d  b e  c e r t a i n  t h a t  u s e r  C  i s  n o t  

t h e  r e q u e s t e r  a n d  t h u s  u s e r  A  w o u l d  r e m a i n  a n o n y m o u s  a m o n g  t w o  —  i n s t e a d  o f  t h r e e  —  

o t h e r  u s e r s  ( i . e .  B  a n d  D ) .  T o  a l l e v i a t e  f r o m  t h i s  i s s u e ,  t h e  a g e n t  i s  s e l e c t e d  w i t h  u n i f o r m  

p r o b a b i l i t y  a m o n g  a l l  t h e  u s e r s  t h a t  p a r t i c i p a t e  i n  r e g i o n  R  ( i . e .  i n c l u d i n g  t h e  r e q u e s t e r ) .
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16.3 Working Assumptions and Threat Model

S e v e r a l  a p p r o a c h e s  h a v e  b e e n  p r o p o s e d  s o  f a r  i n  t h e  r e s e a r c h  l i t e r a t u r e  f o r  t h e  o f f e r i n g  o f  

p r i v a c y  i n  L B S s .  I n  w h a t  f o l l o w s ,  w e  p r e s e n t  t h e  w o r k i n g  a s s u m p t i o n s  a b o u t  t h e  c a p a b i l ­

i t i e s  o f  t h e  a t t a c k e r  t h a t  a r e  e m p l o y e d  b y  m o s t  o f  t h e  s t a t e - o f - t h e - a r t  p r i v a c y  a p p r o a c h e s  

( d i s c u s s e d  a s  p a r t  o f  C h a p t e r  1 7 ) .  T h e  k n o w l e d g e  o f  t h e s e  a s s u m p t i o n s  i s  n e c e s s a r y  t o  c o m ­

p a r e  t h e  d i f f e r e n t  a p p r o a c h e s  i n  t e r m s  o f  p r i v a c y  g u a r a n t e e s  t h a t  t h e y  o f f e r  t o  t h e  r e q u e s t e r s  

o f  L B S s .  G e n e r a l l y ,  t h e  a t t a c k e r  i s  a s s u m e d  t o  h a v e  t h e  f o l l o w i n g  c a p a b i l i t i e s :

1 . T h e  a t t a c k e r  i n t e r c e p t s  t h e  r e g i o n  R  w h e r e  a n o n y m i t y  i s  o f f e r e d  t o  t h e  r e q u e s t e r  o f  

a n  L B S .  T h i s  i m p l i e s  t h a t  e i t h e r  t h e  L B S  s e r v i c e  p r o v i d e r  i s  u n t r u s t w o r t h y ,  o r  t h e  

c o m m u n i c a t i o n  c h a n n e l  b e t w e e n  t h e  L B S  s e r v i c e  p r o v i d e r  a n d  t h e  a n o n y m i z e r  ( i n  

t h e  c a s e  o f  t h e  c e n t r a l i z e d  p r i v a c y  m o d e l )  o r  t h e  L B S  p r o v i d e r  a n d  t h e  m o b i l e  u s e r s  

( i n  t h e  c a s e  o f  t h e  d i s t r i b u t e d  p r i v a c y  m o d e l )  i s  i n s e c u r e .

2 .  T h e  a t t a c k e r  h a s  k n o w l e d g e  o f  t h e  a l g o r i t h m s  t h a t  a r e  u s e d  f o r  t h e  o f f e r i n g  o f  p r i v a c y  

i n  L B S s .  I n  t h e  c a s e  o f  t h e  c e n t r a l i z e d  p r i v a c y  m o d e l  t h i s  m e a n s  t h a t  t h e  a t t a c k e r  

k n o w s  t h e  a l g o r i t h m s  t h a t  a r e  u s e d  b y  t h e  t r u s t e d  s e r v e r  t o  p r o v i d e  a n o n y m i t y  t o  

t h e  r e q u e s t e r s  o f  L B S s .  O n  t h e  o t h e r  h a n d ,  i n  t h e  d i s t r i b u t e d  ( P 2 P )  p r i v a c y  m o d e l  

t h e  a t t a c k e r  i s  a s s u m e d  t o  h a v e  k n o w l e d g e  o f  t h e  p r i v a c y  p r o t o c o l s  t h a t  a r e  u s e d  

f o r  t h e  c o m m u n i c a t i o n  a m o n g  t h e  v a r i o u s  p a r t i e s ,  a s  w e l l  a s  t h e  a l g o r i t h m s  f o r  t h e  

f o r m u l a t i o n  o f  r e g i o n  R .  T h i s  s i t u a t i o n  i s  c o m m o n  i n  t h e  s e c u r i t y  l i t e r a t u r e  w h e r e  

a l g o r i t h m s  a r e  t y p i c a l l y  p u b l i c l y  a v a i l a b l e .

3 .  T h e  a t t a c k e r  c a n  o b t a i n  t h e  c u r r e n t  l o c a t i o n  o f  a l l  t h e  u s e r s  i n  t h e  s y s t e m .  T h i s  a s ­

s u m p t i o n  i s  m o t i v a t e d  b y  t h e  f a c t  t h a t  u s e r s  m a y  o f t e n  i s s u e  q u e r i e s  f r o m  l o c a t i o n s  

w h i c h  c a n  b e  e a s i l y  i d e n t i f i e d  e . g . ,  t h r o u g h  p h y s i c a l  o b s e r v a t i o n ,  t r i a n g u l a t i o n ,  t e l e ­

p h o n e  c a t a l o g s ,  e t c .  H o w e v e r ,  i t  i s  r a t h e r  d i f f i c u l t  t o  m o d e l  t h e  e x a c t  a m o u n t  o f  

k n o w l e d g e  t h a t  a n  a t t a c k e r  m a y  h a v e  a t  h i s / h e r  d i s p o s a l .  F o r  t h i s  r e a s o n ,  t h i s  a s ­

s u m p t i o n  d i c t a t e s  t h a t  t h e  e m p l o y e d  p r i v a c y  m e t h o d o l o g y  m u s t  b e  p r o v a b l y  s e c u r e  

u n d e r  t h e  w o r s t - c a s e  s c e n a r i o .
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4 .  T h e  a t t a c k e r  t r i e s  t o  b r e a c h  t h e  l o c a t i o n  p r i v a c y  o f  t h e  u s e r s  b y  u s i n g  o n l y  c u r r e n t  

l o c a t i o n  d a t a ;  h e / s h e  i s  u n a w a r e  o f  a n y  h i s t o r i c a l  i n f o r m a t i o n  a b o u t  t h e  m o v e m e n t  o f  

t h e  u s e r s  i n  t h e  s y s t e m ,  a s  w e l l  a s  a n y  b e h a v i o r  p a t t e r n s  o f  p a r t i c u l a r  c l i e n t s  ( e . g . ,  a  

u s e r  o f t e n  a s k i n g  a  p a r t i c u l a r  q u e r y  a t  a  c e r t a i n  l o c a t i o n  o r  t i m e ) 1 .

16.4 Organization of the Rest of Part III

T h e  r e s t  o f  P a r t  I I I  i s  o r g a n i z e d  a s  f o l l o w s :  I n  C h a p t e r  1 7  w e  p r e s e n t  a  s h o r t  s u r v e y  o f  t h e  

c u r r e n t  s t a t e - o f - t h e - a r t  a p p r o a c h e s  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s ,  w h i l e  i n  C h a p t e r  

1 8  w e  d i s c u s s  t h e  c o n t r i b u t i o n s  t h a t  w e  m a d e  i n  t h i s  r e s e a r c h  a r e a .  C h a p t e r  1 9  p r o v i d e s  

t h e  b a c k g r o u n d  a n d  t h e  t e r m i n o l o g y  t h a t  i s  n e c e s s a r y  f o r  t h e  p r o p e r  u n d e r s t a n d i n g  o f  o u r  

p r o p o s e d  m e t h o d o l o g i e s ,  g i v e n  i n  d e t a i l  i n  C h a p t e r s  2 0 - 2 3 .  S p e c i f i c a l l y ,  i n  C h a p t e r  2 0  

w e  p r e s e n t  t w o  p r i v a c y  m e t h o d o l o g i e s  t h a t  e x t e n d  t h e  c u r r e n t  s t a t e - o f - t h e - a r t  f o r  t h e  o f ­

f e r i n g  o f  h i s t o r i c a l  K - a n o n y m i t y  i n  L B S s .  M o r e o v e r ,  i n  C h a p t e r s  2 1  a n d  2 2  w e  p r o p o s e  

a  f r e e - t e r r a i n  m o d e l  a n d  a  n e t w o r k - b a s e d  m o d e l  ( r e s p e c t i v e l y )  f o r  t h e  o f f e r i n g  o f  t r a j e c ­

t o r y  K - a n o n y m i t y  i n  L B S s .  P L O T ,  t h e  f i r s t  o p e n - e n d e d  t o o l b o x  t h a t  e n c o m p a s s e s  a  s e t  

o f  c e n t r a l i z e d  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s ,  i s  p r e s e n t e d  i n  C h a p t e r  

2 3 .  F i n a l l y ,  C h a p t e r  2 4  c o n c l u d e s  t h i s  p a r t  o f  t h e  d i s s e r t a t i o n  a n d  p r e s e n t s  s o m e  p o t e n t i a l  

f u t u r e  d i r e c t i o n s  i n  t h i s  a r e a  o f  r e s e a r c h .

1A s  is  p r e s e n te d  in  C h a p te r  17  th is  a s s u m p t io n  h o ld s  o n ly  fo r  lo c a t io n  p r iv a c y  m e th o d o lo g ie s .  In  t r a je c to ry  

p r iv a c y  m e th o d o lo g ie s  ( s u c h  a s  [3 9 ])  i t  is  p o s s ib le  f o r  a n  a t ta c k e r  to  h a v e  k n o w le d g e  o f  th e  r e c e n t  h is to r y  o f  

q u e r ie s  p la c e d  b y  th e  r e q u e s te r  a s  p a r t  o f  th e  s a m e  L B S  ( i.e . in  L B S s  th a t  r e q u i r e  m u l t ip le  lo c a t io n  u p d a te s  in  

o r d e r  to  b e  o f fe re d ) .  F u r th e rm o r e , th e  a p p r o a c h e s  th a t  w e  p r o p o s e d  in  [ 6 9 ,7 1 ,7 7 ,7 9 ]  a s s u m e  th a t  th e  a t ta c k e r  

is  a ls o  in  p o s s e s s io n  o f  th e  f r e q u e n t  r o u te s  th a t  a r e  f o l lo w e d  b y  e a c h  u s e r  o f  th e  s y s te m .
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Chapter 17

Related Work

S i n c e  t h e  l a t e  9 0 s  w h e n  t h e  f i r s t  a p p r o a c h e s  w e r e  p r o p o s e d  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  

L B S s ,  t h e r e  h a s  b e e n  a  s u b s t a n t i a l  b o d y  o f  r e s e a r c h  i n  t h i s  a r e a  o f  s t u d y ,  l e a d i n g  t o  t h e  o r g a ­

n i z a t i o n  o f  n u m e r o u s  i n t e r n a t i o n a l  c o n f e r e n c e s  a n d  w o r k s h o p s .  I n  w h a t  f o l l o w s ,  w e  p r e s e n t  

a  t a x o n o m y  o f  t h e  d i f f e r e n t  a p p r o a c h e s  t h a t  h a v e  b e e n  p r o p o s e d  o v e r  t h e  y e a r s ,  h i g h l i g h t i n g  

t h e  p r o g r e s s  t h a t  h a s  b e e n  a c c o m p l i s h e d  f r o m  t h e  f i r s t  g e n e r a t i o n  o f  a p p r o a c h e s  t o  m o d e r n  

p r i v a c y  a l g o r i t h m s .  T h e  d e t a i l  o f  o u r  p r e s e n t a t i o n  i s  b i a s e d  i n  f a v o r  o f  K - a n o n y m i t y  b a s e d  

a p p r o a c h e s ,  a s  t h i s  c a t e g o r y  i s  t h e  m o s t  p r e v a l e n t  a m o n g  t h e  d i f f e r e n t  r e s e a r c h  d i r e c t i o n s  

a n d  a l s o  i t  c o l l e c t s  o u r  r e s e a r c h  c o n t r i b u t i o n s ,  p r e s e n t e d  i n  d e t a i l  i n  t h e  f o l l o w i n g  c h a p t e r s .  

T h e  i n t e r e s t e d  r e a d e r s  a r e  e n c o u r a g e d  t o  r e f e r  t o  [ 3 7 , 7 4 , 1 7 1 ]  f o r  s o m e  i n t e r e s t i n g  s u r v e y s  

t h a t  p r e s e n t  a l t e r n a t i v e  t a x o n o m i e s  o f  t h e  e x i s t i n g  p r i v a c y  m e t h o d o l o g i e s .

I n  t h e  t a x o n o m y  t h a t  f o l l o w s ,  w e  h a v e  p a r t i t i o n e d  t h e  e x i s t i n g  a p p r o a c h e s  f o r  t h e  

o f f e r i n g  o f  p r i v a c y  i n  L B S s  i n t o  f i v e  b r o a d  c a t e g o r i e s ,  b a s e d  o n  t h e  m e t h o d o l o g y  t h a t  i s  

u s e d  t o  p r o h i b i t  t h e  d i s c l o s u r e  o f  t h e  s e n s i t i v e  l o c a t i o n  d a t a  o r  t h e  s e n s i t i v e  q u e r y  c o n t e n t  

t o  u n t r u s t e d  t h i r d  p a r t i e s .  S p e c i f i c a l l y ,  p o l i c y - b a s e d  a p p r o a c h e s  ( S e c t i o n  1 7 . 1 ) ,  p r o v i d e  

t h e  n e c e s s a r y  t o o l s  t h a t  a l l o w  e a c h  u s e r  t o  s p e c i f y  a  p r i v a c y  p o l i c y  t h a t  c o n t r o l s  a c c e s s  

t o  h i s / h e r  s e n s i t i v e  l o c a t i o n  i n f o r m a t i o n ,  a s  w e l l  a s  t o  d e t e r m i n e  t h e  g r a n u l a r i t y  i n  w h i c h  

h i s / h e r  l o c a t i o n  i s  d i s c l o s e d  t o  o t h e r s .  T h e  a p p r o a c h e s  o f  t h i s  c a t e g o r y  e n s u r e  t h a t  t h e  l o ­

c a t i o n  i n f o r m a t i o n  o f  t h e  u s e r  i s  d i s c l o s e d  o n l y  t o  t h e  a u t h o r i z e d  e n t i t i e s  a n d  i n  t h i s  s e n s e ,
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t h e s e  a p p r o a c h e s  a r e  m o r e  r e l a t e d  t o  s e c u r i t y  t h a n  t o  p r i v a c y  [ 1 7 1 ] .  O n  t h e  o t h e r  h a n d ,  

c r y p t o g r a p h y - b a s e d  a p p r o a c h e s  ( S e c t i o n  1 7 . 2 )  a i m  a t  s e c u r i n g  t h e  c o m m u n i c a t i o n  c h a n ­

n e l s  b y  e n c r y p t i n g  t h e  s e n s i t i v e  i n f o r m a t i o n  t h a t  i s  c o m m u n i c a t e d  b e t w e e n  t h e  u s e r s  a n d  

t h e  s e r v i c e  p r o v i d e r s  p r i o r  t o  i t s  t r a n s m i s s i o n  t h r o u g h  t h e  ( i n s e c u r e )  t e l e c o m m u n i c a t i o n  i n ­

f r a s t r u c t u r e .  I n  p a r t i c u l a r ,  c r y p t o g r a p h y - b a s e d  s o l u t i o n s  e n s u r e  t h a t  t h e  s e n s i t i v e  l o c a t i o n  

i n f o r m a t i o n  a s  w e l l  a s  t h e  s e n s i t i v e  q u e r y  c o n t e n t  o f  t h e  u s e r  r e q u e s t ,  e v e n  i f  i n t e r c e p t e d  

d u r i n g  i t s  t r a n s m i s s i o n ,  i t  w i l l  b e  r e c o g n i z a b l e  o n l y  b y  t h e  a u t h o r i z e d  r e c i p i e n t .  T h e  t h i r d  

c a t e g o r y  o f  a p p r o a c h e s  c o l l e c t s  c e n t r a l i z e d  m e t h o d o l o g i e s  t h a t  b l u r  t h e  l o c a t i o n  o f  t h e  r e ­

q u e s t e r  ( a s  t r a n s m i t t e d  t o  t h e  t r u s t e d  s e r v e r )  p r i o r  t o  f o r w a r d i n g  t h e  u s e r  r e q u e s t  t o  t h e  

u n t r u s t w o r t h y  L B S  p r o v i d e r s .  A s  p a r t  o f  t h i s  c a t e g o r y ,  w e  s u r v e y  e x i s t i n g  m e t h o d o l o g i e s  

t h a t  s h i e l d  t h e  i d e n t i t y  o f  t h e  r e q u e s t e r  ( i )  b y  u s i n g  h i s t o r i c a l  m o v e m e n t  d a t a ,  c o l l e c t e d  

f r o m  a l l  t h e  u s e r s  i n  t h e  s y s t e m  ( S e c t i o n  1 7 . 3 . 1 ) ,  ( i i )  b y  u s i n g  t h e  c u r r e n t  l o c a t i o n  o f  a l l  

t h e  u s e r s  i n  t h e  s y s t e m  t o  c o v e r  t h e  l o c a t i o n  o f  r e q u e s t  ( S e c t i o n  1 7 . 3 . 2 ) ,  a n d  ( i i i )  b y  u s ­

i n g  t h e  c u r r e n t  l o c a t i o n  o f  a l l  t h e  u s e r s  i n  t h e  s y s t e m ,  a s  w e l l  a s  t h e i r  f u t u r e  l o c a t i o n s ,  t o  

c o v e r  u p  t h e  t r a j e c t o r y  o f  t h e  r e q u e s t e r  f r o m  t h e  t i m e  o f  r e q u e s t  u n t i l  t h e  p r o v i s i o n  o f  t h e  

L B S  ( S e c t i o n  1 7 . 3 . 3 ) .  T h e  f o u r t h  c a t e g o r y  i n  o u r  t a x o n o m y  c o l l e c t s  o b f u s c a t i o n  a n d  u n ­

l i n k i n g  a p p r o a c h e s  ( S e c t i o n  1 7 . 4 ) .  O b f u s c a t i o n  a p p r o a c h e s  i n t r o d u c e  p e r t u r b a t i o n s  t o  t h e  

l o c a t i o n s  o f  t h e  u s e r s  i n  t h e  s y s t e m  i n  o r d e r  t o  r e d u c e  t h e i r  a c c u r a c y .  S i m i l a r l y ,  u n l i n k ­

i n g  a p p r o a c h e s  b l u r  t h e  l o c a t i o n  o f  t h e  u s e r s  t h r o u g h  t h e  a p p l i c a t i o n  o f  s i m p l e  f u z i f i c a t i o n  

s t r a t e g i e s .  T h e  l a s t  c a t e g o r y  o f  a p p r o a c h e s  c o l l e c t s  d i s t r i b u t e d  ( P 2 P )  m e t h o d o l o g i e s  f o r  t h e  

o f f e r i n g  o f  p r i v a c y  i n  L B S s  ( S e c t i o n  1 7 . 5 ) .  T h e s e  a p p r o a c h e s  p r o v i d e  a n  a l t e r n a t i v e  t o  t h e  

c e n t r a l i z e d  K - a n o n y m i t y  a l g o r i t h m s ,  s i n c e  t h e y  o f f e r  K - a n o n y m i t y  w i t h o u t  t h e  n e e d  o f  a  

t r u s t e d  s e r v e r .  I n s t e a d ,  t h e y  r e q u i r e  m o r e  p o w e r f u l  m o b i l e  d e v i c e s  o n  t h e  c l i e n t  s i d e  a s  w e l l  

a s  a n  a d e q u a t e  a m o u n t  o f  c o o p e r a t i n g  u s e r s .

17.1 Policy-Based Approaches

T h e  f i r s t  g e n e r a t i o n  o f  p r i v a c y  t e c h n i q u e s  i n  L B S s  w a s  p r i m a r i l y  i n f l u e n c e d  b y  t h e  p r o p e r ­

t i e s  o f  s p e c i f i c  t y p e s  o f  n e t w o r k s ,  s u c h  a s  t h e  G S M  ( e . g . ,  [ 1 0 3 , 1 4 5 , 1 5 6 ] ) .  T h e s e  a p p r o a c h e s ,
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a s  w e l l  a s  n e w e r  a p p r o a c h e s  t h a t  a r e  n o t  d e p e n d e n t  o n  a n y  p a r t i c u l a r  t y p e  o f  h a r d w a r e ,  w e r e  

b a s e d  o n  u s e r - s p e c i f i e d  p o l i c i e s  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s .  I n  p o l i c y - b a s e d  a p ­

p r o a c h e s ,  e a c h  m o b i l e  u s e r ,  s u p p o r t e d  b y  t h e  t e l e c o m m u n i c a t i o n  i n f r a s t r u c t u r e ,  i s  a l l o w e d  

t o  s p e c i f y  a  p r i v a c y  p o l i c y  t o  c o n t r o l  how, t o  whom  a n d  t o  what extent h i s / h e r  p e r s o n a l  l o ­

c a t i o n  d a t a  c a n  b e  d i s c l o s e d .  P o l i c y - b a s e d  a p p r o a c h e s  a c k n o w l e d g e  t h e  r e l e a s e  o f  l o c a t i o n  

i n f o r m a t i o n  t o  t h i r d  p a r t i e s ,  o n  a  n e e d - t o - k n o w  b a s i s .  A s  a n  e x a m p l e ,  i m a g i n e  a  u s e r  t h a t  

i s  i n t e r e s t e d  t o  r e c e i v e  p r o m o t i o n a l  c o u p o n s  i n  h i s / h e r  m o b i l e  d e v i c e  c o m i n g  o n l y  f r o m  t h e  

s u p e r m a r k e t s  t h a t  a r e  l o c a t e d  i n  h i s / h e r  n e i g h b o r h o o d .  C o n s e q u e n t l y ,  t h e  s e r v i c e  p r o v i d e r  

( w h o  k n o w s  t h e  c u r r e n t  l o c a t i o n  o f  t h e  u s e r ) ,  c a n n o t  d i s c l o s e  h i s / h e r  l o c a t i o n  t o  a n  a r b i t r a r y  

a d v e r t i s e r ,  b u t  o n l y  t o  t h o s e  w h o  s a t i s f y  t h e  c o n d i t i o n s  e x p r e s s e d  b y  t h e  u s e r .  T h e  p r i v a c y  

p r e f e r e n c e s  o f  t h e  u s e r s  a r e  d y n a m i c a l l y  s p e c i f i e d  w i t h  t h e  a i d  o f  s p e c i a l  p o l i c y  l a n g u a g e s 1 , 

w h i c h  e n a b l e  t h e  d e c l a r a t i o n  o f  a  s e t  o f  r u l e s  a b o u t  w h o  i s  a l l o w e d  t o  a c c e s s  t h e  p e r s o n a l  

l o c a t i o n  i n f o r m a t i o n  o f  e a c h  u s e r  a n d  f o r  w h i c h  p u r p o s e .  T h e  u s e r s  a r e  a l s o  a l l o w e d  t o  

d e f i n e  t h e  p l a c e s  f r o m  w h i c h ,  a s  w e l l  a s  t h e  g r a n u l a r i t y  i n  w h i c h ,  s u c h  s e n s i t i v e  l o c a t i o n  

i n f o r m a t i o n  w i l l  b e  d i s c l o s e d  t o  o t h e r s .

T h e  f i r s t  w o r k  t h a t  u t i l i z e d  p r i v a c y  p o l i c i e s  t o  p r o t e c t  t h e  l o c a t i o n  p r i v a c y  o f  t h e  

m o b i l e  u s e r s  w a s  p r o p o s e d  b y  S n e k k e n e s  [ 1 5 7 ] .  I n  t h i s  w o r k ,  e a c h  u s e r  i s  l i n k e d  t o  a  

n u m b e r  o f  o b s e r v a t i o n s  t h a t  i n c l u d e  t h e  i d e n t i t y  o f  t h e  u s e r ,  t h e  l o c a t i o n  w h e r e  h e / s h e  w a s  

o b s e r v e d ,  t h e  t i m e  o f  t h e  o b s e r v a t i o n ,  a s  w e l l  a s  t h e  s p e e d  o f  t h e  u s e r  a t  t h e  t i m e  o f  o b s e r ­

v a t i o n .  A n  o b s e r v a t i o n  c a n  b e  r e l e a s e d  t o  o t h e r  u s e r s  a t  d i f f e r e n t  l e v e l s  o f  g r a n u l a r i t y  ( e . g . ,  

e x a c t  l o c a t i o n ,  r o o m ,  b u i l d i n g  o r  d i s t r i c t  w h e r e  t h e  u s e r  r e s i d e s )  d e p e n d i n g  o n  p a r a m e t e r s  

s u c h  a s  t h e  i d e n t i t y  o f  t h e  r e c i p i e n t  a n d  t h e  i n t e n d e d  u s e .  T h e  s u p p o r t e d  a b s t r a c t i o n s  a r e  

m o d e l e d  w i t h  t h e  a i d  o f  a  l a t t i c e  s t r u c t u r e  w h i c h  e n a b l e s  t h e  u s e r  t o  d e t e r m i n e  t h e  a c c u r a c y  

i n  w h i c h  h i s / h e r  o b s e r v a t i o n s  w i l l  b e  d i s c l o s e d  t o  o t h e r s .  T o  a l l o w  t h e  d e f i n i t i o n  o f  t h e  

p r i v a c y  p o l i c i e s  o f  t h e  u s e r s ,  t h e  a u t h o r  p r o p o s e s  a  f o r m a l  p o l i c y  l a n g u a g e .

H e n g a r t n e r  a n d  S t e e n k i s t e  [ 8 9 , 9 0 ]  a r e  t h e  f i r s t  t o  i n t r o d u c e  t h e  u s e  o f  d i g i t a l  c e r t i f i ­

c a t e s  t o  l o c a t i o n  p r i v a c y .  A  d i g i t a l  c e r t i f i c a t e  i s  a  s i g n e d  d a t a  s t r u c t u r e  i n  w h i c h  t h e  s i g n e r

1A  su rv e y  o f  th e  e x is t in g  p r iv a c y  p o l ic y  la n g u a g e s  c a n  b e  f o u n d  in  [1 0 9 ].
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s t a t e s  a  d e c i s i o n  c o n c e r n i n g  s o m e  o t h e r  e n t i t y .  I n  t h e  p r o p o s e d  a p p r o a c h ,  w h e n  a  u s e r  i n i t i ­

a t e s  a  r e q u e s t  f o r  t h e  l o c a t i o n  o f  a n  i n d i v i d u a l ,  t h e  s e r v i c e  p r o v i d e r  m u s t  f i r s t  c h e c k  w h e t h e r  

t h e  p r i v a c y  p o l i c y  g r a n t s  a c c e s s  t o  t h e  r e q u e s t e r  b y  b u i l d i n g  a  c h a i n  o f  p o l i c y  c e r t i f i c a t e s  

f r o m  i t s e l f  t o  t h e  r e q u e s t e r .  W h e n  t h e s e  s t e p s  f i n i s h  s u c c e s s f u l l y ,  d a t a  i s  s e c u r e l y  r e l e a s e d  

t o  t h e  u s e r  w h o  i n i t i a t e d  t h e  c o r r e s p o n d i n g  r e q u e s t .

D a m i a n i  a n d  B e r t i n o  [ 4 5 ]  p r o p o s e  t h e  c o m b i n a t i o n  o f  a n  a c c e s s  c o n t r o l  m e c h a n i s m  

a n d  a  l o c a t i o n  p r i v a c y  m e t h o d o l o g y  i n  a  s y s t e m  t h a t  f i l t e r s  i n c o m i n g  u s e r  r e q u e s t s  f o r  L B S s  

a n d  d e t e r m i n e s  w h e t h e r  t h e y  s h o u l d  b e  s e r v i c e d  b a s e d  o n  t h e  role  a n d  t h e  position  o f  t h e  

r e q u e s t e r  a t  t h e  t i m e  o f  r e q u e s t .  E a c h  u s e r  c a n  a s s u m e  a  v a r i e t y  o f  r o l e s  i n  t h e  s y s t e m  a n d  

e a c h  r o l e  i s  a s s i g n e d  s o m e  g e n e r a l i z a t i o n  c r i t e r i a .  I f  a c c e p t e d  b y  t h e  s y s t e m ,  t h e  r e q u e s t  i s  

d e - i d e n t i f i e d  a n d  t h e  l o c a t i o n  o f  t h e  r e q u e s t e r  i s  g e n e r a l i z e d  t o  a n  a r e a  w i t h i n  w h i c h  h e / s h e  

i s  l o c a t e d .  T h e  c l o a k i n g  o f  t h e  a c t u a l  u s e r  l o c a t i o n  t o  t h e  g e n e r a l i z e d  a r e a  i s  b a s e d  o n  a  

p r i v a c y  p o l i c y  t h a t  i s  s p e c i f i e d  b y  t h e  u s e r ,  w h i c h  d e f i n e s  t h e  d e g r e e  o f  s p a t i a l  g e n e r a l i z a t i o n  

b a s e d  o n  t h e  c u r r e n t  role  t h a t  t h e  u s e r  a s s u m e s  i n  t h e  s y s t e m .

17.2 Cryptography-Based Approaches

C r y p t o g r a p h y - b a s e d  a p p r o a c h e s  e n c r y p t  t h e  r e a l  i d e n t i t y  o f  t h e  i n d i v i d u a l s  w h o  i n i t i a t e  

r e q u e s t s  f o r  L B S s ,  a u t h e n t i c a t e  t h e  q u e r y  s o u r c e  a s  w e l l  a s  t h e  t r a n s m i t t e d  r e q u e s t s ,  a n d  

s e c u r e  t h e  c o m m u n i c a t i o n  c h a n n e l s  t o  e n s u r e  t h a t  t h e  t r a n s m i t t e d  m e s s a g e s  b e t w e e n  t h e  

d i f f e r e n t  e n t i t i e s  o f  t h e  s y s t e m  a r e  n o t  i n t e r c e p t e d  o r  a l t e r e d  i n  a n y  w a y .  F u r t h e r m o r e ,  s o m e  

c r y p t o g r a p h i c  a p p r o a c h e s  a r e  c a p a b l e  o f  a s s u r i n g  t h e  m o b i l e  u s e r  t h a t  t h e  s e r v i c e  p r o v i d e r s  

w i t h  w h i c h  h e / s h e  c o m m u n i c a t e s  f o r  t h e  o f f e r i n g  o f  L B S s ,  a r e  g e n u i n e .

T h e  f i r s t  c r y p t o g r a p h y - b a s e d  m e t h o d o l o g y  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s  r e ­

l i e d  o n  a s y m m e t r i c  k e y  c r y p t o g r a p h y  a n d  i s  p r e s e n t e d  i n  [ 8 8 ] .  I t  u s e s  p s e u d o n y m s  t o  r e ­

d u c e  t h e  t r u s t  t h a t  a  u s e r  p l a c e s  t o  t h e  s e r v i c e  p r o v i d e r s  a n d  ( s i m i l a r l y  t o  p o l i c y - b a s e d  

a p p r o a c h e s )  e n a b l e s  t h e  u s e r s  t o  d e f i n e  t o  w h o m  t h e i r  l o c a t i o n  w i l l  b e  d i s c l o s e d  a n d  a t  

w h i c h  g r a n u l a r i t y .  I n  t h e  p r o p o s e d  a p p r o a c h ,  e a c h  u s e r  a c q u i r e s  a  pseudonym  t h a t  h e / s h e  

u s e s  a s  a n  a s y m m e t r i c  k e y ,  k n o w n  o n l y  b y  t h e  t r u s t e d  s e r v e r  a n d  t h e  u s e r .  T o  d i s a l l o w
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a n y  o t h e r  u s e r  f r o m  i n t e r c e p t i n g  i t ,  t h e  p s e u d o n y m  i s  e n c r y p t e d  w i t h  t h e  p u b l i c  k e y  o f  t h e  

t r u s t e d  s e r v e r .  T h e  s u p p l i e d  k e y  s e r v e s  a s  a  k i n d  o f  r e f e r e n c e  w i t h  w h i c h  p o t e n t i a l  s u b ­

j e c t s  c a n  a d d r e s s  t h e  u s e r  i n  t h e i r  f o r m u l a t e d  l o c a t i o n - b a s e d  q u e r i e s .  T o  p r e v e n t  a n  a t t a c k e r  

f r o m  m a t c h i n g  q u e r i e s  o f  d i f f e r e n t  s u b j e c t s  t o  t h e  s a m e  t a r g e t  u s e r ,  t h e  a p p e a r a n c e  o f  t h e  

c i p h e r  t e x t  o f  t h e  p s e u d o n y m  h a s  t o  b e  d i f f e r e n t .  F o r  t h i s  r e a s o n ,  t h e  p s e u d o n y m  i s  a l s o  

e n c r y p t e d  w i t h  a  u n i q u e  p i e c e  o f  i n f o r m a t i o n ,  c h o s e n  i n d i v i d u a l l y  f o r  e a c h  u s e r .  T h e  b e n e ­

f i t  o f  t h e  p r o p o s e d  s t r a t e g y  i s  t h a t  i t  e n a b l e s  t h e  s e c u r e  c o m m u n i c a t i o n  o f  t h e  u s e r  w i t h  t h e  

a u t h e n t i c a t e d  s e r v i c e  p r o v i d e r s  w i t h o u t  d i s c l o s i n g  h i s / h e r  i d e n t i t y .

K o n i d a l a ,  e t  a l .  [ 1 0 7 ]  p r o p o s e  a  c o s t  e f f e c t i v e  p r i v a c y  p r o t o c o l  w h i c h  e n s u r e s  t r u s t  

( i )  b e t w e e n  t h e  m o b i l e  u s e r s  a n d  t h e  t e l e c o m  o p e r a t o r s ,  b y  g e n e r a t i n g  a  m a s t e r  s e c r e t  k e y  

t h a t  i s  s h a r e d  b e t w e e n  t h e  u s e r  a n d  t h e  o p e r a t o r ,  a n d  ( i i )  b e t w e e n  t h e  t e l e c o m  o p e r a t o r s  a n d  

t h e  s e r v i c e  p r o v i d e r s ,  b y  t h e  e x i s t e n c e  o f  a  t r u s t e d  p u b l i c  k e y  i n f r a s t r u c t u r e .  T h e  t e l e c o m  

o p e r a t o r s  o b t a i n  a  d i g i t a l  c e r t i f i c a t e  a n d  a  p r i v a t e  k e y  a n d ,  s i m i l a r l y ,  t h e  s e r v i c e  p r o v i d e r s  

o b t a i n  a  d i g i t a l  c e r t i f i c a t e  a n d  a  p r i v a t e  k e y .  E a c h  t e l e c o m  o p e r a t o r  s t o r e s  t h e  c e r t i f i c a t e  o f  

e a c h  s e r v i c e  p r o v i d e r  ( w h i c h  c o n t a i n s  t h e  p u b l i c  k e y  o f  t h e  s e r v i c e  p r o v i d e r ) ,  a n d  t h e  s e r ­

v i c e  p r o v i d e r s  s t o r e  t h e  c e r t i f i c a t e s  o f  t h e  t e l e c o m  o p e r a t o r s  ( w h i c h  c o n t a i n  t h e  p u b l i c  k e y  

o f  t h e  t e l e c o m  o p e r a t o r ) .  I n i t i a l l y ,  t h e  u s e r  d e t e c t s  h i s / h e r  c u r r e n t  l o c a t i o n  b y  u s i n g  a  G P S .  

T h e n ,  h e / s h e  s e c u r e l y  t r a n s m i t s  t h e  l o c a t i o n  t o  t h e  t e l e c o m  o p e r a t o r  a n d  r e q u e s t s  a  l i s t  o f  

t h e  L B S s  t h a t  a r e  o f f e r e d  i n  h i s / h e r  n e i g h b o r h o o d .  T h e  t e l e c o m  o p e r a t o r  r e p l i e s  w i t h  a  l i s t  

o f  s e r v i c e s  a n d  t a k e s  f u l l  r e s p o n s i b i l i t y  o n  b e h a l f  o f  t h e  u s e r  t o  i d e n t i f y  a n d  a u t h e n t i c a t e  t h e  

s e r v i c e  p r o v i d e r s .  T h e n ,  t h e  u s e r  s e l e c t s  a  p a r t i c u l a r  L B S  a m o n g  t h e  o f f e r e d  o n e s  a n d  ( s e ­

c u r e l y )  t r a n s m i t s  t h e  L B S  p a r a m e t e r s  t o  t h e  t e l e c o m  o p e r a t o r .  T h e  o p e r a t o r  c o m m u n i c a t e s  

o n l y  t h e  c u r r e n t  l o c a t i o n  d e t a i l s ,  b u t  n o t  t h e  i d e n t i t y  o f  t h e  u s e r ,  t o  t h e  a p p r o p r i a t e  s e r v i c e  

p r o v i d e r .  F i n a l l y ,  i t  i s  i m p o r t a n t  t o  m e n t i o n  t h a t  t h e  s e r v i c e  p r o v i d e r  c a n n o t  m a i n t a i n  t h e  

u s e r  p r o f i l e  a s  i t  d o e s  n o t  h a v e  k n o w l e d g e  t o  w h o m  t h e  r e q u e s t e d  L B S  i s  b e i n g  o f f e r e d .

T w o  a r c h i t e c t u r e s  t h a t  u s e  H ierarchical Iden tity-B ased  Encryption  ( H I B E )  t o  p r e ­

s e r v e  t h e  c o n f i d e n t i a l i t y  o f  t h e  c o m m u n i c a t e d  i n f o r m a t i o n ,  a r e  p r e s e n t e d  i n  [ 9 1 ] .  T h e  a u ­

t h o r s  p r o p o s e  a  p r o o f - b a s e d  s c h e m a  a n d  a n  e n c r y p t i o n - b a s e d  a c c e s s  c o n t r o l  s c h e m a .  I n
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t h e  p r o o f - b a s e d  s c h e m a ,  a  m o b i l e  u s e r  n e e d s  t o  a s s e m b l e  s o m e  a c c e s s  r i g h t s  a s  a  p r o o f  o f  

a c c e s s ,  w h i c h  d e m o n s t r a t e s  t o  t h e  s e r v i c e  p r o v i d e r  t h a t  t h e  u s e r  i s  a u t h o r i z e d  t o  a c c e s s  t h e  

r e q u e s t e d  i n f o r m a t i o n .  I n  a n  e n c r y p t i o n - b a s e d  s c h e m a ,  a  s e r v i c e  p r o v i d e r  p r o v i d e s  c o n f i ­

d e n t i a l  i n f o r m a t i o n  t o  a n y  m o b i l e  u s e r  b u t  o n l y  i n  a n  e n c r y p t e d  f o r m .  T h o s e  m o b i l e  u s e r s  

w h o  a r e  a u t h o r i z e d  t o  a c c e s s  t h e  i n f o r m a t i o n ,  h a v e  t h e  c o r r e s p o n d i n g  d e c r y p t i o n  k e y  t h a t  

w i l l  a l l o w  t h e m  t o  s u c c e s s f u l l y  d e c r y p t  i t .  B o t h  s c h e m a s  u s e  H I B E  [ 5 6 ] ,  w h i c h  i s  b a s e d  

o n  Iden tity-B ased  Encryption  ( I B E ) ,  w h e r e  t h e  p u b l i c  k e y  o f  a n  i n d i v i d u a l  i s  a n  a r b i t r a r y  

s t r i n g .  R e f .  [ 2 8 ]  a n a l y z e s  o n e  o f  t h e  f i r s t  p r o p o s e d  I B E  s c h e m e s .

17.3 K-Anonymization Approaches

T h e  m a i n  b o d y  o f  r e s e a r c h  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s  c o l l e c t s  a p p r o a c h e s  t h a t  a r e  

b a s e d  o n  t h e  n o t i o n  o f  K - a n o n y m i t y .  T h e  c o n c e p t  o f  a n o n y m i t y  ( i n  t h e  s e n s e  o f  c o m ­

p u t a t i o n a l  m e t h o d s  f o r  i t s  o f f e r i n g )  w a s  o r i g i n a l l y  i n v e s t i g a t e d  i n  t h e  a r e a  o f  t e l e c o m m u ­

n i c a t i o n s ,  w h e r e  m e t h o d o l o g i e s  w e r e  p r o p o s e d  s i n c e  t h e  l a t e  8 0 s  t o  p r o t e c t  t h e  i d e n t i t y  

o f  s e n d e r s  a n d  r e c i p i e n t s  i n  m e s s a g e  t r a n s m i s s i o n s .  A c c o r d i n g  t o  [ 1 4 1 ] ,  anonymity  i s  d e ­

f i n e d  a s  “ t h e  s t a t e  o f  b e i n g  n o t  i d e n t i f i a b l e  w i t h i n  a  s e t  o f  s u b j e c t s ,  t h e  a n o n y m i t y  s e t ” . 

C h a u m  [ 3 5 ]  i n t r o d u c e d  t h e  n o t i o n  o f  a n  anonymity set  a s  t h e  s e t  o f  p a r t i c i p a n t s  w h o  p r o b ­

a b l y  c o u l d  h a v e  s e n t  a  c e r t a i n  r e q u e s t ,  a s  s e e n  b y  a  g l o b a l  o b s e r v e r .  T h e  c o n c e p t  o f  K -  

a n o n y m i t y ,  o r i g i n a l l y  p r o p o s e d  b y  S a m a r a t i  a n d  S w e e n e y  [ 1 4 9 ,  1 5 0 ,  1 6 2 ]  i n  t h e  c o n t e x t  

o f  r e l a t i o n a l  d a t a ,  i s  a m o n g  t h e  m o s t  p r e v a l e n t  a n o n y m i t y  p r e s e r v i n g  m e t h o d o l o g i e s .  K -  

a n o n y m i t y  h a s  b e e n  e x t e n s i v e l y  a p p l i e d  i n  r e l a t i o n a l  d a t a b a s e s  f o r  p u b l i s h i n g  c e n s u s ,  m e d ­

i c a l  a n d  v o t i n g  r e g i s t r a t i o n  d a t a  ( o f t e n  c a l l e d  m icrodata ) .  T h e  p r i n c i p l e  o f  K - a n o n y m i t y  

s t a t e s  t h a t  “ e a c h  r e l e a s e  o f  d a t a  m u s t  b e  s u c h  t h a t  e v e r y  c o m b i n a t i o n  o f  v a l u e s  o f  p r i v a t e  

d a t a  c a n  b e  i n d i s t i n c t l y  m a t c h e d  t o  a t  l e a s t  K  i n d i v i d u a l s ” . I n  t h i s  s e n s e ,  K - a n o n y m i t y  

r e q u i r e s  t h a t  e v e r y  r e c o r d  i n  a  r e l e a s e d  d a t a s e t  i s  i n d i s t i n g u i s h a b l e  f r o m  a t  l e a s t  K - 1  o t h e r  

r e c o r d s  w i t h  r e s p e c t  t o  a  c e r t a i n  s e t  o f  i d e n t i f y i n g  v a r i a b l e s ,  c o l l e c t i v e l y  k n o w n  a s  t h e  

quasi-identifier. Q u a s i - i d e n t i f i e r s  a r e  a t t r i b u t e s  ( e . g . ,  f a m i l y  n a m e ,  d a t e  o f  b i r t h ,  s o c i a l  

s e c u r i t y  n u m b e r ) ,  w h i c h ,  t h o u g h  n o t  c o n t a i n i n g  a n  e x p l i c i t  r e f e r e n c e  t o  t h e  i d e n t i t y  o f  i n d i -
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F i g u r e  1 7 . 1 :  C l o a k i n g  s t r a t e g i e s  f o r  t h e  o f f e r i n g  o f  K — a n o n y m i t y  i n  L B S s .

v i d u a l s ,  t h e y  c a n  b e  e a s i l y  l i n k e d  t o  p u b l i c l y  a v a i l a b l e  e x t e r n a l  d a t a  s o u r c e s  ( e . g . ,  t h e  y e l l o w  

p a g e s )  t o  u n i q u e l y  i d e n t i f y  i n d i v i d u a l s .  S e v e r a l  s t r a t e g i e s  h a v e  b e e n  p r o p o s e d  f o r  t h e  o f ­

f e r i n g  o f  K - a n o n y m i t y  i n  r e l a t i o n a l  d a t a ,  a s  w e l l  a s  n u m e r o u s  e x t e n s i o n s  o f  t h e  c o n c e p t  o f  

K - a n o n y m i t y  h a v e  b e e n  i n v e s t i g a t e d  o v e r  t h e  y e a r s  ( e . g . ,  / - d i v e r s i t y  [ 1 1 5 ] ,  p - s e n s i t i v e  K -  

a n o n y m i t y  [ 1 6 7 ] ,  t - c l o s e n e s s  [ 1 1 2 ] ,  ( α ,  K ) - a n o n y m i t y  [ 1 7 7 ] ) .  T h e  m o s t  w i d e l y  a d o p t e d  

s t r a t e g y  f o r  K - a n o n y m i z i n g  a  d a t a s e t  a p p l i e s  a  g e n e r a l i z a t i o n  o f  t h e  v a l u e s  a t t r i b u t e d  t o  

t h e  q u a s i - i d e n t i f i e r s .  T h e  g e n e r a l i z a t i o n  i s  p e r f o r m e d  b y  r e p l a c i n g  t h e  o r i g i n a l  a t t r i b u t e ’s  

v a l u e  w i t h  a  l e s s  s p e c i f i c ,  b u t  s e m a n t i c a l l y  c o n s i s t e n t ,  o n e  ( e . g . ,  “ d i v o r c e d ”  c a n  b e  r e p l a c e d  

w i t h  “ b e e n _ m a r r i e d ” , w h i c h  a l s o  c o l l e c t s  “ c u r r e n t l y _ m a r r i e d ”  a n d  “ w i d o w e d ” ) .

I n  t h e  c o n t e x t  o f  L B S s ,  t h e  “ q u a s i - i d e n t i f i e r ”  i s  t h e  l o c a t i o n  o f  t h e  i n d i v i d u a l s  w h e n  

r e q u e s t i n g  L B S s ;  r e l e a s i n g  a  r e q u e s t  o f  a n  i n d i v i d u a l  f o r  a n  L B S  t o  a n  u n t r u s t e d  t h i r d  p a r t y  

s h o u l d  m a k e  c e r t a i n  t h a t  t h e  a c t u a l  l o c a t i o n  o f  r e q u e s t  c a n n o t  b e  a s s o c i a t e d  ( a t  l e a s t  w i t h  a  

h i g h  p r o b a b i l i t y )  w i t h  t h e  i d e n t i t y  o f  t h e  r e q u e s t e r  ( e . g . ,  t h r o u g h  m a p  m a t c h i n g ) .  T o  s a t i s f y  

K - a n o n y m i t y ,  t h e  m o s t  w i d e l y  a d o p t e d  a n o n y m i z a t i o n  s t r a t e g y  i s  c l o a k i n g .  I n  c l o a k i n g ,  

t h e  a c t u a l  l o c a t i o n  o f  r e q u e s t  i s  t r a n s f o r m e d  i n t o  a  b o u n d e d  a r e a  t h a t  i s  l a r g e  e n o u g h  t o  

c o n t a i n  t h e  r e q u e s t e r  a l o n g  w i t h  ( a t  l e a s t )  K - 1  o t h e r  ( n e a r b y )  u s e r s  i n  t h e  s y s t e m .  T h e  

a p p l i c a t i o n  o f  t h i s  g e n e r a l i z a t i o n  s t r a t e g y  e n s u r e s  t h a t  t h e  i d e n t i t y  o f  t h e  r e q u e s t e r  c a n n o t  

b e  d i s c l o s e d  w i t h  a  p r o b a b i l i t y  t h a t  i s  s i g n i f i c a n t l y  l a r g e r  t h a n  1 /  K , a m o n g  K - 1  o t h e r  

u s e r s .  S o m e  o f  t h e  m o s t  p r e v a l e n t  c l o a k i n g  s t r a t e g i e s  t h a t  g e n e r a l i z e  t h e  a c t u a l  l o c a t i o n s  

o f  r e q u e s t  t o  s p a t i a l l y  b o u n d e d  a r e a s ,  a r e  p r e s e n t e d  i n  F i g u r e  1 7 . 1 .  T h e y  c a n  b e  p a r t i t i o n e d  

i n t o  t w o  g r o u p s :  da ta-dependen t c/oaking  a n d  space-dependen t c/oaking  s t r a t e g i e s .
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I n  d a t a - d e p e n d e n t  c l o a k i n g  s t r a t e g i e s ,  t h e  a n o n y m i t y  a r e a  i s  f o r m u l a t e d  b a s e d  o n  

t h e  a c t u a l  l o c a t i o n  o f  e a c h  u s e r  i n  t h e  s y s t e m  a n d  h i s / h e r  d i s t a n c e  f r o m  t h e  l o c a t i o n  o f  

r e q u e s t .  S p e c i f i c a l l y ,  d i s t a n c e - b a s e d  c l o a k i n g  a l g o r i t h m s  ( e . g . ,  [ 2 6 , 7 7 , 7 9 , 1 8 5 ] )  r e t r i e v e  

t h e  K - 1  n e a r e s t  n e i g h b o r s  o f  t h e  r e q u e s t e r  a n d  g e n e r a t e  a  r e g i o n  t h a t  i n c l u d e s  a l l  t h e  K  

u s e r s .  I n  K - b u c k e t  c l o a k i n g  ( e . g . ,  [ 3 9 , 1 0 0 ] )  t h e  u s e r s  a r e  a r r a n g e d  i n t o  g r o u p s  o f  K  a n d  t h e  

a n o n y m i t y  r e g i o n  i s  c o m p u t e d  a s  t h e  M inimum Bounding R ectangle  ( M B R )  t h a t  c o n t a i n s  

t h e  K  u s e r s  i n  t h e  g r o u p  o f  t h e  r e q u e s t e r .

O n  t h e  o t h e r  h a n d ,  s p a c e - d e p e n d e n t  c l o a k i n g  s t r a t e g i e s  t a k e  i n t o  c o n s i d e r a t i o n  t h e  

t o t a l  s p a t i a l  a r e a  t h a t  i s  c o v e r e d  b y  t h e  s y s t e m  i n  o r d e r  t o  f o r m u l a t e  t h e  a r e a s  o f  a n o n y m i t y .  

S p e c i f i c a l l y ,  g r i d - b a s e d  c l o a k i n g  s t r a t e g i e s  ( e . g . ,  [ 6 9 , 7 1 ,  8 2 , 1 2 6 ] )  p a r t i t i o n  t h e  a r e a  i n  a  

g r i d  f a s h i o n  a n d  f o r m u l a t e  t h e  a n o n y m i t y  s e t  b y  r e t r i e v i n g  t h e  u s e r s  i n  e a c h  c e l l  o f  t h e  

g r i d  ( s t a r t i n g  f r o m  t h e  c e l l  o f  t h e  r e q u e s t e r  a n d  m o v i n g  t o  n e i g h b o r i n g  c e l l s )  u n t i l  a t  l e a s t  

K  u s e r s  a r e  f o u n d .  F i n a l l y ,  r e g i o n - b a s e d  c l o a k i n g  s t r a t e g i e s ,  s u c h  a s  [ 5 4 ] ,  u s e  t h e  s p a t i a l  

p r o p e r t i e s  o f  t h e  a r e a  t o  g e n e r a t e  r e c t a n g l e s  c e n t e r e d  a t  t h e  l o c a t i o n  o f  r e q u e s t  a n d  t o  u t i l i z e  

t h e m  f o r  t h e  o f f e r i n g  o f  K - a n o n y m i t y .  I n  w h a t  f o l l o w s ,  w e  p r e s e n t  a  t a x o n o m y  o f  t h e  a v a i l ­

a b l e  K - a n o n y m i t y  a p p r o a c h e s  a s  a p p l i e d  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s .  A l o n g s i d e  

t h e  p r e s e n t e d  m e t h o d o l o g i e s ,  w e  i n c l u d e  s o m e  e x a m p l e s  t o  d e m o n s t r a t e  t h e i r  o p e r a t i o n  f o r  

t h e  p r o v i s i o n  o f  K - a n o n y m i t y .

17.3.1 Historical K -Anonymity

H i s t o r i c a l  a p p r o a c h e s  t o  K - a n o n y m i t y  ( e . g . ,  [ 2 6 , 1 8 0 , 1 8 5 ] ) ,  k e e p  t r a c k  o f  t h e  m o v e m e n t  

h i s t o r y  o f  e a c h  u s e r  i n  t h e  s y s t e m  a n d  u t i l i z e  t h i s  i n f o r m a t i o n  w h e n  b u i l d i n g  t h e  a n o n y m i t y  

s e t s  f o r  t h e  r e q u e s t s  o f  t h e  u s e r s .  C o m p a r e d  t o  o t h e r  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  K -  

a n o n y m i t y  i n  L B S s ,  i n  h i s t o r i c a l  K - a n o n y m i t y  a p p r o a c h e s  t h e  p a r t i c i p a n t s  o f  t h e  a n o n y m i t y  

s e t  a r e  s e l e c t e d  b a s e d  o n  t h e i r  h i s t o r y  o f  m o v e m e n t  i n  t h e  s y s t e m ,  w i t h  t h e  r e q u i r e m e n t  b e ­

i n g  t h a t  a t  s o m e  t i m e  i n  t h e i r  h i s t o r y  o f  m o v e m e n t  t h e s e  u s e r s  w e r e  c l o s e  t o  t h e  p o i n t  o f  

r e q u e s t .  R e f .  [ 1 8 0 ]  s t a t e s  t h i s  o b s e r v a t i o n  a s  “ u s i n g  u s e r s ’ f o o t p r i n t s  i n s t e a d  o f  t h e i r  c u r r e n t  

p o s i t i o n s ,  f o r  c l o a k i n g ” .
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R e f s .  [ 2 6 , 1 8 5 ]  c o n s i d e r  t h e  a r e a  t h a t  i s  c o v e r e d  b y  t h e  t r u s t e d  s e r v e r  a s  a  s e t  o f  

P l a c e s - o f - I n t e r e s t  ( P O I s )  d e f i n e d  f o r  e a c h  u s e r  i n  t h e  s y s t e m .  E a c h  P O I  h a s  a  s p a t i a l  e x t e n t  

a n d  c a n  b e  r e l a t e d  t o  a n  u n a n c h o r e d  t e m p o r a l  i n t e r v a l  ( e . g . ,  [ 9 a m  -  1 0 a m ] ) .  I t  r e p r e s e n t s  

a  p l a c e  t h a t  i s  f r e q u e n t l y  v i s i t e d  b y  a  u s e r  b a s e d  o n  h i s / h e r  h i s t o r y  o f  m o v e m e n t  i n  t h e  

s y s t e m ,  a s  w e l l  a s  t h e  a p p r o x i m a t e  t i m e - o f - d a y  ( r e p r e s e n t e d  a s  a  t i m e  i n t e r v a l )  o f  t h e s e  

v i s i t s .  A  s e r i e s  o f  P O I s  ( a l o n g  w i t h  t h e i r  c o r r e s p o n d i n g  t i m e  i n t e r v a l s )  t h a t  a r e  f r e q u e n t l y  

v i s i t e d  i n  s e q u e l  b y  a  u s e r  c a n  b e  c o n s i d e r e d  a s  h a z a r d o u s  w i t h  r e s p e c t  t o  t h e  p r i v a c y  o f  

t h e  u s e r  w h e n  r e q u e s t i n g  L B S s ,  a s  s u c h  r e q u e s t s  c a n  e a s i l y  d i s c l o s e  h i s / h e r  i d e n t i t y .  S o m e  

s t r a t e g i e s  h a v e  b e e n  r e c e n t l y  p r o p o s e d  f o r  t h e  a u t o m a t i c  d e r i v a t i o n  o f  f r e q u e n t  s e q u e n c e s  

o f  P O I s  ( e . g . ,  [ 3 1 , 6 3 , 1 1 6 ] )  i n  d a t a s e t s  r e p r e s e n t i n g  u s e r  m o b i l i t y .

T h e  t r u s t e d  s e r v e r  m o n i t o r s  t h e  u s e r s  t o  i d e n t i f y  w h e n  t h e y  r e q u e s t  L B S s  f r o m  a n y  

o f  t h e i r  P O I s .  W h e n  a  u s e r  t r a n s m i t s  a  r e q u e s t  f o r  a n  L B S  f r o m  o n e  o f  h i s / h e r  P O I s ,  t h e  

t r u s t e d  s e r v e r  c o m p u t e s  a n  a r e a  a l o n g  w i t h  a  t i m e  i n t e r v a l  t h a t  c o n t a i n s  t h e  r e q u e s t e r ,  a s  w e l l  

a s  K - 1  o t h e r  u s e r s  w h o  h a p p e n e d  a t  s o m e t i m e  i n  t h e  n e a r  p a s t  t o  b e  n e a r b y  t h e  l o c a t i o n  o f  

t h e  r e q u e s t .  T h e  c o m p u t e d  a r e a  i s  s a i d  t o  b e  ( h i s t o r i c a l l y )  K - a n o n y m o u s  a s  i t  p r o t e c t s  t h e  

r e q u e s t e r  b y  g u a r a n t e i n g  t h a t  h i s / h e r  l o c a t i o n  c a n n o t  b e  i d e n t i f i e d  w i t h  a  p r o b a b i l i t y  t h a t  i s  

l a r g e r  t h a n  1 / K , a m o n g  t h e  o t h e r  K - 1  u s e r s .  T h e  w h o l e  a n o n y m i z a t i o n  p r o c e s s  i s  g u i d e d  

b y  a  s e t  o f  s p a t i a l  a n d  t e m p o r a l  c o n s t r a i n t s ;  t h e  s p a t i a l  c o n s t r a i n t s  r e q u i r e  t h a t  t h e  g e n e r a t e d  

a r e a  o f  a n o n y m i t y  i s  w i t h i n  s o m e  r e a s o n a b l e  s p a t i a l  b o u n d s  s o  a s  t o  a l l o w  t h e  p r o v i s i o n  o f  

t h e  r e q u e s t e d  L B S ,  w h i l e  a d e q u a t e l y  h i n d e r i n g  t h e  a c t u a l  l o c a t i o n  o f  r e q u e s t .  O n  t h e  o t h e r  

h a n d ,  t h e  t e m p o r a l  c o n s t r a i n t s  i m p o s e  a  b a r r i e r  o n  h o w  b a c k  ( s t a r t i n g  f r o m  t h e  p o i n t  o f  

r e q u e s t )  s h o u l d  t h e  h i s t o r y  o f  m o v e m e n t  o f  a l l  t h e  u s e r s  i n  t h e  s y s t e m  b e  s e a r c h e d ,  s o  a s  t o  

r e t r i e v e  t h e  p a r t i c i p a n t s  o f  t h e  a n o n y m i t y  s e t .  F o l l o w i n g  t h e  c o m p u t a t i o n  o f  t h e  a n o n y m i t y  

r e g i o n ,  t h e  t r u s t e d  s e r v e r  f o r w a r d s  t h e  r e q u e s t  c o n t a i n i n g  t h e  c l o a k e d  u s e r  l o c a t i o n  t o  t h e  

s e r v i c e  p r o v i d e r  f o r  s e r v i c i n g .  W h e n  a  s u b s e q u e n t  r e q u e s t  i s  r e c e i v e d  f r o m  t h e  s a m e  u s e r ,  

t h e  t r u s t e d  s e r v e r  t r i e s  t o  m a t c h  t h i s  r e q u e s t  t o  t h e  n e x t  P O I  i n  h i s / h e r  s e q u e n c e  o f  P O I s ,  a n d  

i f  t h e  m a t c h  i s  s u c c e s s f u l  i t  r e c o m p u t e s  t h e  a r e a  a l o n g  w i t h  t h e  t i m e  i n t e r v a l  t h a t  c o n t a i n s  

t h e  r e q u e s t e r ,  a s  w e l l  a s  h i s / h e r  K - 1  o r i g i n a l  n e i g h b o r s .
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C*| base trajectory 

F i g u r e  1 7 . 2 :  K - a n o n y m i t y  b a s e d  o n  h i s t o r i c a l  m o v e m e n t .

R e f .  [ 1 8 5 ]  e x t e n d s  [ 2 6 ]  b y  e n a b l i n g  e a c h  u s e r  t o  h a v e  n u m e r o u s  s e q u e n c e s  o f  P O I s  

a n d  b y  a d a p t i n g  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  o f  K - a n o n y m i t y  t o  a c c o u n t  f o r  t h o s e  m u l t i p l e  

P O I s .  T h e  e x p e r i m e n t s  c o n d u c t e d  a s  p a r t  o f  [ 1 8 5 ]  p r o v e  t h e  e f f e c t i v e n e s s  o f  t h e  p r o p o s e d  

a p p r o a c h  t o  p r o t e c t  t h e  p r i v a c y  o f  t h e  r e q u e s t e r s  o f  L B S s .

X u  a n d  C a i  [ 1 8 0 ]  u s e  t h e  h i s t o r y  o f  m o v e m e n t  o f  a l l  t h e  u s e r s  i n  t h e  s y s t e m  t o  

a p p l y  a  r e c u r s i v e  t o p - d o w n  p a r t i t i o n i n g  o f  t h e  a r e a  t h a t  i s  c o v e r e d  b y  t h e  t r u s t e d  s e r v e r  

i n t o  e q u i - s i z e  q u a d r a n t s .  E a c h  c e l l  o f  t h e  p a r t i t i o n i n g  i s  d i v i d e d  i n t o  q u a d r a n t s  u p  t o  t h e  

p o i n t  t h a t  i t  c o n t a i n s  a t  m o s t  N  u s e r s  w h o  h a v e  v i s i t e d  t h i s  c e l l  s o m e t i m e  i n  t h e i r  m o v e m e n t  

h i s t o r y .  B y  u s i n g  t h i s  s t r u c t u r e  a l o n g s i d e  a  h a s h  t a b l e  t h a t  r e c o r d s  t h e  u s e r  I D s  a n d  t h e  

t r a j e c t o r i e s  f o r  t h e  u s e r s  o f  e a c h  c e l l ,  t h e  p r o p o s e d  a p p r o a c h  r e q u i r e s  t h a t  e a c h  u s e r  w h o  

w i s h e s  t o  r e q u e s t  a n  L B S  h a s  t o  f i r s t  c o m m u n i c a t e  a  base  t r a j e c t o r y  t o  t h e  t r u s t e d  s e r v e r .  

A  b a s e  t r a j e c t o r y  T  =  { c 1 , c2 , . . . ,  cn}  d e f i n e s  t h e  i t i n e r a r y  t h a t  t h e  u s e r  w i l l  f o l l o w  i n  t h e  

s y s t e m ,  w h e r e  e a c h  c  c o r r e s p o n d s  t o  a  l o c a t i o n  u p d a t e  o n  t h e  t r a j e c t o r y  o n  w h i c h  t h e  u s e r  

w i l l  m o v e .  I n  r e s p o n s e ,  t h e  t r u s t e d  s e r v e r  c o m p u t e s  a  n e w  t r a j e c t o r y  T f =  {C 1 , C 2 , . . . ,  C n }  

t h a t  p r o v i d e s  K - a n o n y m i t y  t o  t h e  u s e r  w h e n  u s i n g  t h e  L B S  t h r o u g h o u t  h i s / h e r  d e c l a r e d  

i t i n e r a r y .  E a c h  C  i n  T f c o r r e s p o n d s  t o  a  r e g i o n  o f  ( h i s t o r i c a l )  K - a n o n y m i t y  t h a t  c o n t a i n s  

t h e  r e q u e s t e r  ( b a s e  t r a j e c t o r y )  a l o n g  w i t h  K - 1  u s e r s  b a s e d  o n  t h e i r  h i s t o r i c a l  t r a j e c t o r i e s  

i n  t h e  s y s t e m .  W h e n e v e r  t h e  u s e r  a r r i v e s  a t  q  h e / s h e  i n f o r m s  t h e  t r u s t e d  s e r v e r  w h o ,  i n  

t u r n ,  u s e s  t h e  K - a n o n y m i t y  r e g i o n  o f  C  t o  c o n t i n u e  t o  p r o t e c t  h i s / h e r  p r i v a c y .  F i g u r e  1 7 . 2  

d e m o n s t r a t e s  t h e  o p e r a t i o n  o f  t h e  a l g o r i t h m  f o r  t h e  o f f e r i n g  o f  h i s t o r i c a l  3 - a n o n y m i t y  t o  a  

r e q u e s t e r  o f  a n  L B S  b a s e d  o n  h i s / h e r  c o m p u t e d  b a s e  t r a j e c t o r y .
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Graph

U 3

Queries and ASR
Δ χ

R e c t a n g le  f o r  L 13 

U 3 %
A y

R e c t a n g le  f o r  U i

9 u i

R e c t a n g le  f o r  U 2

ASR for Ui and U2

F i g u r e  1 7 . 3 :  A n  e x a m p l e  o f  Clique Cloak.

17.3.2 Location K -Anonymity

L o c a t i o n  K - a n o n y m i t y  a p p r o a c h e s  ( e . g . ,  [ 5 4 , 5 5 ,  8 2 , 1 0 0 , 1 2 6 ] )  p r o t e c t  t h e  p r i v a c y  o f  t h e  

r e q u e s t e r s  o f  L B S s  b y  u t i l i z i n g  t h e  c u r r e n t  l o c a t i o n  ( i n s t e a d  o f  t h e  h i s t o r y  o f  c o l l e c t e d  

l o c a t i o n s )  o f  e a c h  u s e r  i n  t h e  s y s t e m .  T h e y  o p e r a t e  o n  L B S s  t h a t  r e q u i r e  a  s i n g l e  l o c a t i o n  

t r a n s m i s s i o n  f r o m  t h e  r e q u e s t i n g  p a r t y  i n  o r d e r  t o  b e  s u c c e s s f u l l y  p r o v i d e d  ( e . g . ,  s t o r e -  

f i n d e r ,  f r i e n d - f i n d e r ,  e t c ) ,  i n s t e a d  o f  t h e  c o m m u n i c a t i o n  o f  m u l t i p l e  l o c a t i o n  u p d a t e s  ( e . g . ,  

a s  i n  c a r  n a v i g a t i o n  s e r v i c e s ) .  T h e  d i f f e r e n t  c l o a k i n g  s t r a t e g i e s  t h a t  h a v e  b e e n  p r o p o s e d  f o r  

t h e  o f f e r i n g  o f  l o c a t i o n  K - a n o n y m i t y  a r e  p r e s e n t e d  i n  F i g u r e  1 7 . 1 .  I n  w h a t  f o l l o w s ,  w e  

d e t a i l  o v e r  s o m e  o f  t h e  m o s t  p o p u l a r  a p p r o a c h e s  i n  t h i s  c a t e g o r y .

Clique Cloak  [ 5 4 ]  i s  a  g r a p h - b a s e d  ( r e g i o n - b a s e d )  a p p r o a c h  t h a t  h a s  b e e n  p r o p o s e d  

f o r  t h e  m u t u a l  a n o n y m i z a t i o n  o f  m u l t i p l e  i n c o m i n g  r e q u e s t s  f o r  L B S s .  F o r  e a c h  q u e r y  t h a t  

i s  r e c e i v e d  f o r  s e r v i c i n g ,  t h e  a l g o r i t h m  g e n e r a t e s  a  r e c t a n g l e  c e n t e r e d  a t  t h e  l o c a t i o n  o f  t h e  

r e q u e s t e r ,  w i t h  i t s  s i d e s  b e i n g  p a r a l l e l  t o  t h e  c o n s i d e r e d  x  a n d  y - a x i s ,  r e s p e c t i v e l y  h a v i n g  Δ χ  

a n d  A y  e x t e n t s .  T h e  n e w  q u e r y  i s  t h e n  m a r k e d  a s  a  n o d e  i n  a  g r a p h  f o r  a s  l o n g  a s  i t  a w a i t s  

f o r  i t s  a n o n y m i z a t i o n .  T w o  v e r t i c e s  ( q u e r i e s )  i n  t h e  g r a p h  a r e  c o n n e c t e d  t o g e t h e r  i f  t h e  

c o r r e s p o n d i n g  u s e r s  f a l l  i n  t h e  r e c t a n g l e s  o f  e a c h  o t h e r .  A n  e d g e  o f  t h e  g r a p h  d e m o n s t r a t e s  

t h a t  t h e  r e q u e s t e r  o f  e a c h  o f  t h e  t w o  q u e r i e s  c a n  b e  i n c l u d e d  i n  t h e  c o m p u t e d  a n o n y m i t y  

s e t  o f  t h e  o t h e r ,  a n d  t h u s ,  a  K - c l i q u e  o f  t h e  g r a p h  s h o w s  t h a t  a l l  t h e  c o r r e s p o n d i n g  K  

r e q u e s t s  c a n  b e  a n o n y m i z e d  t o g e t h e r  ( t h u s  o f f e r i n g  K - a n o n y m i t y  t o  a l l  t h e  K  u s e r s  t h a t
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p a r t i c i p a t e  i n  t h e  K - c l i q u e ) .  F i n a l l y ,  t i g h t  t o  e a c h  r e q u e s t  i s  a  t e m p o r a l  i n t e r v a l  Δ  t h a t  

d e f i n e s  t h e  m a x i m u m  a m o u n t  o f  t i m e  t h a t  t h i s  r e q u e s t  c a n  b e  r e t a i n e d  b y  t h e  s y s t e m  f o r  

i t s  a n o n y m i z a t i o n .  I f  a  K - c l i q u e  c a n n o t  b e  f o u n d  w i t h i n  A t  t h e n  t h e  r e q u e s t  i s  d r o p p e d  a s  

u n s e r v i c e a b l e .  F i g u r e  1 7 . 3  d e m o n s t r a t e s  t h e  o p e r a t i o n  o f  Click Cloak  i n  t h e  c a s e  s c e n a r i o  

w h e r e  t h r e e  q u e r i e s  f o r  L B S s  ( l o c a t e d  a t  U1 , U2 a n d  U3) h a v e  b e e n  s y n c h r o n o u s l y  s u b m i t t e d  

t o  t h e  t r u s t e d  s e r v e r .  A s s u m i n g  t h a t  K  =  2 ,  t h e  g e n e r a t e d  r e c t a n g l e s  f o r  U 1 a n d  U 2 f a l l  i n  

e a c h  o t h e r  a n d  t h u s  t h e y  f o r m  a  2 - c l i q u e  i n  t h e  g r a p h .  A s  a  r e s u l t ,  t h e  M B R  e n c l o s u r e  o f  t h e  

r e s p e c t i v e  r e c t a n g l e s  ( s h o w n  h e r e  i n  g r a y )  r e p r e s e n t s  t h e  Anonym ity Spatial Region  ( A S R )  

w h e r e  2 - a n o n y m i t y  i s  o f f e r e d  t o  t h e s e  u s e r s .  O n  t h e  o t h e r  h a n d ,  t h e  r e q u e s t  o f  U 3 h a s  t o  

w a i t  i n  t h e  s y s t e m  u n t i l  a  n e w  q u e r y  ( f o r m u l a t i n g  a  2 - c l i q u e  w i t h  U 3 )  a r r i v e s .  A s  o n e  c a n  

o b s e r v e ,  Clique Cloak  m a y  a f f e c t  t h e  q u a l i t y  o f  s e r v i c e  t h a t  i s  o f f e r e d  t o  t h e  u s e r s  a s  t h e  

s e r v i c i n g  o f  s o m e  q u e r i e s  m a y  b e  s u b s t a n t i a l l y  d e l a y e d ,  w h i l e  o t h e r  q u e r i e s  m a y  b e  d r o p p e d  

a s  u n s e r v i c e a b l e .  T h e  a p p r o a c h e s  t h a t  f o l l o w  d o  n o t  s u f f e r  f r o m  t h e s e  s h o r t c o m i n g s .

Center Cloak  [ 1 0 0 ]  i s  a  d i s t a n c e - b a s e d  a p p r o a c h  t h a t  p r o v i d e s  a  n a i v e  s o l u t i o n  

t o  K - a n o n y m i t y  i n  L B S s .  I n  Center Cloak, t h e  K - 1  n e a r e s t  n e i g h b o r s  o f  t h e  r e q u e s t e r  

a r e  r e t r i e v e d  a n d  t h e  A S R  i s  c o m p u t e d  a s  t h e  M B R  e n c l o s u r e  o f  a l l  t h e  K  u s e r s .  B y  

c o n s t r u c t i o n ,  Center Cloak  s u f f e r s  f r o m  w h a t  i s  k n o w n  a s  t h e  “ c e n t e r - o f - A S R ”  a t t a c k ;  t h e  

i d e n t i t y  o f  t h e  r e q u e s t e r  c a n  b e  a c c u r a t e l y  g u e s s e d  w i t h  a  p r o b a b i l i t y  t h a t  f a r  e x c e e d s  1 / K  

a s  h e / s h e  i s  e x p e c t e d  t o  b e  c l o s e  t o  t h e  c e n t e r  o f  t h e  A S R .  T h e  “ c e n t e r - o f - A S R ”  a t t a c k  i s  a n  

i n s t a n c e  o f  a  m o r e  g e n e r a l  p r o b l e m  t h a t  i s  w o r t h  m e n t i o n i n g .  S i n c e  c l o a k i n g  a l g o r i t h m s  a r e  

e x p e c t e d  t o  b e  p u b l i c l y  a v a i l a b l e ,  a t t a c k e r s  c a n  e a s i l y  e x p l o i t  a n y  i m p l e m e n t a t i o n  d e c i s i o n s  

r e g a r d i n g  t h e  p l a c e m e n t  o f  t h e  r e q u e s t e r  t o  t h e  g e n e r a t e d  A S R s .  A s  a n  e f f e c t ,  s e v e r a l  o f  t h e  

c u r r e n t l y  a v a i l a b l e  a p p r o a c h e s  s u f f e r  f r o m  s i m i l a r  k i n d s  o f  a t t a c k s .

A  r a n d o m i z e d  v a r i a n t  o f  Center Cloak, w h i c h  o f f e r s  i n c r e a s e d  u n c e r t a i n t y  r e g a r d ­

i n g  t h e  a c t u a l  l o c a t i o n  o f  t h e  r e q u e s t e r  i n s i d e  t h e  g e n e r a t e d  A S R ,  i s  N e a r e s t  N e i g h b o r  C l o a k  

(N N -C loak)  [ 1 0 0 ] .  I n  N N -C loak  t h e  A S R  i s  f o r m u l a t e d  a s  f o l l o w s :  G i v e n  a  u s e r  q u e r y  f o r  

a n  L B S ,  N N -C loak  f i r s t  r e t r i e v e s  t h e  K - 1  n e a r e s t  n e i g h b o r s  o f  t h e  r e q u e s t e r .  S e c o n d ,  i t  r a n ­

d o m l y  s e l e c t s  o n e  a m o n g  t h e  K  u s e r s  a n d  i d e n t i f i e s  h i s / h e r  K - 1  n e a r e s t  n e i g h b o r s .  F i n a l l y ,
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t h e  K - A S R  i s  c o n s t r u c t e d  a s  t h e  M B R  e n c l o s u r e  o f  t h e  s e c o n d  s e t  o f  K  u s e r s ,  a u g m e n t e d  

( i f  n e c e s s a r y )  t o  i n c l u d e  t h e  r e q u e s t e r .  F i g u r e  1 7 . 4  p r e s e n t s  a n  e x a m p l e  w h e r e  3 - a n o n y m i t y  

i s  o f f e r e d  t o  u s e r  U1 b y  u s i n g  N N -C loak.  F i r s t ,  U1 f o r m u l a t e s  s e t  S1 =  {U 1 , U2, U3}  t h a t  

c o n t a i n s  t h e  r e q u e s t e r  U 1 a l o n g  w i t h  h i s / h e r  t w o  n e a r e s t  n e i g h b o r s :  U 2 a n d  U 3 . S e c o n d ,  

N N -C loak  r a n d o m l y  s e l e c t s  U 3 f r o m  S 1 a n d  c o m p u t e s  h i s / h e r  t w o  n e a r e s t  n e i g h b o r s  i n  t h e  

s y s t e m .  T h i s  l e a d s  t o  s e t  S 2 =  { U 3 , U 4 , U 5 } ,  s i n c e  U 4 a n d  U 5 a r e  t h e  t w o  n e a r e s t  n e i g h b o r s  o f  

U 3 . F i n a l l y ,  t h e  M B R  o f  S 2 i s  a u g m e n t e d  t o  i n c l u d e  t h e  r e q u e s t e r  U 1 , l e a d i n g  t o  t h e  4 - A S R  

f o r  U 1 t h a t  i s  s h o w n  i n  F i g u r e  1 7 . 4 .  S i n c e  t h e  p r o b a b i l i t y  o f  s e l e c t i n g  t h e  r e q u e s t e r  f r o m  S 1 

w h e n  f o r m u l a t i n g  S 2 i s  a t  m o s t  1 / K  ( d u e  t o  r a n d o m  c h o i c e ) ,  N N -C loak  i s  n o t  v u l n e r a b l e  

t o  t h e  “ c e n t e r - o f - A S R ”  a t t a c k .

G r i d - b a s e d  a p p r o a c h e s  t o  l o c a t i o n  K - a n o n y m i t y  p a r t i t i o n  t h e  t o t a l  a r e a  t h a t  i s  c o v ­

e r e d  b y  t h e  t r u s t e d  s e r v e r  i n t o  a  n u m b e r  o f  cells. T h e  c e l l s  a r e  t h e n  o r g a n i z e d  w i t h  t h e  h e l p  

o f  a  d a t a  s t r u c t u r e  i n t o  c l u s t e r s ,  b a s e d  o n  t h e i r  s p a t i a l  p r o x i m i t y .  W h e n  a  u s e r  s u b m i t s  a  

r e q u e s t  t o  t h e  t r u s t e d  s e r v e r ,  t h e  c e l l  w h e r e  t h e  r e q u e s t e r  i s  l o c a t e d  i s  r e t r i e v e d  a n d  s e a r c h e d  

f o r  K - 1  o t h e r  ( n e a r b y )  u s e r s .  I f  t h e s e  u s e r s  a r e  n o t  f o u n d  w i t h i n  t h e  s a m e  c e l l ,  t h e  d a t a  

s t r u c t u r e  i s  u s e d  t o  r e t r i e v e  a s  m a n y  n e i g h b o r i n g  c e l l s  ( t o  t h e  c e l l  o f  r e q u e s t )  a s  n e e d e d  i n  

o r d e r  t o  o f f e r  K - a n o n y m i t y  t o  t h e  r e q u e s t e r .  W e  s h o u l d  b e  a w a r e  t h a t  t h e  r e t u r n e d  A S R  

m a y  c o n t a i n  m o r e  t h a n  K  u s e r s ,  b a s e d  o n  t h e  n u m b e r  o f  u s e r s  t h a t  e x i s t  i n  e a c h  c e l l .  A f t e r  

i t s  c l o a k i n g ,  t h e  r e q u e s t  i s  f o r w a r d e d  t o  t h e  s e r v i c e  p r o v i d e r s  f o r  s e r v i c i n g  a n d  t h e  p r o d u c e d  

r e s u l t s  a r e  f i l t e r e d  b y  t h e  t r u s t e d  s e r v e r  b a s e d  o n  t h e  e x a c t  l o c a t i o n  o f  t h e  r e q u e s t e r .
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F i g u r e  1 7 . 5 :  A n  e x a m p l e  o f  Casper.

O n e  o f  t h e  m o s t  p o p u l a r  g r i d - b a s e d  a p p r o a c h e s  t o  l o c a t i o n  K - a n o n y m i t y  i s  C asper  

[ 1 2 6 ] .  I n  C asper  t h e  e n t i r e  a r e a  t h a t  i s  c o v e r e d  b y  t h e  t r u s t e d  s e r v e r  i s  d i v i d e d  i n  a  g r i d -  

f a s h i o n  a n d  o r g a n i z e d  i n  a  p y r a m i d  d a t a  s t r u c t u r e  o f  l a y e r s  t h a t  i s  s i m i l a r  t o  a  Q u a d ­

t r e e  [ 1 5 1 ]  ( s e e  t h e  p y r a m i d  s t r u c t u r e  i n  F i g u r e  1 7 . 1 ( b ) ) .  T h e  t o p  l a y e r  o f  t h e  p y r a m i d  

c o n t a i n s  t h e  e n t i r e  a r e a ,  w h e r e a s  t h e  l o w e s t  l e v e l  o f  t h e  p y r a m i d  c o l l e c t s  t h e  f i n e s t - g r a i n e d  

g r a n u l a r i t y  o f  t h e  p a r t i t i o n i n g .  E a c h  c e l l  i n  t h e  l o w e s t  l e v e l  o f  t h e  p y r a m i d  h a s  a  m i n i ­

m u m  s i z e  t h a t  c o r r e s p o n d s  t o  t h e  a n o n y m i t y  r e s o l u t i o n .  W h e n  a  n e w  q u e r y  f o r  a n  L B S  

i s  r e c e i v e d  b y  t h e  t r u s t e d  s e r v e r ,  C asper  l o c a t e s  t h e  l o w e s t - l e v e l  c e l l  i n  t h e  p y r a m i d  t h a t  

c o n t a i n s  t h e  r e q u e s t e r  a n d  e x a m i n e s  i f  t h i s  c e l l  a l s o  c o n t a i n s  K - 1  o t h e r  u s e r s .  I f  t h e  c e l l  

c o n t a i n s  e n o u g h  u s e r s  t h e n  i t  b e c o m e s  t h e  K - A S R .  O t h e r w i s e ,  C asper  s e a r c h e s  t h e  h o r ­

i z o n t a l  a n d  t h e  v e r t i c a l  n e i g h b o r s  o f  t h i s  c e l l  t o  i d e n t i f y  i f  t h e  n u m b e r  o f  u s e r s  i n  e a c h  o f  

t h e s e  c e l l s ,  w h e n  c o m b i n e d  w i t h  t h e  n u m b e r  o f  u s e r s  i n  t h e  c e l l  o f  t h e  r e q u e s t e r ,  s u f f i c e  

f o r  t h e  p r o v i s i o n  o f  l o c a t i o n  K - a n o n y m i t y .  I f  t h i s  i s  t r u e ,  t h e n  t h e  c o r r e s p o n d i n g  u n i o n  

o f  c e l l s  b e c o m e s  t h e  K - A S R .  E l s e ,  C asper  m o v e s  o n e  l e v e l  u p  i n  t h e  p y r a m i d  s t r u c t u r e  

t o  r e t r i e v e  t h e  p a r e n t  ( c e l l )  o f  t h e  c e l l  o f  r e q u e s t  a n d  r e p e a t s  t h e  s a m e  p r o c e s s  u n t i l  t h e  

K  u s e r s  t h a t  w i l l  f o r m u l a t e  t h e  A S R  a r e  f o u n d .  F i g u r e  1 7 . 5  p r o v i d e s  a n  e x a m p l e  o f  t h i s  

c l o a k i n g  o p e r a t i o n .  A s s u m i n g  a  r e q u e s t  c o m i n g  f r o m  c e l l  ( ( 0 , 2 ) ,  ( 1 , 3 ) )  ( w h e r e  ( 0 , 2 )  a r e  

t h e  l o w e r - l e f t  a n d  ( 1 , 3 )  t h e  u p p e r - r i g h t  c o o r d i n a t e s  o f  t h e  c e l l )  w i t h  a n  a n o n y m i t y  r e q u i r e -
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m e n t  o f  K  =  2 ,  t h e  r e t u r n e d  A S R  i s  t h e  s a m e  c e l l .  I n  t h e  e v e n t  t h a t  a  q u e r y  w i t h  t h e  s a m e  

a n o n y m i t y  r e q u i r e m e n t s  i s  i s s u e d  f r o m  c e l l  ( ( 1 , 2 ) ,  ( 2 , 3 ) )  t h e  r e t u r n e d  A S R  i s  t h e  u n i o n  o f  

c e l l s  ( ( 1 , 2 ) ,  ( 2 , 3 ) )  U  ( ( 1 , 3 ) ,  ( 2 , 4 ) ) .  F i n a l l y ,  i f  t h e  q u e r y  i s  i s s u e d  b y  U5 t h e n  t h e  r e t u r n e d  

A S R  i s  t h e  e n t i r e  a r e a  ( ( 0 , 0 ) ,  ( 4 , 4 ) ) .

Interval C loak  [ 8 2 ]  i s  v e r y  s i m i l a r  t o  C asper  a s  i t  a l s o  p a r t i t i o n s  t h e  t o t a l  a r e a  t h a t  

i s  c o v e r e d  b y  t h e  t r u s t e d  s e r v e r  i n t o  e q u i - s i z e d  q u a d r a n t s  a n d  o r g a n i z e s  t h i s  i n f o r m a t i o n  

i n  a  Q u a d - t r e e  s t r u c t u r e .  H o w e v e r ,  Interval Cloak  d o e s  n o t  c o n s i d e r  t h e  n e i g h b o r i n g  c e l l s  

a t  t h e  s a m e  l e v e l  w h e n  c o m p u t i n g  t h e  A S R ,  b u t  i n s t e a d  i t  d i r e c t l y  a s c e n d s  t o  t h e  a n c e s t o r  

l e v e l  i n  t h e  p y r a m i d .  A s  a n  e x a m p l e ,  i n  F i g u r e  1 7 . 5 ,  a  r e q u e s t  f o r  a n  L B S  t h a t  i s  i s s u e d  b y  

U3 o r  U 4 w i l l  g e n e r a t e  t h e  A S R  ( ( 0 , 2 ) ,  ( 2 , 4 ) )  ( i n s t e a d  o f  ( ( 1 , 2 ) ,  ( 2 , 4 ) )  f o r  Casper). A s  i s  

e v i d e n t ,  C asper  i s  m o r e  e f f e c t i v e  i n  p r o d u c i n g  c o m p a c t  A S R s  w h e n  c o m p a r e d  t o  Interval 

Cloak. H o w e v e r ,  a s  i s  p r o v e n  i n  [ 1 0 0 ] ,  b o t h  Interval C loak  a n d  C asper  a r e  s e c u r e  o n l y  f o r  

u n i f o r m  d a t a  d i s t r i b u t i o n s .  N N -C loak  a l s o  f a c e s  s i m i l a r  p r o b l e m s .

H ilbert Cloak  [ 1 0 0 ]  d o e s  n o t  s u f f e r  f r o m  t h e s e  s h o r t c o m i n g s  a s  i t  a c h i e v e s  t o  g e n ­

e r a t e  t h e  s a m e  K - A S R ,  n o  m a t t e r  w h i c h  o f  t h e  p a r t i c i p a n t s  o f  t h e  a n o n y m i t y  s e t  h a s  r e ­

q u e s t e d  t h e  L B S .  T h e  p r o p o s e d  a p p r o a c h  i s  b a s e d  o n  K - b u c k e t  c l o a k i n g  a s  i t  d y n a m i c a l l y  

a r r a n g e s  t h e  u s e r s  i n  t h e  s y s t e m  i n t o  g r o u p s  o f  K  a n d  c o m p u t e s  t h e  A S R  a s  t h e  M B R  

e n c l o s u r e  t h a t  c o n t a i n s  t h e  K  u s e r s  i n  t h e  g r o u p  o f  t h e  r e q u e s t e r .  H ilbert C loak  u s e s  t h e  

H i l b e r t  s p a c e  f i l l i n g  c u r v e  [ 1 2 7 ]  t o  c r e a t e  a n  o n e - d i m e n s i o n a l  m a p p i n g  o f  t h e  p o s i t i o n  o f  

e a c h  u s e r  i n  t h e  s y s t e m .  I n  t h e  p r o p o s e d  m a p p i n g ,  l o c a t i o n s  t h a t  a r e  n e a r  t o  e a c h  o t h e r  i n  

t h e  t w o - d i m e n s i o n a l  p l a n e ,  a r e  e x p e c t e d  t o  a l s o  l i e  n e a r  e a c h  o t h e r  t o  i t s  o n e - d i m e n s i o n a l  

t r a n s f o r m a t i o n .  F o r  e a c h  r e q u e s t  t h a t  i s  s u b m i t t e d  t o  t h e  t r u s t e d  s e r v e r  f o r  t h e  p r o v i s i o n  

o f  a n  L B S  w i t h  a n  a n o n y m i t y  r e q u i r e m e n t  o f  K ,  H ilbert Cloak  p a r t i t i o n s  e a c h  K  u s e r s  i n  

t h e  s y s t e m  i n t o  a  b u c k e t  a c c o r d i n g  t o  t h e i r  H i l b e r t  v a l u e s .  F o l l o w i n g  t h i s  p a r t i t i o n i n g ,  e a c h  

b u c k e t  ( p r o b a b l y  w i t h  t h e  e x c e p t i o n  o f  t h e  l a s t  o n e )  c o n t a i n s  e x a c t l y  K  u s e r s .  F o l l o w i n g  

t h a t ,  H ilbert Cloak  r e t r i e v e s  a l l  t h e  K - 1  u s e r s  t h a t  l i e  i n  t h e  s a m e  b u c k e t  a s  t h e  r e q u e s t e r ,  

a n d  f o r m u l a t e s  t h e  K - A S R  a s  t h e i r  M B R  e n c l o s u r e .  A n  e x a m p l e  o f  t h i s  o p e r a t i o n  i s  p r e ­

s e n t e d  i n  F i g u r e  1 7 . 6 ,  w h e r e  w e  c o n s i d e r  1 0  u s e r s  w h o s e  I D s  a r e  s o r t e d  i n  a s c e n d i n g  o r d e r
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F i g u r e  1 7 . 6 :  A n  e x a m p l e  o f  H ilbert Cloak.

b a s e d  o n  t h e i r  H i l b e r t  v a l u e s .  G i v e n  a  q u e r y  f o r  a n  L B S  f r o m  U 3 w i t h  a n  a n o n y m i t y  r e q u i r e ­

m e n t  o f  K  =  3 ,  H ilbert C loak  u s e s  t h e  r a n k  o f  t h e  u s e r  ( h e r e  3 )  t o  d y n a m i c a l l y  i d e n t i f y  t h e  

b u c k e t  i n  w h i c h  h e / s h e  i s  p a r t i t i o n e d  ( h e r e  i s  t h e  f i r s t  b u c k e t ) .  T h e n ,  i t  r e t r i e v e s  a l l  t h e  u s e r s  

w h o  a r e  p a r t i t i o n e d  i n  t h e  s a m e  b u c k e t  a s  t h e  r e q u e s t e r  ( i . e .  U 1 , U 2 a n d  U 3 )  a n d  r e t u r n s  t h e i r  

M B R  a s  t h e  c o m p u t e d  A S R  f o r  t h i s  r e q u e s t  ( s e e  t h e  3 - A S R  s h a d e d  r e g i o n  i n  F i g u r e  1 7 . 6 ) .  

I t  i s  i m p o r t a n t  t o  n o t i c e  t h a t  a n y  q u e r y  w i t h  a n  a n o n y m i t y  r e q u i r e m e n t  o f  K  =  3  o r i g i n a t i n g  

f r o m  a n y  o f  U 1 , U 2 , w o u l d  g e n e r a t e  t h e  e x a c t  s a m e  3 - A S R  a s  t h e  o n e  t h a t  i s  g e n e r a t e d  f o r  

U 3 . F u r t h e r m o r e ,  i t  m u s t  b e  n o t e d  t h a t  H ilbert Cloak  c a n  g e n e r a t e  t h e  b u c k e t  t h a t  c o n t a i n s  

t h e  r e q u e s t e r  o n - t h e - f l y  b a s e d  o n  t h e  r a n k  r (U ) o f  e a c h  u s e r  U  i n  t h e  s y s t e m .  T h e  b u c k e t  

w h e r e  u s e r  U  i s  l o c a t e d  c o n t a i n s  t h e  u s e r s  w h o s e  r a n k s  a r e  i n  t h e  r a n g e  o f  [s,e], w h e r e  

s  =  r (U ) — ( r ( U ) — 1 )  m o d  K  a n d  e =  s  +  K  — 1 ( w i t h  t h e  e x c e p t i o n  o f  t h e  l a s t  b u c k e t ) .

1 7 . 3 . 3  T r a j e c t o r y  K - A n o n y m i t y

T r a j e c t o r y  K - a n o n y m i t y  a p p r o a c h e s  ( e . g . ,  [ 3 9 , 6 9 , 7 7 ] )  a r e  a p p r o p r i a t e  f o r  p r e s e r v i n g  t h e  

p r i v a c y  o f  t h e  u s e r s  w h o  r e q u e s t  L B S s  t h a t  c a n n o t  b e  o f f e r e d  i n  j u s t  a  s i n g l e  c o m m u n i c a t i o n  

o f  t h e  u s e r  w i t h  t h e  s e r v i c e  p r o v i d e r .  A s  a n  e x a m p l e ,  c o n s i d e r  a  c a r  n a v i g a t i o n  s e r v i c e ,  i n  

w h i c h  t h e  c u r r e n t  p o s i t i o n  o f  t h e  u s e r  h a s  t o  b e  c o m m u n i c a t e d  t o  t h e  s e r v i c e  p r o v i d e r  f o r  

a s  l o n g  a s  t h e  u s e r  t r a v e l s  t o  h i s / h e r  d e s t i n a t i o n  ( s o  t h a t  h e / s h e  r e c e i v e s  u p d a t e d  d i r e c t i o n s ) .  

T h e  a p p r o a c h e s  o f  t h i s  c a t e g o r y  a r e  r e s p o n s i b l e  f o r  p r o t e c t i n g  t h e  w h o l e  u s e r  t r a j e c t o r y  

o f  t h e  r e q u e s t e r  b y  o f f e r i n g  h i m / h e r  ( t r a j e c t o r y )  K - a n o n y m i t y ,  f r o m  t h e  t i m e  o f  r e q u e s t
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F i g u r e  1 7 . 7 :  A n  e x a m p l e  o f  t h e  q u e r y  t r a c k i n g  t y p e  o f  a t t a c k  a n d  i t s  e l i m i n a t i o n .
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u n t i l  t h e  s e r v i c e  p r o v i s i o n .  S u c h  s e r v i c e s  a r e  c a l l e d  continuous  a n d  t h e  c o r r e s p o n d i n g  r e ­

q u e s t s  f o r  t h e s e  L B S s  a r e  t e r m e d  a s  continuous queries. I t  i s  i m p o r t a n t  t o  m e n t i o n  t h a t  

c o n t r a r y  t o  h i s t o r i c a l  K - a n o n y m i t y  a p p r o a c h e s  ( s u c h  t h o s e  o f  [ 2 6 , 1 8 0 ] ) ,  w h i c h  c a n  a l s o  

p r o t e c t  t h e  u s e r  t r a j e c t o r y  b y  p r o v i d i n g  K - a n o n y m i t y  t o  t h e  r e q u e s t e r  o f  L B S s ,  t r a j e c t o r y  

K - a n o n y m i t y  a p p r o a c h e s  g e n e r a t e  t h e  K - A S R s  b y  u t i l i z i n g  t h e  current m ovem ent o f  t h e  

u s e r s  i n  t h e  s y s t e m  ( i n s t e a d  o f  t h e i r  h i s t o r i c a l  t r a c e s )  t o  a d e q u a t e l y  c o v e r  u p  t h e  t r a j e c t o r y  

o f  t h e  r e q u e s t e r .  I n  w h a t  f o l l o w s ,  ( i )  w e  m o t i v a t e  t h e  n e c e s s i t y  f o r  t r a j e c t o r y  K - a n o n y m i t y  

m e t h o d o l o g i e s  b y  d i s c u s s i n g  t h e  l i m i t a t i o n s  o f  l o c a t i o n  K - a n o n y m i t y  a p p r o a c h e s ,  a n d  ( i i )  

w e  p r o v i d e  a  p a r t i t i o n i n g  o f  t h e  e x i s t i n g  t r a j e c t o r y  K - a l g o r i t h m s  a l o n g  t w o  p r i n c i p a l  d i ­

r e c t i o n s  a s  w e l l  a s  d i s c u s s  s o m e  o f  t h e  m o s t  p r e v a l e n t  a p p r o a c h e s  i n  e a c h  d i r e c t i o n .

W h y  T r a j e c t o r y  K - a n o n y m i t y ?  —  Q u e r y  T r a c k i n g  i n  L B S s

E x i s t i n g  l o c a t i o n  K - a n o n y m i t y  a p p r o a c h e s  a r e  s u i t a b l e  f o r  p r o t e c t i n g  o n l y  t h e  l o c a t i o n  

o f  a  u s e r  r e q u e s t  f o r  a  c o n t i n u o u s  L B S ,  i n s t e a d  o f  t h e  c o m p l e t e  u s e r  t r a j e c t o r y .  A s  [ 3 9 ]  

i n d i c a t e s ,  t h e s e  a p p r o a c h e s  s u f f e r  f r o m  c o r r e l a t i o n  a t t a c k s ,  w h i c h  c a n  r e v e a l  t h e  i d e n t i t y  o f  

t h e  r e q u e s t e r  b a s e d  o n  t h e  p a r t i c i p a n t s  o f  h i s / h e r  a n o n y m i t y  s e t .  F i g u r e  1 7 . 7  d e m o n s t r a t e s
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h o w  t h i s  i s  p o s s i b l e .  I m a g i n e  a  q u e r y  s u b m i t t e d  a t  t i m e  ti b y  u s e r  A  f o r  a  n a v i g a t i o n  s e r v i c e  

( o r  g e n e r a l l y  f o r  a  c o n t i n u o u s  s e r v i c e  t h a t  r e q u i r e s  m u l t i p l e  l o c a t i o n  u p d a t e s ) .  T h e  a p p l i e d  

l o c a t i o n  c l o a k i n g  s t r a t e g y  ( e . g . ,  [ 8 2 , 1 2 6 ] )  g e n e r a t e s  t h e  5 - A S R  s h o w n  i n  F i g u r e  1 7 . 7 ( a )  

t h a t  i n c l u d e s  t h e  r e q u e s t e r  a l o n g  w i t h  f o u r  o f  h i s / h e r  n e i g h b o r s :  B , C ,  D  a n d  E . A s  t h e  u s e r  

m o v e s  t o  t h e  s e l e c t e d  d e s t i n a t i o n ,  h e / s h e  n e e d s  t o  t r a n s m i t  a  n e w  l o c a t i o n  u p d a t e  t o  t h e  

s e r v i c e  p r o v i d e r  t o  r e q u e s t  f o r  f u r t h e r  d i r e c t i o n s .  T h u s ,  a t  t i m e  t i+ 1  t h e  u s e r  s e n d s  a  n e w  

q u e r y  t o  t h e  t r u s t e d  s e r v e r  c o n t a i n i n g  h i s / h e r  c u r r e n t  l o c a t i o n .  H o w e v e r ,  t h e  u s e r s  i n  t h e  

n e i g h b o r h o o d  o f  t h e  r e q u e s t e r  h a v e  a l s o  m o v e d  i n  t h e  m e a n w h i l e  a n d  t h u s  t h e  n e w  5 - A S R  

t h a t  i s  p r o d u c e d  b y  t h e  e m p l o y e d  l o c a t i o n  K - a n o n y m i t y  a l g o r i t h m  ( i . e .  { A , B ,  F, G, H } )  

h a s  o n l y  u s e r  B  i n  c o m m o n  w i t h  t h e  p r e v i o u s l y  g e n e r a t e d  A S R .  A s  a  r e s u l t ,  i f  a n  a t t a c k e r  

h a s  k n o w l e d g e  o f  t h e  t w o  A S R s  h e / s h e  c a n  s a f e l y  c o n c l u d e  t h a t  t h e  r e q u e s t e r  i s  e i t h e r  A  o r  

B ,  w h i c h  s i g n i f i c a n t l y  r e d u c e s  t h e  a c t u a l  d e g r e e  o f  a n o n y m i t y  t h a t  i s  o f f e r e d  t o  A  f r o m  1 / 5  

t o  1 / 2 .  I n  t h e  n e x t  l o c a t i o n  t r a n s m i s s i o n ,  a t  t i + 2 , t h e  i d e n t i t y  o f  t h e  r e q u e s t e r  i s  r e v e a l e d  

s i n c e  n o  o t h e r  p a r t i c i p a n t  i n  h i s / h e r  c u r r e n t  A S R  w a s  a l s o  p a r t  o f  a l l  t h e  p r e v i o u s  A S R s .

T o  a l l e v i a t e  f r o m  c o r r e l a t i o n  a t t a c k s ,  e x i s t i n g  a p p r o a c h e s  t o  t r a j e c t o r y  K - a n o n y m i t y  

e n s u r e  t h a t  a ll  t h e  K  p a r t i c i p a n t s  o f  t h e  f i r s t  K - A S R  t h a t  i s  g e n e r a t e d  f o r  t h e  o f f e r i n g  o f  

p r i v a c y  i n  a  c o n t i n u o u s  q u e r y ,  w i l l  a l s o  p a r t i c i p a t e  i n  all  t h e  f o l l o w i n g  K - A S R s  t h a t  w i l l  

b e  p r o d u c e d  b y  t h e  c l o a k i n g  a l g o r i t h m .  T h i s  w a y  o f  e l i m i n a t i n g  t h e  q u e r y  t r a c k i n g  a t t a c k  i s  

p r e s e n t e d  i n  F i g u r e  1 7 . 7 ( b ) .  W e  s h o u l d  p o i n t  o u t  t h a t  a l t h o u g h  i n  t h e  s e c o n d  A S R  ( r e l a t e d  

t o  t i m e  t i + 1 )  i t  s e e m s  t h a t  1 0 - a n o n y m i t y  i s  o f f e r e d  t o  t h e  r e q u e s t e r ,  o n l y  5 - a n o n y m i t y  i s  

a c t u a l l y  o f f e r e d  t h r o u g h o u t  t h e  p r o v i s i o n  o f  t h e  r e q u e s t e d  L B S  t o  u s e r  A .

G e n e r i c  A p p r o a c h e s  t o  T r a j e c t o r y  K - A n o n y m i t y

G e n e r i c  a p p r o a c h e s  t o  t r a j e c t o r y  K - a n o n y m i t y  d o  n o t  t a k e  i n t o  c o n s i d e r a t i o n  a n y  p a r t i c u l a r  

m o v e m e n t  b e h a v i o r  o f  t h e  r e q u e s t e r  o f  a n  L B S  ( a s  w e l l  a s  o f  t h e  o t h e r  u s e r s  i n  t h e  s y s t e m ) ,  

w h e n  p r o v i d i n g  h i m / h e r  w i t h  t r a j e c t o r y  K - a n o n y m i t y .  I n s t e a d ,  a l l  r e q u e s t s  f o r  L B S s  a r e  

h a n d l e d  i n  e x a c t l y  t h e  s a m e  m a n n e r  b y  t h e  t r u s t e d  s e r v e r ,  n o  m a t t e r  w h a t  t h e  l o c a t i o n  o f  

r e q u e s t  i s  o r  t h e  t r a j e c t o r y  t h a t  t h e  u s e r  f o l l o w s  i n  t h e  s y s t e m  d u r i n g  t h e  L B S  p r o v i s i o n .
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R e f .  [ 3 9 ]  p r o p o s e s  t h e  f i r s t  c l o a k i n g  a l g o r i t h m  f o r  t h e  o f f e r i n g  o f  t r a j e c t o r y  K — 

a n o n y m i t y  i n  L B S s .  T h e  p r i n c i p a l  i d e a  b e h i n d  t h e  p r o p o s e d  a l g o r i t h m  i s  t o  r e q u i r e  t h a t  a  

u s e r  b e l o n g s  i n  a  g r o u p  o f  a t  l e a s t  K - 1  o t h e r  u s e r s  p r i o r  t o  s e n d i n g  a  c o n t i n u o u s  q u e r y  f o r  

t h e  p r o v i s i o n  o f  a n  L B S .  U s e r s  m a y  l e a v e  t h e i r  g r o u p s  u p o n  c o m p l e t i o n  o f  t h e  r e q u e s t e d  

s e r v i c e .  T h e  g e n e r a t e d  K - A S R  i n  e a c h  l o c a t i o n  t r a n s m i s s i o n  o f  t h e  u s e r ,  i s  s i m p l y  c o m ­

p u t e d  a s  t h e  M B R  e n c l o s u r e  o f  a l l  t h e  u s e r s  i n  t h e  g r o u p  o f  t h e  r e q u e s t e r ,  b a s e d  o n  t h e i r  

c u r r e n t  l o c a t i o n  i n  t h e  s y s t e m .  I t  i s  i m p o r t a n t  t o  m e n t i o n  t h a t  w h i l e  a  r e q u e s t  f o r  a n  L B S  i s  

i n  p r o g r e s s ,  n o  g r o u p e d  u s e r  t h a t  p a r t i c i p a t e d  t o  t h e  o r i g i n a l  a n o n y m i t y  s e t  o f  t h e  r e q u e s t e r  

i s  a l l o w e d  t o  l e a v e  t h e  g r o u p ,  a s  t h i s  a c t i o n  w o u l d  j e o p a r d i z e  t h e  p r i v a c y  o f  t h e  r e q u e s t e r .

P e r s o n a l i z e d  A p p r o a c h e s  t o  T r a j e c t o r y  K - A n o n y m i t y

P e r s o n a l i z e d  a p p r o a c h e s  t o  t r a j e c t o r y  K - a n o n y m i t y  u t i l i z e  t h e  h i s t o r y  o f  m o v e m e n t  o f  a l l  

t h e  u s e r s  i n  t h e  s y s t e m  t o  c o p e  w i t h  c o r r e l a t i o n  a t t a c k s  i n  c o n t i n u o u s  u s e r  q u e r i e s .  T h e y  d i f ­

f e r  f r o m  g e n e r i c  a p p r o a c h e s  t o  p r i v a c y  i n  L B S s ,  p r i m a r i l y  d u e  t o  t h e  f o l l o w i n g  r e a s o n s :  ( i )  

t h e  m o v e m e n t  o f  e a c h  u s e r  u  i n  t h e  s y s t e m  i s  d e p i c t e d  a s  a  c o n t i n u o u s  f u n c t i o n  f  (u, x ,y , t ) ,  

i n s t e a d  o f  a  s e t  o f  i n d i v i d u a l  l o c a t i o n s  a n d  t i m e s ,  ( i i )  a  s e t  o f  f r e q u e n t  m o v e m e n t  p a t t e r n s  

a r e  d e r i v e d  b a s e d  o n  t h e  h i s t o r y  o f  m o v e m e n t  o f  e a c h  u s e r  i n  t h e  s y s t e m ,  w h i c h  a r e  s u b ­

s e q u e n t l y  u s e d  t o  p r o t e c t  t h e  p r i v a c y  o f  t h e  u s e r  w h e n  r e q u e s t i n g  L B S s ,  a n d  ( i i i )  t r a j e c t o r y  

K - a n o n y m i t y  c a n  b e  o f f e r e d  t o  t h e  r e q u e s t e r s  o f  L B S s  t h r o u g h  t h e  u s e  o f  a n  u n d e r l y i n g  

n e t w o r k  t o p o l o g y  o f  u s e r  m o v e m e n t ,  i n s t e a d  o f  a  g r i d - b a s e d ,  f r e e - t e r r a i n  s o l u t i o n .

R e f .  [ 6 9 ]  p r o v i d e s  a  t r a j e c t o r y  K - a n o n y m i t y  s o l u t i o n  t h a t  u s e s  t h e  h i s t o r y  o f  m o v e ­

m e n t  o f  t h e  u s e r s  i n  t h e  s y s t e m  t o  d e r i v e  a  s e t  o f  f r e q u e n t  m o b i l i t y  p a t t e r n s  p e r  u s e r .  E a c h  

o f  t h e s e  p a t t e r n s  c o r r e s p o n d s  t o  a  r o u t e  ( i n s t e a d  o f  a  s e q u e n c e  o f  P O I s  a n d  r e l a t e d  t i m e  

p e r i o d s ,  a s  i n  [ 2 6 ] )  t h a t  i s  f r e q u e n t l y  f o l l o w e d  b y  t h e  c o r r e s p o n d i n g  u s e r  i n  t h e  s y s t e m  a n d  

i s  s t o r e d  a s  a n  f  ( x ,  y ,  t )  f u n c t i o n ,  h a v i n g  b o t h  a  s p a t i a l  a n d  a  t e m p o r a l  e x t e n t .  T h e  p r o p o s e d  

a l g o r i t h m  i d e n t i f i e s  t h o s e  f r e q u e n t  r o u t e s  o f  a  u s e r  t h a t  a r e  r a r e l y  f o l l o w e d  b y  m a n y  o t h e r  

u s e r s  i n  t h e  s y s t e m .  T h e s e  r o u t e s  a r e  t e r m e d  a s  unsafe f o r  t h i s  u s e r ,  a s  t h e y  c a n  d i s c l o s e  

h i s / h e r  i d e n t i t y  w h e n  r e q u e s t i n g  L B S s  f r o m  w i t h i n  a n y  o f  t h e m .  I n  [ 6 9 ]  a  g r i d - b a s e d ,  f r e e -
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(a ) e n la rg in g  th e  r a d iu s . (b )  r e d u c in g  th e  r a d iu s . (c ) s h if t in g  th e  c e n te r .

F i g u r e  1 7 . 8 :  T h e  t h r e e  o b f u s c a t i o n  t e c h n i q u e s  p r o p o s e d  i n  [ 1 9 ] .

t e r r a i n  s o l u t i o n  i s  e m p l o y e d  t h a t  u t i l i z e s  t h e  c o m p u t e d  u n s a f e  r o u t e s  o f  t h e  u s e r s ,  i n  o r d e r  

t o  p r o v i d e  t h e m  w i t h  K - a n o n y m i t y  w h e n  r e q u e s t i n g  L B S s .

I n  [ 7 7 ]  a  n e t w o r k - b a s e d  p r i v a c y  m o d e l  i s  p r o p o s e d  t h a t  c o n s i d e r s  a n  u n d e r l y i n g  

n e t w o r k  o f  u s e r  m o v e m e n t  i n  o r d e r  t o  d e r i v e  t h e  u n s a f e  r o u t e s  o f  t h e  u s e r s  a n d  t o  o f f e r  

t r a j e c t o r y  K - a n o n y m i t y  t o  t h e  r e q u e s t e r s  o f  L B S s .  W i t h  r e s p e c t  t o  t h e  o f f e r i n g  o f  K -  

a n o n y m i t y ,  t h e  p r o p o s e d  a p p r o a c h  c o n s i d e r s  t w o  s p a t i a l  c l o a k i n g  s t r a t e g i e s ,  d e p e n d i n g  o n  

t h e  l o c a t i o n  o f  t h e  r e q u e s t e r  a t  t h e  t i m e  o f  r e q u e s t ,  a s  w e l l  a s  h i s / h e r  s u b s e q u e n t  l o c a t i o n s  

u n t i l  t h e  p r o v i s i o n  o f  t h e  s e r v i c e .  I n  p a r t i c u l a r ,  K -p re se n t  ( t h e  s o - c a l l e d  w e a k )  t r a j e c t o r y  

a n o n y m i t y  i d e n t i f i e s  K - 1  u s e r s  t h a t  a r e  c l o s e  t o  t h e  r e q u e s t e r  a t  t h e  t i m e  o f  r e q u e s t  a n d  t h u s  

c o u l d  h a v e  i s s u e d  t h e  r e q u e s t  f o r  t h e  L B S .  O n  t h e  o t h e r  h a n d ,  K -freq u en t  ( s t r o n g )  t r a j e c t o r y  

a n o n y m i t y ,  c o l l e c t s  t h e  s u b j e c t s  t h a t  w e r e  n e a r  t h e  r e q u e s t e r  a t  t h e  t i m e  o f  r e q u e s t  a n d  f o r  

w h o m  t h e  c u r r e n t l y  t r a v e l e d  r o u t e  o f  t h e  r e q u e s t e r  i s  a l s o  f r e q u e n t .

17.4 Obfuscation and Unlinking Approaches

O b f u s c a t i o n  a n d  u n l i n k i n g  a p p r o a c h e s  p r o v i d e  a l t e r n a t i v e s  t o  K - a n o n y m i t y .  O b f u s c a t i o n  

s o l u t i o n s  i n t r o d u c e  p e r t u r b a t i o n s  t o  t h e  l o c a t i o n s  o f  t h e  u s e r s  ( a s  c o l l e c t e d  b y  t h e  t r u s t e d  

s e r v e r ) ,  i n  o r d e r  t o  d e c r e a s e  t h e i r  a c c u r a c y .  O n  t h e  o t h e r  h a n d ,  u n l i n k i n g  a p p r o a c h e s  a r e  

s u i t a b l e  f o r  s e r v i c e s  t h a t  c a n  t r a c k  u s e r  m o v e m e n t .  I n  w h a t  f o l l o w s ,  w e  p r e s e n t  s o m e  a p ­

p r o a c h e s  t h a t  f a l l  i n  e a c h  o f  t h e s e  t w o  c a t e g o r i e s .
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F i g u r e  1 7 . 9 :  A n  e x a m p l e  o f  Probabilistic Cloak.

17.4.1 Obfuscation Approaches

O b f u s c a t i o n  a p p r o a c h e s  a r e  s u i t a b l e  f o r  L B S s  t h a t  r e q u i r e  a  u s e r  l o c a t i o n  a t  a  s p e c i f i c  t i m e .  

I n  [ 1 9 ]  t h e  a u t h o r s  p r o p o s e  t h r e e  o b f u s c a t i o n  t e c h n i q u e s  ( s e e  F i g u r e  1 7 . 8 )  t h a t  o f f e r  d i f f e r ­

e n t  d e g r e e s  o f  l o c a t i o n  p r i v a c y  t o  t h e  r e q u e s t e r s  o f  L B S s .  T h e  p r o p o s e d  a p p r o a c h e s  a s s u m e  

t h a t  t h e  l o c a t i o n  o f  t h e  r e q u e s t e r  i s  t r a n s m i t t e d  t o  t h e  t r u s t e d  s e r v e r  a s  a  c i r c u l a r  a r e a ,  i n s i d e  

w h i c h  t h e  r e q u e s t e r  c a n  b e  l o c a t e d  a t  a n y  p o i n t .  T h e n ,  b a s e d  o n  t h e  p r i v a c y  p r e f e r e n c e s  o f  

t h e  u s e r ,  o n e  a m o n g  t h r e e  a l t e r n a t i v e  t r a n s f o r m a t i o n s  i s  e m p l o y e d  i n  o r d e r  t o  f u r t h e r  d e ­

g r a d e  t h e  a c c u r a c y  o f  l o c a t i n g  t h e  r e q u e s t e r  i n s i d e  t h i s  a r e a .  T h e  s u p p o r t e d  t r a n s f o r m a t i o n s  

a r e :  o b f u s c a t i o n  b y  e n l a r g i n g / r e d u c i n g  t h e  r a d i u s  o f  t h e  a r e a ,  a n d  o b f u s c a t i o n  b y  s h i f t i n g  

t h e  c e n t e r  o f  t h e  a r e a .  T o  e n h a n c e  t h e  p r i v a c y  t h a t  i s  o f f e r e d  t o  t h e  r e q u e s t i n g  p a r t i e s ,  a  

c o m b i n a t i o n  o f  t h e  p r o p o s e d  t r a n s f o r m a t i o n s  c a n  a l s o  b e  a p p l i e d .

C h e n g ,  e t  a l .  [ 3 8 ]  p r o p o s e  Probabilistic Cloak, a  c l o a k i n g  a l g o r i t h m  f o r  t h e  o f f e r i n g  

o f  l o c a t i o n  p r i v a c y  i n  L B S s  i n  w h i c h  t h e  p r o d u c e d  A S R s  a r e  i n d e p e n d e n t  o f  t h e  n u m b e r  o f  

u s e r s  t h a t  l i e  i n s i d e  t h e m .  I n  Probabilistic C loak  e a c h  u s e r  i s  a s s u m e d  t o  h a v e  a  p r i v a c y  

p r o f i l e  i n  t h e  s y s t e m  t h a t  h e / s h e  c a n  u s e  t o  d e f i n e  t h e  l e v e l  o f  u n c e r t a i n t y  w i t h  w h i c h  h i s / h e r  

l o c a t i o n  i n f o r m a t i o n  w i l l  b e  r e l e a s e d  t o  o t h e r s .  W h e n  a  u s e r  r e q u e s t s  a n  L B S ,  t h e  a l g o r i t h m  

p r o d u c e s  a  c l o a k e d  v e r s i o n  o f  h i s / h e r  p r e c i s e  l o c a t i o n  b a s e d  o n  u s e r  s u p p l i e d  p r i v a c y  r e ­

q u i r e m e n t s .  T h e  c o m p u t e d  A S R  i s  f o r w a r d e d  t o  t h e  s e r v i c e  p r o v i d e r  f o r  s e r v i c i n g  a n d  t h e  

r e t u r n e d  r e s u l t  c o n t a i n s  t h e  c a n d i d a t e  a n s w e r s  a u g m e n t e d  w i t h  p r o b a b i l i t y  t o  i n d i c a t e  t h e

200

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



(a ) a  m ix  z o n e  w ith  f o u r  a p p l ic a t io n  z o n e s . (b ) u n l in k in g  o f  t r a je c to ry  s e g m e n ts .

F i g u r e  1 7 . 1 0 :  T w o  e x a m p l e s  o f  mix zones.

c o n f i d e n c e  o f  e a c h  a n s w e r  t o  s a t i s f y  t h e  q u e r y ,  b a s e d  o n  i t s  l o c a t i o n  i n  t h e  A S R .  F i g u r e  

1 7 . 9  p r e s e n t s  a n  e x a m p l e  o f  u s i n g  P robabilistic Cloak  i n  a  l o c a t i o n - b a s e d  r a n g e  q u e r y .  I n  

t h i s  e x a m p l e ,  w e  a s s u m e  t h a t  u s e r  U  w a n t s  t o  i d e n t i f y  t h e  s u b j e c t s  t h a t  a r e  i n s i d e  a  r a d i u s  

r  f r o m  h i s / h e r  l o c a t i o n .  T h e  s y s t e m  u s e s  t h e  p r i v a c y  p r o f i l e s  o f  a l l  t h e  u s e r s  i n  t h e  n e i g h ­

b o r h o o d  o f  U  t o  c l o a k  t h e i r  l o c a t i o n s  i n t o  a r e a s .  T h e  a p p l i e d  c l o a k i n g  s t r a t e g y  o f f e r s  a n  

e v e n  c h a n c e  t o  e a c h  u s e r  t o  b e  l o c a t e d  a t  a n y  p o i n t  i n s i d e  h i s / h e r  c l o a k e d  r e g i o n .  S u b s e ­

q u e n t l y ,  P robabilistic C loak  a n s w e r s  t h e  q u e r y  a n d  r e t u r n s  t h e  c a n d i d a t e  r e s u l t s  ( h e r e  U 1..3 ) 

t o  t h e  r e q u e s t e r ,  a l o n g  w i t h  p r o b a b i l i t i e s  t h a t  a r e  b a s e d  o n  t h e  p e r c e n t a g e  o f  o v e r l a p  o f  e a c h  

c l o a k e d  l o c a t i o n  t o  t h e  r e g i o n  o f  r e q u e s t .

17.4.2 Unlinking Approaches

U n l i n k i n g  a p p r o a c h e s  a r e  s u i t a b l e  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  c o n t i n u o u s  q u e r i e s  f o r  

L B S s .  T h e y  o p e r a t e  b y  d e v i s i n g  s i m p l e  w a y s  t o  b l u r  t h e  a c t u a l  l o c a t i o n  o f  t h e  r e q u e s t e r  

t h r o u g h  t h e  a p p l i c a t i o n  o f  s i m p l e  f u z i f i c a t i o n  s t r a t e g i e s .

I n  [ 2 5 ]  t h e  a u t h o r s  p a r t i t i o n  t h e  a r e a  t h a t  i s  c o v e r e d  b y  t h e  t r u s t e d  s e r v e r  i n t o  a  s e t  o f  

a p p l i c a t i o n  z o n e s  a n d  a  s e t  o f  m i x  z o n e s .  W h e n  a  u s e r  i s  i n s i d e  a n  a p p l i c a t i o n  z o n e  h e / s h e  

r e g u l a r l y  t r a n s m i t s  l o c a t i o n  u p d a t e s  t o  t h e  s e r v i c e  p r o v i d e r ,  a s  w e l l  a s  i s  a l l o w e d  t o  u s e  a n y  

o f  t h e  L B S s  t h a t  h e / s h e  h a s  r e g i s t e r e d  i n  t h e  s y s t e m .  O n  t h e  c o n t r a r y ,  t h e  m i x  z o n e s  a r e  

s p a t i a l  r e g i o n s  i n  w h i c h  n o n e ,  a m o n g  a  s e t  o f  u s e r s ,  h a s  r e g i s t e r e d  a n y  a p p l i c a t i o n  c a l l b a c k .  

A s  a n  e f f e c t ,  t h e  u s e r s  t h a t  a r e  i n s i d e  a  m i x  z o n e  d o  n o t  t r a n s m i t  a n y  l o c a t i o n  i n f o r m a t i o n
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t o  t h e  s e r v i c e  p r o v i d e r .  W h e n  u s e r s  e n t e r  t h e  m i x  z o n e ,  t h e  t r u s t e d  s e r v e r  t r i e s  t o  “ m i x ”  

t h e i r  i d e n t i t i e s  b y  c h a n g i n g  t h e  u s e r  p s e u d o n y m s .  A s  a  r e s u l t ,  i t  b e c o m e s  d i f f i c u l t  f o r  a n  

a d v e r s a r y  t o  l i n k  t h e  n e w  i d e n t i t i e s  o f  t h e  u s e r s  w h e n  e x i t i n g  t h e  m i x  z o n e  t o  t h o s e  t h a t  

t h e y  h a d  w h e n  t h e y  e n t e r e d  t h e  z o n e .  I n  t h a t  s e n s e ,  a  m i x  z o n e  c a n  b e e n  c o n s i d e r e d  a s  a n  

a n a l o g y  o f  a  b l a c k  b o x  t h a t  p r o t e c t s  t h e  u s e r  i d e n t i t i e s ,  o f f e r i n g  p r i v a c y  t o  t h e  u s e r s .  F i g u r e  

1 7 . 1 0  p r e s e n t s  t w o  e x a m p l e s  o f  m i x  z o n e s .  I n  t h e  f i r s t  e x a m p l e  ( s e e  F i g u r e  1 7 . 1 0 ( a ) ) ,  

a s s u m i n g  t h a t  u s e r s  1 a n d  2  s i m u l t a n e o u s l y  d e p a r t  f r o m  t h e  U n i v e r s i t y  a n d  t h e  U S  b a n k  

b r a n c h  ( r e s p e c t i v e l y ) ,  a n  a d v e r s a r y  i s  u n a b l e  t o  t e l l  w h o  i s  w h o  w h e n  t h e y  b o t h  a r r i v e  a t  

W a l m a r t .  T h e  s e c o n d  e x a m p l e  ( F i g u r e  1 7 . 1 0 ( b ) )  s h o w s  h o w  t h e  t r a j e c t o r y  s e g m e n t s  o f  f o u r  

u s e r s  c a n  b e  u n l i n k e d  d u r i n g  t h e  m o v e m e n t  o f  t h e  u s e r s  i n s i d e  t h e  m i x  z o n e .

M i x  z o n e s  s u f f e r  f r o m  s e v e r a l  s h o r t c o m i n g s :  ( i )  t h e y  r e q u i r e  a n  a d e q u a t e  n u m b e r  

o f  u s e r s  t o  b e  s y n c h r o n o u s l y  l o c a t e d  i n s i d e  t h e  m i x  z o n e  t o  p r o v i d e  t h e m  w i t h  a  r e a s o n a b l e  

l e v e l  o f  p r i v a c y ;  a s  a  r e s u l t  t h e y  o p e r a t e  w e l l  o n l y  i n  h i g h  d e n s i t y  a r e a s ,  w h e r e  u s e r  p a t h s  

f r e q u e n t l y  m e e t ,  ( i i )  t h e y  a r e  s t a t i c a l l y  d e f i n e d  a n d  t h u s  t h e y  a c h i e v e  t o  p r o t e c t  o n l y  t h o s e  

u s e r s  t h a t  a r e  m o v i n g  t o w a r d s  a  m i x  z o n e ,  l e a v i n g  t h e  r e s t  o f  t h e  p o p u l a t i o n  i n  t h e  s y s t e m  

u n p r o t e c t e d ,  a n d  ( i i i )  t h e y  s u f f e r  f r o m  s t a t i s t i c a l  a t t a c k s  d u e  t o  t h e  k n o w l e d g e  o f  t h e  m o v e ­

m e n t  o f  t h e  u s e r s  p r i o r  t o  e n t e r i n g  t h e  m i x  z o n e  a n d  t h e i r  m o v e m e n t  b e h a v i o r  w h e n  l e a v i n g  

t h e  m i x  z o n e .  I n  e s s e n c e ,  t h e  e n t r y  p o i n t  o f  a  u s e r  i n  t h e  m i x  z o n e ,  c o n s i d e r e d  t o g e t h e r  w i t h  

t h e  p r e v i o u s  m o v e m e n t  o f  t h e  u s e r ,  u s u a l l y  p r o v i d e s  a  g o o d  e s t i m a t e  o n  t h e  e x i t  p o i n t  o f  

t h e  u s e r  f r o m  t h e  m i x  z o n e .  A s  a n  e x a m p l e  o f  ( i )  c o n s i d e r  t h e  m i x  z o n e  o f  F i g u r e  1 7 . 1 0 ( a ) .  

I n  t h e  b e s t  c a s e  s c e n a r i o ,  t h i s  m i x  z o n e  o f f e r s  K  =  3  a n o n y m i t y  t o  e a c h  o f  t h e  t h r e e  u s e r s .  

I n  r e a l i t y  h o w e v e r ,  b a s e d  o n  t h e  m o v e m e n t  b e h a v i o r  o f  t h e  t h r e e  u s e r s  p r i o r  t o  e n t e r i n g  t h e  

m i x  z o n e ,  t h e i r  s p e e d  a n d  d i r e c t i o n  o f  m o v e m e n t ,  t h e  d e g r e e  o f  a n o n y m i t y  t h a t  i s  o f f e r e d  t o  

e a c h  o f  t h e  t h r e e  u s e r s  m a y  b e  m u c h  l o w e r .  A s s u m i n g  t h a t  a l l  u s e r s  i n  t h e  m i x  z o n e  o f  F i g ­

u r e  1 7 . 1 0 ( a )  d e p a r t  a t  t h e  s a m e  t i m e  f r o m  t h e i r  c u r r e n t  a p p l i c a t i o n  z o n e  a n d  m o v e  t o w a r d s  

W a l m a r t  a t  t h e  s a m e  s p e e d ,  u s e r  3  i s  u n l i k e l y  t o  r e a c h  h i s / h e r  d e s t i n a t i o n  a t  t h e  s a m e  t i m e  

a s  t h e  o t h e r  t w o  u s e r s ,  d u e  t o  t h e  i n c r e a s e d  d i s t a n c e  o f  S t a r b u c k s  t o  W a l m a r t .  A s  a n  e f f e c t ,  

t h i s  m i x  z o n e  i s  b o u n d  t o  o f f e r  2 - a n o n y m i t y  t o  e a c h  o f  t h e  u s e r s  1 a n d  2 .
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R e f .  [ 1 8 5 ]  p r o v i d e s  a  s o l u t i o n  t o  ( i i )  b y  a l l o w i n g  t h e  m i x  z o n e s  t o  b e  d e f i n e d  o n  

d e m a n d .  I n  t h i s  w o r k ,  a n  u n l i n k i n g  r e g i o n  t h a t  i n c l u d e s  t h e  r e q u e s t e r  a l o n g  w i t h  K - 1  

n e a r b y  u s e r s  i n  t h e  s y s t e m  i s  g e n e r a t e d .  I n s i d e  t h i s  d y n a m i c a l l y  d e f i n e d  r e g i o n ,  n o  u s e r  i s  

a b l e  t o  t r a n s m i t  a n y  l o c a t i o n  u p d a t e  t o  t h e  s e r v i c e  p r o v i d e r ,  a s  w e l l  a s  u s e  a n y  L B S  f o r  a  

p r e d e t e r m i n e d  a m o u n t  o f  t i m e .  A s  a n  e f f e c t ,  i t  i s  e x p e c t e d  t h a t  t h e  i d e n t i t i e s  o f  t h e  u s e r s  

w h o  m o v e  i n s i d e  t h i s  r e g i o n  w i l l  b e  s u c c e s s f u l l y  “ m i x e d ”  i n  t h e  m e a n w h i l e .  R e f .  [ 4 8 ]  

p r o p o s e s  a  m o r e  a d v a n c e d  s t r a t e g y .  T o  i n c r e a s e  t h e  u n c e r t a i n t y  r e g a r d i n g  t h e  i d e n t i t y  o f  

a  u s e r  a f t e r  e x i t i n g  t h e  m i x  z o n e ,  t h e  p r o p o s e d  m e t h o d o l o g y  e n s u r e s  t h a t  t h e  t r a j e c t o r y  

o f  t h i s  u s e r  h a s  b e e n  c r o s s e d  b y  t h o s e  o f  a t  l e a s t  N  o t h e r  u s e r s  i n  t h e  m i x  z o n e ,  p r i o r  t o  

c h a n g i n g  t h e  p s e u d o n y m s  o f  t h e  u s e r s  a n d  r e s u m i n g  t h e  r e g u l a r  o p e r a t i o n  o f  t h e  s y s t e m  i n  

t h i s  r e g i o n .  E a c h  c r o s s i n g  o f  t h e  t r a j e c t o r y  o f  a  u s e r  w i t h  a n o t h e r  u s e r  t r a j e c t o r y  i n c r e a s e s  

t h e  u n c e r t a i n t y  r e g a r d i n g  t h e  m o v e m e n t  o f  e a c h  o f  t h e  t w o  u s e r s  a f t e r  e x i t i n g  t h e  m i x  z o n e .  

F o r  e x a m p l e ,  i n  F i g u r e  1 7 . 1 0 ( b )  a f t e r  t h e  c r o s s i n g  o f  t h e  t h r e e  u s e r  t r a j e c t o r i e s  i n  p o i n t  p  i t  

i s  r a t h e r  d i f f i c u l t  t o  m a t c h  t h e  t h r e e  t r a j e c t o r i e s  t o  t h e i r  o w n e r s .  T h u s ,  r e s u m i n g  t h e  r e g u l a r  

o p e r a t i o n  o f  t h e  s y s t e m  a t  t i m e  t  s u c c e s s f u l l y  s h i e l d s  t h e  i d e n t i t y  o f  e a c h  o f  t h e  t h r e e  u s e r s  

2 , 3  a n d  4 ,  o f f e r i n g  t h e m  3 - a n o n y m i t y .

I n  [ 1 0 5 ]  t h e  a u t h o r s  p r o p o s e  a n  a n o n y m o u s  c o m m u n i c a t i o n  t e c h n i q u e  t h a t  p r o t e c t s  

t h e  p r i v a c y  o f  t h e  r e q u e s t e r s  o f  L B S s  b y  i n t r o d u c i n g  s e v e r a l  f a l s e  p o s i t i o n  d a t a  ( a . k . a .  dum­

mies), a l o n g  w i t h  t h e  t r u e  l o c a t i o n  u p d a t e s  o f  t h e  u s e r s .  A s  a n  e f f e c t ,  e v e n  i f  t h e  s e r v i c e  

p r o v i d e r s  s t o r e  l o c a t i o n  d a t a ,  t h e y  c a n n o t  b e  c e r t a i n  a b o u t  t h e  w h e r e a b o u t s  o f  t h e  r e a l  u s e r s .  

O n  t h e  c l i e n t  s i d e ,  t h e  m o b i l e  d e v i c e  o f  t h e  u s e r  i s  c a p a b l e  o f  d i s r e g a r d i n g  a n s w e r s  s e n t  f r o m  

t h e  s e r v i c e  p r o v i d e r  t h a t  i n v o l v e  d u m m y  l o c a t i o n s  a n d  p r e s e n t  t o  t h e  m o b i l e  u s e r  o n l y  t h e  

a n s w e r s  i n v o l v i n g  h i s / h e r  t r u e  l o c a t i o n  u p d a t e s .  T h e  c h a l l e n g e  i n  t h e  p r o p o s e d  m e t h o d ­

o l o g y  i s  t o  a c h i e v e  r e a l i s t i c  d u m m y  m o v e m e n t s  t h a t  w i l l  c o n f u s e  a n  a d v e r s a r y  r e g a r d i n g  

t h e  t r u e  l o c a t i o n s  o f  t h e  u s e r ,  a s  w e l l  a s  t o  m i n i m i z e  t h e  c o m m u n i c a t i o n  o v e r h e a d  t h a t  i s  

i n t r o d u c e d  b y  t h e  d u m m i e s  t o  t h e  t e l e c o m  o p e r a t o r .  T o  a c h i e v e  t h e  f i r s t  t a r g e t ,  t h e  a u t h o r s  

p r o p o s e  t w o  d u m m y  g e n e r a t i o n  a l g o r i t h m s  t h a t  a t t e m p t  t o  m o d e l  r e a l  u s e r  m o v e m e n t .  I n  

b o t h  a l g o r i t h m s ,  t h e  i n i t i a l  l o c a t i o n s  o f  t h e  d u m m i e s  a r e  r a n d o m l y  s e l e c t e d .  I n  t h e  f i r s t
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a l g o r i t h m ,  t h e  n e x t  p o s i t i o n  o f  a  d u m m y  i s  t i g h t  t o  b e  i n  t h e  n e i g h b o r h o o d  o f  t h e  c u r r e n t  

p o s i t i o n  o f  t h e  d u m m y .  T o  a c h i e v e  t h a t ,  t h e  m o b i l e  d e v i c e  o f  t h e  u s e r  m e m o r i z e s  t h e  l a s t  

l o c a t i o n  o f  t h e  d u m m y  a n d  g e n e r a t e s  d u m m i e s  a r o u n d  t h i s  l o c a t i o n .  O n  t h e  o t h e r  h a n d ,  t h e  

s e c o n d  d u m m y  g e n e r a t i o n  a l g o r i t h m  i s  a p p l i c a b l e  w h e n  t h e  m o b i l e  d e v i c e  o f  t h e  u s e r  c a n  

a c q u i r e  t h e  l o c a t i o n  o f  o t h e r  u s e r s  i n  t h e  s y s t e m .  I n  t h i s  c a s e ,  t h e  d u m m i e s  a r e  g e n e r a t e d  

i n  t h e  n e i g h b o r h o o d  o f  t h e s e  u s e r s ,  w h i l e  s p e c i a l  c a r e  i s  t a k e n  t o  e n s u r e  t h a t  t h e  d e n s i t y  o f  

t h e  u s e r s  i n  t h e  r e g i o n  w h e r e  t h e  d u m m i e s  a r e  p r o d u c e d  r e m a i n s  w i t h i n  a c c e p t a b l e  b o u n d s .  

T o  m i n i m i z e  t h e  c o m m u n i c a t i o n  o v e r h e a d  t h a t  i s  i n t r o d u c e d  b y  t h e  d u m m i e s ,  t h e  a u t h o r s  

p r o p o s e  a  m e s s a g e  c o m p r e s s i o n  t e c h n i q u e  a l o n g  w i t h  f o u r  s t r a t e g i e s  t h a t  a  u s e r  c a n  f o l l o w  

t o  t r a n s m i t  i n f o r m a t i o n  u n r e l a t e d  t o  p o s i t i o n  d a t a  t o  t h e  s e r v i c e  p r o v i d e r .  A l t h o u g h  t h i s  i s  

a n  i n t e r e s t i n g  a p p r o a c h  t o  p r i v a c y  i n  L B S s ,  i t  s u f f e r s  f r o m  s e v e r a l  s h o r t c o m i n g s  [ 7 4 ] .

17.5 Distributed (P2P) Approaches

T h e  e x i s t e n c e  o f  a  c e n t r a l i z e d  a r c h i t e c t u r e  w h e r e  a  t r u s t e d  s e r v e r  ( a n o n y m i z e r )  i s  r e s p o n ­

s i b l e  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s ,  i n c u r s  s e v e r a l  s h o r t c o m i n g s  [ 5 7 , 1 2 5 ] :  ( i )  a l l  t h e  

u s e r s  o f  t h e  s y s t e m  m u s t  p u t  t r u s t  o n  t h e  t h i r d  p a r t y  a n o n y m i z e r ,  ( i i )  u n d e r  h e a v y  l o a d  s i t ­

u a t i o n s  t h e  a n o n y m i z e r  m a y  b e c o m e  a  b o t t l e n e c k  d u e  t o  r e c e i v i n g  m a n y  u s e r  r e q u e s t s  f o r  

L B S s ,  i n  a d d i t i o n  t o  t h e  c o n t i n u o u s  m o n i t o r i n g  o f  t h e  l o c a t i o n  o f  a l l  t h e  u s e r s  i n  t h e  s y s t e m ,  

( i i i )  a s  a  t r u s t e d  c o m p o n e n t ,  t h e  a n o n y m i z e r  i s  a  s i n g l e  p o i n t  o f  a t t a c k :  i f  a  m a l e v o l e n t  u s e r  

g a i n s  a c c e s s  t o  t h e  t r u s t e d  s e r v e r  t h e n  t h e  p r i v a c y  o f  a l l  t h e  u s e r s  i n  t h e  s y s t e m  i s  c o m p r o ­

m i s e d ,  a n d  ( i v )  t h e  a n o n y m i z e r  r e q u i r e s  a  l a r g e  n u m b e r  o f  t r u s t w o r t h y  a n d  c o o p e r a t e  u s e r s  

i n  o r d e r  t o  o p e r a t e  p r o p e r l y .  T h e s e  s h o r t c o m i n g s ,  c o u p l e d  w i t h  t h e  r e c e n t  a d v a n c e m e n t  i n  

p e e r - t o - p e e r  ( P 2 P )  c o m m u n i c a t i o n  t e c h n o l o g i e s ,  h a v e  p a v e d  t h e  w a y  f o r  t h e  p r o p o s a l  o f  

d i s t r i b u t e d  a p p r o a c h e s  t o  l o c a t i o n  p r i v a c y .  I n  w h a t  f o l l o w s ,  w e  r e v i e w  t h r e e  o f  t h e  m o s t  

p r e v a l e n t  P 2 P  s o l u t i o n s ,  n a m e l y  C loak-P 2P , PRIVE  a n d  M obiH ide.

C loak-P 2P  [ 4 0 ]  f o r m u l a t e s  t h e  A S R  b y  a p p l y i n g  a  t e c h n i q u e  t h a t  i s  s i m i l a r  t o  Cen­

ter Cloak, i n  a  d i s t r i b u t e d  m a n n e r .  W h e n  a  u s e r  w i s h e s  t o  r e q u e s t  a n  L B S ,  h i s / h e r  m o b i l e  

d e v i c e  h a s  t o  c o n t a c t  a l l  p e e r s  t h a t  r e s i d e  i n  h i s / h e r  n e i g h b o r h o o d  i n  o r d e r  t o  f o r m  a  K -
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F i g u r e  1 7 . 1 1 :  A n  e x a m p l e  o f  C loak-P 2P .

A S R .  I f  m o r e  t h a n  K - 1  p e e r s  a r e  f o u n d  n e a r  t h e  u s e r ,  t h e  K - 1  o n e s  w h o  a r e  c l o s e s t  t o  t h e  

q u e r y  s o u r c e  a r e  s e l e c t e d .  O t h e r w i s e ,  t h e  p r o c e s s  c o n t i n u e s  i n  a n  i t e r a t i v e  f a s h i o n ,  w i t h  t h e  

i d e n t i f i e d  p e e r s  i s s u i n g  r e q u e s t s  t o  a l l  p e e r s  i n  t h e i r  v i c i n i t y  i n  a n  a t t e m p t  t o  e n r o l l  m o r e  

u s e r s  t o  t h e  a n o n y m i t y  s e t  o f  t h e  u s e r .  W h e n  a  t o t a l  o f  K - 1  p e e r s  a r e  e n r o l l e d ,  t h e  u s e r  

r a n d o m l y  s e l e c t s  o n e  a m o n g  t h e m  a n d  s e n d s  h i m / h e r  t h e  L B S  q u e r y  a l o n g  w i t h  t h e  c o m ­

p u t e d  K - A S R .  I n  t u r n ,  t h e  s e l e c t e d  p e e r  ( i . e .  t h e  a g e n t )  f o r w a r d s  t h e  u s e r  q u e r y  t o  t h e  L B S  

s e r v i c e  p r o v i d e r  t h r o u g h  a  b a s e  s t a t i o n .  B a s e d  o n  t h e  c o m p u t e d  A S R ,  t h e  s e r v i c e  p r o v i d e r  

g e n e r a t e s  a  l i s t  o f  c a n d i d a t e  a n s w e r s  w h i c h  a r e  c o m m u n i c a t e d  ( v i a  t h e  a g e n t )  b a c k  t o  t h e  r e ­

q u e s t e r .  A s  a  f i n a l  s t e p ,  t h e  r e q u e s t e r  u s e s  h i s / h e r  l o c a t i o n  t o  f i l t e r  o u t  a l l  t h e  f a l s e  p o s i t i v e s  

a n d  r e t r i e v e  t h e  c o r r e c t  a m o n g  t h e  c a n d i d a t e  a n s w e r s .

T o  f o r m u l a t e  t h e  K - A S R ,  a s  s h o w n  i n  F i g u r e  1 7 . 1 1 ,  C loak-P 2P  c o n s i d e r s  a  p a r t i ­

t i o n i n g  o f  t h e  e n t i r e  s y s t e m  a r e a  i n  a  g r i d  f a s h i o n .  I n  t h e  p e e r  s e a r c h i n g  p h a s e ,  t h e  m o b i l e  

u s e r  w h o  w i s h e s  t o  r e q u e s t  a n  L B S  ( h e r e  U1) b r o a d c a s t s  a  s p e c i a l  t y p e  o f  r e q u e s t .  W h e n  

a  p e e r  r e c e i v e s  t h i s  r e q u e s t  i t  r e s p o n d s  b y  s e n d i n g  i t s  c u r r e n t  l o c a t i o n  a n d  i t s  m a x i m u m  

s p e e d  o f  m o v e m e n t .  A s s u m i n g  K  =  5 ,  U 1 w i l l  i d e n t i f y  t h e  m o b i l e  u s e r s  U 2 ...5 , w h i c h  a r e  

i n  h i s / h e r  n e i g h b o r h o o d ,  a n d  w i l l  a c c o r d i n g l y  f o r m  h i s / h e r  a n o n y m i t y  s e t .  S i n c e  t h e  p e e r s  

k e e p  m o v i n g  i n  t h e  s y s t e m ,  U 1 u s e s  t h e  i n f o r m a t i o n  r e g a r d i n g  t h e  m a x i m u m  s p e e d  o f  e a c h  

o f  i t s  p e e r s  t o  i d e n t i f y  t h e  m a x i m u m  d i s t a n c e  t h a t  t h i s  p e e r  m a y  h a v e  c o v e r e d  f r o m  t h e  t i m e  

o f  c o m m u n i c a t i o n  t o  t h e  c u r r e n t  t i m e .  A c c o r d i n g l y ,  h e / s h e  f o r m s  a n  A S R  t h a t  c o n t a i n s  

h i m s e l f / h e r s e l t  a s  w e l l  a s  a l l  h i s / h e r  K - 1  p e e r s ,  t a k i n g  i n t o  a c c o u n t  t h e  m a x i m u m  d i s t a n c e  

t h a t  t h e y  m a y  h a v e  c o v e r e d  i n  t h e  s y s t e m  i n  t h e  m e a n t i m e .  F o r  e x a m p l e ,  i n  F i g u r e  1 7 . 1 1
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F i g u r e  1 7 . 1 2 :  T h e  d i s t r i b u t e d  i n d e x  s t r u c t u r e  o f  PRIVE.

t h e  5 - A S R  i n c l u d e s  t h e  l a s t  r o w  o f  c e l l s  s i n c e  u s e r s  U3 a n d  U 5 m a y  h a v e  m o v e d  t o  a  c e l l  o f  

t h i s  r o w  i n  t h e  m e a n t i m e .

PRIVE  [ 5 9 ]  i m p l e m e n t s  t h e  H ilbert Cloak  s t r a t e g y  [ 1 0 0 ]  i n  a  P 2 P  s y s t e m  f o r  d i s ­

t r i b u t e d  a n o n y m i z a t i o n .  T h e  p r o p o s e d  a l g o r i t h m  g r o u p s  a l l  t h e  u s e r s  i n  t h e  s y s t e m  ( b a s e d  

o n  t h e i r  c u r r e n t  l o c a t i o n s )  i n t o  c l u s t e r s  a n d ,  w i t h i n  e a c h  c l u s t e r ,  i t  e l e c t s  a  p e e r  t o  f u n c t i o n  

a s  t h e  c l u s t e r  head  ( i . e .  t h e  r e p r e s e n t a t i v e  o f  t h e  c l u s t e r ) .  F o l l o w i n g  t h a t ,  t h e  c l u s t e r  h e a d s  

( d e n o t e d  w i t h  a  * )  a r e  g r o u p e d  r e c u r s i v e l y  t o  f o r m  a n  a n n o t a t e d  B + - t r e e ,  a s  p r e s e n t e d  i n  

F i g u r e  1 7 . 1 2 .  A t  t h e  t o p  o f  t h i s  h i e r a r c h y  i s  a  s i n g l e  c l u s t e r  t h a t  w e  r e f e r  t o  a s  top. T h e  

c l u s t e r  h e a d  o f  t h e  t o p  c l u s t e r  ( h e r e  a) i s  c a l l e d  root. T h e  t o p  n o d e ,  a s  w e l l  a s  e a c h  i n t e r n a l  

n o d e  i n  t h e  B + - t r e e ,  m a i n t a i n s  i n f o r m a t i o n  r e g a r d i n g  ( i )  i t s  c l u s t e r  h e a d ,  ( i i )  t h e  e l e c t e d  

c l u s t e r  h e a d s  f o r  i t s  i m m e d i a t e  a n c e s t o r s ,  a l o n g  w i t h  a n n o t a t i o n  c o u n t e r s  t h a t  r e f l e c t  t h e  

n u m b e r  o f  l e a f  n o d e s  i n  t h e  c o r r e s p o n d i n g  s u b t r e e s  ( d e n o t e d  i n s i d e  p a r e n t h e s i s ) ,  a n d  ( i i i )  a  

s e t  o f  s p l i t t i n g  p o i n t s  ( d e n o t e d  i n s i d e  g r a y  b o x e s )  w h i c h  p a r t i t i o n  t h e  i n d e x e d  u s e r s ’ l o c a ­

t i o n s  i n t o  b u c k e t s  b a s e d  o n  t h e i r  H i l b e r t  v a l u e s  ( a s  i n  r e g u l a r  B + - t r e e s ) .  I n  t h e  l e a f  n o d e s  

t h e  i n d e x  m a i n t a i n s  t h e  I P  a d d r e s s  o f  e a c h  u s e r ,  a s  w e l l  a s  h i s / h e r  H i l b e r t  v a l u e  t h a t  c a n  b e  

u s e d  t o  d e r i v e  t h e  u s e r  c o o r d i n a t e s .  T h e  s i z e  o f  e a c h  c l u s t e r  o f  u s e r s  i s  b o u n d e d  b e t w e e n  

α  a n d  3 α ,  w h e r e  α  i s  a  s y s t e m - d e f i n e d  p a r a m e t e r  ( e . g . ,  i n  F i g u r e  1 7 . 1 2  w e  h a v e  α  =  2 ) .  

A s  u s e r s  c o n t i n u o u s l y  m o v e  i n  t h e  s y s t e m ,  t h e  c l u s t e r  a s s i g n m e n t s  c h a n g e  a n d  t h e  i n d e x  

s t r u c t u r e  h a s  t o  b e  k e p t  u p d a t e d .
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F i g u r e  1 7 . 1 3 :  C o m p u t a t i o n  o f  a  K - A S R  i n  PRIVE.

T h i s  i s  t h e  r e s p o n s i b i l i t y  o f  t h e  c l u s t e r  h e a d s  w h o  n e e d  t o  b e  a w a r e  o f  t h e  s t a t e  

o f  t h e i r  c l u s t e r  a n d  m a k e  t h e  n e c e s s a r y  a d j u s t m e n t s  b a s e d  o n  u s e r  m o v e m e n t .  G i v e n  t h e  

i n d e x  s t r u c t u r e ,  a  K - A S R  c a n  b e  c o m p u t e d  a s  s h o w n  i n  F i g u r e  1 7 . 1 3 .  A s s u m e  t h a t  u s e r  

m  i s s u e s  a  r e q u e s t  f o r  a n  L B S  w i t h  a n  a n o n y m i t y  r e q u i r e m e n t  o f  K  =  6 .  A s  a  f i r s t  s t e p ,  m 

c o m m u n i c a t e s  t h e  r e q u e s t  t o  t h e  h e a d  o f  t h e  c l u s t e r  i n  w h i c h  h e / s h e  p a r t i c i p a t e s  ( h e r e  d ) .  

I n  t u r n ,  t h e  c l u s t e r  h e a d  c o m m u n i c a t e s  t h i s  r e q u e s t  t o  t h e  h e a d  o f  h i s / h e r  p a r e n t  c l u s t e r  i n  

t h e  c l u s t e r s  h i e r a r c h y  ( h e r e  b ) .  T h e  s a m e  p r o c e s s  c o n t i n u e s  u n t i l  t h e  r e q u e s t  r e a c h e s  t h e  

t o p  n o d e  o f  t h e  h i e r a r c h y  ( s e e  t h e  s o l i d  a r r o w s  i n  F i g u r e  1 7 . 1 3 ( a ) ) .  W h e n  t h e  r o o t  n o d e  

( h e r e  a) r e c e i v e s  t h e  r e q u e s t ,  i t  u s e s  t h e  H i l b e r t  v a l u e  o f  m ’s  l o c a t i o n  t o  c o m p u t e  t h e  r e g i o n s  

( i . e .  t h e  s t a r t  p o i n t  a n d  t h e  e n d  p o i n t )  o f  t h e  b u c k e t  w h e r e  m  r e s i d e s  ( h e r e  i s  [ 6 . . .  1 1 ] ) ,  

a s  i n  H ilbert Cloak. F o l l o w i n g  t h a t ,  a  FORM -ASR  r e q u e s t  i s  g e n e r a t e d  b y  t h e  r o o t  n o d e  

a n d  t r a n s m i t t e d  t o  b w h o  i s  t h e  h e a d  o f  t h e  c l u s t e r  w h e r e  t h e  K  u s e r s  a r e  s o u g h t .  W h e n  b 

r e c e i v e s  t h e  r e q u e s t  i t  g e n e r a t e s  t h r e e  i n  p a r a l l e l  r e q u e s t s  f o r  p a r t i a l  K - A S R s  w i t h  r a n g e s  

[ 6 . . .  6 ] ,  [ 7 . . .  9 ]  a n d  [ 1 0 . . .  1 1 ]  a n d  t r a n s m i t s  t h e m  t o  d , e a n d  h ( r e s p e c t i v e l y ) .  I t  t h e n  a w a i t s  

t o  c o l l e c t  t h e  p a r t i a l  A S R s  a n d  a s s e m b l e  t h e  K - A S R  a s  t h e i r  M B R  e n c l o s u r e .  F i n a l l y ,  t h e  

g e n e r a t e d  A S R  ( F i g u r e  1 7 . 1 3 ( b ) )  i s  u s e d  f o r  t h e  p r i v a c y  a w a r e  p r o v i s i o n  o f  t h e  L B S .

M obiH ide  [ 5 8 ]  p r o v i d e s  a n  a l t e r n a t i v e  i m p l e m e n t a t i o n  o f  t h e  H ilbert C loak  s t r a t e g y  

w h i c h ,  u n l i k e  PRIVE, i t  d o e s  n o t  s u f f e r  f r o m  s l o w  r e s p o n s e  t i m e s .  A s  m e n t i o n e d  e a r l i e r ,  a  

r e q u e s t  i n  PRIVE  h a s  t o  a s c e n d  a l l  t h e  w a y  f r o m  t h e  r e q u e s t i n g  n o d e  t o  t h e  t o p  c l u s t e r  i n
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Hilbert value
27 33 43 56 58 3 5

i 10
15 18
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(b ) K - A S R  c o n s tru c t io n .

F i g u r e  1 7 . 1 4 :  A n  e x a m p l e  o f  M obiH ide.

t h e  c l u s t e r s  h i e r a r c h y ,  f r o m  w h e r e  t h e  s e a r c h  s t a r t s  f o r  t h e  i d e n t i f i c a t i o n  o f  t h e  p a r t i c i p a n t s  

o f  t h e  K - A S R .  A s  a n  e f f e c t ,  t h e  t o p  n o d e s  i n  t h e  d i s t r i b u t e d  i n d e x  h i e r a r c h i e s  c o n s t i t u t e  

p o t e n t i a l  b o t t l e n e c k s  i n  t h e  o p e r a t i o n  o f  PRIVE. T o  a l l e v i a t e  f r o m  t h i s  i s s u e ,  M obiH ide  u s e s  

a  m o r e  e f f i c i e n t  i n d e x i n g  s c h e m e  t h a t  i s  b a s e d  o n  h i e r a r c h i c a l  d i s t r i b u t e d  h a s h  t a b l e s  t o  a r ­

r a n g e  u s e r s ’ l o c a t i o n s .  T h e  n e w  i n d e x  o f f e r s  g o o d  s c a l a b i l i t y  a n d  i n c r e a s e d  f a u l t - t o l e r a n c e ,  

a s  p r o v e n  i n  [ 1 5 9 ] .  T o  f o r m  t h e  A S R s ,  M obiH ide  c o n s i d e r s  a  r i n g  ( i n s t e a d  o f  a n  a r r a y )  o f  

t h e  s e q u e n c e  o f  a l l  u s e r s ,  o r d e r e d  b y  t h e i r  H i l b e r t  v a l u e s  ( s e e  F i g u r e  1 7 . 1 4 ( a )  w h e r e  Uq i s  

t h e  q u e r y i n g  p a r t y ) .  T h e n ,  i t  s e l e c t s  K  c o n s e c u t i v e  u s e r s  ( i n c l u d i n g  t h e  r e q u e s t e r )  f r o m  t h i s  

s t r u c t u r e  a n d  c o m p u t e s  t h e i r  M B R  e n c l o s u r e  a s  t h e  r e g i o n  o f  K - a n o n y m i t y .  T o  e n s u r e  t h a t  

t h e  c o n s t r u c t e d  A S R  w i l l  b e  t h e  s a m e  n o  m a t t e r  w h i c h ,  a m o n g  t h e  K  p a r t i c i p a n t s  o f  t h e  

A S R  h a s  r e q u e s t e d  t h e  L B S  ( a s  H ilbert Cloak  r e q u i r e s ) ,  M obiH ide  a s s u m e s  t h a t  a  u n i q u e  

o f f s e t  l i s  s e l e c t e d  f o r  e a c h  n e i g h b o r h o o d  o f  u s e r s .  T h e  e x i s t e n c e  o f  a  c o m m o n  o f f s e t  p e r  

n e i g h b o r h o o d ,  u n i q u e l y  d e f i n e s  t h e  p o s i t i o n  o f  t h e  r e q u e s t e r  i n  t h e  c o m p u t e d  K - s e q u e n c e  

o f  u s e r s  a n d  g u a r a n t e e s  t h a t  a l l  u s e r s  o f  a n  A S R  a r e  e q u i p r o b a b l e  t o  b e  t h e  r e q u e s t e r s  o f  t h e  

L B S .  F i g u r e  1 7 . 1 4 ( b )  p r e s e n t s  a n  e x a m p l e  o f  a  4 - A S R  w i t h  a n  o f f s e t  o f  l =  3 ,  w h e r e  U 3 i s  

t h e  r e q u e s t i n g  p a r t y .  M obiH ide  g e n e r a t e s  t h e  4 - A S R  ( s e q u e n c e  ( U 1 0 , U 1 , U 2 , U 3 ) )  a c c o r d ­

i n g  t o  t h e  H i l b e r t  o r d e r i n g  o f  t h e  u s e r s ,  s u c h  t h a t  U3 i s  t h e  f o u r t h  ( i n d e x i n g  s t a r t s  f r o m  0 )  

u s e r  i n  t h e  r e t u r n e d  s e q u e n c e .
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Chapter 18

Contributions

I n  C h a p t e r  1 7  w e  s u r v e y e d  t h e  d i f f e r e n t  r e s e a r c h  d i r e c t i o n s  a l o n g  w i t h  t h e  s t a t e - o f - t h e -  

a r t  m e t h o d o l o g i e s  t h a t  h a v e  b e e n  p r o p o s e d  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s .  A s  p a r t  

o f  t h i s  d i s s e r t a t i o n ,  w e  h a v e  c o n t r i b u t e d  a l o n g  t w o  p r i n c i p a l  l i n e s  o f  r e s e a r c h  w i t h i n  t h e  

K - a n o n y m i t y  d i r e c t i o n  o f  p r i v a c y  i n  L B S s :  historical K -a n o n ym ity  a p p r o a c h e s ,  a n d  tra­

jec to ry  K -a n o n ym ity  a p p r o a c h e s .  S p e c i f i c a l l y ,  a l o n g  t h e  f i r s t  l i n e  w e  h a v e  p r o p o s e d  t w o  

d i s t a n c e - b a s e d  c l o a k i n g  s t r a t e g i e s  ( C h a p t e r  2 0 )  f o r  t h e  o f f e r i n g  o f  h i s t o r i c a l  K - a n o n y m i t y  

i n  L B S s ,  w h i c h  e x t e n d  t h e  w o r k  o f  B e t t i n i ,  e t  a l .  [ 2 6 ]  a l o n g  s e v e r a l  d i m e n s i o n s .  R e g a r d i n g  

t h e  s e c o n d  l i n e  o f  r e s e a r c h ,  w e  h a v e  p r o p o s e d  t w o  n o v e l  a p p r o a c h e s  f o r  t h e  o f f e r i n g  o f  

t r a j e c t o r y  K - a n o n y m i t y  b o t h  i n  a  n e t w o r k l e s s  ( C h a p t e r  2 1 )  a n d  i n  a  n e t w o r k  a w a r e  ( C h a p ­

t e r  2 2 )  t o p o l o g y  o f  u s e r  m o v e m e n t .  F i n a l l y ,  w e  p r o p o s e d  P L O T ,  a n  o p e n - e n d e d  t o o l b o x  

( C h a p t e r  2 3 )  t h a t  a l l o w s  t h e  i m p l e m e n t a t i o n  a n d  t h e  e v a l u a t i o n  o f  p r i v a c y - e n h a n c i n g  a l g o ­

r i t h m s  f o r  L B S s .  I n  w h a t  f o l l o w s ,  w e  d i s c u s s  o u r  c o n t r i b u t i o n s  i n  e a c h  r e s e a r c h  d i r e c t i o n .

18.1 Historical K-Anonymity

T o  s u p p o r t  h i s t o r i c a l  K - a n o n y m i t y  i n  L B S s ,  w e  h a v e  p r o p o s e d  t w o  d i s t a n c e - b a s e d  c l o a k ­

i n g  a p p r o a c h e s  w h i c h  u s e  t h e  h i s t o r i c a l  m o v e m e n t  o f  t h e  u s e r s  i n  t h e  s y s t e m  t o  a d e q u a t e l y  

c o v e r  u p  t h e  r e q u e s t e r s  o f  L B S s .  T h e  f i r s t  a p p r o a c h ,  i n t r o d u c e d  i n  [ 1 8 5 ] ,  e x t e n d s  t h e  e x i s t ­

209

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



i n g  w o r k  i n  t h e  p r e s e r v a t i o n  o f  h i s t o r i c a l  K - a n o n y m i t y  b y  ( i )  e n a b l i n g  e a c h  u s e r  t o  a s s o ­

c i a t e  m u l t i p l e  s e q u e n c e s  o f  P O I s  ( a n d  t h e  r e l a t e d  t i m e  p e r i o d s )  t o  h i s / h e r  p r o f i l e ,  d e p i c t i n g  

d i f f e r e n t  i t i n e r a r i e s  t h a t  t h e  u s e r  c o m m o n l y  f o l l o w s  i n  t h e  s y s t e m  a n d  i n  w h i c h  h i s / h e r  p r i ­

v a c y  h a s  t o  b e  p r o t e c t e d  w h e n  r e q u e s t i n g  L B S s ,  ( i i )  a d a p t i n g  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  

o f  [ 2 6 ]  t o  a c c o u n t  f o r  t h e  m u l t i p l e  s e q u e n c e s  o f  P O I s ,  ( i i i )  d e f i n i n g  a  s e t  o f  n o v e l  s p a t i a l  

r e g i o n s  w h i c h ,  w h e n  c r o s s e d ,  b e h a v e  a s  d y n a m i c a l l y  c o n s t r u c t e d  m i x  z o n e s ,  a n d  ( i v )  i n ­

t r o d u c i n g  a n  u n l i n k i n g  a l g o r i t h m ,  a p p l i e d  w h e n  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  f a i l s ,  w h i c h  

p r o t e c t s  t h e  u s e r s  b y  u n l i n k i n g  t h e i r  f u t u r e  l o c a t i o n s  f r o m  t h e  p r e v i o u s  o n e s .  M o r e o v e r ,  a s  

p a r t  o f  t h i s  w o r k  w e  c o n s t r u c t e d  a  d a t a  g e n e r a t o r  t h a t  a l l o w e d  t h e  c o m p o s i t i o n  o f  s p a t i o t e m -  

p o r a l  d a t a s e t s ,  s u b s e q u e n t l y  u s e d  f o r  e x p e r i m e n t a t i o n .  T h e  d e t a i l s  o f  t h i s  m e t h o d o l o g y  a r e  

p r e s e n t e d  a s  p a r t  o f  C h a p t e r  2 0 .

B o t h  [ 2 6 , 1 8 5 ]  a s s u m e  u n c o n s t r a i n e d  u s e r  m o v e m e n t .  I n  t h i s  s e n s e ,  a  P O I  ( a s  d e ­

f i n e d  i n  [ 2 6 ]  a n d  a d o p t e d  i n  [ 1 8 5 ] )  c o r r e s p o n d s  t o  a  p l a c e  t h a t  i s  f r e q u e n t l y  v i s i t e d  b y  

a  p a r t i c u l a r  u s e r  d u r i n g  h i s / h e r  r e g u l a r  m o v e m e n t  ( e . g . ,  h i s / h e r  h o u s e ,  h i s / h e r  w o r k p l a c e ,  

e t c ) .  O n  t h i s  e n d ,  a  s e q u e n c e  o f  P O I s  ( a l o n g  w i t h  t h e  r e l a t e d  t i m e  i n t e r v a l s )  s i m p l y  s t a t e s  

t h a t  t h e  u s e r  i s  u s u a l l y  i n  o n e  p l a c e  w i t h i n  a  g i v e n  t i m e  p e r i o d  ( r e m e m b e r  t h a t  t i m e s  a r e  p r o ­

v i d e d  a s  u n a n c h o r e d  t i m e  i n t e r v a l s )  a n d  t h e n  m o v e s  t o  a n o t h e r  p l a c e  w i t h i n  a  d i f f e r e n t  t i m e  

p e r i o d  ( e . g . ,  < H o m e ,  [ 8 a m - 9 a m ] > ,  < W o r k ,  [ 1 0 a m - 1 0 : 3 0 a m ] > ) .  W h a t  i t  d o e s  n o t  s t a t e  

h o w e v e r  i s  h o w  t h e  u s e r  m o v e d  f r o m  o n e  P O I  t o  a n o t h e r .  I n  a  f r e e  t e r r a i n  ( u n c o n s t r a i n e d )  

e n v i r o n m e n t  t h i s  m a k e s  s e n s e  a s  t h e r e  a r e  u n l i m i t e d  i t i n e r a r i e s  t h a t  o n e  c a n  f o l l o w  t o  g o  

f r o m  o n e  l o c a t i o n  ( P O I )  t o  a n o t h e r .  H o w e v e r ,  i n  r e a l i t y ,  t h e  d i f f e r e n t  P O I s  a r e  e x p e c t e d  t o  

b e  l a n d m a r k s  i n  a  m a p ,  c o n n e c t e d  t o g e t h e r  t h r o u g h  a  s e t  o f  r o a d s  i n  a  r o a d  n e t w o r k .  I n  [ 6 6 ]  

w e  a c k n o w l e d g e  t h i s  l i m i t a t i o n  i n  t h e  n u m b e r  o f  d i f f e r e n t  i t i n e r a r i e s  t h a t  o n e  c a n  f o l l o w  t o  

v i s i t  o n e  p l a c e  f r o m  a n o t h e r ,  i n  o r d e r  t o  p r e s e n t  a  m o r e  r o b u s t  m o d e l i n g  o f  t h e  s e q u e n c e s  o f  

P O I s .  S p e c i f i c a l l y ,  i n  t h i s  e n h a n c e d  m o d e l i n g ,  a  s e q u e n c e  o f  P O I s  c a n  d e p i c t  n o t  o n l y  t h e  

d i f f e r e n t  l a n d m a r k s  t h a t  t h e  u s e r  v i s i t s  a s  h e / s h e  m o v e s  i n  t h e  r o a d  n e t w o r k ,  b u t  a l s o  e n a b l e s  

t h e  d e f i n i t i o n  o f  t h e  e x a c t  i t i n e r a r y  t h a t  t h e  u s e r  f o l l o w s  ( a s  a  s e r i e s  o f  r o a d s  o r  r o a d  p a r t s  

t h a t  h e / s h e  t r a v e r s e s )  i n  o r d e r  t o  m o v e  f r o m  o n e  l o c a t i o n  t o  a n o t h e r .  F u r t h e r m o r e ,  w e  i n t r o ­
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d u c e  a  n e w  g e n e r a l i z a t i o n  a l g o r i t h m  a n d  a  n e w  u n l i n k i n g  a p p r o a c h  t h a t  a r e  b a s e d  o n  [ 1 0 0 ]  

a n d  a r e  p r o v e d  t o  b e  m o r e  s e c u r e  w h e n  c o m p a r e d  t o  t h e  o n e s  o f  [ 2 6 , 1 8 5 ] .  F i n a l l y ,  w e  p u s h  

t h e  c o r e  f u n c t i o n a l i t y  o f  t h e  a n o n y m i z e r  i n t o  a  s p a t i a l  D B M S .  A s  t h e  e x p e r i m e n t a l  r e s u l t s  

i n d i c a t e ,  b y  u t i l i z i n g  t h e  s p a t i a l  c a p a b i l i t i e s  o f  t h e  e m p l o y e d  D B M S ,  t h e  p e r f o r m a n c e  o f  

t h e  a n o n y m i z e r  i m p r o v e s  w h e n  c o m p a r e d  t o  t h e  e x i s t i n g  w o r k  i n  h i s t o r i c a l  K - a n o n y m i t y .  

I n  C h a p t e r  2 0 ,  w e  p r e s e n t  t h e  d e t a i l s  o f  t h i s  a p p r o a c h .

18.2 Trajectory K-Anonymity

T r a j e c t o r y  K - a n o n y m i t y  a p p r o a c h e s  p r o t e c t  t h e  p r i v a c y  o f  t h e  r e q u e s t e r s  o f  c o n t i n u o u s  

L B S s  b y  u s i n g  t h e  c u r r e n t  l o c a t i o n  o f  a l l  t h e  u s e r s  i n  t h e  s y s t e m  a s  w e l l  a s  t h e i r  f u t u r e  

l o c a t i o n s  t o  a d e q u a t e l y  c o v e r  u p  t h e  t r a j e c t o r y  o f  t h e  r e q u e s t e r  u n t i l  t h e  c o m p l e t i o n  o f  t h e  

s e r v i c e  p r o v i s i o n .  T h i s  d i r e c t i o n  o f  a p p r o a c h e s  i s  t h e  m o s t  r e c e n t  o n e  a n d ,  t o  o u r  o p i n i o n ,  

i t  i s  a l s o  t h e  m o s t  p r e v a l e n t  d u e  t o  t w o  r e a s o n s :  ( i )  t h e  t r a j e c t o r y  p r i v a c y  a p p r o a c h e s  p r o t e c t  

t h e  p r i v a c y  o f  t h e  r e q u e s t e r  b o t h  i n  s e r v i c e s  t h a t  r e q u i r e  a  s i n g l e  l o c a t i o n  t r a n s m i s s i o n  a s  

w e l l  a s  i n  t h o s e  t h a t  r e q u i r e  m u l t i p l e  l o c a t i o n  t r a n s m i s s i o n s  i n  o r d e r  t o  b e  s u c c e s s f u l l y  

p r o v i d e d ,  a n d  ( i i )  t h e  t r a j e c t o r y  p r i v a c y  a p p r o a c h e s  o f f e r  i n c r e a s e d  p r i v a c y  g u a r a n t e e s  w h e n  

c o m p a r e d  t o  h i s t o r i c a l  a p p r o a c h e s ,  s i n c e  t h e y  a r e  b a s e d  o n  t h e  c u r r e n t  l o c a t i o n  o f  t h e  u s e r s  

i n  t h e  s y s t e m  i n s t e a d  o f  h i s t o r i c a l  m o v e m e n t  d a t a .  A s  a n  e f f e c t ,  t r a j e c t o r y  K - a n o n y m i t y  

m e t h o d o l o g i e s  c a n  o p e r a t e  e v e n  w h e n  o n - s i t e  c a m e r a s  h a v e  b e e n  p l a c e d  i n  t h e  a r e a  t h a t  i s  

c o v e r e d  b y  t h e  g e n e r a t e d  A S R s .

I n  o u r  w o r k ,  w e  i m p r o v e d  t h e  s t a t e - o f - t h e - a r t  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  

t r a j e c t o r y  K - a n o n y m i t y  i n  L B S s  b y  p r o p o s i n g  a  n e w  l i n e  o f  r e s e a r c h  ( i . e .  personalized  

approaches to trajectory K -a n o n ym ity  —  s e e  S e c t i o n  1 7 . 3 . 3 )  a l o n g  w i t h  t w o  n o v e l  a p ­

p r o a c h e s :  a  f r e e  t e r r a i n  a p p r o a c h  [ 6 9 ]  t h a t  o p e r a t e s  o n  t h e  c e n t r a l i z e d  H E S T I A  p r i v a c y  

m o d e l  o f  [ 7 1 ] ,  a n d  a  n e t w o r k  a w a r e  a p p r o a c h  [ 7 9 ]  t h a t  o p e r a t e s  o n  t h e  p r i v a c y  m o d e l  i n ­

t r o d u c e d  i n  [ 7 7 ] .  B o t h  a p p r o a c h e s  c o n s i d e r  a n  a t t a c k e r  w h o  h a s  k n o w l e d g e  o f  t h e  u s e r  

m o v e m e n t  s t a t i s t i c s  f o r  e a c h  u s e r  i n  t h e  s y s t e m  a n d  c a n  u s e  h i s / h e r  k n o w l e d g e  o f  t h e  f r e ­

q u e n t  m o b i l i t y  p a t t e r n s  o f  e a c h  u s e r  i n  o r d e r  t o  b r e a c h  u s e r  p r i v a c y .
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I n  [ 6 9 , 7 1 ]  w e  i n t r o d u c e  a  g r i d - b a s e d  m e t h o d o l o g y  t h a t  u t i l i z e s  t h e  c o l l e c t e d  ( b y  

t h e  t r u s t e d  s e r v e r )  h i s t o r i c a l  m o v e m e n t  t r a c e s  o f  a l l  t h e  u s e r s  i n  t h e  s y s t e m  t o  b u i l d  a  s e t  

o f  r e p r e s e n t a t i v e  m o b i l i t y  p a t t e r n s  f o r  e a c h  u s e r .  A m o n g  t h e  d i f f e r e n t  p a t t e r n s  t h a t  c a n  

b e  e x t r a c t e d  f r o m  t h e  m o v e m e n t  h i s t o r y  o f  a  u s e r ,  w e  a r e  i n t e r e s t e d  i n  t h e  o n e s  t h a t  d e p i c t  

f r e q u e n t  ( t y p i c a l )  m o v e m e n t  b e h a v i o r  o f  t h e  u s e r ,  w h i c h  h a p p e n s  t o  b e  i n f r e q u e n t  ( a t y p i c a l )  

f o r  m a n y  o t h e r  u s e r s  i n  t h e  s y s t e m .  S u c h  p a t t e r n s  ( a s  r e l a t e d  t o  t h e  s e q u e n c e s  o f  P O I s  a n d  

t h e i r  r e l a t e d  t i m e  i n t e r v a l s )  s i g n i f y  l o c a t i o n s  a n d  t i m e s  w h e r e  u s e r  p r i v a c y  i s  a t  a n  e l e v a t e d  

r i s k .  B y  u s i n g  t h i s  k n o w l e d g e ,  w e  e m p l o y  a  g r i d - b a s e d  c l o a k i n g  s t r a t e g y  t o  p r o t e c t  t h e  

u s e r s  w h e n  r e q u e s t i n g  L B S s  f r o m  w i t h i n  a n y  l o c a t i o n / t i m e  t h a t  b e l o n g s  t o  t h e i r  m o b i l i t y  

p a t t e r n s .  F u r t h e r m o r e ,  t o  i m p r o v e  t h e  e f f i c i e n c y  o f  t h e  p r o p o s e d  m e t h o d o l o g y ,  w e  u s e  

t h e  f u n c t i o n a l i t y  t h a t  i s  o f f e r e d  b y  a  m o d e r n  s p a t i a l  D B M S  t o  s t o r e  a n d  m a n i p u l a t e  t h e  

n e c e s s a r y  i n f o r m a t i o n .  T h e  d e t a i l s  o f  t h i s  a p p r o a c h  a r e  p r o v i d e d  i n  C h a p t e r  2 1 .

I n  [ 7 7 , 7 9 ]  w e  p r o p o s e  a  p r i v a c y  m o d e l  t h a t  u t i l i z e s  a n  u n d e r l y i n g  n e t w o r k  t o p o l ­

o g y  t h a t  c o n f i n e s  u s e r  m o v e m e n t  t o  d e l i v e r  d i f f e r e n t  l e v e l s  o f  u s e r  p r i v a c y  t o  t h e  r e q u e s t e r s  

o f  L B S s .  C o n t r a r y  t o  e x i s t i n g  w o r k  o n  p r i v a c y  i n  L B S s ,  o u r  p r o p o s e d  m o d e l  s u c c e s s f u l l y  

a d d r e s s e s  a l l  o f  t h e  f o l l o w i n g  r e a l - w o r l d  c h a l l e n g e s :  ( i )  i t  c o n s i d e r s  t h a t  u s e r s  t y p i c a l l y  

m o v e  i n  a  n e t w o r k  c o n s t r a i n e d  e n v i r o n m e n t  ( e . g . ,  a  r o a d  n e t w o r k ) ,  w h i c h  a l l o w s  f o r  c e r t a i n  

d e c i s i o n s  t o  b e  m a d e  w i t h  r e s p e c t  t o  t h e  o f f e r i n g  o f  t r a j e c t o r y  p r i v a c y ,  ( i i )  i t  t a k e s  i n t o  a c ­

c o u n t  t h a t  u s e r s  a r e  i n  e x t r a  n e e d  o f  p r o t e c t i o n  w h e n  r e q u e s t i n g  L B S s  f r o m  l o c a t i o n s / t i m e s  

t h a t  a r e  p a r t  o f  t h e i r  r e g u l a r  m o b i l i t y  p a t t e r n s ;  o n  t h i s  e n d ,  i t  o f f e r s  t w o  a n o n y m i z a t i o n  

t e c h n i q u e s ,  t h e  K - p r e s e n t  ( w e a k )  a n d  t h e  K - f r e q u e n t  ( s t r o n g )  t r a j e c t o r y  a n o n y m i t y ,  b a s e d  

o n  t h e  l o c a t i o n  o f  t h e  u s e r  a t  t h e  t i m e  o f  r e q u e s t ,  a s  w e l l  a s  h i s / h e r  f u t u r e  l o c a t i o n s / t i m e s  

u n t i l  t h e  p r o v i s i o n  o f  t h e  s e r v i c e ,  ( i i i )  i t  i s  i m p l e m e n t e d  o n  t o p  o f  a  s p a t i a l  d a t a b a s e  e n ­

g i n e  w h i c h  o f f e r s  a  s i g n i f i c a n t  p o r t i o n  o f  t h e  n e c e s s a r y  f u n c t i o n a l i t y ,  w h i l e  p r o v i d e s  f o r  i t s  

e f f e c t i v e  d e p l o y m e n t .  C h a p t e r  2 2  p r o v i d e s  a l l  t h e  d e t a i l s  p e r t a i n i n g  t o  t h i s  m e t h o d o l o g y .
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18.3 An Open-Ended Toolbox for Privacy in LBSs

A l t h o u g h  m a n y  c e n t r a l i z e d  a p p r o a c h e s  h a v e  b e e n  p r o p o s e d  s o  f a r  f o r  t h e  o f f e r i n g  o f  p r i ­

v a c y  i n  L B S s ,  u n t i l  r e c e n t l y  n o  a t t e m p t  h a d  b e e n  m a d e  t o  i n t e g r a t e  t h e s e  a p p r o a c h e s  i n  a  

u n i f i e d  f r a m e w o r k .  S u c h  a n  i n t e g r a t i o n  w o u l d  p r o v i d e  t h e  m e a n s  f o r  e a s i l y  i m p l e m e n t i n g  

a n d  t e s t i n g  n e w  t e c h n i q u e s  b y  o f f e r i n g  r e a d y - m a d e  v a n i l l a  s y s t e m  c o m p o n e n t s ,  a s  w e l l  a s  

a l l o w  f o r  b o t h  t h e  e x p e r i m e n t a l  a n d  a n a l y t i c a l  e v a l u a t i o n  o f  t h e  i m p l e m e n t e d  m e t h o d o l o ­

g i e s .  I n  [ 7 8 ]  w e  i n t r o d u c e  P L O T ,  t h e  f i r s t  o p e n - e n d e d  t o o l b o x  t h a t  o f f e r s  a l l  t h e  e s s e n t i a l  

f u n c t i o n a l i t y  f o r  t h e  i m p l e m e n t a t i o n  o f  n o v e l  p r i v a c y  a p p r o a c h e s  i n  L B S s ,  w h i l e  s e r v i n g  a s  

a  t e s t b e d  f o r  t h e  c o m p a r i s o n  o f  e x i s t i n g  s c h e m e s .  P L O T  o f f e r s  a  v a r i e t y  o f  i n t e r e s t i n g  f e a ­

t u r e s :  ( i )  i t  s u p p o r t s  b o t h  r e a l  a n d  s y n t h e t i c  m o v e m e n t  d a t a ,  ( i i )  i t  r e l i e s  o n  s p a t i a l  D B M S s  

t o  e f f i c i e n t l y  h a n d l e  m o v e m e n t  d a t a  a s  w e l l  a s  t h e  u n d e r l y i n g  m o d e l  o f  u s e r  m o v e m e n t ,  

( i i i )  i t  o f f e r s  t o o l s  f o r  m o b i l e  d a t a  p r e p r o c e s s i n g ,  m o v e m e n t  r e c o n s t r u c t i o n  a n d  s e g m e n t a ­

t i o n ,  ( i v )  i t  a l l o w s  t h e  i m p l e m e n t a t i o n  o f  b o t h  n e t w o r k  b a s e d  a n d  f r e e  t e r r a i n  s o l u t i o n s  t o  

l o c a t i o n / t r a j e c t o r y  p r i v a c y ,  ( v )  i t  p r o v i d e s  t h e  i n f r a s t r u c t u r e  f o r  s e c o n d - c h a n c e  a p p r o a c h e s  

w h e n  t h e  m a i n  p r i v a c y  a p p r o a c h  f a i l s ,  ( v i )  i t  i m p l e m e n t s  s t r a t e g i e s  f o r  t h e  i d e n t i f i c a t i o n  

o f  f r e q u e n t  m o b i l i t y  p a t t e r s  i n  h i s t o r i c a l  u s e r  m o v e m e n t  d a t a ,  a n d  f i n a l l y  ( v i i )  i t  o f f e r s  a n  

e x t e n d e d  s e t  o f  v i s u a l i z a t i o n  t o o l s  t h a t  b o t h  p r o v i d e  i n s i g h t  o n  t h e  w o r k i n g s  o f  t h e  i m p l e ­

m e n t e d  s o l u t i o n s  a n d  f a c i l i t a t e  t h e  q u a l i t a t i v e  a n d  q u a n t i t a t i v e  e v a l u a t i o n  o f  t h e i r  b e h a v i o r .  

P L O T  i s  p r e s e n t e d  i n  C h a p t e r  2 3 .
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Chapter 19

Background and Terminology

I n  t h i s  c h a p t e r  w e  g i v e  a l l  t h e  n e c e s s a r y  b a c k g r o u n d  a l o n g  w i t h  t h e  t e r m i n o l o g y  t h a t  i s  

e s s e n t i a l  f o r  t h e  u n d e r s t a n d i n g  o f  o u r  w o r k  ( i . e .  [ 6 6 , 6 9 , 7 8 , 7 9 , 1 8 5 ] ) ,  a s  p r o v i d e d  i n  t h e  

c h a p t e r s  t h a t  f o l l o w .  T o  s t r e s s  t h e  s i m i l a r i t y  t h a t  e x i s t s  a m o n g  t h e  u n d e r l y i n g  p r i n c i p l e s  

o f  o u r  d i f f e r e n t  c o n t r i b u t e d  m e t h o d o l o g i e s ,  i n  w h a t  f o l l o w s ,  w e  h a v e  u n i f i e d  t h e i r  t h e o r i e s  

a n d  p r e s e n t e d  t h e m  u n d e r  a  c o m m o n  f r a m e w o r k .  F u r t h e r m o r e ,  t o  e n h a n c e  t h e  c l a r i t y  o f  

p r e s e n t a t i o n ,  w e  h a v e  p a r t i t i o n e d  t h e  p r e s e n t a t i o n  o f  t h e  t e r m i n o l o g y  i n t o  f o u r  s e c t i o n s :  ( i )  

b a s i c s  o f  u s e r  m o b i l i t y ,  ( i i )  b a s i c s  o f  n e t w o r k  m o d e l i n g ,  ( i i i )  e x t r a c t i o n  o f  u s e r  m o b i l i t y  

p a t t e r n s  t o  m o d e l  p r i v a c y  r i s k s ,  ( i v )  h a n d l i n g  o f  r e q u e s t s  f o r  L B S s ,  a n d  ( v )  p r o v i s i o n  o f  

a l t e r n a t i v e  s t r a t e g i e s  f o r  K - a n o n y m i t y .  S p e c i f i c a l l y ,  i n  ( i )  w e  p r o v i d e  a l l  t h e  n e c e s s a r y  

b a c k g r o u n d  f o r  t h e  m o d e l i n g  o f  u s e r  m o v e m e n t  a n d  d i s c u s s  t h e  a l t e r n a t i v e  r e p r e s e n t a t i o n s  

t h a t  c a n  b e  e m p l o y e d  t o  l e a d  t o  s i g n i f i c a n t  c o n c l u s i o n s  a b o u t  u s e r  m o b i l i t y .  I n  ( i i )  w e  

h i g h l i g h t  t h e  b a s i c  p r i n c i p l e s  o f  m o d e l i n g  u s e r  m o v e m e n t  i n  t h e  r e g i o n s  o f  a n  u n d e r l y i n g  

n e t w o r k  t o p o l o g y ,  s u c h  a s  a n  u r b a n  r o a d  n e t w o r k .  T h e n ,  i n  ( i i i )  w e  p r o v i d e  t h e  n e c e s s a r y  

t e r m i n o l o g y  t h a t  p e r t a i n s  t o  t h e  i d e n t i f i c a t i o n  o f  a  s e t  o f  u s e r  m o b i l i t y  p a t t e r n s  b a s e d  o n  

u s e r  m o v e m e n t .  A s  w e  w i l l  d e m o n s t r a t e  i n  t h e  f o l l o w i n g  c h a p t e r s ,  t h e s e  u s e f u l  p a t t e r n s  

c a n  e n a b l e  t h e  p r i v a c y  a l g o r i t h m  t o  t a k e  i m p o r t a n t  d e c i s i o n s  w i t h  r e s p e c t  t o  t h e  t y p e  o f  

p r i v a c y  t h a t  h a s  t o  b e  o f f e r e d  t o  a  m o b i l e  u s e r ,  w h e n  r e q u e s t i n g  a n  L B S .  I n  ( i v )  w e  d e f i n e  

t h e  n o t i o n  o f  a  u s e r  r e q u e s t  f o r  a n  L B S  a n d  w e  p r e s e n t  t h e  n e c e s s a r y  b a c k g r o u n d  f o r  t h e
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F i g u r e  1 9 . 1 :  T h e  b u i l d i n g  b l o c k s  o f  t h e  u s e r  h i s t o r y  o f  m o v e m e n t .

m a t c h i n g  o f  u s e r  r e q u e s t s  t o  t h e  m o b i l i t y  p a t t e r n s  o f  t h e  r e q u e s t e r .  F i n a l l y ,  i n  ( v )  w e  d e f i n e  

s o m e  a l t e r n a t i v e  s t r a t e g i e s  t h a t  a r e  p a r t  o f  o u r  p r o p o s e d  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  

K - a n o n y m i t y  i n  L B S s .

19.1 Basics of User Mobility

L e t  u d e n o t e  a  u s e r  o n  t h e  m o v e .  A  location update  i s  a  t u p l e  (u, x, y, t } s t a t i n g  t h a t  u s e r  u 

w a s  l o c a t e d  a t  ( x ,  y )  a t  t i m e  t , w h e r e  t  i s  a  d e t a i l e d  d e s c r i p t i o n  o f  t h e  t i m e  w h e n  t h e  r e c o r d i n g  

t o o k  p l a c e  ( F i g u r e  1 9 . 1 ( a ) ) .  T h e  t r u s t e d  s e r v e r  ( a n o n y m i z e r )  c o l l e c t s  f o r  e a c h  u s e r  t h a t  i s  

s u b s c r i b e d  t o  t h e  t e l e c o m  o p e r a t o r ,  h i s / h e r  s e q u e n c e  o f  t r a n s m i t t e d  l o c a t i o n  u p d a t e s ,  w h i c h  

d e p i c t  t h e  history o f  m ovem ent H  o f  t h i s  u s e r  i n  t h e  s y s t e m .  T h e  h i s t o r y  o f  m o v e m e n t  o f  a  

u s e r  i s  f o r m a l l y  d e f i n e d  a s  f o l l o w s :

D e f i n i t i o n  6 .  (H istory o f  m ovem ent) The history o f  m ovem ent H ( u )  o f  a user u is the 

sequence o f  location updates (u, x, y, t } that the user transm itted to the trusted server during 

his/her m ovem ent in the system. We consider time t to be depicted  in the form : (Date, 

Hour, Minutes, Seconds}, i.e. corresponding to a deta iled  description  o f  the time when the 

recording w as done.

A s  i t  c a n  b e  o b s e r v e d  f r o m  D e f i n i t i o n  6 ,  t h e  h i s t o r y  o f  m o v e m e n t  o f  a  u s e r  r e f l e c t s  

t h e  whole  m o v e m e n t  o f  t h i s  u s e r  i n  t h e  s y s t e m ,  a s  i t  w a s  r e c o r d e d  b y  t h e  t r u s t e d  s e r v e r .  T h e  

h i s t o r y  o f  m o v e m e n t  o f  a  u s e r  c a n n o t  b e  d i r e c t l y  u s e d  t o  d r a w  a n y  s i g n i f i c a n t  c o n c l u s i o n s  

r e g a r d i n g  t h e  m o v e m e n t  h a b i t s  o f  t h e  u s e r .  F o r  t h i s  r e a s o n ,  t h e  m o v e m e n t  h i s t o r y  o f  e a c h
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u s e r  i s  d e c o m p o s e d  i n t o  s m a l l e r  b l o c k s ,  t h e  u s e r  t r a j e c t o r i e s ,  d e f i n e d  a s  f o l l o w s :

D e f i n i t i o n  7 .  (Trajectory) A trajectory T  (u) o f  a user u is p a r t o f  the m ovem ent history o f  

this user (i.e. T  ( u)  C  H  ( u ) )  that consists o f  a sequence o f  location updates, beginning at 

som e instance (xstart, y start, tstart)  and term inating a t another instance (xend, y end, tend), and  

containing all the interm ediate location updates o f  H (u ).

F i g u r e  1 9 . 1 ( c )  p r e s e n t s  a n  e x a m p l e  o f  a  t r a j e c t o r y  t h a t  w a s  e x t r a c t e d  f r o m  t h e  h i s ­

t o r y  o f  m o v e m e n t  o f  a  u s e r .  A  u s e r  t r a j e c t o r y  d e n o t e s  t h e  e v o l u t i o n  o f  t h e  p o s i t i o n  o f  t h e  

u s e r  ( p e r c e i v e d  a s  a  p o i n t )  w h e n  m o v i n g  i n  s p a c e  d u r i n g  a  g i v e n  t i m e  i n t e r v a l  i n  o r d e r  t o  

a c c o m p l i s h  a  c e r t a i n  a p p l i c a t i o n - s p e c i f i c  g o a l .  I n  t h e  c a s e  o f  F i g u r e  1 9 . 1 ( c ) ,  t h e  g o a l  o f  t h e  

u s e r  w a s  t o  g o  t o  t h e  s h o p p i n g  c e n t e r  f r o m  h i s / h e r  r e s i d e n c e .  A p a r t  f r o m  p r o v i d i n g  d e t a i l e d  

i n f o r m a t i o n  r e g a r d i n g  t h e  d i f f e r e n t  i t i n e r a r i e s  t h a t  w e r e  f o l l o w e d  b y  a  p a r t i c u l a r  u s e r ,  u s e r  

t r a j e c t o r i e s  a r e  a l s o  t h e  b a s i c  c o n s t r u c t  f o r  t h e  i d e n t i f i c a t i o n  o f  r e g u l a r  ( f r e q u e n t )  m o b i l i t y  

p a t t e r n s  o f  t h e  u s e r s  i n  t h e  s y s t e m .  I n  S e c t i o n  1 9 . 3  w e  s h e d  l i g h t  o n  t h i s  i m p o r t a n t  a s p e c t .

T h e  d e c o m p o s i t i o n  o f  t h e  h i s t o r y  o f  m o v e m e n t  o f  a  u s e r  i n t o  a  s e t  o f  t r a j e c t o r i e s ,  

t a k e s  p l a c e  b y  i d e n t i f y i n g  s t o p s  t h a t  d e n o t e  t h e  i m m o b i l i t y  o f  t h e  u s e r  f o r  a  s u f f i c i e n t l y  

l a r g e  p e r i o d  o f  t i m e ,  i n d i c a t e d  b y  t h e  s y s t e m  p a r a m e t e r  ts top  ( e . g . ,  h a l f  a n  h o u r ) .  H a v ­

i n g  i d e n t i f i e d  s u c h  s t o p s ,  the user history o f  m ovem ent that is bounded by two consecutive 

stops, corresponds to a tra jectory . T h e  t i m e  p e r i o d  o f  a  s t o p  i s  p r o p e r l y  a d j u s t e d  t o  a v o i d  

a c c o u n t i n g  f o r  d e l a y s  t h a t  a r e  t o o  s h o r t  ( i . e .  t h e  s t o p  o f  a  c a r  i n  a  r o a d  i n t e r s e c t i o n  o r  i n  t h e  

t r a f f i c  l i g h t s )  a n d  m a y  c a u s e  u n w a n t e d  s e g m e n t a t i o n .  T h e  d e c o m p o s i t i o n  o f  t h e  u s e r  h i s t o r y  

o f  m o v e m e n t  i n t o  u s e r  t r a j e c t o r i e s  i s  a p p l i c a t i o n - s p e c i f i c ,  m e a n i n g  t h a t  d i f f e r e n t  a p p l i c a ­

t i o n s  m a y  r e q u i r e  a  d i f f e r e n t  v a l u e  o f  ts top  t o  h a n d l e  d i f f e r e n t  t y p e s  o f  m o v i n g  o b j e c t s  ( e . g . ,  

p e d e s t r i a n s ,  c a r s ,  a i r p l a n e s )  a n d  g e n e r a t e  m e a n i n g f u l  t r a j e c t o r i e s .

Movement reconstruction

D e f i n i t i o n s  6  a n d  7  c a p t u r e  u s e r  m o v e m e n t  a s  a  s e r i e s  o f  t r a n s m i t t e d  l o c a t i o n  u p d a t e s ,  

w h i c h  p r o v i d e  i n f o r m a t i o n  r e g a r d i n g  t h e  l o c a t i o n  o f  t h e  u s e r  a t  a  s e t  o f  d i s c r e t e  t i m e  i n ­

s t a n t s .  H o w e v e r ,  i n  r e a l i t y ,  m o v e m e n t  i s  a  c o n t i n u o u s  f u n c t i o n  i n  t h e  t i m e  d o m a i n ,  s t a t i n g
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n o t  o n l y  t h e  l o c a t i o n s  f r o m  w h i c h  t h e  u s e r  h a s  p a s s e d  b y ,  b u t  a l s o  how  h e / s h e  m o v e d  ( i . e .  

t h e  f o l l o w e d  i t i n e r a r y )  f r o m  o n e  l o c a t i o n  t o  a n o t h e r .  A s s u m i n g  t h a t  w e  h a v e  s o m e  b a c k ­

g r o u n d  k n o w l e d g e  r e g a r d i n g  t h e  m o v e m e n t  o f  t h e  u s e r s  i n  t h e  s y s t e m  ( e . g . ,  w e  a r e  a w a r e  

o f  a n  u n d e r l y i n g  r o a d  n e t w o r k  i n s i d e  w h i c h  t h e y  a l l  m o v e ) ,  i t  i s  p o s s i b l e  t o  r e c o n s t r u c t  ( i . e .  

t o  a p p r o x i m a t e  t o  a  r e a s o n a b l e  e x t e n t )  t h e  u s e r  m o v e m e n t  f r o m  t h e  s e r i e s  o f  t r a n s m i t t e d  

l o c a t i o n  u p d a t e s .  T h e  r e c o n s t r u c t e d  u s e r  m o v e m e n t  p r o v i d e s  u s  w i t h  a  v i t a l  s o u r c e  o f  i n f o r ­

m a t i o n  f o r  c o m p u t i n g  t h e  r e g u l a r  ( f r e q u e n t )  o r  i r r e g u l a r  ( i n f r e q u e n t )  m o v e m e n t  o f  t h e  u s e r s  

i n  t h e  s y s t e m .  I n  w h a t  f o l l o w s ,  w e  w i l l  u s e  n o t a t i o n  H i a n d  T  w h e n  w e  c o n s i d e r  t h a t  t h e  

h i s t o r y  o f  u s e r  m o v e m e n t  o r  t h e  u s e r  t r a j e c t o r i e s  ( r e s p e c t i v e l y )  a r e  r e c o n s t r u c t e d .  W e  w i l l  

r e f e r  t o  s p e c i f i c  a l g o r i t h m s  f o r  t h e  r e c o n s t r u c t i o n  o f  u s e r  m o v e m e n t  b o t h  i n  a  f r e e  t e r r a i n  

a n d  i n  a  n e t w o r k  a w a r e  e n v i r o n m e n t ,  a s  p a r t  o f  C h a p t e r s  2 1  a n d  2 2 .

A  r e c o n s t r u c t e d  t r a j e c t o r y  T (u) o r  a  u s e r  u c o n s i s t s  o f  a  s e r i e s  o f  s e g m e n t s ,  w h e r e  

e a c h  segment c o n n e c t s  t w o  c o n s e c u t i v e  l o c a t i o n  u p d a t e s  i n  t h e  t r a j e c t o r y  a n d  i t  d e f i n e s  

t h e  i t i n e r a r y  t h a t  t h e  u s e r  h a s  f o l l o w e d  f r o m  o n e  l o c a t i o n  u p d a t e  t o  t h e  n e x t  o n e  ( F i g u r e  

1 9 . 1 ( b ) ) .  A n y  p a r t  o f  a  r e c o n s t r u c t e d  u s e r  t r a j e c t o r y ,  i n d e p e n d e n t l y  o f  i t s  s t a r t  p o i n t  a n d  

e n d  p o i n t  ( i . e .  i t  d o e s  n o t  h a v e  t o  b e  a  l o c a t i o n  u p d a t e ) ,  i s  c a l l e d  a  route  ( F i g u r e  1 9 . 1 ( d ) ) .

19.2 Basics of Network Modeling

N e t w o r k  a w a r e  s o l u t i o n s  t o  K - a n o n y m i t y  i n  L B S s  ( s u c h  a s  [ 6 6 , 7 9 ] ) ,  a s s u m e  t h e  e x i s t e n c e  

o f  a n  u n d e r l y i n g  ( s p a t i a l )  n e t w o r k  N  t h a t  p r o v i d e s  a  r e a s o n a b l e  a b s t r a c t i o n  o f  t h e  a c t u a l  

n e t w o r k  t o p o l o g y  w h e r e  u s e r s  m o v e  ( e . g . ,  a  r o a d  n e t w o r k  i n  a n  u r b a n  a r e a ) .  I n  t h i s  s e c t i o n ,  

w e  p r o v i d e  s o m e  d e t a i l s  t h a t  p e r t a i n  t o  t h e  m o d e l i n g  o f  t h e  r e a l  n e t w o r k  t o p o l o g y  o f  u s e r  

m o v e m e n t  a s  a  g r a p h  N ( V ,  E )  i n  w h i c h  t h e  u s e r s  a r e  a s s u m e d  t o  b e  m o v i n g .

D e f i n i t i o n  8 .  (Spa tia l n e tw o rk ) Given a ground p lan  o f  the area to be modeled, we define 

a spatia l netw ork as a graph N  (V, E )  that has the fo llow in g  properties: (a) fo r  each ro a d s’ 

intersection there exists a node n  e  V in the graph that is a po in t with a longitude and a la t­

itude as defined by the center o f  the intersection, (b) each PO I is captured as a geom etrical
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F i g u r e  1 9 . 2 :  M o d e l i n g  a  r o a d  n e t w o r k  a l o n g  w i t h  a  s e t  o f  l a n d m a r k s  a s  a  g r a p h .

object in N  that simplifies the real construction, and (c) an edge e G E o f the graph m odels 

a road (or a road part) that a llow s user m ovem ent from  one node to another, as w ell as it 

provides accessib ility to the PO Is.

F o r  t h e  p u r p o s e s  o f  D e f i n i t i o n  8 ,  a  P O I  i s  c o n s i d e r e d  t o  b e  a  p l a c e ,  s u c h  a s  a  h o u s e ,  

a  m u s e u m ,  a n  a i r p o r t  e t c . ,  f r o m  w h i c h  t h e  u s e r  c a n  r e q u e s t  a n  L B S .  F i g u r e  1 9 . 2  p r e s e n t s  a n  

e x a m p l e  o f  a  m o d e l e d  n e i g h b o r h o o d  w i t h  f o u r  P O I s .  T h e  e q u i v a l e n t  s p a t i a l  n e t w o r k  N  f o r  

t h i s  n e i g h b o r h o o d  ( p r e s e n t e d  o n  t h e  r i g h t  o f  t h i s  f i g u r e )  c o n s i s t s  o f  a  s e t  o f  n o d e s ,  o n e  p e r  

r o a d s ’ i n t e r s e c t i o n  a n d  a  s e t  o f  e d g e s  t h a t  d e s i g n a t e  t h e  a l l o w a b l e  m o v e m e n t s .

D e f i n i t i o n  9 .  (N etw ork p a th ) A  p a t h  in the network N  is a sequence S =  { v 1 , e 1 , v 2 , e 2 , . . . ,  

v n - 1 , en - 1 , vn} o f  distinct vertices  v  and edges e from  N  such that fo r  each v i , v i+ 1  G  S 

we have that ei =  ( v i , v i + 1 ) G  S, i.e. from  each vertex  v 1 , v 2 , . . . ,  v n - 1  G  S there is an edge 

e 1 , e 2 , . . . ,  en G S to the next vertex in the sequence, with vn being the final vertex (i.e. the 

destination) in S.

19.3 Extracting Mobility Patterns to Model Privacy Risks

M o b i l i t y  d a t a  m i n i n g ,  a s  i n t r o d u c e d  i n  P a r t  I I  o f  t h i s  d i s s e r t a t i o n  a s  w e l l  a s  s u r v e y e d  i n  

d e t a i l  i n  R e f .  [ 6 2 ] ,  i s  a n  e m e r g i n g  r e s e a r c h  d i r e c t i o n  t h a t  a l l o w s  t h e  e x t r a c t i o n  o f  u s e f u l  

p a t t e r n s  t h a t  s u m m a r i z e  m o v e m e n t  d a t a  a t  a n  a p p r o p r i a t e  s c a l e  a n d  g r a n u l a r i t y .  I n  t h e  

r e g i o n s  o f  t h i s  p a r t  o f  t h e  d i s s e r t a t i o n ,  w e  a r e  i n t e r e s t e d  i n  p a t t e r n s  t h a t  a r e  r e l a t e d  t o  t h e
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r e g u l a r  m o v e m e n t  b e h a v i o r  o f  e a c h  u s e r  i n  t h e  s y s t e m .  S u c h  a  m o v e m e n t  p a t t e r n  c a n  b e  

d e f i n e d  a s  f o l l o w s :

D e f i n i t i o n  1 0 .  (M obility pa ttern ) A  m o b i l i t y  p a t t e r n  P  (u) o f  a user u consists o f  a sequence 

o f  spatiotem poral elem ents E j o f  the fo rm  E j =  (Region, Timelnterval), where each Region  

is either a regularly visited  P O I o r  a route that user u frequently fo llow s in the system, 

and the time interval represents the approxim ate unanchored time o f  this visit. M obility  

patterns represent the regular (frequent) m ovem ent habits o f  a user u that have a p re­

specified period icity  o f  occurrence.

A  P O I  i n  a  m o b i l i t y  p a t t e r n  i s  c a p t u r e d  a s  a  g e o m e t r i c a l  o b j e c t  t h a t  a b s t r a c t s  t h e  r e a l  

c o n s t r u c t i o n  ( a s  s h o w n  o n  t h e  r i g h t  p a r t  o f  F i g u r e  1 9 . 2 ) ,  w h i l e  a  r o u t e  i s  m o d e l e d  a s  a n  e d g e  

t h a t  d e f i n e s  t h e  m o v e m e n t  o f  t h e  u s e r  i n  t h e  n e t w o r k ,  f r o m  o n e  n o d e  t o  a n o t h e r .  F u r t h e r ­

m o r e ,  t i g h t  t o  e a c h  R e g i o n  t h a t  a p p e a r s  i n  a  u s e r  m o b i l i t y  p a t t e r n ,  i s  a  t i m e  i n t e r v a l  t h a t  r e p ­

r e s e n t s  u n a n c h o r e d  i n s t a n t s  o f  t i m e .  F o r  e x a m p l e ,  a s s u m i n g  t h a t  w e  a r e  m i n i n g  e v e n t s  t h a t  

h a v e  a  t i m e - o f - d a y  p e r i o d i c i t y ,  p a t t e r n  P ( u )  =  ( C e n t r a l  H i g h w a y ,  [ 5 p m ,  6 p m ] ) ,  ( H o m e ,  

[ 6 p m ,  7 p m ] )  s i m p l y  s t a t e s  t h a t  u s e r  u i s  f r e q u e n t l y  l o c a t e d  i n  t h e  C e n t r a l  H i g h w a y  a t  s o m e ­

t i m e  b e t w e e n  5 p m  a n d  6 p m  a n d  t h e n  a t  h i s / h e r  h o m e  s o m e t i m e  b e t w e e n  6 p m  a n d  7 p m ,  

o n  a  d a i l y  b a s i s .  P l e a s e  n o t i c e  t h a t  “ C e n t r a l  H i g h w a y ”  i s  a  r o u t e  o f  u s e r  u c o r r e s p o n d i n g  

t o  a  p a t h  o f  n e t w o r k  N , w h e r e a s  “ H o m e ”  i s  a  P O I .  T h e  c o r r e s p o n d i n g  t i m e  i n t e r v a l s  a r e  

u n a n c h o r e d  i n  t h e  s e n s e  t h a t  t h e  t i m e  i s  n o t  t i g h t  t o  a  s p e c i f i c  t i m e  i n t e r v a l  o n  t h e  t i m e l i n e  

b u t  r a t h e r  i t  i n v o l v e s  a n  i n f i n i t e  s e t  o f  i n t e r v a l s ,  o n e  f o r  e a c h  d a y  ( i . e .  c o n s i d e r e d  p e r i o d ) .

A s  s t a t e d  e a r l i e r ,  t h e  u s e r s ’ t r a j e c t o r i e s  a l l o w  u s  t o  e x p o s e  s o m e  i n t e r e s t i n g  k n o w l ­

e d g e  f o r  e a c h  u s e r  i n  t h e  s y s t e m  b y  t r a c k i n g  r e g u l a r i t i e s  i n  h i s / h e r  m o v e m e n t .  W e  a r g u e  t h a t  

t h e  k n o w l e d g e  o f  t h e s e  r e g u l a r i t i e s  b y  a n  a d v e r s a r y  ( s u c h  a s  t h e  s e r v i c e  p r o v i d e r )  c a n  b e  

u s e d  t o  b r e a c h  u s e r  p r i v a c y  w h e n  t h e  u s e r  r e q u e s t s  L B S s ,  e v e n  i f  t h e  a d v e r s a r y  h a s  n o  o t h e r  

u s e r  i d e n t i f i c a t i o n  d a t a  a t  h i s / h e r  d i s p o s a l .  T o  m o t i v a t e  t h i s  a r g u m e n t ,  t h i n k  o f  a  s c e n a r i o  

w h e r e  a  u s e r  g o e s  b y  c e r t a i n  c i t y  a r e a s  w h e n  h e / s h e  c o m m u t e s  t o  w o r k  i n  m o r e  o r  l e s s  t h e  

s a m e  t i m e s  i n  w e e k d a y s .  T h i s  f r e q u e n t  b e h a v i o r  o f  t h e  u s e r  c a n  l e a d  t o  a  p o s s i b l e  i d e n t i ­

f i c a t i o n  s i m p l y  b y  m a t c h i n g  e i t h e r  t h e  o r i g i n  o f  h i s / h e r  t r a j e c t o r y  t o  s o m e  p u b l i c  d o m a i n
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g e o c o d e d  i n f o r m a t i o n  f o r  t h e  h o u s e  ( e . g . ,  t h r o u g h  t h e  w h i t e  p a g e s ) ,  o r  t h e  d e s t i n a t i o n  t o  t h e  

l o c a t i o n  o f  t h e  b u s i n e s s  f a c i l i t y  w h e r e  t h i s  u s e r  w o r k s .  F u r t h e r m o r e ,  a  p o s s i b l e  m a t c h i n g  o f  

a  s e r i e s  o f  l o c a t i o n  u p d a t e s  w i t h  a  f r e q u e n t l y  t r a v e l e d  r o u t e  o f  a  u s e r  m a y  a l s o  e a s i l y  l e a d  t o  

h i s / h e r  i d e n t i f i c a t i o n .  F r e q u e n t  m o v e m e n t  b e h a v i o r  i s  c a p t u r e d  a s  e i t h e r  s a f e  o r  u n s a f e  w i t h  

r e s p e c t  t o  u s e r  p r i v a c y ,  b a s e d  o n  w h e t h e r  i t  i s  a l s o  o r d i n a r y  o r  a t y p i c a l  f o r  a  s i g n i f i c a n t l y  

l a r g e  n u m b e r  o f  n e a r b y  u s e r s .  I n  w h a t  f o l l o w s ,  w e  f o r m a l l y  d e f i n e  t h e  n o t i o n  o f  a  f r e q u e n t  

r o u t e ,  a s  w e l l  a s  t h e  n o t i o n  o f  a  s a f e  a n d  a n  u n s a f e  r o u t e .

D e f i n i t i o n  1 1 .  (F requent rou te) A route o f  a user u is defined as  f r e q u e n t  if  it appears  

among the trajectories o f  this user a num ber o f  times that is larger than a minimum fr e ­

quency threshold  f r e q .  A frequent route is a m obility pa ttern  in which the Region corre­

sponds to a route o f  the user.

T h e  n u m b e r  o f  t i m e s  t h a t  t h e  r o u t e  a p p e a r s  i n  t h e  t r a j e c t o r i e s  o f  u s e r  u i s  c a l l e d  

t h e  frequency  o f  t h e  r o u t e .  F u r t h e r m o r e ,  a n y  r o u t e  t h a t  i s  n o t  f r e q u e n t  i s  c a l l e d  infrequent. 

D i r e c t l y  r e l a t e d  t o  t h e  n o t i o n  o f  a  f r e q u e n t  r o u t e  a r e  t h e  d e f i n i t i o n s  o f  a  s a f e  a n d  a n  u n s a f e  

r o u t e ,  p r o v i d e d  a s  f o l l o w s :

D e f i n i t i o n  1 2 .  (Safe rou te) A route o f  user u is defined as  s a f e  i f  it is frequent fo r  user u 

and also frequent fo r  a t least K —1  other users in the system.

S i m i l a r l y ,  a  r o u t e  o f  u s e r  u i s  c o n s i d e r e d  a s  unsafe i f  i t  i s  f r e q u e n t  f o r  u s e r  u a n d  

a l s o  f r e q u e n t  f o r  a t  m o s t  K - 2  o t h e r  u s e r s  i n  t h e  s y s t e m .

19.4 Requesting Location Based Services

I n  w h a t  f o l l o w s ,  w e  d e f i n e  t h e  n o t i o n  o f  a  u s e r  r e q u e s t  f o r  a n  L B S  a n d  t h e n  w e  p r o v i d e  

d e f i n i t i o n s  f o r  t h e  n o t i o n  o f  a  m a t c h  b e t w e e n  a  u s e r  r e q u e s t  ( o r  a  s e t  o f  u s e r  r e q u e s t s )  a n d  a  

m o b i l i t y  p a t t e r n  o f  t h e  u s e r .

D e f i n i t i o n  1 3 .  (R equest) A  user request R  fo r  an LBS is a tuple in the fo rm  o f  R  =  

(u, sid, xi , y i , ti , data), where u is the requester, s id  is the identifier o f  the requested service,
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(x, y ) is the location o f  user u at the time o f  request t, and data is any necessary serv ice -  

specific data.

D e f i n i t i o n  1 4 .  (M atch ing a  requ est to a  m obility p a tte rn ) I f  (x .,y ., tf) is the exact location  

and time o f  a request R  that was received by the trusted server, R  matches a spatiotem poral 

elem ent E j o f  a m obility pa ttern  P  (u) o f  user u if  and only if  (xi , y i) e Ej  .Region and ti e 

E j .TimeInterval.

D e f i n i t i o n  1 5 .  (M atch ing a  se t o f  requests to a  m obility p a ttern ) A set o f  requests R  sent 

from  the sam e user u match one o r  more o f  the u ser’s m obility patterns P  (u) if  each request 

R  e R  matches a spatiotem poral elem ent E j e P(u )  (and vice versa).

19.5 Alternative Strategies for K-Anonymity

I n  t h i s  s e c t i o n  w e  p r o v i d e  t h e  d e f i n i t i o n s  o f  t h e  a l t e r n a t i v e  s t r a t e g i e s  t h a t  w e  h a v e  c o n s i d ­

e r e d  i n  o u r  p r o p o s e d  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  K - a n o n y m i t y  i n  L B S s .  I n  a l l  o u r  

p r o p o s e d  a p p r o a c h e s ,  t h e  t y p e  o f  K - a n o n y m i t y  t h a t  i s  o f f e r e d  t o  t h e  r e q u e s t e r  o f  a n  L B S  

d e p e n d s  o n  t h e  l o c a t i o n  a n d  t h e  t i m e  w h e n  t h e  u s e r  r e q u e s t e d  t h e  L B S  ( i n  r e l a t i o n  t o  h i s / h e r  

e x t r a c t e d  m o b i l i t y  p a t t e r n s ) ,  a s  w e l l  a s  h i s / h e r  c o n s e c u t i v e  l o c a t i o n s  a n d  t i m e s  u n t i l  t h e  

p r o v i s i o n  o f  t h e  s e r v i c e .  T o  p r o v i d e  t h e  r e q u e s t e r  w i t h  K - a n o n y m i t y ,  t h e  o r i g i n a l  u s e r  r e ­

q u e s t  R  =  (u, s i d , xi , y i , ti , d a t a ) ( a s  w e l l  a s  e a c h  s u b s e q u e n t  l o c a t i o n  u p d a t e  t h a t  i s  r e q u i r e d  

f o r  t h e  o f f e r i n g  o f  t h e  r e q u e s t e d  L B S )  h a s  t o  b e  K - a n o n y m i z e d  p r i o r  t o  b e i n g  f o r w a r d e d  

t o  t h e  a p p r o p r i a t e  s e r v i c e  p r o v i d e r  f o r  s e r v i c i n g .  T h i s  i s  a c h i e v e d  b y  t h e  t r a n s f o r m a t i o n  

o f  t h e  e x a c t  u s e r  l o c a t i o n  a n d  t i m e  (xi ,y i , ti) t h a t  i s  p a r t  o f  t h e  l o c a t i o n  u p d a t e  o f  t h e  u s e r  

i n t o  a  s p a t i o t e m p o r a l  a r e a  (Ar , Tr ) w h e r e  (xi , y i) e A r  a n d  ti e Tr .. T h i s  t r a n s f o r m a t i o n  

i s  c a l l e d  cloaking, t h e  n e w  r e q u e s t  i s  k n o w n  a s  t h e  cloaked  r e q u e s t ,  a n d  t h e  a r e a  A r  i s  

c a l l e d  t h e  a n o n y m i t y  s p a t i a l  a r e a  ( o r  A S R ) .  I n  t h e  c a s e  o f  t h e  h i s t o r i c a l  a p p r o a c h e s  t o  K -  

a n o n y m i t y ,  a s  p r o p o s e d  i n  [ 6 6 , 1 8 5 ] ,  t h e  f o l l o w i n g  d e f i n i t i o n  s u m m a r i z e s  w h e n  t h e  s t a t e  o f  

K - a n o n y m i t y  i s  a c h i e v e d  f o r  a  u s e r  t h a t  s e n d s  a  s e t  o f  r e q u e s t s  R  t o  t h e  t r u s t e d  s e r v e r :
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D e f i n i t i o n  1 6 .  (H istorical K -a n o n y m ity) When a user u sends a set of requests R  to the 
trusted server, we say that historical K -anonymity is achieved, if and only if there exist 
K -1 users (other than u)for whom the histories of movement H  (ui), H  (u2),..., H  (uk- i ) 

are such that each H (l) (l e [1, K  — 1]) is location and time consistent with R .

D e f i n i t i o n  1 7 .  (L ocation  a n d  tim e con sistency) The history of movement H  (u) of a user u 
is location and time consistent with a set of p requests R  = {Ri, R ,..., Rp} if and only if 
for each request R  e R  (1 < j <  p) there exists an element (u,xi,yi, ti) in H (u) such that 
(xi,yi) e  Ar  and ti e  Tr .

As one can notice, the only condition that must be fulfilled by the K-1 users in 

order to offer historical K-anonymity to the requester of an LBS is that they have passed 

by the location from where the request was sent sometime in the past. On the other hand, 

for the trajectory privacy approaches that are proposed in [69,71,77,79], the following 

definitions apply with respect to the provision of K-anonymity:

D e f i n i t i o n  1 8 .  (A non ym ity  se t) Given a user u sending a request R (u) for the provision of 
an LBS, we define the anonymity set of u to be (at least) K -1 other users that are close to 
u at the given point in time and who could have initiated this request.

D e f i n i t i o n  1 9 .  (K -p r e s e n t an onym ity) A user u, when submitting a request R (u) for an 
LBS, is K -present anonymous if each participant of his/her anonymity set could be a po­
tential issuer of the request from within an area that is near to the requester and within a 
time period that is close to the time of the request.

D e f i n i t i o n  2 0 .  (K -fr e q u e n t an onym ity) A user u, when submitting a request R (u) for an 
LBS, is K -frequent anonymous if each participant of his/her anonymity set shares the same 
frequent route with user u and passes by near the location of the requester at a time period 
that is close to the time of the request.

As one can notice, in trajectory K -anonymity approaches to privacy in LBSs, the 

anonymity set of the requester if  formulated based on the current (instead of the historical) 

locations of all the users in the system.
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Chapter 20

Offering Historical K-Anonymity in

LBSs

H i s t o r i c a l  K - a n o n y m i t y  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s ,  w a s  i n t r o d u c e d  i n  [ 2 6 ] .  A s  

p a r t  o f  t h i s  w o r k ,  t h e  a u t h o r s  p r e s e n t e d  a  “ p r e l i m i n a r y  i n v e s t i g a t i o n  o n  t h e  p r i v a c y  i s s u e s  

i n v o l v e d  i n  t h e  u s e  o f  L B S s ”  a n d  p r o p o s e d  t h e  u s e  o f  g e n e r a l i z a t i o n  a l o n g  w i t h  u n l i n k i n g  

f o r  t h e  p r e s e r v a t i o n  o f  h i s t o r i c a l  K - a n o n y m i t y .  A l t h o u g h  t h e  p r o p o s e d  m e t h o d o l o g y  s e t s  a  

n e w  p e r s p e c t i v e  o n  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s ,  i t  s u f f e r s  f r o m  s e v e r a l  s h o r t c o m i n g s  a s  

( i )  a l t h o u g h  i t  d i s c u s s e s  t h e  p r i n c i p l e s  o f  u n l i n k i n g ,  i t  f a i l s  t o  p r o v i d e  a  s p e c i f i c  a l g o r i t h m  

t h a t  w o u l d  t e a m  u p  w i t h  t h e  p r o p o s e d  g e n e r a l i z a t i o n  a p p r o a c h  t o  b e t t e r  p r o t e c t  t h e  p r i v a c y  

o f  t h e  r e q u e s t e r ,  ( i i )  i t  l a c k s  t h e  r e p o r t i n g  o f  a n y  e x p e r i m e n t a l  r e s u l t s  t h a t  w o u l d  s h e d  l i g h t  

o n  t h e  d e g r e e  o f  p r i v a c y  t h a t  i s  o f f e r e d  b y  t h e  p r o p o s e d  g e n e r a l i z a t i o n  s t r a t e g y ,  ( i i i )  i t  i s  

b a s e d  o n  t h e  r a t h e r  u n r e a l i s t i c  a s s u m p t i o n  t h a t  t h e r e  e x i s t s  o n l y  o n e  m o b i l i t y  p a t t e r n  p e r  

u s e r  c a p t u r i n g  t h e  l o c a t i o n s / t i m e s  i n  w h i c h  t h e  p r i v a c y  o f  t h i s  u s e r  i s  u n d e r  t h r e a t  w h e n  

r e q u e s t i n g  L B S s ,  a n d  ( i v )  i t  a s s u m e s  t h a t  t h e  u n l i n k i n g  a l g o r i t h m  o p e r a t e s  o n  s t a t i c a l l y  

d e f i n e d  m i x  z o n e s ,  w h i c h  m e a n s  t h a t  i t  a c h i e v e s  t o  p r o t e c t  o n l y  t h o s e  u s e r s  w h o  r e q u e s t  

L B S s  w h e n  m o v i n g  t o w a r d s  a  m i x  z o n e ,  l e a v i n g  t h e  r e s t  o f  t h e  p o p u l a t i o n  u n p r o t e c t e d .

T o  d e a l  w i t h  t h e  s h o r t c o m i n g s  o f  [ 2 6 ] ,  w e  h a v e  p r o p o s e d  t w o  a p p r o a c h e s .  T h e  f i r s t  

a p p r o a c h  [ 1 8 5 ]  e x t e n d s  t h e  c u r r e n t  w o r k  i n  h i s t o r i c a l  K - a n o n y m i t y ,  a l o n g  t w o  d i r e c t i o n s :
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( i )  w e  a l l o w  t h e  t r u s t e d  s e r v e r  t o  s t o r e  m u l t i p l e  m o b i l i t y  p a t t e r n s  p e r  u s e r  t h a t  s e r v e  a s  a  

f i n g e r p r i n t  f o r  t h e  u s e r ,  i n  t h e  s e n s e  t h a t  k n o w l e d g e  r e g a r d i n g  a  p e r s o n  t h a t  m a t c h e s  a  g i v e n  

m o b i l i t y  p a t t e r n  l e a d s  t o  t h i s  s p e c i f i c  u s e r  w i t h  h i g h  p r o b a b i l i t y  o f  a c c u r a c y ;  w e  p r o p e r l y  

a d a p t  t h e  g e n e r a l i z a t i o n  s t r a t e g y  o f  [ 2 6 ]  t o  a c c o u n t  f o r  t h i s  f a c t ,  a n d  ( i i )  w e  p r o v i d e  a  n o v e l  

u n l i n k i n g  a l g o r i t h m  t o  p r o t e c t  u s e r s  b y  u n l i n k i n g  t h e i r  f u t u r e  r e q u e s t s  f r o m  t h e  p r e v i o u s  

o n e s .  F o r  t h e  s u c c e s s f u l  a p p l i c a t i o n  o f  t h e  u n l i n k i n g  a l g o r i t h m ,  w e  d e f i n e  a  s e t  o f  s p a t i a l  

r e g i o n s  t h a t  b e h a v e  a s  d y n a m i c a l l y  c o n s t r u c t e d  m i x  z o n e s  a n d  a l l o w ,  w h e n  t h e s e  a r e a s  a r e  

c r o s s e d ,  f o r  t h e  s e c u r e  c h a n g e  o f  t h e  a s s i g n e d  u s e r  I D s .  M o r e o v e r ,  w e  e v a l u a t e  o u r  a p p r o a c h  

b y  c o n d u c t i n g  e x p e r i m e n t s  o n  s y n t h e t i c  d a t a s e t s ,  c o m p o s e d  t h r o u g h  a  s p a t i o t e m p o r a l  d a t a  

g e n e r a t o r  t h a t  w e  c r e a t e d .  S e c t i o n  2 0 . 1  p r e s e n t s  t h e  d e t a i l s  o f  t h i s  a p p r o a c h .

B o t h  [ 2 6 ]  a n d  [ 1 8 5 ]  a r e  b a s e d  o n  t h e  a s s u m p t i o n  o f  a  f r e e  t e r r a i n  m o d e l  o f  m o v e ­

m e n t ,  w h e r e  t h e  m o v e m e n t  o f  t h e  u s e r s  i n  t h e  s y s t e m  i s  u n c o n s t r a i n e d .  O u r  s e c o n d  a p ­

p r o a c h ,  p r e s e n t e d  i n  S e c t i o n  2 0 . 2  a s  w e l l  a s  i n  [ 6 6 ] ,  d r o p s  t h i s  a s s u m p t i o n  b y  c o n s i d e r i n g  

a n  u n d e r l y i n g  n e t w o r k  o f  u s e r  m o v e m e n t .  A  n e t w o r k  a w a r e  a p p r o a c h  t o  t h e  p r e s e r v a t i o n  

o f  h i s t o r i c a l  K - a n o n y m i t y  h a s  a n  i m p o r t a n t  a d v a n t a g e :  i t  e n a b l e s  u s e r s  t o  c a p t u r e  n o t  o n l y  

t h e  s e q u e n c e s  o f  P O I s  ( a l o n g  w i t h  t h e  c o r r e s p o n d i n g  t i m e  i n t e r v a l s )  w h e r e  t h e i r  p r i v a c y  i s  

u n d e r  t h r e a t ,  b u t  a l s o  t o  e x p l i c i t l y  s t a t e  w h i c h  i t i n e r a r i e s  ( i . e .  p a t h s  i n  t h e  n e t w o r k )  a r e  h a z ­

a r d o u s  t o  t h e i r  l o c a t i o n  p r i v a c y .  S i n c e  t h e r e  a r e  t y p i c a l l y  m a n y  d i f f e r e n t  p a t h s  i n  a  n e t w o r k  

t h a t  o n e  c a n  f o l l o w  t o  m o v e  f r o m  o n e  P O I  t o  a n o t h e r ,  a  n e t w o r k  a w a r e  a p p r o a c h  a c h i e v e s  

t o  e x p l i c i t l y  d e f i n e  w h i c h ,  a m o n g  t h e  a l t e r n a t i v e  p a t h s ,  p o s e s  a  h a z a r d  t o  t h e  p r i v a c y  o f  a  

p a r t i c u l a r  u s e r .  I n  a d d i t i o n  t o  t h i s ,  o u r  n e t w o r k  a w a r e  a p p r o a c h  f o r  t h e  p r e s e r v a t i o n  o f  h i s ­

t o r i c a l  K - a n o n y m i t y  p u s h e s  t h e  c o r e  f u n c t i o n a l i t y  o f  t h e  a n o n y m i z e r  i n t o  a  s p a t i o t e m p o r a l  

D B M S ,  w h i c h  o f f e r s  s i g n i f i c a n t  a d v a n t a g e s  o v e r  a d d - h o c  i m p l e m e n t a t i o n s .  S e c t i o n  2 0 . 2  

p r o v i d e s  t h e  d e t a i l s  o f  t h i s  a p p r o a c h .

20.1 A Free Terrain Approach to Historical K-Anonymity

I n  t h i s  s e c t i o n ,  w e  p r e s e n t  o u r  p r o p o s e d  m e t h o d o l o g y  f o r  t h e  o f f e r i n g  o f  h i s t o r i c a l  K -  

a n o n y m i t y  i n  t h e  r e g i o n s  o f  a  f r e e  t e r r a i n  m o d e l  o f  u s e r  m o v e m e n t .  O u r  m e t h o d o l o g y
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c o n s i s t s  o f  t w o  b a s i c  a l g o r i t h m s :  a  generalization  a l g o r i t h m  a n d  a n  unlinking  a l g o r i t h m .  

E a c h  o f  t h e s e  a l g o r i t h m s  m o d i f i e s  t h e  l o c a t i o n  a n d  t h e  t i m e  i n f o r m a t i o n  i n c l u d e d  i n  a  u s e r  

r e q u e s t  s o  t h a t  t h e  e x a c t  u s e r  l o c a t i o n  i s  n o t  d i s c l o s e d  t o  t h e  s e r v i c e  p r o v i d e r s .  B o t h  a l ­

g o r i t h m s  a r e  a s s u m e d  t o  b e  e x e c u t e d  i n  t h e  e n v i r o n m e n t  o f  a  t r u s t e d  s e r v e r ,  j u s t  b e f o r e  t h e  

r e q u e s t  i s  f o r w a r d e d  t o  t h e  a p p r o p r i a t e  s e r v i c e  p r o v i d e r .  T h e  r e s t  o f  t h i s  s e c t i o n  i s  o r g a n i z e d  

a s  f o l l o w s :  I n  S e c t i o n  2 0 . 1 . 1  w e  p r e s e n t  o u r  s o l u t i o n  m e t h o d o l o g y ,  a l o n g  w i t h  t h e  e x t e n d e d  

g e n e r a l i z a t i o n  a l g o r i t h m  a n d  t h e  p r o p o s e d  u n l i n k i n g  a l g o r i t h m .  S e c t i o n  2 0 . 1 . 2  p r e s e n t s  t h e  

m o v e m e n t  d a t a  g e n e r a t o r  t h a t  w e  c o n s t r u c t e d  i n  o r d e r  t o  c r e a t e  t h e  s y n t h e t i c  d a t a s e t s  t h a t  

w e r e  s u b s e q u e n t l y  u s e d  i n  t h e  e x p e r i m e n t s ,  w h i l e  S e c t i o n  2 0 . 1 . 3  c o n t a i n s  a  t h o r o u g h  s e t  o f  

e x p e r i m e n t s  f o r  t h e  e v a l u a t i o n  o f  t h e  p r o p o s e d  m e t h o d o l o g y .

2 0 . 1 . 1  S o l u t i o n  M e t h o d o l o g y

T h e  g o a l  o f  t h e  g e n e r a l i z a t i o n  a n d  t h e  u n l i n k i n g  a l g o r i t h m s  i s  t o  e n s u r e  t h a t  n o  s e n s i t i v e  

d a t a  i s  r e v e a l e d  w h e n  a  u s e r  r e q u e s t  r e a c h e s  t h e  ( u n t r u s t e d )  s e r v i c e  p r o v i d e r s .  S i m i l a r l y  

t o  [ 2 6 ] ,  i n  t h e  r e g i o n s  o f  t h i s  a p p r o a c h ,  w e  c o n s i d e r  t h a t  a  u s e r  i s  i n  n e e d  o f  p r o t e c t i o n  o n l y  

w h e n  r e q u e s t i n g  a n  L B S  f r o m  w i t h i n  o n e  o f  h i s / h e r  m o b i l i t y  p a t t e r n s  a n d  f o r  a s  l o n g  a s  

t h e  r e q u e s t e d  s e r v i c e  w i t h s t a n d s  c o m p l e t i o n .  T h e  m o b i l i t y  p a t t e r n s  o f  a l l  t h e  u s e r s  i n  t h e  

s y s t e m  a r e  a s s u m e d  t o  b e  u s e r - d e f i n e d ,  i . e .  e a c h  u s e r  s u p p l i e s  t h e s e  p a t t e r n s  t o  t h e  t r u s t e d  

s e r v e r  w h i c h  a r e  t h e n  s t o r e d  i n  a  p r o f i l e  t h a t  t h e  u s e r  h a s  i n  t h e  s y s t e m .  F u r t h e r m o r e ,  

t h e  u s e r - d e f i n e d  m o b i l i t y  p a t t e r n s  c o n s i s t  o f  s p a t i o t e m p o r a l  e l e m e n t s  o f  t h e  f o r m  ( P O I ,  

T i m e I n t e r v a l ) ,  w h i l e  e l e m e n t s  o f  t h e  f o r m  ( R o u t e ,  T i m e I n t e r v a l )  a r e  n o t  s u p p o r t e d .  T h i s  

i s  a  r e a s o n a b l e  a s s u m p t i o n ,  s i n c e  i n  a  f r e e  t e r r a i n  m o d e l  o f  m o v e m e n t  t h e r e  e x i s t  i n f i n i t e  

w a y s  ( i . e .  i t i n e r a r i e s )  t o  g o  f r o m  o n e  P O I  t o  a n o t h e r .

W h e n  t h e  t r u s t e d  s e r v e r  r e c e i v e s  a  u s e r  r e q u e s t  f o r  a n  L B S ,  i t  e m p l o y s  t h e  g e n e r ­

a l i z a t i o n  a l g o r i t h m  t o  c h e c k  i f  t h e  r e q u e s t  m a t c h e s  a n  e l e m e n t  o f  a  m o b i l i t y  p a t t e r n  o f  t h e  

r e q u e s t e r .  I f  s u c h  a  m a t c h  o c c u r s ,  t h e  r e q u e s t  i s  p r o p e r l y  m o d i f i e d  a n d  t h e n  f o r w a r d e d  t o  

t h e  s e r v i c e  p r o v i d e r  f o r  s e r v i c i n g .  O n  t h e  o t h e r  h a n d ,  i f  n o  s u c h  e l e m e n t  e x i s t s ,  t h e n  t h e  

r e q u e s t  w a s  s e n t  f r o m  a  l o c a t i o n  a n d  t i m e  w h i c h  c a n n o t  b e  l i n k e d  t o  t h e  r e q u e s t e r .  T h e r e ­
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f o r e  t h e r e  i s  n o  n e e d  f o r  t h e  r e q u e s t  t o  b e  m o d i f i e d .  I n s t e a d ,  t h e  i d e n t i t y  o f  t h e  r e q u e s t e r  i s  

j u s t  r e m o v e d  f r o m  t h e  r e q u e s t  a n d  t h e  r e q u e s t  i s  t h e n  f o r w a r d e d  t o  t h e  a p p r o p r i a t e  s e r v i c e  

p r o v i d e r ,  w i t h o u t  a n y  f u r t h e r  c h a n g e s .

I n  c a s e  t h e  m o d i f i c a t i o n  o f  t h e  s p a t i o t e m p o r a l  p r o p e r t i e s  o f  a  u s e r  r e q u e s t  b y  t h e  

g e n e r a l i z a t i o n  a l g o r i t h m  f a i l s ,  t h e  u n l i n k i n g  a l g o r i t h m  i s  e m p l o y e d  t o  e n s u r e  t h a t  f u t u r e  

r e q u e s t s  c o m i n g  f r o m  t h e  s a m e  r e q u e s t e r  w i l l  n o t  b e  l i n k e d  t o  h i s / h e r  p r e v i o u s  o n e s ,  t h u s  

r e v e a l  h i s / h e r  i d e n t i t y .  T o  a c h i e v e  t h i s  g o a l ,  t h e  u n l i n k i n g  a l g o r i t h m  h a s  t o  c h a n g e  t h e  u s e r  

I D  o f  t h e  r e q u e s t e r  a n d  t o  m a k e  a l l  t h e  n e c e s s a r y  a d j u s t m e n t s  s u c h  t h a t  t h e  r e q u e s t e r  a p p e a r s  

i n  t h e  s y s t e m  a s  a  n e w  u s e r .  I n  t h i s  w a y ,  t h e  l o c a t i o n  p r i v a c y  o f  t h e  r e q u e s t e r  i s  g u a r a n t e e d .

T h e  G e n e r a l i z a t i o n  A l g o r i t h m

T h e  p u r p o s e  o f  t h i s  a l g o r i t h m  i s  t o  g e n e r a l i z e  t h e  i n f o r m a t i o n  a b o u t  t h e  t i m e  a n d  t h e  p l a c e  

f r o m  w h e r e  t h e  a c t u a l  r e q u e s t  w a s  s e n t ,  t o  a  t i m e  i n t e r v a l  a n d  a n  a r e a  ( r e s p e c t i v e l y )  w h e r e  

K - 1  o t h e r  u s e r s  c o u l d  h a v e  b e e n  t h e  r e q u e s t e r s  o f  t h e  s a m e  L B S .  A s  p a r t  o f  t h i s  w o r k ,  t h e  

g e n e r a t e d  A S R  i s  c o n s i d e r e d  t o  h a v e  t h e  s h a p e  o f  a  s q u a r e .  H o w e v e r ,  a n y  o t h e r  t y p e  o f  

r e g i o n  ( i . e .  r e c t a n g u l a r ,  p o l y g o n ,  e t c )  c a n  a l s o  b e  s u p p o r t e d .  T h e  g e n e r a l i z a t i o n  p r o c e s s  

t a k e s  i n t o  a c c o u n t  t w o  t y p e s  o f  c o n s t r a i n t s  w h e n  f o r m i n g  t h e  K - A S R .  T h e  f i r s t  t y p e  o f  

c o n s t r a i n t s  i n v o l v e s  t h e  s i z e  o f  t h e  A S R  a n d  e n s u r e s  t h a t  i t  i s  w i t h i n  r e a s o n a b l e  b o u n d s  s o  

t h a t  t h e  L B S  c a n  b e  s u c c e s s f u l l y  p r o v i d e d  t o  t h e  r e q u e s t e r .  T h e  s e c o n d  t y p e  o f  c o n s t r a i n t s  

l i m i t s  t h e  s e a r c h  i n  t h e  h i s t o r i e s  o f  u s e r  m o v e m e n t  w h e n  i d e n t i f y i n g  t h e  p a r t i c i p a n t s  t o  t h e  

a n o n y m i t y  s e t  o f  t h e  r e q u e s t e r .  T h e  g e n e r a l i z a t i o n  a l g o r i t h m  c o n s i s t s  o f  t w o  p a r t s :

1 . T h e  first-e lem en t matching  p a r t ,  a n d

2 .  T h e  in term ediate-elem ent matching  p a r t .

T h e  f i r s t  p a r t  i s  e x e c u t e d  i n  t w o  c a s e s :  ( i )  w h e n  a  u s e r  s e n d s  a  r e q u e s t  f o r  t h e  f i r s t  

t i m e ,  o r  ( i i )  w h e n  t h e  c u r r e n t  r e q u e s t  h a s  t o  m a t c h  t h e  f i r s t  e l e m e n t  o f  o n e  o r  m o r e  m o b i l i t y  

p a t t e r n s  o f  t h e  r e q u e s t e r .  T h e  first-e lem en t matching  p a r t  c r e a t e s  a  l i s t  L  w h i c h  c o n t a i n s  

a l l  t h e  m o b i l i t y  p a t t e r n s  o f  t h e  r e q u e s t e r  w h i c h  w e r e  n o t  m a t c h e d  ( p a r t i a l l y  o r  a t  a l l )  w i t h
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o n e  o f  h i s / h e r  p r e v i o u s  r e q u e s t s .  T h e  c u r r e n t  r e q u e s t  h a s  t o  m a t c h  t h e  f i r s t  e l e m e n t  o f  o n e  

o r  m o r e  m o b i l i t y  p a t t e r n s  w h i c h  a r e  m e m b e r s  o f  l i s t  L .  W e  m u s t  h i g h l i g h t  t h a t  L  m a y  

c o n t a i n  m o b i l i t y  p a t t e r n s  w h i c h  h a v e  c o m p l e t e l y  m a t c h e d  a  s e r i e s  o f  r e q u e s t s  f r o m  s p e c i f i c  

u s e r s  i n  t h e  p a s t .  T h e s e  p a t t e r n s  c a n  b e  m e m b e r s  o f  L ,  b e c a u s e  t h e r e  i s  a  h i g h  p r o b a b i l i t y  

t h a t  t h e  s p e c i f i c  r e q u e s t e r  m a y  f o l l o w  t h e  s a m e  r o u t e  ( w h i c h  i s  r e p r e s e n t e d  b y  t h e  s p e c i f i c  

m o b i l i t y  p a t t e r n )  i n  t h e  f u t u r e .  A f t e r  t h i s  l i s t  i s  c r e a t e d ,  t h i s  p a r t  c h e c k s  w h e t h e r  t h e  c u r r e n t  

r e q u e s t  m a t c h e s  o n e  o r  m o r e  o f  t h e  u s e r ' s  m o b i l i t y  p a t t e r n s .  I f  n o  m o b i l i t y  p a t t e r n s  a r e  

f o u n d  t o  m a t c h ,  t h i s  m e a n s  t h a t  t h e  r e q u e s t  w a s  s e n t  f r o m  a  l o c a t i o n  w h i c h  c a n  n o t  h a r m  

t h e  p r i v a c y  o f  t h e  r e q u e s t e r .  O n  t h e  o t h e r  h a n d ,  i f  a t  l e a s t  o n e  m o b i l i t y  p a t t e r n  i s  i d e n t i f i e d ,  

t h i s  p a r t  g e n e r a l i z e s  t h e  s p a t i a l  a n d  t h e  t e m p o r a l  d a t a  o f  t h e  r e q u e s t  ( a c c o r d i n g  t o  t h e  g i v e n  

c o n s t r a i n t s )  u n t i l  K - 1  n e i g h b o r s  a r e  f o u n d .  T h e n ,  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  e n d s  a n d  

t h e  i d e n t i f i e r s  o f  t h e  m e m b e r s  o f  t h e  K - a n o n y m i t y  s e t ,  a s  w e l l  a s  t h e  g e n e r a l i z e d  3 D  a r e a  

( w h e r e  t h e s e  u s e r s  w e r e  l o c a t e d )  a r e  r e t u r n e d  a s  o u t p u t .  I f  n o  m o r e  g e n e r a l i z a t i o n  c a n  b e  

a p p l i e d  t o  t h e  r e q u e s t  a n d  l e s s  t h a n  K - 1  n e i g h b o r s  w e r e  l o c a t e d ,  t h e n  t h e  g e n e r a l i z a t i o n  

a l g o r i t h m  h a s  f a i l e d  a n d  t h e  u n l i n k i n g  a l g o r i t h m  h a s  t o  b e  e x e c u t e d .

T h e  in term ediate-elem ent matching  p a r t  t a k e s  a s  i n p u t  t h e  e n f o r c e d  g e n e r a l i z a t i o n  

c o n s t r a i n t s  a n d  t h e  i d e n t i f i e r s  o f  t h e  K - 1  n e i g h b o r s ,  l o c a t e d  d u r i n g  t h e  p r e v i o u s  c a l l  o f  t h e  

first-e lem en t matching  p a r t .  I t  t h e n  t r i e s  t o  m a t c h  t h e  c u r r e n t  r e q u e s t  w i t h  t h e  “ p r o p e r ”  i n ­

t e r m e d i a t e  e l e m e n t  o f  o n e  o r  m o r e  o f  t h e  r e q u e s t e r ’s  m o b i l i t y  p a t t e r n s ,  w h i c h  a r e  m e m b e r s  

o f  a  l i s t  n a m e d  P .  L i s t  P  c o n t a i n s  a l l  t h e  r e q u e s t e r ’s  m o b i l i t y  p a t t e r n s  w h i c h  a r e  n o t  m e m ­

b e r s  o f  t h e  —  p r e v i o u s l y  m e n t i o n e d  —  l i s t  L .  T h e s e  p a t t e r n s  m u s t  h a v e  p a r t i a l l y  m a t c h e d  

i n  t h e  p a s t  o n e  o r  m o r e  o f  t h e  u s e r ’s  r e q u e s t s .  B y  “ p r o p e r ”  w e  m e a n  t h a t  i f  a  p r e v i o u s  r e ­

q u e s t  R  o f  t h e  r e q u e s t e r  h a s  m a t c h e d  t h e  e l e m e n t  E j  o f  o n e  o r  m o r e  o f  t h e  h i s / h e r  m o b i l i t y  

p a t t e r n s ,  t h e n  t h e  c u r r e n t  r e q u e s t  h a s  t o  m a t c h  t h e  e l e m e n t  E j+ 1  o f  t h e s e  p a t t e r n s .  I f  t h e  

c u r r e n t  r e q u e s t  d o e s  n o t  m a t c h  t h e  “ p r o p e r ”  e l e m e n t s ,  t h e n  t h e  first-e lem en t matching  p a r t  

i s  c a l l e d  b e c a u s e  t h e  r e q u e s t e r  m a y  h a v e  b e g a n  a  c o m p l e t e l y  n e w  i t i n e r a r y .  I f  t h e  m a t c h i n g  

i s  s u c c e s s f u l ,  t h e n  t h i s  p a r t  g e n e r a l i z e s  t h e  s p a t i o t e m p o r a l  a r e a  f r o m  w h e r e  t h e  r e q u e s t  w a s  

s e n t ,  u n t i l  K - 1  d i f f e r e n t  p o i n t s  i n  t h e  n e i g h b o r s ’ h i s t o r i e s  o f  m o v e m e n t ,  w h i c h  a r e  s p a c e
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Input: T he location  o f  request (x;,yi,i;), the  desired  degree o f  anonym ity  K , the  tem poral constrain ts timeCons, the  spatial 
constrain ts spaceCons, a  l is t k_neighbors o f the  identifiers o f  the  K  nearest neighbors.

Output: T he generalized  3D  area, a  boo lean  value (k_anonymity) represen ting  the  outcom e o f  generalization , the list 
k_neighbors (w hen the  first-element matching part is executed).

1: function Generalizê ,  K , timeCons, spaceCons, k_neighbors)
2: if list k_neighbors = 0 Λ R  m atches the  “p roper” elem ent(s) o f one or m ore m obility  patterns

(w hich  are m em bers o f list matched_patterns) then > T he intermediate-element matching part.
3: while constrain ts spaceCons and  timeCons are not v io lated  Λ less than  K - 1  users are found  do
4: G eneralize R  and store the  new  coordinates in  the  array  3D _area.
5: for each user in  lis t k_neighbors w ho is no t m arked do
6: Search in  h is/her h isto ry  o f m ovem ent fo r po in ts w hich  belong in  the  3D _area.
7: M ark  this user.
8: if K - 1  users are found  then
9: k_anonymity ̂  true.

10: return (k_anonymity, 3D _area)
11: else
12: k_anonymity ̂  false.

13: else > T he first-element matching part.
14: new_patterns ̂  all the  m obility  patterns o f  the  requester except those  in  matched_patterns.
15: if R m atches the  first elem ent o f a  m obility  pattern  in  the  list new_patterns then
16: S tore the  m obility  pattern  in  the list matched_patterns.
17: while spaceCons and timeCons are not v io lated  Λ less than  K - 1  users are found  do
18: G eneralize R and  store the new  coordinates in  the  array 3D _area.
19: for each use r w ho is not m arked do
20 : S earch  in  h is/her h isto ry  o f  m ovem ent fo r poin ts w hich  belong in  the  3D _area.
21 : if such poin ts are found then
22 : A dd  h is/her identifier in  the  list k_neighbors.
23 : M atch  this user.
24 : if K - 1  neighbors are found  then
25 : k_anonymity ̂  true.
26 : else
27 : k_anonymity ̂  false.

28 : return (k_anonymity, k_neighbors, 3D _area)

Algorithm 20.1 The generalization algorithm for historical K-anonymity.

a n d  t i m e  c o n s i s t e n t  w i t h  t h e  c u r r e n t  r e q u e s t ,  a r e  i d e n t i f i e d .  I f  t h e  s p a t i a l  a n d  t e m p o r a l  d a t a  

c a n  n o t  b e  g e n e r a l i z e d  a n y  m o r e  a n d  t h e r e  w e r e  f o u n d  l e s s  t h a n  K - 1  d i f f e r e n t  p o i n t s ,  t h i s  

m e a n s  t h a t  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  h a s  f a i l e d  a n d  u n l i n k i n g  h a s  t o  t a k e  o v e r .

A l g o r i t h m  2 0 . 1  s h o w s  t h e  d e t a i l s  o f  t h e  e n f o r c e d  g e n e r a l i z a t i o n  a p p r o a c h .  T h e  t w o  

b a s i c  s t e p s  o f  t h i s  a l g o r i t h m  a r e  i n  l i n e s  2  a n d  1 3 .  L i n e s  1 4 - 2 8  r e p r e s e n t  t h e  b o d y  o f  t h e  

first-e lem en t matching  p a r t .  I n  l i n e  1 4  w e  c r e a t e  a  l i s t  c a l l e d  new _patterns  w h i c h  c o n t a i n s  

a l l  t h e  m o b i l i t y  p a t t e r n s  o f  t h e  r e q u e s t e r  e x c e p t  t h o s e  w h i c h  h a v e  p a r t i a l l y  m a t c h e d  w i t h  

p r e v i o u s  r e q u e s t s .  I n  l i n e  1 5  w e  c h e c k  i f  t h e  c u r r e n t  r e q u e s t  m a t c h e s  t h e  f i r s t  e l e m e n t  o f  a  

m o b i l i t y  p a t t e r n  i n  t h e  l i s t  new _patterns . I f  a t  l e a s t  o n e  m o b i l i t y  p a t t e r n  i s  f o u n d ,  w e  s t o r e  

i t  i n  a  l i s t  c a l l e d  m atched_patterns . T h e  m o b i l i t y  p a t t e r n s  i n  t h i s  l i s t  w i l l  b e  s u b s e q u e n t l y
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u s e d  i n  t h e  in term ediate-elem ent matching  p a r t .  O t h e r w i s e ,  i . e .  i f  n o n e  o f  t h e  r e q u e s t e r ’s  

m o b i l i t y  p a t t e r n s  m a t c h e d  t h e  c u r r e n t  r e q u e s t ,  t h i s  m e a n s  t h a t  t h e  r e q u e s t  w a s  n o t  s e n t  f r o m  

a  l o c a t i o n  w h i c h  i s  d a n g e r o u s  f o r  t h e  p r i v a c y  o f  t h e  u s e r .  T h e r e f o r e ,  t h e r e  i s  n o  n e e d  f o r  

t h e  r e q u e s t  t o  b e  m o d i f i e d  a n d  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  t e r m i n a t e s .  I n  l i n e s  1 7 - 2 3  w e  

g e n e r a l i z e  t h e  s p a c e  a n d  t h e  t i m e  f r o m  w h e r e  t h e  r e q u e s t  w a s  i n i t i a t e d  u n t i l  w e  r e a c h  t h e  

t i m e - s p a c e  b o u n d a r i e s  ( i . e .  t h r o u g h  t h e  e n f o r c e d  c o n s t r a i n t s )  o r  w e  l o c a t e  t h e  n e c e s s a r y  

a m o u n t  o f  n e i g h b o r s .  F i n a l l y ,  i n  l i n e  2 4  w e  c h e c k  i f  t h e  d e s i r e d  n u m b e r  o f  m e m b e r s  t h a t  

w i l l  p a r t i c i p a t e  i n  t h e  a n o n y m i t y  s e t  o f  t h e  r e q u e s t e r  w e r e  f o u n d .  I f  t h i s  h o l d s ,  t h e n  t h e  

g e n e r a l i z a t i o n  a l g o r i t h m  h a s  s u c c e e d e d  a n d  w e  r e t u r n  t h e  i d e n t i f i e r s  o f  t h e  n e i g h b o r s  ( l i s t  

k_neighbors  a s  w e l l  a s  t h e  3 D  a r e a  i n  w h i c h  t h e y  w e r e  f o u n d .  O t h e r w i s e ,  t h e  g e n e r a l i z a t i o n  

a l g o r i t h m  f a i l s  a n d  t h e  u n l i n k i n g  a l g o r i t h m  h a s  t o  b e  e x e c u t e d .

L i n e s  2 - 1 2  r e p r e s e n t  t h e  b o d y  o f  t h e  in term ediate-elem ent matching  p a r t ,  w h e n  t h e  

r e q u e s t  h a s  t o  m a t c h  t h e  “ p r o p e r ”  i n t e r m e d i a t e  e l e m e n t  o f  o n e  o r  m o r e  m o b i l i t y  p a t t e r n s  o f  

t h e  r e q u e s t e r .  T h i s  c h e c k  t a k e s  p l a c e  i n  l i n e  2 .  I f  a t  l e a s t  o n e  m o b i l i t y  p a t t e r n  i n  t h e  l i s t  

m atched_patterns  m a t c h e s  t h e  r e q u e s t ,  t h e n  t h e  a l g o r i t h m  p r o c e e d s  t o  l i n e  3 .  O t h e r w i s e ,  

w e  h a v e  t o  c h e c k  i f  t h e  r e q u e s t  m a t c h e s  t h e  f i r s t  e l e m e n t  o f  o n e  o f  t h e  r e q u e s t e r ’s  m o b i l i t y  

p a t t e r n s  a n d  t h u s  w e  m o v e  t o  l i n e  1 3 .  I n  l i n e s  3 - 7  w e  g e n e r a l i z e  t h e  s p a c e  a n d  t h e  t i m e  

o f  t h e  r e q u e s t  u n t i l  w e  i d e n t i f y  K - 1  d i f f e r e n t  p o i n t s  i n  t h e  h i s t o r i e s  o f  m o v e m e n t  o f  t h e  

o t h e r  u s e r s  i n  t h e  s y s t e m  —  o n e  f o r  e a c h  n e i g h b o r  o f  t h e  r e q u e s t e r  —  o r  u n t i l  w e  r e a c h  t h e  

p r o v i d e d  g e n e r a l i z a t i o n  c o n s t r a i n t s .  I n  l i n e  8 ,  w e  c h e c k  i f  K - 1  d i f f e r e n t  p o i n t s  ( u s e r s )  w e r e  

f o u n d  d u r i n g  g e n e r a l i z a t i o n .  I f  t h i s  i s  t r u e ,  t h e n  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  h a s  s u c c e e d e d  

a n d  w e  r e t u r n  t h e  3 D  a r e a  ( e n c l o s u r e )  i n  w h i c h  t h o s e  p o i n t s  w e r e  f o u n d .  O t h e r w i s e ,  t h e  

g e n e r a l i z a t i o n  a l g o r i t h m  h a s  f a i l e d  a n d  w e  m u s t  e x e c u t e  t h e  u n l i n k i n g  a l g o r i t h m .

T h e  U n l i n k i n g  A l g o r i t h m

T h e  u n l i n k i n g  a l g o r i t h m  i s  e x e c u t e d  o n l y  w h e n  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  f a i l s .  I t  t r i e s  

t o  c h a n g e  t h e  r e q u e s t e r ’s  i d e n t i f i e r  i n  a  w a y  t h a t  n o n e  o f  h i s / h e r  f u t u r e  r e q u e s t s  c a n  b e  

l i n k e d  w i t h  t h e  o l d  o n e s  ( a t  l e a s t  w i t h  a  h i g h  p r o b a b i l i t y ) .  T h e  a b o v e  m o d i f i c a t i o n  t a k e s

229

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



p l a c e  w h e n e v e r  t h e  r e q u e s t e r  p a s s e s  t h r o u g h  a  d y n a m i c a l l y  d e f i n e d  m i x  z o n e  [ 2 5 ] .  W e  w i l l  

c a l l  s u c h  z o n e s  a s  dzones. R e l a t i v e  t o  m i x  z o n e s ,  t h e  d z o n e s  a r e  d e f i n e d  a s  d y n a m i c a l l y  

i d e n t i f i e d  p h y s i c a l  a r e a s ,  w h e r e  s e r v i c e s  a r e  t e m p o r a r i l y  d i s a b l e d  t o  a l l o w  f o r  t h e  r e n e w a l  

o f  u s e r  i d e n t i t i e s .  S i m i l a r l y  t o  t h e  m i x  z o n e s ,  t h e i r  b a s i c  c h a r a c t e r i s t i c  i s  t h a t  ( a t  l e a s t  

i d e a l l y )  t h e r e  i s  n o  c o n n e c t i o n  b e t w e e n  t h e  u s e r s  w h o  e n t e r e d  t h e  z o n e  a n d  t h o s e  w h o  h a v e  

e x i t e d  i t  b e c a u s e  o f  t h e  c h a n g e  o f  t h e i r  i d e n t i f i e r s ;  t h e  p r o v i d e d  i d e n t i f i e r s  o n  t h e  e x i t ,  a r e  

c o m p l e t e l y  n e w .  T h e  p r i m a r y  c o n d i t i o n  w h i c h  m u s t  o c c u r  i n  o r d e r  f o r  t h e  d z o n e s  t o  p r o t e c t  

t h e  p r i v a c y  o f  t h e  u s e r s ,  i s  t h a t  t h e r e  e x i s t s  a  s u f f i c i e n t  n u m b e r  o f  u s e r s  w i t h i n  t h e  d z o n e .

I n  o u r  p r o p o s e d  m e t h o d o l o g y ,  t h e  d z o n e s  a r e  d e f i n e d  o n  d e m a n d ,  w h e n e v e r  t h e  g e n ­

e r a l i z a t i o n  a l g o r i t h m  f a i l s .  T h e  d y n a m i c  c o n s t r u c t i o n  o f  t h e  d z o n e s  e n a b l e s  t h e  u n l i n k i n g  

a l g o r i t h m  t o  p r o t e c t  t h e  p r i v a c y  o f  t h e  r e q u e s t e r  n o  m a t t e r  w h a t  h i s / h e r  l o c a t i o n  i s  a t  t h e  

t i m e  o f  r e q u e s t .  S u p p o s e  t h a t  a  r e q u e s t  w a s  i n i t i a t e d  f r o m  a  l o c a t i o n  w i t h  s p a t i o t e m p o r a l  

c o o r d i n a t e s  (x,y, t )  a n d  t h a t  spaceCons  a n d  timeCons  a r e  t h e  g i v e n  s p a t i a l  a n d  t e m p o r a l  c o n ­

s t r a i n t s  r e s p e c t i v e l y  i n  t h e  g e n e r a l i z a t i o n  a l g o r i t h m .  W e  c o n s i d e r  a  d z o n e  t o  b e  a  s q u a r e  a r e a  

w h o s e  l i m i t s  a r e  d e f i n e d  b y  t h e  f o l l o w i n g  p o i n t s :  (x  +  2  *  spaceC on s,y  +  2  *  spaceC ons), 

(x  +  2  *  spaceC on s,y  — 2  *  spaceC ons), (x — 2  *  spaceC on s,y  +  2  *  spaceC ons),  a n d  (x — 

2  *  spaceC on s,y  — 2  *  spaceCons). T h e  a b o v e  a s s u m p t i o n  a b o u t  t h e  s i z e  o f  t h e  d z o n e  w a s  

m a d e  s i n c e  t h e  l i m i t s  o f  t h e  g e n e r a l i z a t i o n  a l g o r i t h m s  w e r e  d e f i n e d  b y  t h e  p o i n t s :  (x  +  

spaceC on s,y  +  spaceC ons), (x +  spaceC on s,y  — spaceC ons), (x — spaceC ons,y +  space­

Cons), a n d  (x — spaceC on s,y — spaceC ons). S i n c e  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  w a s  u n a b l e  

t o  i d e n t i f y  t h e  d e s i r e d  n u m b e r  o f  n e i g h b o r s  i n  t h e  a b o v e  a r e a ,  w e  c o n s i d e r e d  t h e  d z o n e  t o  

b e  a  l a r g e r  a r e a  ( i t s  s i z e  d e p e n d s  o n  t h e  v a l u e  o f  t h e  c o n s t r a i n t  spaceCons ) ,  w h i c h  i n c l u d e s  

t h e  a r e a  w h e r e  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  s e a r c h e d .  I n  t h i s  w a y  t h e  p o s s i b i l i t y  o f  t h e  

u n l i n k i n g  a l g o r i t h m  t o  f a i l  a n d  s u b s e q u e n t l y  t h e  r e q u e s t e r ' s  p r i v a c y  t o  b e  j e o p a r d i z e d ,  i s  

b e c o m i n g  s m a l l e r .  M o r e o v e r ,  a t  l e a s t  K - 1  d i f f e r e n t  u s e r s  ( e x c l u d i n g  t h e  r e q u e s t e r )  m u s t  

h a v e  c r o s s e d  t h e  z o n e  i n  t h e  t i m e  p e r i o d  [t — 2  *  timeCons, t +  2  *  tim eCons] i n  o r d e r  f o r  t h e  

u n l i n k i n g  t o  t a k e  p l a c e .  W e  s h o u l d  m e n t i o n  a t  t h i s  p o i n t  t h a t  w h i l e  t h e  u n l i n k i n g  a l g o r i t h m  

i s  e x e c u t e d ,  a l l  s e r v i c e s  i n  t h e  s e l e c t e d  r e g i o n  ( d e f i n i n g  t h e  d z o n e )  a r e  p o s t p o n e d .
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In p u t :  T he tem poral constrain ts timeCons, the spatial constrain ts spaceCons, the  num ber o f users K  sought in  the  dzone. 
O u tp u t :  A  boo lean  value fo r variable k_unlinkability represen ting  the ou tcom e o f  unlinking.

1: fu n c tio n  U N L I N K (tim eC ons, spaceCons, K )
2: w h ile  the  new  generalization  constrain ts o f the dzone have no t been  v io lated  Λ less than  K  users exist in  the  dzone

do
3: G eneralize the  spatio tem poral in fo rm ation  o f  the  request and store th em  in  an  array 3D _area.
4: C ount the num ber o f  new  users w ho have entered  the  dzone after the generalization .

5: i f  less than  K - 1  users (excluding the  requester) w ere found  in  the  dzone V the current request m atched the  last
elem ent o f one o r m ore o f the req u este r’s m obility  patterns th e n  

6: k_unlinkability ^  false.
7: else
8: k_unlinkability ^  true.
9: C hange the  u ser ID  o f the requester and delete h is/her h isto ry  o f m ovem ent as w ell as h is/her m obility  patterns.

10: r e tu rn  (k_unlinkability)

Algorithm 20.2 The unlinking algorithm for historical K-anonymity.

T h e  u n l i n k i n g  a l g o r i t h m  m a y  f a i l  i n  t w o  c a s e s :  e i t h e r  ( i )  l e s s  t h a n  K  u s e r s  c r o s s e d  

t h e  d z o n e  i n  t h e  d e s i r e d  t i m e  p e r i o d ,  o r  ( i i )  t h e  a l g o r i t h m  w a s  c a l l e d  w h e n  t h e  c u r r e n t  

r e q u e s t  m a t c h e d  t h e  l a s t  e l e m e n t  o f  o n e  o r  m o r e  o f  t h e  r e q u e s t e r ’s  m o b i l i t y  p a t t e r n s .  I n  

t h e  l a t t e r  c a s e ,  t h e  a l g o r i t h m  f a i l s  b e c a u s e  t h e  u s e r ’ s  p r e v i o u s  r e q u e s t s  m a t c h e d  o n e  o r  

m o r e  e l e m e n t s  w i t h  h i s / h e r  o l d  i d e n t i f i e r .  I f  t h e  r e q u e s t e r ’s  i d e n t i f i e r  c h a n g e s  w h e n  h i s / h e r  

r e q u e s t  m a t c h e s  t h e  l a s t  e l e m e n t  o f  o n e  o f  h i s / h e r  m o b i l i t y  p a t t e r n s ,  i . e .  w h e n  t h e  r e q u e s t e r  

h a s  r e a c h e d  t h e  e n d  o f  t h i s  m o v e m e n t  p a t t e r n ,  i t  i s  v e r y  p o s s i b l e  t h a t  h i s / h e r  p r i v a c y  i s  

t h r e a t e n e d  ( e v e n  w i t h  a  n e w  i d e n t i f i e r )  b e c a u s e  i n  t h e  f u t u r e  t h e  c l i e n t  i s  v e r y  l i k e l y  t o  

f o l l o w  t h e  s a m e  i t i n e r a r y .  I f  a n  a t t a c k e r  m o n i t o r s  a l l  u s e r s ,  t h e n  h e / s h e  c a n  e a s i l y  f i n d  

o u t  t h a t  t h e  o l d  a n d  t h e  n e w  i d e n t i f i e r  r e f e r  t o  t h e  s a m e  i n d i v i d u a l  a n d  i n  t h i s  w a y  l e a r n  

s e n s i t i v e  d a t a .  O n  t h e  o t h e r  h a n d ,  i f  n o n e  o f  t h e  a b o v e  c o n d i t i o n s  a r e  m e t ,  t h e  u n l i n k i n g  

a l g o r i t h m  s u c c e e d s .  I n  s u c h  a  c a s e ,  a  n e w  i d e n t i f i e r  i s  s u p p l i e d  t o  t h e  r e q u e s t e r  a n d  h i s / h e r  

m o b i l i t y  p a t t e r n s  a s  w e l l  a s  h i s / h e r  h i s t o r y  o f  m o v e m e n t  a r e  d e l e t e d  f r o m  t h e  t r u s t e d  s e r v e r .  

O t h e r w i s e ,  t h e  u n l i n k i n g  a l g o r i t h m  f a i l s  a n d  t h e  p r i v a c y  o f  t h e  r e q u e s t e r  i s  a t  r i s k .

A l g o r i t h m  2 0 . 2  p r e s e n t s  i n  d e t a i l  t h e  e n f o r c e d  u n l i n k i n g  a p p r o a c h .  T h i s  a l g o r i t h m  

i s  e x e c u t e d  o n l y  i f  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  f a i l s  t o  p r o t e c t  t h e  p r i v a c y  o f  t h e  r e q u e s t e r .  

L i n e s  2 - 4  g e n e r a l i z e  t h e  u s e r  r e q u e s t  u n t i l  K  u s e r s  ( i n c l u d i n g  t h e  r e q u e s t e r )  a r e  f o u n d  

i n s i d e  t h e  d z o n e ,  o r  u n t i l  t h e  n e w  s p a t i o t e m p o r a l  c o n s t r a i n t s  a r e  n o t  v i o l a t e d .  I n  l i n e  5 ,  

t h e  a l g o r i t h m  c h e c k s  i f  l e s s  t h a n  K  u s e r s  w e r e  f o u n d  o r  i f  t h e  c u r r e n t  r e q u e s t  m a t c h e d  t h e
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l a s t  e l e m e n t  o f  o n e  o r  m o r e  o f  t h e  r e q u e s t e r ’s  m o b i l i t y  p a t t e r n s .  I f  a t  l e a s t  o n e  o f  t h e s e  

c o n d i t i o n s  i s  t r u e ,  t h i s  m e a n s  t h a t  t h e  u n l i n k i n g  a l g o r i t h m  h a s  f a i l e d  a n d  t h a t  t h e  p r i v a c y  o f  

t h e  r e q u e s t e r  i s  a t  a n  e l e v a t e d  r i s k .  O n  t h e  o t h e r  h a n d ,  i f  n o n e  o f  t h e s e  c o n d i t i o n s  i s  t r u e ,  

t h e n  t h e  a l g o r i t h m  h a s  s u c c e e d e d .  I n  o r d e r  t o  u n l i n k  t h e  r e q u e s t e r ’s  f u t u r e  r e q u e s t s  f r o m  t h e  

p r e v i o u s  o n e s ,  t h e  u n l i n k i n g  a l g o r i t h m  c h a n g e s  t h e  r e q u e s t e r ’s  i d e n t i f i e r  a n d  d e l e t e s  h i s / h e r  

m o b i l i t y  p a t t e r n s  a s  w e l l  a s  h i s / h e r  h i s t o r y  o f  m o v e m e n t  f r o m  t h e  t r u s t e d  s e r v e r  ( l i n e  9 ) .  

T h e  o u t c o m e  o f  t h e  u n l i n k i n g  a l g o r i t h m  i s  r e t u r n e d  i n  l i n e  1 0 .

2 0 . 1 . 2  T h e  M o v e m e n t  D a t a  G e n e r a t o r

T o  e x p e r i m e n t a l l y  e v a l u a t e  t h e  p r o p o s e d  m e t h o d o l o g y ,  w e  i m p l e m e n t e d  a  d a t a  g e n e r a t o r  

t h a t  s i m u l a t e s  r e a l  u s e r s ’ m o v e m e n t  a n d  p r o d u c e s  a  s e t  o f  r e c o r d s  d e p i c t i n g  u s e r s ’ l o c a t i o n s  

a t  p r e - s p e c i f i e d  t i m e  p e r i o d s .  T h e s e  r e c o r d s  c o n s t i t u t e  t h e  h i s t o r i e s  o f  u s e r s ’ m o v e m e n t  i n  

t h e  s y s t e m ,  u s e d  l a t e r  o n  t o  c o n d u c t  t h e  e x p e r i m e n t s .  U s e r s  a r e  a s s u m e d  t o  m o v e  r a n d o m l y  

w i t h i n  a  b o u n d e d  s q u a r e  a r e a ,  w h o s e  s i z e  d e t e r m i n e s  t h e  p o s s i b i l i t y  t h a t  a  s u f f i c i e n t  n u m b e r  

( r e l a t e d  t o  t h e  v a l u e  o f  K )  o f  u s e r s  l i e  n e a r  t h e  r e q u e s t e r  a t  s o m e t i m e  n e a r  t h e  t i m e  o f  

r e q u e s t .  M o r e o v e r ,  t h e  i n i t i a l  p o s i t i o n s  o f  t h e  u s e r s  a r e  r a n d o m l y  s e l e c t e d  a n d  t h e  u s e r s  

b e g i n  t o  m o v e  s i m u l t a n e o u s l y .  T o  m a k e  t h e  m o v e m e n t  o f  t h e  u s e r s  m o r e  r e a l i s t i c ,  t h e  d a y  

i s  d i v i d e d  i n t o  a  s e t  o f  t i m e  z o n e s ,  a n d  p r o b a b i l i t i e s  a r e  u s e d  t o  c o n t r o l  u s e r s ’ m o v e m e n t s  

w i t h i n  e a c h  z o n e .  B y  t a k i n g  i n t o  c o n s i d e r a t i o n  t h e s e  z o n e s  ( a s  w e l l  a s  t h e  p r o b a b i l i t y  

t h a t  a  u s e r  m o v e s  d u r i n g  e a c h  o f  t h e m ) ,  a  s e t  o f  r a n d o m  p o s i t i o n s  a r e  g e n e r a t e d  f o r  e a c h  

u s e r .  E a c h  u s e r  c a n  m o v e  forw ard , backward, left, o r  right. T h e  s p e e d  o f  m o v e m e n t  i s  

a l s o  r a n d o m l y  s e l e c t e d .  O n c e  t h e  h i s t o r i e s  o f  m o v e m e n t  o f  t h e  v a r i o u s  u s e r s  i n  t h e  s y s t e m  

a r e  f o r m e d ,  t h e  g e n e r a t o r  p r o d u c e s  a  s e t  o f  r e q u e s t s ,  a l l  e q u a l l y  d i s t r i b u t e d  w i t h i n  a  p r e ­

s p e c i f i e d  t i m e  p e r i o d .  T h e  l o c a t i o n s  a n d  t i m e s  o f  t h e  r e q u e s t s  a r e  r a n d o m l y  c h o s e n ,  a n d  t o  

p r o h i b i t  t h e  p r o d u c t i o n  o f  a  l a r g e  n u m b e r  o f  r e q u e s t s  i n  a  s m a l l  t i m e  i n t e r v a l ,  t h e  g e n e r a t o r  

a v o i d s  p r o d u c i n g  m o r e  t h a n  5  r e q u e s t s  w i t h i n  a n  h o u r .
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Table 20.1: The considered mobility patterns of the requester.

ID E le m C o n ten ts P e rio d ic ity
1 1 <  { (8 0 0 ,3 4 5 ), (8 0 5 ,3 5 0 )} , [07 : 0 0 ,0 9  : 00] > 3.Days*2.Weeks
1 2 <  { (8 2 0 ,3 5 8 ), (8 3 0 ,3 6 3 )} , [09 : 0 0 ,1 0  : 00] > 3.Days*2.Weeks
1 3 <  { (8 3 5 ,3 6 0 ), (8 4 0 ,3 7 0 )} , [10 : 0 0 ,1 2  : 30] > 3.Days*2.Weeks
1 4 <  { (8 5 0 ,3 5 5 ), (8 5 5 ,3 6 0 )} , [12 : 3 0 ,1 4  : 30] > 3.Days*2.Weeks
2 1 <  { (7 4 0 ,3 0 0 ), (7 5 0 ,3 1 0 )} , [12 : 0 0 ,1 4  : 00] > 5.Days*1.Week
2 2 <  { (7 6 0 ,3 0 0 ), (7 8 0 ,3 1 0 )} , [14 : 0 0 ,1 8  : 00] > 5.Days*1.Week
2 3 <  { (7 0 0 ,3 7 0 ), (7 2 0 ,3 8 0 )} , [10 : 0 0 ,1 2  : 30] > 5.Days*1.Week
3 1 <  { (8 0 0 ,4 0 0 ), (8 2 0 ,4 2 0 )} , [21 : 0 0 ,2 3  : 45] > 1.Day*4.Weeks

2 0 . 1 . 3  E x p e r i m e n t a l  E v a l u a t i o n

I n  t h i s  s e c t i o n  w e  p r e s e n t  t h e  e x p e r i m e n t s  t h a t  w e  c o n d u c t e d  t o  e v a l u a t e  t h e  p r o p o s e d  

m e t h o d o l o g y  f o r  t h e  p r e s e r v a t i o n  o f  h i s t o r i c a l  K - a n o n y m i t y ,  w h e n  a p p l i e d  i n  a  s e r i e s  o f  

d a t a .  T h e s e  e x p e r i m e n t s  c o n s t i t u t e  o n e  c o n t r i b u t i o n  o f  t h i s  w o r k ,  s i n c e  i n  [ 2 6 ]  t h e  e f f e c ­

t i v e n e s s  o f  t h e  p r o p o s e d  s t r a t e g y  w a s  n o t  e v a l u a t e d .

I n  o u r  e x p e r i m e n t s  w e  c o n s i d e r e d  t h e  e x i s t e n c e  o f  1 0 ,  5 0 ,  1 0 0 ,  5 0 0  a n d  1 0 0 0  u s e r s ,  

w h o  m o v e  r a n d o m l y  i n  a  s q u a r e  a r e a  o f  1 0 0 0  s q u a r e  m e t e r s .  T h e i r  s p e e d  o f  m o v e m e n t  i s  

r a n d o m l y  a s s i g n e d  a n d  i t s  v a l u e  l i e s  i n  [ 0 , 1 0 ] m / s e c  ( w h e r e  ‘0 ’ r e p r e s e n t s  i m m o b i l i t y ) .  T h e  

d i r e c t i o n  o f  m o v e m e n t  h a s  f o u r  p o t e n t i a l  v a l u e s :  “ n o r t h ” , “ s o u t h ” , “ w e s t ”  a n d  “ e a s t ” . F u r ­

t h e r m o r e ,  w e  c o n s i d e r e d  t h a t  t h e  h i s t o r y  o f  m o v e m e n t  f o r  a l l  t h e  u s e r s  h a s  r e c o r d i n g s  f o r  a  

p e r i o d  o f  a  m o n t h  a n d  t h a t  s u c h  r e c o r d i n g s  o c c u r  e v e r y  1 5  m i n u t e s .  A m o n g  t h e  u s e r s ,  w e  

s e l e c t e d  a  s i n g l e  r e q u e s t e r  w h o  s e n d s  1 0 0 0  r e q u e s t s  d u r i n g  a  m o n t h ’s  p e r i o d .  T h e  a s s u m p ­

t i o n  o f  a  s i n g l e  r e q u e s t e r  d o e s  n o t  a f f e c t  t h e  r e s u l t s  o f  t h e  e x p e r i m e n t s  s i n c e  w e  c o n s i d e r e d  

t h a t  h e / s h e  i n i t i a t e d  a  l a r g e  n u m b e r  o f  r e q u e s t s  w i t h i n  a  v e r y  s h o r t  t i m e  i n t e r v a l .  T a b l e  

2 0 . 1  c o n t a i n s  t h e  m o b i l i t y  p a t t e r n s  t h a t  w e  c o n s i d e r e d  f o r  t h e  r e q u e s t e r ,  w h e r e  e a c h  P O I  

i s  d e f i n e d  a s  a  r e c t a n g l e  b a s e d  o n  i t s  l o w e r  l e f t  a n d  u p p e r  r i g h t  c o o r d i n a t e s .  F u r t h e r m o r e ,  

f o r  e a c h  m o b i l i t y  p a t t e r n  o f  t h e  r e q u e s t e r  w e  p r o v i d e  t h e  p e r i o d i c i t y  i n  w h i c h  i t  a p p e a r s  i n  

t h e  m o v e m e n t  o f  t h e  u s e r .  T h e  s e l e c t e d  n o t a t i o n  ( b o r r o w e d  f r o m  [ 2 6 ] )  d e f i n e s  t h e  n u m b e r  

o f  t i m e s  t h a t  t h i s  p a t t e r n  a p p e a r s  i n  t h e  m o v e m e n t  o f  t h e  u s e r  ( i . e .  1.Day*4.W eeks  s i m p l y  

s t a t e s  t h a t  t h e  u s e r  i s  e x p e c t e d  t o  f o l l o w  t h i s  p a t t e r n  o f  m o v e m e n t  a t  l e a s t  o n e  d a y  e v e r y  

f o u r  w e e k s ) .
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Table 20.2: The experimental setup.

P a r a m e te r V alues
Size of Area 1000m 2
Number of users { 1 0 ,5 0 ,1 0 0 ,5 0 0 ,1 0 0 0 }
Speed of movement [0 ,10]m /sec
Number of requests 1000
Recordings of user movement for 1 m onth
Frequency of recordings every 15 m in
Level of anonymity (k) { 2 ,3 ,5 ,1 0 ,2 5 ,5 0 ,7 5 ,1 0 0 }
Values for temporal constraints { 1 5 ,3 0 ,1 2 0 ,3 6 0 }  m in
Values for spatial constraints {1 0 0 ,2 0 0 ,5 0 0 }  m eters

T a b l e  2 0 . 3 :  E x p e r i m e n t a l  r e s u l t s  f o r  1 0 ,  5 0  a n d  1 0 0  u s e r s .

U se rs T em p o ra l cons. S p a tia l cons. K F a ilu re s
10 15 m in 100 m 2, 3 27, 28
10 30 m in 100 m 2, 3 20, 28
10 120 m in 200 m 2, 3 18, 26
10 360 m in 500 m 2, 3 14, 25
50 15 m in 100 m 2 ,3 ,5 27, 28, 28
50 30 m in 100 m 2 ,3 ,5 19, 27, 28
50 120 m in 200 m 2 ,3 ,5 13, 26, 26
50 360 m in 500 m 2 ,3 ,5 6, 24, 25
100 15 m in 100 m 2 ,3 ,5 ,  10 22, 27, 28, 28
100 30 m in 100 m 2 ,3 ,5 ,  10 16, 26, 27, 28
100 120 m in 200 m 2 ,3 ,5 ,  10 10, 23, 25, 27
100 360 m in 500 m 2 ,3 ,5 ,  10 6, 22, 23, 25

R e g a r d i n g  t h e  d e s i r e d  l e v e l  o f  a n o n y m i t y ,  w e  c o n s i d e r e d  t h e  f o l l o w i n g  v a l u e s  f o r  

K : { 2 , 3 , 4 , 1 0 , 2 5 , 5 0 , 7 5 , 1 0 0 } .  M o r e o v e r ,  t o  f o r m u l a t e  t h e  s p a t i o t e m p o r a l  c o n s t r a i n t s  w h i c h  

a r e  e s s e n t i a l  f o r  t h e  p r o p e r  e x e c u t i o n  o f  t h e  a l g o r i t h m s ,  w e  r e g a r d e d  t i m e  i n t e r v a l s  o f  

{ 1 5 , 3 0 , 1 2 0 , 3 6 0 }  m i n u t e s  a n d  a r e a s  o f  s i z e  { 1 0 0 , 2 0 0 , 5 0 0 }  m e t e r s .  A l l  t h e  e s s e n t i a l  e x ­

p e r i m e n t a l  s e t u p  p a r a m e t e r s  a r e  s u m m a r i z e d  i n  T a b l e  2 0 . 2 .

T a b l e s  2 0 . 3  a n d  2 0 . 4  d e p i c t  t h e  v a l u e s  t h a t  w e r e  p r o v i d e d  a s  i n p u t  t o  t h e  p r o p o s e d  

a l g o r i t h m s ,  a s  w e l l  a s  t h e  s u c c e s s  r a t i o  f o r  e a c h  c o m b i n a t i o n  o f  t h e s e  v a l u e s  ( c o u n t e d  a s

T a b l e  2 0 . 4 :  E x p e r i m e n t a l  r e s u l t s  f o r  5 0 0  a n d  1 0 0 0  u s e r s .

U se rs T em p. cons. S p a tia l cons. K F a ilu re s
500 15 m in 100 m 2, 3, 5, 10, 25, 50 12, 20, 26, 28, 28, 28
500 30 m in 100 m 2, 3, 5, 10, 25, 50 6 ,1 8 ,2 6 ,  26, 28, 28
500 120 m in 200  m 2, 3, 5, 10, 25, 50 6, 14, 24, 23, 27, 27
500 360 m in 500  m 2, 3, 5, 10, 25, 50 5, 11, 18, 22, 26, 27

1000 15 m in 100 m 2, 3, 5, 10, 25, 50, 75, 100 9, 14, 1 8 ,2 4 , 26, 28, 28, 28
1000 30 m in 100 m 2, 3, 5, 10, 25, 50, 75, 100 4, 12, 17, 21, 24, 26, 28, 28
1000 120 m in 200  m 2, 3, 5, 10, 25, 50, 75, 100 3, 9, 14, 17, 24, 25, 27, 28
1000 360 m in 500  m 2, 3, 5, 10, 25, 50, 75, 100 2, 7, 10, 15, 20, 23, 26, 27
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F i g u r e  2 0 . 1 :  S u c c e s s  r a t i o s  f o r  1 0 ,  5 0  a n d  1 0 0 - a n o n y m i t y .

t h e  n u m b e r  o f  f a i l u r e s  i n  1 0 0 0  r e q u e s t s ) .  A s  o n e  c a n  e a s i l y  o b s e r v e ,  i n  a  t o t a l  n u m b e r  

o f  1 0 0 0  r e q u e s t s ,  t h e  g r e a t e s t  n u m b e r  o f  f a i l u r e s  w a s  o n l y  2 8 ,  w h i l e  t h e  a l g o r i t h m  i n  i t s  

b e s t  p e r f o r m a n c e  e x p e r i e n c e d  o n l y  2  f a i l u r e s ,  a  f a c t  t h a t  i n d i c a t e s  t h e  h i g h  e f f e c t i v e n e s s  

o f  t h e  p r o p o s e d  a p p r o a c h .  M o r e o v e r ,  i t  i s  w o r t h  m e n t i o n i n g  t h a t  t h e  l a r g e s t  n u m b e r  o f  

f a i l u r e s  a p p e a r e d  w h e n  w e  c o n s i d e r e d  t h e  m i n i m u m  n u m b e r  o f  u s e r s  ( i . e .  1 0  u s e r s )  a s  w e l l  

a s  t h e  m i n i m u m  v a l u e s  f o r  t h e  t e m p o r a l  a n d  s p a t i a l  c o n s t r a i n t s  ( i . e .  1 5  m i n u t e s  a n d  1 0 0  

m e t e r s ,  r e s p e c t i v e l y ) .  F i g u r e  2 0 . 1  s u m m a r i z e s  t h e  a t t a i n e d  e x p e r i m e n t a l  r e s u l t s  i n  t h e  f o r m  

o f  g r a p h s .  F o r  b r e v i t y ,  w e  p r e s e n t  o n l y  t h e  f i g u r e s  c o r r e s p o n d i n g  t o  K  =  { 1 0 , 5 0 , 1 0 0 } .  

A s  o n e  c a n  e a s i l y  o b s e r v e ,  t h e  l a r g e s t  s u c c e s s  r a t i o  a p p e a r s  w h e n  w e  c o n s i d e r  t h e  g r e a t e s t  

v a l u e s  f o r  t h e  c o n s t r a i n t s  ( i . e .  3 6 0  m i n u t e s  a n d  5 0 0  m e t e r s )  a n d  t h e  l o w e r  s u c c e s s  r a t i o  

a p p e a r s  w h e n  w e  c o n s i d e r  t h e  m i n i m u m  n u m b e r  o f  u s e r s  ( i . e .  1 0  u s e r s ) .

235

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



20.2 Network Aware Historical K-Anonymity

I n  t h i s  s e c t i o n ,  w e  p r e s e n t  t h e  f i r s t  n e t w o r k  a w a r e  a p p r o a c h  t h a t  w a s  e v e r  p r o p o s e d  f o r  t h e  

o f f e r i n g  o f  h i s t o r i c a l  K - a n o n y m i t y  i n  L B S s .  T h e  p r o p o s e d  a p p r o a c h  i s  g o v e r n e d  b y  t h e  

s a m e  u n d e r l y i n g  p r i n c i p l e s  a s  t h e  o n e s  o f  [ 1 8 5 ] ,  b u t  i t  o f f e r s  m u c h  m o r e  f l e x i b i l i t y  t o  t h e  

u s e r s  a n d  i s  a l s o  m o r e  s e c u r e  t o  a t t a c k s .  S p e c i f i c a l l y ,  t h e  u s e r s  o f  t h e  s y s t e m  c a n  e x p l i c i t l y  

d e f i n e  p a t h s  ( i n s t e a d  o f  j u s t  s e q u e n c e s  o f  P O I s  a s  i n  [ 1 8 5 ] )  i n  t h e  u n d e r l y i n g  n e t w o r k  o f  

u s e r  m o v e m e n t ,  w h e r e  t h e y  c o n s i d e r  t h a t  t h e i r  p r i v a c y  i s  u n d e r  t h r e a t .  F u r t h e r m o r e ,  t h e  

e m p l o y e d  g e n e r a l i z a t i o n  a l g o r i t h m  i s  m o r e  e f f e c t i v e  t h a n  i t s  c o u n t e r p a r t  i n  [ 1 8 5 ]  ( w h i c h  

f o r m u l a t e d  t h e  A S R  b a s e d  o n  t h e  E u c l i d i a n  d i s t a n c e  o f  t h e  r e q u e s t e r  f r o m  h i s / h e r  n e i g h ­

b o r s ) ,  s i n c e  i t  i s  b a s e d  o n  t h e  N N -C loak  a l g o r i t h m  o f  [ 1 0 0 ]  w h i c h  i s  p r o v e d  t o  b e  m o r e  

s e c u r e  a s  i t  a v o i d s  t h e  p l a c e m e n t  o f  t h e  r e q u e s t e r  n e a r  t o  t h e  c e n t e r  o f  t h e  c o m p u t e d  A S R .  

T h e  g e n e r a t e d  A S R  i s  a  r e c t a n g l e  ( i n s t e a d  o f  a  s q u a r e )  t h a t  i s  d e f i n e d  a s  t h e  M B R  e n c l o s u r e  

o f  t h e  u s e r s  p a r t i c i p a t i n g  i n  t h e  a n o n y m i t y  s e t  o f  t h e  r e q u e s t e r .  A s  a n  e f f e c t ,  t h e  c o m p u t e d  

r e g i o n s  o f  a n o n y m i t y  a r e  t y p i c a l l y  m u c h  s m a l l e r  w h e n  c o m p a r e d  t o  t h e  o n e s  t h a t  a r e  p r o ­

d u c e d  b y  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  o f  [ 1 8 5 ] .  I f  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  f a i l s ,  a n  

u n l i n k i n g  a l g o r i t h m  i s  e n f o r c e d  t h a t  u s e s  N N -C loak , a s  w e l l  a s  i t  e f f e c t i v e l y  m o d e l s  t h e  

b a c k g r o u n d  k n o w l e d g e  t h a t  a n  a t t a c k e r  m a y  h a v e  a t  h i s / h e r  d i s p o s a l  w i t h  r e s p e c t  t o  t h e  

c o n n e c t i o n  o f  d i f f e r e n t  r e q u e s t s  t o  t h e  s a m e  i n d i v i d u a l ,  i n  o r d e r  t o  b e t t e r  p r o t e c t  t h e  p r i ­

v a c y  o f  t h e  r e q u e s t e r .  B o t h  t h e  g e n e r a l i z a t i o n  a n d  t h e  u n l i n k i n g  a l g o r i t h m s  a r e  a s s u m e d  

t o  b e  e x e c u t e d  i n  t h e  e n v i r o n m e n t  o f  a  t r u s t e d  s e r v e r ,  j u s t  b e f o r e  t h e  r e q u e s t  i s  f o r w a r d e d  

t o  t h e  a p p r o p r i a t e  s e r v i c e  p r o v i d e r .  I n  w h a t  f o l l o w s ,  i n  S e c t i o n  2 0 . 2 . 1  w e  p r e s e n t  o u r  s o ­

l u t i o n  m e t h o d o l o g y ,  w h i l e  S e c t i o n  2 0 . 2 . 2  c o n t a i n s  a  t h o r o u g h  s e t  o f  e x p e r i m e n t s  t h a t  w e  

c o n d u c t e d  f o r  i t s  e v a l u a t i o n .

2 0 . 2 . 1  S o l u t i o n  M e t h o d o l o g y

O u r  s t r a t e g y  f o r  t h e  o f f e r i n g  o f  h i s t o r i c a l  K - a n o n y m i t y  t o  t h e  r e q u e s t e r s  o f  L B S s  c o n s i s t s  

o f  t w o  a l g o r i t h m s :  a  g e n e r a l i z a t i o n  a l g o r i t h m  a n d  a n  u n l i n k i n g  a l g o r i t h m .  T h e  g e n e r a l ­

i z a t i o n  a l g o r i t h m  i s  e m p l o y e d  w h e n  a  u s e r  r e q u e s t  f o r  a n  L B S  m a t c h e s  a  m o b i l i t y  p a t t e r n
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o f  t h e  r e q u e s t e r .  I n  o u r  p r i v a c y  m o d e l  w e  c o n s i d e r  t h a t  t h e  R e g i o n  i n  e a c h  s p a t i o t e m p o r a l  

e l e m e n t  o f  a  m o b i l i t y  p a t t e r n  c a n  r e p r e s e n t  e i t h e r  a  r e g u l a r l y  v i s i t e d  P O I  o r  a  r o u t e  i n  t h e  

n e t w o r k  t o p o l o g y  o f  u s e r  m o v e m e n t  t h a t  t h e  u s e r  f r e q u e n t l y  f o l l o w s .  A s  i n  [ 2 6 , 1 8 5 ]  t h e  

m o b i l i t y  p a t t e r n s  o f  e a c h  u s e r  a r e  a s s u m e d  t o  b e  k n o w n  a p r i o r i  b y  t h e  t r u s t e d  s e r v e r .

T h e  g e n e r a l i z a t i o n  a l g o r i t h m  o p e r a t e s  e x a c t l y  a s  A l g o r i t h m  2 0 . 1  w i t h  t h e  o n l y  d i f ­

f e r e n c e  t h a t  t h e  g e n e r a l i z a t i o n  o f  t h e  A S R  t h a t  c o n t a i n s  t h e  p a r t i c i p a n t s  o f  t h e  a n o n y m i t y  

s e t  i s  a c h i e v e d  b y  u s i n g  N N -C loak. O n  t h e  o t h e r  h a n d ,  t h e  u n l i n k i n g  a l g o r i t h m  a s s u m e s  

t h e  k n o w l e d g e  o f  a  f u n c t i o n  Link(Ra, Rb) t h a t  p r o v i d e s  t o  t h e  t r u s t e d  s e r v e r  t h e  p r o b a b i l i t y  

o f  a n  a d v e r s a r y  w h o  h a s  k n o w l e d g e  o f  t h e  t w o  r e q u e s t s  R a  a n d  R  t o  l i n k  t h e m  t o  t h e  s a m e  

i n d i v i d u a l .  A s s u m i n g  t h a t  t h e  t r u s t e d  s e r v e r  h a s  t h i s  k i n d  o f  k n o w l e d g e  a t  h i s / h e r  d i s p o s a l ,  

h e / s h e  c a n  d e c i d e  w h e n  t o  d i s c l o s e  a  n e w  r e q u e s t  o f  a  u s e r  t o  t h e  s e r v i c e  p r o v i d e r  s u c h  t h a t  

i t  i s  n o t  l i n k e d  t o  a  p r e v i o u s  r e q u e s t  o f  t h e  s a m e  i n d i v i d u a l .  T h e  u n l i n k i n g  a l g o r i t h m  o p e r ­

a t e s  a s  f o l l o w s :  ( i )  i t  c o n s t r u c t s  a  d z o n e  t h a t  c o n t a i n s  t h e  r e q u e s t e r  a s  w e l l  a s  K - 1  n e a r b y  

u s e r s  b y  u s i n g  N N -C loak, ( i i )  f r o m  t h i s  p o i n t  o n ,  t h e  t r u s t e d  s e r v e r  d e f e r s  f r o m  s e r v i c i n g  

t h e  r e q u e s t s  o f  a n y  o f  t h e  u s e r s  i n s i d e  t h e  d z o n e ,  a s  w e l l  a s  f o r w a r d i n g  t h e i r  l o c a t i o n  u p d a t e s  

t o  t h e  s e r v i c e  p r o v i d e r s ,  ( i i i )  f o r  e a c h  r e c e i v e d  l o c a t i o n  u p d a t e  c o m i n g  f r o m  t h e  r e q u e s t e r  

( a f t e r  t h e  o n e  t h a t  w a s  t r a n s m i t t e d  a s  p a r t  o f  t h e  u s e r  r e q u e s t )  t h e  t r u s t e d  s e r v e r  c o m p u t e s  

t h e  v a l u e  o f  f u n c t i o n  Link  a s  i f  t h e  c u r r e n t  l o c a t i o n  u p d a t e  w a s  p a r t  o f  a  n e w  u s e r  r e q u e s t ,  

( i v )  w h e n  t h e  v a l u e  o f  t h e  Link  f u n c t i o n  d r o p s  b e l o w  a  p r i v a c y  t h r e s h o l d  θ  t h e  t r u s t e d  s e r v e r  

r e s u m e s  t h e  r e g u l a r  o p e r a t i o n  o f  t h e  s y s t e m  i n s i d e  t h e  d z o n e ;  t h i s  m e a n s  t h a t  t h e  t i m e  t h a t  

h a s  p a s s e d  i n  t h e  m e a n w h i l e ,  a s  w e l l  a s  t h e  c u r r e n t  l o c a t i o n  o f  t h e  r e q u e s t e r ,  i s  s u c h  t h a t  

h i s / h e r  p r i v a c y  i s  g u a r a n t e e d .

2 0 . 2 . 2  E x p e r i m e n t a l  E v a l u a t i o n

I n  t h i s  s e c t i o n ,  w e  p r e s e n t  t h e  e x p e r i m e n t s  t h a t  w e  c o n d u c t e d  t o  e v a l u a t e  t h e  q u a l i t y  o f  

t h i s  m e t h o d o l o g y  o n  a  s e t  o f  s y n t h e t i c  d a t a s e t s  t h a t  i n v o l v e d  u s e r  m o v e m e n t  i n  t h e  r e ­

g i o n s  o f  a n  u n d e r l y i n g  n e t w o r k  t o p o l o g y .  I n  a l l  o u r  e x p e r i m e n t s ,  w e  u s e d  d a t a s e t s  t h a t  

w e r e  p r o d u c e d  b y  B r i n k h o f f ’s  n e t w o r k  b a s e d  g e n e r a t o r  o f  m o v i n g  o b j e c t s  [ 3 0 ] .  B y  u s i n g
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B r i n k h o f f ’s  g e n e r a t o r  w e  p r o d u c e d  t h r e e  d a t a s e t s  o f  t r a j e c t o r i e s  b a s e d  o n  t h e  r o a d  n e t w o r k  

o f  t h e  O l d e n b u r g  c i t y .  I n  o u r  e x p e r i m e n t s ,  w e  c o n s i d e r  t h e  e x i s t e n c e  o f  1 0 0 0 - 1 0 0 0 0  u s e r s ,  

w h o  g e n e r a t e  1 0 0 - 5 0 0  r e q u e s t s .  T h e  m o b i l i t y  p a t t e r n s  o f  t h e  u s e r s  w e r e  r a n d o m l y  s e l e c t e d  

a s  p o r t i o n s  o f  t h e i r  h i s t o r i e s  o f  m o v e m e n t .  T o  f o r m u l a t e  t h e  t o l e r a n c e  c o n s t r a i n t s ,  w e  c o n ­

s i d e r e d  t i m e  i n t e r v a l s  ( t _ c o n )  o f  1 - 5  t i m e  u n i t s  a n d  s p a t i a l  i n t e r v a l s  ( s _ c o n )  o f  2 0 0 - 2 5 0 0  

a r e a  u n i t s .  R e g a r d i n g  t h e  d e s i r e d  l e v e l  o f  h i s t o r i c a l  K - a n o n y m i t y ,  w e  c o n s i d e r e d  v a l u e s  o f  

K  i n  t h e  r a n g e  o f  5 - 2 0 0 .  F i n a l l y ,  t o  t e s t  t h e  u n l i n k i n g  a l g o r i t h m ,  w e  a p p r o x i m a t e d  t h e  Link 

f u n c t i o n  b y  c h e c k i n g  f o r  t h e  e x i s t e n c e  o f  K  u s e r s  i n  t h e  c o m p u t e d  A S R  a t  e v e r y  l o c a t i o n  

u p d a t e  f r o m  t h e  t i m e  o f  r e q u e s t  u n t i l  t i m e  t  +  t _ c o n .

I n  F i g u r e s  2 0 . 2 , 2 0 . 3  a n d  2 0 . 4 ,  w e  p r o v i d e  s t a t i s t i c s  r e g a r d i n g :  ( i )  t h e  g e n e r a l i z a ­

t i o n  r a t e  ( g e n _ r a t e )  a s  t h e  p e r c e n t a g e  o f  r e q u e s t s  t h a t  m a t c h e d  a  m o b i l i t y  p a t t e r n  o f  t h e  

r e q u e s t e r ,  ( i i )  t h e  a n o n y m i z a t i o n  r a t e  ( a n o n _ r a t e )  a s  t h e  p e r c e n t a g e  o f  t h e  m a t c h e d  r e q u e s t s  

t h a t  w e r e  s u c c e s s f u l l y  a n o n y m i z e d ,  ( i i i )  t h e  u n l i n k i n g  r a t e  ( u n l i n k _ r a t e )  a s  t h e  p e r c e n t a g e  

o f  t h e  n o n - a n o n y m i z e d  r e q u e s t s  t h a t  w e r e  s u c c e s s f u l l y  u n l i n k e d ,  a n d  ( i v )  t h e  t o t a l  s u c c e s s  

r a t e  ( t o t a l _ r a t e )  a s  t h e  p e r c e n t a g e  o f  r e q u e s t s  t h a t  w e r e  e i t h e r  a n o n y m i z e d  o r  u n l i n k e d .  W e  

s h o u l d  p o i n t  o u t  t h a t  i n  a l l  t e s t e d  c a s e s  t h e  a v e r a g e  t i m e  t h a t  w a s  n e e d e d  b y  t h e  a n o n y m i z e r  

t o  p r o v i d e  K - a n o n y m i t y  o r  u n l i n k  t h e  u s e r  r e q u e s t s  w a s  l e s s  t h a n  8  s e c o n d s .
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F i g u r e  2 0 . 2 :  E x p e r i m e n t s  f o r  5 ,  1 0 ,  a n d  2 0 - a n o n y m i t y  i n  t h e  f i r s t  d a t a s e t .
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2 4 0

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



K=100 Users=10000 Requests=200

100 ,00%

90,00%
80,00%
70,00%
60,00%
50,00%
40,00%
30,00%
20 ,00%
10,00%

0 ,00%
t_con=1

con=1000

sP S5 £ sO CD
CM

o o
o £ LO o sp o o CM

cT cT
LO o 1— LO

CO

0s o LO"
CD

LO_ o o
CO i d CO

CO
o' LO

00
o CM

CDΝ'
CO CO

C-
vP 00 CM CD CD c\T
0 s 00 - 00
N"
CO

CD CD
CO c\T

LOCO
Ν'

t_con=2 t_con=1

s_con=1000 s_con=1500

t_con=2

con=1500

□ gen_rate 
■ anon_rate
□ unlink_rate
□ total rate

K=200 Users=10000 Requests=100

100,00%
90,00%
80,00%
70,00%
60,00%
50,00%
40,00%
30,00%
20 ,00%
10,00%

0 ,00%
t_con=1

con=1500

2? £
o

S5
or?
CO LO

o
o

CO
00

o
LO_ £? LO o

c-
00

r̂
r - '

O
o CO

CO
r̂

LO"
CD00 |— 00

LO"
00

o σ>~ CD 00 CΩ 
00

CO 
CO 
CD

00 O'' 00 00 CN
0 s CD'

1̂ -
00 00

CO 1''- 00 csT LO
c- CN

CO
1—

cm'
LO

CO
h-
''sj-

t_con=2 t_con=1

s_con=1500 s_con=2000

t_con=2

con=2000

□ gen_rate 
■ anon_rate
□ unlink_rate
□ total rate

F i g u r e  2 0 . 4 :  E x p e r i m e n t s  f o r  5 0 ,  1 0 0 ,  a n d  2 0 0 - a n o n y m i t y  i n  t h e  t h i r d  d a t a s e t .
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Chapter 21

A Free Terrain Model for Trajectory

K-Anonymity

I n  t h i s  c h a p t e r ,  w e  i n t r o d u c e  a  p r i v a c y  f r a m e w o r k  f o r  L B S s  t h a t  u t i l i z e s  c o l l e c t e d  m o v e ­

m e n t  d a t a  t o  i d e n t i f y  p a r t s  o f  u s e r  t r a j e c t o r i e s  ( i . e .  r o u t e s ) ,  w h e r e  u s e r  p r i v a c y  i s  a t  a n  

e l e v a t e d  r i s k .  T o  p r o t e c t  t h e  p r i v a c y  o f  t h e  u s e r ,  t h e  p r o p o s e d  m e t h o d o l o g y  t r a n s f o r m s  t h e  

o r i g i n a l  r e q u e s t s  i n t o  a n o n y m o u s  c o u n t e r p a r t s  b y  o f f e r i n g  t r a j e c t o r y  ( i n s t e a d  o f  h i s t o r i c a l )  

K - a n o n y m i t y  t o  t h e  r e q u e s t e r s  o f  L B S s .  A s  a  p r o o f  o f  c o n c e p t ,  w e  h a v e  b u i l t  a  w o r k i n g  

p r o t o t y p e  t h a t  i m p l e m e n t s  o u r  s o l u t i o n  a p p r o a c h  a n d  i s  m a i n l y  u s e d  f o r  e x p e r i m e n t a t i o n  

a n d  e v a l u a t i o n  p u r p o s e s .  T h e  p r o p o s e d  i m p l e m e n t a t i o n  r e l i e s  o n  a  s p a t i a l  D B M S  t h a t  c a r ­

r i e s  o u t  p a r t  o f  t h e  n e c e s s a r y  a n a l y s i s .  F i n a l l y ,  t h r o u g h  a  s e t  o f  e x p e r i m e n t s ,  w e  d e m o n s t r a t e  

t h e  e f f e c t i v e n e s s  o f  t h e  p r o p o s e d  a p p r o a c h  t o  p r e s e r v e  t h e  K - a n o n y m i t y  o f  t h e  u s e r s  f o r  a s  

l o n g  a s  t h e  r e q u e s t e d  s e r v i c e s  a r e  i n  p r o g r e s s .

A n  i m p o r t a n t  c o n t r i b u t i o n  o f  t h e  p r o p o s e d  m e t h o d o l o g y  i s  t h a t  t h e  t r u s t e d  s e r v e r  i s  

c a p a b l e  o f  a u t o m a t i c a l l y  i d e n t i f y i n g  t h e  m o b i l i t y  p a t t e r n s  t h a t  p o s e  a  t h r e a t  t o  t h e  p r i v a c y  

o f  e a c h  u s e r  i n  t h e  s y s t e m ,  i n s t e a d  o f  h a v i n g  t h e m  s p e c i f i e d  b y  t h e  u s e r s .  O n c e  c o m p u t e d ,  

t h e s e  p a t t e r n s  a r e  s t o r e d  i n  t h e  s y s t e m  a n d  u t i l i z e d  b y  t h e  t r u s t e d  s e r v e r  t o  b e t t e r  p r o t e c t  t h e  

p r i v a c y  o f  t h e  r e q u e s t e r s  o f  L B S s .
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T h e  r e s t  o f  t h i s  c h a p t e r  i s  o r g a n i z e d  a s  f o l l o w s :  I n  S e c t i o n  2 1 . 1  w e  i n t r o d u c e  a n d  

m o t i v a t e  t h e  p r o p o s e d  m e t h o d o l o g y  f o r  t r a j e c t o r y  K - a n o n y m i t y  i n  L B S s .  S e c t i o n  2 1 . 2  

p r e s e n t s  t h e  H E S T I A  f r a m e w o r k  [ 7 1 ]  t h a t  r e l i e s  o n  t h e  t r u s t e d  s e r v e r  p a r a d i g m ,  a l o n g  w i t h  

a  s c e n a r i o  o f  s y s t e m  o p e r a t i o n .  S e c t i o n  2 1 . 3  p r e s e n t s  t h e  a l g o r i t h m i c  t e c h n i q u e s  t h a t  s u p ­

p o r t  t h e  p r o p o s e d  p r i v a c y  m e t h o d o l o g y ,  a l o n g  w i t h  a  s e t  o f  i s s u e s  t h a t  p e r t a i n  t o  t h e  i m p l e ­

m e n t a t i o n  o f  t h e  H E S T I A  f r a m e w o r k .  F i n a l l y ,  S e c t i o n  2 1 . 4  e x p e r i m e n t a l l y  e v a l u a t e s  o u r  

p r o p o s e d  m e t h o d o l o g y .

21.1 Introduction

A s  h i g h l i g h t e d  i n  C h a p t e r  1 9 ,  t h e  o b s e r v e d  r e g u l a r i t i e s  i n  t h e  u s e r  t r a j e c t o r i e s  c a n  b e  u s e d  b y  

u n t r u s t e d  e n t i t i e s  t o  b r e a c h  u s e r  p r i v a c y ,  e v e n  w h e n  n o  o t h e r  u s e r  i d e n t i f i c a t i o n  i n f o r m a t i o n  

i s  i n  p l a c e  ( e . g . ,  s o c i a l  s e c u r i t y  n u m b e r ,  f a m i l y  n a m e ,  e t c ) .  T o  o f f e r  p r i v a c y  t o  t h e  u s e r s  

w h e n  r e q u e s t i n g  L B S s ,  i n  t h i s  c h a p t e r  w e  a d o p t  a  p r i v a c y  m o d e l  t h a t  i s  s u i t a b l e  f o r  a n y  

s c e n a r i o  w h e r e  t h e  a t t a c k e r  h a s  k n o w l e d g e  r e g a r d i n g  t h e  u s u a l  h a b i t s  o f  t h e  s u b j e c t s  t h a t  

h e / s h e  w i s h e s  t o  l o c a t e .  T h e  a t t a c k e r  t r i e s  t o  u s e  t h i s  k n o w l e d g e ,  a l o n g  w i t h  t h e  a n o n y m i z e d  

u s e r  r e q u e s t s  t h a t  r e a c h  t h e  s e r v i c e  p r o v i d e r s  a n d  ( p o s s i b l y )  s o m e  s p e c i a l  o n - s i t e  c a m e r a s  

t h a t  a r e  p l a c e d  a t  l o c a t i o n s  w h e r e  t h e  u s e r  i s  e x p e c t e d  ( b a s e d  o n  h i s / h e r  h a b i t s )  t o  p a s s ,  t o  

t r a c k  t h e  u s e r s  d o w n .  T h i s  m o d e l  o f  a t t a c k  i s  b a s e d  o n  t h e  r e a s o n a b l e  a s s u m p t i o n  t h a t  a n y  

a t t a c k e r  i s  b o u n d  t o  s e a r c h  f o r  t h e  s u b j e c t  a t  l o c a t i o n s  t h a t  t h e  s u b j e c t  r e g u l a r l y  v i s i t s .  T h u s ,  

t h e  a t t a c k e r  t r i e s  t o  s t e a l  t h e  i d e n t i t y  o f  t h e  u s e r  b y  o b s e r v i n g  u s e r  r e q u e s t s  t h a t  o r i g i n a t e  

f r o m  p l a c e s  t h a t  a r e  f r e q u e n t l y  v i s i t e d  b y  t h i s  u s e r  a n d  b y  u s i n g  o n - s i t e  c a m e r a s  t o  l o c a t e  

t h e  u s e r  a t  t h e  a r e a  o f  r e q u e s t  ( c a p t u r i n g  t h e  u s e r  t r a j e c t o r y  p a r t  s t a r t i n g  f r o m  t h e  p o i n t  o f  

t h e  u s e r  r e q u e s t  u n t i l  t h e  p r o v i s i o n  o f  t h e  s e r v i c e ) .  A s  a n  e f f e c t ,  i n  t h e  c o n s i d e r e d  p r i v a c y  

m o d e l ,  o n l y  t h e  u s e r s  w h o  r e q u e s t  L B S s  f r o m  p l a c e s  t h a t  t h e y  f r e q u e n t l y  v i s i t  a r e  i n  a n  

i m m e d i a t e  n e e d  f o r  p r i v a c y  p r e s e r v a t i o n  t h r o u g h  t r a j e c t o r y  K - a n o n y m i t y ,  w h e r e a s  f o r  t h e  

o t h e r  r e q u e s t e r s  t h e  r e m o v a l  o f  t h e  o b v i o u s  i d e n t i f i e r s  f r o m  t h e  u s e r  r e q u e s t  i s  e n o u g h  t o  

e n s u r e  t h a t  t h e y  a r e  p r o p e r l y  c o v e r e d  u p ,  s i n c e  t h e  a t t a c k e r s  d o  n o t  e x p e c t  t o  e n c o u n t e r  

t h e m  a t  c e r t a i n  l o c a t i o n s  a t  s p e c i f i c  t i m e s  ( b a s e d  o n  t h e i r  h i s t o r y  o f  m o v e m e n t ) .
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A n  i m m e d i a t e  a d v a n t a g e  o f  t h e  p r o p o s e d  m o d e l  i s  t h a t  t h e  k n o w l e d g e  r e g a r d i n g  t h e  

f r e q u e n t l y  v i s i t e d  p l a c e s  o f  a  u s e r  a l l o w s  t h e  s y s t e m  t o  d e c i d e  w h e n  i t  s h o u l d  p r o v i d e  K — 

a n o n y m i t y  t o  t h e  u s e r  a n d  t h u s  a v o i d s  t o  p a y  t h e  c o m p u t a t i o n a l  c o s t  o f  a n o n y m i t y  u n l e s s  

i t  i s  n e c e s s a r y .  O u r  p r i v a c y  m o d e l  o p e r a t e s  b y  u s i n g  t h e  c o l l e c t e d  l o c a t i o n  u p d a t e s  o f  t h e  

u s e r s  t o  r e c o n s t r u c t  t h e i r  h i s t o r y  o f  m o v e m e n t  a n d  t o  s u b s e q u e n t l y  i d e n t i f y  p a t t e r n s  i n  t h e i r  

m o v e m e n t  h i s t o r y  w h e r e  t h e i r  p r i v a c y  i s  a t  e l e v a t e d  r i s k .  T h e s e  m o b i l i t y  p a t t e r n s ,  r e f e r ­

e n c e d  b o t h  i n  s p a c e  a n d  t i m e ,  a r e  c a l l e d  unsafe routes  a n d  c a p t u r e  r e g u l a r  m o v e m e n t  o f  a  

u s e r  t h a t  h a p p e n s  t o  b e  i r r e g u l a r  f o r  a  s u f f i c i e n t l y  l a r g e  n u m b e r  o f  o t h e r  u s e r s  i n  t h e  s y s t e m .

W e  a r g u e  t h a t  t h e  p r i v a c y  o f  a  u s e r  i s  a t  s t a k e  o n l y  w h e n  r e q u e s t i n g  L B S s  f r o m  

w i t h i n  a n y  o f  h i s / h e r  u n s a f e  r o u t e s  a n d  f o r  a s  l o n g  a s  t h e  u s e r  m o v e s  i n s i d e  h i s / h e r  u n s a f e  

r o u t e s  a n d  t h e  s e r v i c e  w i t h s t a n d s  c o m p l e t i o n .  T o  j u s t i f y  t h i s  c l a i m ,  c o n s i d e r  t h e  s i t u a t i o n  

w h e r e  a  u s e r  r e q u e s t s  a n  L B S  f r o m  a  l o c a t i o n  a n d  a t  a  t i m e  t h a t  d o e s  n o t  m a t c h  a n y  o f  

h i s / h e r  u n s a f e  r o u t e s .  T h e n ,  o n e  o f  t h e  f o l l o w i n g  s t a t e m e n t s  m u s t  h o l d :  e i t h e r  ( i )  t h e  u s e r  

i s  l o c a t e d  a t  a  p l a c e  t h a t  i s  r e g u l a r l y  v i s i t e d  ( a t  t h a t  t i m e  o f  d a y )  b y  a  v e r y  l a r g e  p o r t i o n  o f  

t h e  p o p u l a t i o n ,  t h u s  t h e  u s e r  i s  s h i e l d e d  b y  t h e  c r o w d  a n d  h i s / h e r  a n o n y m i t y  i s  p r o t e c t e d ,  

o r  ( i i )  t h e  u s e r  i s  l o c a t e d  a t  a  p l a c e  t h a t  h e / s h e  r a r e l y  v i s i t s  ( g e n e r a l l y  o r  s p e c i f i c a l l y  a t  t h i s  

t i m e  o f  d a y ) ,  t h e r e f o r e  a n  a d v e r s a r y  w h o  h a s  a c c e s s  t o  t h e  u s e r  m o v e m e n t  d a t a  i s  u n a b l e  t o  

a s s o c i a t e  t h e  l o c a t i o n  o f  t h e  u s e r  t o  h i s / h e r  i d e n t i t y ,  t h u s  b r e a c h  t h e  p r i v a c y  o f  t h e  u s e r .

T h e  p r i v a c y  m o d e l  p r e s e n t e d  i n  t h i s  c h a p t e r  h a s  b e e n  r e a l i z e d  a s  a  s y s t e m  f r a m e ­

w o r k  w h i c h  c o m p r i s e s  o f  f o u r  p h a s e s .  T h e  f i r s t  p h a s e  u s e s  t h e  c o l l e c t e d  l o c a t i o n  u p d a t e s  

a t  t h e  t r u s t e d  s e r v e r  t o  r e c o n s t r u c t  t h e  h i s t o r y  o f  u s e r  m o v e m e n t  HH( u )  o f  e a c h  u s e r  u  i n  

t h e  s y s t e m .  T h i s  p h a s e  i n v o l v e s  t h e  c o n s t r u c t i o n  o f  a  3 D  p o l y l i n e  ( w e  c o n s i d e r  t h a t  t h e  

r e c o n s t r u c t i o n  t a k e s  p l a c e  i n  a  t w o - d i m e n s i o n a l  s p a c e  a n d  a  s i n g l e - d i m e n s i o n a l  t i m e )  t h a t  

c a p t u r e s  t h e  t i m e  s e r i e s  o f  t h e  u s e r  l o c a t i o n  u p d a t e s .  T h e  b e n e f i t  o f  c o n s t r u c t i n g  t h e  3 D  

p o l y l i n e  f r o m  t h e  c o l l e c t e d  l o c a t i o n  u p d a t e s  r e s t s  o n  t h e  f a c t  t h a t  i t  a l l o w s  u s  t o  d e a l  w i t h  

s i t u a t i o n s  w h e r e  t h e  m o b i l e  d e v i c e s  o f  t h e  u s e r s  h a v e  r a t h e r  l o w  t r a n s m i s s i o n  r a t e s  o f  l o c a ­

t i o n  u p d a t e s .  T h i s  i n t r o d u c e s  i m p o r t a n t  g a p s  w h e n  m a p p i n g  ( a t  a  l a t e r  p o i n t )  t h e  l o c a t i o n  

u p d a t e s  t o  a  3 D  g r i d  o f  c e l l s  i n  o r d e r  t o  c a p t u r e  t h e  u n s a f e  r o u t e s  o f  e a c h  u s e r .  T h e  a p ­

244

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



p l i e d  r e c o n s t r u c t i o n  p r o c e s s  a l l o w s  u s  t o  c o m p e n s a t e  f o r  t h e s e  d i s c r e p a n c i e s  a n d  i d e n t i f y  

m e a n i n g f u l  u s e r  m o b i l i t y  p a t t e r n s .  F o l l o w i n g  t h e  r e c o n s t r u c t i o n  o f  t h e  3 D  p o l y l i n e  i s  i t s  

d e c o m p o s i t i o n  i n t o  u s e r  t r a j e c t o r i e s  b a s e d  o n  a p p l i c a t i o n - s p e c i f i c  s p a t i a l  a n d  t e m p o r a l  c o n ­

s t r a i n t s .  T h e  d e c o m p o s i t i o n  o f  t h e  h i s t o r y  o f  u s e r  m o v e m e n t  i n t o  t r a j e c t o r i e s  i s  n e c e s s a r y  

t o  a l l o w  f o r  t h e  d e r i v a t i o n  o f  t h e  u n s a f e  r o u t e s  o f  t h e  u s e r .  T h i s  i s  a c c o m p l i s h e d  i n  t h e  s e c ­

o n d  p h a s e .  T h e  u n s a f e  r o u t e s  c a p t u r e  t h e  t i m e  s e r i e s  o f  l o c a t i o n s ,  w h e r e  t h e  p r i v a c y  o f  t h e  

u s e r  i s  a t  a n  e l e v a t e d  r i s k .  F o r  t h e i r  i d e n t i f i c a t i o n ,  w e  c o n s i d e r  a n  u n c o n s t r a i n e d  m o v e m e n t  

s c e n a r i o  i n  a  f r e e  t e r r a i n ,  w h e r e  t h e  u s e r  c a n  m o v e  f r e e l y  w i t h i n  a  s p a t i a l l y  b o u n d e d  a r e a  

( e . g . ,  a  p a r k ,  a  f o o t b a l l  g r o u n d  o r  —  g e n e r a l l y  —  a n y  o p e n  f i e l d ) .  A f t e r  h a v i n g  i d e n t i f i e d  

t h e  u n s a f e  r o u t e s  f o r  e a c h  u s e r  a n d  d u r i n g  t h e  r e a l - t i m e  o p e r a t i o n  o f  t h e  s y s t e m ,  a  s e a r c h  

i s  p e r f o r m e d  f o r  a  p o t e n t i a l  m a t c h  b e t w e e n  t h e  l o c a t i o n  a n d  t i m e  o f  a  u s e r  r e q u e s t  a n d  a n y  

p o i n t  i n  t h e  r e q u e s t e r ’s  u n s a f e  r o u t e s .  W h i l e  a  l o c a t i o n  m a t c h  h a s  t h e  i n t u i t i v e  m e a n i n g  o f  

t h e  t w o  l o c a t i o n s  c o i n c i d i n g  i n  s p a c e ,  a  t i m e  m a t c h  r e f e r s  t o  t h e  a g r e e m e n t  i n  t i m e  i n  a  p e r i ­

o d i c  w a y ,  w h e r e  t h e  p e r i o d  d e p e n d s  o n  t h e  a p p l i c a t i o n .  I n  t h e  t h i r d  p h a s e ,  w e  o f f e r  p r i v a c y  

t o  t h e  u s e r s  w h o  h a v e  r e q u e s t e d  a n  L B S  f r o m  w i t h i n  a n  u n s a f e  t r i p  t h r o u g h  a  t r a j e c t o r y  

K - a n o n y m i t y  a p p r o a c h  t h a t  i s  t a i l o r e d  t o  t h e  h a n d l i n g  o f  u s e r  m o v e m e n t  d a t a .  F i n a l l y ,  t h e  

f o u r t h  p h a s e  o f  t h e  p r o p o s e d  f r a m e w o r k  d e a l s  w i t h  t h e  e v e n t  o f  f a i l u r e  i n  t h e  p r o v i s i o n  o f  

K - a n o n y m i t y .  I n  t h i s  c a s e ,  t h e  t r u s t e d  s e r v e r  p o s t p o n e s  t h e  s e r v i c i n g  o f  t h e  u s e r  r e q u e s t  f o r  

a  s m a l l  p e r i o d  o f  t i m e  a n d  a t t e m p t s  a t  s o m e  l a t e r  p o i n t  i n  t i m e  t o  o f f e r  K - a n o n y m i t y  t o  t h e  

r e q u e s t e r .  I f  t h e  a n o n y m i z a t i o n  p r o c e s s  f a i l s  a g a i n ,  t h e n  t h e  p r i v a c y  o f  t h e  u s e r  i s  p r o t e c t e d  

b y  d e n y i n g  t h e  s e r v i c i n g  o f  t h e  r e q u e s t .

T h e  c o n t r i b u t i o n s  o f  t h e  p r o p o s e d  m e t h o d o l o g y  a r e  a s  f o l l o w s :

•  W e  i n t r o d u c e  a  f r a m e w o r k  f o r  t h e  p r o v i s i o n  o f  l o c a t i o n  p r i v a c y  t h r o u g h  t h e  u s e  o f  t r a ­

j e c t o r y  K - a n o n y m i t y  i n  L B S s ,  a l o n g  w i t h  a  w o r k i n g  p r o t o t y p e ,  t h e  H E S T I A  s y s t e m ,  

t h a t  i s  u s e d  a s  a  p r o o f  o f  c o n c e p t ,  a s  w e l l  a s  a  t e s t b e d .

•  O u r  a p p r o a c h  o f f e r s  r e a l - t i m e  a n o n y m i z a t i o n  t o  t h e  u s e r s  b y  u t i l i z i n g  b o t h  t h e i r  p a s t  

( c a p t u r e d  t h r o u g h  t h e  h i s t o r y  o f  u s e r  m o v e m e n t )  a n d  t h e i r  p r e s e n t  ( c a p t u r e d  t h r o u g h
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F i g u r e  2 1 . 1 :  T h e  b i g  p i c t u r e  o f  t h e  H E STIA  f r a m e w o r k .

t h e  r e q u e s t s  t h a t  t h e  u s e r  s e n d s  t o  r e c e i v e  L B S s ) .  T o  a c c o m p l i s h  t h a t ,  w e  o f f l i n e  b u i l d  

a  m o d e l  o f  u s e r  m o v e m e n t  b y  i d e n t i f y i n g  u n s a f e  r o u t e s  w h e r e  u s e r  p r i v a c y  i s  a t  r i s k .

•  O u r  a p p r o a c h  u t i l i z e s  a  u s e r  m o v e m e n t  d a t a b a s e  w h i c h  k e e p s  t h e  c u r r e n t  l o c a t i o n s  o f  

t h e  u s e r s  a l o n g  w i t h  t h e i r  h i s t o r y  o f  l o c a t i o n s .  B y  u s i n g  t h e  f u n c t i o n a l i t y  o f  a  s p a t i a l  

D B M S ,  w e  s t o r e  u s e r  s p e c i f i e d  p r i v a c y  p a r a m e t e r s  a l o n g  w i t h  t h e  u s e r s ’ u n s a f e  r o u t e s  

i n  t h e  D B M S ,  a n d  w e  u s e  t h i s  i n f o r m a t i o n  t o  o f f e r  t r a j e c t o r y  p r i v a c y  t o  t h e  u s e r s  w h e n  

r e q u e s t i n g  L B S s .

•  F i n a l l y ,  w e  p r o v i d e  a  t h o r o u g h  d i s c u s s i o n  r e g a r d i n g  a  s e t  o f  i m p l e m e n t a t i o n  d e t a i l s  

t h a t  a l l o w  f o r  a  r e a l - t i m e  o p e r a t i o n  o f  t h e  p r o p o s e d  s y s t e m  a s  w e l l  a s  i t s  t e n t a t i v e  

r e a l i z a t i o n  b y  d i f f e r e n t  s p a t i a l  D B M S s .

21.2 The HESTIA Framework

T h e  H E S T I A  f r a m e w o r k  r e l i e s  o n  t h e  t r u s t e d  s e r v e r  p a r a d i g m  a n d  e x t e n d s  s t a t e - o f - t h e - a r t  

a p p r o a c h e s  f o r  l o c a t i o n  p r i v a c y  b y  p r o v i d i n g  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  t r a j e c t o r y  

K - a n o n y m i t y .  A s  s h o w n  i n  F i g u r e  2 1 . 1 ,  t h e  p r o p o s e d  f r a m e w o r k  c o n s i d e r s  t w o  t y p e s  o f  

e n t i t i e s ,  n a m e l y  ( i )  a  s e t  o f  s u b s c r i b e r s  o r  u s e r s  t h a t  a r e  e l i g i b l e  t o  r e c e i v e  L B S s ,  a n d  ( i i )  

a  s e t  o f  s e r v i c e  p r o v i d e r s  t h a t  o f f e r  t h e  L B S s ,  a n d  t h e  f o l l o w i n g  s y s t e m  c o m p o n e n t s :  ( i )
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a  t e l e c o m m u n i c a t i o n  i n f r a s t r u c t u r e  t h a t  c a r r i e s  o u t  t h e  n e c e s s a r y  c o m m u n i c a t i o n  b e t w e e n  

t h e  r e q u e s t e r s  a n d  t h e  s e r v i c e  p r o v i d e r s ,  a n d  ( i i )  a  s e c u r e  s e r v e r ,  c a l l e d  t h e  H E S T I A  s e r v e r ,  

w h i c h  i s  a s s i g n e d  t h e  t a s k  o f  p r e s e r v i n g  t h e  p r i v a c y  o f  u s e r s  f r o m  t h e  i n f e r e n c e s  t h a t  c a n  

b e  d r a w n  f r o m  u s e r s '  t r a j e c t o r y  d a t a  ( c o l l e c t e d  f r o m  t h e  u s e r s '  m o v e m e n t  h i s t o r y )  w h e n  

s u b m i t t i n g  r e q u e s t s  t o  v a r i o u s  L B S s .  T h e  a l g o r i t h m s  t h a t  a r e  i m p l e m e n t e d  i n  t h e  H E S -  

T I A  s e r v e r  e n a b l e  i t s  o p e r a t i o n  i n  t h e  u n r e s t r i c t e d  m o v e m e n t  o f  u s e r s .  F u r t h e r m o r e ,  t h e  

p r o p o s e d  a l g o r i t h m s  u t i l i z e  t h e  s p a t i a l  i n f r a s t r u c t u r e  o f  a  D B M S  t o  p r o v i d e  f o r  t h e  e f f i ­

c i e n t  m a n i p u l a t i o n  o f  t r a j e c t o r y  d a t a .  I n  w h a t  f o l l o w s ,  w e  p r e s e n t  i n  m o r e  d e t a i l  t h e  r o l e  

o f  e a c h  c o m p o n e n t  t h a t  i s  i n v o l v e d  i n  t h e  H E S T I A  f r a m e w o r k  a n d  p r o v i d e  a  s c e n a r i o  t h a t  

d e m o n s t r a t e s  t h e  d i f f e r e n t  s t e p s  t h a t  a r e  f o l l o w e d  d u r i n g  r e g u l a r  s y s t e m  o p e r a t i o n .

2 1 . 2 . 1  C o m p o n e n t - B a s e d  D e s c r i p t i o n  o f  H E S T I A

T h e  p r i m a r y  c o m p o n e n t  o f  t h e  H E S T I A  f r a m e w o r k  i s  t h e  H E S T I A  s e r v e r ,  w h e r e  t h e  t a s k  

o f  a n o n y m i z a t i o n  a n d  p r i v a c y  p r e s e r v a t i o n  t a k e s  p l a c e .  T h e  H E S T I A  s e r v e r  m a n a g e s  a  u s e r  

m o v e m e n t  h i s t o r y  d a t a b a s e  t h a t  k e e p s  t r a c k  o f  t h e  l o c a t i o n  u p d a t e s  r e c e i v e d  b y  t h e  u s e r s  

a n d  a c c o r d i n g l y  u p d a t e s  t h e i r  s t o r e d  t r a j e c t o r i e s .  T h e  p u r p o s e  o f  t h i s  d a t a b a s e  i s  t w o - f o l d .  

F i r s t ,  i t  m a i n t a i n s  t h e  h i s t o r y  o f  m o v e m e n t  f o r  a l l  u s e r s ,  w h i c h  i s  u s e d  f o r  t h e  d e r i v a t i o n  o f  

t h e i r  u n s a f e  r o u t e s .  S e c o n d ,  i t  a l l o w s  f o r  t h e  c o m p u t a t i o n  o f  t h e  n e a r e s t  n e i g h b o r s  o f  t h e  

r e q u e s t e r  a t  t h e  t i m e  o f  r e q u e s t  a n d  a t  e a c h  s u b s e q u e n t  l o c a t i o n  u p d a t e ,  u n t i l  t h e  r e q u e s t e d  

s e r v i c e  i s  s u c c e s s f u l l y  p r o v i d e d .

T o  a l l o w  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  a  p e r s o n a l i z e d  m a n n e r ,  t h e  H E S T I A  s e r v e r  

s t o r e s  a  u n i q u e  p r i v a c y  p r o f i l e  f o r  e a c h  s u b s c r i b e r  i n  a  p r o f i l e s  d a t a b a s e .  T h i s  p r o f i l e  i s  

m a n a g e d  b y  t h e  u s e r  t h r o u g h  h i s / h e r  m o b i l e  d e v i c e  a n d  i s  s u b s e q u e n t l y  u p l o a d e d  a n d  s t o r e d  

r e m o t e l y  i n  t h e  H E S T I A  s e r v e r .  F u r t h e r m o r e ,  t i e d  t o  e a c h  u s e r  i s  t h e  s e t  o f  u n s a f e  r o u t e s ,  

d e r i v e d  b y  t h e  H E S T I A  s e r v e r  b y  e x a m i n i n g  t h e  m o v e m e n t  h i s t o r y  o f  t h e  u s e r .  T h e  u n s a f e  

r o u t e s  a r e  u p d a t e d  o n  a  r e g u l a r  b a s i s  t o  r e f l e c t  n e w  m o v e m e n t  p a t t e r n s  t h a t  c o n s t i t u t e  a  

p r i v a c y  h a z a r d  f o r  t h e  u s e r .  T h e  o f f e r i n g  o f  t h e  v a r i o u s  L B S s  t o  t h e  u s e r s  o f  H E S T I A  i s  

m a d e  p o s s i b l e  t h r o u g h  a  s e t  o f  s e r v i c e  p r o v i d e r s  t h a t  c o m p u t e  t h e  a n s w e r  t o  t h e  a n o n y m i z e d
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r e q u e s t  a n d  c o m m u n i c a t e  t h i s  i n f o r m a t i o n ,  v i a  t h e  H E S T I A  s e r v e r ,  t o  t h e  u s e r .  I n  t h i s  

p r o c e s s ,  t h e  H E S T I A  s e r v e r  i s  r e s p o n s i b l e  ( i )  f o r  t h e  g e n e r a t i o n  a n d  t h e  t r a n s m i s s i o n  o f  t h e  

a n o n y m i z e d  r e q u e s t  t o  t h e  s e r v i c e  p r o v i d e r s  i n  a  f o r m a t  t h a t  i s  r e c o g n i z a b l e  b y  t h e  s e r v i c e  

p r o v i d e r s ,  ( i i )  t h e  s u b s e q u e n t  f i l t e r i n g  o f  t h e  c a n d i d a t e  a n s w e r s ,  p r o d u c e d  b y  t h e  s e r v i c e  

p r o v i d e r s  ( s i n c e  t h e  a n s w e r  s e t  r e t u r n e d  b y  t h e  s e r v i c e  p r o v i d e r  i s  t y p i c a l l y  a  s u p e r s e t  o f  

t h a t  r e q u e s t e d  b y  t h e  u s e r ) ,  a n d  ( i i i )  t h e  c o m m u n i c a t i o n  o f  t h e  c o r r e c t  a n s w e r  ( b a s e d  o n  t h e  

l o c a t i o n  o f  t h e  u s e r )  t o  t h e  r e q u e s t e r .

2 1 . 2 . 2  A  S c e n a r i o  o f  t h e  H E S T I A  S y s t e m  O p e r a t i o n

D u r i n g  t y p i c a l  s y s t e m  o p e r a t i o n ,  t h e  l o c a l  c o m m u n i c a t i o n  i n f r a s t r u c t u r e  o f  t h e  t e l e c o m  

o p e r a t o r  r e c e i v e s  p e r i o d i c  l o c a t i o n  u p d a t e s  f r o m  a l l  r e g i s t e r e d  p o s i t i o n i n g  d e v i c e s  a n d  f o r ­

w a r d s  t h i s  i n f o r m a t i o n  t o  t h e  H E S T I A  s e r v e r  a t  a  r a t e  t h a t  d e p e n d s  o n  t h e  c a p a b i l i t i e s  o f  

t h e  c l i e n t  p o s i t i o n i n g  d e v i c e ,  t h e  c o v e r a g e  o f  t h e  n e t w o r k  a n d  t h e  t r a f f i c  c o n g e s t i o n  o n  t h e  

s e r v e r - s i d e .  W h e n  t h e  H E S T I A  s e r v e r  r e c e i v e s  a  n e w  l o c a t i o n  u p d a t e  i t  s t o r e s  t h i s  i n ­

f o r m a t i o n  i n  t h e  u s e r  m o v e m e n t  d a t a b a s e  a n d  s u b s e q u e n t l y  p r o c e s s e s  i t  t o  r e c o n s t r u c t  t h e  

m o v e m e n t  t h a t  t h e  s p e c i f i c  u s e r  h a s  f o l l o w e d  f r o m  t h e  l a s t  t r a n s m i t t e d  l o c a t i o n  t o  t h e  c u r ­

r e n t  o n e .  A l t h o u g h  t h e  m o v e m e n t  o f  a  u s e r  i n  s u b s e q u e n t  v i s i t s  t h r o u g h  t h e  s a m e  r o u t e  m a y  

p r o d u c e  a  d i f f e r e n t  s e q u e n c e  o f  l o c a t i o n  u p d a t e s ,  t h e  r e c o n s t r u c t i o n  p r o c e s s  o f  t h e  H E S T I A  

s e r v e r  i s  a b l e  t o  p r o v i d e  a  g o o d  a p p r o x i m a t i o n  o f  t h e  r o u t e  t h a t  w a s  a c t u a l l y  f o l l o w e d  b y  

t h e  u s e r s .  T h e  d e g r e e  o f  t h i s  a p p r o x i m a t i o n  i s  s u f f i c i e n t  t o  a l l o w  f o r  t h e  i d e n t i f i c a t i o n  o f  

t h e  u n s a f e  r o u t e s  o f  t h e  u s e r s  a t  a  l a t e r  p o i n t .

W h e n  c o l l e c t i n g  t h e  i n d i v i d u a l  l o c a t i o n  u p d a t e s  f r o m  t h e  u s e r s ,  a  t r a j e c t o r y  i d e n ­

t i f i c a t i o n  a l g o r i t h m  i s  a p p l i e d  t o  i d e n t i f y  d i s c o n t i n u i t i e s  i n  t h e  u s e r  m o v e m e n t  b e h a v i o r  

( s u c h  a s  a  s e r i e s  o f  l o c a t i o n  u p d a t e s  o r i g i n a t i n g  f r o m  t h e  s a m e  p l a c e )  a n d  b r e a k  t h e  h i s t o r y  

o f  m o v e m e n t  i n t o  a  s e t  o f  t r a j e c t o r i e s .  A f t e r  b e i n g  c o m p u t e d ,  t h e  i d e n t i f i e d  t r a j e c t o r i e s  

a r e  s t o r e d  b a c k  i n  t h e  u s e r  m o v e m e n t  d a t a b a s e  a n d  a r e  s u b s e q u e n t l y  u s e d  b y  t h e  H E S T I A  

s e r v e r  t o  i d e n t i f y  t h e  u n s a f e  r o u t e s  o f  t h e  u s e r .  T h u s ,  g i v e n  t h e  t r a j e c t o r i e s  o f  a  u s e r  w i t h i n  

a  c e r t a i n  t i m e  p e r i o d  ( e . g . ,  a  m o n t h ) ,  t h e  H E S T I A  s e r v e r  i d e n t i f i e s  p a r t s  o f  t h e s e  u s e r  t r a j e c ­
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t o r i e s  t h a t  a r e  f r e q u e n t l y  f o l l o w e d  b y  t h i s  u s e r  a n d  n o t  b y  m a n y  o t h e r  u s e r s  i n  t h e  s y s t e m .  

T h e s e  u n s a f e  r o u t e s  s e r v e  a s  a  p s e u d o - i d e n t i f i e r 1 a n d  f o r  t h i s  r e a s o n ,  t h e  s y s t e m  p r o t e c t s  t h e  

u s e r  w h e n e v e r  h e / s h e  i s  r e q u e s t i n g  s e r v i c e s  w h i l e  h e / s h e  l i e s  w i t h i n  a n y  o f  h i s / h e r  u n s a f e  

r o u t e s .  T o  e n s u r e  a d e q u a t e  p r o t e c t i o n ,  a  p r o c e s s  i n  t h e  H E S T I A  s e r v e r  i s  a s s u m e d  t o  f r e ­

q u e n t l y  s e a r c h  t h e  t r a j e c t o r i e s  o f  a l l  t h e  u s e r s  i n  t h e  s y s t e m  t o  c a p t u r e  a n d  u p d a t e  t h e  u n s a f e  

r o u t e s .  O n c e  i d e n t i f i e d ,  t h e s e  r o u t e s  a r e  s t o r e d  a n d  a r e  u t i l i z e d  b y  t h e  s y s t e m  w h e n e v e r  t h e  

u s e r  r e q u e s t s  a  s e r v i c e .

T h e  H E S T I A  s e r v e r  a c t s  a s  a n  i n t e r m e d i a t e  e l e m e n t  t h a t  a c c e p t s  t h e  i n c o m i n g  u s e r  

r e q u e s t s ,  r e m o v e s  a l l  t h e  n o n - s p a t i a l  q u a s i - i d e n t i f i e r s  a n d  p r o c e e d s  t o  e x a m i n e  w h e t h e r  t h e  

r e q u e s t e r  i s  l o c a t e d  i n  o n e  o f  h i s / h e r  u n s a f e  r o u t e s .  I f  t h i s  i s  t h e  c a s e ,  t h e  u s e r  r e q u e s t  h a s  t o  

b e c o m e  K - a n o n y m o u s  i n  o r d e r  f o r  t h e  u s e r  t o  b e  s a f e .  T o  K - a n o n y m i z e  t h e  r e q u e s t ,  t h e  

t r u s t e d  s e r v e r  g e n e r a l i z e s  b o t h  i t s  s p a t i a l  a n d  t e m p o r a l  c o o r d i n a t e s  t o  c o v e r  a  r e g i o n  w h i c h  

h a s  b e e n  c r o s s e d  b y  a t  l e a s t  K  s u b j e c t s  ( i n c l u d i n g  t h e  r e q u e s t e r )  w i t h i n  a  p e r i o d  o f  t i m e  

c l o s e  t o  t h e  t i m e  t h e  o r i g i n a l  r e q u e s t  w a s  s u b m i t t e d .  E a c h  o f  t h e  K  s u b j e c t s  c a n  t h e n  b e  

c o n s i d e r e d  a s  a  p o t e n t i a l  i s s u e r  o f  t h e  r e q u e s t .  O n  t h e  o t h e r  h a n d ,  i f  t h e  u s e r  i s  i n  a  s a f e  

r o u t e ,  t h e  l o c a t i o n  a n d  t h e  t i m e  o f  t h e  a n o n y m i z e d  r e q u e s t  w i l l  m a t c h  t h e  r e a l  i n f o r m a t i o n .  

I n  a n y  c a s e ,  t h e  a n o n y m i z e d  r e q u e s t  w i l l  b e  f o r w a r d e d  t o  t h e  a p p r o p r i a t e  s e r v i c e  p r o v i d e r  

f o r  s e r v i c i n g ,  a n d  t h e  r e s u l t s  w i l l  b e  f i l t e r e d  b y  t h e  H E S T I A  s e r v e r  t o  i d e n t i f y  t h e  c o r r e c t  

a n s w e r  a n d  f o r w a r d  i t  b a c k  t o  t h e  r e q u e s t e r .  T h i s  c o n c l u d e s  t h e  p r o v i s i o n  o f  t h e  s e r v i c e  i n  

a  p r i v a c y  a w a r e  m a n n e r  s i n c e  o n l y  t h e  H E S T I A  s e r v e r ,  w h i c h  i s  a  t r u s t e d  c o m p o n e n t  o f  t h e  

s y s t e m ,  i s  a w a r e  o f  t h e  r e a l  i d e n t i t y  o f  t h e  r e q u e s t e r  a n d  t h e  s e r v i c e  p r o v i d e r  h a s  n o  w a y  o f  

f i g u r i n g  o u t  w h o  t h e  u s e r  i s .

21.3 The Privacy Model

T h i s  s e c t i o n  i n t r o d u c e s  t h e  f r e e  t e r r a i n  m o d e l  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s .  T h e  H E S ­

T I A  f r a m e w o r k ,  a s  i t  i s  a p p l i e d  t o  t h e  f r e e - t e r r a i n  m o d e l ,  c o n s i s t s  o f  f o u r  p h a s e s .  P h a s e  I

1T h e  te r m  “p s e u d o ”  in  th e  id e n t i f ie r  is  u s e d  to  e m p h a s iz e  th e  f a c t  th a t  th e  k n o w le d g e  o f  a n  u n s a fe  ro u te  

d o e s  n o t  in  th e  g e n e r a l  c a s e  b r e a c h  th e  p r iv a c y  o f  th e  u se r . H o w e v e r , u n d e r  c e r ta in  c i r c u m s ta n c e s ,  a  u s e r  m a y  

b e  u n iq u e ly  id e n t i f ie d  b y  th e  k n o w le d g e  o f  o n e  o f  h is /h e r  u n s a fe  r o u te s .
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F i g u r e  2 1 . 2 :  R e c o n s t r u c t i o n  o f  u s e r  m o v e m e n t  h i s t o r y  i n  t h e  f r e e - t e r r a i n  m o d e l .

i s  r e s p o n s i b l e  f o r  t h e  r e c o n s t r u c t i o n  o f  t h e  h i s t o r y  o f  u s e r  m o v e m e n t  a n d  i t s  s u b s e q u e n t  d e ­

c o m p o s i t i o n  i n t o  t r a j e c t o r i e s .  P h a s e  I I  d e t e c t s  t h e  u n s a f e  r o u t e s  f o r  e a c h  u s e r  i n  t h e  s y s t e m ,  

w h i l e  P h a s e  I I I  i s  r e s p o n s i b l e  f o r  t h e  p r o v i s i o n  o f  t r a j e c t o r y  K - a n o n y m i t y .  F i n a l l y ,  P h a s e  

I V  p r e s e n t s  a  s o l u t i o n  t h a t  r e l i e s  o n  s e r v i c e  d e l a y  o r  d e n i a l  t o  s a f e g u a r d  t h e  p r i v a c y  o f  t h e  

u s e r s  w h e n  K - a n o n y m i t y  f a i l s .  T h e  f o u r  p h a s e s  a r e  d e s c r i b e d  i n  S e c t i o n s  2 1 . 3 . 1 ,  2 1 . 3 . 2 ,  

2 1 . 3 . 3 ,  a n d  2 1 . 3 . 4 ,  r e s p e c t i v e l y .  S e c t i o n  2 1 . 3 . 5  d i s c u s s e s  t h e  c a p a b i l i t y  o f  t h e  p r o p o s e d  a p ­

p r o a c h  t o  o p e r a t e  i n  a  r e a l - t i m e  e n v i r o n m e n t ,  w h i l e  S e c t i o n  2 1 . 3 . 6  p r e s e n t s  a  s e t  o f  i s s u e s  

t h a t  p e r t a i n  t o  t h e  i m p l e m e n t a t i o n  o f  t h e  v a r i o u s  a l g o r i t h m s  i n  t h e  H E S T I A  f r a m e w o r k .

2 1 . 3 . 1  P h a s e  I :  R e c o n s t r u c t i o n  o f  U s e r  M o v e m e n t  H i s t o r y

T h e  f i r s t  s t e p  t o w a r d s  t h e  p r o v i s i o n  o f  t r a j e c t o r y  K - a n o n y m i t y  f o c u s e s  o n  t h e  u t i l i z a t i o n  

o f  t h e  d i s c r e t e  p o i n t s ,  c o l l e c t e d  t h r o u g h  t h e  t r a n s m i t t e d  l o c a t i o n  u p d a t e s ,  t o  r e c o n s t r u c t  

t h e  h i s t o r y  o f  u s e r  m o v e m e n t .  T h e  p u r p o s e  o f  r e c o n s t r u c t i o n  i s  t o  a c c o u n t  f o r  s i t u a t i o n s  

w h e r e  t h e  m o b i l e  d e v i c e s  o f  t h e  u s e r s  h a v e  a  l o w  t r a n s m i s s i o n  r a t e  o f  l o c a t i o n  u p d a t e s .  A s  

a n  e f f e c t ,  l a r g e  s p a t i o t e m p o r a l  g a p s  c a n  b e  i n t r o d u c e d  i n  t h e  h i s t o r y  o f  u s e r  m o v e m e n t ,  a  

f a c t  t h a t  h a s  a n  i m m e d i a t e  c o n s e q u e n c e  o n  t h e  q u a l i t y  o f  t h e  d e r i v e d  u n s a f e  r o u t e s .  T h e  

a p p l i e d  r e c o n s t r u c t i o n  p r o c e s s  a l l o w s  u s  t o  c o m p e n s a t e  f o r  t h e s e  d i s c r e p a n c i e s  a n d  i d e n t i f y  

m e a n i n g f u l  u s e r  m o b i l i t y  p a t t e r n s .

U n d e r  t h e  f r e e  t e r r a i n  m o d e l ,  u s e r s  c a n  m o v e  f r e e l y  t o w a r d s  a n y  d i r e c t i o n  a t  a n y  

t i m e .  T h e  l a c k  o f  c o n s t r a i n t s  i n  t h e  m o v e m e n t  o f  t h e  u s e r s  e n c u m b e r s  t h e  r e c o n s t r u c t i o n  

p r o c e s s .  F i g u r e  2 1 . 2  d e m o n s t r a t e s  t h i s  c l a i m .  S u p p o s e  t h a t  d u e  t o  t h e  s a m p l i n g  r a t e  o f  t h e  

m o b i l e  d e v i c e ,  t h e  s y s t e m  h a s  k n o w l e d g e  o f  t h e  t w o  “ c i r c l e ”  p o i n t s  b u t  l a c k s  k n o w l e d g e  o f
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t h e  i n t e r m e d i a t e  “ s q u a r e ”  p o i n t .  T h u s ,  u n d e r  t h e  l i n e a r  s p a g h e t t i  m o d e l  o f  m o v e m e n t  [ 1 2 3 ] ,  

i t  a s s u m e s  t h a t  t h e  u s e r  m o v e s  a s  s h o w n  b y  t h e  t h i c k  ( r e d )  l i n e .  T h e  r e c o n s t r u c t e d  u s e r  

m o v e m e n t  i s  d e t e r m i n e d  b y  l i n e a r  i n t e r p o l a t i o n  o f  t h e  t w o  c o n s e c u t i v e  p o i n t s ,  a s  d e m o n ­

s t r a t e d  b y  t h e  t h i c k  l i n e .  A s  i t  c a n  b e  n o t i c e d  i n  F i g u r e  2 1 . 2 ,  i f  t h e  s y s t e m  h a d  c o l l e c t e d  

t h e  i n t e r m e d i a t e  “ s q u a r e ”  p o i n t ,  t h e  u s e r  m o v e m e n t  w o u l d  b e t t e r  a p p r o x i m a t e  t h e  r e a l i t y .  

H o w e v e r ,  a s  w e  d e m o n s t r a t e  i n  t h e  f o l l o w i n g  s e c t i o n s ,  a  s t r a t e g y  t h a t  i s  b a s e d  o n  a  3 D  g r i d  

a l l o w s  u s  t o  c o m p e n s a t e  f o r  c e r t a i n  d i s c r e p a n c i e s  t h a t  a r e  i n t r o d u c e d  a s  p a r t  o f  t h e  r e c o n ­

s t r u c t i o n  p r o c e s s .  T o  p e r f o r m  t h e  r e c o n s t r u c t i o n ,  w e  i t e r a t i v e l y  c o n s t r u c t  t h e  3 D  p o l y l i n e  

o f  t h e  u s e r  m o v e m e n t  h i s t o r y ,  b y  r e c o n s t r u c t i n g  t h e  r o u t e  f o l l o w e d  b y  t h e  u s e r ,  s e g m e n t  b y  

s e g m e n t .  M o r e  s p e c i f i c a l l y ,  g i v e n  t w o  c o n s e c u t i v e  l o c a t i o n  u p d a t e s ,  t h e  p r o p o s e d  a l g o r i t h m  

r e c o n s t r u c t s  t h e  c o r r e s p o n d i n g  s e g m e n t  b y  j o i n i n g  t h e  ( x ,  y )  p o i n t s  o f  t h e  l o c a t i o n  u p d a t e s .

A f t e r  r e c o n s t r u c t i n g  t h e  h i s t o r y  o f  m o v e m e n t  f o r  e a c h  u s e r  f r o m  t h e  c o l l e c t e d  s p a -  

t i o t e m p o r a l  m e a s u r e m e n t s ,  t h e  n e x t  s t e p  i s  t o  a p p r o p r i a t e l y  d e c o m p o s e  i t  i n t o  a  s e r i e s  o f  

t r a j e c t o r i e s .  T h i s  p r o c e s s  t a k e s  i n t o  a c c o u n t  t h e  m o v e m e n t  b e h a v i o r  o f  e a c h  u s e r ,  w h i c h  

a l l o w s  f o r  a  d i f f e r e n t  d e c o m p o s i t i o n  o f  h i s / h e r  h i s t o r y  o f  m o v e m e n t .  T h e  i d e n t i f i c a t i o n  o f  

t h e  t r a j e c t o r i e s  t h a t  e x i s t  w i t h i n  t h e  h i s t o r y  o f  m o v e m e n t  o f  a  u s e r ,  i s  a c c o m p l i s h e d  t h r o u g h  

t h e  a p p l i c a t i o n  o f  a  t r a j e c t o r y  i d e n t i f i c a t i o n  a l g o r i t h m ,  w h i c h  o p e r a t e s  b y  t a k i n g  i n t o  a c ­

c o u n t  t h e  s p a t i a l  a n d / o r  t e m p o r a l  d i s p l a c e m e n t  b e t w e e n  s u c c e s s i v e  l o c a t i o n  u p d a t e s  i n  t h e  

h i s t o r y  o f  u s e r  m o v e m e n t .  T h e r e  a r e  s e v e r a l  m e t h o d o l o g i e s  t h a t  c a n  b e  a p p l i e d  f o r  t h i s  

p u r p o s e  [ 6 3 ] .  H o w e v e r ,  a l l  m e t h o d o l o g i e s  a r e  a p p l i c a t i o n - s p e c i f i c  a n d  t h u s  k n o w l e d g e  i s  

r e q u i r e d  r e g a r d i n g  t h e  p a r a m e t e r s  t h a t  s i g n i f y  t h e  e n d i n g  o f  t h e  c u r r e n t  u s e r  t r a j e c t o r y  a n d  

t h e  b e g i n n i n g  o f  a  n e w  t r a j e c t o r y .  A s s u m i n g  t h a t  w e  h a v e  t h i s  k i n d  o f  k n o w l e d g e ,  t h e  

H E S T I A  s e r v e r  e x a m i n e s  t h e  h i s t o r y  o f  m o v e m e n t  f o r  e a c h  u s e r ,  e x t r a c t s  t h e  c o r r e s p o n d ­

i n g  t r a j e c t o r i e s ,  s t o r e s  t h e m  i n  t h e  u s e r  m o v e m e n t  h i s t o r y  d a t a b a s e  a n d  l i n k s  t h e m  t o  t h e  

a p p r o p r i a t e  u s e r .
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F i g u r e  2 1 . 3 :  U s i n g  a  t h r e e  d i m e n s i o n a l  ( 3 D )  g r i d  f o r  t h e  s p a t i o t e m p o r a l  g e n e r a l i z a t i o n  a n d  

t h e  d e r i v a t i o n  o f  t h e  u n s a f e  r o u t e s .

2 1 . 3 . 2  P h a s e  I I :  D e r i v a t i o n  o f  t h e  U n s a f e  R o u t e s

T h e  n o t i o n  o f  a  f r e q u e n t  r o u t e ,  a s  p r o v i d e d  i n  D e f i n i t i o n  1 1  ( s e e  S e c t i o n  1 9 . 3 ) ,  r e q u i r e s  

t h a t  t h e  u s e r  f o l l o w s  t h e  e x a c t  s a m e  r o u t e  f o r  a  n u m b e r  o f  t i m e s .  H o w e v e r ,  b y  t a k i n g  i n t o  

a c c o u n t  t h e  f a c t  t h a t  i n  t h e  f r e e - t e r r a i n  m o d e l  t h e  m o v e m e n t  i s  u n c o n s t r a i n e d ,  o n e  c a n  

r e a l i z e  t h a t  i t  i s  r a t h e r  u n r e a l i s t i c  f o r  a  p e r s o n  t o  e x h i b i t  t h i s  k i n d  o f  b e h a v i o r .  F o r  t h i s  

r e a s o n ,  a n d  i n  o r d e r  t o  i d e n t i f y  t h e  u n s a f e  r o u t e s  o f  e a c h  u s e r ,  i n  w h a t  f o l l o w s  w e  r e l a x  t h i s  

a s s u m p t i o n  b y  u s i n g  a  3 D  g r i d .  S p e c i f i c a l l y ,  t o  d e r i v e  t h e  u n s a f e  r o u t e s ,  w e  o v e r l a y  a  3 D  

g r i d  o v e r  t h e  t o t a l  a r e a  t h a t  i s  c o v e r e d  b y  t h e  t r u s t e d  s e r v e r  a n d  d i s c r e t i z e  t h e  u s e r  m o v e m e n t  

i n t o  a  s e t  o f  s p a t i o t e m p o r a l  r e g i o n s  o r  cells. T h e n ,  i n s t e a d  o f  u s i n g  t h e  o b s e r v e d  p o s i t i o n  

o f  t h e  u s e r  i n  t h i s  v o l u m e ,  w e  m a k e  u s e  o f  t h e  I D  o f  t h e  c e l l  t h a t  c o n t a i n s  t h e  o b s e r v e d  

p o s i t i o n .  T h u s ,  t h e  o b s e r v e d  p o s i t i o n s  a r e  s u b s t i t u t e d  b y  t h e  c o r r e s p o n d i n g  c e l l  i d e n t i f i e r s .

C o n s i d e r  t h e  i l l u s t r a t i o n  o f  F i g u r e  2 1 . 3 ,  w h e r e  t h e  t e m p o r a l  c o o r d i n a t e  r e s t s  o n  t h e  

t i m e  o f  d a y  a n d  t h e  t r a j e c t o r i e s  d e p i c t  m o v e m e n t s  o f  t h e  u s e r s  i n  t h e  p e r i o d  o f  a  d a y .  T h e  

s i z e  o f  t h e  c e l l s  i n  t h i s  g r i d  d e t e r m i n e s  t h e  t o l e r a n c e  o f  t h e  m o d e l  t o  n o i s y  d a t a .  F o l l o w i n g  

t h e  p a r t i t i o n i n g  o f  t h e  3 D  s p a c e ,  e a c h  c o l l e c t e d  ( x ,  y, t )  m e a s u r e m e n t  c a n  b e  m a p p e d  t o  t h e  

a p p r o p r i a t e  c e l l  t h r o u g h  t h e  u s e  o f  a  m a p p i n g  f u n c t i o n  M  : ( x ,  y ,  t ) ^  C I D ,  i m p l e m e n t e d  

a s  p a r t  o f  t h e  s p a t i a l  D B M S 2 . I n  t h e  c a s e  o f  F i g u r e  2 1 . 3 ,  b o t h  x  a n d  y  c o o r d i n a t e s  a r e

2T h is  is  a  s im p le  s p a t ia l  fu n c t io n  th a t  te s ts  th e  c o n ta in m e n t  o f  o n e  g e o m e tr y  ( th e  p o in t  o f  r e q u e s t)  to  a  se t
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a b s t r a c t e d  t o  h u n d r e d s  o f  m e t e r s ,  w h i l e  t i m e  t i s  a b s t r a c t e d  t o  t e n s  o f  m i n u t e s .  B y  u s i n g  

t h i s  s t r a t e g y  i n  t h e  p a r t i t i o n e d  s p a c e ,  e a c h  t r a j e c t o r y  T (u) o f  a  u s e r  u c a n  b e  r e p r e s e n t e d  

a s  a  t u p l e  T ( u )  =  ( u ,  s ) ,  w h e r e  s  i s  t h e  s e q u e n c e  o f  c e l l  i d e n t i f i e r s  (C lD s)  c o v e r i n g  t h e  

s p a t i o t e m p o r a l  l o c a t i o n s  t h a t  t h e  u s e r  t r a v e r s e d  i n  t h e  c o r r e s p o n d i n g  t r a j e c t o r y .  T h i s  i s  

d e m o n s t r a t e d  i n  F i g u r e  2 1 . 3  ( r i g h t ) ,  w h e r e  a  t r a j e c t o r y  i s  d e c o m p o s e d  i n t o  a  s e t  o f  ClD s 

[ c id \ , . . . ,c id 7}  b a s e d  o n  t h e  c e l l s  t h a t  t h e  u s e r  t r a v e r s e d .  S i n c e  e a c h  C I D  i s  r e f e r e n c e d  i n  

t i m e ,  w i t h o u t  a n y  l o s s  o f  i n f o r m a t i o n ,  w e  c a n  c o n s i d e r  s  t o  b e  a n  u n o r d e r e d  set  i n s t e a d  o f  

a  s e q u e n c e  o f  e l e m e n t s  [ 6 3 ] .  T h u s ,  t h e  u s e r  m o v e m e n t  h i s t o r y  d a t a b a s e  w i l l  c o l l e c t  t h e  

t r a j e c t o r i e s  f o r  a l l  t h e  u s e r s  a s  a  s e r i e s  o f  t r a n s a c t i o n s  T =  (u, tid, s) (tid  i s  t h e  u n i q u e  

i d e n t i f i e r  o f  t h e  t r a j e c t o r y ) .  A s  o n e  c a n  o b s e r v e ,  t h r o u g h  t h i s  a b s t r a c t i o n  p r o c e s s ,  a  s e t  o f  

s p a t i o t e m p o r a l  d a t a  ( 3 D  p o l y l i n e s )  i s  t r a n s f o r m e d  i n t o  m a r k e t - b a s k e t  d a t a  ( c e l l s  r e f e r e n c e d  

i n  b o t h  s p a c e  a n d  t i m e ) ,  w h e r e  e a c h  t r a j e c t o r y  i s  m a p p e d  t o  a  t r a n s a c t i o n  a n d  e a c h  p o i n t  

w i t h i n  t h e  t r a j e c t o r y  i s  m a p p e d  t o  a n  i t e m  o f  t h e  t r a n s a c t i o n .  I n  o r d e r  t o  i d e n t i f y  t h e  f r e q u e n t  

r o u t e s  o f  a  u s e r ,  w e  a p p l y  f r e q u e n t  i t e m s e t  m i n i n g  [ 1 2 , 1 4 , 8 1 , 8 7 , 1 1 8 , 1 5 8 , 1 6 9 , 1 8 7 ]  t o  t h e  

t r a n s a c t i o n s  p r o d u c e d  f r o m  a l l  t h e  u s e r ’s  t r a j e c t o r i e s  i n  t h e  s y s t e m ,  a s  c o l l e c t e d  f r o m  t h e  

h i s t o r y  o f  u s e r  m o v e m e n t .  S i n c e  i n  f r e q u e n t  i t e m s e t  m i n i n g  d u p l i c a t e  i t e m s  a r e  n e g l e c t e d ,  

w e  r e m o v e  t h e  C lD s  t h a t  a p p e a r  i n  a  t r a n s a c t i o n  m o r e  t h a n  o n c e .  F o r  t h e  p u r p o s e s  o f  t h i s  

p r o c e s s ,  t h e  t i m e  r e c o r d i n g s  i n  t h e  u s e r  t r a j e c t o r i e s  a r e  t r a n s f o r m e d  i n t o  u n a n c h o r e d  t i m e s  

i n  t h e  3 D  g r i d  t o  d e p i c t  t i m e  i n  a  generic  d a y  ( e . g . ,  3 / 1 7 / 2 0 0 8 ,  1 0 : 3 0 a m  ^  1 0 : 3 0 a m ) .

G i v e n  t h e  u s e r  m o v e m e n t  h i s t o r y  d a t a b a s e  D , l e t  D u b e  t h e  p o r t i o n  o f  D  t h a t  c o l l e c t s  

t h e  t r a j e c t o r i e s  o f  u s e r  u ,  d e p i c t e d  a s  t r a n s a c t i o n s  i n  t h e  f o r m  T =  (u, tid, s). A c c o r d i n g l y ,  

l e t  D u b e  t h e  v i e w  t h a t  c o n t a i n s  t h e  t r a n s a c t i o n s  T  i n  D  — D u . A l g o r i t h m  2 1 . 1  c a n  b e  a p p l i e d  

a s  a  p a t c h  t o  a n y  f r e q u e n t  i t e m s e t  m i n i n g  a p p r o a c h  t o  e n a b l e  t h e  d i s c o v e r y  o f  t h e  u n s a f e  

r o u t e s  f r o m  t h e  f r e q u e n t  r o u t e s  o f  a  u s e r .  T h e  u n s a f e  r o u t e s  o f  e a c h  u s e r  a r e  c a p t u r e d  a s  t h e  

c e l l s  o f  t h e  s u p e r i m p o s e d  3 D  g r i d  t h a t  a r e  f r e q u e n t l y  v i s i t e d  b y  t h i s  u s e r  a n d  i n f r e q u e n t l y  

v i s i t e d  b y  t h e  r e s t  o f  t h e  p o p u l a t i o n .  T h e  a l g o r i t h m  t a k e s  c h a r g e  a t  t h e  p o i n t  w h e r e  t h e  

f r e q u e n t  i t e m s e t  m i n i n g  a p p r o a c h  d e c i d e s  w h e t h e r  a  c a n d i d a t e  i t e m s e t  i s  f r e q u e n t  o r  n o t .  

o f  o th e r  g e o m e tr ie s  ( th e  c e l ls  o f  th e  3 D  g r id ) .
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A l g o r i t h m  2 1 . 1  D e r i v a t i o n  o f  u n s a f e  r o u t e s  i n  t h e  f r e e - t e r r a i n  m o d e l

1 p ro c e d u re  UnsafePaths(Du, Du, freq, MSO)
2 Ds ^  Du sorted based on the ID of each user u
3 fo rea ch  itemset I e  Du frequency(I) > freq do
4 i f  RSup(I, Ds, freq) > MSO th e n
5 treat I as infrequent in Du > the route is safe
6 else
7 proceed as usual > the route is unsafe

8 fu n c tio n  RSup(I, Ds, freq)
9 count ̂  0
10: fo rea ch  distinct user u e Ds d o
11: T = {<  u, tid, s > such that I e s}
12: i f  |T| >  freq th e n
13: count ̂  count + 1
14: r e tu rn  count

S p e c i f i c a l l y ,  i f  a n  i t e m s e t  i s  f o u n d  t o  b e  f r e q u e n t  f o r  a  u s e r  u ( t h u s ,  i t  a p p e a r s  a  n u m b e r  o f  

t i m e s  t h a t  i s  a t  l e a s t  e q u a l  t o  t h e  f r e q u e n c y  t h r e s h o l d  freq),  A l g o r i t h m  2 1 . 1  e x a m i n e s  t h e  

f r e q u e n c y  o f  t h i s  i t e m s e t  f o r  t h e  r e s t  o f  t h e  u s e r s  i n  t h e  s y s t e m .  T h e n ,  i f  t h e  n u m b e r  o f  

t h e  u s e r s  i n  t h e  s y s t e m  f o r  w h o m  t h i s  i t e m s e t  i s  a l s o  f r e q u e n t  e x c e e d s  a  m i n i m u m  s y s t e m -  

d e f i n e d  t h r e s h o l d  M S O ,  t h i s  m e a n s  t h a t  t o o  m a n y  u s e r s  s u p p o r t  t h e  c o r r e s p o n d i n g  r o u t e  

a n d  t h u s  i t  c a n n o t  b e  c o n s i d e r e d  a s  u n s a f e  f o r  u .  O t h e r w i s e ,  t h e  f r e q u e n t  r o u t e  i s  m a r k e d  a s  

u n s a f e  f o r  u .  A f t e r  i d e n t i f y i n g  t h e  u n s a f e  r o u t e s ,  t h e  H E S T I A  s y s t e m  s t o r e s  t h e m  a n d  l i n k s  

t h e m  t o  t h e  a p p r o p r i a t e  u s e r .

A l g o r i t h m  2 1 . 1  o p e r a t e s  a s  f o l l o w s .  F i r s t ,  i t  s o r t s  t h e  t r a j e c t o r i e s  ( i . e .  t r a n s a c t i o n s )  

o f  e a c h  u s e r  i n  t h e  s y s t e m  ( o t h e r  t h a n  u )  i n  a s c e n d i n g  o r d e r  b a s e d  o n  t h e  u s e r  I D  ( l i n e  

2 ) .  T h e n ,  i t  u s e s  t h e  t r a j e c t o r i e s  o f  u s e r  u  ( a s  c o l l e c t e d  i n  D u )  t o  i d e n t i f y  t h e  f r e q u e n t  

i t e m s e t s  c o r r e s p o n d i n g  t o  t h e  f r e q u e n t  r o u t e s  o f  t h i s  u s e r  ( l i n e  3 ) .  T h e  n e x t  s t e p  o f  t h e  

a l g o r i t h m  i s  t o  d e c i d e  w h e t h e r  a n  i d e n t i f i e d  f r e q u e n t  r o u t e  o f  t h e  u s e r  i s  s a f e  o r  u n s a f e .  T h i s  

i s  a c c o m p l i s h e d  i n  l i n e s  8 - 1 4 .  I n  t h e  c a s e  t h a t  a  f r e q u e n t  r o u t e  o f  u s e r  u  i s  a l s o  f r e q u e n t  f o r  

m a n y  o t h e r  u s e r s  i n  t h e  s y s t e m ,  t h i s  r o u t e  i s  s a f e  f o r  u a n d  i s  t h e r e f o r e  d i s c a r d e d  f r o m  t h e  l i s t  

o f  u n s a f e  r o u t e s  f o r  u  ( l i n e  5 ) .  O n  t h e  c o n t r a r y ,  i f  t h i s  r o u t e  i s  n o t  a d e q u a t e l y  s u p p o r t e d  b y  

t h e  r e s t  o f  t h e  p o p u l a t i o n  i n  t h e  s y s t e m  t h e n  i t  i s  m a r k e d  a s  u n s a f e  f o r  u s e r  u a n d  i s  i n c l u d e d  

i n  t h e  o u t p u t  o f  t h e  a l g o r i t h m  ( l i n e  7 ) .  O v e r a l l ,  A l g o r i t h m  2 1 . 1  r e t u r n s  t h o s e  i t e m s e t s  o f  u  

t h a t  c o r r e s p o n d  t o  t h i s  u s e r ’s  u n s a f e  r o u t e s .
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1: function MatchReqtoUPath(C, O, Re, frun, Rp)
2: CID Lc ^  M (Re)
3: if frun = true then
4: foreach l e C do
5: if l.cell = Lc then
6: return true
7: else
8: CIDLp ^  M (Rp)
9: if O[Lp] [Lc] = 1 then
10: return true
11: return false

Algorithm 21.2 Match of user requests in the free terrain model.

2 1 . 3 . 3  P h a s e  I I I :  T r a j e c t o r y  K - A n o n y m i t y

T h e  d e r i v a t i o n  o f  t h e  u n s a f e  r o u t e s  p r o v i d e s  t h e  m e a n s  f o r  t h e  p r e s e r v a t i o n  o f  t r a j e c t o r y  

K - a n o n y m i t y ,  s i n c e  t h e s e  r o u t e s  d e f i n e  t h e  u n s a f e  ( s p a t i o t e m p o r a l )  r e g i o n s  f o r  e a c h  u s e r  

o n  t h e  m o v e .  T h e  o f f e r i n g  o f  t r a j e c t o r y  K - a n o n y m i t y  i n v o l v e s  t w o  s t e p s .  T h e  f i r s t  s t e p  

e x a m i n e s  t h e  p o t e n t i a l  m a t c h i n g  o f  t h e  l o c a t i o n  o f  t h e  r e q u e s t e r  t o  o n e  o f  h i s / h e r  u n s a f e  

r o u t e s  ( A l g o r i t h m  2 1 . 2 ) .  P r o v i d e d  t h a t  s u c h  a  m a t c h i n g  e x i s t s ,  t h e  s e c o n d  s t e p ,  p r e s e n t e d  

i n  A l g o r i t h m  2 1 . 3 ,  o f f e r s  p r i v a c y  t o  t h e  u s e r  b y  m e a n s  o f  t r a j e c t o r y  K - a n o n y m i t y .

M a t c h i n g  o f  a  U s e r  R e q u e s t  t o  a n  U n s a f e  R o u t e  o f  t h i s  U s e r

W h e n  a  u s e r  r e q u e s t s  a n  L B S  f r o m  w i t h i n  t h e  a r e a  o f  a  c e l l ,  t h e  t r u s t e d  s e r v e r  r e c e i v e s  t h e  

r e q u e s t  a n d  e x a m i n e s  t h e  u n s a f e  r o u t e s  o f  t h e  r e q u e s t e r  t o  d e c i d e  w h e t h e r  h i s / h e r  p r i v a c y  

i s  a t  s t a k e .  A l g o r i t h m  2 1 . 2  p r e s e n t s  a n  e f f i c i e n t  m e t h o d o l o g y  f o r  t h e  d e t e r m i n a t i o n  o f  ( i )  

a  m a t c h i n g  o f  t h e  i n i t i a l  u s e r  r e q u e s t  R  t o  o n e  o f  t h e  u s e r ’s  u n s a f e  r o u t e s ,  a n d  ( i i )  t h e  

s u b s e q u e n t  m a t c h e s  u n t i l  t h e  c o m p l e t i o n  o f  t h e  s e r v i c e .

A s  a  f i r s t  s t e p ,  t h e  a l g o r i t h m  u s e s  a  f u n c t i o n  M  ( i m p l e m e n t e d  o n  t h e  s p a t i a l  D B M S )  

t h a t  m a p s  t h e  u s e r  l o c a t i o n  t o  t h e  a p p r o p r i a t e  CID. A  b o o l e a n  v a r i a b l e  frun  i s  p r o v i d e d  a s  

i n p u t  t o  t h e  a l g o r i t h m  t o  a l l o w  i t  d i s t i n g u i s h  b e t w e e n  t h e  s e a r c h  f o r  a n  i n i t i a l  m a t c h  a n d  a  

s u b s e q u e n t  m a t c h .  I n  t h e  c a s e  o f  a n  i n i t i a l  m a t c h ,  R  c o r r e s p o n d s  t o  t h e  c u r r e n t  r e q u e s t .  

T h e  a l g o r i t h m  s c a n s  t h e  l i s t  o f  l o c a t i o n s  C  , d e r i v e d  a s  t h e  u n i o n  o f  a l l  t h e  CID s  t h a t  a p p e a r  

i n  a l l  t h e  u n s a f e  r o u t e s  o f  t h e  u s e r ,  t o  i d e n t i f y  i f  t h e  c u r r e n t  CID  o f  t h e  u s e r  i s  p a r t  o f  a n  

u n s a f e  r o u t e .  B y  i n c l u d i n g  a l l  t h e  CIDs  t h e  a l g o r i t h m  t a k e s  i n t o  c o n s i d e r a t i o n  t h a t  t h e  u s e r
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m a y  e n t e r  a n  u n s a f e  r o u t e  f r o m  a n y  s a f e  l o c a t i o n .  I f  t h e  C I D  o f  t h e  u s e r  m a t c h e s  a n  e l e m e n t  

o f  C ,  t h e n  t r a j e c t o r y  K - a n o n y m i t y  s h o u l d  b e  o f f e r e d  t o  t h e  u s e r .  O t h e r w i s e ,  t h e  r e q u e s t  i s  

a n o n y m i z e d  j u s t  b y  r e m o v i n g  t h e  o b v i o u s  i d e n t i f i e r s .

T h e  c a s e  o f  a  s u b s e q u e n t  m a t c h  o c c u r s  w h e n  t h e  r e q u e s t e d  s e r v i c e  n e e d s  s u b s e q u e n t  

l o c a t i o n  u p d a t e s  i n  o r d e r  t o  b e  s u c c e s s f u l l y  c o m p l e t e d .  T h e n ,  v a r i a b l e  R  c o r r e s p o n d s  

t o  t h e  p r e v i o u s  l o c a t i o n  u p d a t e  o f  t h e  u s e r ,  w h i l e  R  c o r r e s p o n d s  t o  t h e  c u r r e n t  l o c a t i o n .  

S u p p o s i n g  t h a t  t h e  u s e r  h a s  m o v e d  t o  a  n e w  c e l l ,  a  t r a n s i t i o n  t a b l e  O  i d e n t i f i e s  i f  t h e  u s e r  

s t i l l  m o v e s  w i t h i n  a n  u n s a f e  r o u t e .  T h e  t r a n s i t i o n  f r o m  o n e  c e l l  t o  t h e  o t h e r  c a n  b e  e a s i l y  

i d e n t i f i e d  t h r o u g h  t h e  G P S  d e v i c e  i n  t h e  f o l l o w i n g  l o c a t i o n  u p d a t e .  T h e  t r a n s i t i o n  t a b l e  O  

i s  d e r i v e d  a s  t h e  u p p e r  t r i a n g u l a r  m a t r i x  o f  t h e  CIDs, w h e r e  O [ i ] [  j ]  =  1 i f  t h e  CIDs i, j  a r e  

c o n s e c u t i v e  e l e m e n t s  i n  a n y  o f  t h e  u s e r ’s  u n s a f e  r o u t e s .  O t h e r w i s e ,  O [ i ] [ j ]  =  0 .  I t  s h o u l d  

b e  n o t e d  h e r e  t h a t  s i n c e  t h e  t r a n s i t i o n  t a b l e s  o f  t h e  u s e r s  a r e  e x p e c t e d  t o  b e  s p a r s e ,  t h e  u s e  

o f  a  m e m o r y - e f f i c i e n t ,  s p a r s e  m a t r i x  r e p r e s e n t a t i o n  a s  i n  [ 1 4 8 ]  c a n  b e c o m e  h a n d y .  I n  t h e  

c a s e  o f  a  s u c c e s s f u l  m a t c h  o f  t h e  u s e r ’s  r e q u e s t  t o  o n e  o f  h i s / h e r  u n s a f e  r o u t e s ,  t h e  p r i v a c y  

o f  t h e  u s e r  i s  a t  s t a k e  a n d  t h u s  t h e  u s e r  r e q u e s t  h a s  t o  b e c o m e  K - a n o n y m o u s .

O f f e r i n g  T r a j e c t o r y  K - A n o n y m i t y

T o  p r o v i d e  K - a n o n y m i t y ,  w e  c o n s i d e r  a  t i m e  i n t e r v a l  w t h a t  e x t e n d s  f r o m  t h e  t i m e  o f  

r e q u e s t  t n t o  s o m e  m o m e n t s  b a c k  t n - 1  a n d  i d e n t i f y  t h e  r o u t e s  o f  a l l  u s e r s  i n  t h e  s y s t e m  

w i t h  r e s p e c t  t o  w. T w o  p a r a m e t e r s  r e g u l a t e  t h e  s p a t i a l  e x t e n t  o f  t h e  g e n e r a l i z a t i o n  a r e a .  

T h e  f i r s t  p a r a m e t e r ,  A m ax, d e f i n e s  t h e  m a x i m u m  g e n e r a l i z a t i o n  t h a t  g u a r a n t e e s  t h e  r e l i a b l e  

o p e r a t i o n  o f  t h e  s e r v i c e .  T h e  s e c o n d  p a r a m e t e r ,  A m i n , d e f i n e s  t h e  m i n i m u m  a r e a  w h e r e  t h e  

K - 1  u s e r s  o f  t h e  a n o n y m i t y  s e t  s h o u l d  b e  f o u n d  s o  t h a t  t h e  u s e r  i s  a d e q u a t e l y  p r o t e c t e d .

C o n s i d e r  F i g u r e  2 1 . 4 ( a )  t h a t  s h o w s  t h e  t r a j e c t o r i e s  o f  f i v e  u s e r s  ( r e p r e s e n t e d  b y  d o t s  

t h a t  s h o w  t h e  s u c c e s s i v e  c e l l s  t h e y  m o v e d  i n t o  d u r i n g  t h e i r  r e c e n t  m o v e m e n t  h i s t o r y )  d u r i n g  

a  t i m e  i n t e r v a l  w a n d  t h e  c e l l  o f  r e q u e s t  f o r  a  u s e r  u .  B a s e d  o n  t h e  l o c a t i o n  a c c u r a c y  t h a t  

i s  n e c e s s a r y  f o r  t h e  r e q u e s t e d  s e r v i c e ,  t h e  s y s t e m  d e c i d e s  o n  t h e  a p p r o p r i a t e  s i z e  f o r  w a n d  

c r e a t e s  t h e  c o r r e s p o n d i n g  ( x , y ) - p r o j e c t i o n .  T h e  n u m b e r s  i n  t h e  c o l o r e d  d o t s  i n d i c a t e  t h e
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(a ) L o c a t io n s  o f  th e  u s e rs .  (b )  S e a rc h in g  s tra te g y .

F i g u r e  2 1 . 4 :  O f f e r i n g  K - a n o n y m i t y  i n  t h e  f r e e  t e r r a i n  m o d e l .

s e q u e n c e  o f  c e l l s  t h a t  w e r e  v i s i t e d  b y  e a c h  o t h e r  u s e r  i n  t h e  s y s t e m ,  w h e r e  n u m b e r  3  c o r ­

r e s p o n d s  t o  t h e  m o s t  r e c e n t  c e l l .  D u r i n g  a  l o c a t i o n  u p d a t e ,  t h e  s y s t e m  g a t h e r s  i n f o r m a t i o n  

r e g a r d i n g  t h e  l o c a t i o n  o f  a l l  t h e  u s e r s  a n d  a c c o r d i n g l y  u p d a t e s  t h e i r  m o v e m e n t  h i s t o r i e s .  

T h r o u g h  t h e  c o l l e c t e d  i n f o r m a t i o n  t h e  s y s t e m  i s  c a p a b l e  o f  c o m p u t i n g  t h e  n u m b e r  o f  u s e r s  

t h a t  l i e  w i t h i n  e a c h  c e l l  o f  t h e  g r i d .  M o r e o v e r ,  b y  u t i l i z i n g  t h i s  i n f o r m a t i o n  t h e  s y s t e m  c a n  

e a s i l y  c o n s t r u c t  a  v i e w  o f  t h e  t r a j e c t o r i e s  w i t h  r e s p e c t  t o  w, s i m i l a r  t o  t h a t  o f  F i g u r e  2 1 . 4 ( a ) .  

T h e  c o m p u t a t i o n  o f  t h i s  v i e w  p r o v i d e s  t h e  2 D  g r i d  t h a t  c o n s t i t u t e s  t h e  s e a r c h  s p a c e  f o r  t h e  

a n o n y m i t y  s e t .  A  m e c h a n i s m  i s  t h e n  r e q u i r e d  t o  c o n d u c t  t h i s  s e a r c h  a n d  i d e n t i f y  t h e  K - 1  

n e i g h b o r s  o f  u s e r  u  t h a t  a r e  w i t h i n  a n  a r e a  t h a t  i s  a t  l e a s t  o f  s i z e  . A f t e r  a  s u c c e s s f u l  

r u n ,  t h e  H E S T I A  s e r v e r  i n c l u d e s  i n  t h e  K - a n o n y m i z e d  v e r s i o n  o f  t h e  r e q u e s t  t h e  u n i o n  o f  

t h e  e x p l o r e d  c e l l s ,  a s  t h e  r e g i o n  w i t h i n  w h i c h  t h e  r e q u e s t e r  u  i s  l o c a t e d 3 . F u r t h e r m o r e ,  i n  

t h e  a n o n y m i z e d  r e q u e s t  t h e  a c t u a l  t i m e  o f  r e q u e s t  i s  r e p l a c e d  b y  t h e  t i m e  i n t e r v a l  w.

F i g u r e  2 1 . 4 ( b )  d e m o n s t r a t e s  t h e  a p p l i e d  s e a r c h  s t r a t e g y  f o r  t h e  p r o v i s i o n  o f  K -  

a n o n y m i t y .  I n  t h e  g r i d  o f  F i g u r e  2 1 . 4 ( b ) ,  e a c h  c e l l  i s  c o n s i d e r e d  t o  h a v e  f o u r  n e i g h b o r s ;  

o n e  o n  i t s  N o r t h ,  o n e  o n  i t s  S o u t h ,  o n e  o n  i t s  W e s t ,  a n d  o n e  o n  i t s  E a s t .  F i r s t ,  t h e  c e l l  w h e r e  

u  i s  l o c a t e d  i s  c h e c k e d  a g a i n s t  t h e  r e q u i r e m e n t s  o f  K  a n d  . I f  t h e s e  r e q u i r e m e n t s  a r e

3A n o th e r  o p t io n  w o u ld  b e  f o r  th e  H E S T I A  s e rv e r  to  fo rw a r d  to  th e  s e rv ic e  p r o v id e rs  th e  M B R  e n c lo s u re  

o f  a l l  th e  s e a rc h e d  c e lls . T h is  a lte rn a t iv e  is  p r e s e n te d  in  F ig u re  2 1 .4  a n d  in c lu d e d  as  a n  o p t io n  in  A lg o r i th m  

2 1 .3 . H o w e v e r , s in c e  th e  d ia m o n d - s h a p e d  a re a  fu lf i ls  th e  r e q u i r e m e n ts  o f  th e  a n o n y m ity  se t  a n d  is  b o u n d  to  

b e  s m a lle r  c o m p a r e d  to  i ts  M B R , w e  b e l ie v e  th a t  th e r e  is  n o  n e e d  to  in t ro d u c e  a n y  e x tr a  d is to r t io n  th a t  m a y  

u n n e c e s s a r i ly  r e d u c e  th e  a c c u ra c y  o f  th e  o f fe re d  L B S s .
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1: fu n c tio n  GeneralizeRequest(R^ K , Amin, Amax)
2: d e c la re  CID Lc ̂  M (R)
3: d e c la re  CID_list N[4] ^  0
4: d e c la re  Hash CS ̂  0
5: d e c la re  Hash Users ̂  0
6: d e c la re  Queue Q ̂  0
7: d e c la re  Integer Vcells ̂  0
8: Enqueue(Q, Lc)
9: Users{u} ^  1
10: w hile  Q = 0Λ(Vcells x area_of_cell < Amax) do
11: CID l ^  Dequeue(Q)
12: CS{l} ^  1
13: fo rea ch  user α  e  cell l do
14: Users{α } ^  1
15: Vcells ̂  Vcells + 1
16: i f  Vcells x area_of_cell > Amjn Λ %keys(Users) > K  th e n
17: r e tu rn  CS > alternatively, r e tu rn  MBR(CS)
18: CID_list N ̂  GetNeighborCells(I)
19: f o r  int i = 0; i < 4; i++ do
20: i f  N[i] e keys(CS) th e n
21: Enqueue(Q, N[i])
22: r e tu rn  null

Algorithm 21.3 Offering K-anonymity in the free terrain model.

n o t  m e t ,  t h e  s y s t e m  i d e n t i f i e s  i t s  n e i g h b o r i n g  c e l l s  ( d e n o t e d  a s  ‘A ’ i n  F i g u r e  2 1 . 4 ( b ) )  a n d  

c h e c k s  f o r  e a c h  o f  t h e m  i f  t h e i r  r e g i o n ,  c o m b i n e d  t o  t h e  a l r e a d y  s e a r c h e d  r e g i o n ,  s a t i s f i e s  

t h e s e  r e q u i r e m e n t s .  T h i s  p r o c e s s  i t e r a t e s  i n  a  B F S  m a n n e r ,  u n t i l  e i t h e r  t h e  r e q u i r e m e n t s  a r e  

m e t  o r  t h e  e x p l o r e d  a r e a  e x c e e d s  A max  p r i o r  t o  t h e  f u l f i l m e n t  o f  K - a n o n y m i t y .

A l g o r i t h m  2 1 . 3  h a s  t h e  d e t a i l s  f o r  t h e  p r o v i s i o n  o f  K - a n o n y m i t y  i n  t h e  f r e e  t e r r a i n  

m o d e l .  T h e  p r o p o s e d  a p p r o a c h  u s e s  t w o  h a s h e s  a n d  o n e  q u e u e  t o  e f f i c i e n t l y  h a n d l e  t h e  

s y s t e m  r e s o u r c e s .  S p e c i f i c a l l y ,  h a s h  CS  ( l i n e  4 )  k e e p s  t r a c k  o f  t h e  a l r e a d y  v i s i t e d  c e l l s  s o  

t h a t  t h e y  a r e  n o t  s e a r c h e d  a g a i n  ( d u e  t o  a  p o t e n t i a l  o v e r l a p )  a s  n e i g h b o r s  o f  o t h e r  c e l l s .  

O n  t h e  o t h e r  h a n d ,  h a s h  Users  ( l i n e  5 )  s t o r e s  t h e  d i s t i n c t  u s e r s  t h a t  w e r e  f o u n d ,  w h i l e  

s e a r c h i n g  a l l  t h e  c e l l s  i n  CS. A f t e r  a n  e x e c u t i o n  o f  t h e  a l g o r i t h m  t h e  c e l l s  t h a t  a r e  s t o r e d  

i n  CS  f o r m u l a t e  t h e  r e g i o n  w h e r e  K - a n o n y m i t y  w a s  a c h i e v e d  a n d  t h e  e l e m e n t s  o f  h a s h  

Users  f o r m u l a t e  t h e  a n o n y m i t y  s e t  f o r  u ( i n c l u d i n g  t h e  r e q u e s t e r  u). T h e  q u e u e  Q  ( l i n e  6 )  

s e r v e s  e x a c t l y  a s  i n  a  t y p i c a l  B F S  i m p l e m e n t a t i o n  a s  i t  k e e p s  t r a c k  o f  t h e  n e i g h b o r s  o f  t h e  

c u r r e n t l y  s e a r c h e d  n o d e  s o  t h a t  t h e y  a r e  v i s i t e d  i n  t h e  n e x t  i t e r a t i o n .  F i n a l l y ,  t h e  i n t e g e r  

v a r i a b l e  Vcells  ( l i n e  7 )  k e e p s  t r a c k  o f  t h e  s i z e  o f  h a s h  CS, i . e .  t h e  n u m b e r  o f  a l r e a d y  v i s i t e d  

c e l l s ,  a n d  i s  u s e d  t o  c h e c k  f o r  t h e  s a t i s f a c t i o n  o f  t h e  Amin  r e q u i r e m e n t .
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A t  e a c h  s t e p  t h e  a l g o r i t h m  r e t r i e v e s  a  C I D  l f r o m  t h e  q u e u e  Q  ( l i n e  1 1 ) ,  i t  i n s e r t s  i t  i n  

t h e  h a s h  o f  c h e c k e d  c e l l s  CS  ( l i n e  1 2 )  a n d  a c c o r d i n g l y  u p d a t e s  t h e  h a s h  Users  t o  i n c l u d e  a l l  

t h e  u s e r s  f o u n d  i n  t h e  n e w  c e l l  ( l i n e s  1 3 - 1 4 ) .  D u e  t o  t h e  w a y  t h a t  t h e  u p d a t e  i s  p e r f o r m e d ,  

e a c h  u s e r  i s  i d e n t i f i e d  o n l y  o n c e  n o  m a t t e r  h o w  m a n y  c e l l s  h e / s h e  a p p e a r s  i n .  F o l l o w i n g  

t h a t ,  t h e  n u m b e r  o f  s e a r c h e d  c e l l s  i s  u p d a t e d  t o  i n c l u d e  t h e  c u r r e n t  c e l l  ( l i n e  1 5 )  a n d  a  

c h e c k  i s  p e r f o r m e d  t o  i d e n t i f y  i f  t h e  r e q u i r e m e n t s  f o r  t h e  p r o v i s i o n  o f  K - a n o n y m i t y  h o l d  

i n  t h e  c u r r e n t  s e t t i n g  ( l i n e  1 6 ) .  I f  t h i s  i s  t h e  c a s e ,  t h e n  t h e  r e g i o n  w h e r e  K - a n o n y m i t y  w a s  

a c h i e v e d  i s  r e t u r n e d  ( l i n e  1 7 ) .  O t h e r w i s e ,  t h e  a l g o r i t h m  p r o c e e d s  t o  i d e n t i f y  t h e  n e i g h b o r s  

o f  t h e  c u r r e n t l y  s e a r c h e d  c e l l  a n d  i n c l u d e  t h e  o n e s  t h a t  h a v e  n o t  b e e n  s e a r c h e d  y e t ,  i n  Q 

( l i n e s  1 8 - 2 1 ) .  T h e  s a m e  p r o c e s s  i t e r a t e s  u n t i l  e i t h e r  t h e  r e q u i r e m e n t s  o f  a n o n y m i t y  a r e  m e t  

o r  t h e  w h o l e  s p a c e  i s  s e a r c h e d  p r i o r  t o  t h e  f u l f i l m e n t  o f  t h e  r e q u i r e m e n t s  f o r  K - a n o n y m i t y .

I n  a  s e r v i c e  t h a t  r e q u i r e s  m u l t i p l e  l o c a t i o n  u p d a t e s  f o r  i t s  c o m p l e t i o n ,  t h e  f o l l o w i n g  

s t r a t e g y  i s  a p p l i e d .  A t  e a c h  l o c a t i o n  u p d a t e ,  t h e  t r u s t e d  s e r v e r  c h e c k s  i f  t h e  p r e v i o u s l y  

c o m p u t e d  n e i g h b o r s  o f  t h e  u s e r  h a v e  c h a n g e d  c e l l  a n d  f o r  t h o s e  w h o  h a v e ,  i f  t h e i r  n e w  c e l l  

l i e s  w i t h i n  t h e  p r e v i o u s l y  c o m p u t e d  A S R .  I f  t h i s  h o l d s ,  t h e  a l g o r i t h m  a d j u s t s  t h e  t e m p o r a l  

i n f o r m a t i o n  o f  t h e  r e q u e s t  a n d  m a i n t a i n s  t h e  s a m e  a r e a  o f  a n o n y m i t y .  O n  t h e  o t h e r  h a n d ,  

i f  s o m e  o f  t h e  K - 1  s u b j e c t s  h a v e  l e f t  t h e  r e g i o n ,  t h e  s a m e  n u m b e r  o f  s u b j e c t s  a r e  s o u g h t  

a m o n g  t h e  o t h e r  u s e r s  i n  t h e  s y s t e m .  I f  t h e  r e q u e s t e d  n u m b e r  o f  m i s s i n g  s u b j e c t s  c a n n o t  b e  

f o u n d  i n  t h i s  r e g i o n ,  A l g o r i t h m  2 1 . 3  i s  a p p l i e d  t o  c o m p u t e  a  n e w  K - A S R .

2 1 . 3 . 4  P h a s e  I V :  S e r v i c e  D e l a y  o r  D e n i a l

T h e r e  a r e  s i t u a t i o n s  w h e n  t h e  p r o p o s e d  a p p r o a c h  f o r  t h e  o f f e r i n g  o f  t r a j e c t o r y  K - a n o n y m i t y  

t o  t h e  r e q u e s t e r s  o f  L B S s  m a y  f a i l .  T h i s  s i t u a t i o n  m a y  o c c u r  f o r  s e v e r a l  r e a s o n s ,  s u c h  a s  

a n  e x c e p t i o n a l l y  h i g h  v a l u e  o f  K  r e q u e s t e d  b y  t h e  u s e r  o r  t i g h t  s p a t i o t e m p o r a l  g e n e r a l i z a ­

t i o n  c o n s t r a i n t s  (Am ax, w)  r e q u i r e d  f o r  t h e  p r o v i s i o n  o f  t h e  s e r v i c e .  I n  a l l  s u c h  c a s e s ,  a n  

a p p r o a c h  h a s  t o  b e  e m p l o y e d  t o  e f f e c t i v e l y  p r o t e c t  t h e  i d e n t i t y  o f  t h e  r e q u e s t e r .

O u r  p r o p o s e d  a p p r o a c h  i s  i n f l u e n c e d  f r o m  t h e  w o r k  o f  [ 5 4 ,  8 2 ]  a n d  i n t r o d u c e s  a  

s m a l l  d e l a y  i n  t h e  s e r v i c i n g  o f  t h e  r e q u e s t ,  i n  t h e  h o p e  t h a t  i n  t h e  m e a n w h i l e  ( i )  m o r e
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u s e r s  w i l l  a p p r o a c h  t h e  l o c a t i o n  o f  t h e  r e q u e s t e r ,  t h u s  b e c o m e  p a r t  o f  h i s / h e r  a n o n y m i t y  s e t ,  

a n d / o r  ( i i )  t h e  r e q u e s t e r  w i l l  m o v e  t o  a  m o r e  p o p u l a t e d  r e g i o n .  S p e c i f i c a l l y ,  w e  d e f e r  t h e  

s e r v i c i n g  o f  t h e  r e q u e s t  f o r  a  p r e - s p e c i f i e d  t i m e  p e r i o d  a n d  t h e n  r e - e x e c u t e  A l g o r i t h m  2 1 . 3  

f o r  t h e  p r o v i s i o n  o f  t r a j e c t o r y  K - a n o n y m i t y .  I f  t h e  a l g o r i t h m  f a i l s  a g a i n ,  t h e n  w e  p r o t e c t  

t h e  p r i v a c y  o f  t h e  u s e r  b y  d e n y i n g  t h e  s e r v i c i n g  o f  t h e  r e q u e s t .

2 1 . 3 . 5  A c h i e v i n g  R e a l - T i m e  O p e r a t i o n

O f f l i n e  o p e r a t i o n s  T h e  m o s t  i m p o r t a n t  o f f l i n e  t a s k  o f  t h e  s y s t e m  i s  t h e  d e r i v a t i o n  o f  t h e  

u n s a f e  r o u t e s  o f  e a c h  u s e r .  T h e  c o m p u t a t i o n  o f  t h e  u n s a f e  r o u t e s  i s  a l s o  t h e  m o s t  t i m e ­

c o n s u m i n g  o p e r a t i o n  a c c o m p l i s h e d  b y  t h e  H E S T I A  s e r v e r ,  w i t h  i t s  t i m e  b o u n d e d  b y  t h e  

f r e q u e n t  i t e m s e t  m i n i n g  a l g o r i t h m  t h a t  i s  e m p l o y e d .  H o w e v e r ,  s i n c e  t h e  u n s a f e  r o u t e s  o f  

a  u s e r  d o  n o t  c h a n g e  f r e q u e n t l y ,  a  c o u n t e r  m a y  b e  a s s i g n e d  t o  e a c h  u s e r  t o  r e f l e c t  t h e  t i m e  

p e r i o d  t h a t  e l a p s e d  f r o m  t h e  l a s t  t i m e  t h a t  h i s / h e r  u n s a f e  r o u t e s  w e r e  c o m p u t e d .  W h e n  t h i s  

c o u n t e r  e x p i r e s ,  a  d e d i c a t e d  s e r v e r  c a n  b e  u s e d  t o  u p d a t e  t h e  u n s a f e  r o u t e s  o f  t h e  u s e r  a n d  

r e p l a c e  t h e  p r e v i o u s  o n e s .  F u r t h e r m o r e ,  t h e  n e c e s s a r y  s t r u c t u r e s  f o r  t h e  m a t c h i n g  o f  t h e  

r e q u e s t s  t o  t h e  u n s a f e  r o u t e s  c a n  a l s o  b e  u p d a t e d  a s  a  p a r t  o f  t h i s  p r o c e s s  a n d  b e  s t o r e d  i n  

s e c o n d a r y  m e m o r y .  A l l  t h e  a b o v e - m e n t i o n e d  e n h a n c e m e n t s  e n a b l e  t h e  s y s t e m  t o  o p e r a t e  

i n  a  t i m e l y  f a s h i o n  a n d  i n  a  r e a l - w o r l d  e n v i r o n m e n t .

O n l i n e  o p e r a t i o n s  D u r i n g  o n l i n e  o p e r a t i o n  t h e  p u r p o s e  o f  t h e  s y s t e m  i s  t o  r e c e i v e  u s e r  

r e q u e s t s ,  a n o n y m i z e  t h e m  i f  n e c e s s a r y  a n d  t h e n  f o r w a r d  t h e m  t o  t h e  s e r v i c e  p r o v i d e r s  t o  

b e  s e r v i c e d .  W h e n  a  n e w  r e q u e s t  i s  r e c e i v e d  b y  t h e  t r u s t e d  s e r v e r ,  t h e  s y s t e m  e x a m i n e s  

t h e  l o c a t i o n  o f  t h e  r e q u e s t e r  w i t h  r e s p e c t  t o  h i s / h e r  u n s a f e  r o u t e s  a n d  p r o c e e d s  t o  p r o v i d e  

t h e  n e c e s s a r y  d e g r e e  o f  K - a n o n y m i t y .  T h e  t i m e  r e q u i r e d  f o r  t h i s  d e c i s i o n  i s  l o w .  A l g o ­

r i t h m  2 1 . 2  r e q u i r e s  i n  t h e  w o r s t - c a s e  s c e n a r i o  t i m e  t h a t  i s  l i n e a r  t o  t h e  n u m b e r  o f  c e l l s  t h a t  

c o m p r i s e  t h e  u n s a f e  r o u t e s  o f  t h e  u s e r .  M o r e o v e r ,  i n  t h e  b e s t - c a s e  s c e n a r i o  t h e  t i m e  t h a t  

i s  r e q u i r e d  i s  c o n s t a n t .  T h u s ,  p r o v i d e d  t h a t  t h e  n e c e s s a r y  s t r u c t u r e s  f o r  A l g o r i t h m  2 1 . 2  a r e  

k e p t  a n d  c a n  b e  p r o m p t l y  r e a d  f r o m  d i s k ,  t h e  d e c i s i o n  f o r  t h e  n e c e s s i t y  o f  K - a n o n y m i t y  

c a n  b e  r a p i d l y  t a k e n .  F u r t h e r m o r e ,  s u b s e q u e n t  r u n s  o f  t h e  a l g o r i t h m  f o r  t h e  s a m e  r e q u e s t
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a r e  s e r v e d  m u c h  f a s t e r  s i n c e  t h e  r e g i o n s  o f  i n t e r e s t ,  w h e r e  t h e  s e a r c h  w i l l  b e  c o n d u c t e d ,  a r e  

f u r t h e r  r e d u c e d  a n d  i s o l a t e d  f r o m  t h e  s e t  o f  a l l  t h e  u n s a f e  r o u t e s  o f  t h e  u s e r .  R e g a r d i n g  t h e  

p r o v i s i o n  o f  t r a j e c t o r y  a n o n y m i t y ,  t h e  g e n e r a l i z a t i o n  s t r a t e g y  d e p e n d s  o n  t h e  v a l u e s  o f  K  

a n d  A m in  s t o r e d  i n  t h e  p r i v a c y  p r o f i l e  o f  t h e  u s e r ,  a s  w e l l  a s  o n  t h e  m a x i m u m  g e n e r a l i z a t i o n  

A max  t h a t  i s  a l l o w e d  f o r  t h e  o f f e r i n g  o f  t h e  r e q u e s t e d  s e r v i c e .  D u e  t o  t h e  i n v o l v e m e n t  o f  

t h e s e  p a r a m e t e r s ,  t h e  t i m e  o f  t h i s  s t e p  c a n n o t  b e  s a f e l y  e s t i m a t e d .  H o w e v e r ,  u n l i k e  o t h e r  

a p p r o a c h e s ,  o u r  p r o p o s e d  a l g o r i t h m  t a k e s  i n t o  a c c o u n t  a  t i m e  i n t e r v a l  s t a r t i n g  f r o m  t h e  r e ­

c e n t  p a s t  r a t h e r  t h a n  o n  t h e  e x a c t  t i m e  o f  r e q u e s t ,  t o  i d e n t i f y  t h e  n e i g h b o r s  o f  t h e  r e q u e s t e r .  

T h i s  f a c t  a l l o w s  t h e  p r o c e s s  t o  b e  t i m e - e f f i c i e n t  s i n c e  i t  r e q u i r e s  l e s s  t i m e  t o  i d e n t i f y  t h e  

n e i g h b o r s ,  a n  o b s e r v a t i o n  t h a t  c a n  b e  j u s t i f i e d  t h r o u g h  F i g u r e  2 1 . 4 ( a ) .  F i n a l l y ,  t h e  u s e  o f  

t h e  f u n c t i o n a l i t y  o f  a  s p a t i a l  D B M S  t o  e f f i c i e n t l y  i d e n t i f y  t h e  n e i g h b o r s  o f  t h e  r e q u e s t e r  

f u r t h e r  e n h a n c e s  t h e  p e r f o r m a n c e  o f  A l g o r i t h m  2 1 . 3  f o r  t h e  o f f e r i n g  o f  K - a n o n y m i t y .

2 1 . 3 . 6  S y s t e m  I m p l e m e n t a t i o n  D e t a i l s

I n  t h i s  s e c t i o n ,  w e  i n v e s t i g a t e  s o m e  d e t a i l s  t h a t  p e r t a i n  t o  t h e  i m p l e m e n t a t i o n  o f  t h e  p r e ­

s e n t e d  a l g o r i t h m s  a s  p a r t  o f  t h e  H E S T I A  s e r v e r .  T h e  f r e e  t e r r a i n  m o d e l  d o e s  n o t  n e c e s s a r i l y  

d e p e n d  o n  t h e  s p a t i a l  c o m p o n e n t  o f  a  D B M S  i n  o r d e r  t o  o p e r a t e .  H o w e v e r ,  t h e  u s e  o f  a  s p a ­

t i a l  D B M S  a l l o w s  f o r  a n  e f f i c i e n t  i m p l e m e n t a t i o n  b y  u n d e r t a k i n g  a n  i m p o r t a n t  p o r t i o n  o f  

t h e  n e c e s s a r y  w o r k i n g s .  T h e  s p a t i a l  d a t a b a s e  t e c h n o l o g y  h a s  m a t u r e d  a n d  i s  c u r r e n t l y  s u p ­

p o r t e d  b y  m o s t  o f  t h e  m a j o r  D B M S  v e n d o r s ,  i n c l u d i n g  O r a c l e  a n d  I B M .  T h e  c o r e  p a r t  o f  

t h e  H E S T I A  s e r v e r  i s  a  s p a t i a l  d a t a b a s e  e n g i n e  t h a t  s t o r e s  t h e  u s e r  t r a j e c t o r i e s  a n d  p r o v i d e s  

t h e  n e c e s s a r y  s p a t i a l  f u n c t i o n s  f o r  t h e  h a n d l i n g  o f  t h e  s t o r e d  d a t a .  S p a t i a l  d a t a b a s e  s y s t e m s  

c u r r e n t l y  p r o v i d e  a l l  t h e  n e c e s s a r y  f u n c t i o n a l i t y  t o  d e a l  w i t h  s p a c e ,  w h i l e  t h e y  d o  n o t  s u p ­

p o r t  t i m e  e q u a l l y  w e l l .  S i n c e  t h e  H E S T I A  s e r v e r  r e l i e s  o n  b o t h  s p a c e  a n d  t i m e ,  w e  h a v e  

h a d  t o  p u s h  t h e  f u n c t i o n a l i t y  m i s s i n g  s o  t h a t  t h e  t i m e  i s  a l s o  a p p r o p r i a t e l y  t r e a t e d .

I n  o u r  s y s t e m  i m p l e m e n t a t i o n  w e  u s e d  t h e  s p a t i a l  f e a t u r e s  o f  O r a c l e  [ 3 ]  t o  s t o r e  

t h e  f r e e  t e r r a i n  a s  a  r e c t a n g l e  a r e a  a n d  t o  p a r t i t i o n  i t  t o  a  c o l l e c t i o n  o f  g e o m e t r i e s 4 , t h e

4A  geometry is  th e  in h e r e n t  d a ta  ty p e  th a t  is  u s e d  b y  D B M S s  to  s to re  s p a t ia l  d a ta  in  a  d a ta b a s e . I n  th a t  

s e n s e , a  g e o m e tr y  c a n  b e  a n y  s p a t ia l  o b je c t  th a t  th e  D B M S  s u p p o r ts ,  s u c h  a s  a  p o in t ,  a  l in e , o r  a  p o ly g o n .
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c e l l s .  A l l  t h e  d e r i v e d  c e l l s  a r e  k e p t  i n  a  s p a t i a l  t a b l e  t h a t  a l l o w s  f o r  a n  e f f i c i e n t  i d e n t i ­

f i c a t i o n  o f  t h e i r  n e i g h b o r s .  S p e c i f i c a l l y ,  g i v e n  a  c e l l ,  w e  u s e  t h e  s p a t i a l  f u n c t i o n a l i t y  o f  

O r a c l e  t o  i d e n t i f y  o t h e r  c e l l s  i n  t h e  t a b l e ,  w h i c h  s h a r e  a n  e d g e  w i t h  i t .  T h i s  i s  a c c o m p l i s h e d  

t h r o u g h  O r a c l e ' s  f u n c t i o n  S D O _ R E L A T E ,  w h i c h  c a r r i e s  o u t  t h e  f u n c t i o n a l i t y  p r o v i d e d  b y  

t h e  G ETN EIGHBORC ELLS f u n c t i o n  o f  A l g o r i t h m  2 1 . 3  t h r o u g h  t h e  u s e  o f  a  s p a t i a l  i n d e x  

( a n  R * - t r e e  [ 2 3 , 8 5 , 1 0 8 ] )  i n  t h e  t a b l e  o f  t h e  c e l l s .  F u r t h e r m o r e ,  t h e  m a t c h i n g  o f  t h e  u s e r  

r e q u e s t s  t o  u n s a f e  r o u t e s  c a n  b e  a c c o m p l i s h e d  b y  d e t e r m i n i n g  t h e  c e l l  g e o m e t r y  t h a t  c o n ­

t a i n s  t h e  c u r r e n t  l o c a t i o n  o f  t h e  u s e r  a n d  c h e c k i n g  t h i s  c e l l  a g a i n s t  t h e  s t o r e d  u n s a f e  r o u t e s  

( c e l l s )  o f  t h e  u s e r .  F i n a l l y ,  t h e  M B R  e n c l o s u r e  o f  t h e  c e l l s  t h a t  f o r m u l a t e  t h e  K - A S R ,  c a n  

b e  e f f i c i e n t l y  c o m p u t e d  b y  u s i n g  O r a c l e ’s  S D O _ M B R  f u n c t i o n  o n  t h e  c o l l e c t i o n  o f  t h e  c e l l  

g e o m e t r i e s  r e t u r n e d  b y  A l g o r i t h m  2 1 . 3 .  A p a r t  f r o m  p r o v i d i n g  a n  e f f i c i e n t  s o l u t i o n  t o  K— 

a n o n y m i t y ,  t h e  s p a t i a l  D B M S  i s  a l s o  u s e d  t o  s t o r e  t h e  h i s t o r y  o f  m o v e m e n t  o f  e a c h  u s e r ,  

t h e  t r a j e c t o r i e s ,  a n d  t h e  u n s a f e  r o u t e s  a s  s e t s  o f  g e o m e t r i e s  i n  s p a t i a l  t a b l e s .

T h e  d e r i v a t i o n  o f  t h e  u n s a f e  r o u t e s  o f  t h e  u s e r s  i s  t h e  o n l y  p a r t  o f  t h e  H E S T I A  

s y s t e m  t h a t  d o e s  n o t  b e n e f i t  f r o m  t h e  u s e  o f  a  s p a t i a l  D B M S .  I n s t e a d ,  a n  i n t e r f a c e  i s  n e e d e d  

f o r  t h e  e x e c u t i o n  o f  t h e  f r e q u e n t  i t e m s e t  m i n i n g  a l g o r i t h m  a n d  t h e  c o m m u n i c a t i o n  o f  t h e  

r e s u l t s  b a c k  t o  t h e  c a l l i n g  p r o g r a m .  T h i s  w a s  a c c o m p l i s h e d  t h r o u g h  t h e  s y s t e m  f u n c t i o n s  o f  

t h e  J a v a  p r o g r a m m i n g  l a n g u a g e .  A f t e r  t h e  e x e c u t i o n  o f  A l g o r i t h m  2 1 . 1  a n d  t h e  r e a d i n g  o f  

t h e  u n s a f e  r o u t e s ,  w e  u s e d  t h e  O r a c l e  J a v a  A P I  [ 4 ]  t o  c o n d u c t  t h e  n e c e s s a r y  c o m m u n i c a t i o n  

o f  t h e  r e s u l t s  a n d  t h e  u p d a t e  o f  t h e  c o r r e s p o n d i n g  t a b l e s  i n  t h e  O r a c l e  d a t a b a s e .

21.4 Experimental Evaluation

T h e  p r o p o s e d  a l g o r i t h m s  w e r e  i m p l e m e n t e d  i n  J a v a  a n d  O r a c l e  1 0 g  R e l . 2  o n  W i n d o w s  X P  

o n  a  3 . 2  G h z  I n t e l  P e n t i u m  D  p r o c e s s o r  e q u i p p e d  w i t h  4 G B  o f  m a i n  m e m o r y .  T h e  i m p l e ­

m e n t a t i o n  m a d e  u s e  o f  t h e  O r a c l e  J a v a  A P I  [ 4 ]  t o  a l l o w  f o r  t h e  n e c e s s a r y  c o m m u n i c a t i o n  

w i t h  O r a c l e .  P a r t s  o f  t h e  n e e d e d  f u n c t i o n a l i t y  w e r e  i m p l e m e n t e d  u s i n g  O r a c l e  P L / S Q L .  

T h e  m e t h o d o l o g y  w a s  t e s t e d  o n  t h e  p u b l i c l y  a v a i l a b l e  I N F A T I  d a t a s e t  [ 9 8 ] .  T h i s  d a t a s e t  

c o n t a i n s  a  s e t  o f  G P S  m e a s u r e m e n t s  d e r i v e d  f r o m  a n  i n t e l l i g e n t  s p e e d  a d a p t a t i o n  p r o j e c t
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F i g u r e  2 1 . 5 :  T h e  u n s a f e  r o u t e s  ( r e d )  f o r  t h e  t r a j e c t o r i e s  ( b l u e )  o f  t h e  I N F A T I  d a t a s e t ,  u s i n g  

f r e q  =  2  a n d  M S O  =  5 .

t h a t  w a s  c a r r i e d  o u t  i n  t h e  A a l b o r g  U n i v e r s i t y  i n  D e n m a r k .  T h e  d a t a  w a s  c o l l e c t e d  b e t w e e n  

D e c e m b e r  2 0 0 0  a n d  M a r c h  2 0 0 1  f r o m  a  s e t  o f  2 0  c a r s  t h a t  w e r e  d r i v i n g  i n  t h e  m u n i c i p a l i t y  

o f  A a l b o r g .  E a c h  o f  t h e s e  c a r s  w a s  e q u i p p e d  w i t h  a  G P S  r e c e i v e r  a n d  i t s  m o v e m e n t  w a s  

r e c o r d e d  a t  a  s a m p l i n g  r a t e  o f  o n e  s e c o n d ,  f o r  a  p e r i o d  o f  m o r e  t h a n  a  m o n t h .  T h e  c a r s  

t h a t  p a r t i c i p a t e d  i n  t h e  e x p e r i m e n t  w e r e  d i v i d e d  i n t o  t w o  t e a m s ,  t h e  f i r s t  c o n s i s t i n g  o f  1 1  

c a r s  a n d  t h e  s e c o n d  c o n s i s t i n g  o f  9  c a r s .  A s  a  p o s t - p r o c e s s i n g  s t e p ,  t h e  c o l l e c t e d  d a t a  w a s  

e x a m i n e d  t o  r e m o v e  l o g  e n t r i e s  w i t h  G P S  p o s i t i o n s  t h a t  w e r e  c l o s e  t o  t h e  r e s i d e n c e  o f  e a c h  

d r i v e r .  M o r e  i n f o r m a t i o n  a b o u t  t h e  d a t a s e t  c a n  b e  f o u n d  i n  [ 9 8 ] .
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F i g u r e  2 1 . 6 :  T h e  u n s a f e  r o u t e s  ( r i g h t )  f o r  t h e  d r i v e r  o f  c a r  1 o f  t e a m  1 .

T o  d e c o m p o s e  t h e  h i s t o r y  o f  u s e r s ’ m o v e m e n t  i n t o  t r a j e c t o r i e s ,  w e  c o n s i d e r e d  a  

t r a j e c t o r y  t o  b e  a  s e t  o f  G P S  m e a s u r e m e n t s  s u c h  t h a t  n o  t w o  c o n s e c u t i v e  r e a d i n g s  h a v e  a  

t i m e  d i f f e r e n c e  o f  m o r e  t h a n  f i v e  m i n u t e s .  T o  c a p t u r e  t h e  u n s a f e  r o u t e s ,  s i m i l a r l y  t o  [ 6 3 ] ,  w e  

c o n s i d e r e d  1 0 0 m e t e r s x  1 0 0 m e t e r s x 5 m i n u t e s  c e l l s  i n  a  g r i d  w h e r e  t h e  a c t u a l  G P S  r e a d i n g s  

w e r e  r e p l a c e d  b y  t h e  I D  o f  t h e  c e l l  t h e y  f e l l  i n t o .  E a c h  u s e r  t r a j e c t o r y  w a s  m a p p e d  t o  a  

t r a n s a c t i o n  i n  t h e  u n i v e r s e  o f  t h e  c e l l  i d e n t i f i e r s  a n d  A l g o r i t h m  2 1 . 1  w a s  a p p l i e d  o n  A p r i o r i  

[ 1 4 ]  t o  d e r i v e  t h e  u n s a f e  r o u t e s  f o r  e a c h  d r i v e r .  F o r  t h e  p u r p o s e s  o f  o u r  e x p e r i m e n t a t i o n ,  

w e  u s e d  a  m i n i m u m  f r e q u e n c y  t h r e s h o l d  f r e q  o f  2 ,  3 ,  4  a n d  5  a n d  a n  M S O  o f  3 ,  4 ,  a n d  5 .  

I n  F i g u r e  2 1 . 5  w e  p r e s e n t  o n l y  t h e  u n s a f e  r o u t e s  i n  t h e  c a s e  w h e r e  f r e q  =  2  a n d  M S O  =  5  

a n d  o n l y  f o r  f o u r  c a r s ,  t w o  f r o m  e a c h  t e a m .  T h e  u n s a f e  r o u t e s  f o r  t h e  r e s t  o f  t h e  c a r s  o f  t h e  

I N F A T I  d a t a s e t  c a n  b e  f o u n d  i n  [ 7 1 ] .  T h e  g r a p h s  i n  t h e s e  f i g u r e s  a r e  t i t l e d  a s  T}Cj t o  d e n o t e  

t h e  t e a m  i  t o  w h i c h  c a r  j  b e l o n g s .  F u r t h e r m o r e ,  t o  e n h a n c e  v i s i b i l i t y ,  t h e  t i m e  i n  e a c h  o f  

t h e s e  g r a p h s  i s  i n  m i l i t a r y  f o r m  a n d  t h e  m o s t  d i s t a n t  o u t l i e r s  h a v e  b e e n  r e m o v e d .  F i g u r e

2 1 . 6  p r e s e n t s  i n  m o r e  d e t a i l  t h e  i d e n t i f i e d  u n s a f e  r o u t e s  f o r  c a r  1 o f  t e a m  1 . B y  s t o r i n g  

t h e s e  r o u t e s  i n  t h e  p r i v a c y  p r o f i l e  o f  u s e r  1 ,  t h e  s y s t e m  c a n  e f f e c t i v e l y  p r o t e c t  t h e  u s e r  w h e n  

r e q u e s t i n g  L B S s  f r o m  u n s a f e  l o c a t i o n s .

A f t e r  t h e  i d e n t i f i c a t i o n  o f  t h e  u n s a f e  r o u t e s ,  w e  e x p e r i m e n t e d  w i t h  t h e  c a p a b i l i t i e s  

o f  t h e  p r o p o s e d  m e t h o d o l o g y  r e g a r d i n g  t h e  o f f e r i n g  o f  K - a n o n y m i t y .  T o  c r e a t e  t h e  f r e e
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F i g u r e  2 1 . 7 :  T h e  a r e a  o f  t h e  f r e e  t e r r a i n  f o r  t e a m  1 ( e a c h  c o l o r  c o r r e s p o n d s  t o  a  c a r ) .

t e r r a i n  t h a t  i s  c o v e r e d  b y  t h e  a n o n y m i z e r ,  w e  c o n s i d e r e d  t h e  ( x ,  y ) - p r o j e c t i o n  o f  a l l  t h e  t r a ­

j e c t o r i e s  f o r  a l l  t h e  c a r s  o f  t e a m  1 e x c l u d i n g  a n y  d i s t a n t  o u t l i e r s .  T h e  r e c t a n g l e  r e g i o n  o f  

F i g u r e  2 1 . 7  p r e s e n t s  t h e  l i m i t s  o f  t h e  a r e a  c o v e r e d  b y  t h e  f r e e  t e r r a i n  m o d e l .  T h i s  a r e a  w a s  

s p l i t  i n t o  a  g r i d  o f  1 0 0 m e t e r s x  1 0 0 m e t e r s  x 5 m i n u t e s  c e l l s .  F o l l o w i n g  t h e  s e a r c h i n g  s t r a t ­

e g y  o f  F i g u r e  2 1 . 4  a n d  b a s e d  o n  t h e  a r e a  o f  t h e  t e r r a i n  ( s e e  F i g u r e  2 1 . 7 ) ,  t h i s  m e a n s  t h a t  

t h e  K - a n o n y m i t y  a l g o r i t h m  w a s  a p p l i e d  t o  a  r e c t a n g l e  a r e a  o f  1 , 4 0 0  x  2 , 7 5 0  c e l l s .  I n  o u r  

e x p e r i m e n t s  w e  c o n s i d e r e d  t o  e q u a l  t h e  a r e a  o f  a  c e l l  a n d  a  m a x i m u m  g e n e r a l i z a t i o n  

t h r e s h o l d  s u c h  t h a t  a l l  t h e  K - 1  s u b j e c t s  o f  t h e  a n o n y m i t y  s e t  a r e  t o  b e  f o u n d  a t  a  d i s t a n c e  

o f  a t  m o s t  1 K m  f a r  f r o m  t h e  r e q u e s t e r .  S i n c e  t h e  d r i v e r s  i n  t h e  I N F A T I  d a t a  a r e  f e w  f o r  

t h e  p u r p o s e s  o f  o u r  e x p e r i m e n t s ,  w e  r a n d o m l y  a s s i g n  a  s e t  o f  d r i v e r s  U  i n  e a c h  c a r ,  w i t h  

e a c h  d r i v e r  b e i n g  l o c a t e d  a t  a  d i f f e r e n t  p o s i t i o n  i n  t h e  m o v e m e n t  h i s t o r y  o f  t h e  c a r .  I n  w h a t  

f o l l o w s ,  w e  a r e  o n l y  i n t e r e s t e d  i n  t i m e  p e r i o d s  ( r a t h e r  t h a n  a c t u a l  t i m e s )  i n  t h e  u s e r s ’ m o v e ­

m e n t  h i s t o r y .  T h u s ,  w e  a s s u m e  t h a t  a l l  t h e  u s e r s  m o v e  s y n c h r o n o u s l y  b a s e d  o n  t h e  ( x ,  y )  

l o c a t i o n s  i n  t h e  i n  t h e  l o c a t i o n  u p d a t e s  o f  t h e i r  a s s i g n e d  t r a j e c t o r i e s  a n d  d i s r e g a r d  t h e  t i m e  t  

o f  t h e i r  l o c a t i o n  u p d a t e s .  A l t h o u g h  t h e  a c t u a l  t i m e  t  i s  o m i t t e d ,  t h e  t i m e  d i f f e r e n c e  b e t w e e n
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F i g u r e  2 1 . 8 :  S u c c e s s  r a t i o s  f o r  2 ,  1 0 ,  2 0 - a n o n y m i t y  a n d  1 1 0 ,  5 5 0 ,  1 1 0 0  u s e r s .

t h e  c o n s e c u t i v e  l o c a t i o n  u p d a t e s  i n  a  t r a j e c t o r y  i s  m a i n t a i n e d .  W e  u s e  t h i s  i n f o r m a t i o n  t o  

c o m p u t e  t h e  l o c a t i o n s  o f  t h e  c o r r e s p o n d i n g  u s e r  w i t h i n  t h e  l a s t  1 0  m i n u t e s .  I n  t h e  c a s e  o f  

t h e  t e a m  1 , t h i s  p r o c e s s  a l l o w s  u s  t o  c o m p u t e  t h e  l o c a t i o n  o f  a l l  1 1  · U  d r i v e r s .  T o  c r e a t e  

a  u s e r  r e q u e s t  f o r  a n  L B S ,  w e  r a n d o m l y  c h o o s e  U  l o c a t i o n  u p d a t e s  ( t o  p o s i t i o n  t h e  c o r r e ­

s p o n d i n g  m i m i c k e d  u s e r s ) ,  e a c h  f r o m  o n e  o f  t h e  1 0  t r a j e c t o r i e s  a n d  U - 1  l o c a t i o n  u p d a t e s  

f r o m  t h e  l a s t  t r a j e c t o r y ,  a n d  a s s i g n  e a c h  m i m i c k e d  u s e r  t o  o n e  o f  t h e s e  p o i n t s .  T h e  l a s t  u s e r  

i s  p o s i t i o n e d  i n  t h e  f i n a l  t r a j e c t o r y  s u c h  t h a t  h e / s h e  i s  l o c a t e d  w i t h i n  o n e  o f  h i s / h e r  u n s a f e  

r o u t e s .  T h i s  l o c a t i o n  i s  a l s o  t h e  p o i n t  o f  r e q u e s t .  T h e  a s s i g n m e n t  o f  t h e  u s e r s  t o  t h e  c a r s  i s  

p e r f o r m e d  i n  a  w a y  t h a t  u s e r s  a s s i g n e d  t o  t h e  s a m e  c a r  h a v e  n o  o v e r l a p p i n g  t r a j e c t o r i e s  f o r  

t h e  1 0  m i n u t e  p e r i o d  t h a t  i s  e x a m i n e d .

T h e  t r a j e c t o r y  K - a n o n y m i t y  p r o c e s s  u s e s  t h e  u s e r  m o v e m e n t  h i s t o r y  t o  c o m p u t e  

t h e  c e l l s  w h e r e  t h e  u s e r  w a s  l o c a t e d  w i t h i n  t h e  l a s t  1 0  m i n u t e s .  T h i s  p r o c e s s  l e a d s  t o  t h e  

c o n s t r u c t i o n  o f  a  v i e w  i n  t h e  s y s t e m  t h a t  i s  s i m i l a r  t o  t h a t  o f  F i g u r e  2 1 . 4 ( a ) ,  i n  w h i c h  K -  

a n o n y m i z a t i o n  t a k e s  p l a c e .  F i g u r e  2 1 . 8  p r e s e n t s  t h e  s u c c e s s  r a t i o  f o r  K  =  { 2 , 1 0 , 2 0 }  a n d  

f o r  a  n u m b e r  o f  u s e r s  U  =  { 1 0 , 5 0 , 1 0 0 }  a s s i g n e d  t o  e a c h  t r a j e c t o r y .  T h e  r e p o r t e d  r a t i o  

i s  a n  a v e r a g e  o v e r  1 0 0  r u n s  c o m i n g  f r o m  d i f f e r e n t  u s e r s  a n d  u n s a f e  r o u t e s  a n d  r e f l e c t s  

t h e  p e r c e n t a g e  o f  t h e  i n s t a n c e s  i n  w h i c h  K - a n o n y m i t y  w a s  s u c c e s s f u l l y  p r o v i d e d  t o  t h e
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(a ) I d e n t i f ic a t io n  o f  f re q u e n t  ro u te s .  (b ) P ro v is io n  o f  K - a n o n y m i ty .

F i g u r e  2 1 . 9 :  T h e  s c a l a b i l i t y  o f  t h e  f r e e  t e r r a i n  p r i v a c y  a p p r o a c h .

r e q u e s t e r .  A s  o n e  c a n  o b s e r v e ,  t h e  s u c c e s s  r a t i o  o f  t h e  K - a n o n y m i t y  a l g o r i t h m  i s  h i g h e r  

w h e n  t h e  u s e r s  o f  t h e  s y s t e m  i n c r e a s e  a n d  t h e  v a l u e  o f  K  d e c r e a s e s .  M o r e o v e r ,  t h e  K -  

a n o n y m i t y  a l g o r i t h m  c o n s i s t e n t l y  a c h i e v e s  a  s u c c e s s  r a t i o  o f  o v e r  8 6 % .  F i g u r e  2 1 . 9  p r e s e n t s  

t h e  t i m e  t h a t  w a s  n e e d e d  b y  t h e  H E S T I A  s e r v e r  t o  i d e n t i f y  t h e  f r e q u e n t  r o u t e s  f o r  t h e  2 0  c a r s  

o f  t h e  I N F A T I  d a t a s e t  a n d  t o  p r o v i d e  K - a n o n y m i t y .  F o r  t h e  p r o v i s i o n  o f  K - a n o n y m i t y ,  t h e  

r e p o r t e d  t i m e  i s  a n  a v e r a g e  o v e r  1 0 0  r u n s .
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Chapter 22

A Network Aware Model for 

Trajectory K-Anonymity

E x i s t i n g  w o r k  o n  p r i v a c y  i n  L B S s  f a i l s  t o  a d d r e s s  o n e  o r  m o r e  r e a l - w o r l d  c h a l l e n g e s  a s  

( i )  i t  d o e s  n o t  c o n s i d e r  t h a t  u s e r s  t y p i c a l l y  m o v e  i n  a  n e t w o r k - c o n s t r a i n e d  e n v i r o n m e n t  

( e . g . ,  a  r o a d  n e t w o r k ) ,  w h i c h  a l l o w s  f o r  c e r t a i n  d e c i s i o n s  t o  b e  m a d e  w i t h  r e s p e c t  t o  t h e  

o f f e r i n g  o f  p r i v a c y ,  ( i i )  a l l  u s e r  r e q u e s t s  a r e  a n o n y m i z e d  i n  t h e  s a m e  m a n n e r  n o  m a t t e r  w h a t  

t h e  l o c a t i o n  o f  t h e  u s e r  i s  ( w i t h  r e s p e c t  t o  h i s / h e r  m o b i l i t y  p a t t e r n s )  w h e n  r e q u e s t i n g  t h e  

s e r v i c e  a n d  h i s / h e r  f u t u r e  l o c a t i o n s  f o r  a s  l o n g  a s  t h e  s e r v i c e  w i t h s t a n d s  c o m p l e t i o n ,  ( i i i )  

i t  d o e s  n o t  b u i l d  o n  e x i s t i n g  D B M S s  t h a t  a r e  p r o v e d  t o  p r o v i d e  n u m e r o u s  a d v a n t a g e s  o v e r  

a d - h o c / “ f r o m  s c r a t c h ”  i m p l e m e n t a t i o n s .  F o r  e x a m p l e ,  a l l  t h e  r e l a t e d  w o r k  ( C h a p t e r  1 7 )  

w i t h  t h e  e x c e p t i o n  o f  t h e  n e t w o r k  a w a r e  h i s t o r i c a l  a p p r o a c h  t o  K  - a n o n y m i t y  ( i n t r o d u c e d  

i n  C h a p t e r  2 0 ) ,  f a i l s  t o  a d d r e s s  t h e  f i r s t  r e q u i r e m e n t  a s  i t  c o n s i d e r s  u n c o n s t r a i n e d  u s e r  

m o v e m e n t .  F u r t h e r m o r e ,  m o s t  o f  t h e  e x i s t i n g  a p p r o a c h e s  ( e x c e p t  f r o m  t h e  m e t h o d o l o g i e s  

o f  C h a p t e r s  2 0  a n d  2 1 ,  a s  w e l l  a s  f e w  o t h e r s )  f a i l  t o  a d d r e s s  t h e  s e c o n d  r e q u i r e m e n t ,  s i n c e  

t h e y  a n o n y m i z e  a l l  t h e  i n c o m i n g  u s e r  r e q u e s t s  i n  e x a c t l y  t h e  s a m e  m a n n e r .  F i n a l l y ,  o n l y  t h e  

H E S T I A  p r i v a c y  m o d e l  ( C h a p t e r  2 1 )  b u i l d s  o n  t o p  o f  a n  e x i s t i n g  s p a t i a l  D B M S .  H o w e v e r ,  

i t  s u f f e r s  f r o m  t h e  f o l l o w i n g  s h o r t c o m i n g s :  ( i )  i t  a s s u m e s  t h a t  u s e r s  a r e  i n  n e e d  o f  p r o t e c t i o n  

o n l y  w h e n  r e q u e s t i n g  L B S s  f r o m  u n s a f e  r o u t e s ;  h o w e v e r ,  t h e  p r i v a c y  o f  t h e  u s e r s  m a y  a l s o
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b e  j e o p a r d i z e d  w h e n  t h e y  r e q u e s t  L B S s  f r o m  “ s e n s i t i v e ”  l o c a t i o n s  ( e . g . ,  h o s p i t a l s ,  r e d  l i g h t  

d i s t r i c t s ,  e t c ) ,  i r r e s p e c t i v e  o f  w h e t h e r  t h e s e  l o c a t i o n s  b e l o n g  t o  t h e i r  m o b i l i t y  p a t t e r n s ,  a n d  

( i i )  t h e  q u a l i t y  o f  t h e  e x t r a c t e d  u s e r  m o b i l i t y  p a t t e r n s  h i g h l y  d e p e n d s  o n  t h e  p a r t i t i o n i n g  o f  

t h e  t o t a l  a r e a  t h a t  i s  c o v e r e d  b y  t h e  a n o n y m i z e r  i n t o  3 D  c e l l s ;  t h e  c o a r s e r  t h e  g r a n u l a r i t y  o f  

t h e  p a r t i t i o n i n g ,  t h e  l o w e r  t h e  q u a l i t y  o f  t h e  i d e n t i f i e d  r o u t e s .  I n  t h i s  c h a p t e r ,  w e  p r e s e n t  

a  n o v e l  a p p r o a c h  t o  t r a j e c t o r y  K - a n o n y m i t y ,  w h i c h  i m p r o v e s  t h e  c u r r e n t  s t a t e - o f - t h e - a r t  

a l g o r i t h m s  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s ,  b y  p r o v i d i n g  a  s o l u t i o n  t h a t  a d d r e s s e s  a l l  t h e  

a b o v e  m e n t i o n e d  c h a l l e n g e s .

T h e  r e s t  o f  t h i s  c h a p t e r  i s  o r g a n i z e d  a s  f o l l o w s :  S e c t i o n  2 2 . 1  i n t r o d u c e s  a n d  m o ­

t i v a t e s  t h e  p r o p o s e d  m e t h o d o l o g y ,  w h i l e  S e c t i o n  2 2 . 2  p r e s e n t s  t h e  a l g o r i t h m s  t h a t  s u p p o r t  

i t .  I n  S e c t i o n  2 2 . 3 ,  w e  p r e s e n t  a  s e t  o f  i s s u e s  t h a t  p e r t a i n  t o  t h e  i m p l e m e n t a t i o n  o f  t h e  s y s ­

t e m  f r a m e w o r k ,  w h i l e  S e c t i o n  2 2 . 4  c o n c l u d e s  t h i s  c h a p t e r  b y  p r o v i d i n g  t h e  e x p e r i m e n t a l  

e v a l u a t i o n  o f  t h e  p r o p o s e d  m e t h o d o l o g y .

22.1 Introduction

I n  t h i s  c h a p t e r ,  w e  p r e s e n t  a  p r i v a c y  m o d e l  t h a t  i s  s u i t a b l e  f o r  t h e  o f f e r i n g  o f  t r a j e c t o r y  

K - a n o n y m i t y  i n  L B S s .  O u r  m o d e l  i s  b a s e d  o n  t h e  s a m e  u n d e r l y i n g  p r i n c i p l e s  a s  [ 6 9 , 7 1 ] ,  

p r e s e n t e d  i n  d e t a i l  i n  C h a p t e r  2 1 .  S p e c i f i c a l l y ,  i t  a s s u m e s  a n  a t t a c k e r  w h o  h a s  k n o w l e d g e  o f  

t h e  f o l l o w i n g :  ( i )  t h e  f r e q u e n t  m o v e m e n t  b e h a v i o r  o f  a l l  t h e  u s e r s  i n  t h e  s y s t e m ,  c o m p u t e d  

b y  t h e  t r u s t e d  s e r v e r  a s  p a r t  o f  i t s  f u n c t i o n a l i t y ,  ( i i )  t h e  l o c a t i o n  u p d a t e s  o f  t h e  u s e r s ,  ( i i i )  

t h e  a n o n y m i z e d  v e r s i o n s  o f  a l l  t h e  r e q u e s t s  t r a n s m i t t e d  b y  t h e  t r u s t e d  s e r v e r  t o  t h e  s e r v i c e  

p r o v i d e r s ,  a n d  ( i v )  t h e  a l g o r i t h m s  u s e d  b y  t h e  t r u s t e d  s e r v e r  t o  s u p p o r t  u s e r  p r i v a c y .

S i m i l a r l y  t o  [ 7 1 ] ,  t h e  p r o p o s e d  p r i v a c y  m o d e l  i s  i m p l e m e n t e d  a s  a  f r a m e w o r k  t h a t  

c o m p r i s e s  o f  f o u r  p h a s e s .  I n  t h e  f i r s t  p h a s e ,  t h e  t r u s t e d  s e r v e r  u s e s  t h e  c o l l e c t e d  l o c a t i o n  

u p d a t e s ,  a l o n g  w i t h  t h e  u n d e r l y i n g  n e t w o r k  o f  u s e r  m o v e m e n t ,  t o  r e c o n s t r u c t  t h e  ( r e c e n t )  

h i s t o r y  o f  m o v e m e n t  f o r  e a c h  u s e r  i n  t h e  s y s t e m .  I n  t h e  s e c o n d  p h a s e ,  t h e  r e c o n s t r u c t e d  

u s e r  m o v e m e n t  i s  u s e d  t o  i d e n t i f y  t h e  f r e q u e n t  m o v e m e n t  b e h a v i o r  o f  e a c h  u s e r .  F r e q u e n t  

m o v e m e n t  b e h a v i o r  i s  c a p t u r e d  a s  e i t h e r  s a f e  o r  u n s a f e  w i t h  r e s p e c t  t o  u s e r  p r i v a c y ,  b a s e d
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F i g u r e  2 2 . 1 :  T h e  a n o n y m i t y  s t r a t e g i e s  i n  t h e  n e t w o r k  a w a r e  m o d e l .

o n  w h e t h e r  i t  i s  a l s o  o r d i n a r y  o r  a t y p i c a l  f o r  a  s i g n i f i c a n t l y  l a r g e  n u m b e r  o f  n e a r b y  u s e r s .  

I n  t h e  t h i r d  p h a s e ,  w e  p r o v i d e  t h e  u s e r  w i t h  t r a j e c t o r y  K - a n o n y m i t y  f o r  h a n d l i n g  o n l i n e  

u s e r  r e q u e s t s  o n  t r a j e c t o r y  d a t a .  K - a n o n y m i t y  i s  e s s e n t i a l  t o  p r o t e c t  t h e  p r i v a c y  o f  t h e  

u s e r s ,  s t a r t i n g  f r o m  t h e  p o i n t  o f  r e q u e s t  f o r  a n  L B S  a n d  c o n t i n u i n g  f o r  a s  l o n g  a s  t h e  r e ­

q u e s t e d  s e r v i c e  w i t h s t a n d s  c o m p l e t i o n .  A s  p a r t  o f  o u r  f r a m e w o r k ,  w e  d e l i v e r  t w o  t y p e s  o f  

t r a j e c t o r y  K - a n o n y m i t y .  K -p re se n t  ( w e a k )  t r a j e c t o r y  a n o n y m i t y  i d e n t i f i e s  K - 1  s u b j e c t s  

t h a t  a r e  c l o s e  t o  t h e  r e q u e s t e r  a t  t h e  t i m e  o f  r e q u e s t  a n d  t h u s  c o u l d  h a v e  i s s u e d  t h e  r e q u e s t  

( f r o m  t h e  v i e w p o i n t  o f  t h e  s e r v i c e  p r o v i d e r ) .  O n  t h e  o t h e r  h a n d ,  K -freq u en t  ( s t r o n g )  t r a ­

j e c t o r y  a n o n y m i t y  c o l l e c t s  t h e  s u b j e c t s  t h a t  a r e  n e a r  t h e  r e q u e s t e r  a t  t h e  t i m e  o f  r e q u e s t  

a n d  f o r  w h o m  t h e  c u r r e n t  r o u t e  o f  t h e  r e q u e s t e r  i s  a l s o  f r e q u e n t .  A s  s h o w n  i n  F i g u r e  2 2 . 1 ,  

t h e  c h o i c e  o f  t h e  a n o n y m i t y  s t r a t e g y  d e p e n d s  o n  t h e  l o c a t i o n  o f  t h e  r e q u e s t e r  a t  t h e  t i m e  

o f  r e q u e s t  a n d  h i s / h e r  s u b s e q u e n t  l o c a t i o n s  u n t i l  t h e  c o m p l e t i o n  o f  t h e  s e r v i c e  p r o v i s i o n .  

I n  t h e  o f f e r i n g  o f  t r a j e c t o r y  K - a n o n y m i t y ,  o u r  m o d e l  t a k e s  s p e c i a l  c a r e  t o  p r o t e c t  t h e  r e ­

q u e s t e r  f r o m  s e q u e n t i a l  q u e r y  t r a c k i n g  ( s e e  S e c t i o n  1 7 . 3 . 3 ) .  T h e  f i n a l  p h a s e  o f  t h e  p r o p o s e d  

f r a m e w o r k  d e a l s  w i t h  t h e  e v e n t  o f  f a i l u r e  i n  t h e  p r o v i s i o n  o f  t r a j e c t o r y  K - a n o n y m i t y .  I n  

t h i s  c a s e ,  t h e  t r u s t e d  s e r v e r  p o s t p o n e s  t h e  s e r v i c i n g  o f  t h e  u s e r  r e q u e s t  f o r  a  s m a l l  p e r i o d  o f  

t i m e .  A f t e r  t h a t ,  i f  t h e  a n o n y m i z a t i o n  p r o c e s s  f a i l s  a g a i n ,  t h e  r e q u e s t e r  i s  p r o t e c t e d  s i m p l y  

b y  b l o c k i n g  t h e  s e r v i c i n g  o f  h i s / h e r  r e q u e s t .

T h e  p r o p o s e d  p r i v a c y  f r a m e w o r k  r e l i e s  o n  a  u s e r  p r i v a c y  p r o f i l e  t h a t  s t o r e s  t h e  n e c ­

e s s a r y  i n f o r m a t i o n  r e l a t e d  t o  t h e  p r i v a c y  r e q u i r e m e n t s  o f  t h e  u s e r .  T h i s  i n c l u d e s  ( i )  t h e  p r e ­

f e r r e d  v a l u e  o f  K  ( i n  K - a n o n y m i t y )  f o r  e a c h  r e q u e s t e d  L B S ,  ( i i )  ( a  p o i n t e r  t o )  t h e  f r e q u e n t
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r o u t e s  o f  t h e  u s e r ,  a n d  ( i i i )  t h e  m i n i m u m  s p a t i a l  a r e a  A m i n , a r o u n d  t h e  r e q u e s t e r ,  w h e r e  t h e  

p a r t i c i p a n t s  o f  t h e  a n o n y m i t y  s e t  s h o u l d  b e  s e a r c h e d  f o r ,  s o  t h a t  t h e  u s e r  i s  a d e q u a t e l y  c o v ­

e r e d  u p .  A p a r t  f r o m  A m i n  t h e  s y s t e m  h a s  k n o w l e d g e  o f  t h e  c o a r s e s t  s p a t i a l  r e s o l u t i o n  A max 

r e q u i r e d  f o r  t h e  p r o v i s i o n  o f  e a c h  L B S .  T h i s  i s  a  s y s t e m - d e f i n e d  p a r a m e t e r  t h a t  p r o v i d e s  

t h e  m a x i m u m  a r e a  o f  t h e  a n o n y m i t y  s e t  ( w i t h  r e s p e c t  t o  t h e  r e q u e s t e d  s e r v i c e )  t o  e n s u r e  t h a t  

t h e  s e r v i c e  c a n  b e  d e l i v e r e d .  T h e  c o n t r i b u t i o n s  o f  t h i s  w o r k  a r e  s u m m a r i z e d  a s  f o l l o w s :

•  W e  p r o p o s e  a  p r i v a c y  m o d e l  t h a t  u t i l i z e s  a n  u n d e r l y i n g  n e t w o r k  t o p o l o g y  t h a t  c o n ­

f i n e s  u s e r  m o v e m e n t  t o  d e l i v e r ,  i n  a n  i n t e r a c t i v e  w a y ,  d i f f e r e n t  l e v e l s  o f  u s e r  p r i v a c y  

t o  o n l i n e  u s e r  r e q u e s t s  i n  t r a j e c t o r y  d a t a .

•  B y  u s i n g  t h e  m o v e m e n t  h i s t o r y  o f  t h e  u s e r s  i n  t h e  s y s t e m ,  w e  a u t o m a t i c a l l y  e x t r a c t  

p a t t e r n s  d e p i c t i n g  t h e  f r e q u e n t  m o v e m e n t  b e h a v i o r  o f  e a c h  u s e r .  B y  c o n t r a s t i n g  t h e s e  

p a t t e r n s  w i t h  t h o s e  o f  t h e  r e s t  o f  t h e  p o p u l a t i o n  i n  t h e  s y s t e m ,  w e  c l a s s i f y  e a c h  o f  

t h e m  a s  e i t h e r  s a f e  o r  u n s a f e  w i t h  r e s p e c t  t o  t h e  p r i v a c y  o f  t h e  u s e r .

•  W e  p r o p o s e  a  p r i v a c y  m o d e l  t h a t  u t i l i z e s  t h e  u n s a f e  p a t t e r n s  o f  t h e  r e q u e s t e r  t o  d e l i v e r  

t h e  m o s t  a p p r o p r i a t e  b e t w e e n  t w o  a l t e r n a t i v e s  f o r  t r a j e c t o r y  K - a n o n y m i t y ,  w h i l e  

p r o t e c t i n g  t h e  u s e r  f r o m  s e q u e n t i a l  q u e r y  t r a c k i n g .

22.2 The Privacy Model

T h i s  s e c t i o n  i n t r o d u c e s  t h e  n e t w o r k  a w a r e  p r i v a c y  m o d e l  f o r  t h e  o f f e r i n g  o f  t r a j e c t o r y  K -  

a n o n y m i t y  t o  t h e  r e q u e s t e r s  o f  L B S s .  T h e  p r i v a c y  m o d e l  h a s  b e e n  i m p l e m e n t e d  a s  a  f r a m e ­

w o r k  t h a t  c o n s i s t s  o f  f o u r  p h a s e s .  P h a s e  I  i s  r e c o n s t r u c t s  t h e  h i s t o r y  o f  u s e r  m o v e m e n t  a n d  

d e c o m p o s e s  i t  i n t o  t r a j e c t o r i e s .  P h a s e  I I  d e t e c t s  t h e  f r e q u e n t  r o u t e s  o f  e a c h  u s e r  a n d  s e p ­

a r a t e s  t h e m  i n t o  e i t h e r  s a f e  o r  u n s a f e  w i t h  r e s p e c t  t o  h i s / h e r  p r i v a c y  r e q u i r e m e n t s .  P h a s e  

I I I  i s  r e s p o n s i b l e  f o r  t h e  p r o v i s i o n  o f  t r a j e c t o r y  K - a n o n y m i t y .  F i n a l l y ,  P h a s e  I V  p r e s e n t s  

a  s e r v i c e  d e l a y i n g  o r  d e n y i n g  m e c h a n i s m  t h a t  i s  u s e d  t o  s a f e g u a r d  t h e  p r i v a c y  o f  t h e  u s e r s  

w h e n  K - a n o n y m i t y  f a i l s .  T h e  f o u r  p h a s e s  a r e  d e s c r i b e d  i n  S e c t i o n s  2 2 . 2 . 1 ,  2 2 . 2 . 2 ,  2 2 . 2 . 3 ,
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F i g u r e  2 2 . 2 :  P o s s i b l e  m o t i o n  c u r v e s  a n d  t h e  r o l e  o f  b u f f e r s .

a n d  2 2 . 2 . 4 ,  r e s p e c t i v e l y .  S e c t i o n  2 2 . 2 . 5  d i s c u s s e s  t h e  c a p a b i l i t y  o f  t h e  p r o p o s e d  m e t h o d o l ­

o g y  t o  o p e r a t e  i n  a  r e a l - t i m e  e n v i r o n m e n t .  I n  w h a t  f o l l o w s ,  w e  c o n s i d e r  t h e  e x i s t e n c e  o f  a  

s p a t i a l  n e t w o r k  ( g r a p h )  N ( V , E )  t h a t  m o d e l s  t h e  r e a l  n e t w o r k  t o p o l o g y  o f  u s e r  m o v e m e n t .

2 2 . 2 . 1  P h a s e  I :  R e c o n s t r u c t i o n  o f  U s e r  M o v e m e n t  H i s t o r y

U n d e r  t h e  n e t w o r k  a w a r e  m o d e l ,  m o v e m e n t  i s  r e s t r i c t e d  t o  a  s e r i e s  o f  r o u t e s  t h a t  a r e  c o n ­

s i s t e n t  t o  t h e  u n d e r l y i n g  n e t w o r k .  T h e  e x i s t e n c e  o f  i n a c c u r a c i e s  i n  t h e  l o c a t i o n  u p d a t e s  t h a t  

a r e  c o l l e c t e d  b y  t h e  t r u s t e d  s e r v e r ,  a s  w e l l  a s  t h e  e x i s t e n c e  o f  i r r e g u l a r i t i e s  i n  t h e  m o v e m e n t  

b e h a v i o r  o f  t h e  u s e r s ,  m a k e  t h e  p r o c e s s  o f  m o v e m e n t  h i s t o r y  r e c o n s t r u c t i o n  c o m p l i c a t e d .  

S p e c i f i c a l l y ,  g i v e n  a n y  t y p e  o f  p h y s i c a l  n e t w o r k  ( s u c h  a s  a  r o a d  n e t w o r k ) ,  a n  o b j e c t  i s  r a t h e r  

r a r e  t o  t r a n s m i t  t h e  e x a c t  s a m e  s e q u e n c e  o f  l o c a t i o n  u p d a t e s  w h e n  f o l l o w i n g  t h e  s a m e  r o u t e  

a t  t w o  d i f f e r e n t  o c c a s i o n s  ( e . g . ,  a t  t w o  d i s t i n c t  d a y s  o f  t h e  m o n t h ) .  A n  e x a m p l e  o f  t h i s  

s i t u a t i o n  i s  h i g h l i g h t e d  i n  F i g u r e  2 2 . 2 ,  w h e r e  t h e  u s e r  i s  s h o w n  t o  h a v e  c r o s s e d  t h e  s a m e  

r o a d  l i n k s  b u t  h a s  s e n t  d i f f e r e n t  l o c a t i o n  u p d a t e s  i n  e a c h  o f  t h e  t w o  t r a j e c t o r i e s  ( s e e  t h e  

r e d  p o l y l i n e s ) .  T h u s ,  a  m e t h o d o l o g y  i s  n e e d e d  t o  d e a l  w i t h  t h e  u n c e r t a i n t y  r e g a r d i n g  t h e  

r e c o r d i n g  o f  a n  e x a c t  l o c a t i o n  o f  a n  o b j e c t  a t  a  c e r t a i n  t i m e .

R e s e a r c h  w o r k s ,  s u c h  a s  [ 1 2 0 ,  1 2 3 ]  ( a m o n g  o t h e r s ) ,  s t u d y  t h e  r e c o n s t r u c t i o n  o f  

m o v e m e n t  i n  a  n e t w o r k - c o n f i n e d  e n v i r o n m e n t .  O u r  a p p r o a c h  i s  a  s i m p l i f i e d  v e r s i o n  o f  

[ 1 2 0 ]  t h a t  o f f e r s  g o o d  c o m p u t a t i o n a l  s p e e d  a n d  r e q u i r e s  l e s s  d a t a  h o u s e k e e p i n g .  I t  i s  s h o w n  

t o  p e r f o r m  w e l l ,  b y  p r o v i d i n g  a c c u r a t e  r e c o n s t r u c t i o n  a t  a  d e g r e e  t h a t  i s  s u f f i c i e n t  f o r  t h e  

w o r k i n g s  o f  t h e  p r o p o s e d  a n o n y m i z a t i o n  t e c h n i q u e .  A s  p a r t  o f  o u r  m o d e l ,  t h e  l i n k s  o f  t h e  

u n d e r l y i n g  n e t w o r k  ( e . g . ,  c o r r e s p o n d i n g  t o  a  r o a d  o r  a  r o a d  p a r t )  a r e  c o n s i d e r e d  t o  b e  c y l i n -
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F i g u r e  2 2 . 3 :  R e c o n s t r u c t i o n  o f  u s e r  m o v e m e n t  i n  a  n e t w o r k - c o n f i n e d  e n v i r o n m e n t .

d r i c a l  a r e a s  i n  t h e  3 D  s p a c e ,  a s  s h o w n  i n  F i g u r e  2 2 . 2 .  T h i s  p r o c e s s  i s  c a l l e d  buffering  [ 2 4 ]  

a n d  h a s  b e e n  f i r s t  u s e d  i n  [ 1 6 6 ] .  I n  o u r  m o d e l ,  t h e  r a d i u s  o f  t h e  c y l i n d e r  d e f i n e s  t h e  s p a t i a l  

e x t e n t  o f  t h e  l i n k  a n d  d e p e n d s  o n  i t s  t o p o l o g y  i n  t h e  u n d e r l y i n g  n e t w o r k .  T h e  a d v a n t a g e  

o f  t h i s  r e p r e s e n t a t i o n  i s  t h a t  i t  a b s t r a c t s  a w a y  p o s s i b l e  r e c o r d i n g  a n d  m e a s u r e m e n t  e r r o r s  

a n d  i d e n t i f i e s  w h e n  t w o  t r a j e c t o r i e s  a r e  t h e  s a m e ,  e v e n  i f  t h e y  d o  n o t  c o i n c i d e  i n  s p a c e  a n d  

t i m e .  B u f f e r s  a l l o w  u s  t o  m a p  t h e  c o l l e c t e d  p o i n t s  t o  t h e  a p p r o p r i a t e  l i n k s  o f  t h e  n e t w o r k .

T o  b e t t e r  u n d e r s t a n d  t h e  d i s t i n c t  n a t u r e  o f  n e t w o r k  b a s e d  m o d e l i n g ,  c o n s i d e r  t h e  

m o v e m e n t  o f  a  u s e r  i n  t h e  r o a d  n e t w o r k  o f  F i g u r e  2 2 . 3 .  T h e  “ s q u a r e ”  p o i n t s  i n d i c a t e  t h e  

c a p t u r e d  l o c a t i o n  u p d a t e s  t r a n s m i t t e d  b y  t h e  m o b i l e  d e v i c e  o f  t h e  u s e r .  N o t i c e  t h a t  w h e n  

r e c o n s t r u c t i n g  t h e  m o v e m e n t  o f  t h e  u s e r ,  p o i n t s  2  a n d  3  c a n n o t  b e  j o i n e d  t o g e t h e r  b y  a  

s t r a i g h t  l i n e ,  s i n c e  t h i s  a c t i o n  w o u l d  l e a d  t o  a  s e g m e n t  t h a t  i s  i n c o n s i s t e n t  w i t h  r e s p e c t  t o  t h e  

u n d e r l y i n g  n e t w o r k  t o p o l o g y .  F u r t h e r m o r e ,  l e t  u s  a s s u m e  t h a t  p o i n t  4  w a s  u n k n o w n  t o  t h e  

t r u s t e d  s e r v e r .  T h e n ,  t o  r e c o n s t r u c t  t h e  u s e r  m o v e m e n t ,  t h e  s y s t e m  w o u l d  h a v e  t o  i d e n t i f y  

t h e  t r a v e l e d  r o u t e  f r o m  p o i n t  3  t o  p o i n t  5 .  H o w e v e r ,  s i n c e  t h e r e  a r e  s e v e r a l  a l t e r n a t i v e s ,  t h e  

s y s t e m  h a s  t o  i d e n t i f y  t h e  m o s t  p r o b a b l e  r o u t e  t h a t  t h e  m o v i n g  o b j e c t  h a s  f o l l o w e d  i n  t h e  

n e t w o r k  b a s e d  o n  t h e  c o l l e c t e d  l o c a t i o n  u p d a t e s .  F o r  t h i s  r e a s o n ,  i t  i s  e s s e n t i a l  t o  c o n s i d e r  

t h e  e x i s t e n c e  o f  s o m e  n e t w o r k  c o n s t r a i n t s  t h a t  a l l o w  u s  t o  c h o o s e  t h e  m o s t  p r o b a b l e  a m o n g  

t h e  p o s s i b l y  m a n y  a l t e r n a t i v e  r o u t e s .  N e t w o r k  c o n s t r a i n t s  c a n  b e  c l a s s i f i e d  a s  e i t h e r  s p a t i a l  

( e . g . ,  a  o n e - w a y  r o a d  t h a t  c a n n o t  b e  t r a v e l e d  i n  t h e  w r o n g  d i r e c t i o n  o r  a  c l o s e d  r o a d  d u e  

t o  c o n s t r u c t i o n  w o r k s )  o r  t e m p o r a l  ( e . g . ,  t h e  e x i s t e n c e  o f  a  l a r g e  v o l u m e  o f  t r a f f i c  o n  a  

r o a d  t h a t  m a k e s  i m p o s s i b l e  i t s  t r a v e r s a l  b a s e d  o n  t h e  l o w  t i m e  d i f f e r e n c e  o f  t h e  c o l l e c t e d

273

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



A l g o r i t h m  2 2 . 1  R econstruction  o f  user m ovem ent in  the netw ork aw are m odel.
In p u t :  Two consecutive location updates A, B.
O u tp u t:  Reconstructed movement from location A to location B.
1 fu n c tio n  Reconstruct(A(xa,yA,tA), B(xb,yB,tB))
2 InsertToNet(A); InsertToNet(B) > insert A, B to the network
3 Cand_routes P ̂  GET_m_SHORTEST_RouTES(A, B, m)
4 fo rea ch  P; e  P do
5 tAB,i ̂  Compute_Travel_Time(P;)
6 RemoveFromNet(A); RemoveFromNet(B) > remove A, B
7 r e tu rn  route having argm;n; ( |tAB,; + tA — tB |)

8 : p ro c e d u re  InsertToNet(p(xp ,yp, tp))
9: i f  $ buffered geometry G with p e  G th e n
10 G ̂  Get_Nearest_Neighbor(p) > nearest link
11 p ̂  PROJECT(p, unbuffered G)
12 Let u, v be the end points of G
13 set G as inactive
14 add edges up and pv
15 update mean_travel_time(up, pv, G) > approx. time to traverse up and pv
16 set edges up and pv as active

17 p ro c e d u re  RemoveFromNet(p(xp,yp,tp))
18 identify the edges Q,R where p e  Q, p e  R
19 get the other end points u, v of the edges Q,R
20 remove edges Q, R and vertex p
21 reset edge uv to active

consecutive location  updates). In w hat follow s, w e consider the spatial netw ork constraints 

to be reflected on the graph  N  that m odels the netw ork. O n the o ther hand, w e assum e the 

existence o f  background know ledge regarding the current tem poral constraints im posed to 

the netw ork to identify  traffic jam s, speed lim its and other conditions that affect the tim e 

that is needed for the m oving object to follow  a  given itinerary. O verall, the purpose o f  the 

reconstruction  algorithm  is to account for all these diverse constrain ts and choose the m ost 

probable itinerary  w hen reconstructing  the m ovem ent o f  the user.

The proposed reconstruction  algorithm  (A lgorithm  22.1) applies an increm ental, 

e d g e -b y -ed g e  strategy that iteratively constructs the 3D polyline o f  the user history  o f  

m ovem ent from  the corresponding location  updates. Specifically, given tw o consecutive 

location  updates, the algorithm  reconstructs the corresponding segm ent by identifying the 

m ost probable route that the users have follow ed through the (links o f  the) netw ork. To 

achieve that, it  com pares the actual tim e that was needed by  the m oving object to cover 

the d istance betw een two consecutive location  updates to the m ean travel tim e as attained
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1

W = [t 1, t2]

F i g u r e  2 2 . 4 :  A n  e x a m p l e  o f  f r e q u e n t  r o u t e s  i n  t h e  n e t w o r k  a w a r e  m o d e l .

t h r o u g h  t h e  n e t w o r k  ( e . g . ,  t h r o u g h  e s t i m a t e s  b a s e d  o n  t h e  c u r r e n t  r o a d  t r a f f i c  c o n d i t i o n  

i n f o r m a t i o n ) .  A l g o r i t h m  2 2 . 1  p r o v i d e s  t h e  d e t a i l s  o f  o u r  i m p l e m e n t a t i o n .  W e  s h o u l d  p o i n t  

o u t  t h a t  a n  i n a c t i v e  n o d e / e d g e  i n  t h e  n e t w o r k  t o p o l o g y  i s  a  n o d e / e d g e  t h a t  d o e s  n o t  t a k e  

p a r t  i n  t h e  c o m p u t a t i o n s .  I n  t h e  r a r e  e v e n t  t h a t  t h e  c o l l e c t e d  u s e r  l o c a t i o n  u p d a t e  d o e s  n o t  

l i e  i n s i d e  a  b u f f e r e d  l i n k  o f  t h e  n e t w o r k ,  w e  a p p l y  n e a r e s t  n e i g h b o r s  m a t c h i n g  t o  a s s i g n  i t  

t o  a  l i n k .  S o m e  a l t e r n a t i v e  s t r a t e g i e s  c a n  b e  f o u n d  i n  [ 2 9 , 1 8 1 ] .

A f t e r  t h e  r e c o n s t r u c t i o n  o f  t h e  u s e r  m o v e m e n t  h i s t o r y ,  t h e  n e x t  s t e p  i s  i t s  d e c o m ­

p o s i t i o n  i n t o  t r a j e c t o r i e s .  T h i s  i s  a n  a p p l i c a t i o n - s p e c i f i c  p r o c e s s  a n d  t h u s  k n o w l e d g e  i s  

r e q u i r e d  r e g a r d i n g  t h e  a p p r o p r i a t e  v a l u e  o f  ts t0p  w i t h  r e s p e c t  t o  t h e  c o n s i d e r e d  a p p l i c a t i o n .  

A s s u m i n g  t h a t  w e  h a v e  t h i s  k i n d  o f  k n o w l e d g e ,  t h e  d e c o m p o s i t i o n  o f  t h e  u s e r  m o v e m e n t  

h i s t o r y  i n t o  t r a j e c t o r i e s  i s  a  s t r a i g h t - f o r w a r d  p r o c e s s .

2 2 . 2 . 2  P h a s e  I I :  I d e n t i f i c a t i o n  o f  F r e q u e n t  R o u t e s

T h e  k n o w l e d g e  o f  t h e  t r a j e c t o r i e s  o f  t h e  u s e r s  i n  t h e  s y s t e m  a l l o w s  u s  t o  c o m p u t e  t h e i r  

f r e q u e n t  r o u t e s  a n d  t o  c l a s s i f y  t h e s e  r o u t e s  a s  e i t h e r  s a f e  o r  u n s a f e  f o r  e a c h  i n d i v i d u a l  u s e r .  

T h e  i d e n t i f i c a t i o n  o f  t h e  f r e q u e n t  r o u t e s  o f  a  u s e r ,  p r o c e e d s  a s  f o l l o w s .  C o n s i d e r  F i g u r e

2 2 . 4  w h e r e  a  s e t  o f  f i v e  t r a j e c t o r i e s  a r e  p r e s e n t e d  f o r  a  t i m e  i n t e r v a l  w  =  [ t 1 , t 2 ] .  A s s u m i n g  

t h a t  a l l  f o u r  t r a j e c t o r i e s  b e l o n g  t o  t h e  s a m e  m o v i n g  o b j e c t  0 a n d  t h e  f r e q u e n c y  t h r e s h o l d  

( s e e  D e f i n i t i o n  1 1  o f  C h a p t e r  1 9 )  i s  3 ,  a r e a s  R 1, R2 a n d  R 3 c o r r e s p o n d  t o  f r e q u e n t l y  t r a v e l e d  

r o u t e s  f o r  t h i s  o b j e c t .
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A l g o r i t h m  2 2 . 2  D e r i v a t i o n  o f  f r e q u e n t  r o u t e s  i n  t h e  n e t w o r k  a w a r e  m o d e l .

In p u t :  Object o along with all its trajectories tr; time interval w to search for frequent routes and frequency threshold freq.
O u tp u t:  The frequent routes FR of object o in time interval w.

1 p ro c e d u re  FrequentRoutes(o, tr, N , w, freq)
2 trw ^  { tr |t e  w } > parts of the trajectories that are in w
3 d e c la re  Hash Count{} ^  0
4 fo rea ch  trajectory T e trw do
5 L ̂  GET_OvERLAPS(geom(T), link_geom(N))
6 fo rea ch  l e L do > for each link of L
7 Count{l.linkid}++ > keep track of the traversal
8 d e c la re  List F ^  0 > list of frequently visited links
9 fo rea ch  f  ̂  key (Count) do

10 : i f  Count{f} >  freq th e n
11 : Insert(F, f ) > f  is frequent
12 : FR ^  (F, w) > frequent routes of o in w

A l g o r i t h m  2 2 . 2  p r e s e n t s  o u r  i m p l e m e n t a t i o n  t h a t  d e r i v e s  t h e  f r e q u e n t  r o u t e s  o f  a n  

o b j e c t  o  w h e n  g i v e n  all  i t s  t r a j e c t o r i e s  i n  t h e  s y s t e m .  T h e  a l g o r i t h m  c o n s i d e r s  a  p r e ­

s p e c i f i e d  t i m e  i n t e r v a l  w a n d  r e t r i e v e s  a l l  t h e  t r a j e c t o r i e s  ( o r  r o u t e s )  o f  o  t h a t  a r e  t i m e -  

c o n s i s t e n t  w i t h  r e s p e c t  t o  w. A  t r a j e c t o r y  ( o r  r o u t e )  i s  t i m e - c o n s i s t e n t  w i t h  r e s p e c t  t o  a  

g i v e n  t i m e  i n t e r v a l  w, i f  a l l  i t s  s p a t i o t e m p o r a l  p o i n t s  ( x , y, t )  h a v e  t e  w. T h r e s h o l d  freq  

i n d i c a t e s  t h e  m i n i m u m  n u m b e r  o f  t r a j e c t o r i e s  f o r  t h e  o v e r l a p p i n g  r e g i o n s  t o  b e  c o n s i d e r e d  

a s  f r e q u e n t  r o u t e s  f o r  o .  F o r  e a c h  t r a j e c t o r y  o f  o  i n  w, t h e  a l g o r i t h m  i d e n t i f i e s  t h e  l i n k s  

t h a t  i t  t r a v e r s e s  a n d  k e e p s  a  c o u n t e r  o n  t h e  t r a v e r s a l s .  T h e n ,  i t  u s e s  t h e  c o l l e c t e d  c o u n t e r s  

t o  r e t r i e v e  t h e  l i n k s  o f  t h e  n e t w o r k  t h a t  a r e  f r e q u e n t l y  t r a v e l e d  b y  t h e  m o v i n g  o b j e c t .  T h e  

d e r i v a t i o n  o f  t h e  f r e q u e n t  r o u t e s  o f  o b j e c t  o  i n  w f r o m  t h e  c o r r e s p o n d i n g  l i n k s  i s  p e r f o r m e d  

b y  e x a m i n i n g  t h e  e n d  p o i n t s  o f  t h e  l i n k s  a n d  b y  j o i n i n g  t o g e t h e r  l i n k s  t h a t  s h a r e  e n d  p o i n t s .  

T o  i d e n t i f y  t h e  g l o b a l  f r e q u e n t  r o u t e s  o f  a  m o v i n g  o b j e c t ,  A l g o r i t h m  2 2 . 2  h a s  t o  b e  e x e ­

c u t e d  f o r  t h e  d i f f e r e n t  t i m e  i n t e r v a l s  w. T h r o u g h  t h e  k n o w l e d g e  o f  t h e  f r e q u e n t  r o u t e s  o f  a  

m o v i n g  o b j e c t ,  t h e  c o m p u t a t i o n  o f  i t s  s a f e  a n d  u n s a f e  r o u t e s ,  g i v e n  a  s p e c i f i c  v a l u e  o f  K  a s  

d e c l a r e d  i n  t h e  u s e r  p r o f i l e ,  i s  s t r a i g h t f o r w a r d .

I n  w h a t  f o l l o w s ,  w e  i n v e s t i g a t e  s o m e  i s s u e s  t h a t  p e r t a i n  t o  t h e  i d e n t i f i c a t i o n  o f  t h e  

f r e q u e n t  ( s a f e  o r  u n s a f e )  r o u t e s  o f  e a c h  m o v i n g  o b j e c t  o  i n  t h e  s y s t e m .
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Selecting the Appropriate Time Intervals w

S i n c e  t h e  i d e n t i f i c a t i o n  o f  t h e  f r e q u e n t  r o u t e s  o f  a  m o v i n g  o b j e c t  o  d e p e n d s  o n  a  s e t  o f  

t i m e  i n t e r v a l s  w, a  f i r s t  i s s u e  t h a t  n e e d s  f u r t h e r  i n v e s t i g a t i o n  r e g a r d s  t h e  r a t i o n a l e  b e h i n d  

t h e  s e l e c t i o n  p r o c e s s  f o r  t h e s e  i n t e r v a l s .  B y  c o n s t r u c t i o n ,  w a l l o w s  u s  t o  a c c o u n t  f o r  s m a l l  

t i m e  d i f f e r e n c e s  t h a t  a r e  e x p e c t e d  t o  b e  e n c o u n t e r e d  i n  t h e  r e g u l a r l y  f o l l o w e d  i t i n e r a r i e s  

o f  a  u s e r .  F o r  e x a m p l e ,  a  p e r s o n  m a y  l e a v e  h i s / h e r  h o u s e  a t  8 : 0 2 a m  o n e  m o r n i n g  t o  g o  

t o  w o r k ,  w h i l e  t h e  n e x t  d a y  h e / s h e  l e a v e s  a t  8 : 1 5 a m  t o  f o l l o w  t h e  s a m e  i t i n e r a r y .  A s  i s  

o b v i o u s ,  t h e  s y s t e m  s h o u l d  b e  c a p a b l e  o f  i d e n t i f y i n g  t h a t  t h e  f o l l o w e d  r o u t e s  a r e  t h e  s a m e  

( i n  a  s p a t i o t e m p o r a l  s e n s e )  e v e n  i f  t h e y  d o  n o t  p e r f e c t l y  c o i n c i d e  i n  t i m e .  F u r t h e r m o r e ,  

d e p e n d i n g  o n  t h e  e x i s t i n g  n e t w o r k  t r a f f i c  c o n d i t i o n s ,  a  u s e r  m a y  n e e d  a  d i f f e r e n t  a m o u n t  o f  

t i m e  t o  t r a v e l  t h e  s a m e  d i s t a n c e  f r o m  o n e  d a y  t o  a n o t h e r .

G e n e r a l l y  s p e a k i n g ,  w e  c o n s i d e r  t h a t  t h e  s e l e c t i o n  o f  t h e  a p p r o p r i a t e  s i z e  o f  w i s  

a n  a p p l i c a t i o n - s p e c i f i c  t a s k .  H o w e v e r ,  t h e  s i z e  o f  w i s  e x p e c t e d  t o  b e  s m a l l e r  w h e n  u s e r  

m o v e m e n t  i s  m o r e  p r o b a b l e  ( e . g . ,  a t  r u s h  h o u r s )  a n d  l a r g e r  w h e n  u s e r  i m m o b i l i t y  i s  e x ­

p e c t e d  ( e . g . ,  d u r i n g  t h e  l a t e  n i g h t  h o u r s ) .  B y  u s i n g  t h i s  c o n v e n t i o n ,  a  r e a s o n a b l e  a m o u n t  

o f  f r e q u e n t  r o u t e s  i s  e x p e c t e d  t o  b e  d e r i v e d ,  l e a d i n g  t o  t h e  b e s t  p o s s i b l e  p r o t e c t i o n  o f  u s e r  

p r i v a c y .  F i n a l l y ,  i t  i s  a l s o  p o s s i b l e  t o  h a v e  t h e  d i f f e r e n t  t i m e  i n t e r v a l s  ( i . e .  w’s )  b e  a u t o m a t ­

i c a l l y  a d j u s t e d  b y  t h e  s y s t e m  b a s e d  o n  t h e  m o v e m e n t  h i s t o r y  o f  e a c h  u s e r  ( i . e .  r e c o r d e d  a s  

p a r t  o f  t h e  u s e r  p r o f i l e  a n d  s u b s e q u e n t l y  u s e d  t o  d e r i v e  t h e  f r e q u e n t  r o u t e s  f o r  t h i s  p a r t i c u l a r  

u s e r ) .  T h i s  w i l l  a l l o w  f o r  a c c o u n t i n g  f o r  d i f f e r e n t  m o v e m e n t  b e h a v i o r s  o f  d i s t i n c t  u s e r s  i n  

t h e  s y s t e m  w h e n  e x t r a c t i n g  t h e i r  f r e q u e n t  r o u t e s .

Addressing (Computational) Cost-Related Issues

T h e  c o m p u t a t i o n  o f  t h e  f r e q u e n t  r o u t e s  o f  a  u s e r  i s  g e n e r a l l y  a  c o s t l y  o p e r a t i o n ,  p a r t i c u l a r l y  

d u e  t o  t h e  e x p e c t e d  l a r g e  n u m b e r  o f  t h e  t r a j e c t o r i e s  t h a t  h a v e  t o  b e  t a k e n  i n t o  c o n s i d e r a t i o n .  

H o w e v e r ,  t h e r e  a r e  t w o  k e y  i s s u e s  t h a t  a l l o w  u s  t o  p r o c e e d  t o w a r d s  t h i s  d i r e c t i o n :

•  T h e  c o m p u t a t i o n  c a n  p r o c e e d  o f f l i n e  t h r o u g h  t h e  u s e  o f  a  d e d i c a t e d  s e r v e r  ( p o s s i b l y  

o t h e r  t h a n  t h e  t r u s t e d  s e r v e r )  a n d  t h u s  d o  n o t  a f f e c t  t h e  o n l i n e  o p e r a t i o n  o f  t h e  s y s t e m .
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W h e n  c o m p u t e d ,  t h e  n e w  f r e q u e n t  r o u t e s  w i l l  r e p l a c e  t h e  o l d  o n e s  t h a t  a r e  c u r r e n t l y  

a s s o c i a t e d  w i t h  t h e  u s e r  p r o f i l e .

•  T h e  b e h a v i o r  o f  a  u s e r  i s  n o t  e x p e c t e d  t o  r a d i c a l l y  c h a n g e  f r o m  d a y  t o  d a y ,  a n d  e v e n  i f  

i t  d o e s  c h a n g e ,  i t  w i l l  s t i l l  t a k e  s o m e  t i m e  u n t i l  t h e  o l d  f r e q u e n t  r o u t e s  b e c o m e  i n v a l i d  

( i . e .  u n t i l  t h e  n e w  r o u t e s  o f  t h e  u s e r  b e c o m e  f r e q u e n t ) .  A s  a  r e s u l t ,  t h e  f r e q u e n t  r o u t e s  

o f  a  u s e r  d o  n o t  h a v e  t o  b e  c o n s t a n t l y  u p d a t e d  b u t  o n l y  o n c e  i n  a  w h i l e ,  b a s e d  o n  t h e  

u s e d  freq  t h r e s h o l d .

2 2 . 2 . 3  P h a s e  I I I :  T r a j e c t o r y  K - A n o n y m i t y

T h e  t h i r d  p h a s e  i n  t h e  p r o c e s s  o f  p r i v a c y  p r e s e r v a t i o n  i s  t h e  p r o v i s i o n  o f  t r a j e c t o r y  K -  

a n o n y m i t y .  I f  K - a n o n y m i t y  i s  s u c c e s s f u l l y  p r o v i d e d  t o  t h e  u s e r ,  t h e n  t h i s  i s  a l s o  t h e  l a s t  

p h a s e  o f  t h e  p r o c e s s .  A l g o r i t h m  2 2 . 2  c o m p u t e d  t h e  l i s t  o f  f r e q u e n t  r o u t e s  FR  f o r  e a c h  

m o v i n g  o b j e c t  o .  I n  o r d e r  f o r  t h e  p r i v a c y  p r e s e r v a t i o n  m e c h a n i s m  t o  a d e q u a t e l y  p r o t e c t  t h e  

p r i v a c y  o f  a  r e q u e s t e r ,  t h e  s y s t e m  s h o u l d  b e  c a p a b l e  o f  d e c i d i n g  w h e n  a  u s e r  r e q u e s t  f o r  a n  

L B S  m a t c h e s  a  f r e q u e n t  r o u t e  o f  t h e  u s e r  a n d ,  s u b s e q u e n t l y ,  w h e t h e r  t h i s  r o u t e  i s  s a f e  o r  

u n s a f e .  I n  w h a t  f o l l o w s ,  w e  c o n c e n t r a t e  o n  t h e  f i r s t  p a r t .  R e g a r d i n g  t h e  s e c o n d  p a r t ,  t h e  

c l a s s i f i c a t i o n  o f  t h e  f r e q u e n t  r o u t e s  o f  a  u s e r  i n t o  s a f e  a n d  u n s a f e  i s  a  m a t t e r  o f  b u i l d i n g  a n  

e f f i c i e n t  l o o k u p  t a b l e  t h a t  m a i n t a i n s  t h i s  i n f o r m a t i o n .

M a t c h i n g  U s e r  R e q u e s t s  t o  F r e q u e n t  R o u t e s

C o n s i d e r  F i g u r e  2 2 . 5  t h a t  d e p i c t s  a  u s e r  i n i t i a t i n g  a  r e q u e s t  r  f o r  a n  L B S .  A s s u m e  t h a t  t h e  

t e m p o r a l  c o o r d i n a t e  o f  t h e  r e q u e s t  m a t c h e s  f o u r  o f  t h e  f r e q u e n t  r o u t e s  o f  t h e  u s e r  ( i . e .  ‘a ’ , 

‘b ’ , ‘c ’ a n d  ‘d ’ ) ,  e a c h  o f  w h i c h  i s  b u f f e r e d  b a s e d  o n  t h e  w i d t h  o f  t h e  c o r r e s p o n d i n g  r o a d .  

M o r e o v e r ,  a s  i s  s h o w n  i n  F i g u r e  2 2 . 5 ,  s o m e  o f  t h e s e  r o u t e s  s h a r e  c o m m o n  r e g i o n s  ( e . g . ,  

‘a ’ a n d  ‘b ’ ) ,  w h i l e  o t h e r s  a r e  d i s j o i n t  ( e . g . ,  ‘c ’ a n d  ‘d ’) .  T h e  s y s t e m  s h o u l d  b e  c a p a b l e  o f  

i d e n t i f y i n g  t h a t  t h i s  r e q u e s t  w a s  m a d e  f r o m  w i t h i n  t h e  r e g i o n s  o f  a  f r e q u e n t  r o u t e  o f  t h e  

u s e r  a n d  p r o c e e d  t o  p r o v i d e  K -freq u en t  a n o n y m i t y  ( i f  ‘a ’ i s  a  s a f e  r o u t e )  o r  K -p re se n t  

a n o n y m i t y  ( i f  ‘ a ’ i s  a n  u n s a f e  r o u t e ) .

278

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



F i g u r e  2 2 . 5 :  M a t c h i n g  u s e r  r e q u e s t s  t o  f r e q u e n t  r o u t e s .

Algorithm 22.3 M a t c h  o f  r e q u e s t s  i n  t h e  n e t w o r k  a w a r e  m o d e l

In p u t :  Current user request Rc, user’s frequent routes FR, indicator frun of whether this is the first or an intermediate user
request for this service and (if not the first request) the matched route of the last user request FR’.

O u tp u t:  Boolean value denoting whether the match was successful or unsuccessful.
1 fu n c tio n  MatchRequest(Rc, FR, frun, <in-out> FR’)
2 if  frun = true th e n > this is the first request
3 FR̂  {(F, w) e  FR|t e  w} > frequent routes of the user in w
4 M ^  Get_Geom_Inside(Rc|Xj, geom(FR))
5 if  M =  null th e n
6 r e tu r n  false > request made from infrequent route
7 else
8 d e c la re  List FR’ ^  0
9 FR’ ^  Get_Anyinteract(M , geom(FR)) > identify frequent routes in FR that are not disjoint to the

matched route M
10 r e tu rn  true > request made from a frequent route
11 else > not the first run
12 : M ̂  Get_Geom_inside(Rc|x,y, geom(FR’))
13 if  M =  null th e n
14 : frun ̂  true > initialize for the next run
15 : r e tu rn  false > user left the frequent route
16 :  else
17 :  r e tu rn  true > user is still in a frequent route

T h e  m a t c h i n g  p a r t  o f  t h e  t r a j e c t o r y  a n o n y m i z a t i o n  p r o c e s s  p r o c e e d s  i n  t w o  s t e p s :  

T h e  f i r s t  s t e p  e x a m i n e s  t h e  l o c a t i o n  o f  r e q u e s t  a n d  i d e n t i f i e s  i f  i t  l i e s  i n s i d e  a n y  o f  t h e  

f r e q u e n t  r o u t e s  o f  t h e  u s e r .  I f  t h i s  i s  t h e  c a s e ,  t h e n  t h e  s y s t e m  t a k e s  t h e  a p p r o p r i a t e  a c t i o n s  

d e p e n d i n g  o n  w h e t h e r  t h e  r o u t e  i s  s a f e  o r  u n s a f e .  T h e  s e c o n d  s t e p  t a k e s  p l a c e  a t  e a c h  

s u b s e q u e n t  l o c a t i o n  u p d a t e  t r a n s m i t t e d  b y  t h e  m o b i l e  d e v i c e  o f  t h e  u s e r  a n d  f o r  a s  l o n g  a s  

t h e  u s e r  r e m a i n s  w i t h i n  a  f r e q u e n t  r o u t e .  I f  t h e  u s e r  l e a v e s  h i s / h e r  f r e q u e n t  r o u t e s ,  t h e n  t h e  

s y s t e m  o f f e r s  K—present  a n o n y m i t y  a n d  c o n t i n u e s  t o  c h e c k  t h e  s u b s e q u e n t  l o c a t i o n s  o f  t h e  

u s e r  t o  d e t e c t  w h e t h e r  t h e  u s e r  e n t e r e d  a  f r e q u e n t  r o u t e .  T h i s  p r o c e s s  c o n t i n u e s  u n t i l  t h e  

s e r v i c e  i s  p r o v i d e d  t o  t h e  r e q u e s t e r .
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A l g o r i t h m  2 2 . 3  p r o v i d e s  t h e  d e t a i l s  o f  o u r  i m p l e m e n t a t i o n .  I n  t h e  f i r s t  r u n ,  t h e  

a l g o r i t h m  i s o l a t e s  f r o m  t h e  s e t  o f  a l l  t h e  f r e q u e n t  r o u t e s  o f  t h e  r e q u e s t e r  t h e  o n e s  t h a t  a r e  

t i m e - c o n s i s t e n t  w i t h  r e s p e c t  t o  t h e  t i m e  o f  r e q u e s t  t . T h e n ,  w e  p r o c e e d  t o  i d e n t i f y  i f  t h e  

l o c a t i o n  ( x , y )  o f  t h e  u s e r  a t  t h e  t i m e  o f  r e q u e s t  l i e s  i n s i d e  a n y  o f  t h e s e  g e o m e t r i e s .  T h e  

m a t c h i n g  g e o m e t r i e s ,  i f  a n y ,  a r e  m a i n t a i n e d  i n  a  l i s t  M . N o t a t i o n  g e o m ( F R )  ( l i n e s  4 ,  9  

a n d  1 2  o f  A l g o r i t h m  2 2 . 3 )  i s  u s e d  t o  d e m o n s t r a t e  t h a t  o n l y  t h e  s p a t i a l  c o m p o n e n t  ( i . e .  t h e  

g e o m e t r y )  o f  t h e  f r e q u e n t  r o u t e  i s  c u r r e n t l y  e x a m i n e d .  T h u s ,  t h e  t e m p o r a l  c o m p o n e n t  i s  

i g n o r e d .  I n  t h e  e v e n t  t h a t  t h e  r e q u e s t  w a s  i n i t i a t e d  a t  a  l o c a t i o n  o u t s i d e  t h e  f r e q u e n t  r o u t e s  

i n  F R ,  t h e  u s e r  i s  p r o v i d e d  w i t h  K -p re se n t  a n o n y m i t y  a n d  t h e  a l g o r i t h m  i s  r e - e x e c u t e d  i n  

t h e  n e x t  l o c a t i o n  u p d a t e  ( u n l e s s  t h e  r e q u e s t  i s  s e r v i c e d  i n  t h e  m e a n w h i l e ) .  O t h e r w i s e ,  t h e  

s y s t e m  i d e n t i f i e s  a l l  t h e  g e o m e t r i e s  t h a t  a r e  n o t  d i s j o i n t  t o  M  a n d  s t o r e s  t h e m  i n  a  l i s t  F R ’ 

t h a t  i s  u s e d  i n  s u b s e q u e n t  c a l l s  r e g a r d i n g  t h e  s a m e  s e r v i c e .  L i s t  F R ’ s t o r e s  t h e  f r e q u e n t  

r o u t e  w h e r e  t h e  r e q u e s t  w a s  i n i t i a t e d ,  a l o n g  w i t h  a l l  t h e  r e l a t e d  ( n o n - d i s j o i n t )  f r e q u e n t  

r o u t e s  f r o m  FR. C o n s i d e r i n g  t h e  s c e n a r i o  o f  F i g u r e  2 2 . 5 ,  FR’ w i l l  s t o r e  r o u t e s  ‘a ’ a n d  ‘b ’ . 

T h i s  i s  d u e  t o  t h e  f a c t  t h a t  s i n c e  t h e  u s e r  i n i t i a t e d  t h e  r e q u e s t  w h e n  i n s i d e  f r e q u e n t  r o u t e  

‘a ’ , t h e  o n l y  p o s s i b l e  f r e q u e n t  r o u t e s  t h a t  h e / s h e  c a n  f o l l o w  w i t h o u t  t r a v e r s i n g  a n  i n f r e q u e n t  

r o u t e ,  a r e  ‘a ’ a n d  ‘b ’ . G i v e n  t h e  f a c t  t h a t  a  u s e r  m a y  h a v e  a  s u b s t a n t i a l  n u m b e r  o f  f r e q u e n t  

r o u t e s  i n  t h e  c o n s i d e r e d  t i m e  i n t e r v a l  w, t h e  u s e  o f  t h e  r o u t e s  i n  F R ’ a l l e v i a t e s  t h e  s y s t e m  

f r o m  a  l o t  o f  u n n e c e s s a r y  w o r k .

O f f e r i n g  T r a j e c t o r y  K - A n o n y m i t y

F i g u r e  2 2 . 6  p r e s e n t s  t h e  g e n e r a l  c a s e  f o r  t h e  o f f e r i n g  o f  t r a j e c t o r y  K - a n o n y m i t y  i n  t h e  

r e g i o n s  o f  t h e  n e t w o r k  a w a r e  m o d e l .  C o n s i d e r  a  p a r t  o f  t h e  c e n t e r  o f  a n  i m a g i n a r y  c i t y  a t  

a  n o n - r u s h  h o u r .  A t  c u r r e n t  t i m e  t n a  u s e r  m a k e s  a  r e q u e s t  r  f r o m  t h e  l o c a t i o n  d e p i c t e d  

o n  t h e  m a p .  T h e  s y s t e m  r e c e i v e s  t h i s  r e q u e s t ,  e x a m i n e s  i t s  s p a t i o t e m p o r a l  c o o r d i n a t e s ,  

a n d  m a t c h e s  i t  t o  a  s a f e  o r  a n  u n s a f e  r o u t e  o f  t h e  r e q u e s t e r .  T h e n ,  t h e  s y s t e m  e x a m i n e s  

t h e  d i s t r i c t  w h e r e  t h e  u s e r  i s  l o c a t e d  b y  d e p i c t i n g  a l l  o t h e r  u s e r  ( s u b ) - t r a j e c t o r i e s  i n  a  t i m e  

p e r i o d  w =  [tn - 1 , t n ] t h a t  i s  c l o s e  t o  t h e  t i m e  o f  r e q u e s t .  I n  t h e  e x a m p l e  s c e n a r i o  o f  F i g u r e
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W  = [tn-1, tn]

F i g u r e  2 2 . 6 :  A  s c e n a r i o  o f  K - a n o n y m i t y  i n  t h e  n e t w o r k  a w a r e  m o d e l .

2 2 . 6 ,  t h e r e  a r e  1 0  u s e r s  o t h e r  t h a n  t h e  r e q u e s t e r  t h a t  m o v e  i n  t h i s  t i m e  p e r i o d  i n  t h i s  p a r t  o f  

t h e  c i t y .  T o  p r o t e c t  t h e  u s e r ,  t h e  s y s t e m  n e e d s  t o  i d e n t i f y  t h e  K - 1  u s e r  t r a j e c t o r i e s  t h a t  a r e  

n e a r e s t  t o  t h e  r e q u e s t e r  a n d  t h a t  s a t i s f y  t h e  c r i t e r i a  o f  t h e  a p p r o p r i a t e  t y p e  o f  a n o n y m i t y  ( K -  

presen t  v s .  K -frequ en t).  T h i s  i s  a c h i e v e d  t h r o u g h  t h e  g e n e r a l i z a t i o n  o f  t h e  s p a t i o t e m p o r a l  

c o o r d i n a t e s  o f  t h e  r e q u e s t .  T h e  a n o n y m i z e d  r e q u e s t ,  w h i c h  i s  t h e n  f o r w a r d e d  b y  t h e  t r u s t e d  

s e r v e r  t o  t h e  a p p r o p r i a t e  s e r v i c e  p r o v i d e r ,  h a s  i t s  s p a t i a l  c o o r d i n a t e s  e n c l o s e  t h e  a n o n y m i t y  

s e t  a n d  t h e  t e m p o r a l  c o o r d i n a t e  r e f l e c t  t h e  t i m e  p e r i o d  w .  F u r t h e r m o r e ,  t h e  g e n e r a t e d  K -  

A S R  i s  m a t c h e d  t o  a  c i r c l e  t h a t  i s  c e n t e r e d  a t  t h e  c e n t r o i d  o f  t h e  c o l l e c t i o n  o f  g e o m e t r i e s  t h a t  

c o r r e s p o n d  t o  t h e  r o u t e s  o f  t h e  K - 1  n e a r e s t  n e i g h b o r s  t o  t h e  r e q u e s t e r  i n  t h e  t i m e  p e r i o d  

w ,  p l u s  t h e  l o c a t i o n  o f  r e q u e s t .  D e p e n d i n g  o n  t h e  v a l u e  o f  A m i n , t h e  a r e a  o f  t h e  c i r c l e  i s  

a d j u s t e d  i f  n e c e s s a r y  t o  a d h e r e  t o  t h i s  c o n s t r a i n t .  F u r t h e r m o r e ,  i f  t h e  c o m p u t e d  a r e a  e x c e e d s  

t h e  A max  t h r e s h o l d  t h a t  i s  r e q u i r e d  f o r  t h e  p r o v i s i o n  o f  t h i s  s e r v i c e ,  K - a n o n y m i t y  f a i l s  a n d  

t h e  u s e r  i s  n o t i f i e d .  O t h e r w i s e ,  t h e  c o m p u t e d  A S R  r e p l a c e s  t h e  a c t u a l  c o o r d i n a t e s  o f  t h e  

o r i g i n a l  r e q u e s t  a n d  p r o v i d e s  i t s  K - a n o n y m i z e d  e q u i v a l e n t .
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Input: User request Rc, value of K in K-anonymity, minimum generalization area Am;n.
Output: The computed circular anonymity region C that satisfies .

Algorithm 22.4 Offering of trajectory K-anonymity in the network aware model.

1: function GeneralizeRequest(Rc, K, Amin) 
2: declare List_of_Geom AS — 0
3: declare Geometry C — 0
4: AS — Get_K_NN(Rc, K-1, α)
5: Ck — Get_Centroid(AS, w)
6: RK — Get_Distance(Ck ,K-th NN)
7: if Rk < \[ Af n ‘hen
8: Rk -
9: C — CREATE_CIRCLE(Ck , Rk )
10: return C

> initialize the anonymity set
> find the nearest neighbors of the requester 

> centroid of the routes in w 
> compute the distance from the center to the furthest neighbor

> ensure that the distance fulfils the Amin requirement 
> create the anonymity region C

F i g u r e  2 2 . 7 :  E u c l i d i a n  d i s t a n c e  ( r e d )  v s  n e t w o r k  d i s t a n c e  ( w h i t e )  f o r  t h e  c o m p u t a t i o n  o f  

t h e  p a r t i c i p a n t s  i n  t h e  a n o n y m i t y  s e t .

A l g o r i t h m  2 2 . 4  p r e s e n t s  t h e  w a y  t h a t  t r a j e c t o r y  K - a n o n y m i t y  i s  d e l i v e r e d  t o  a  u s e r  

t h a t  s e n t  a  r e q u e s t  R c  g i v e n  t h r e s h o l d  A m i n . T h e  g o a l  o f  t h e  a l g o r i t h m  i s  t o  i d e n t i f y  t h e  

K - 1  t r a j e c t o r i e s  o f  t h e  u s e r s ,  f o r  t h e  t i m e  i n t e r v a l  w =  [tn -1 , tn ] t h a t  s a t i s f y  t h e  a p p r o p r i a t e  

a n o n y m i t y  r e q u i r e m e n t s  a n d  t o  r e t u r n  t h e  r e g i o n  t h a t  c o v e r s  a l l  t h e  K  u s e r s  ( i n c l u d i n g  t h e  

r e q u e s t e r ) .  A n  i m p o r t a n t  o b s e r v a t i o n  i s  t h a t  a  t r a j e c t o r y  d o e s  n o t  n e e d  t o  l i e  c o m p l e t e l y  

i n s i d e  t h e  c o n s i d e r e d  s p a t i a l  r e g i o n ,  f o r  i t s  u s e r  t o  b e  e n c o u n t e r e d  i n  t h e  a n o n y m i t y  s e t  o f  

o .  R a t h e r ,  e v e n  i f  a  s m a l l  p a r t  o f  t h e  t r a j e c t o r y  i s  i n s i d e  t h e  s p a t i a l  r e g i o n  a t  s o m e  t i m e  i n  

w, t h e  c o r r e s p o n d i n g  u s e r  i s  c o u n t e d  i n  t h e  a n o n y m i t y  s e t .  A n o t h e r  i m p o r t a n t  i s s u e  r e l a t e s  

t o  t h e  c a l c u l a t i o n  o f  t h e  d i s t a n c e s  b e t w e e n  t h e  p o i n t  o f  r e q u e s t  a n d  t h e  v a r i o u s  t r a j e c t o r i e s  

i n  t h e  s y s t e m .  I n  o u r  i m p l e m e n t a t i o n ,  t h e  d i s t a n c e  b e t w e e n  t h e  r e q u e s t e r  a n d  a  t r a j e c t o r y  

i s  c a p t u r e d  a s  t h e  m i n i m u m  d i s t a n c e  b e t w e e n  t h e  p o i n t  o f  r e q u e s t  a n d  t h e  n e a r e s t  p o i n t  o f  

t h e  t r a j e c t o r y  t o  t h e  r e q u e s t e r .  T h i s  m e a n s  t h a t  d i s t a n c e s  a r e  n o t  c o m p u t e d  b a s e d  o n  t h e  

u n d e r l y i n g  n e t w o r k  o f  m o v e m e n t ,  a  c h o i c e  t h a t  i s  a p p r o p r i a t e l y  j u s t i f i e d  i n  F i g u r e  2 2 . 7 .

A l g o r i t h m  2 2 . 4  i d e n t i f i e s  t h e  K - 1  r o u t e s  t h a t  a r e  n e a r e s t  t o  t h e  r e q u e s t e r  i n  w a n d  

s t o r e s  t h e m  i n  a  l i s t  A S . T h e  α  p a r a m e t e r  i n  t h e  c o m p u t a t i o n  o f  t h e  K  n e a r e s t  n e i g h -
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F i g u r e  2 2 . 8 :  A n  e x a m p l e  o f  c o m p u t e d  r e g i o n  o f  K - a n o n y m i t y .

b o r s  ( i n c l u d i n g  t h e  r e q u e s t e r )  i n d i c a t e s  t h e  t y p e  o f  a n o n y m i t y  t h a t  i s  s o u g h t  (K -p re se n t  

v s .  K -frequ en t)  t o  a l l o w  t h e  a l g o r i t h m  t o  s e a r c h  a m o n g  t h e  c o r r e s p o n d i n g  u s e r s .  H a v i n g  

i d e n t i f i e d  t h e  p a r t i c i p a n t s  o f  t h e  a n o n y m i t y  s e t ,  t h e  a l g o r i t h m  c o m p u t e s  t h e  c e n t r o i d  o f  t h e  

c o r r e s p o n d i n g  r o u t e s  ( w i t h  r e s p e c t  t o  w)  i n  A S . T h i s  p o i n t  C K  w i l l  b e  t h e  c e n t e r  o f  t h e  

A S R .  F o l l o w i n g  t h a t ,  t h e  a l g o r i t h m  c o m p u t e s  t h e  d i s t a n c e  o f  C K  t o  t h e  m o s t  d i s t a n t  r o u t e  i n  

A S . T h e  f i n a l  s t e p  o f  A l g o r i t h m  2 2 . 4  i s  t o  c o m p u t e  t h e  c i r c l e  C  c e n t e r e d  a t  C K  a n d  h a v i n g  a  

r a d i u s  R K . T h i s  c i r c l e  c o r r e s p o n d s  t o  t h e  K - A S R  f o r  u s e r  r .  T o  e n s u r e  t h a t  t h e  a n o n y m i t y  

r e g i o n  s a t i s f i e s  t h e  A m i n  p r i v a c y  r e q u i r e m e n t ,  t h e  c o m p u t e d  r a d i u s  o f  t h e  c i r c l e  i s  t e s t e d  

a g a i n s t  t h e  m i n i m u m  a c c e p t a b l e  r a d i u s  y / A m i n / π  a n d  i s  a u g m e n t e d  i f  n e c e s s a r y .  F i g u r e  

2 2 . 8  p r e s e n t s  t h e  w a y  A l g o r i t h m  2 2 . 4  o f f e r s  9 - a n o n y m i t y  t o  u s e r  r .  T h e  c e n t e r  o f  t h e  c i r c u ­

l a r  a n o n y m i t y  r e g i o n  c o r r e s p o n d s  t o  t h e  c e n t r o i d  o f  t h e  u s e r s .  N o t i c e  t h a t  b y  c o n s t r u c t i o n ,  

a l l  t h e  K  u s e r s  i n  t h e  a n o n y m i t y  r e g i o n  a r e  e q u i - p r o b a b l e  t o  b e  t h e  s e n d e r s  o f  r e q u e s t  r , 

s i n c e  t h e  c e n t r o i d  o f  t h e  r o u t e s  i n  A S  i s  u n i q u e l y  d e f i n e d .

I n  a  s e r v i c e  t h a t  c a n  b e  c o m p l e t e d  w i t h i n  o n e  l o c a t i o n  u p d a t e ,  A l g o r i t h m  2 2 . 4  p r o ­

d u c e s  t h e  a n o n y m i t y  r e g i o n  t h a t  r e p l a c e s  t h e  s p a c e / t i m e  c o o r d i n a t e s  o f  t h e  o r i g i n a l  r e q u e s t .  

O n  t h e  o t h e r  h a n d ,  i f  m u l t i p l e  l o c a t i o n  u p d a t e s  a r e  n e c e s s a r y  f o r  t h e  c o m p l e t i o n  o f  t h e  

s e r v i c e ,  t h e n  t h e  f o l l o w i n g  s t r a t e g y  i s  a p p l i e d .  F i r s t ,  A l g o r i t h m  2 2 . 4  i s  e x e c u t e d  a n d  t h e  

a r e a  o f  r e q u e s t  i s  g e n e r a l i z e d  t o  s a t i s f y  K - a n o n y m i t y .  T h e  K - 1  s u b j e c t s  o f  t h e  c o m p u t e d  

a n o n y m i t y  s e t  a r e  m a i n t a i n e d  b y  t h e  t r u s t e d  s e r v e r  f o r  a s  l o n g  a s  t h e  c u r r e n t  s e r v i c e  w i t h -
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s t a n d s  c o m p l e t i o n .  A t  e a c h  s u b s e q u e n t  l o c a t i o n  u p d a t e  t h a t  n e e d s  t o  b e  t r a n s m i t t e d  t o  t h e  

s e r v i c e  p r o v i d e r s ,  t h e  t r u s t e d  s e r v e r  a d j u s t s  t h e  t i m e  c o o r d i n a t e  o f  t h e  r e q u e s t  a n d  a p p l i e s  

A l g o r i t h m  2 2 . 4  t o  g e n e r a t e  a  K - A S R  t h a t  c o n t a i n s  ( p o s s i b l y  a m o n g  o t h e r s )  t h e  o r i g i n a l  K  

u s e r s .  T h i s  n e w  A S R ,  p r o v i d e d  t h a t  i t  s a t i s f i e s  t h e  A m a x  t h r e s h o l d ,  b l o c k s  t h e  s e q u e n t i a l  

q u e r y  t r a c k i n g  a t t a c k  a n d  o f f e r s  p r i v a c y  t o  t h e  r e q u e s t e r .  H o w e v e r ,  i f  t h e  A max  t h r e s h o l d  i s  

s u r p a s s e d ,  t h e  p r i v a c y  o f  t h e  u s e r  i s  u n d e r  t h r e a t  a n d  a  s e r v i c e  d e l a y i n g  o r  d e n i a l  m e c h a n i s m  

h a s  t o  t a k e  o v e r .

2 2 . 2 . 4  P h a s e  I V :  S e r v i c e  D e l a y  o r  D e n i a l

T h e r e  a r e  c i r c u m s t a n c e s  w h e n  t h e  p r o p o s e d  a p p r o a c h  f o r  t h e  o f f e r i n g  o f  t r a j e c t o r y  K -  

a n o n y m i t y  t o  t h e  r e q u e s t e r s  o f  L B S s  m a y  f a i l .  T h i s  s i t u a t i o n  m a y  o c c u r  f o r  s e v e r a l  r e a s o n s ,  

s u c h  a s  a n  e x c e p t i o n a l l y  h i g h  v a l u e  o f  K  d e f i n e d  i n  t h e  p r o f i l e  o f  t h e  r e q u e s t e r  o r  t i g h t  s p a -  

t i o t e m p o r a l  g e n e r a l i z a t i o n  c o n s t r a i n t s  ( A m a x , w)  r e q u i r e d  f o r  t h e  p r o v i s i o n  o f  t h e  r e q u e s t e d  

s e r v i c e .  I n  a l l  s u c h  c a s e s ,  a n  a p p r o a c h  h a s  t o  b e  e m p l o y e d  t o  e f f e c t i v e l y  p r o t e c t  t h e  i d e n t i t y  

o f  t h e  r e q u e s t e r .  T h e  p r o p o s e d  a p p r o a c h  i n t r o d u c e s  a  s m a l l  d e l a y  i n  t h e  s e r v i c i n g  o f  t h e  

r e q u e s t ,  i n  t h e  h o p e  t h a t  i n  t h e  m e a n w h i l e  ( i )  m o r e  u s e r s  w i l l  a p p r o a c h  t h e  r e q u e s t e r ,  t h u s  

b e c o m e  p a r t  o f  h i s / h e r  a n o n y m i t y  s e t ,  a n d / o r  ( i i )  t h e  r e q u e s t e r  w i l l  m o v e  t o  a  m o r e  p o p ­

u l a t e d  r e g i o n .  S p e c i f i c a l l y ,  w e  d e f e r  t h e  s e r v i c i n g  o f  t h e  r e q u e s t  f o r  a  p r e - s p e c i f i e d  t i m e  

p e r i o d  a n d  t h e n  r e - e x e c u t e  A l g o r i t h m  2 2 . 4  f o r  t h e  p r o v i s i o n  o f  t r a j e c t o r y  K - a n o n y m i t y .  I f  

t h e  a l g o r i t h m  f a i l s  a g a i n ,  t h e n  w e  p r o t e c t  t h e  p r i v a c y  o f  t h e  u s e r  b y  d e n y i n g  t h e  s e r v i c i n g  

o f  h i s / h e r  r e q u e s t .

2 2 . 2 . 5  A c h i e v i n g  R e a l - T i m e  O p e r a t i o n

Offline operations T h e  m o s t  i m p o r t a n t  o f f l i n e  t a s k  o f  t h e  p r o p o s e d  s y s t e m  i s  t h e  d e r i v a ­

t i o n  o f  t h e  f r e q u e n t  r o u t e s  o f  t h e  u s e r s .  S i n c e  t h e s e  r o u t e s  a r e  n o t  e x p e c t e d  t o  c h a n g e  v e r y  

o f t e n ,  t h e i r  c o m p u t a t i o n  d o e s  n o t  a d d  a n  o v e r h e a d  t o  t h e  r e g u l a r  r e a l - t i m e  o p e r a t i o n  o f  t h e  

s y s t e m .  F u r t h e r m o r e ,  t h e  u s e  o f  t h e  s p a t i a l  f u n c t i o n a l i t y  o f  t h e  s p a t i a l  D B M S  a l l o w s  t h i s  

p r o c e s s  t o  b e  c o n d u c t e d  i n  a n  e f f i c i e n t  m a n n e r .
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O n l i n e  o p e r a t i o n s  D u r i n g  o n l i n e  o p e r a t i o n  t h e  p u r p o s e  o f  t h e  s y s t e m  i s  t o  r e c e i v e  u s e r  

r e q u e s t s  f o r  L B S s  a n d  t o  s e r v i c e  t h e m .  W h e n  a  n e w  r e q u e s t  r  i s  r e c e i v e d  b y  t h e  t r u s t e d  

s e r v e r ,  t h e  s y s t e m  e x a m i n e s  t h e  l o c a t i o n  o f  t h e  r e q u e s t e r  w i t h  r e s p e c t  t o  h i s / h e r  f r e q u e n t  

r o u t e s  a n d  p r o c e e d s  t o  p r o v i d e  t h e  n e c e s s a r y  t y p e  o f  K - a n o n y m i t y .  T h e  t i m e  r e q u i r e d  f o r  

t h i s  d e c i s i o n  i s  l o w ,  s i n c e  t h e  m a t c h i n g  o f  t h e  u s e r  r e q u e s t s  t o  t h e  c o r r e s p o n d i n g  f r e q u e n t  

r o u t e s  i s  p e r f o r m e d  b y  m a k i n g  u s e  o f  t h e  s p a t i a l  i n d e x e s  o f  t h e  D B M S .  F u r t h e r m o r e ,  s u b s e ­

q u e n t  r u n s  o f  t h e  a l g o r i t h m  f o r  t h e  s a m e  r e q u e s t  a r e  s e r v i c e d  m u c h  f a s t e r  s i n c e  t h e  r e g i o n s  

o f  i n t e r e s t ,  w h e r e  t h e  s e a r c h  w i l l  b e  c o n d u c t e d ,  a r e  f u r t h e r  r e d u c e d  a n d  i s o l a t e d  f r o m  t h e  s e t  

o f  a l l  t h e  f r e q u e n t  r o u t e s  o f  t h e  u s e r .  R e g a r d i n g  t h e  p r o v i s i o n  o f  t r a j e c t o r y  K - a n o n y m i t y ,  

t h e  g e n e r a l i z a t i o n  s t r a t e g y  m a k e s  u s e  o f  t h e  s p a t i a l  f u n c t i o n a l i t y  o f  t h e  e m p l o y e d  D B M S  t o  

e f f i c i e n t l y  i d e n t i f y  t h e  n e i g h b o r s  o f  t h e  r e q u e s t e r .

22.3 System Implementation Details

I n  t h i s  s e c t i o n ,  w e  i n v e s t i g a t e  s o m e  d e t a i l s  t h a t  p e r t a i n  t o  t h e  i m p l e m e n t a t i o n  o f  t h e  p r e ­

s e n t e d  a l g o r i t h m s  a s  p a r t  o f  t h e  t r u s t e d  s e r v e r .  O u r  i m p l e m e n t a t i o n  r e l i e s  o n  a  s p a t i a l  

d a t a b a s e  e n g i n e  t h a t  s t o r e s  a l l  t h e  n e c e s s a r y  t y p e s  o f  s p a t i a l  ( n e t w o r k  o f  u s e r  m o v e m e n t )  

a n d  s p a t i o t e m p o r a l  ( m o v e m e n t  h i s t o r y ,  t r a j e c t o r i e s ,  f r e q u e n t  r o u t e s )  d a t a  a n d  e f f i c i e n t l y  

p e r f o r m s  a  s e t  o f  s p a t i a l  a n d  t e m p o r a l  c a l c u l a t i o n s  f o r  t h e  p r o v i s i o n  o f  t r a j e c t o r y  a n o n y m i z a ­

t i o n .  A  t a b l e  s t o r e s  a l l  t h e  u s e r s  i n  t h e  s y s t e m  a l o n g  w i t h  r e f e r e n c e s  t o  t h e i r  p r o f i l e s  a n d  

h i s t o r i e s  o f  m o v e m e n t .  T h e  p r o f i l e  o f  a  u s e r  c o r r e s p o n d s  t o  a  s e t  o f  t r i p l e s  (sid, K , A m i n ) 

a n d  i s  k e p t  i n  a  ( s p a t i a l )  t a b l e .  F u r t h e r m o r e ,  t i g h t  t o  e a c h  p r o f i l e  i s  t h e  s e t  o f  f r e q u e n t  r o u t e s  

o f  t h e  c o r r e s p o n d i n g  u s e r .  T h e s e ,  a r e  k e p t  i n  a  ( s p a t i a l )  t a b l e  c o n s i s t i n g  o f  t u p l e s  i n  t h e  

f o r m  o f  (routelD , route, TimeInterval) , w h e r e  t h e  route  d e p i c t s  t h e  t r a v e l e d  r o u t e  t h r o u g h  

t h e  n e t w o r k  a s  a  c o l l e c t i o n  o f  t h e  l i n k s  ( i . e .  s p a t i a l  g e o m e t r i e s )  t h a t  w e r e  t r a v e r s e d  b y  t h e  

u s e r ,  a n d  t h e  TimeInterval c o r r e s p o n d s  t o  t h e  ( u n a n c h o r e d )  t i m e  t h a t  t h i s  r o u t e  i s  t y p i c a l l y  

f o l l o w e d  b y  t h e  u s e r .  F o r  e a c h  f r e q u e n t  r o u t e ,  a  t a b l e  s t o r e s  t h e  v a l u e s  o f  K  f o r  w h i c h  t h i s  

r o u t e  i s  s a f e  o r  u n s a f e  f o r  t h e  u s e r .  T h e  u s e r  h i s t o r y  o f  m o v e m e n t  i s  k e p t  i n  t w o  t a b l e s :
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Table 22.1: Mapping the spatial functions to their equivalents in Oracle and DB2.

Spatial Function O racle Spatial D BM S D B 2 Spatial DBM S

G E T _ m _ S H O R T E S T _ R O U T E S A LL_PATHS(m , constrain ts) unsupported
G E T _ N E A R E S T _ N E IG H B O R N E A R E ST _N E IG H B O R S(1) unsupported
G E T _ O V E R L A P S SD O _O V E RL A PS ST _O verlaps
G E T _ G E O M _ IN S ID E SD O _IN SID E ST_C ontains
G E T _ A N Y IN T E R A C T SD O _A N Y IN T E R A C T ST_R elate
G E T _ K _ N N _ D IS T A N C E S D O _N N  &  SD O _W ITH IN _D ISTA N C E ST _D istance
C R E A T E _ { C IR C L E , SQ U A R E } SD O _G E O M E TR Y S T _G eom etry
G E T _ C E N T R O ID SD O _G E O M .SD O _C E N T R O ID ST _C entro id

( i )  t h e  t a b l e  o f  t h e  c o m p l e t e  h i s t o r y ,  a n d  ( i i )  t h e  t a b l e  o f  t h e  u s e r  t r a j e c t o r i e s .  B o t h  t a b l e s  

s t o r e  t h e  d a t a  a s  a  c o l l e c t i o n  o f  g e o m e t r i e s  r e l a t e d  t o  t h e  a c t u a l  s e g m e n t s ,  t h e i r  s t a r t - t i m e  

a n d  e n d - t i m e .  A  se q u e n c e lD  i s  t i g h t  t o  e a c h  s e g m e n t  t o  d e n o t e  i t s  p o s i t i o n  i n  t h e  g e o m e t r y  

a n d  t o  a l l o w  t h e  u n i f i c a t i o n  o f  t h e  s e g m e n t s  t o  b u i l d  l a r g e r  p a r t s  o f  a  t r a j e c t o r y .  B e s i d e s  t h e  

u s e r - r e l a t e d  d a t a ,  t h e  s p a t i a l  D B M S  a l s o  s t o r e s  t h e  u n d e r l y i n g  n e t w o r k  t o p o l o g y  N  o f  u s e r  

m o v e m e n t  t h r o u g h  a  s e t  o f  s p e c i a l - p u r p o s e  s t r u c t u r e s  p r o v i d e d  b y  t h e  D B M S .  F i n a l l y ,  a l l  

t h e  g e o m e t r i e s  i n  t h e  s p a t i a l  t a b l e s  a r e  i n d e x e d  a n d  t h e  m e t a d a t a  o f  t h e  n e t w o r k  a r e  u p d a t e d  

t o  i n c l u d e  t h e  a p p r o p r i a t e  c o s t s  f o r  t h e  v a r i o u s  c a l c u l a t i o n s .

T h e  i m p l e m e n t a t i o n  o f  t h e  p r o p o s e d  f r a m e w o r k  i s  b a s e d  o n  t h e  O r a c l e  D B M S  a n d  

J a v a ,  a n d  m a k e s  u s e  o f  t h e  O r a c l e  J a v a  A P I  [ 4 ]  t o  a l l o w  t h e i r  c o m m u n i c a t i o n .  T h e  c h o i c e  

o f  O r a c l e  w a s  m a d e  p r i m a r i l y  d u e  t o  i t s  i n h e r e n t  s u p p o r t  f o r  s p a t i a l  n e t w o r k s ,  a  s u p p o r t  t h a t  

i s  c u r r e n t l y  m i s s i n g  f r o m  o t h e r  D B M S s .  O n  t h e  o t h e r  h a n d ,  J a v a  a l l o w s  f o r  t h e  m a x i m u m  

o p e n - e n d n e s s  o f  o u r  f r a m e w o r k .  A s  a  f i r s t  s t e p  i n  o u r  i m p l e m e n t a t i o n ,  w e  u s e  a  n e t w o r k  

a w a r e  t r a j e c t o r y  d a t a  g e n e r a t o r  t h a t  g e n e r a t e s  a  s e t  o f  t r a j e c t o r i e s  ( a s  s e r i e s  o f  l o c a t i o n  u p ­

d a t e s )  w h i c h  a r e  c o n s i s t e n t  t o  a  g i v e n  n e t w o r k .  I n  s e q u e l ,  b o t h  t h i s  d a t a  a n d  t h e  u n d e r l y i n g  

n e t w o r k  a r e  t r a n s f o r m e d  i n t o  t h e  a p p r o p r i a t e  f o r m a t s  a n d  a r e  s t o r e d  i n  O r a c l e .  F i n a l l y ,  

t h r o u g h  t h e  s u p p o r t e d  s p a t i a l  f u n c t i o n s  o f  t h e  D B M S  o u r  p r i v a c y  m o d e l  r e c o n s t r u c t s  t h e  

u s e r  h i s t o r y ,  c o m p u t e s  t h e  f r e q u e n t  r o u t e s  a n d  p r o v i d e s  t r a j e c t o r y  K - a n o n y m i t y .  A l t h o u g h  

o u r  i m p l e m e n t a t i o n  w a s  b a s e d  o n  t h e  s p a t i a l  e n g i n e  o f  O r a c l e ,  t h e  p r o p o s e d  f r a m e w o r k  c a n  

b e  e a s i l y  m i g r a t e d  ( w i t h  t h e  n e c e s s a r y  a d j u s t m e n t s )  t o  a n y  o t h e r  s p a t i a l  D B M S .  T o  s u p p o r t  

t h i s  c l a i m ,  T a b l e  2 2 . 1  s u m m a r i z e s  t h e  s p a t i a l  f u n c t i o n s  t h a t  w e r e  u s e d  i n  t h e  p r o v i d e d  a l ­

g o r i t h m s  a n d  p r e s e n t s  t h e i r  e q u i v a l e n t s  f o r  t w o  m a j o r  s p a t i a l  D B M S s ,  n a m e l y  O r a c l e  [ 2 ]
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Table 22.2: The characteristics of the three datasets.

P a r a m e te r D a ta s e t  1 D a ta s e t  2 D a ta s e t  3

#objects 4,100 9,200 96,500

#classes 2 6 6

m ax tim e 2,000 3,000 8,000

report p robability 1 0.9 0.7

a n d  I B M  D B 2  [ 5 ] .  S i m i l a r  f u n c t i o n s  c a n  b e  f o u n d  i n  o t h e r  D B M S s  w i t h  s p a t i a l  c a p a b i l ­

i t i e s ,  a s  w e l l  a s  f u n c t i o n s  n e e d e d  f o r  t h e  c o m p u t a t i o n  o f  b u f f e r s ,  t h e  i d e n t i f i c a t i o n  o f  t h e  

l e n g t h  o f  r o a d s  o r  r o a d  p a r t s ,  a n d  t h e  i d e n t i f i c a t i o n  o f  g e o m e t r i e s  t h a t  a r e  w i t h i n  a  d i s ­

t a n c e  f r o m  a n  o r i g i n .  T h i s  f u n c t i o n a l i t y  i s  d e l i v e r e d  i n  O r a c l e  t h r o u g h  t h e  s p a t i a l  f u n c t i o n s  

S D O _ B U F F E R ,  S D O _ L E N G T H  a n d  S D O _ W I T H I N _ D I S T A N C E .  W e  s h o u l d  p o i n t  o u t  

t h a t  a l t h o u g h  O r a c l e  i s  a  c o m m e r c i a l  D B M S ,  t h e  f u n c t i o n a l i t y  t h a t  w e  u s e d  f r o m  O r a c l e  i s  

f r e e l y  a v a i l a b l e  t h r o u g h  t h e  O r a c l e ’s  w e b s i t e  ( h t t p : / / d o w n l o a d . o r a c l e . c o m ) .

22.4 Experimental Evaluation

T h e  p r o p o s e d  a l g o r i t h m s  w e r e  i m p l e m e n t e d  b y  u s i n g  J a v a  a n d  O r a c l e  1 0 g  [ 2 ]  o n  W i n d o w s  

X P  o n  a  3 . 2  G h z  I n t e l  P e n t i u m  D  p r o c e s s o r  e q u i p p e d  w i t h  4 G B  o f  m a i n  m e m o r y .  S e v e r a l  

p a r t s  o f  t h e  n e e d e d  f u n c t i o n a l i t y  w e r e  w r i t t e n  i n  O r a c l e  P L / S Q L .  T o  e x p e r i m e n t a l l y  e v a l ­

u a t e  t h e  a l g o r i t h m s ,  w e  u s e d  B r i n k h o f f ’s  n e t w o r k  a w a r e  g e n e r a t o r  o f  m o v i n g  o b j e c t s  [ 3 0 ]  

a n d  g e n e r a t e d  t h r e e  d a t a s e t s  o f  t r a j e c t o r i e s  b a s e d  o n  t h e  r o a d  n e t w o r k  o f  t h e  O l d e n b u r g  

c i t y .  B r i n k h o f f ’s  g e n e r a t o r  i s  c o m m o n l y  u s e d  i n  m o s t  o f  t h e  p a p e r s  r e l a t e d  t o  s p a t i o t e m p o -  

r a l  d a t a s e t s ,  a s  i t  m o d e l s  r e a l  w o r l d  n e t w o r k s  w i t h  s y n t h e t i c  d a t a .  T h e  g e n e r a t e d  d a t a s e t s  

e x p e r i e n c e  d i f f e r e n t  c h a r a c t e r i s t i c s  i n  t e r m s  o f  t h e  n u m b e r  o f  m o v i n g  o b j e c t s  a n d  t h e i r  

c l a s s e s ,  t h e  m a x i m u m  t i m e  o f  m o v e m e n t ,  a n d  t h e  p r o b a b i l i t y  o f  a n  o b j e c t  t o  r e p o r t  i t s  p o ­

s i t i o n  a t  e a c h  t i m e .  T a b l e  2 2 . 2  s u m m a r i z e s  t h e i r  p r o p e r t i e s .  T h e  n u m b e r  o f  c l a s s e s  d e n o t e s  

t h e  d i f f e r e n t  t y p e s  o f  m o v i n g  o b j e c t s  ( e . g . ,  c a r s ,  t r a i l e r s ,  m o t o r b i k e s )  t h a t  a r e  c o n s i d e r e d  i n  

t h e  g e n e r a t e d  d a t a .  E a c h  m o v i n g  o b j e c t  i s  a s s i g n e d  t o  a  u n i q u e  c l a s s  t h a t  d e f i n e s  i t s  m a x ­

i m u m  a l l o w a b l e  s p e e d  i n  t h e  n e t w o r k .  F u r t h e r m o r e ,  t h e  t i m e  o f  g e n e r a t i o n ,  t h e  d u r a t i o n
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o f  e x i s t e n c e  a n d  t h e  t i m e  o f  d i s a p p e a r a n c e  o f  a  m o v i n g  o b j e c t  a r e  d i f f e r e n t  f o r  t h e  v a r i o u s  

o b j e c t s .  A m o n g  t h e  t h r e e  d a t a s e t s ,  D a t a s e t  3  p r o v i d e s  a  b e t t e r  v i e w  o f  h o w  t h e  p r i v a c y  

m o d e l  w o u l d  o p e r a t e  o n  a  r e a l  s y s t e m  f o r  t h e  o f f e r i n g  o f  L B S s ,  d u e  t o  i t s  s i z e  a n d  t h e  i r r e g ­

u l a r  r e p o r t i n g  o f  l o c a t i o n  u p d a t e s .  O n  t h e  o t h e r  h a n d ,  a s  t h e  e x p e r i m e n t s  d e m o n s t r a t e ,  t h e  

t i m e  t h a t  i s  n e e d e d  f o r  t h e  p r o v i s i o n  o f  K - a n o n y m i t y  i s  a p p r o x i m a t e l y  t h e  s a m e  f o r  a l l  t h e  

t h r e e  d a t a s e t s  a n d  i s  k e p t  l o w .  I n  c o n f o r m a n c e  t o  B r i n k h o f f ’s  g e n e r a t o r ,  w e  u s e  a n  i n t e g e r  

t y p e  a s  t h e  u n i t  t i m e  i n s t a n c e  u n  a n d  s e t  t h e  w h o l e  t i m e  p e r i o d  f r o m  0  t o  t h e  c o r r e s p o n d ­

i n g  m a x i m u m  t i m e  a s  r e p o r t e d  i n  T a b l e  2 2 . 2 .  N o t e  t h a t  s i n c e  o u r  f r a m e w o r k  i s  u n i q u e  i n  

t h e  u t i l i z a t i o n  o f  t h e  u n d e r l y i n g  n e t w o r k  f o r  t h e  o f f e r i n g  o f  o n l i n e  t r a j e c t o r y  a n o n y m i t y ,  n o  

c o m p a r i s o n s  h a v e  b e e n  m a d e  w i t h  o t h e r  a p p r o a c h e s .

I n  B r i n k o f f ’s  g e n e r a t o r ,  e a c h  o b j e c t  i s  r o u t e d  t h r o u g h  t h e  l i n k s  o f  t h e  n e t w o r k  t o  

m o v e  f r o m  i t s  o r i g i n  t o  i t s  f i n a l  d e s t i n a t i o n .  T h e  u s e  o f  a  r o u t i n g  a l g o r i t h m  f o r  t h e  g e n e r ­

a t i o n  o f  m o v e m e n t  h a s  a s  a  c o n s e q u e n c e  t h a t  n o  s u b t r a j e c t o r y  o f  a n  o b j e c t  i s  r e p e a t e d  a n d  

t h e r e o f  n o  f r e q u e n t  r o u t e s  e x i s t .  T o  s o l v e  t h i s  i s s u e ,  f o r  e a c h  m o v i n g  o b j e c t  w e  r a n d o m l y  

s e l e c t e d  a  s e t  o f  c o n s e c u t i v e  l o c a t i o n  u p d a t e s  ( c r e a t i n g  a  t e m p o r a l  i n t e r v a l  w )  a n d  p r o d u c e d  

3  n e w  t r a j e c t o r i e s  o f  t h i s  o b j e c t  t h a t  c o n t a i n e d  o n l y  t h e s e  u p d a t e s .  T h u s ,  w e  a c h i e v e  t o  

a r t i f i c i a l l y  g e n e r a t e  f r e q u e n t  r o u t e s  f o r  t h e  v a r i o u s  u s e r s .  T h e  r e s u l t i n g  d a t a s e t s  w e r e  u s e d  

i n  t h e  e x p e r i m e n t s  t h a t  f o l l o w .

W e  c o n d u c t e d  t h r e e  s e t s  o f  e x p e r i m e n t s .  T h e  f i r s t  s e t ,  p r e s e n t e d  i n  F i g u r e  2 2 . 9 ,  

t e s t s  t h e  s c a l a b i l i t y  o f  t h e  p r o p o s e d  a l g o r i t h m s .  S p e c i f i c a l l y ,  F i g u r e  2 2 . 9 ( a )  s h o w s  t h e  t i m e  

t h a t  w a s  n e e d e d  t o  u p d a t e  t h e  l a s t  s e g m e n t  o f  a  u s e r ’s  h i s t o r y  o f  m o v e m e n t  ( f o r  a  n u m b e r  o f  

u s e r s ) ,  g i v e n  k n o w l e d g e  o f  t h e  p r e v i o u s  l o c a t i o n  o f  t h e  u s e r .  T h e  a p p r o a c h  f i r s t  c h e c k s  i f  t h e  

n e w  l o c a t i o n  u p d a t e  l i e s  i n  t h e  s a m e  l i n k  o f  t h e  n e t w o r k  a s  t h e  l a s t  k n o w n ,  a n d  o t h e r w i s e  

e x e c u t e s  A l g o r i t h m  2 2 . 1 .  A s  o n e  c a n  o b s e r v e ,  t h e  r u n t i m e  f o r  D a t a s e t  3  i s  h i g h e r  w h e n  

c o m p a r e d  t o  t h e  o t h e r  t w o  d a t a s e t s ,  s i n c e ,  d u e  t o  t h e  i r r e g u l a r  l o c a t i o n  u p d a t e s ,  A l g o r i t h m  

2 2 . 1  h a s  t o  b e  e x e c u t e d  m o r e  o f t e n .  M o r e o v e r ,  s i n c e  w e  h a v e  n o  k n o w l e d g e  r e g a r d i n g  t h e  

t i m e  n e e d e d  f o r  t h e  t r a v e r s a l  o f  e a c h  l i n k  o f  t h e  n e t w o r k ,  A l g o r i t h m  2 2 . 1  i d e n t i f i e s  t h e  

s h o r t e s t  r o u t e  w i t h  r e s p e c t  t o  t h e  d i s t a n c e  t h a t  n e e d s  t o  b e  t r a v e l e d  b y  t h e  m o v i n g  o b j e c t .
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F i g u r e  2 2 . 9 :  S c a l a b i l i t y  o f  t h e  a l g o r i t h m s  i n  t h e  n e t w o r k  a w a r e  m o d e l .

F i g u r e  2 2 . 9 ( b )  s h o w s  t h e  t i m e  n e e d e d  t o  i d e n t i f y  t h e  f r e q u e n t  r o u t e s  o f  e a c h  u s e r  a n d  t o  

g e n e r a t e  t h e  c o r r e s p o n d i n g  l o o k u p  t a b l e .  I n  t h i s  e x p e r i m e n t ,  t h e  w  p a r a m e t e r  i s  a d j u s t e d  

b a s e d  o n  t h e  v a l u e s  t h a t  w e r e  s e l e c t e d  o n  t h e  t r a j e c t o r y  a d d i t i o n  s t a g e ,  d e s c r i b e d  e a r l i e r .  T h e  

v a l u e  o f  f r e q  w a s  s e t  t o  3 .  F i g u r e  2 2 . 9 ( c )  p r e s e n t s  t h e  t i m e  n e e d e d  t o  c o m p u t e  t h e  n e a r e s t  

n e i g h b o r s  t o  a  r e q u e s t e r ,  w h i c h  i s  t h e  p r i m a r y  o p e r a t i o n  o f  t h e  p r o p o s e d  K - a n o n y m i z a t i o n  

s t r a t e g y .  A s  o n e  c a n  o b s e r v e ,  t h e  f i g u r e  d e m o n s t r a t e s  t h e  r u n t i m e  t h a t  i s  n e e d e d  f o r  t h e  

c o m p u t a t i o n  o f  t h e  a n o n y m i t y  s e t  i n  K - p r e s e n t  a n o n y m i t y  s i n c e  i t  s e l e c t s  a l l  t h e  n e a r e s t  

n e i g h b o r s  o f  t h e  r e q u e s t e r .  H o w e v e r ,  t h e  r u n t i m e  o f  K - fr e q u e n t  a n o n y m i t y  ( f o r  t h e  s a m e  

v a l u e  o f  K )  c a n  b e  a p p r o x i m a t e d  t h r o u g h  t h e  g r a p h  b y  c o n s i d e r i n g  m o r e  t h a t  n e i g h b o r s  

t h a n  K  h a v e  t o  b e  f o u n d  n e a r  t h e  r e q u e s t e r .  F o r  t h i s  e x p e r i m e n t ,  a  h u n d r e d  r e q u e s t s  w e r e  

r a n d o m l y  g e n e r a t e d ,  e a c h  b y  s e l e c t i n g  a  l o c a t i o n  u p d a t e  f r o m  t h e  h i s t o r y  o f  m o v e m e n t  o f  a  

u s e r ,  c o n s i d e r i n g  t h i s  a s  t h e  p o i n t  o f  r e q u e s t  a n d  s e t t i n g  w  t o  h a v e  a n  e x t e n t  o f  1 0  l o c a t i o n
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F i g u r e  2 2 . 1 0 :  S u c c e s s  r a t i o s  f o r  1 0 ,  5 0  a n d  1 0 0 -p r e se n t  t r a j e c t o r y  a n o n y m i t y  o n  c o n t i n u ­

o u s  q u e r i e s .

u p d a t e s 1 . T h e  r e p o r t e d  t i m e s  a r e  a v e r a g e s  o v e r  1 0 0  r u n s .

T h e  s e c o n d  a n d  t h i r d  s e t s  o f  e x p e r i m e n t s  ( s h o w n  i n  F i g u r e  2 2 . 1 0  a n d  F i g u r e  2 2 . 1 1 ,  

r e s p e c t i v e l y )  i l l u s t r a t e  t h e  s u c c e s s  r a t i o  o f  t h e  p r o p o s e d  K - a n o n y m i t y  a p p r o a c h e s ,  w h e n  

a p p l i e d  o n  c o n t i n u o u s  q u e r i e s  w h e r e  t h e  s e r v i c i n g  o f  t h e  r e q u e s t  r e q u i r e s  3  l o c a t i o n  u p ­

d a t e s .  E a c h  e x p e r i m e n t  i n v o l v e s  a  s e t  o f  s p a t i a l  ( d e n o t e d  a s  t h e  m a x i m u m  r a d i u s  o f  t h e  K -  

a n o n y m i t y  r e g i o n )  a n d  t e m p o r a l  ( d e n o t e d  a s  t h e  m a x i m u m  n u m b e r  o f  t i m e  u n i t s  un p r i o r  

t o  t h e  c u r r e n t  t i m e )  c o n s t r a i n t s ,  a n d  a  v a l u e  o f  K  i n  1 0 - 1 0 0 .  I n  a l l  e x p e r i m e n t s ,  w e  s e t  t h e  

A m in p a r a m e t e r  s u c h  t h a t  t h e  a n o n y m i t y  s e t  i s  g u a r a n t e e d  t o  c o v e r  a  c i r c u l a r  a r e a  o f  r a d i u s  

e q u a l  t o  5 0  m e t e r s ,  a w a y  f r o m  t h e  r e q u e s t e r .  I n  b o t h  c a s e s  o f  t r a j e c t o r y  a n o n y m i t y ,  f a i l u r e  

c o r r e s p o n d s  t o  t h e  l a c k  o f  i d e n t i f y i n g  t h e  n e c e s s a r y  n e i g h b o r s  o f  t h e  r e q u e s t e r  t h r o u g h o u t  

t h e  p e r i o d  o f  s e r v i c i n g  t h e  r e q u e s t .  T h e  r e p o r t e d  r a t i o s  a r e  a n  a v e r a g e  o v e r  1 0 0  r u n s  c o m ­

i n g  f r o m  r a n d o m l y  s e l e c t e d  u s e r s  a n d  s p a t i o t e m p o r a l  p o i n t s  i n  t h e i r  t r a j e c t o r i e s .  W e  s h o u l d  

p o i n t  o u t  t h a t  t h e  s u c c e s s  r a t i o  o f  c o n t i n u o u s  q u e r i e s  i s  ( a s  e x p e c t e d )  l o w e r  w h e n  c o m p a r e d

1P le a s e  n o t ic e  th a t  th is  w  r e fe rs  to  th e  e x te n t  o f  th e  te m p o r a l  c lo a k in g  th a t  is  o f fe re d  b y  th e  K - a n o n y m i ty  

a lg o r i th m  a n d  is  n o t  r e la te d  to  th e  t im e  in te rv a l  th a t  is  u s e d  f o r  th e  id e n t i f ic a t io n  o f  th e  f re q u e n t  r o u te s  o f  a  u se r.
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F i g u r e  2 2 . 1 1 :  S u c c e s s  r a t i o s  f o r  1 0 ,  2 5 ,  5 0  a n d  1 0 0 - f r e q u e n t  t r a j e c t o r y  a n o n y m i t y  o n  
c o n t i n u o u s  q u e r i e s .

t o  s n a p s h o t  q u e r i e s ,  s i n c e  K - a n o n y m i t y  h a s  t o  b e  o f f e r e d  t o  t h e  r e q u e s t e r  f r o m  t h e  t i m e  

o f  r e q u e s t  u n t i l  t h e  c o m p l e t i o n  o f  t h e  r e q u e s t e d  s e r v i c e .  F u r t h e r m o r e ,  a s  i s  s h o w n  i n  F i g ­

u r e  2 2 . 1 1 ,  K - f r e q u e n t  a n o n y m i t y  h a s  a  l o w e r  s u c c e s s  r a t i o  w h e n  c o m p a r e d  t o  K - p r e s e n t  

a n o n y m i t y  f o r  t h e  s a m e  v a l u e s  o f  K ,  d u e  t o  t h e  e x t r a  r e q u i r e m e n t s  t h a t  a r e  h a v e  t o  b e  m e t  

b y  t h e  p a r t i c i p a n t s  t h a t  c o m p r i s e  t h e  K - A S R .
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Chapter 23

PLOT: Privacy in LBSs: an 

Open-Ended Toolbox

A s  h i g h l i g h t e d  i n  C h a p t e r  1 7 ,  a  w i d e  v a r i e t y  o f  a p p r o a c h e s  h a v e  b e e n  p r o p o s e d  f o r  t h e  o f ­

f e r i n g  o f  p r i v a c y  i n  L B S s .  T o  r e c a p i t u l a t e ,  t h e  r e s e a r c h  o n  l o c a t i o n  p r i v a c y  h a s  p r i m a r i l y  

f o c u s e d  o n  t h e  f o l l o w i n g  d i r e c t i o n s :  ( i )  t h e  u s e  o f  a c c e s s  c o n t r o l  p o l i c i e s  t h a t  s t a t e  e x p l i c ­

i t l y  h o w  t h e  s u b s c r i b e r ’s  l o c a t i o n  i n f o r m a t i o n  i s  t r e a t e d  ( e . g . ,  [ 4 5 , 8 9 , 1 5 7 ] ) ,  ( i i )  t h e  u s e  o f  

c r y p t o g r a p h i c  t e c h n i q u e s ,  i n  w h i c h  t h e  c o m m u n i c a t e d  l o c a t i o n  i n f o r m a t i o n  i s  c i p h e r e d  t o  

s h i e l d  t h e  p r i v a c y  o f  t h e  u s e r  ( e . g . ,  [ 8 8 , 9 1 , 1 0 7 ] ) ,  ( i i i )  t h e  u s e  o f  o b f u s c a t i o n  t e c h n i q u e s  

t o  c o n f u s e  a n  a d v e r s a r y  r e g a r d i n g  t h e  r e a l  l o c a t i o n  o f  t h e  u s e r  ( e . g . ,  [ 1 9 , 2 5 , 4 9 ] ) ,  a n d  ( i v )  

t h e  u s e  o f  s p a t i a l  o r  s p a t i o t e m p o r a l  c l o a k i n g  t o  l o w e r  t h e  r e s o l u t i o n  o f  t h e  e x a c t  u s e r  l o ­

c a t i o n  p r i o r  t o  s u b m i t t i n g  t h e  r e q u e s t  t o  t h e  L B S  p r o v i d e r  ( e . g . ,  [ 3 9 ,  8 2 , 1 0 0 ,  1 2 6 ] ) .  T h e  

a p p r o a c h e s  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  L B S s  c a n  b e  c a t e g o r i z e d  a s  e i t h e r  c e n t r a l i z e d  o r  

d i s t r i b u t e d ,  d e p e n d i n g  o n  t h e  e n t i t y  o f  t h e  s y s t e m  t h a t  i s  r e s p o n s i b l e  f o r  t h e  o f f e r i n g  o f  l o ­

c a t i o n  p r i v a c y .  B e t w e e n  t h e  t w o  c a t e g o r i e s ,  c e n t r a l i z e d  a p p r o a c h e s  h a v e  a t t r a c t e d  m o s t  o f  

t h e  a t t e n t i o n ,  p a r t i c u l a r l y  d u e  t o  t h e  f a c t  t h a t  t h e y  a r e  b a s e d  o n  t h e  t r u s t e d  s e r v e r  f r a m e w o r k  

t h a t  i s  c o m m o n l y  m e t  i n  e x i s t i n g  s y s t e m s  ( e . g . ,  P a y P a l  [ 1 3 7 ] ) ,  a n d  a l s o  a s  t h e y  r e q u i r e  n o  

s p e c i a l  h a r d w a r e  o n  t h e  c l i e n t s ’ m o b i l e  d e v i c e s .  A l t h o u g h  m a n y  c e n t r a l i z e d  l o c a t i o n  p r i ­

v a c y  a p p r o a c h e s  h a v e  b e e n  p r o p o s e d ,  u n t i l  r e c e n t l y  n o  a t t e m p t  h a d  b e e n  m a d e  t o  p r o v i d e
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t h e  m e a n s  f o r  c o m p a r i n g  t h e s e  a p p r o a c h e s  i n  a  u n i f i e d  f r a m e w o r k .

I n  t h i s  c h a p t e r  w e  i n t r o d u c e  P L O T  ( o r i g i n a l l y  p r o p o s e d  i n  [ 7 8 ] ) ,  t h e  f i r s t  o p e n -  

e n d e d  t o o l b o x  t h a t  i n t e g r a t e s  c e n t r a l i z e d  a p p r o a c h e s  f o r  l o c a t i o n  p r i v a c y  i n  L B S s ,  i n  a  

c o m m o n  f r a m e w o r k .  T h e  p r o p o s e d  t o o l b o x  offers the essential functionality fo r  the im ple­

m entation o f  novel location privacy approaches, while serving as a testbed fo r  the com par­

ison o f  existing schemes. T h e  k e y  a s p e c t s  o f  P L O T  c a n  b e  s u m m a r i z e d  a s  f o l l o w s :

•  P L O T  s u p p o r t s  p r i v a c y  a l g o r i t h m s  w h i c h  o p e r a t e  o n  r e a l  a n d  s y n t h e t i c  m o v e m e n t  

d a t a .  O u r  f r a m e w o r k  p r o v i d e s  t o o l s  f o r  m o b i l e  d a t a  p r e p r o c e s s i n g ,  m o v e m e n t  r e c o n ­

s t r u c t i o n  a n d  m o v e m e n t  s e g m e n t a t i o n  t o  u s e r  t r a j e c t o r i e s .

•  P L O T  s u p p o r t s  t h e  i m p l e m e n t a t i o n  o f  b o t h  n e t w o r k  a w a r e  a n d  f r e e  t e r r a i n  s o l u t i o n s  

t o  l o c a t i o n  p r i v a c y .  T o  t h i s  e n d ,  i t  u t i l i z e s  t h e  s p a t i a l  c a p a b i l i t i e s  o f f e r e d  b y  m o d e r n  

D B M S s  t o  m o d e l  t h e  m o v e m e n t  o f  t h e  u s e r s  i n  t h e  s y s t e m ,  a s  w e l l  a s  t h e  u n d e r l y i n g  

n e t w o r k  t o p o l o g y  o f  u s e r  m o v e m e n t .

•  P L O T  i m p l e m e n t s  s t r a t e g i e s  f o r  t h e  i d e n t i f i c a t i o n  o f  t h e  f r e q u e n t  m o v e m e n t  p a t t e r n s  

o f  t h e  u s e r s  i n  t h e  s y s t e m .  K n o w l e d g e  o f  t h e s e  p a t t e r n s  a l l o w s  f o r  a d d i t i o n a l  d e c i ­

s i o n s  t o  b e  m a d e  b y  t h e  p r i v a c y  a l g o r i t h m s ,  w i t h  r e s p e c t  t o  t h e  p r i v a c y  t h a t  i s  o f f e r e d  

t o  t h e  r e q u e s t e r s  o f  L B S s .

•  P L O T  p r o v i d e s  t o o l s  f o r  t e s t i n g  s p e c i f i c  l o c a t i o n  p r i v a c y  a p p r o a c h e s ,  a s  w e l l  a s  f o r  

c o m p a r i n g  d i f f e r e n t  l o c a t i o n  p r i v a c y  a l g o r i t h m s .  F u r t h e r m o r e ,  i t  o f f e r s  a n  e x t e n d e d  

s e t  o f  v i s u a l i z a t i o n  t o o l s  t h a t  p r o v i d e  i n s i g h t  o n  t h e  w o r k i n g s  o f  t h e  i m p l e m e n t e d  

s o l u t i o n s  a n d  f a c i l i t a t e s  t h e  q u a l i t a t i v e  a n d  q u a n t i t a t i v e  e v a l u a t i o n  o f  t h e i r  b e h a v i o r .

T h e  r e s t  o f  t h i s  c h a p t e r  i s  o r g a n i z e d  a s  f o l l o w s :  I n  S e c t i o n  2 3 . 1  w e  i n t r o d u c e  t h e  

s y s t e m  a r c h i t e c t u r e  o f  P L O T ,  w h i l e  S e c t i o n  2 3 . 2  d e l i v e r s  P L O T ’s  f u n c t i o n a l i t y .  I n  S e c t i o n  

2 3 . 3 ,  w e  p r e s e n t  t h e  g r a p h i c a l  u s e r  i n t e r f a c e s  o f  t h e  t o o l b o x ,  w h i l e  S e c t i o n  2 3 . 4  s h e d s  l i g h t  

o n  t h e  k e y  a s p e c t s  o f  i t s  i m p l e m e n t a t i o n .  F i n a l l y ,  S e c t i o n  2 3 . 5  d e l i v e r s  a  u s e  c a s e  s c e n a r i o  

o f  P L O T  t h a t  d e m o n s t r a t e s  a  p o r t i o n  o f  i t s  f u n c t i o n a l i t y .
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F i g u r e  2 3 . 1 :  T h e  P L O T ’s  t h r e e - t i e r  s y s t e m  a r c h i t e c t u r e .

23.1 System Architecture

P L O T  i s  a  p r i v a c y  t o o l b o x  t h a t  c a n  b e  u s e d  t o  b u i l d  c o m p l e t e  p r i v a c y  m o d e l s  f o r  L B S s  b y  

t u n i n g  a  f e w  p a r a m e t e r s  a n d  p l u g g i n g  i n  s o m e  i n - h o u s e  m a d e  a n d  p u b l i c - d o m a i n  p r i v a c y  

s c h e m e s ,  a s  w e l l  a s  t o  e x p e r i m e n t a l l y  e v a l u a t e  d i f f e r e n t  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  

p r i v a c y  i n  L B S s .  I t  e n c o m p a s s e s  a  v a r i e t y  o f  t o o l s  a n d  m o d e l s  p r o p o s e d  t h u s  f a r  i n  t h e  

l i t e r a t u r e  f o r  p r o t e c t i n g  t h e  p r i v a c y  o f  t h e  u s e r s  i n  L B S s ,  a n d  i n c l u d e s  p e r f o r m a n c e  a n d  

a c c u r a c y  m e t r i c s  t o  c o m p a r e  t h e s e  d i f f e r e n t  m o d e l s .  F i g u r e  2 3 . 1  p r e s e n t s  t h e  t h r e e - t i e r  

s y s t e m  a r c h i t e c t u r e  o f  P L O T .  I n  w h a t  f o l l o w s ,  w e  p r o v i d e  d e t a i l s  o n  t h e  f u n c t i o n a l i t y  o f  t h e  

d i f f e r e n t  l a y e r s  t h a t  c o m p r i s e  t h e  s y s t e m  a r c h i t e c t u r e .
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2 3 . 1 . 1  E n d  U s e r  L a y e r

T h r o u g h  t h e  E n d  U s e r  l a y e r ,  t h e  e n d  u s e r s  c a n  g a i n  a c c e s s  t o  a  s e t  o f  p r i v a c y  a l g o r i t h m s  

f o r  L B S s  a n d  e v a l u a t e  t h e m  o n  b o t h  r e a l  a n d  s y n t h e t i c  m o v e m e n t  d a t a ,  a s  w e l l  a s  c o m p a r e  

d i f f e r e n t  p r i v a c y  a p p r o a c h e s  i n  t e r m s  o f  a c c u r a c y ,  q u a l i t y  o f  s e r v i c e  a n d  c o m p u t a t i o n a l  c o s t .  

F u r t h e r m o r e ,  t h e  E n d  U s e r  l a y e r  p r o v i d e s  t h e  n e c e s s a r y  t o o l s  t o  s u p p o r t  t h e  i m p l e m e n t a t i o n  

o f  n e w  a l g o r i t h m s  f o r  p r i v a c y  i n  L B S s ,  a s  w e l l  a s  a  s e r i e s  o f  v i s u a l i z a t i o n  t o o l s .

2 3 . 1 . 2  S y s t e m  L a y e r

T h e  S y s t e m  l a y e r  i m p l e m e n t s  t h e  c o r e  f u n c t i o n a l i t y  t h a t  i s  o f f e r e d  b y  P L O T .  T o  t h i s  e n d ,  

i t  s u p p o r t s  a l l  t h e  n e c e s s a r y  o p e r a t i o n s  t o  c a r r y  o u t  t a s k s  t h a t  i n v o l v e  ( i )  t h e  c o n n e c t i o n  

o f  t h e  e n d  u s e r  t o  t h e  d a t a b a s e  s e r v e r ,  ( i i )  t h e  g e n e r a t i o n  ( o r  l o a d i n g )  o f  m o v e m e n t  d a t a ,  

a s  w e l l  a s  t o p o l o g i c a l  d a t a  r e g a r d i n g  e x i s t i n g  c o n s t r a i n t s  i m p o s e d  o n  t h e  m o v e m e n t  o f  t h e  

u s e r s  i n  t h e  s y s t e m ,  ( i i i )  t h e  p r e p r o c e s s i n g  o f  t h e  m o v e m e n t  d a t a ,  i t s  r e c o n s t r u c t i o n  b a s e d  

o n  t h e  c o l l e c t e d  l o c a t i o n  u p d a t e s ,  a n d  i t s  s e g m e n t a t i o n  i n t o  a  s e t  o f  u s e r  t r a j e c t o r i e s ,  ( i v )  

t h e  a u t o m a t i c  e x t r a c t i o n  o f  m o b i l i t y  p a t t e r n s  f r o m  t h e  u s e r  t r a j e c t o r i e s  c o r r e s p o n d i n g  t o  

f r e q u e n t l y  t r a v e l e d  r o u t e s  b y  e a c h  u s e r ,  ( v )  t h e  o f f e r i n g  o f  l o c a t i o n  o r  t r a j e c t o r y  p r i v a c y  i n  

L B S s ,  a n d  ( v i )  t h e  p r e s e n t a t i o n  o f  r e s u l t s  a n d  s t a t i s t i c s  b y  m e a n s  o f  p e r f o r m a n c e  t a b l e s  a n d  

g r a p h s  t h a t  h e l p  i n  t h e  e v a l u a t i o n  o f  t h e  e m p l o y e d  p r i v a c y  m e t h o d o l o g y .

T h e  S y s t e m  l a y e r  i s  o r g a n i z e d  a s  a  s e t  o f  m o d u l e s ,  e a c h  o f  w h i c h  i m p l e m e n t s  a  

s p e c i f i c  t a s k .  T h e  m o d u l e s  c a n  b e  s e p a r a t e d  i n t o  t w o  c a t e g o r i e s :  p u b l i c - d o m a i n  a n d  i n ­

h o u s e .  P u b l i c - d o m a i n  m o d u l e s  i n v o l v e  e x t e r n a l  i m p l e m e n t a t i o n s  o f  a l g o r i t h m s  t h a t  c a n  

b e  p l u g g e d  i n t o  P L O T  t o  e n h a n c e  i t s  c a p a b i l i t i e s  f o r  d a t a  g e n e r a t i o n ,  m o v e m e n t  r e c o n ­

s t r u c t i o n ,  d a t a  m i n i n g ,  p r i v a c y  p r e s e r v a t i o n  a n d  v i s u a l i z a t i o n .  O n  t h e  o t h e r  h a n d ,  i n - h o u s e  

m o d u l e s  i m p l e m e n t  a  s e t  o f  m e t h o d o l o g i e s  t h a t  h a v e  b e e n  e s p e c i a l l y  d e s i g n e d  f o r  P L O T .  

C u r r e n t l y ,  P L O T  s u p p o r t s  i n - h o u s e  a n d  p u b l i c - d o m a i n  s o f t w a r e  m e t h o d o l o g i e s  f o r  m o v e ­

m e n t  d a t a  c o l l e c t i o n  a n d  p r e p r o c e s s i n g ,  l o c a t i o n  a n d  t r a j e c t o r y  p r i v a c y ,  s t a t i s t i c a l  a n a l y s i s  

a n d  p e r f o r m a n c e  e v a l u a t i o n .
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Table 23.1: The PLOT tools list.

Tools C a te g o ry F u n c tio n a lity  S u p p o r te d  b y  P L O T

D ata Input & 
Preprocessing 
M ethods

-D B M S  (O racle, D B2, SQ L  Server)
-  U ser m ovem ent (location updates)
-  N etw ork  topology 
- U s e r  requests
-  E d iting  o f m ovem ent data
-  E xclusion  o f p ortions o f m ovem ent

M ovem ent 
R econstruction  & 
Segm entation  
M ethods

-  L inear reconstruction
-  A rc reconstruction
-  L in k  based  reconstruction
-  N o segm entation
-  T em poral d isp lacem ent
-  Spatial d isp lacem ent

F requen t M ovem ent 
D erivation  M ethods

-  A ll requests are unsafe
-  R ead fro m  file (user-specified)
-  G rid /A rea based
-  L in k  based

L ocation  /  T rajectory 
Privacy A lgorithm s

-  H istorical K -an o n y m ity
-  Spatial K -an o n y m ity
-  T rajectory  K -an o n y m ity
-  U nlinking  algorithm s

R esults &  S tatistics 
V isualization Tools

-  V isualization  o f the  anonym ity  area
-  T im e/Space efficiency
-  Success ratio
-  Q uality  o f  service
-  E xport report to  file

2 3 . 1 . 3  D a t a  L a y e r

T h e  D a t a  l a y e r  f a c i l i t a t e s  t h e  e f f i c i e n t  s t o r a g e ,  m a n i p u l a t i o n  a n d  r e t r i e v a l  o f  t h e  s p a t i a l ,  

t h e  s p a t i o t e m p o r a l ,  a n d  t h e  r e l a t i o n a l  d a t a  t h a t  s u p p o r t  t h e  v a r i o u s  t a s k s  u n d e r t a k e n  b y  

P L O T .  T h e  s p a t i o t e m p o r a l  d a t a  t h a t  i n v o l v e s  t h e  m o v e m e n t  o f  t h e  i n d i v i d u a l s ,  a s  w e l l  a s  

t h e  k n o w l e d g e  p a t t e r n s  t h a t  a r e  d e r i v e d  f r o m  t h e  u s e r  t r a j e c t o r i e s  ( e . g . ,  t h e  f r e q u e n t  r o u t e s  

o f  t h e  u s e r s )  i s  s t o r e d  i n  a  s e t  o f  s p a t i a l  t a b l e s  i n s i d e  t h e  u s e d  D B M S .  M o r e o v e r ,  a  s e t  o f  

s p a t i a l  t a b l e s  i n  t h e  D B M S  a r e  u s e d  t o  s t o r e  t h e  n e t w o r k  t o p o l o g y  i n  t h e  c a s e  o f  a  n e t w o r k -  

b a s e d  p r i v a c y  m e t h o d o l o g y .  O n  t h e  o t h e r  h a n d ,  t h e  u s e r  p r o f i l e s ,  a s  w e l l  a s  p e r f o r m a n c e  

a n d  s t a t i s t i c a l  d a t a  p r o d u c e d  b y  t h e  e m p l o y e d  l o c a t i o n  p r i v a c y  m e t h o d o l o g y ,  a r e  s t o r e d  i n  

r e l a t i o n a l  t a b l e s  i n s i d e  t h e  D B M S .  T h e  u s e r  p r o f i l e s  a r e  e s s e n t i a l  t o  m o d e l  t h e  d i f f e r e n t  p r i ­

v a c y  r e q u i r e m e n t s  o f  e a c h  u s e r  i n  t h e  s y s t e m ,  w h i c h  a r e  t h e n  u s e d  b y  t h e  p r i v a c y  a l g o r i t h m  

t o  o f f e r  t h e  r e q u e s t e d  l e v e l  o f  p r i v a c y  t o  t h e  c o r r e s p o n d i n g  u s e r .
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23.2 System Support and Functionality

T a b l e  2 3 . 1  p r e s e n t s  t h e  f u l l  s e t  o f  t o o l s  t h a t  a r e  c u r r e n t l y  a v a i l a b l e  i n  P L O T  t o  s u p p o r t  t h e  

o f f e r i n g  o f  p r i v a c y  i n  L B S s .  P L O T  p r o v i d e s  t o  t h e  e n d  u s e r  t h e  n e c e s s a r y  t o o l s  t o  s u p p o r t  

a  v a r i e t y  o f  i n p u t  t y p e s ,  s u c h  a s  d i f f e r e n t  n e t w o r k  t o p o l o g i e s ,  m u l t i p l e  D B M S s  w i t h  s p a t i a l  

c a p a b i l i t i e s ,  u s e r  m o v e m e n t  d a t a  a s  a  s e r i e s  o f  l o c a t i o n  u p d a t e s ,  g e n e r a t i o n  o r  l o a d i n g  o f  

u s e r  r e q u e s t s  f o r  L B S s ,  a n d  u s e r  p r o f i l e s  t h a t  s t o r e  t h e  p r i v a c y  r e q u i r e m e n t s  f o r  e a c h  u s e r  

i n  t h e  s y s t e m .  I n  w h a t  f o l l o w s ,  w e  p r o v i d e  d e t a i l s  o n  t h e  f u n c t i o n a l i t y  o f  P L O T .

2 3 . 2 . 1  D a t a  I n p u t  a n d  P r e p r o c e s s i n g  M e t h o d s  

D a t a  I n p u t

T h e  d a t a  i n p u t  m e t h o d s  e n a b l e  t h e  e n d  u s e r  t o  ( i )  c o n n e c t  t o  t h e  D B M S  o f  c h o i c e  t h a t  w i l l  

b e  u s e d  t o  s t o r e  a n d  m a n i p u l a t e  t h e  m o v e m e n t  d a t a ,  ( i i )  l o a d  t h e  m o v e m e n t  d a t a  f o r  t h e  v a r ­

i o u s  u s e r s  i n  t h e  s y s t e m ,  ( i i i )  l o a d  t h e  u s e r  r e q u e s t s  f o r  L B S s ,  a n d  ( i v )  p r o v i d e  t h e  n e t w o r k  

t o p o l o g y ,  w h i c h  w i l l  b e  u s e d  b y  t h e  p r i v a c y  a l g o r i t h m  t o  p r o t e c t  t h e  r e q u e s t e r s  o f  L B S s  i n  

a  n e t w o r k  b a s e d  s e t t i n g .  I n  P L O T ,  u s e r  m o v e m e n t  c a n  b e  e i t h e r  r e a d  d i r e c t l y  f r o m  a  f i l e  

o r  g e n e r a t e d  o n - t h e - f l y  b y  u s i n g  B r i n k h o f f ’s  g e n e r a t o r  [ 3 0 ] .  F u r t h e r m o r e ,  P L O T  s u p p o r t s  

t h r e e  m a j o r  D B M S s  w i t h  s p a t i a l  c a p a b i l i t i e s :  O r a c l e  [ 2 ] ,  I B M  D B 2  [ 5 ]  a n d  M i c r o s o f t  S Q L  

S e r v e r  [ 6 ] .  A m o n g  t h e  t h r e e  D B M S s ,  o n l y  t h e  O r a c l e  D B M S  p r o v i d e s  t h e  n e c e s s a r y  a l g o ­

r i t h m s  f o r  t h e  s t o r a g e  o f  a  n e t w o r k  t o p o l o g y  a n d  t h u s  i t  i s  t h e  o n l y  o n e  t h a t  c a n  b e  u s e d  i n  

c o n j u n c t i o n  w i t h  t h e  n e t w o r k  a w a r e  m o d e l  o f  u s e r  m o v e m e n t .

D a t a  P r e p r o c e s s i n g

T h e  d a t a  p r e p r o c e s s i n g  m e t h o d s  a l l o w  t h e  e n d  u s e r  t o  m a k e  c h a n g e s  t o  t h e  m o v e m e n t  d a t a  

p r i o r  t o  i t s  u s e  b y  t h e  e m p l o y e d  p r i v a c y  m e t h o d o l o g y .  P L O T  s u p p o r t s  b o t h  t h e  d i r e c t  e d i t i n g  

o f  t h e  u s e r s ’ m o v e m e n t  d a t a  t o  a l l o w  f o r  i m m e d i a t e  c h a n g e s  o f  s o m e  o f  t h e  e x i s t i n g  v a l u e s ,  

a s  w e l l  a s  i t  p r o v i d e s  a l g o r i t h m s  f o r  t h e  e x c l u s i o n  o f  p o r t i o n s  o f  u s e r s ’ m o v e m e n t  t h r o u g h  

t h e  a p p l i c a t i o n  o f  v a r i o u s  f i l t e r s .  T h e  s u p p o r t e d  e x c l u s i o n  f i l t e r s  a r e  b a s e d  o n  s p a t i a l  a n d / o r
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t e m p o r a l  c o n s t r a i n t s  t h a t  a r e  a p p l i e d  t o  t h e  m o v e m e n t  o f  o n e  o r  m o r e  u s e r s  i n  t h e  s y s t e m .  

T h e  o u t c o m e  o f  t h e  p r e p r o c e s s i n g  p h a s e  c a n  b e  g i v e n  t o  t h e  e n d  u s e r  t o  b e  i n f o r m e d  a b o u t  

t h e  e x c l u s i o n s  t h a t  w e r e  m a d e  o n  t h e  d a t a s e t  p r i o r  t o  u s i n g  t h e  s e l e c t e d  p r i v a c y  a l g o r i t h m .

2 3 . 2 . 2  M o v e m e n t  R e c o n s t r u c t i o n  a n d  S e g m e n t a t i o n  M e t h o d s  

M o v e m e n t  R e c o n s t r u c t i o n

R e c o n s t r u c t i o n  a l g o r i t h m s  a p p l y  a n  i n t e r p o l a t i o n  a p p r o a c h  t h a t  u t i l i z e s  t h e  u n d e r l y i n g  t o p o l ­

o g y  o f  u s e r  m o v e m e n t  i n  o r d e r  t o  m a k e  t h e  b e s t  “ g u e s s ”  r e g a r d i n g  t h e  s p e c i f i c  p a t h  t h a t  e a c h  

u s e r  c o m m u t e s  f r o m  o n e  l o c a t i o n  u p d a t e  t o  a n o t h e r .  T h e  r e c o n s t r u c t i o n  o f  t h e  m o v e m e n t  o f  

t h e  u s e r s  i s  a n  e s s e n t i a l  s t e p  f o r  t h e  c o m p u t a t i o n  o f  t h e  f r e q u e n t  m o v e m e n t  p a t t e r n s  o f  e a c h  

u s e r  a n d  t h e  s u b s e q u e n t  o p e r a t i o n  o f  c e r t a i n  p r i v a c y  m e t h o d o l o g i e s ,  s u c h  a s  [ 2 6 , 6 9 , 7 9 , 1 8 5 ] .  

P L O T  s u p p o r t s  m e t h o d s  t h a t  a r e  s u i t a b l e  f o r  t h e  r e c o n s t r u c t i o n  o f  m o v e m e n t  b o t h  i n  a  f r e e  

t e r r a i n  a n d  i n  a  n e t w o r k  b a s e d  m o d e l  o f  m o v e m e n t .  I n  t h e  c a s e  o f  t h e  f r e e  t e r r a i n ,  P L O T  

s u p p o r t s  t h e  m o v e m e n t  f u n c t i o n s  o f  H E R M E S  [ 1 3 8 ]  t h a t  i n v o l v e  b o t h  l i n e a r  a n d  n o n ­

l i n e a r  m o v e m e n t  i n t e r p o l a t i o n .  O n  t h e  o t h e r  h a n d ,  i n  t h e  c a s e  o f  t h e  n e t w o r k  a w a r e  m o d e l  

o f  m o v e m e n t ,  P L O T  i m p l e m e n t s  t h e  l i n k  b a s e d  a p p r o a c h  o f  [ 7 9 ]  t h a t  u t i l i z e s  t h e  t o p o l ­

o g y  o f  t h e  n e t w o r k  t o  d e c i d e  u p o n  t h e  m o v e m e n t  o f  t h e  u s e r s .  T h e  r e s u l t s  o f  m o v e m e n t  

r e c o n s t r u c t i o n  c a n  b e  p r o v i d e d  t o  t h e  e n d  u s e r  a t  t h e  c o m p l e t i o n  o f  t h i s  p r o c e s s .

M o v e m e n t  S e g m e n t a t i o n

P L O T  o f f e r s  a  s e t  o f  m e t h o d o l o g i e s  t h a t  s e g m e n t  t h e  r e c o n s t r u c t e d  h i s t o r i e s  o f  u s e r s ’ m o v e ­

m e n t s  i n t o  a  s e t  o f  t r a j e c t o r i e s  p e r  u s e r .  T o  a v o i d  u n w a n t e d  s e g m e n t a t i o n ,  t h e  s e g m e n t a t i o n  

a l g o r i t h m  h a s  t o  b e  p a r a m e t e r i z e d  t o  t a k e  i n t o  a c c o u n t  t h e  i n t r i n s i c s  o f  t h e  d a t a s e t  a t  h a n d .  

P L O T  o f f e r s  t h e  f o l l o w i n g  o p t i o n s  w i t h  r e s p e c t  t o  m o v e m e n t  s e g m e n t a t i o n :  ( i )  m o v e m e n t  

i s  n o t  s e g m e n t e d  i n t o  t r a j e c t o r i e s ,  ( i i )  m o v e m e n t  i s  s e g m e n t e d  b a s e d  o n  t h e  i d e n t i f i e d  t e m ­

p o r a l  d i s p l a c e m e n t  o f  t h e  o b j e c t s ,  a n d  ( i i i )  m o v e m e n t  i s  s e g m e n t e d  b a s e d  o n  t h e  i d e n t i f i e d  

s p a t i a l  d i s p l a c e m e n t  o f  t h e  o b j e c t s .  M e t h o d s  ( i i )  a n d  ( i i i )  c a n  b e  u s e d  t o g e t h e r  t o  p r o v i d e  a  

m o r e  s o p h i s t i c a t e d  a p p r o a c h  t o  m o v e m e n t  s e g m e n t a t i o n .
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2 3 . 2 . 3  F r e q u e n t  M o v e m e n t  D e r i v a t i o n  M e t h o d s

P L O T  i m p l e m e n t s  t h e  a l g o r i t h m s  t h a t  w e r e  p r o p o s e d  i n  [ 6 9 , 7 1 , 7 7 , 7 9 ]  f o r  t h e  i d e n t i f i c a t i o n  

o f  r o u t e s  t h a t  a r e  f r e q u e n t  f o r  e a c h  u s e r .  T h e  f r e q u e n t  r o u t e s  o f  a  u s e r  a r e  s u b s e q u e n t l y  

c a t e g o r i z e d  a s  e i t h e r  s a f e  o r  u n s a f e  f o r  t h e  p r i v a c y  o f  t h e  u s e r  b a s e d  o n  t h e i r  s u p p o r t  b y  t h e  

r e s t  o f  t h e  p o p u l a t i o n  i n  t h e  s y s t e m .  T o  d e r i v e  t h e  f r e q u e n t  a n d  t h e  u n s a f e  r o u t e s  o f  a  u s e r ,  

P L O T  i m p l e m e n t s  t h e  s t r a t e g y  o f  [ 6 9 ]  i n  t h e  c a s e  o f  t h e  f r e e  t e r r a i n  m o d e l  a n d  t h e  s t r a t e g y  

o f  [ 7 7 ]  i n  t h e  c a s e  o f  t h e  n e t w o r k  b a s e d  m o d e l .  S p e c i f i c a l l y ,  t h e  e n d  u s e r  i s  p r o v i d e d  w i t h  

t h e  f o l l o w i n g  o p t i o n s :  ( i )  a l l  r e q u e s t s  f o r  L B S s  a r e  c o n s i d e r e d  a s  u n s a f e ,  ( i i )  t h e  u n s a f e  

r o u t e s  a r e  r e a d  f r o m  a  f i l e ,  ( i i i )  t h e  u n s a f e  r o u t e s  a r e  c o m p u t e d  b y  u s i n g  t h e  g r i d / a r e a  b a s e d  

s t r a t e g y  o f  [ 6 9 ] ,  a n d  ( i v )  t h e  u n s a f e  r o u t e s  a r e  c o m p u t e d  b y  u s i n g  t h e  l i n k  b a s e d  s t r a t e g y  

o f  [ 7 7 ] .  F u r t h e r m o r e ,  t h e  e n d  u s e r  i s  f r e e  t o  s e l e c t  t h e  t e m p o r a l  r e s o l u t i o n ,  a s  w e l l  a s  t h e  

t i m e  i n t e r v a l  i n  w h i c h  t h e  f r e q u e n t  r o u t e s  s h o u l d  b e  c o m p u t e d .

2 3 . 2 . 4  L o c a t i o n / T r a j e c t o r y  P r i v a c y  A l g o r i t h m s

P L O T  c a n  s u p p o r t  a l l  t y p e s  o f  c e n t r a l i z e d  p r i v a c y  a l g o r i t h m s  t h a t  w e r e  p r e s e n t e d  i n  C h a p t e r  

1 7 .  T h e  c u r r e n t  i m p l e m e n t a t i o n  o f  P L O T  s u p p o r t s  t h e  h i s t o r i c a l  K - a n o n y m i t y  a p p r o a c h e s  

o f  [ 2 6 , 1 8 5 ] ,  t h e  s p a t i a l  K - a n o n y m i t y  a p p r o a c h e s  o f  [ 8 2 , 1 2 6 ] ,  a s  w e l l  a s  t h e  t r a j e c t o r y  K -  

a n o n y m i t y  a l g o r i t h m s  o f  [ 6 9 ]  a n d  [ 7 7 ] .  W e  c a l l  t h e s e  a p p r o a c h e s  a s  “ m a i n  p r i v a c y  a l g o ­

r i t h m s ”  a s  t h e y  a r e  a p p l i e d  u p o n  t h e  r e c e i p t  o f  a  u s e r  r e q u e s t  f o r  a n  L B S ,  i n  o r d e r  t o  p r o t e c t  

t h e  p r i v a c y  o f  t h e  r e q u e s t e r .  U p o n  i t s  c o m p l e t i o n ,  t h e  m a i n  p r i v a c y  a l g o r i t h m  i n f o r m s  t h e  

t r u s t e d  s e r v e r  w h e t h e r  i t  s u c c e e d e d  o r  f a i l e d  i n  p r o t e c t i n g  t h e  p r i v a c y  o f  t h e  r e q u e s t e r .  I n  

t h e  e v e n t  o f  f a i l u r e ,  a  s e c o n d a r y  l o c a t i o n  p r i v a c y  s t r a t e g y  i s  u s e d  t h a t  ( t y p i c a l l y )  h a s  m o r e  

c h a n c e s  t o  s u c c e e d  i n  p r o t e c t i n g  t h e  p r i v a c y  o f  t h e  r e q u e s t e r ,  h o w e v e r  a t  a n  a d d i t i o n a l  c o s t  

t o  t h e  q u a l i t y  o f  t h e  o f f e r e d  s e r v i c e .  C u r r e n t l y ,  P L O T  s u p p o r t s  t h e  u n l i n k i n g  a l g o r i t h m s  

p r o p o s e d  i n  [ 2 6 , 4 8 , 1 8 5 ] ,  t h a t  a r e  u s e d  a s  t h e  s e c o n d a r y  p r i v a c y  a l g o r i t h m s  w h e n  t h e  m a i n  

a p p r o a c h  f a i l s  t o  g u a r a n t e e  t h e  K - a n o n y m i t y  o f  t h e  r e q u e s t e r .
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F i g u r e  2 3 . 2 :  A  p o r t i o n  o f  t h e  w e b - b a s e d  c l i e n t  g r a p h i c a l  u s e r  i n t e r f a c e  o f  P L O T .

2 3 . 2 . 5  R e s u l t s  a n d  S t a t i s t i c s  V i s u a l i z a t i o n  T o o l s

P L O T  i n c o r p o r a t e s  a  s e t  o f  v i s u a l i z a t i o n  t o o l s  t h a t  e v a l u a t e  t h e  p e r f o r m a n c e  o f  t h e  p r i v a c y  

a l g o r i t h m s  i n  t e r m s  o f  t i m e / s p a c e  e f f i c i e n c y ,  a c c u r a c y  ( i . e .  s u c c e s s  r a t i o )  a n d  q u a l i t y  o f  

s e r v i c e  ( q u e r y  d e l a y i n g / d r o p p i n g  a n d  s i z e  o f  t h e  A S R ) .  T h r o u g h  t h e  p r o v i d e d  v i s u a l i z a t i o n  

t o o l s ,  t h e  e n d  u s e r  c a n  g a i n  i n s i g h t  o n  t h e  w o r k i n g s  o f  t h e  i m p l e m e n t e d  p r i v a c y  s o l u t i o n s ,  

a s  w e l l  a s  e v a l u a t e  t h e i r  b e h a v i o r  u n d e r  a  w i d e  r a n g e  o f  d i f f e r e n t  p a r a m e t e r  c o n f i g u r a t i o n s .  

F u r t h e r m o r e ,  P L O T  p r o v i d e s  t h e  e n d  u s e r  w i t h  t h e  o p t i o n  t o  v i s u a l i z e  t h e  c o m p u t e d  A S R ,  

w h i c h  d e p i c t s  t h e  a r e a  w h e r e  K - a n o n y m i t y  w a s  d e l i v e r e d  t o  t h e  r e q u e s t e r  o f  a n  L B S .

23.3 Graphical User Interfaces

P L O T  p r o v i d e s  t h e  e n d  u s e r s  w i t h  t w o  d i f f e r e n t  G U I s  ( a  w e b - b a s e d  G U I  a n d  a  j a v a - b a s e d  

G U I )  f o r  i n t e r a c t i n g  w i t h  t h e  s y s t e m .  B y  u s i n g  e i t h e r  G U I ,  t h e  e n d  u s e r  i s  a b l e  t o  s e l e c t  o n e  

o r  m o r e  c e n t r a l i z e d  p r i v a c y  a l g o r i t h m s  t h a t  w i l l  o p e r a t e  o n  r e a l  o r  s y n t h e t i c  m o v e m e n t  d a t a ,  

a p p l y  a  s e t  o f  d a t a  p r e p r o c e s s i n g ,  m o v e m e n t  r e c o n s t r u c t i o n  a n d  m o v e m e n t  s e g m e n t a t i o n  

t e c h n i q u e s ,  a n d  r e c e i v e  a  s e t  o f  r e s u l t s  t h a t  p r o v i d e  i n s i g h t  o n  t h e  w o r k i n g s  o f  t h e  e m p l o y e d  

m e t h o d o l o g i e s .  F u r t h e r m o r e ,  t h e  e n d  u s e r  c a n  a d j u s t  a  s e t  o f  p a r a m e t e r s  t o  d e t e r m i n e  t h e  

f u n c t i o n a l i t y  o f  t h e  v a r i o u s  c o m p o n e n t s  o f  t h e  s y s t e m ,  a s  p r e s e n t e d  i n  S e c t i o n  2 3 . 2 .  I n  

F i g u r e  2 3 . 2 ,  w e  p r e s e n t  a  p o r t i o n  o f  t h e  w e b - b a s e d  G U I  f r o n t e n d  t h a t  i s  o f f e r e d  b y  P L O T .
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I n  p a r t i c u l a r ,  o n  t h e  l e f t  o f  F i g u r e  2 3 . 2  i s  a  s c r e e n s h o t  o f  t h e  d a t a  i n p u t  t a b  o f  t h e  

w e b - b a s e d  G U I .  T h i s  t a b  c o l l e c t s  t h e  d i f f e r e n t  t y p e s  o f  i n p u t  t h a t  h a v e  t o  b e  p r o v i d e d  b y  

t h e  e n d  u s e r  p r i o r  t o  e x e c u t i n g  a  l o c a t i o n  p r i v a c y  t e c h n i q u e .  T h e  f i r s t  t y p e  o f  i n p u t  i n v o l v e s  

t h e  c o l l e c t i o n  o f  t h e  d a t a  t h a t  r e p r e s e n t s  t h e  m o v e m e n t  o f  t h e  o b j e c t s  i n  t h e  s y s t e m .  I n  

P L O T ,  u s e r s  m o v e m e n t  c a n  b e  e i t h e r  r e a d  d i r e c t l y  f r o m  a  f i l e  o r  g e n e r a t e d  o n - t h e - f l y  b y  

u s i n g  B r i n k h o f f ’s  g e n e r a t o r  [ 3 0 ] .  T h e  s e c o n d  t y p e  o f  i n p u t  i s  o p t i o n a l  a n d  i n v o l v e s  t h e  

u n d e r l y i n g  t o p o l o g y  w h e r e  t h e  u s e r s  m o v e .  I n f o r m a t i o n  o n  t h e  t o p o l o g y  o f  t h e  n e t w o r k  

o f  m o v e m e n t  c a n  b e  u s e f u l  i n  t a s k s  s u c h  a s  m o v e m e n t  r e c o n s t r u c t i o n ,  i d e n t i f i c a t i o n  o f  

u n s a f e  r o u t e s  a n d  t r a j e c t o r y  p r i v a c y .  T h e  f i n a l  t y p e  o f  i n p u t  r e g a r d s  t h e  g e n e r a t i o n  o f  t h e  

r e q u e s t s  f o r  L B S s .  P L O T  s u p p o r t s  t h e  f o l l o w i n g  o p t i o n s :  ( i )  r e a d i n g  r e q u e s t s  f r o m  a  f i l e ,  

( i i )  g e n e r a t i n g  r e q u e s t s  a t  r a n d o m l y  s e l e c t e d  l o c a t i o n  u p d a t e s  f r o m  t h e  t r a j e c t o r i e s  o f  t h e  

u s e r s ,  a n d  ( i i i )  u s i n g  a  r e a l - t i m e  r e q u e s t  s e r v e r  t o  g e n e r a t e  u s e r  r e q u e s t s  f o r  L B S s .

23.4 System Implementation

I n  t h i s  s e c t i o n ,  w e  p r o v i d e  t h e  d e t a i l s  t h a t  p e r t a i n  t o  t h e  s y s t e m  i m p l e m e n t a t i o n  o f  P L O T .  

P L O T  r e l i e s  o n  t h e  w e b  s e r v i c e s  p a r a d i g m  ( c . f .  [ 3 3 ] ) ,  w h i c h  p r o v i d e s  t h e  m e a n s  f o r  i n t e r o p ­

e r a b l e ,  m a c h i n e - t o - m a c h i n e  i n t e r a c t i o n  o v e r  a  n e t w o r k .  T h e  a p p l i c a t i o n  s e r v e r  ( h e r e a f t e r  

c a l l e d  t h e  “ P L O T  s e r v e r ” )  d e p l o y s  a  s e t  o f  m e t h o d s  o v e r  t h e  P L O T  w e b  s e r v i c e ,  w h i c h  

a r e  u s e d  t o  d e l i v e r  t h e  f u n c t i o n a l i t y  o f f e r e d  b y  t h e  t o o l b o x .  E a c h  m e t h o d  ( r e s i d i n g  o n  t h e  

S y s t e m  l a y e r )  d e l i v e r s  p a r t  o f  t h e  s y s t e m  f u n c t i o n a l i t y  a n d  c o m m u n i c a t e s  w i t h  a  d a t a b a s e  

s e r v e r  t o  s t o r e ,  m a n i p u l a t e  a n d  q u e r y  d a t a  t h a t  r e s i d e s  w i t h i n  a  d a t a b a s e .  O n  t h e  c l i e n t - s i d e  

( E n d  U s e r  l a y e r ) ,  a  P L O T  c l i e n t  c a n  r e m o t e l y  e x e c u t e  a n y  m e t h o d  t h a t  i s  s u p p o r t e d  b y  t h e  

P L O T  s e r v e r  b y  i s s u i n g  t h e  c o r r e s p o n d i n g  s e r v i c e  c a l l .

F o r  t h e  s e r v e r - s i d e  i m p l e m e n t a t i o n  o f  P L O T ,  w e  u s e d  t h e  J b o s s  a p p l i c a t i o n  s e r v e r  

[ 1 2 1 ] ,  w h i c h  i s  a n  o p e n  s o u r c e  i m p l e m e n t a t i o n  o f  t h e  J a v a  E E  s u i t e  o f  s e r v i c e s .  J b o s s  

p r o v i d e d  u s  w i t h  a l l  t h e  n e c e s s a r y  c o m p o n e n t s  t o  b u i l d  o u r  a p p l i c a t i o n ,  w h i l e  i t  e n a b l e d  t h e  

e a s y  m i g r a t i o n  o f  o u r  s o l u t i o n  t o  a n y  o p e r a t i n g  s y s t e m  a n d  p l a t f o r m  t h a t  s u p p o r t s  t h e  J a v a  

5 . 0  R u n t i m e  E n v i r o n m e n t  ( J R E ) .
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T o  s u p p o r t  t h e  e f f i c i e n t  h a n d l i n g  o f  m o v e m e n t  d a t a ,  a s  w e l l  a s  t o  s u p p o r t  t h e  n e t ­

w o r k  t o p o l o g y  i n  n e t w o r k  b a s e d  s o l u t i o n s ,  P L O T  u s e s  t h e  s p a t i a l  c a p a b i l i t i e s  o f  m o d e r n  

D B M S s ,  s u c h  a s  O r a c l e ,  I B M  D B 2  a n d  M i c r o s o f t  S Q L  S e r v e r .  T h e  P L O T  w e b  s e r v i c e  

c o m m u n i c a t e s  w i t h  t h e  a p p r o p r i a t e  D B M S  t h a t  r e s i d e s  i n  a  d a t a b a s e  s e r v e r  t o  f a c i l i t a t e  

s t o r a g e ,  q u e r y i n g  a n d  m a n i p u l a t i o n  o f  b o t h  s p a t i a l  a n d  r e l a t i o n a l  d a t a .  T h e  c o m m u n i c a t i o n  

b e t w e e n  t h e  J b o s s  a p p l i c a t i o n  s e r v e r  a n d  t h e  D B M S  i s  e s t a b l i s h e d  b y  u s i n g  t h e  a p p r o p r i a t e  

J D B C  d r i v e r s  ( c . f .  [ 5 1 ] )  p r o v i d e d  b y  t h e  D B M S  v e n d o r .  I n  o r d e r  t o  m i n i m i z e  t h e  u n a v o i d ­

a b l e  c o m m u n i c a t i o n  c o s t  b e t w e e n  t h e  P L O T  s e r v e r  a n d  t h e  d a t a b a s e  s e r v e r ,  w e  d e c i d e d  t o  

i m p l e m e n t  p a r t  o f  t h e  n e e d e d  f u n c t i o n a l i t y  t h a t  i s  u n d e r t a k e n  b y  t h e  D B M S ,  a s  P L / S Q L  

p r o c e d u r e s  a n d  f u n c t i o n s  t h a t  a r e  s t o r e d  w i t h i n  t h e  D B M S  a n d  a r e  r e m o t e l y  e x e c u t e d  b y  

t h e  m e t h o d s  t h a t  r e s i d e  i n  t h e  P L O T  s e r v e r .

O n  t h e  c l i e n t - s i d e ,  P L O T  s u p p o r t s  t w o  G U I s :  a  J a v a  c l i e n t  G U I  a n d  a  w e b - b a s e d  

G U I .  T h e  J a v a  c l i e n t  u s e s  t h e  J a v a  S w i n g  A P I  ( s e e  [ 5 2 ] )  a n d  w a s  i m p l e m e n t e d  o n  t h e  J a v a  

S E  6 . 0  D e v e l o p m e n t  K i t ,  w h i c h  p r o v i d e s  a d v a n c e d  f e a t u r e s  f o r  t h e  h a n d l i n g  o f  t h e  w e b  

s e r v i c e s  t h a t  r e s i d e  o n  t h e  a p p l i c a t i o n  s e r v e r .  O n  t h e  o t h e r  h a n d ,  t h e  w e b - b a s e d  c l i e n t  w a s  

i m p l e m e n t e d  b y  u s i n g  J S P  a n d  u s e s  t h e  s a m e  m i d d l e w a r e  c o m p o n e n t s  a s  t h e  P L O T  s e r v e r  

t o  c o n s u m e  t h e  w e b  s e r v i c e s .

F i n a l l y ,  f o r  t h e  g e n e r a t i o n  o f  t h e  g r a p h s  t h a t  v i s u a l i z e  t h e  e x p e r i m e n t a l  r e s u l t s  o f  

t h e  p r i v a c y  m e t h o d o l o g i e s ,  a s  w e l l  a s  f o r  v i s u a l i z i n g  t h e  c o m p u t e d  r e g i o n s  o f  a n o n y m i t y  i n  

t h e  t e s t e d  p r i v a c y  a p p r o a c h e s ,  t h e  P L O T  c l i e n t s  u s e  t h e  g n u p l o t  s o f t w a r e ,  w h i c h  i s  p u b l i c l y  

a v a i l a b l e  a t  h t t p : / / w w w . g n u p l o t . i n f o / .

23.5 A Use Case of PLOT

T o  d e m o n s t r a t e  s o m e  o f  t h e  f u n c t i o n a l i t y  t h a t  i s  o f f e r e d  b y  P L O T ,  i n  t h i s  s e c t i o n  w e  p r e s e n t  

a  u s e  c a s e  s c e n a r i o  b y  a p p l y i n g  t h e  n e t w o r k  b a s e d  a l g o r i t h m  o f  [ 7 9 ]  ( m a i n  p r i v a c y  a l g o ­

r i t h m )  a l o n g  w i t h  t h e  u n l i n k i n g  s t r a t e g y  o f  [ 4 8 ]  ( s e c o n d a r y  p r i v a c y  a l g o r i t h m ) .  F o r  u n ­

l i n k i n g ,  w e  c o n s i d e r e d  k =  3  p a t h  c r o s s i n g s  i n  t h e  m i x  z o n e  ( s e e  S e c t i o n  1 7 . 4 . 2 ) .  I n  w h a t  

f o l l o w s ,  w e  p r e s e n t  o u r  s y s t e m  c o n f i g u r a t i o n ,  t h e  u s e d  d a t a s e t s  a n d  t h e  a t t a i n e d  r e s u l t s .
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F i g u r e  2 3 . 3 :  M o v i n g  o b j e c t s  i n  t h e  r o a d  n e t w o r k  o f  t h e  O l d e n b u r g  c i t y .

2 3 . 5 . 1  S y s t e m  C o n f i g u r a t i o n

O u r  s y s t e m  c o n f i g u r a t i o n  f o r  P L O T  c o n s i s t s  o f  a  h i g h  p e r f o r m a n c e  c l u s t e r  a n d  a  s e r v e r  

t h a t  h o s t s  r e s p e c t i v e l y  t h e  d a t a b a s e  s e r v e r  a n d  t h e  P L O T  s e r v e r ,  a s  w e l l  a s  a  P C  t h a t  r u n s  

t h e  P L O T  w e b  c l i e n t .  T h e  d a t a b a s e  s e r v e r  r e s i d e s  o n  a  D e l l  P o w e r E d g e  6 6 5 0 ,  e q u i p p e d  

w i t h  f o u r  I n t e l  X e o n  2 . 2  G h z  p r o c e s s o r s ,  e a c h  h a v i n g  2 G B  o f  d e d i c a t e d  R A M .  S i n c e  i n  o u r  

e x p e r i m e n t s  w e  m a k e  u s e  o f  t h e  n e t w o r k - b a s e d  m o d e l  o f  m o v e m e n t ,  t h e  D B M S  o f  c h o i c e  

w a s  O r a c l e  E n t e r p r i s e  E d i t i o n  1 0 g  [ 2 ] ,  w h i c h  s u p p o r t s  a l l  t h e  r e q u i r e d  f u n c t i o n a l i t y  f o r  t h e  

s t o r a g e  a n d  t h e  m a n i p u l a t i o n  o f  n e t w o r k  t o p o l o g i e s  [ 2 4 ] .  T h e  P L O T  s e r v e r  r e s i d e s  o n  a  

W i n d o w s  X P  3 . 2  G h z  I n t e l  P e n t i u m  D  t h a t  i s  e q u i p p e d  w i t h  4 G B  o f  m a i n  m e m o r y .

2 3 . 5 . 2  S y n t h e t i c a l l y  G e n e r a t e d  D a t a s e t s

T o  p r o d u c e  t h e  d a t a s e t s  f o r  o u r  e x p e r i m e n t s ,  w e  u s e d  t h e  d a t a  i n p u t  t a b  o f  t h e  w e b  c l i e n t  

i n t e r f a c e  w i t h  t h e  o p t i o n  o f  “ o b j e c t s  m o v e m e n t  g e n e r a t i o n ” . T h i s  l e a d s  t o  t h e  e x e c u t i o n  o f  

B r i k h o f f ’s  g e n e r a t o r  o f  m o v i n g  o b j e c t s  [ 3 0 ]  w i t h  w h i c h  w e  g e n e r a t e d  t w o  s y n t h e t i c  d a t a s e t s  

b a s e d  o n  t h e  r o a d  n e t w o r k  o f  t h e  O l d e n b u r g  c i t y .  T h e  d a t a s e t s  w e  g e n e r a t e d  f o r  e x p e r i m e n -
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T a b l e  2 3 . 2 :  T h e  c h a r a c t e r i s t i c s  o f  t h e  t w o  s y n t h e t i c  d a t a s e t s .

P a r a m e t e r D a t a s e t  1 D a t a s e t  2

#  o b j e c t s 1 , 0 0 0 2 , 0 0 0

#  c l a s s e s 2 6

m a x  t i m e 2 , 0 0 0 2 , 5 0 0

r e p o r t  p r o b . 0 . 9 0 . 5

t a t i o n  e x p e r i e n c e  d i f f e r e n t  c h a r a c t e r i s t i c s  i n  t e r m s  o f  t h e  n u m b e r  o f  m o v i n g  o b j e c t s  a n d  

t h e i r  c l a s s e s ,  t h e  m a x i m u m  t i m e  o f  m o v e m e n t ,  a n d  t h e  p r o b a b i l i t y  o f  a n  o b j e c t  t o  r e p o r t  

i t s  p o s i t i o n  a t  e a c h  t i m e .  T a b l e  2 3 . 2  s u m m a r i z e s  t h e i r  p r o p e r t i e s .  T h e  n u m b e r  o f  c l a s s e s  

d e n o t e s  t h e  d i f f e r e n t  t y p e s  o f  m o v i n g  o b j e c t s  ( e . g . ,  c a r s ,  t r a i l e r s ,  m o t o r b i k e s )  t h a t  a r e  c o n ­

s i d e r e d  i n  t h e  g e n e r a t e d  d a t a .  E a c h  o b j e c t  i s  a s s i g n e d  t o  a  u n i q u e  c l a s s  t h a t  d e f i n e s  i t s  

m a x i m u m  a l l o w a b l e  s p e e d  i n  t h e  n e t w o r k .  F u r t h e r m o r e ,  t h e  t i m e  o f  g e n e r a t i o n ,  t h e  d u r a ­

t i o n  o f  e x i s t e n c e  a n d  t h e  t i m e  o f  d i s a p p e a r a n c e  d i f f e r  f o r  t h e  v a r i o u s  o b j e c t s .  F i g u r e  2 3 . 3  

p r e s e n t s  a  s e t  o f  m o v i n g  o b j e c t s  f r o m  t h e  s e c o n d  d a t a s e t  t h a t  w e  g e n e r a t e d .  T h e  d i f f e r e n t  

c o l o r s  i n  t h e  g r a p h  c o r r e s p o n d  t o  o b j e c t s  t h a t  b e l o n g  t o  d i f f e r e n t  c l a s s e s .

A f t e r  p r o d u c i n g  t h e  d a t a s e t s ,  w e  u s e d  t h e  d a t a  p r e p r o c e s s i n g  t o o l s  t h a t  a r e  o f f e r e d  

b y  P L O T  t o  e d i t  t h e  m o v e m e n t  d a t a .  T h i s  i s  n e c e s s a r y  t o  e n a b l e  t h e  i d e n t i f i c a t i o n  o f  u n s a f e  

r o u t e s  i n  m o v i n g  o b j e c t s  t h a t  a r e  g e n e r a t e d  t h r o u g h  B r i n k h o f f ' s  d a t a  g e n e r a t o r .  T h e  r e a ­

s o n  i s  a s  f o l l o w s :  i n  B r i n k h o f f ’s  g e n e r a t o r ,  e a c h  g e n e r a t e d  o b j e c t  i s  a u t o m a t i c a l l y  r o u t e d  

t h r o u g h  t h e  l i n k s  o f  t h e  n e t w o r k  t o  m o v e  f r o m  i t s  o r i g i n  t o  i t s  f i n a l  d e s t i n a t i o n .  T h e  u s e  o f  

a  r o u t i n g  a l g o r i t h m  f o r  t h e  g e n e r a t i o n  o f  m o v e m e n t  h a s  a s  a n  e f f e c t  t h a t  n o  s u b t r a j e c t o r y  

o f  a n  o b j e c t  i s  r e p e a t e d  a n d  t h e r e o f  n o  f r e q u e n t  r o u t e s  e x i s t .  T o  s o l v e  t h i s  i s s u e ,  f o r  e a c h  

m o v i n g  o b j e c t ,  w e  r a n d o m l y  s e l e c t e d  a  s e t  o f  c o n s e c u t i v e  l o c a t i o n  u p d a t e s  f r o m  i t s  m o v e ­

m e n t  a n d  p r o d u c e d  a  r a n d o m  n u m b e r  o f  n e w  t r a j e c t o r i e s  o f  t h i s  o b j e c t  t h a t  c o n t a i n e d  o n l y  

t h e s e  l o c a t i o n  u p d a t e s .  T h i s  w a y ,  w e  a c h i e v e d  t o  a r t i f i c i a l l y  g e n e r a t e  f r e q u e n t  r o u t e s  f o r  t h e  

m o v i n g  o b j e c t s ,  w h i c h  s u b s e q u e n t l y  l e a d  t o  t h e  e x i s t e n c e  o f  s a f e  a n d  u n s a f e  r o u t e s  i n  t h e i r  

m o v e m e n t .  T h e  r e s u l t i n g  d a t a s e t s  w e r e  u s e d  f o r  e x p e r i m e n t a t i o n .

304

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136



F i g u r e  2 3 . 4 :  C o s t  o f  u s e r s  m o v e m e n t  r e c o n s t r u c t i o n .

F i g u r e  2 3 . 5 :  C o m p u t a t i o n a l  c o s t  f o r  t h e  u n s a f e  r o u t e s .

2 3 . 5 . 3  E x p e r i m e n t a l  R e s u l t s

B y  u s i n g  P L O T ,  w e  c o n d u c t e d  t h r e e  s e t s  o f  e x p e r i m e n t s .  I n  a l l  o u r  e x p e r i m e n t s ,  t h e  r e ­

p o r t e d  r e s u l t s  w e r e  o b t a i n e d  t h r o u g h  t h e  v i s u a l i z a t i o n  o p t i o n s  o f f e r e d  b y  t h e  t o o l b o x .  I n  

w h a t  f o l l o w s ,  w e  p r e s e n t  t h e  c o n d u c t e d  e x p e r i m e n t s .

I n  t h e  f i r s t  s e t  o f  e x p e r i m e n t s ,  w e  c o m p u t e d  t h e  r u n t i m e  t h a t  w a s  r e q u i r e d  b y  P L O T  

t o  r e c o n s t r u c t  t h e  m o v e m e n t  o f  t h e  u s e r s  i n  b o t h  d a t a s e t s .  F i g u r e  2 3 . 4  p r e s e n t s  t h e  r e s u l t s  

w e  o b t a i n e d ,  w h e r e  t h e  m o v e m e n t  w a s  r e c o n s t r u c t e d  f o r  d i f f e r e n t  s e t s  o f  r a n d o m l y  s e l e c t e d  

u s e r s  f r o m  e a c h  d a t a s e t .  I n  t h i s  f i g u r e ,  t h e  r e p o r t e d  t i m e s  c o r r e s p o n d  t o  t h e  c o m p l e t e  r e ­

c o n s t r u c t i o n  o f  t h e  m o v e m e n t  f o r  t h e  s e l e c t e d  u s e r s .

T h e  s e c o n d  s e t  o f  e x p e r i m e n t s  i s  p r e s e n t e d  i n  F i g u r e  2 3 . 5 .  I t  i n v o l v e s  t h e  i d e n t i ­

f i c a t i o n  o f  t h e  u n s a f e  r o u t e s  i n  t h e  t w o  d a t a s e t s .  P r i o r  t o  c o m p u t i n g  t h e  u n s a f e  r o u t e s ,  w e
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F i g u r e  2 3 . 6 :  G e n e r a l i z a t i o n  a n d  u n l i n k i n g  c o s t  f o r  v a r i o u s  K .

r e c o n s t r u c t e d  a n d  s e g m e n t e d  t h e  m o v e m e n t  f o r  a l l  t h e  u s e r s  i n  t h e  s y s t e m .  T h e n ,  w e  i d e n ­

t i f i e d  t h e  u n s a f e  r o u t e s  f o r  a  n u m b e r  o f  u s e r s  i n  e a c h  d a t a s e t ,  r a n g i n g  f r o m  2  t o  2 0 0 .  F o r  

t h e  p u r p o s e s  o f  o u r  e x p e r i m e n t ,  w e  c o n s i d e r e d  a  r o u t e  t o  b e  f r e q u e n t  i f  i t  a p p e a r s  a t  l e a s t  3  

t i m e s  i n  t h e  t r a j e c t o r i e s  o f  t h e  u s e r .

T h e  t h i r d  s e t  o f  e x p e r i m e n t s  i n v o l v e s  t h e  p r o v i s i o n  o f  l o c a t i o n  p r i v a c y  b y  t h e  e m ­

p l o y e d  p r i v a c y  a l g o r i t h m s .  W e  e x p e r i m e n t e d  w i t h  d i f f e r e n t  v a l u e s  o f  K  i n  a n o n y m i t y  f o r  

t h e  t w o  d a t a s e t s .  F i g u r e  2 3 . 6  s h o w s  t h e  c o s t  o f  g e n e r a l i z a t i o n  a n d  u n l i n k i n g  f o r  t h e  v a r i o u s  

v a l u e s  o f  K  t h a t  w e  c o n s i d e r e d  f o r  t h e  p r o v i s i o n  o f  l o c a t i o n  p r i v a c y  i n  t h e  t w o  d a t a s e t s .  

I n  F i g u r e  2 3 . 7  w e  p r e s e n t  t h e  s u c c e s s  r a t i o  o f  t h e  g e n e r a l i z a t i o n  ( d e n o t e d  a s  " G " )  a n d  t h e  

u n l i n k i n g  ( d e n o t e d  a s  " U " )  s t r a t e g i e s  i n  b o t h  d a t a s e t s .  A s  a  s e c o n d a r y  p r i v a c y  a l g o r i t h m ,  

t h e  u n l i n k i n g  a p p r o a c h  i s  e m p l o y e d  o n l y  i f  t h e  g e n e r a l i z a t i o n  a l g o r i t h m  f a i l s  t o  p r o t e c t  t h e  

p r i v a c y  o f  t h e  r e q u e s t e r .  A s  o n e  c a n  o b s e r v e  i n  F i g u r e  2 3 . 7  t h e  t o t a l  s u c c e s s  r a t i o  ( d e n o t e d  

a s  " T " ) r e m a i n s  a b o v e  8 5 %  i n  a l l  t e s t e d  c a s e s ,  i n v o l v i n g  d i f f e r e n t  s p a t i a l  a n d  t e m p o r a l
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G  E E i s a  U T  G

Spatial and Temporal Constraints 

(a ) D a ta s e t  1, K  =  5 0

G ΞΕΞ3 U T Γ ^ νΤΙ

Spatial and Temporal Constraints

(c ) D a ta s e t  2 , K  =  5 0

G  E E i s a  U T  G

Spatial and Temporal Constraints 

(b )  D a ta s e t  1, K  =  100

G ΞΕΞ3 U T Γ ^ νΤΙ

Spatial and Temporal Constraints 

(d )  D a ta s e t  2 , K  =  100

F i g u r e  2 3 . 7 :  T h e  s u c c e s s  r a t i o  i n  t h e  t w o  d a t a s e t s .

T a b l e  2 3 . 3 :  T h e  c o n s i d e r e d  s p a t i o t e m p o r a l  c o n s t r a i n t s .

D a ta se t, K E1 E 2 E 3 E 4 E 5 E 6
D ataset 1, 1 tu, 3 tu, 5 tu, 1 tu, 3 tu, 5 tu,

II O 5500au 5500au 5500au 6000au 6000au 6000au

D ataset 1, 1 tu, 3 tu, 5 tu, 1 tu, 3 tu, 5 tu,OoII 8500au 8500au 8500au 9000au 9000au 9000au

D ataset 2, 1 tu, 3 tu, 5 tu, 1 tu, 3 tu, 5 tu,

II o 4500au 4500au 4500au 5000au 5000au 5000au

D ataset 2, 1 tu, 3 tu, 5 tu, 1 tu, 3 tu, 5 tu,ooII 7500au 7500au 7500au 8000au 8000au 8000au
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(a ) P r io r  r e c o n s tr u c t io n . (b )  A f te r  r e c o n s tru c t io n .

F i g u r e  2 3 . 8 :  A n  e x a m p l e  o f  a  2 0 0 - a n o n y m i t y  r e g i o n .

c o n s t r a i n t s  i m p o s e d  o n  t h e  p r i v a c y  a l g o r i t h m  ( s e e  T a b l e  2 3 . 3 ) .  F i n a l l y ,  i n  F i g u r e  2 3 . 8  w e  

p r e s e n t  o n e  2 0 0 - a n o n y m i t y  r e g i o n  t h a t  w a s  g e n e r a t e d  b y  a p p l y i n g  t h e  g e n e r a l i z a t i o n  a l ­

g o r i t h m  o n  D a t a s e t  2 .  T h e  r e d  m a r k  i n  t h i s  r e g i o n  ( s h o w n  i n  t h e  f i g u r e  o n  t h e  l e f t )  d e n o t e s  

t h e  l o c a t i o n  o f  t h e  a c t u a l  r e q u e s t e r  a t  t h e  t i m e  o f  r e q u e s t .  A s  o n e  c a n  n o t i c e ,  g r a p h s  l i k e  

F i g u r e  2 3 . 8  p r o v i d e  t h e  e n d  u s e r  w i t h  i n s i g h t  r e g a r d i n g  t h e  c a p a b i l i t i e s  o f  s p e c i f i c  p r i v a c y  

a p p r o a c h e s  t o  e f f e c t i v e l y  p r o t e c t  t h e  p r i v a c y  o f  t h e  r e q u e s t e r s  o f  L B S s .  I n  F i g u r e  2 3 . 8 ( a )  

w e  p r e s e n t  t h e  r e g i o n  o f  a n o n y m i t y  w h e r e  t h e  u s e r s  a r e  d e p i c t e d  a s  a  s e t  o f  c o l l e c t e d  l o c a ­

t i o n  u p d a t e s ,  w h e r e a s  F i g u r e  2 3 . 8 ( b )  p r e s e n t s  t h e  s a m e  r e g i o n  w h e r e  t h e  u s e r s  a r e  d e p i c t e d  

b a s e d  o n  t h e i r  c o r r e s p o n d i n g  u s e r  t r a j e c t o r i e s .
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Chapter 24

Summary and Future Work

T h i s  c h a p t e r  s u m m a r i z e s  t h e  t h i r d  ( l a s t )  p a r t  o f  t h i s  d i s s e r t a t i o n .  I n  t h i s  p a r t ,  w e  f o c u s e d  

o u r  a t t e n t i o n  o n  m e t h o d o l o g i e s  t h a t  h a v e  b e e n  p r o p o s e d  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  l o ­

c a t i o n  b a s e d  s e r v i c e s .  I n  C h a p t e r  1 6 ,  w e  i n t r o d u c e d  t h e  p r o b l e m  a n d  s h e d  l i g h t  o n  t h e  

e x i s t i n g  p r i v a c y  c h a l l e n g e s  i n  t h i s  a r e a  o f  r e s e a r c h .  M o r e o v e r ,  w e  p r e s e n t e d  t h e  t w o  d o m ­

i n a n t  p r i v a c y  m o d e l s ,  w h i c h  c o l l e c t  t h e  s t a t e - o f - t h e - a r t  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  

p r i v a c y  i n  L B S s .  T h e n ,  i n  C h a p t e r  1 7 ,  w e  s u r v e y e d  t h e  d i f f e r e n t  l i n e s  i n  w h i c h  r e s e a r c h  h a s  

p r o g r e s s e d  i n  t h i s  a r e a ,  p a y i n g  s p e c i a l  a t t e n t i o n  t o  t h e  m e t h o d o l o g i e s  t h a t  h a v e  b e e n  p r o ­

p o s e d  s o  f a r  f o r  t h e  o f f e r i n g  o f  K - a n o n y m i t y  i n  L B S s .  F o l l o w i n g  t h a t ,  i n  C h a p t e r  1 8 ,  w e  

b r i e f l y  h i g h l i g h t e d  o u r  c o n t r i b u t i o n s  i n  t h i s  r e s e a r c h  a r e a ,  w h i c h  i n v o l v e  ( i )  t w o  a p p r o a c h e s  

f o r  h i s t o r i c a l  K - a n o n y m i t y ,  ( i i )  t w o  a p p r o a c h e s  f o r  t r a j e c t o r y  K - a n o n y m i t y ,  a n d  ( i i i )  a n  

o p e n - e n d e d  t o o l b o x  f o r  t h e  i n t e g r a t i o n  o f  c e n t r a l i z e d  p r i v a c y  a p p r o a c h e s  i n  L B S s  u n d e r  a  

u n i f i e d  f r a m e w o r k .  T h e  d e t a i l s  o f  o u r  c o n t r i b u t i o n s  w e r e  p r e s e n t e d  i n  C h a p t e r s  1 9 - 2 3 .

R e c e n t l y ,  t h e  s c i e n t i f i c  i n t e r e s t  r e g a r d i n g  c r y p t o g r a p h i c  a p p r o a c h e s  f o r  P r i v a t e  I n ­

f o r m a t i o n  R e t r i e v a l  ( P I R )  h a s  r e v i v e d .  I n  P I R ,  a  s e t  o f  c r y p t o g r a p h i c  p r o t o c o l s  e n a b l e  a  

u s e r  t o  p r i v a t e l y  r e t r i e v e  i n f o r m a t i o n  f r o m  a  d a t a b a s e ,  w i t h o u t  l e a v i n g  t r a c e s  t h a t  w i l l  a l l o w  

t h e  d a t a b a s e  s e r v e r  t o  i d e n t i f y  w h i c h  p a r t i c u l a r  i n f o r m a t i o n  w a s  r e t r i e v e d .  T h e  P I R  f r a m e ­

w o r k  c a n  b e  a d o p t e d  t o  o f f e r  p r i v a c y  i n  L B S s .  H o w e v e r ,  i t  i s  p r o v e n  t h a t  c o m p u t a t i o n a l  P I R  

i s  p r o h i b i t i v e l y  c o s t l y  t o  b e  a p p l i e d  i n  p r a c t i c e .  K h o s h g o z a r a n  a n d  S h a h a b i  [ 1 0 4 ]  p r e s e n t
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a n  i n i t i a l  P I R  a p p r o a c h  w h i c h  e m p l o y s  o n e - d i m e n s i o n a l  t r a n s f o r m a t i o n  a n d  e n c r y p t i o n  t o  

p r o t e c t  r e q u e s t s  f o r  L B S s .  I n  [ 5 7 ]  t h e  a u t h o r s  p r o p o s e  a  m e t h o d o l o g y  t h a t  s i g n i f i c a n t l y  

r e d u c e s  t h e  c o s t  o f  P I R  t o  a n  e x t e n t  t h a t  i t  b e c o m e s  r e a s o n a b l e .  M o r e o v e r ,  a s  p a r t  o f  t h i s  

w o r k ,  t h e  a u t h o r s  d e m o n s t r a t e  t h a t  t h e  c o m p u t a t i o n s  t h a t  a r e  r e q u i r e d  f o r  t h e  o f f e r i n g  o f  

p r i v a c y  i n  L B S s  t h r o u g h  P I R ,  c a n  b e  e a s i l y  p a r a l l e l i z e d .  G i v e n  t h e  c o m p u t a t i o n a l  p o w e r  

o f  m o d e r n  m u l t i p r o c e s s o r  s y s t e m s ,  w e  b e l i e v e  t h a t  t h i s  d i r e c t i o n  o f  r e s e a r c h  h a s  t o  o f f e r  a  

s i g n i f i c a n t  p u s h  t o  t h i s  a r e a  o f  r e s e a r c h  i n  t h e  c o m i n g  y e a r s .
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Chapter 25

Contributions of this Dissertation

I n  t h i s  d i s s e r t a t i o n ,  w e  i n v e s t i g a t e d  a  s e t  o f  m e t h o d o l o g i e s  f o r  t h e  p r e s e r v a t i o n  o f  p r i v a c y  i n  

d i f f e r e n t  c o n t e x t s ,  d a t a  d o m a i n s ,  a n d  a p p l i c a t i o n  s c e n a r i o s .  I n  t h e  f i r s t  p a r t  o f  t h e  d i s s e r t a ­

t i o n ,  w e  f o c u s e d  o u r  a t t e n t i o n  o n  t r a n s a c t i o n a l  d a t a  t h a t  a r e  m i n e d  f o r  a s s o c i a t i o n  r u l e s .  W e  

c o n s i d e r e d  t h a t  s o m e  o f  t h e  e x t r a c t e d  a s s o c i a t i o n  r u l e s  f r o m  t h e  o r i g i n a l  d a t a b a s e  a r e  s e n ­

s i t i v e  a n d  p r o p o s e d  a  s e t  o f  m e t h o d o l o g i e s  t h a t  g e n e r a t e  a  s a n i t i z e d  v e r s i o n  o f  t h e  d a t a b a s e  

w h e r e  t h i s  k n o w l e d g e  i s  p r o p e r l y  p r o t e c t e d .  O u r  p r o p o s e d  h i d i n g  a l g o r i t h m s  g u a r a n t e e  

o p t i m a l i t y  i n  t h e  h i d i n g  s o l u t i o n  b y  i n t r o d u c i n g  t h e  l e a s t  a m o u n t  o f  s i d e - e f f e c t s  ( i f  a n y )  

a n d  b y  m i n i m a l l y  d i s t o r t i n g  t h e  o r i g i n a l  d a t a  t o  f a c i l i t a t e  s e n s i t i v e  k n o w l e d g e  h i d i n g .  T h e  

d e t a i l e d  c o n t r i b u t i o n s  o f  t h i s  p a r t  w e r e  p r o v i d e d  i n  C h a p t e r  4 .

I n  t h e  s e c o n d  p a r t  o f  t h i s  d i s s e r t a t i o n ,  w e  e x t e n d e d  t h e  a p p l i c a b i l i t y  a r e a  o f  a s s o c i a ­

t i o n  r u l e  h i d i n g  b y  a p p l y i n g  s i m i l a r  t e c h n i q u e s  f o r  t h e  h i d i n g  o f  v a r i o u s  t y p e s  o f  t e m p o r a l l y  

a n d  s p a t i a l l y  a n n o t a t e d  d a t a .  I n  t h i s  p a r t  o f  t h e  t h e s i s ,  w e  p r o p o s e d  a  n o v e l  p r i v a c y  a w a r e  

t r a j e c t o r y  q u e r y  e n g i n e  t h a t  e n a b l e s  a  s e t  o f  u n t r u s t e d  e n d  u s e r s  t o  q u e r y  t r a j e c t o r y  d a t a  

w h i c h  a r e  s t o r e d  i n  a  d a t a b a s e .  T h e  p r o p o s e d  q u e r y  e n g i n e  g u a r a n t e e s  t h a t  t h e  a n s w e r s  t h a t  

a r e  r e t u r n e d  t o  t h e  e n d  u s e r s  m e e t  s p e c i f i c  p r i v a c y  s t a n d a r d s ,  a s  w e l l  a s  i t  e f f e c t i v e l y  b l o c k s  

c e r t a i n  t y p e s  o f  a t t a c k s  r e g a r d i n g  u s e r  i d e n t i f i c a t i o n  a n d / o r  t r a c k i n g .

I n  t h e  t h i r d  p a r t  o f  t h e  d i s s e r t a t i o n ,  w e  w e n t  e v e n  f u r t h e r  b y  i n v e s t i g a t i n g  t r a j e c t o r y  

h i d i n g  i n  a  d y n a m i c ,  r e a l - t i m e  e n v i r o n m e n t .  I n  t h i s  p a r t ,  w e  c o n t r i b u t e d  a l o n g  t w o  p r i n c i ­
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p a l  l i n e s  o f  r e s e a r c h :  h i s t o r i c a l  K - a n o n y m i t y  a n d  t r a j e c t o r y  K - a n o n y m i t y ,  b y  p r o p o s i n g  

t w o  p r i v a c y  m e t h o d o l o g i e s  i n  e a c h  d i r e c t i o n .  A l l  o u r  c o n t r i b u t e d  m e t h o d o l o g i e s  p r o t e c t  n o t  

o n l y  t h e  l o c a t i o n  o f  r e q u e s t  b u t  t h e  w h o l e  t r a j e c t o r y  o f  t h e  r e q u e s t e r  f r o m  t h e  t i m e  o f  r e q u e s t  

u n t i l  t h e  p r o v i s i o n  o f  t h e  r e q u e s t e d  s e r v i c e .  W e  p r o p o s e d  p r i v a c y  m e t h o d o l o g i e s  b o t h  f o r  

t h e  h a n d l i n g  o f  u n c o n s t r a i n e d  a n d  n e t w o r k - c o n s t r a i n e d  u s e r  m o v e m e n t .  F u r t h e r m o r e ,  w e  

d e s i g n e d  a l g o r i t h m s  f o r  t h e  i d e n t i f i c a t i o n  o f  t h e  r o u t e s  o f  e a c h  u s e r  w h e r e  h i s / h e r  p r i v a c y  

i s  i n  d a n g e r ,  b a s e d  o n  h i s / h e r  h i s t o r i c a l  m o v e m e n t  i n  t h e  s y s t e m .  F i n a l l y ,  w e  c o n t r i b u t e d  

P L O T ,  t h e  f i r s t  o p e n - e n d e d  t o o l b o x  f o r  t h e  o f f e r i n g  o f  p r i v a c y  i n  l o c a t i o n  b a s e d  s e r v i c e s .  

C h a p t e r  1 8  p r e s e n t s  i n  d e t a i l  o u r  c o n t r i b u t i o n s  i n  t h i s  l a s t  p a r t  o f  t h e  d i s s e r t a t i o n .

I n  w h a t  f o l l o w s ,  w e  s u m m a r i z e  t h e  k e y  c o n t r i b u t i o n s  o f  o u r  r e s e a r c h :

•  W e  p r o p o s e d  a  n e w  l i n e  o f  r e s e a r c h  i n  a s s o c i a t i o n  r u l e  h i d i n g  t h a t  c o n s i s t s  o f  n o n ­

h e u r i s t i c  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  e x a c t  k n o w l e d g e  h i d i n g  i n  t r a n s a c t i o n a l  

d a t a .  T h e  m e t h o d o l o g i e s  t h a t  h a d  b e e n  p r o p o s e d  i n  t h e  p a s t  w e r e  b a s e d  o n  h e u r i s t i c s  

t o  p e r f o r m  t h e  s a n i t i z a t i o n  o f  t h e  d a t a ,  a n d  a s  a  r e s u l t  t h e r e  w e r e  m a n y  c a s e s  i n  w h i c h  

t h e y  f a i l e d  t o  i d e n t i f y  o p t i m a l  h i d i n g  s o l u t i o n s .  O u r  p r o p o s e d  a l g o r i t h m s  f o r m u l a t e  

t h e  h i d i n g  p r o c e s s  a s  a  C o n s t r a i n t s  S a t i s f a c t i o n  P r o b l e m ,  w h e r e  t h e  h o l d i n g  o f  t h e  

c o n s t r a i n t s  g u a r a n t e e s  t h e  l a c k  o f  s i d e - e f f e c t s  i n  t h e  h i d i n g  s o l u t i o n .  A m o n g  t h e  

p o t e n t i a l l y  m a n y  d i f f e r e n t  s o l u t i o n s  o f  t h e  f o r m u l a t e d  C S P ,  w e  s e l e c t  t h e  o n e  t h a t  

m i n i m i z e s  t h e  d i s t o r t i o n  o f  t h e  o r i g i n a l  d a t a b a s e ,  t h u s  g u a r a n t e e s  o p t i m a l  h i d i n g .

•  W e  p r o p o s e d  a  n o v e l  p r i v a c y  a w a r e  t r a j e c t o r y  t r a c k i n g  q u e r y  e n g i n e  t h a t  p r o v i d e s  o n ­

s i t e ,  r e s t r i c t e d  a c c e s s  t o  i n - h o u s e  d a t a  t o  f a c i l i t a t e  p r i v a c y  a w a r e  d a t a  p u b l i s h i n g .  T h e  

m e t h o d o l o g i e s  t h a t  h a d  b e e n  p r o p o s e d  i n  t h e  p a s t  w e r e  b a s e d  s o l e l y  o n  c o u n t  a n d / o r  

s u m  q u e r i e s  i n  s t a t i s t i c a l  d a t a b a s e s ,  s i n c e  n o  o t h e r  i n f o r m a t i o n  w a s  m a d e  a v a i l a b l e  t o  

t h e  i n q u i r e r .  O u r  p r o p o s e d  e n g i n e  s u p p o r t s  a  l a r g e  v a r i e t y  o f  q u e r i e s ,  i n v o l v i n g  b o t h  

t r a j e c t o r y  a n d  n o n - t r a j e c t o r y  d a t a .  F u r t h e r m o r e ,  i t  p r o v i d e s  a l l  t h e  n e c e s s a r y  m e c h ­

a n i s m s  t o  s e c u r e  t h e  d a t a b a s e  a g a i n s t  d i s c l o s u r e  o f  c o n f i d e n t i a l  i n f o r m a t i o n ,  a s  w e l l  

a s  i t  o f f e r s  s t r i c t  g u a r a n t e e s  a b o u t  w h a t  c a n  b e  o b s e r v e d  b y  u n t r u s t e d  t h i r d  p a r t i e s .
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S p e c i f i c a l l y ,  i n  t h e  c a s e  o f  t r a j e c t o r y - b a s e d  q u e r i e s ,  t h e  c o m p u t e d  a n s w e r  a s  p a r t  o f  a  

u s e r  q u e r y  i s  a u g m e n t e d  ( i f  n e c e s s a r y )  w i t h  f a k e  t r a j e c t o r y  d a t a  s u c h  t h a t  t h e  e n d  u s e r  

i s  u n a b l e  t o  i d e n t i f y  a  s p e c i f i c  u s e r  i n  t h e  d a t a b a s e  w i t h  a  p r o b a b i l i t y  t h a t  i s  a b o v e  

a  m i n i m u m  s a f e t y  t h r e s h o l d .  M o r e o v e r ,  t h e  p r o p o s e d  e n g i n e  c a n  e f f e c t i v e l y  b l o c k  

a t t a c k s  t h a t  a i m  a t  t h e  t r a c k i n g  o f  u s e r s  b a s e d  o n  t h e i r  t r a j e c t o r i e s  i n  t h e  d a t a b a s e .

•  W e  p r o p o s e d  a  s e t  o f  m e t h o d o l o g i e s  f o r  t h e  o f f e r i n g  o f  t r a j e c t o r y  p r i v a c y  i n  l o c a ­

t i o n  b a s e d  s e r v i c e s  b o t h  i n  a  n e t w o r k l e s s  a n d  i n  a  n e t w o r k  a w a r e  t o p o l o g y  o f  u s e r  

m o v e m e n t .  T h i s  w a s  t h e  f i r s t  t i m e  t h a t  t r a j e c t o r y  p r i v a c y  i n  l o c a t i o n  b a s e d  s e r v i c e s  

w a s  e x a m i n e d  i n  a  n e t w o r k  c o n f i n e d  e n v i r o n m e n t ,  w h e r e  m o v e m e n t  i s  c o n s t r a i n e d  

t o  a  s e r i e s  o f  a l l o w a b l e  r o u t e s  i n  t h e  n e t w o r k .  F u r t h e r m o r e ,  w e  p r o p o s e d  a  s e t  o f  

m e t h o d o l o g i e s  t h a t  u s e  t h e  h i s t o r i c a l  m o v e m e n t  d a t a  o f  t h e  u s e r s ,  a s  c o l l e c t e d  b y  t h e  

s y s t e m ,  i n  o r d e r  t o  a u t o m a t i c a l l y  d e r i v e  m o v e m e n t  p a t t e r n s  ( r o u t e s )  t h a t  s i g n i f y  t h e  

l o c a t i o n s  a n d  t i m e s  w h e r e  t h e  p r i v a c y  o f  t h e  u s e r  i s  u n d e r  t h r e a t .  T h e  k n o w l e d g e  o f  

t h e s e  p a t t e r n s  e n a b l e s  t h e  s y s t e m  t o  t a k e  a  s e r i e s  o f  b e n e f i c i a l  d e c i s i o n s  w i t h  r e s p e c t  

t o  t h e  p r i v a c y  t h a t  i s  o f f e r e d  t o  t h e  u s e r ,  s u c h  t h a t  t h e  i d e n t i t y  o f  t h e  u s e r  i s  a d e q u a t e l y  

p r o t e c t e d  w h e n  h e / s h e  r e q u e s t s  l o c a t i o n  b a s e d  s e r v i c e s .

•  W e  p r o p o s e d  P L O T ,  t h e  f i r s t  o p e n - e n d e d  t o o l b o x  t h a t  i n t e g r a t e s  c e n t r a l i z e d  a p p r o a c h e s  

f o r  l o c a t i o n  p r i v a c y  i n  l o c a t i o n  b a s e d  s e r v i c e s ,  i n  a  c o m m o n  f r a m e w o r k .  P L O T  o f f e r s  

t h e  e s s e n t i a l  f u n c t i o n a l i t y  f o r  t h e  i m p l e m e n t a t i o n  o f  n o v e l  l o c a t i o n  a n d  t r a j e c t o r y  p r i ­

v a c y  a p p r o a c h e s ,  w h i l e  s e r v i n g  a s  a  t e s t b e d  f o r  t h e  c o m p a r i s o n  o f  d i f f e r e n t  l o c a t i o n  

p r i v a c y  a l g o r i t h m s .  P L O T  s u p p o r t s  b o t h  n e t w o r k l e s s  a n d  n e t w o r k  a w a r e  s o l u t i o n s  

t o  l o c a t i o n  p r i v a c y ,  a s  w e l l  a s  i t  i m p l e m e n t s  s t r a t e g i e s  f o r  t h e  i d e n t i f i c a t i o n  o f  t h e  

f r e q u e n t  m o v e m e n t  p a t t e r n s  o f  t h e  u s e r s  i n  t h e  s y s t e m .  F i n a l l y ,  i t  o f f e r s  a n  e x t e n d e d  

s e t  o f  v i s u a l i z a t i o n  t o o l s  t h a t  p r o v i d e  i n s i g h t  o n  t h e  w o r k i n g s  o f  t h e  i m p l e m e n t e d  

s o l u t i o n s  a n d  f a c i l i t a t e s  t h e  q u a l i t a t i v e  a n d  q u a n t i t a t i v e  e v a l u a t i o n  o f  t h e i r  b e h a v i o r .
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c i e n t  a n d  r o b u s t  a c c e s s  m e t h o d  f o r  p o i n t s  a n d  r e c t a n g l e s .  A C M  S IG M O D  R e c o rd , 

1 9 ( 2 ) : 3 2 2 - 3 3 1 ,  1 9 9 0 .

[ 2 4 ]  E .  B e i n a t ,  A .  G o d f r i n d ,  a n d  R .  V . K o t h u r i .  P ro  O racle  S p a tia l . A p r e s s ,  I n c . ,  2 0 0 4 .

[ 2 5 ]  A .  R .  B e r e s f o r d  a n d  F .  S t a j a n o .  L o c a t i o n  p r i v a c y  i n  p e r v a s i v e  c o m p u t i n g .  IE E E  

P erva sive  C o m p u tin g , 2 ( 1 ) : 4 6 - 5 5 ,  2 0 0 3 .

[ 2 6 ]  C .  B e t t i n i ,  X .  S .  W a n g ,  a n d  S .  J a j o d i a .  P r o t e c t i n g  p r i v a c y  a g a i n s t  l o c a t i o n - b a s e d  

p e r s o n a l  i d e n t i f i c a t i o n .  I n  P ro ce ed in g s  o f  the  S e c o n d  V L D B  W orkshop  o n  Secure  

D a ta  M a n a g e m e n t (S D M ) , p a g e s  1 8 5 - 1 9 9 ,  2 0 0 5 .

[ 2 7 ]  F .  B o n c h i ,  Y . S a y g i n ,  V . S .  V e r y k i o s ,  M .  A t z o r i ,  A .  G k o u l a l a s - D i v a n i s ,  S .  V . K a y a ,  

a n d  E .  S a v a s .  P riva cy  in  S p a tio te m p o ra l D a ta  M in in g , c h a p t e r  1 1 ,  p a g e s  2 9 7 - 3 3 3 .
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M o b i l i t y ,  D a t a  M i n i n g  a n d  P r i v a c y :  G e o g r a p h i c  K n o w l e d g e  D i s c o v e r y .  S p r i n g e r  

B e r l i n  H e i d e l b e r g ,  2 0 0 8 .

[ 2 8 ]  D .  B o n e h  a n d  M .  K .  F r a n k l i n .  I d e n t i t y - b a s e d  e n c r y p t i o n  f r o m  t h e  w e i l  p a i r i n g .  

I n  P ro ce ed in g s  o f  the  2 1 s t A n n u a l In te rn a tio n a l C ryp to lo g y  C o n feren ce  (C R Y P T O ), 

p a g e s  2 1 3 - 2 2 9 ,  2 0 0 1 .

[ 2 9 ]  S .  B r a k a t s o u l a s ,  D .  P f o s e r ,  R .  S a l a s ,  a n d  C .  W e n k .  O n  m a p - m a t c h i n g  v e h i c l e  t r a c k ­

i n g  d a t a .  I n  P ro ce ed in g s  o f  the  3 1 s t In te rn a tio n a l C o n feren ce  on  Very L a rg e  D a ta  

B a se s  (V L D B ),  p a g e s  8 5 3 - 8 6 4 ,  2 0 0 5 .

[ 3 0 ]  T .  B r i n k h o f f .  A  f r a m e w o r k  f o r  g e n e r a t i n g  n e t w o r k - b a s e d  m o v i n g  o b j e c t s .  G eoin-  

fo r m a tic a ,  6 ( 2 ) : 1 5 3 - 1 8 0 ,  2 0 0 2 .

[ 3 1 ]  H .  C a o ,  N .  M a m o u l i s ,  a n d  D .  W .  C h e u n g .  M i n i n g  f r e q u e n t  s p a t i o - t e m p o r a l  s e ­

q u e n t i a l  p a t t e r n s .  I n  P ro ce ed in g s  o f  the  5 th  IE E E  In te rn a tio n a l C on ference  o n  D a ta  

M in in g  (IC D M ),  p a g e s  8 2 - 8 9 ,  2 0 0 5 .

[ 3 2 ]  H .  C a o ,  N .  M a m o u l i s ,  a n d  D .  W .  C h e u n g .  D i s c o v e r y  o f  c o l l o c a t i o n  e p i s o d e s  i n  

s p a t i o t e m p o r a l  d a t a .  I n  P ro ce ed in g s  o f  the  6 th  In te rn a tio n a l C on ference  on  D a ta  

M in in g  (IC D M ),  p a g e s  8 2 3 - 8 2 7 ,  2 0 0 6 .

[ 3 3 ]  E .  C e r a m i .  W eb S erv ic es  E ssen tia ls .  O ’ R e i l l y  &  A s s o c i a t e s ,  I n c . ,  2 0 0 2 .

[ 3 4 ]  L .  C h a n g  a n d  I .  S .  M o s k o w i t z .  P a r s i m o n i o u s  d o w n g r a d i n g  a n d  d e c i s i o n  t r e e s  a p p l i e d  

t o  t h e  i n f e r e n c e  p r o b l e m .  I n  P ro ce ed in g s  o f  the  1 9 9 8  W orkshop  on  N e w  S ecu rity  

P a ra d ig m s (N S P W ),  p a g e s  8 2 - 8 9 ,  1 9 9 8 .

[ 3 5 ]  D .  C h a u m .  T h e  d i n i n g  c r y p t o g r a p h e r s  p r o b l e m :  U n c o n d i t i o n a l  s e n d e r  a n d  r e c i p i e n t  

u n t r a c e a b i l i t y .  J o u rn a l o f  C ryp to logy ,  1 ( 1 ) : 6 5 - 7 5 ,  1 9 8 8 .

[ 3 6 ]  X .  C h e n ,  M .  O r l o w s k a ,  a n d  X .  L i .  A  n e w  f r a m e w o r k  o f  p r i v a c y  p r e s e r v i n g  d a t a  

s h a r i n g .  I n  P ro ce ed in g s  o f  the  4 th  IE E E  In te rn a tio n a l W orkshop  o n  P r iva cy  a n d  

S e c u rity  A sp e c ts  o f  D a ta  M in in g ,  p a g e s  4 7 - 5 6 ,  2 0 0 4 .
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[ 3 7 ]  R .  C h e n g .  A  s u r v e y  o n  l o c a t i o n  p r i v a c y .  T e c h n i c a l  r e p o r t ,  D e p a r t m e n t  o f  C o m p u t e r  

S c i e n c e ,  P u r d u e  U n i v e r s i t y ,  M a y  2 0 0 3 .

[ 3 8 ]  R .  C h e n g ,  Y .  Z h a n g ,  E .  B e r t i n o ,  a n d  S .  P r a b h a k a r .  P r e s e r v i n g  u s e r  l o c a t i o n  p r i v a c y  

i n  m o b i l e  d a t a  m a n a g e m e n t  i n f r a s t r u c t u r e s .  I n  P ro ce ed in g s  o f  the 6 th  W orkshop  on  

P riva cy  E n h a n c in g  T echno log ies (P E T ),  p a g e s  3 9 3 - 4 1 2 ,  2 0 0 6 .

[ 3 9 ]  C .  Y .  C h o w  a n d  M .  F .  M o k b e l .  E n a b l i n g  p r i v a t e  c o n t i n u o u s  q u e r i e s  f o r  r e v e a l e d  

u s e r  l o c a t i o n s .  I n  P ro ce ed in g s  o f  the 10 th  In te rn a tio n a l S ym p o siu m  on  A d v a n c e s  in 

S p a tia l a n d  T em pora l D a ta b a se s  (S S T D ),  p a g e s  2 5 8 - 2 7 5 ,  2 0 0 7 .

[ 4 0 ]  C .  Y .  C h o w ,  M .  F .  M o k b e l ,  a n d  X .  L i u .  A  p e e r - t o - p e e r  s p a t i a l  c l o a k i n g  a l g o r i t h m  

f o r  a n o n y m o u s  l o c a t i o n  b a s e d  s e r v i c e s .  I n  P ro ce ed in g s  o f  the 14 th  A n n u a l A C M  

In te rn a tio n a l S y m p o siu m  on  A d v a n c e s  in  G e o g ra p h ic  In fo rm a tio n  S y s tem s (G IS ) , 

p a g e s  1 7 1 - 1 7 8 ,  2 0 0 6 .

[ 4 1 ]  R .  C l a r k e .  P e r s o n  l o c a t i o n  a n d  p e r s o n  t r a c k i n g  —  t e c h n o l o g i e s ,  r i s k s  a n d  p o l i c y  

i m p l i c a t i o n s .  In fo rm a tio n  T echno logy a n d  P eop le ,  1 4 ( 2 ) : 2 0 6 - 2 3 1 ,  2 0 0 1 .

[ 4 2 ]  C .  C l i f t o n ,  M .  K a n t a r c i o g l o u ,  X .  L i n ,  a n d  M .  Z h u .  T o o l s  f o r  p r i v a c y  p r e s e r v i n g  

d i s t r i b u t e d  d a t a  m i n i n g .  S IG K D D  E x p lo ra tio n s , 4 ( 2 ) : 2 8 - 3 4 ,  2 0 0 2 .

[ 4 3 ]  C .  W .  C l i f t o n  a n d  D .  M a r k s .  S e c u r i t y  a n d  p r i v a c y  i m p l i c a t i o n s  o f  d a t a  m i n i n g .  I n  

P ro ce ed in g s  o f  the  1 9 9 6  A C M  S IG M O D  In te rn a tio n a l C o n feren ce  o n  M a n a g e m en t  

o f  D a ta ,  p a g e s  1 5 - 1 9 ,  F e b .  1 9 9 6 .

[ 4 4 ]  J .  C .  d a  S i l v a  a n d  M .  K l u s c h .  I n f e r e n c e  o n  d i s t r i b u t e d  d a t a  c l u s t e r i n g .  I n  P ro c e e d ­

in g s o f  the 4 th  In te rn a tio n a l C on ference  on  M a c h in e  L e a rn in g  a n d  D a ta  M in in g  in 

P attern  R ec o g n itio n ,  p a g e s  6 1 0 - 6 1 9 ,  2 0 0 5 .

[ 4 5 ]  M .  L .  D a m i a n i  a n d  E .  B e r t i n o .  A c c e s s  c o n t r o l  a n d  p r i v a c y  i n  l o c a t i o n - a w a r e  s e r v i c e s  

f o r  m o b i l e  o r g a n i z a t i o n s .  I n  P ro ce ed in g s  o f  the 7 th  In te rn a tio n a l C o n ference  on  

M o b ile  D a ta  M a n a g e m e n t (M D M ),  p a g e s  1 1 - 2 1 ,  2 0 0 6 .
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[ 4 6 ]  E .  D a s s e n i ,  V .  S .  V e r y k i o s ,  A .  K .  E l m a g a r m i d ,  a n d  E .  B e r t i n o .  H i d i n g  a s s o c i a t i o n  

r u l e s  b y  u s i n g  c o n f i d e n c e  a n d  s u p p o r t .  I n  P ro ce ed in g s  o f  the 4 th  In te rn a tio n a l W ork­

sh o p  o n  In fo rm a tio n  H id in g ,  p a g e s  3 6 9 - 3 8 3 ,  2 0 0 1 .

[ 4 7 ]  J .  E .  D o b s o n  a n d  P .  F .  F i s h e r .  G e o s l a v e r y .  IE E E  T echno logy a n d  S o c ie ty  M a g a zin e , 

2 2 ( 1 ) : 4 7 - 5 2 ,  2 0 0 3 .

[ 4 8 ]  D .  D o u r a s ,  A .  G k o u l a l a s - D i v a n i s ,  a n d  V .  S .  V e r y k i o s .  A  K - a n o n y m i t y  m o d e l  f o r  

l o c a t i o n  b a s e d  s e r v i c e s .  T e c h n i c a l  r e p o r t ,  C o m p u t e r  &  C o m m u n i c a t i o n  E n g i n n e r i n g  

D e p a r t m e n t ,  U n i v e r s i t y  o f  T h e s s a l y ,  2 0 0 8 .

[ 4 9 ]  M .  D u c k h a m  a n d  L .  K u l i k .  A  f o r m a l  m o d e l  o f  o b f u s c a t i o n  a n d  n e g o t i a t i o n  f o r  l o ­

c a t i o n  p r i v a c y .  I n  P ro ce ed in g s  o f  the  3 rd  In te rn a tio n a l C o n feren ce  on  P erva sive  

C o m p u tin g  (P E R V ),  p a g e s  1 5 2 - 1 7 0 ,  2 0 0 5 .

[ 5 0 ]  C .  F a r k a s  a n d  S .  J a j o d i a .  T h e  i n f e r e n c e  p r o b l e m :  A  s u r v e y .  S IG K D D  E xp lo ra tio n s , 

4 ( 2 ) : 6 - 1 1 ,  2 0 0 2 .

[ 5 1 ]  M .  F i s h e r ,  J .  E l l i s ,  a n d  J .  C .  B r u c e .  J D B C  A P I  T u toria l a n d  R efe ren ce .  P e a r s o n  

E d u c a t i o n ,  2 0 0 3 .

[ 5 2 ]  A .  F o w l e r .  A  s w i n g  a r c h i t e c t u r e  o v e r v i e w .  A v a i l a b l e  a t  h t t p : / / j a v a . s u n . c o m /

p r o d u c t s / j f c / t s c / a r t i c l e s / a r c h i t e c t u r e / .

[ 5 3 ]  F .  S .  G .  G o t t l o b ,  N .  L e o n e .  A  c o m p a r i s o n  o f  s t r u c t u r a l  c s p  d e c o m p o s i t i o n  m e t h o d s .  

A rtific ia l In te llig en ce ,  1 2 4 ( 2 ) : 2 4 3 - 2 8 2 ,  2 0 0 0 .

[ 5 4 ]  B .  G e d i k  a n d  L .  L i u .  L o c a t i o n  p r i v a c y  i n  m o b i l e  s y s t e m s :  A  p e r s o n a l i z e d  

a n o n y m i z a t i o n  m o d e l .  I n  P ro ce ed in g s  o f  the 2 5 th  IE E E  In te rn a tio n a l C on ference  

o n  D is tr ib u te d  C o m p u tin g  S ys tem s (IC D C S ),  p a g e s  6 2 0 - 6 2 9 ,  2 0 0 5 .

[ 5 5 ]  B .  G e d i k  a n d  L .  L i u .  P r o t e c t i n g  l o c a t i o n  p r i v a c y  w i t h  p e r s o n a l i z e d  K - a n o n y m i t y :  

A r c h i t e c t u r e  a n d  a l g o r i t h m s .  IE E E  T ransactions o n  M o b ile  C om p u tin g ,  7 ( 1 ) : 1 - 1 8 ,  

2 0 0 8 .

320

Institutional Repository - Library & Information Centre - University of Thessaly
01/06/2024 18:14:17 EEST - 18.221.200.136

http://java.sun.com/


[ 5 6 ]  C .  G e n t r y  a n d  A .  S i l v e r b e r g .  H i e r a r c h i c a l  I D - b a s e d  c r y p t o g r a p h y .  I n  P ro ce ed in g s  o f  

the  8 th  In te rn a tio n a l C on ference  o n  the T h eo ry  a n d  A p p lic a tio n  o f  C ryp to lo g y  a n d  

In fo rm a tio n  S ecu rity ,  p a g e s  5 4 8 - 5 6 6 ,  2 0 0 2 .

[ 5 7 ]  G .  G h i n i t a ,  P .  K a l n i s ,  A .  K h o s h g o z a r a n ,  C .  S h a h a b i ,  a n d  K . - L .  T a n .  P r i v a t e  q u e r i e s  

i n  l o c a t i o n  b a s e d  s e r v i c e s :  A n o n y m i z e r s  a r e  n o t  n e c e s s a r y .  I n  P ro ce ed in g s  o f  the  

A C M  S IG M O D  In te rn a tio n a l C o n feren ce  o n  M a n a g e m e n t o f  D a ta ,  p a g e s  1 2 1 - 1 3 2 ,  

2 0 0 8 .

[ 5 8 ]  G .  G h i n i t a ,  P .  K a l n i s ,  a n d  S .  S k i a d o p o u l o s .  M o b i H i d e :  A  m o b i l e a  p e e r - t o - p e e r  

s y s t e m  f o r  a n o n y m o u s  l o c a t i o n - b a s e d  q u e r i e s .  I n  P ro ce ed in g s  o f  the  10 th  In te rn a ­

tio n a l S y m p o siu m  on  A d v a n c e s  in  S p a tia l a n d  T em pora l D a ta b a se s  (S S T D ) , p a g e s  

2 2 1 - 2 3 8 ,  2 0 0 7 .

[ 5 9 ]  G .  G h i n i t a ,  P .  K a l n i s ,  a n d  S .  S k i a d o p o u l o s .  P R I V E :  A n o n y m o u s  l o c a t i o n - b a s e d  

q u e r i e s  i n  d i s t r i b u t e d  m o b i l e  s y s t e m s .  I n  P ro ce ed in g s  o f  the 16 th  In te rn a tio n a l C o n ­

fe r e n c e  on  W orld  W ide W eb (W W W ),  p a g e s  3 7 1 - 3 8 0 ,  2 0 0 7 .

[ 6 0 ]  F .  G i a n n o t t i ,  M .  N a n n i ,  a n d  D .  P e d r e s c h i .  E f f i c i e n t  m i n i n g  o f  t e m p o r a l l y  a n n o t a t e d  

s e q u e n c e s .  I n  P ro ce ed in g s  o f  the 6 th  S IA M  In te rn a tio n a l C o n feren ce  o n  D a ta  M in in g  

(S D M ),  p a g e s  3 4 6 - 3 5 7 ,  2 0 0 6 .

[ 6 1 ]  F .  G i a n n o t t i ,  M .  N a n n i ,  F .  P i n e l l i ,  a n d  D .  P e d r e s c h i .  T r a j e c t o r y  p a t t e r n  m i n i n g .  

I n  P ro ce ed in g s  o f  the  13 th  A C M  S IG K D D  In te rn a tio n a l C on ference  o n  K n o w le d g e  

D isco v ery  a n d  D a ta  M in in g  (K D D ),  p a g e s  3 3 0 - 3 3 9 ,  2 0 0 7 .

[ 6 2 ]  F .  G i a n n o t t i  a n d  D .  P e d r e s c h i .  M o b ility , D a ta  M in in g  a n d  P r iv a c y :  G eo g ra p h ic  

K n o w le d g e  D isco very .  S p r i n g e r  P u b l i s h i n g  C o m p a n y ,  I n c o r p o r a t e d ,  2 0 0 8 .

[ 6 3 ]  G .  G i d o f a l v i  a n d  T .  B .  P e d e r s e n .  M i n i n g  l o n g ,  s h a r a b l e  p a t t e r n s  i n  t r a j e c t o r i e s  o f  

m o v i n g  o b j e c t s .  I n  P ro ce ed in g s  o f  the  3 rd  W orkshop  o n  S p a tio -T e m p o ra l D a ta b a se  

M a n a g e m e n t (S T D B M ),  p a g e s  4 9 - 5 8 ,  2 0 0 6 .
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[ 6 4 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  A n  i n t e g e r  p r o g r a m m i n g  a p p r o a c h  f o r  

f r e q u e n t  i t e m s e t  h i d i n g .  I n  P ro ce ed in g s  o f  the  15 th  A C M  In te rn a tio n a l C on ference  

o n  In fo rm a tio n  a n d  K n o w le d g e  M a n a g e m e n t (C IK M ),  p a g e s  7 4 8 - 7 5 7 ,  2 0 0 6 .

[ 6 5 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  A  h y b r i d  a p p r o a c h  t o  f r e q u e n t  i t e m s e t  

h i d i n g .  I n  P ro ce ed in g s  o f  the  1 9 th  IE E E  In te rn a tio n a l C on ference  o n  Tools w ith  

A rtific ia l In te llig en ce  (IC T A I),  p a g e s  2 9 7 - 3 0 4 ,  2 0 0 7 .

[ 6 6 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  C o n c e a l i n g  t h e  p o s i t i o n  o f  i n d i v i d u a l s  i n  

l o c a t i o n  b a s e d  s e r v i c e s .  I n  P ro ce ed in g s  o f  the  2 0 th  N a tio n a l C on ference  o n  C o rp o ­

ra tio n  R esea rch  a n d  T ouristic  P rogress  (E E E E ),  p a g e s  9 7 3 - 9 8 4 ,  2 0 0 8 .

[ 6 7 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  E x a c t  k n o w l e d g e  h i d i n g  i n  t r a n s a c t i o n a l  

d a t a b a s e s .  In te rn a tio n a l Jo u rn a l on  A r tific ia l In te llig en ce  Tools, 2 0 0 8 .  A c c e p t e d  —  

t o  b e  p u b l i s h e d .

[ 6 8 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  E x a c t  k n o w l e d g e  h i d i n g  t h r o u g h  d a t a b a s e  

e x t e n s i o n .  IE E E  T ransactions o n  K n o w le d g e  a n d  D a ta  E n g in ee rin g ,  2 0 0 8 .  A c c e p t e d  

—  a p p e a r s  o n l i n e  i n  p r e p r i n t  f o r m .

[ 6 9 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V  S .  V e r y k i o s .  A  f r e e  t e r r a i n  m o d e l  f o r  t r a j e c t o r y  K -  

a n o n y m i t y .  I n  P ro ce ed in g s  o f  the  19 th  In te rn a tio n a l C o n feren ce  o n  D a ta b a se  a n d  

E x p e r t S ys tem s A p p lic a tio n s  (D E X A ),  p a g e s  4 9 - 5 6 ,  2 0 0 8 .

[ 7 0 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  H i d i n g  s e n s i t i v e  k n o w l e d g e  w i t h o u t  s i d e  

e f f e c t s .  K n o w le d g e  a n d  In fo rm a tio n  S ys tem s,  2 0 0 8 .  A c c e p t e d  —  t o  b e  p u b l i s h e d .

[ 7 1 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  H E S T IA : H is to r ic a lly -E n a b le d  S p a tio -  

T em pora l In fo rm a tio n  A n o n ym ity ,  c h a p t e r  1 1 ,  p a g e s  1 - 2 8 .  D a t a  M i n i n g .  N o v a  S c i ­

e n c e  P u b l i s h e r s ,  I n c . ,  2 0 0 8 .

[ 7 2 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  A  p a r a l l e l i z a t i o n  f r a m e w o r k  f o r  e x a c t  

k n o w l e d g e  h i d i n g  i n  t r a n s a c t i o n a l  d a t a b a s e s .  I n  P ro ce ed in g s  o f  the 2 3 rd  In te rn a ­

tio n a l In fo rm a tio n  S ec u r ity  C on ference  (S E C ) , p a g e s  3 4 9 - 3 6 3 ,  2 0 0 8 .
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[ 7 3 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  A  p r i v a c y - a w a r e  t r a j e c t o r y  t r a c k i n g  q u e r y  

e n g i n e .  S IG K D D  E xp lo ra tio n s ,  1 0 ( 1 ) : 4 0 - 4 9 ,  2 0 0 8 .

[ 7 4 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  P riv a c y  in  T ra jectory  D a ta ,  c h a p t e r  1 1 ,  

p a g e s  1 9 9 - 2 1 2 .  S o c i a l  I m p l i c a t i o n s  o f  D a t a  M i n i n g  a n d  I n f o r m a t i o n  P r i v a c y :  I n t e r ­

d i s c i p l i n a r y  F r a m e w o r k s  a n d  S o l u t i o n s .  I n f o r m a t i o n  S c i e n c e  R e f e r e n c e ,  2 0 0 8 .

[ 7 5 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  P riva cy  Is su e s  in  S p a tio te m p o ra l D a ta  

M in in g .  P r i v a c y  A w a r e  K n o w l e d g e  D i s c o v e r y :  N o v e l  A p p l i c a t i o n s  a n d  N e w  T e c h ­

n i q u e s  ( D a t a  M i n i n g  a n d  K n o w l e d g e  D i s c o v e r y  B o o k  S e r i e s ) .  C h a p m a n  &  H a l l  /  

C R C  P r e s s ,  2 0 0 9 .  A c c e p t e d  —  t o  b e  p u b l i s h e d .

[ 7 6 ]  A .  G k o u l a l a s - D i v a n i s  a n d  V .  S .  V e r y k i o s .  P riva cy  P rese rv in g  D a ta  M in in g : H o w  

f a r  ca n  w e go ? ,  p a g e s  1 - 2 1 .  H a n d b o o k  o f  R e s e a r c h  o n  D a t a  M i n i n g  i n  P u b l i c  a n d  

P r i v a t e  S e c t o r s :  O r g a n i z a t i o n a l  a n d  G o v e r n m e n t a l  A p p l i c a t i o n s .  I G I  G l o b a l ,  2 0 0 9 .  

A c c e p t e d  —  C u r r e n t l y  i n  p r e s s .

[ 7 7 ]  A .  G k o u l a l a s - D i v a n i s ,  V .  S .  V e r y k i o s ,  a n d  P .  B o z a n i s .  A  n e t w o r k  a w a r e  p r i v a c y  

m o d e l  f o r  o n l i n e  r e q u e s t s  i n  t r a j e c t o r y  d a t a .  D a ta  a n d  K n o w le d g e  E n g in e e r in g , p a g e s  

1 - 2 4 ,  2 0 0 8 .  A c c e p t e d  —  a p p e a r s  o n l i n e  i n  p r e p r i n t  f o r m .

[ 7 8 ]  A .  G k o u l a l a s - D i v a n i s ,  V .  S .  V e r y k i o s ,  a n d  D .  E l e f t h e r i o u .  P L O T :  P r i v a c y  i n  

l o c a t i o n - b a s e d  s e r v i c e s :  a n  o p e n - e n d e d  t o o l b o x .  I n  P ro ce ed in g s  o f  the 10 th  In te rn a ­

tio n a l C o n feren ce  o n  M o b ile  D a ta  M a n a g e m en t: S y s te m s , S erv ic es  a n d  M id d lew a re  

(M D M ),  2 0 0 9 .

[ 7 9 ]  A .  G k o u l a l a s - D i v a n i s ,  V .  S .  V e r y k i o s ,  a n d  M .  F .  M o k b e l .  I d e n t i f y i n g  u n s a f e  r o u t e s  

f o r  n e t w o r k - b a s e d  t r a j e c t o r y  p r i v a c y .  I n  P ro ce ed in g s  o f  the S IA M  In te rn a tio n a l C o n ­

fe r e n c e  on  D a ta  M in in g  (S D M ),  2 0 0 9 .

[ 8 0 ]  B .  G o e t h a l s .  T h e  f i m i  r e p o s i t o r y ,  2 0 0 3 .  A v a i l a b l e  a t  h t t p : / / f i m i . c s . h e l s i n k i . 

f i / .
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[ 8 1 ]  G .  G r a h n e  a n d  J .  Z h u .  F a s t  a l g o r i t h m s  f o r  f r e q u e n t  i t e m s e t  m i n i n g  u s i n g  F P - t r e e s .  

IE E E  T ra n sa ctio n s on  K n o w le d g e  a n d  D a ta  E n g in ee rin g ,  1 7 ( 1 0 ) : 1 3 4 7 - 1 3 6 2 ,  2 0 0 5 .

[ 8 2 ]  M .  G r u t e s e r  a n d  D .  G r u n w a l d .  A n o n y m o u s  u s a g e  o f  l o c a t i o n - b a s e d  s e r v i c e s  t h r o u g h  

s p a t i a l  a n d  t e m p o r a l  c l o a k i n g .  I n  P ro ce ed in g s  o f  the 1 s t In te rn a tio n a l C on ference  on  

M o b ile  System s, A p p lica tio n s, a n d  S erv ic es  (M O B IS Y S ),  p a g e s  3 1 - 4 2 ,  2 0 0 3 .

[ 8 3 ]  C .  G u e r e t ,  C .  P r i n s ,  a n d  M .  S e v a u x .  A p p lic a tio n s  o f  O p tim iza tio n  w ith  X p re s s -M P .  

D a s h  O p t i m i z a t i o n  L t d . ,  2 0 0 2 .

[ 8 4 ]  D .  G u s f i e l d .  E f f i c i e n t  m e t h o d s  f o r  m u l t i p l e  s e q u e n c e  a l i g n m e n t  w i t h  g u a r a n t e e d  

e r r o r  b o u n d s .  B u lle tin  o f  M a th e m a tic a l B io lo g y ,  5 5 ( 1 ) : 1 4 1 - 1 5 4 ,  1 9 9 3 .

[ 8 5 ]  A .  G u t t m a n .  R - t r e e s :  A  d y n a m i c  i n d e x  s t r u c t u r e  f o r  s p a t i a l  s e a r c h i n g .  I n  P ro c e e d ­

in g s o f  the A C M  S IG M O D  In te rn a tio n a l C o n feren ce  o n  M a n a g e m e n t o f  D a ta ,  p a g e s  

4 7 - 5 7 ,  1 9 8 4 .

[ 8 6 ]  E .  H .  H a n ,  G .  K a r y p i s ,  a n d  V .  K u m a r .  S c a l a b l e  p a r a l l e l  d a t a  m i n i n g  f o r  a s s o c i a t i o n  

r u l e s .  I n  P ro ce ed in g s  o f  the A C M  S IG M O D  In te rn a tio n a l C on ference  o n  M a n a g e ­

m e n t o f  D a ta ,  p a g e s  2 7 7 - 2 8 8 ,  2 0 0 7 .

[ 8 7 ]  J .  H a n ,  J .  P e i ,  a n d  Y .  Y i n .  M i n i n g  f r e q u e n t  p a t t e r n s  w i t h o u t  c a n d i d a t e  g e n e r a t i o n .  

I n  P ro ce ed in g s  o f  the A C M  S IG M O D  In te rn a tio n a l C on ference  on  M a n a g e m e n t o f  

D a ta , p a g e s  1 - 1 2 ,  2 0 0 0 .

[ 8 8 ]  C .  H a u s e r  a n d  M .  K a b a t n i k .  T o w a r d s  p r i v a c y  s u p p o r t  i n  a  g l o b a l  l o c a t i o n  s e r ­

v i c e .  I n  P ro ce ed in g s  o f  the IF IP  W orkshop  o n  IP  a n d  A T M  Traffic M a n a g e m en t  

(W A T M /E U N IC E ),  p a g e s  8 1 - 8 9 ,  2 0 0 1 .

[ 8 9 ]  U .  H e n g a r t n e r  a n d  P .  S t e e n k i s t e .  P r o t e c t i n g  a c c e s s  t o  p e o p l e  l o c a t i o n  i n f o r m a t i o n .  I n  

P ro ce ed in g s  o f  the 1 st In te rn a tio n a l C on ference  o n  S ecu rity  in  P erva sive  C om p u tin g  

(SP C ),  p a g e s  2 5 - 3 8 ,  2 0 0 3 .
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[ 9 0 ]  U .  H e n g a r t n e r  a n d  P . S t e e n k i s t e .  I m p l e m e n t i n g  a c c e s s  c o n t r o l  t o  p e o p l e  l o c a t i o n  

i n f o r m a t i o n .  I n  P ro ce ed in g s  o f  the 9 th  A C M  S ym p o siu m  on  A c c e s s  C o n tro l M o d e ls  

a n d  T echno log ies (S A C M A T ) , p a g e s  1 1 - 2 0 ,  2 0 0 4 .

[ 9 1 ]  U .  H e n g a r t n e r  a n d  P . S t e e n k i s t e .  E x p l o i t i n g  h i e r a r c h i c a l  i d e n t i t y - b a s e d  e n c r y p t i o n  

f o r  a c c e s s  c o n t r o l  t o  p e r v a s i v e  c o m p u t i n g  i n f o r m a t i o n .  I n  P ro ce ed in g s  o f  the 1st 

IE E E /C rea teN e t In te rn a tio n a l C o n feren ce  o n  S e c u rity  a n d  P r iva cy  f o r  E m e rg in g  A r ­

ea s  in  C o m m u n ica tio n  N e tw o rk s  (S E C U R E C O M M ) , p a g e s  3 8 4 - 3 9 3 ,  2 0 0 5 .

[ 9 2 ]  L .  J .  H o f f m a n .  M o d e rn  M e th o d s  f o r  C o m p u ter  S e c u rity  a n d  P r iv a c y . P r e n t i c e - H a l l ,  

E n g l e w o o d  C l i f f s ,  N e w  J e r s e y ,  U S A ,  1 9 7 7 .

[ 9 3 ]  B .  H o h  a n d  M .  G r u t e s e r .  P r o t e c t i n g  l o c a t i o n  p r i v a c y  t h r o u g h  p a t h  c o n f u s i o n .  I n  P ro ­

ce ed in g s  o f  the 1 s t In te rn a tio n a l C o n feren ce  o n  S ecu rity  a n d  P r iva cy  f o r  E m erg in g  

A re a s  in  C o m m u n ica tio n s  N e tw o rk s  (S E C U R E C O M M ) , p a g e s  1 9 4 - 2 0 5 ,  2 0 0 5 .

[ 9 4 ]  B .  H o h ,  M .  G r u t e s e r ,  H .  X i o n g ,  a n d  A .  A l r a b a d y .  P r e s e r v i n g  p r i v a c y  i n  G P S  t r a c e s  

v i a  u n c e r t a i n t y - a w a r e  p a t h  c l o a k i n g .  I n  P ro ce ed in g s  o f  the 14 th  A C M  C on ference  

o n  C o m p u ter  a n d  C o m m u n ica tio n s  S e c u rity  (C C S ) , p a g e s  1 6 1 - 1 7 1 ,  2 0 0 7 .

[ 9 5 ]  I .  I L O G .  C P L E X  9 .0  U se r ’s M a n u a l . M o u n t a i n  V i e w ,  C A ,  O c t .  2 0 0 5 .  A v a i l a b l e  a t

h t t p : / / w w w . i l o g . c o m / .

[ 9 6 ]  A .  I n a n  a n d  Y . S a y g i n .  P r i v a c y  p r e s e r v i n g  s p a t i o t e m p o r a l  c l u s t e r i n g  o n  h o r i z o n t a l l y  

p a r t i t i o n e d  d a t a .  I n  P ro ce ed in g s  o f  the  8 th  In te rn a tio n a l C on ference  on  D a ta  W are­

h o u sin g  a n d  K n o w le d g e  D isco v ery  E n g in e e r in g  (D A W A K ), p a g e s  4 5 9 - 4 6 8 ,  2 0 0 6 .

[ 9 7 ]  G .  J a g a n n a t h a n ,  K .  P i l l a i p a k k a m n a t t ,  a n d  R .  N .  W r i g h t .  A  n e w  p r i v a c y - p r e s e r v i n g  

d i s t r i b u t e d  k - c l u s t e r i n g  a l g o r i t h m .  I n  P ro ce ed in g s  o f  the  2 0 0 6  S IA M  In te rn a tio n a l  

C o n feren ce  o n  D a ta  M in in g  (S D M ) , 2 0 0 6 .

[ 9 8 ]  C .  S .  J e n s e n ,  H .  L a h r m a n n ,  S .  P a k a l n i s ,  a n d  J .  R u n g e .  T h e  i n f a t i  d a t a .  T e c h n i c a l  

r e p o r t ,  T i m e  C e n t e r  T R - 7 9 ,  A a l b o r g  U n i v e r s i t y ,  D e n m a r k ,  2 0 0 4 .  A v a i l a b l e  a t  h t t p :

/ / w w w . c s . a a u . d k / T i m e C e n t e r / .
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[ 9 9 ]  S .  J h a ,  L .  K r u g e r ,  a n d  P .  M c D a n i e l .  P r i v a c y  p r e s e r v i n g  c l u s t e r i n g .  I n  P ro ce ed in g s  o f  

the  10 th  E u ro p ea n  S ym p o siu m  o n  R esea rch  in  C o m p u ter  S ecu rity  (E S O R IC S ),  p a g e s  

3 9 7 - 4 1 7 ,  2 0 0 5 .

[ 1 0 0 ]  P .  K a l n i s ,  G .  G h i n i t a ,  K .  M o u r a t i d i s ,  a n d  D .  P a p a d i a s .  P r e v e n t i n g  l o c a t i o n - b a s e d  

i d e n t i t y  i n f e r e n c e  i n  a n o n y m o u s  s p a t i a l  q u e r i e s .  IE E E  T ransactions o n  K n o w le d g e  

a n d  D a ta  E n g in ee rin g ,  1 9 ( 1 2 ) : 1 7 1 9 - 1 7 3 3 ,  2 0 0 7 .

[ 1 0 1 ]  G .  K a r y p i s  a n d  V .  K u m a r .  A  f a s t  a n d  h i g h  q u a l i t y  m u l t i l e v e l  s c h e m e  f o r  p a r t i t i o n i n g  

i r r e g u l a r  g r a p h s .  S IA M  J o u rn a l o f  S c ien tific  C o m p u tin g ,  2 0 ( 1 ) : 3 5 9 - 3 9 2 ,  1 9 9 8 .

[ 1 0 2 ]  A .  K a t s a r o u ,  A .  G k o u l a l a s - D i v a n i s ,  a n d  V .  S .  V e r y k i o s .  R e c o n s t r u c t i o n - b a s e d  c l a s ­

s i f i c a t i o n  r u l e  h i d i n g  t h r o u g h  c o n t r o l l e d  d a t a  m o d i f i c a t i o n .  I n  P ro ce ed in g s  o f  the  

5 th  IF IP  C o n feren ce  on  A r tific ia l In te llig en ce  A p p lic a tio n s  a n d  In n o v a tio n s  (A IA I), 

2 0 0 9 .

[ 1 0 3 ]  D .  K e s d o g a n ,  P .  R e i c h l ,  a n d  K .  J u n g h a r t c h e n .  D i s t r i b u t e d  t e m p o r a r y  p s e u d o n y m s :  

A  n e w  a p p r o a c h  f o r  p r o t e c t i n g  l o c a t i o n  i n f o r m a t i o n  i n  m o b i l e  c o m m u n i c a t i o n  n e t ­

w o r k s .  I n  P ro ce ed in g s  o f  the 5 th  E u ro p ea n  S ym p o siu m  o n  R esea rch  in C o m p u ter  

S e c u rity  (E S O R IC S ) , p a g e s  2 9 5 - 3 1 2 ,  1 9 9 8 .

[ 1 0 4 ]  A .  K h o s h g o z a r a n  a n d  C .  S h a h a b i .  B l i n d  e v a l u a t i o n  o f  n e a r e s t  n e i g h b o r  q u e r i e s  u s i n g  

s p a c e  t r a n s f o r m a t i o n  t o  p r e s e r v e  l o c a t i o n  p r i v a c y .  I n  P ro ce ed in g s  o f  the 10 th  In te r ­

n a tio n a l S y m p o siu m  o n  A d v a n c e s  in  S p a tia l a n d  T em pora l D a ta b a se s  (S S T D ),  p a g e s  

2 3 9 - 2 5 7 ,  2 0 0 7 .

[ 1 0 5 ]  H .  K i d o ,  Y .  Y a n a g i s a w a ,  a n d  T .  S a t o h .  A n  a n o n y m o u s  c o m m u n i c a t i o n  t e c h n i q u e  

u s i n g  d u m m i e s  f o r  l o c a t i o n  b a s e d  s e r v i c e s .  I n  P ro ce ed in g s  o f  the In te rn a tio n a l C o n ­

fe r e n c e  on  P erva sive  S erv ic es  (IC P S),  p a g e s  8 8 - 9 7 ,  2 0 0 5 .

[ 1 0 6 ]  R .  K o h a v i ,  C .  B r o d l e y ,  B .  F r a s c a ,  L .  M a s o n ,  a n d  Z .  Z h e n g .  K D D - C u p  2 0 0 0  o r ­

g a n i z e r s ’  r e p o r t :  P e e l i n g  t h e  o n i o n .  S IG K D D  E xp lo ra tio n s ,  2 ( 2 ) : 8 6 - 9 8 ,  2 0 0 0 .  

h t t p : / / w w w . e c n . p u r d u e . e d u / K D D C U P .
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[ 1 0 7 ]  D .  K o n i d a l a ,  C .  Y . Y e u n ,  a n d  K .  K i m .  A  s e c u r e  a n d  p r i v a c y  e n h a n c e d  p r o t o c o l  f o r  

l o c a t i o n  b a s e d  s e r v i c e s  i n  u b i q u i t o u s  s o c i e t y .  I n  P ro ce ed in g s  o f  the IE E E  G lo b a l  

T eleco m m u n ica tio n s  C o n ference  (G L O B E C O M ) , p a g e s  9 3 1 - 9 3 6 ,  2 0 0 4 .

[ 1 0 8 ]  R .  K .  V . K o t h u r i ,  S .  R a v a d a ,  a n d  D .  A b u g o v .  Q u a d t r e e  a n d  R - t r e e  i n d e x e s  i n  o r ­

a c l e  s p a t i a l :  a  c o m p a r i s o n  u s i n g  G I S  d a t a .  I n  P ro ce ed in g s  o f  the  A C M  S IG M O D  

In te rn a tio n a l C o n feren ce  on  M a n a g e m e n t o f  D a ta , p a g e s  5 4 6 - 5 5 7 ,  2 0 0 2 .

[ 1 0 9 ]  P . K u m a r a g u r u ,  L .  C r a n o r ,  J .  L o b o ,  a n d  S .  C a l o .  A  s u r v e y  o f  p r i v a c y  p o l i c y  l a n ­

g u a g e s .  I n  P ro ce ed in g s  o f  the  3 rd  S ym p o siu m  on  U sable P r iva cy  a n d  S ecu rity  

(S O U P S ) , 2 0 0 7 .

[ 1 1 0 ]  S .  L a x m a n  a n d  P .  S .  S a s t r y .  A  s u r v e y  o f  t e m p o r a l  d a t a  m i n i n g .  S a d h a n a , 3 1 ( 2 ) : 1 7 3 -  

1 9 8 ,  2 0 0 6 .

[ 1 1 1 ]  G .  L e e ,  C .  Y . C h a n g ,  a n d  A .  L .  P .  C h e n .  H i d i n g  s e n s i t i v e  p a t t e r n s  i n  a s s o c i a t i o n  r u l e s  

m i n i n g .  I n  P ro ce ed in g s  o f  the 2 8 th  In te rn a tio n a l C o m p u ter  S o ftw a re  a n d  A p p lic a ­

tio n s  C o n feren ce  (C O M P S A C ) , p a g e s  4 2 4 - 4 2 9 ,  2 0 0 4 .

[ 1 1 2 ]  N .  L i ,  T .  L i ,  a n d  S .  V e n k a t a s u b r a m a n i a n .  t - c l o s e n e s s :  P r i v a c y  b e y o n d  K - a n o n y m i t y  

a n d  l- d i v e r s i t y .  I n  P ro ce ed in g s  o f  the  2 3 rd  IE E E  In te rn a tio n a l C o n feren ce  o n  D a ta  

E n g in e e r in g  ( IC D E ) , p a g e s  1 0 6 - 1 1 5 ,  2 0 0 7 .

[ 1 1 3 ]  Y . L i n d e l l  a n d  B .  P i n k a s .  P r i v a c y  p r e s e r v i n g  d a t a  m i n i n g .  Jo u rn a l o f  C ryp to lo g y , 

1 5 ( 3 ) : 3 6 - 5 4 ,  2 0 0 0 .

[ 1 1 4 ]  D .  L u e n b e r g e r .  In tro d u c tio n  to  L in e a r  a n d  N o n -L in e a r  P ro g ra m m in g . A d d i s o n -  

W e s l e y ,  1 9 7 3 .

[ 1 1 5 ]  A .  M a c h a n a v a j j h a l a ,  D .  K i f e r ,  J .  G e h r k e ,  a n d  M .  V e n k i t a s u b r a m a n i a m .  l - d i v e r s i t y :  

P r i v a c y  b e y o n d  K - a n o n y m i t y .  A C M  T ransactions o n  K n o w le d g e  D isco v ery  fr o m  

D a ta , 1 ( 1 ) : 1 - 5 2 ,  2 0 0 7 .
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[ 1 1 6 ]  N .  M a m o u l i s ,  H .  C a o ,  G .  K o l l i o s ,  M .  H a d j i e l e f t h e r i o u ,  Y .  T a o ,  a n d  D .  W .  C h e u n g .  

M i n i n g ,  i n d e x i n g ,  a n d  q u e r y i n g  h i s t o r i c a l  s p a t i o - t e m p o r a l  d a t a .  I n  P ro ce ed in g s  o f  

the  10 th  A C M  S IG K D D  In te rn a tio n a l C o n feren ce  o n  K n o w le d g e  D isco v ery  a n d  D a ta  

D in in g ,  p a g e s  2 3 6 - 2 4 5 ,  2 0 0 4 .

[ 1 1 7 ]  H .  M a n n i l a  a n d  H .  T o i v o n e n .  L e v e l w i s e  s e a r c h  a n d  b o r d e r s  o f  t h e o r i e s  i n  k n o w l -  

e d g e d i s c o v e r y .  D a ta  M in in g  a n d  K n o w le d g e  D isc o v e ry , 1 ( 3 ) : 2 4 1 - 2 5 8 ,  1 9 9 7 .

[ 1 1 8 ]  H .  M a n n i l a ,  H .  T o i v o n e n ,  a n d  A .  I .  V e r k a m o .  E f f i c i e n t  a l g o r i t h m s  f o r  d i s c o v e r i n g  

a s s o c i a t i o n  r u l e s .  I n  P ro ce ed in g s  o f  the  A C M  S IG K D D  In te rn a tio n a l C o n feren ce  on  

K n o w le d g e  D isco v ery  a n d  D a ta  M in in g ,  p a g e s  1 8 1 - 1 9 2 ,  1 9 9 4 .

[ 1 1 9 ]  Y .  M a n o l o p o u l o s ,  Y .  T h e o d o r i d i s ,  a n d  V .  J .  T s o t r a s .  A d v a n c e d  d a ta b a se  indexing . 

K l u w e r  A c a d e m i c  P u b l i s h e r s ,  N o r w e l l ,  M A ,  U S A ,  2 0 0 0 .

[ 1 2 0 ]  F .  M a r c h a l ,  J .  H a c k n e y ,  a n d  K .  W .  A x h a u s e n .  E f f i c i e n t  m a p  m a t c h i n g  o f  l a r g e  g l o b a l  

p o s i t i o n i n g  s y s t e m  d a t a  s e t s :  T e s t s  o n  s p e e d - m o n i t o r i n g  e x p e r i m e n t  i n  z u r i c h .  T rans­

p o r ta tio n  R esea rch  R ecord ,  1 9 3 5 : 9 3 - 1 0 0 ,  2 0 0 6 .

[ 1 2 1 ]  T .  M a r r s  a n d  S .  D a v i s .  J B o ss  a t W ork: A  P ra c tica l G u ide.  O ’ R e i l l y  M e d i a ,  I n c . ,  

2 0 0 5 .

[ 1 2 2 ]  S .  M e n o n ,  S .  S a r k a r ,  a n d  S .  M u k h e r j e e .  M a x i m i z i n g  a c c u r a c y  o f  s h a r e d  d a t a b a s e s  

w h e n  c o n c e a l i n g  s e n s i t i v e  p a t t e r n s .  In fo rm a tio n  S ys tem s R esea rch ,  1 6 ( 3 ) : 2 5 6 - 2 7 0 ,  

2 0 0 5 .

[ 1 2 3 ]  N .  M e r a t n i a  a n d  R .  A .  d e  B y .  T r a j e c t o r y  r e p r e s e n t a t i o n  i n  l o c a t i o n - b a s e d  s e r v i c e s :  

P r o b l e m s  a n d  s o l u t i o n .  I n  P ro ce ed in g s  o f  the  4 th  In te rn a tio n a l C o n feren ce  o n  W eb 

In fo rm a tio n  S ys tem s E n g in e e r in g  W o rksh o p s , 2 0 0 3 .

[ 1 2 4 ]  T .  M i e l i k a i n e n .  O n  i n v e r s e  f r e q u e n t  s e t  m i n i n g .  I n  P ro ce ed in g s  o f  the  2 n d  W orkshop  

o n  P r iva cy  P rese rv in g  D a ta  M in in g , p a g e s  1 8 - 2 3 ,  2 0 0 3 .
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[ 1 2 5 ]  M .  F .  M o k b e l  a n d  C .  Y .  C h o w .  C h a l l e n g e s  i n  p r e s e r v i n g  l o c a t i o n  p r i v a c y  i n  p e e r - t o -  

p e e r  e n v i r o n m e n t s .  I n  P ro ce ed in g s  o f  the 7 th  In te rn a tio n a l C o n feren ce  on  W e b -A g e  

In fo rm a tio n  M a n a g e m e n t W orkshops (W A IM W ),  p a g e s  1 - 8 ,  2 0 0 6 .

[ 1 2 6 ]  M .  F .  M o k b e l ,  C .  Y .  C h o w ,  a n d  W .  G .  A r e f .  T h e  n e w  C a s p e r :  q u e r y  p r o c e s s i n g  

f o r  l o c a t i o n  s e r v i c e s  w i t h o u t  c o m p r o m i s i n g  p r i v a c y .  I n  P ro ce ed in g s  o f  the 3 2 n d  

In te rn a tio n a l C o n feren ce  on  Very L a rg e  D a ta  B a se s  (V L D B ),  p a g e s  7 6 3 - 7 7 4 ,  2 0 0 6 .

[ 1 2 7 ]  B .  M o o n ,  H .  V .  J a g a d i s h ,  C .  F a l o u t s o s ,  a n d  J .  H .  S a l t z .  A n a l y s i s  o f  t h e  c l u s t e r i n g  

p r o p e r t i e s  o f  t h e  h i l b e r t  s p a c e - f i l l i n g  c u r v e .  IE E E  T ra n sa n c tio n s on  K n o w le d g e  a n d  

D a ta  E n g in ee rin g ,  1 3 ( 1 ) : 1 2 4 - 1 4 1 ,  2 0 0 1 .

[ 1 2 8 ]  G .  V .  M o u s t a k i d e s  a n d  V .  S .  V e r y k i o s .  A  m a x - m i n  a p p r o a c h  f o r  h i d i n g  f r e q u e n t  

i t e m s e t s .  I n  W orkshops P ro ce ed in g s  o f  the 6 th  IE E E  In te rn a tio n a l C o n feren ce  on  

D a ta  M in in g  (IC D M ),  p a g e s  5 0 2 - 5 0 6 ,  2 0 0 6 .

[ 1 2 9 ]  J .  N a t w i c h a i ,  X .  L i ,  a n d  M .  O r l o w s k a .  H i d i n g  c l a s s i f i c a t i o n  r u l e s  f o r  d a t a  s h a r i n g  

w i t h  p r i v a c y  p r e s e r v a t i o n .  I n  P ro ce ed in g s  o f  the  7 th  In te rn a tio n a l C on ference  on  

D a ta  W arehousing  a n d  K n o w le d g e  D isco v ery  (D A W AK ),  p a g e s  4 6 8 - 4 7 7 ,  2 0 0 5 .

[ 1 3 0 ]  J .  N a t w i c h a i ,  X .  L i ,  a n d  M .  O r l o w s k a .  A  r e c o n s t r u c t i o n - b a s e d  a l g o r i t h m  f o r  c l a s s i -  

c i a t i o n  r u l e s  h i d i n g .  I n  P ro ce ed in g s  o f  the 17 th  A u s tra la s ia n  D a ta b a se  C on ference  

(A D C ),  p a g e s  4 9 - 5 8 ,  2 0 0 6 .

[ 1 3 1 ]  M .  E .  N e r g i z ,  M .  A t z o r i ,  a n d  Y .  S a y g i n .  T o w a r d s  t r a j e c t o r y  a n o n y m i z a t i o n :  A  

g e n e r a l i z a t i o n - b a s e d  a p p r o a c h .  I n  P ro ce ed in g s  o f  the  A C M  G IS  W orkshop  o n  S e ­

cu rity  a n d  P r iva cy  in  G IS  a n d  L B S ,  p a g e s  1 - 1 0 ,  2 0 0 8 .

[ 1 3 2 ]  D .  E .  O ’ L e a r y .  K n o w l e d g e  d i s c o v e r y  a s  a  t h r e a t  t o  d a t a b a s e  s e c u r i t y .  I n  P ro ceed in g s  

o f  the  1 st In te rn a tio n a l C on ference  o n  K n o w le d g e  D isco v ery  in  D a ta b a ses  (K D D ), 

p a g e s  5 0 7 - 5 1 6 ,  1 9 9 1 .
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[ 1 3 3 ]  S .  R .  M .  O l i v e i r a  a n d  O .  R .  Z a i ' a n e .  P r i v a c y  p r e s e r v i n g  f r e q u e n t  i t e m s e t  m i n i n g .  I n  

P ro ce ed in g s  o f  the 20 0 2  IE E E  In te rn a tio n a l C on ference  on  P rivacy, S ec u r ity  a n d  

D a ta  M in in g  (C R P IT S ),  p a g e s  4 3 - 5 4 ,  2 0 0 2 .

[ 1 3 4 ]  S .  R .  M .  O l i v e i r a  a n d  O .  R .  Z a i ' a n e .  P r o t e c t i n g  s e n s i t i v e  k n o w l e d g e  b y  d a t a  s a n i t i ­

z a t i o n .  I n  P ro ce ed in g s  o f  the 3 rd  IE E E  In te rn a tio n a l C o n ference  o n  D a ta  M in in g  

(IC D M ),  p a g e s  2 1 1 - 2 1 8 ,  2 0 0 3 .

[ 1 3 5 ]  S .  R .  M .  O l i v e i r a  a n d  O .  R .  Z a i ' a n e .  A c h i e v i n g  p r i v a c y  p r e s e r v a t i o n  w h e n  s h a r i n g  

d a t a  f o r  c l u s t e r i n g .  I n  P ro ce ed in g s  o f  the 2 0 0 4  S IA M  In te rn a tio n a l C o n feren ce  on  

D a ta  M in in g  (S D M ),  2 0 0 4 .

[ 1 3 6 ]  S .  R .  M .  O l i v e i r a  a n d  O .  R .  Z a i ' a n e .  P r i v a c y - p r e s e r v i n g  c l u s t e r i n g  b y  o b j e c t  

s i m i l a r i t y - b a s e d  r e p r e s e n t a t i o n  a n d  d i m e n s i o n a l i t y  r e d u c t i o n  t r a n s f o r m a t i o n .  I n  P ro­

ce ed in g s  o f  the  2 n d  IE E E  In te rn a tio n a l C on ference  o n  D a ta  M in in g  (IC D M ),  p a g e s  

2 1 - 3 0 ,  2 0 0 4 .

[ 1 3 7 ]  P a y p a l .  S e c u r e  o n l i n e  p a y m e n t s .  A v a i l a b l e  a t  h t t p s : / / w w w . p a y p a l . c o m .

[ 1 3 8 ]  N .  P e l e k i s  a n d  Y .  T h e o d o r i d i s .  B o o s t i n g  l o c a t i o n - b a s e d  s e r v i c e s  w i t h  a  m o v i n g  

o b j e c t  d a t a b a s e  e n g i n e .  I n  P ro ce ed in g s  o f  the  5 th  A C M  In te rn a tio n a l W orkshop  on  

D a ta  en g in ee r in g  f o r  W ireless a n d  M o b ile  A c c e s s , p a g e s  3 - 1 0 ,  2 0 0 6 .

[ 1 3 9 ]  N .  P e l e k i s ,  Y .  T h e o d o r i d i s ,  S .  V o s i n a k i s ,  a n d  T .  P a n a y i o t o p o u l o s .  H e r m e s  —  a  

f r a m e w o r k  f o r  l o c a t i o n - b a s e d  d a t a  m a n a g e m e n t .  I n  P ro ce ed in g s  o f  the  11 th  In te r ­

n a tio n a l C o n feren ce  on  E x te n d in g  D a ta b a se  T echno logy (E D B T ),  p a g e s  1 1 3 0 - 1 1 3 4 ,  

2 0 0 6 .

[ 1 4 0 ]  R .  G .  P e n s a ,  A .  M o n r e a l e ,  F .  P i n e l l i ,  a n d  D .  P e d r e s c h i .  P a t t e r n - p r e s e r v i n g  K -  

a n o n y m i z a t i o n  o f  s e q u e n c e s  a n d  i t s  a p p l i c a t i o n  t o  m o b i l i t y  d a t a  m i n i n g .  I n  P ro ­

ce ed in g s  o f  the  In te rn a tio n a l W orkshop  on  P r iva cy  in  L o ca tio n  B a se d  A p p lic a tio n s , 

p a g e s 1 - 1 7 , 2 0 0 8 .
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[ 1 4 1 ]  A .  P f i t z m a n n  a n d  M .  K o h n t o p p .  A n o n y m i t y ,  u n o b s e r v a b i l i t y ,  a n d  p s e u d o n y m i t y  —  

a  p r o p o s a l  f o r  t e r m i n o l o g y .  I n  P ro ce ed in g s  o f  the In te rn a tio n a l W orkshop  o n  D e sig n  

Is su e s  in A n o n y m ity  a n d  U n o b serva b ility ,  p a g e s  1 - 9 ,  2 0 0 0 .

[ 1 4 2 ]  B .  P i n k a s .  C r y p t o g r a p h i c  t e c h n i q u e s  f o r  p r i v a c y  p r e s e r v i n g  d a t a  m i n i n g .  S IG K D D  

E xp lo ra tio n s ,  4 ( 2 ) : 1 2 - 1 9 ,  2 0 0 2 .

[ 1 4 3 ]  E .  P o n t i k a k i s ,  Y .  T h e o d o r i d i s ,  A .  T s i t s o n i s ,  L .  C h a n g ,  a n d  V .  S .  V e r y k i o s .  A  q u a n t i t a ­

t i v e  a n d  q u a l i t a t i v e  a n a l y s i s  o f  b l o c k i n g  i n  a s s o c i a t i o n  r u l e  h i d i n g .  I n  P ro ce ed in g s  o f  

the  2 0 0 4  A C M  W orkshop  o n  P r iva cy  in  the E lec tro n ic  S o c ie ty  (W P E S),  p a g e s  2 9 - 3 0 ,  

2 0 0 4 .

[ 1 4 4 ]  E .  D .  P o n t i k a k i s ,  A .  A .  T s i t s o n i s ,  a n d  V .  S .  V e r y k i o s .  A n  e x p e r i m e n t a l  s t u d y  o f  

d i s t o r t i o n - b a s e d  t e c h n i q u e s  f o r  a s s o c i a t i o n  r u l e  h i d i n g .  I n  P ro ce ed in g s  o f  the 18 th  

C o n feren ce  o n  D a ta b a se  S ec u r ity  (D B S E C ),  p a g e s  3 2 5 - 3 3 9 ,  2 0 0 4 .

[ 1 4 5 ]  N .  B .  P r i y a n t h a ,  A .  C h a k r a b o r t y ,  a n d  H .  B a l a k r i s h n a n .  T h e  c r i c k e t  l o c a t i o n - s u p p o r t  

s y s t e m .  I n  P ro ce ed in g s  o f  the  6 th  A n n u a l In te rn a tio n a l C o n feren ce  o n  M o b ile  C o m ­

p u tin g  a n d  N e tw o rk in g  (M o b iC o m ),  p a g e s  3 2 - 4 3 ,  2 0 0 0 .

[ 1 4 6 ]  S .  R i z v i  a n d  J .  R .  H a r i t s a .  M a i n t a i n i n g  d a t a  p r i v a c y  i n  a s s o c i a t i o n  r u l e  m i n i n g .  I n  

P ro ce ed in g s  o f  the 2 8 th  In te rn a tio n a l C o n feren ce  o n  Very L a rg e  D a ta b a se s  (V L D B ), 

2 0 0 2 .

[ 1 4 7 ]  S .  R u s s e l l  a n d  P .  N o r v i g .  A rtific ia l In te llig en ce : A  M o d e rn  A p p ro a ch .  P r e n t i c e - H a l l ,  

2 n d  e d i t i o n ,  2 0 0 3 .

[ 1 4 8 ]  Y .  S a a d .  S P A R S K I T :  A  b a s i c  t o o l k i t  f o r  s p a r s e  m a t r i x  c o m p u t a t i o n s  ( v e r s i o n  2 ) .  

T e c h n i c a l  r e p o r t ,  U n i v e r s i t y  o f  M i n n e s o t a ,  M i n n e a p o l i s ,  M N ,  1 9 9 4 .  h t t p : / / w w w -  

u s e r s . c s . u m n . e d u /  s a a d / s o f t w a r e / S P A R S K I T / s p a r s k i t . h t m l .

[ 1 4 9 ]  P .  S a m a r a t i .  P r o t e c t i n g  r e s p o n d e n t s ’  i d e n t i t i e s  i n  m i c r o d a t a  r e l e a s e .  IE E E  T ransac­

tio n s  o n  K n o w le d g e  a n d  D a ta  E n g in ee rin g ,  1 3 ( 6 ) : 1 0 1 0 - 1 0 2 7 ,  2 0 0 1 .
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[ 1 5 0 ]  P .  S a m a r a t i  a n d  L .  S w e e n e y .  P r o t e c t i n g  p r i v a c y  w h e n  d i s c l o s i n g  i n f o r m a t i o n :  K — 

a n o n y m i t y  a n d  i t s  e n f o r c e m e n t  t h r o u g h  g e n e r a l i z a t i o n  a n d  s u p p r e s i o n .  I n  P ro c e e d ­

in g s o f  the  IE E E  S y m p o siu m  on  R esea rch  in S ec u r ity  a n d  P r iv a c y  (SR SP ),  p a g e s  

3 8 4 - 3 9 3 ,  1 9 9 8 .

[ 1 5 1 ]  H .  S a m e t .  T he D e sig n  a n d  A n a ly s is  o f  S p a tia l D a ta  S truc tu res .  A d d i s o n - W e s l e y  

L o n g m a n  P u b l i s h i n g  C o . ,  I n c . ,  1 9 9 0 .

[ 1 5 2 ]  Y .  S a y g i n ,  V .  S .  V e r y k i o s ,  a n d  C .  W .  C l i f t o n .  U s i n g  u n k n o w n s  t o  p r e v e n t  d i s c o v e r y  

o f  a s s o c i a t i o n  r u l e s .  A C M  S IG M O D  R eco rd ,  3 0 ( 4 ) : 4 5 - 5 4 ,  2 0 0 1 .

[ 1 5 3 ]  Y .  S a y g i n ,  V .  S .  V e r y k i o s ,  a n d  A .  K .  E l m a g a r m i d .  P r i v a c y  p r e s e r v i n g  a s s o c i a t i o n  

r u l e  m i n i n g .  I n  P ro ce ed in g s  o f  the 20 0 2  In te rn a tio n a l W orkshop  o n  R esea rch  Issu es  

in  D a ta  E n g in ee rin g : E n g in e e r in g  E -C o m m e r c e /E -B u s in e s s  S ys tem s (R ID E ),  p a g e s  

1 5 1 - 1 6 3 ,  2 0 0 2 .

[ 1 5 4 ]  S .  S h e k h a r ,  P .  Z h a n g ,  Y .  H u a n g ,  a n d  R .  R .  V a t s a v a i .  Trends in  S p a tia l D a ta  M in in g , 

c h a p t e r  3 ,  p a g e s  3 5 7 - 3 8 0 .  D a t a  M i n i n g :  N e x t  G e n e r a t i o n  C h a l l e n g e s  a n d  F u t u r e  

D i r e c t i o n s .  A A A I / M I T  P r e s s ,  2 0 0 4 .

[ 1 5 5 ]  D .  A .  S i m o v i c i  a n d  C .  D j e r a b a .  M a th e m a tic a l Tools f o r  D a ta  M in in g : S e t Theory, 

P a rtia l O rders, C om b in a to ric s .  S p r i n g e r  P u b l i s h i n g  C o m p a n y ,  I n c o r p o r a t e d ,  2 0 0 8 .

[ 1 5 6 ]  A .  S m a i l a g i c  a n d  D .  K o g a n .  L o c a t i o n  s e n s i n g  a n d  p r i v a c y  i n  a  c o n t e x t - a w a r e  c o m ­

p u t i n g  e n v i r o n m e n t .  IE E E  W ireless C o m m u n ica tio n s ,  9 ( 5 ) : 1 0 - 1 7 ,  O c t  2 0 0 2 .

[ 1 5 7 ]  E .  S n e k k e n e s .  C o n c e p t s  f o r  p e r s o n a l  l o c a t i o n  p r i v a c y  p o l i c i e s .  I n  P ro ce ed in g s  o f  the  

3 rd  A C M  C o n feren ce  o n  E lec tro n ic  C o m m erce  (E C ),  p a g e s  4 8 - 5 7 ,  2 0 0 1 .

[ 1 5 8 ]  M .  S o n g  a n d  S .  R a j a s e k a r a n .  F i n d i n g  f r e q u e n t  i t e m s e t s  b y  t r a n s a c t i o n  m a p p i n g .  

I n  P ro ce ed in g s  o f  the 2 0 0 5  A C M  S ym p o siu m  o n  A p p lie d  C o m p u tin g  (SA C ),  p a g e s  

4 8 8 - 4 9 2 ,  2 0 0 5 .
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[ 1 5 9 ]  I .  S t o i c a ,  R .  M o r r i s ,  D .  L i b e n - N o w e l l ,  D .  R .  K a r g e r ,  M .  F .  K a a s h o e k ,  F .  D a b e k ,  

a n d  H .  B a l a k r i s h n a n .  C h o r d :  A  s c a l a b l e  p e e r - t o - p e e r  l o o k u p  p r o t o c o l  f o r  i n t e r n e t  

a p p l i c a t i o n s .  IE E E /A C M  T ransactions o n  N e tw o rk s , 1 1 ( 1 ) : 1 7 - 3 2 ,  2 0 0 3 .

[ 1 6 0 ]  X .  S u n  a n d  P .  S .  Y u .  A  b o r d e r - b a s e d  a p p r o a c h  f o r  h i d i n g  s e n s i t i v e  f r e q u e n t  i t e m s e t s .  

I n  P ro ce ed in g s  o f  the  5 th  IE E E  In te rn a tio n a l C o n feren ce  o n  D a ta  M in in g  ( IC D M ) , 

p a g e s  4 2 6 - 4 3 3 ,  2 0 0 5 .

[ 1 6 1 ]  X .  S u n  a n d  P . S .  Y u .  H i d i n g  s e n s i t i v e  f r e q u e n t  i t e m s e t s  b y  a  b o r d e r - b a s e d  a p p r o a c h .  

C o m p u tin g  sc ien ce  a n d  e n g in e e r in g , 1 ( 1 ) : 7 4 - 9 4 ,  2 0 0 7 .

[ 1 6 2 ]  L .  S w e e n e y .  K - a n o n y m i t y :  A  m o d e l  f o r  p r o t e c t i n g  p r i v a c y .  In te rn a tio n a l Jo u rn a l  

o n  U ncerta in ty , F u zz in e ss  a n d  K n o w le d g e  B a se d  S y s te m s , 1 0 ( 5 ) : 5 5 7 - 5 7 0 ,  2 0 0 2 .

[ 1 6 3 ]  P . N .  T a n ,  M .  S t e i n b a c h ,  a n d  V . K u m a r .  In tro d u c tio n  to D a ta  M in in g . A d d i s o n -  

W e s l e y ,  2 0 0 5 .

[ 1 6 4 ]  M .  T e r r o v i t i s  a n d  N .  M a m o u l i s .  P r i v a c y  p r e s e r v a t i o n  i n  t h e  p u b l i c a t i o n  o f  t r a j e c t o ­

r i e s .  I n  P ro ce ed in g s  o f  the  T he 9 th  In te rn a tio n a l C on ference  o n  M o b ile  D a ta  M a n ­

a g em en t (M D M ) , p a g e s  6 5 - 7 2 ,  2 0 0 8 .

[ 1 6 5 ]  G .  T r a j c e v s k i ,  O .  W o l f s o n ,  K .  H i n r i c h s ,  a n d  S .  C h a m b e r l a i n .  M a n a g i n g  u n c e r t a i n t y  

i n  m o v i n g  o b j e c t s  d a t a b a s e s .  A C M  T ra n sa ctio n s o n  D a ta b a se  S y s te m s , 2 9 ( 3 ) : 4 6 3 -  

5 0 7 ,  2 0 0 4 .

[ 1 6 6 ]  G .  T r a j c e v s k i ,  O .  W o l f s o n ,  K .  H i n r i c h s ,  a n d  S .  C h a m b e r l a i n .  M a n a g i n g  u n c e r t a i n t y  

i n  m o v i n g  o b j e c t s  d a t a b a s e s .  A C M  T ra n sa ctio n s o n  D a ta b a se  S y s te m s , 2 9 ( 3 ) : 4 6 3 -  

5 0 7 ,  2 0 0 4 .

[ 1 6 7 ]  T .  M .  T r u t a  a n d  B .  V i n a y .  P r i v a c y  p r o t e c t i o n :  p - s e n s i t i v e  K - a n o n y m i t y  p r o p e r t y .  I n  

P ro ce ed in g s  o f  the  2 2 n d  In te rn a tio n a l C o n feren ce  on  D a ta  E n g in e e r in g  W orkshops  

(IC D E W ) , p a g e s  9 4 - 1 0 3 ,  2 0 0 6 .
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[ 1 6 8 ]  J .  V a i d y a ,  C .  W .  C l i f t o n ,  a n d  Y .  M .  Z h u .  P riva cy  P rese rv in g  D a ta  M in in g .  S p r i n g e r -  

V e r l a g ,  2 0 0 6 .

[ 1 6 9 ]  F .  V e r h e i n  a n d  S .  C h a w l a .  G e o m e t r i c a l l y  i n s p i r e d  i t e m s e t  m i n i n g .  I n  P ro ce ed in g s  o f  

the  6 th  In te rn a tio n a l C on ference  o n  D a ta  M in in g  (IC D M ),  p a g e s  6 5 5 - 6 6 6 ,  2 0 0 6 .

[ 1 7 0 ]  V .  S .  V e r y k i o s ,  E .  B e r t i n o ,  I .  N .  F o v i n o ,  L .  P .  P r o v e n z a ,  Y .  S a y g i n ,  a n d  Y .  T h e o d o r -  

i d i s .  S t a t e - o f - t h e - a r t  i n  p r i v a c y  p r e s e r v i n g  d a t a  m i n i n g .  A C M  S IG M O D  R ecord , 

3 3 ( 1 ) : 5 0 - 5 7 ,  2 0 0 4 .

[ 1 7 1 ]  V .  S .  V e r y k i o s ,  M .  L .  D a m i a n i ,  a n d  A .  G k o u l a l a s - D i v a n i s .  P riv a c y  a n d  S ec u r ity  in 

S p a tio te m p o ra l D a ta  a n d  T ra jecto ries,  c h a p t e r  8 ,  p a g e s  2 1 3 - 2 4 0 .  M o b i l i t y ,  D a t a  

M i n i n g  a n d  P r i v a c y :  G e o g r a p h i c  K n o w l e d g e  D i s c o v e r y .  S p r i n g e r  B e r l i n  H e i d e l b e r g ,  

2 0 0 8 .

[ 1 7 2 ]  V .  S .  V e r y k i o s ,  A .  K .  E m a g a r m i d ,  E .  B e r t i n o ,  Y .  S a y g i n ,  a n d  E .  D a s s e n i .  A s s o c i a t i o n  

r u l e  h i d i n g .  IE E E  T ransactions o n  K n o w le d g e  a n d  D a ta  E n g in ee rin g ,  1 6 ( 4 ) : 4 3 4 -  

4 4 7 ,  2 0 0 4 .

[ 1 7 3 ]  V .  S .  V e r y k i o s  a n d  A .  G k o u l a l a s - D i v a n i s .  A  S u rvey  o f  A sso c ia tio n  R u le  H id in g  M e th ­

o d s  f o r  P riva cy ,  c h a p t e r  1 1 ,  p a g e s  2 6 7 - 2 8 9 .  P r i v a c y  P r e s e r v i n g  D a t a  M i n i n g :  M o d ­

e l s  a n d  A l g o r i t h m s .  S p r i n g e r  B e r l i n  H e i d e l b e r g ,  2 0 0 8 .

[ 1 7 4 ]  V .  S .  V e r y k i o s ,  A .  G k o u l a l a s - D i v a n i s ,  Y .  T h e o d o r i d i s ,  a n d  N .  P e l e k i s .  P riva cy  

P rese rva tio n  in  T ra jec to ries  o f  M o v in g  O b jec ts ,  c h a p t e r  1 5 ,  p a g e s  1 - 2 1 .  P r i v a c y  

P r e s e r v a t i o n  o n  C o m p u t e r  a n d  C o m m u n i c a t i o n  T e c h n o l o g i e s :  T e c h n i c a l  a n d  L e g a l  

I s s u e s .  P a p a s o t i r i o u ,  2 0 0 9 .  A c c e p t e d  —  t o  b e  p u b l i s h e d .

[ 1 7 5 ]  K .  W a n g ,  B .  C .  M .  F u n g ,  a n d  P .  S .  Y u .  T e m p l a t e - b a s e d  p r i v a c y  p r e s e r v a t i o n  i n  

c l a s s i f i c a t i o n  p r o b l e m s .  I n  P ro ce ed in g s  o f  the 5 th  IE E E  In te rn a tio n a l C o n feren ce  on  

D a ta  M in in g  (IC D M ),  p a g e s  4 6 6 - 4 7 3 ,  2 0 0 5 .
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[ 1 7 6 ]  S .  L .  W a n g  a n d  A .  J a f a r i .  U s i n g  u n k n o w n s  f o r  h i d i n g  s e n s i t i v e  p r e d i c t i v e  a s s o c i a t i o n  

r u l e s .  I n  P ro ce ed in g s  o f  the 2 0 0 5  IE E E  In te rn a tio n a l C o n feren ce  o n  In fo rm a tio n  

R e u se  a n d  In teg ra tio n  (IR I),  p a g e s  2 2 3 - 2 2 8 ,  2 0 0 5 .

[ 1 7 7 ]  R .  C .  W .  W o n g ,  J .  L i ,  A .  W .  C .  F u ,  a n d  K .  W a n g .  ( α ,  K ) - a n o n y m i t y :  A n  e n h a n c e d  

K - a n o n y m i t y  m o d e l  f o r  p r i v a c y  p r e s e r v i n g  d a t a  p u b l i s h i n g .  I n  P ro ce ed in g s  o f  the  

12 th  A C M  S IG K D D  C o n feren ce  on  K D D ,  p a g e s  7 5 4 - 7 5 9 ,  2 0 0 6 .

[ 1 7 8 ]  Y .  H .  W u ,  C .  M .  C h i a n g ,  a n d  A .  L .  P .  C h e n .  H i d i n g  s e n s i t i v e  a s s o c i a t i o n  r u l e s  

w i t h  l i m i t e d  s i d e  e f f e c t s .  IE E E  T ransactions on  K n o w le d g e  a n d  D a ta  E n g in ee rin g , 

1 9 ( 1 ) : 2 9 - 4 2 ,  2 0 0 7 .

[ 1 7 9 ]  Z .  X i a o ,  X .  M e n g ,  a n d  J .  X u .  Q u a l i t y - a w a r e  p r i v a c y  p r o t e c t i o n  f o r  l o c a t i o n  b a s e d  

s e r v i c e s .  I n  P ro ce ed in g s  o f  the 1 4 th  In te rn a tio n a l C o n feren ce  on  D a ta b a se  S ys tem s  

f o r  A d v a n c e d  A p p lic a tio n s  (D A SF A A ),  p a g e s  4 3 4 - 4 4 6 ,  2 0 0 7 .

[ 1 8 0 ]  T .  X u  a n d  Y .  C a i .  E x p l o r i n g  h i s t o r i c a l  l o c a t i o n  d a t a  f o r  a n o n y m i t y  p r e s e r v a t i o n  i n  

l o c a t i o n - b a s e d  s e r v i c e s .  I n  P ro ce ed in g s  o f  the 2 7 th  IE E E  C o n feren ce  o n  C o m p u ter  

C o m m u n ica tio n s  (IN F O C O M ),  p a g e s  5 4 7 - 5 5 5 ,  2 0 0 8 .

[ 1 8 1 ]  H .  Y i n  a n d  O .  W o l f s o n .  A  w e i g h t - b a s e d  m a p  m a t c h i n g  m e t h o d  i n  m o v i n g  o b j e c t s  

d a t a b a s e s .  I n  P ro ce ed in g s  o f  the 16 th  In te rn a tio n a l C on ference  o n  Sc ien tific  a n d  

S ta tis tica l D a ta b a se  M a n a g e m e n t (S S D B M ),  p a g e s  4 3 7 - 4 4 6 ,  2 0 0 4 .

[ 1 8 2 ]  M .  Y o k o o ,  E .  H .  D u r f e e ,  T .  I s h i d a ,  a n d  K .  K u w a b a r a .  T h e  d i s t r i b u t e d  c o n s t r a i n t  s a t ­

i s f a c t i o n  p r o b l e m :  F o r m a l i z a t i o n  a n d  a l g o r i t h m s .  IE E E  T ra n sa ctio n s o n  K n o w le d g e  

a n d  D a ta  E n g in ee rin g ,  1 0 ( 5 ) : 6 7 3 - 6 8 5 ,  1 9 9 8 .

[ 1 8 3 ]  M .  Y o k o o  a n d  K .  H i r a y a m a .  A l g o r i t h m s  f o r  d i s t r i b u t e d  c o n s t r a i n t  s a t i s f a c t i o n :  A  

r e v i e w .  A u to n o m o u s  A g e n ts  a n d  M u lt i -A g e n t  S ys tem s,  3 ( 2 ) : 1 8 5 - 2 0 7 ,  2 0 0 0 .

[ 1 8 4 ]  B .  Y u  a n d  S .  H .  K i m .  I n t e r p o l a t i n g  a n d  u s i n g  m o s t  l i k e l y  t r a j e c t o r i e s  i n  m o v i n g -  

o b j e c t s  d a t a b a s e s .  I n  P ro ce ed in g s  o f  the  17 th  In te rn a tio n a l C o n feren ce  on  D a ta b a se  

a n d  E x p e r t S ys tem s  A p p lic a tio n s  (D E X A ),  p a g e s  7 1 8 - 7 2 7 ,  2 0 0 6 .
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[ 1 8 5 ]  P .  Z a c h a r o u l i ,  A .  G k o u l a l a s - D i v a n i s ,  a n d  V .  S .  V e r y k i o s .  A  K - a n o n y m i t y  m o d e l  

f o r  s p a t i o t e m p o r a l  d a t a .  I n  P ro ce ed in g s  o f  the IE E E  W orkshop  o n  S p a tio -T e m p o ra l  

D a ta  M in in g  (S T D M ),  p a g e s  5 5 5 - 5 6 4 ,  2 0 0 7 .

[ 1 8 6 ]  O .  R .  Z a i ' a n e ,  M .  E l - H a j j ,  a n d  P .  L u .  F a s t  p a r a l l e l  a s s o c i a t i o n  r u l e  m i n i n g  w i t h o u t  

c a n d i d a c y  g e n e r a t i o n .  I n  P ro ce ed in g s  o f  the IE E E  In te rn a tio n a l C o n fe ren ce  o n  D a ta  

M in in g  (IC D M ),  p a g e s  6 6 5 - 6 6 8 ,  2 0 0 1 .

[ 1 8 7 ]  M .  J .  Z a k i .  S c a l a b l e  a l g o r i t h m s  f o r  a s s o c i a t i o n  m i n i n g .  IE E E  T ra n sa ctio n s on  

K n o w le d g e  a n d  D a ta  E n g in ee rin g ,  1 2 ( 3 ) : 3 7 2 - 3 9 0 ,  2 0 0 0 .

[ 1 8 8 ]  Q .  Z h a o  a n d  S .  S .  B h o w m i c k .  S e q u e n t i a l  p a t t e r n  m i n i n g :  A  s u r v e y .  T e c h n i c a l  

r e p o r t ,  C e n t e r  f o r  A d v a n c e d  I n f o r m a t i o n  S y s t e m s ,  S c h o o l  o f  C o m p u t e r  E n g i n e e r i n g ,  

N a n y a n g  T e c h n o l o g i c a l  U n i v e r s i t y ,  S i n g a p o r e ,  2 0 0 3 .
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Vita

A r i s  G k o u l a l a s - D i v a n i s  r e c e i v e d  t h e  D i p l o m a  d e g r e e  i n  C o m p u t e r  S c i e n c e  f r o m  t h e  U n i ­

v e r s i t y  o f  I o a n n i n a ,  G r e e c e ,  i n  2 0 0 3  a n d  t h e  M S  d e g r e e  f r o m  t h e  U n i v e r s i t y  o f  M i n n e s o t a  

i n  2 0 0 5 .  S i n c e  2 0 0 5 ,  h e  i s  a  P h D  s t u d e n t  i n  t h e  D e p a r t m e n t  o f  C o m p u t e r  a n d  C o m m u n i ­

c a t i o n  E n g i n e e r i n g  a t  t h e  U n i v e r s i t y  o f  T h e s s a l y ,  i n  V o l o s ,  G r e e c e .  A r i s  G k o u l a l a s - D i v a n i s  

h a s  s e r v e d  a s  a  r e s e a r c h  a s s i s t a n t  i n  b o t h  t h e  U n i v e r s i t y  o f  M i n n e s o t a ,  i n  t h e  D e p a r t m e n t  

o f  C o m p u t e r  S c i e n c e  a n d  E n g i n e e r i n g  ( 2 0 0 3 - 2 0 0 5 )  a n d  i n  t h e  U n i v e r s i t y  o f  M a n c h e s t e r ,  

i n  t h e  S c h o o l  o f  I n f o r m a t i c s  ( 2 0 0 6 ) .  S i n c e  2 0 0 1  h e  h a s  p a r t i c i p a t e d  i n  s e v e r a l  I S T / E U  

p r o j e c t s  i n c l u d i n g  C h i l d c a r e ,  C i t a t i o n ,  a n d  G e o P K D D .  H i s  r e s e a r c h  i n t e r e s t s  a r e  i n  t h e  

f i e l d s  o f  p r i v a c y  i n  l o c a t i o n  b a s e d  s e r v i c e s  a n d  p r i v a c y  p r e s e r v i n g  d a t a  m i n i n g ,  w i t h  f o c u s  

o n  m e t h o d o l o g i e s  f o r  a s s o c i a t i o n  r u l e  h i d i n g  a n d  t r a j e c t o r y  h i d i n g .  H e  i s  a  s t u d e n t  m e m b e r  

o f  I E E E ,  A C M  a n d  S I A M ,  a s  w e l l  a s  a  r e g u l a r  r e v i e w e r  f o r  A C M  C o m p u t i n g  R e v i e w s  a n d  

E l s e v i e r ’s  D a t a  &  K n o w l e d g e  E n g i n e e r i n g .  H e  c u r r e n t l y  s e r v e s  i n  t h e  E d i t o r i a l  b o a r d  o f  

A C M  C r o s s r o a d s  a s  a n  a s s o c i a t e  e d i t o r .

P e r m a n e n t  A d d r e s s :  2 3  K a u t a t z o g l o u  S t r . ,  G R - 1 1 1 4 4 ,  A t h e n s ,  G r e e c e .

T h i s  d i s s e r t a t i o n  w a s  t y p e s e t  w i t h  Η Ι ρ Χ ^ ε 1 b y  A r i s  G k o u l a l a s - D i v a n i s .

1LATeX 2ε extends IATgX, a collection of macros for TgX. TgX is a trademark of the American Mathematical 
Society. The macros used in formatting this dissertation were written by Dinesh Das, Department of Computer 
Sciences, The University of Texas at Austin.
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