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NepiAnyn

H epyaocia auti €xel wg okomd TNV mnopovcioon €vOC OAOKANPWHEVOL
oLOTAMATOC ME BLVATATNTEC TOPAKOAOLONONG MEPLBAAAOVTIKWY CLVONKWY Kal
TnAceldonolnong o YEWPYLKEC €QAPUOYEC. AvaADeLl Ta emPEPOVS oTolyela OV
anaptiCovv TO OLOTNUA KOl TO TMWG QLTA AAANAEMOPOLUY TPOYPAUMATLOTIKE.
MepLtéxel avaAvTIKEC 0OnYyleC yia TO MWCE YIvETAL N EYKATACTACN TOU GLUOTHAUATOG
and TNV apxn KoL N EMKOWWVI TOL HE TOV XPrioTn HECW KwNToD TNAEPWVOUL.

Abstract

The purpose of this paper is to demonstrate a complete system that has
capabilities of environmental conditions observation and sms notification on
agricultural appliances. It analyzes the several components that the system is
consisted of and how they do interact programmatically. It contains detailed
instructions on how to install such a system from scratch and how to
communicate with it via a mobile phone.
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1.
Elcaywyn

1.1 AvTtwke(uevo TnNG gpyaaoiac

H epyaocia avth €xeL w¢ okomd tnv dnuiovpyia €vdC CLOTAPATOC TO Omolo
Ba KaTtaypdel TIC TMEPPBAAAOVTIKEG OLVORKEC TOL EMIKPATOUV OE KATOLO XWPEO
ovd ndoa otiypr. OL ouvBrKeG MoL evBLaPEPOLY TNV TEPIMTWON HaC (YEWPYLKEC
EQAPUOYEC) €lval n Bepuokpaacia, n vypaocia Kot n akTwoBoAia. To cOOTNUE PaC
EXEL TNV duvaTdTNTA va LOOTIOLEl HEOW SMS TOV EVOLAPEPOEVO YL TLC OUVOAKEC
OULTEC OAAA vmdpxel akdua n duvatdTNTA KOl TO cloTNUA va £ldomolnBsl péow
sSmMs Kol Vo OAAAEEL KATOLEG TIAPAMETPOLE TOL Kal APa TNV AELTOUPYLKOTNTA TOU.
Eva tétolo chotnua anaptifetal and €vav KEVTPLKO KOUPBO-uTIoOAOYLOTH 0 omolog
AEltovpyel WG oOTaBudC PBdong ovAAéyovtag MeTproelg amd €va  OikTvo
aodBnTAPWY Kol HECW €vOC GSM modem oTéAvel Kal déxeTal pnvopata. Q¢ €K
TOUTOUL KPIVETOL LOAVIKO YLl YEWPYLKEC EPAPUOYEC TOTOL BEpuokNMiwy, MIKPAC A
MEYAANC KA{paKkag. Epelcg, yia xdpn anAdtntag, Ba aoxoAnBolue pe ocOOTNUA EVOG
agBntrApa Kot Oyt pe Oiktvo awgdBnTApwv. Mepaltépw KALPLAKWOoN-avaBaduion
elval e0KoAo va yivel OTWC Ba avapépovpe Kal apyodTteEPa, e BAon TIC eyyevelc
1BLéTNTEC T€TOLOL TOTIOL OIKTOWV.

1.2 Emokdémnnon kepaAaiwv

Ta mneplexdueva TwWY KePaAalwv TG epyaciac mneplypdpovTal €06W
OLVOTITIKA.

To MPWTO KEPAAQLO TMAPOLOLATEL TO AVTIKE(MEVO TNG £pyaciag MEPLANTITIKA.



210 6e0TEPO KEQPAAQLO TapovoldlovTal Ta EMUEPOVE TUAMATA OE eminedo
LALKOD Tov amnapTiCouv To COOTNUE MG KAl AVOADOVTAL TA XOPAKTNPLOTIKA TOUC,
TO Asltovpylkd oloTtnua TO omolo ypnowdomowoly Kol  Ta  vmdAouna
TMPOYPAUMATLOTIKE €pyaAeia mov elval amoapaitnTa ywoe TNV E€niteLVEN TNC
AELTOLPYLKOTNTAC HaG.

To tpl{to KEPAAQLO Belyvel TNV dour TNG €QAPHOYAG (APXLTEKTOVLKE) KABWG
Kal dlaypdupata AeLTovpyloG Kol KATaoTACEWV.

To TETAPTO KEPAAQLO OLOLAOTIKA elval éva eyxelpidlo eyKaTAOoTAONG HLOC
OLYKEKPLUEVNCG Linux dlavouAG 0to ovoTNUA Pog, KaBWEG auTh yiveTal HOvo PHEoW
dlktbov. Emiong vumdpxet avaAuTtikéc 00nyodC eykatdotaonG OAwv Twv
TPOYPAUMATLOTLKWY £pYAAei{wv oL apovotdlovTtal 0Tto 6e0TEPO KEPAAQLO.

To MEUNTO KEPAAONLO OVOADEL TOV KWOKA PE TOv omoio oL agbnTAPEC
EMKOLVWYOULY e TOV oTaBud BAong Katl pe TNV BAon dedouévwvy.

To €KTO KEPAAQLO QVOADEL TOV KWOLKA HE TOV oOmolo OTEAvovTAl KOl
AopBdvovTtal Ta sms Héow Tov modem.

To €BO6ouo Ke@dAalo TmePLypd@el T LMOAOLMTA KOMMUATIO KWOLKA TOU
anapTiCouvv TNV £QapUoyH.

To 6yboo ke@GAaLo mepLypdeel €vav odnyd xpriong a@ol To CLOTNUA EXEL
eykataoTaBel kKat e{val £Tolho yla Asttovpyla.

270 €vaTo KEQAAaLo yi{veTal pla amoTiMNon TOL ATOTEAELOMATOC KABWCG Kal
aVaQOPEC O€ TMOBAVEG HEAAOVTIKEC TPOOONKEC KAl EMEKTATELC.

210 dékato koL teAevtaio kepdAawo BplokeTat n PBBAoypagia and TNV
omnola avTAABNKE yvwaon yla Thv bAomnoinon Tov CLOTAPATOC.

TEAOC, OTO €VOEKATO KePAAalo mopaBétouue TOvV TNyalo KWOKA TNG
EQOUPHOYAG.



2.
YALKO

2.1 Kevtplkéc KOUPoC

Qc kevtplké KOuBo opiCovue TO Baolkd “pnyxdvnua” mdvw oto omolo Ba
xTwotel 1o OLOTNUA MOG. TMPOKELTAL OLOLAOTIKA YLX €vav UTIOAOYLOTH MLKPWVY
eMOO0EWY, TOL OUWCG €lval LTEPAPKETOC YLO EQAPUOYEC TIOL EXOLV EAAXLOTEC
analTACELG and Amoyn TEXVIKWY XAPAKTNPLOTIKWY, 6nwc Firewalls, VPN routers,
Internet Gateways K.a. Na tTov okond pag Ba ypnoiuomnoljoovpe to net5501 tng
eTapiag SOEKRIS, to onolo BAEMOLUE MAPAKATW OTLC £LKOVEG 2.1.1. Kat 2.1.2.

glkova 2.2.1



Ta xapakTnELoTIKA Tou net5501 elval Ta €EAC :

500 Mhz CPU,

512 Mbyte DDR-SDRAM
4 Ethernet ports

2 Serial ports

USB connector

CF socket

44 pins IDE connector
SATA connector

1 Mini-PCl socket

3.3V PCI connector.

glkova 2.1.2



To net5501 eival LTIEPAPKETO YL VA TOU EYKATAOTHACOULME Hla dlavour Linux
ME TLC amapa{TnNTEC E€QAPMOYEC KOl va TPEXEL amMPOOKOMTA HE TOAD XAuUNnAR
KaTavaAwaon evépyelag. To net5501 dev €xel ypaglkr vmtooTAPLEN Kal 6ev KAVEL
boot amé usb, ométe Ba kKatagldyovue ota &duta TNG KOVOOAQG KoL OTNV
EYKATAOTAON AELTOLPYLKOU HEOW OLKTOOUL. AVaALTIKEG 0dnylec mapaBETOLVE OTO
Ke@AGAaLo 3.

2.2 Modem

To modem e€lvat to otowxelo e€keivo mou Oivel vénua otov 6po TnAe-
eldorolinon mouv yopaktnpeilel to clOTNUE pog. MEOw auTtol OTEAVOVTAL KOl
AapuBdavovTal Ta sms mouv eival anapai{tTnTa yio TNV AELTOLVPYLKOTNTA TOU.

2Tnv epyacia ypnowdomoltjoape €va USB modem Kol OULYKEKPLUMEVA TO
ModemUSB G10 tncg etatpiag TELTONIKA (ewk. 2.2.1).

To ovykekplpévo modem glval oxedloOUEVO Yo HETAPOPA dEBOPEVWY HEOW
GSM  BIKTOWV. ZLvdéeTal OTOV LTOAOYLOTH MEOW MG USB B0pag Kat €xeL
vmodox yua e Kdpta SIM KwNTWwv TNAEQWVWY. AN TNV OTLYMAN TOL €XEL
ouvvdeBel pe tov vmoAoylotr €xeL TNV duvatdTNTA VA OTEIAEL sms | va ouvdeBEel
0To 610dikTLO péOoWw KAMOoloL TPOTOTOL TMoL vtmooTnpEileTal amd To MPWTOKOAAO
GSM, énwc¢ GPRS, CSD kat SMS.

Evw vnidpyouv drivers ylwa Aettovpylkd obotnua windows, kabw¢ kat GUI yla
€0KOAN mpdoBaon Kal xpnolgonoinon Twv AELTOLPYLWY, €UE(C Ba K&voLPE XpProN
MLaG Linux dtavopAc. Ze pla tétowa dlavoun mouv €xel nmupriva (kernel) €kdoong
2.6.9 Kal mMAvw (TNV OTLYMA TOUL YPAPOVTOL OULTEC Ol YPOMMEC €XOUME (PTAOEL
alolwg otnv €kdoon 2.6.31) vmnootnpiCovtal ot Aeyduevol FTDI serial converter
drivers KaBw¢ To modem PaG TOUG XPNOLUOTOLEL YL val AELTOUPYNOEL.

Amnd TNV oTLYPA MOV avayvwpeloTel To modem Po¢ UMOPOVUE HEOW KATIOLOL
epyaAsiov (6nwe to BPLALKS minicom) va AELToVPYNOOLPE TO modem OTEAVOVTAC
ToUu AT evToAEC (TtEplogdTepa 0TO KEPAAQLO 6). Ouwc guelc Ba mpoypappaTioovUE
To modem o€ Alyo 1o xaunAd kot straight eminedo pe xprion tng yAwooog python
Kal xpnowgomowwvta¢ To module python-serial. To ovuykekpiuévo module
evdelkvuTal ylao EMKOWWVIN PME TELPLAKEC OLOKEVEC KOl EMELON £XOVUE LIOCTAPLEN
FTDI USB-to serial converter 6Aa A&lTOLPYOOV KAVOVIKA Kal COUQWVA HE TLC
mpodLaypaPec.

GUI yla aAANAenidpaon he Tov XPAOTN OV PUMOPOUHE €K TWV TIPAYHUATWY va
€XOouuE, KaBwWG To Soekris 6ev vmootnpifel ypapikd meptBdAAov. Avti avtol Oa
QTLEEOLHPE EVva LTIOTLTIWOEC EVODL TOL Ba pEveTal pEoa oTNY KOVoOAa Tou Linux.
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EEGAAOL auvtd Ba ypnowuomownBel kKatd TNV eykaTtdoTOONn KOL QPXLKA
MOUPAUETPOTO(NGN TOL CLOTAPOTOC, KABWG METEMELTA TO clOoTNUa Ba “tpéxel”
HOVO TOUL KOl oL OToLeEG aAAaYEC Ba yivovTal HEow SMS Kal TIOAD ondvia HECQ Ao
TNV KOvadAa TomkA (T.x. o€ meplntwon enavvekivnong rj avaBaduiong...).

Ewk 2.2.1

2.3 AwoBnTNpEC

O awgbnNTAPAG PG avaAapBAveEL va TTdPEL TIC HETPAOELG amd TO MEPLBAAAOY
Kal va T TPowBNnoeL oTnv e@apuoyn Mog. Xtnv gpyocia auvti 6Oa
XPNOLHOTOLACOLUE Tov algdnthipa Tmote sky tng etaipiag Moteiv (eltkéva 2.3.1).
XapoaktnpileTal yla TIC EEALPETIKA XOUMNAEC QMALTHOELC TOU OE EVEPYELX KAl Yla
TNV XPpAon Ttou o€ OlkTua aloBNTAPWY HE LYNAEC amalTtAOEl o€ METAdOON
debopévwy.  ZUUMEPLAAUBAVEL  OAOKANPWHEVOLEC  QLOBNTAPEG Vi METPNON
Bepuokpaciag, vypaociag Kot NALAKAG akTwoBoAlag, kepala, MIKPOEAEYKTEC Kal
TIPOYPUUMUATIOTIKEC HBuVATOTNTEC.
11



YnootnpiCel mpotuna Onw¢ USB kot IEEE 802.15.4 yiwa €0KOANn €mKkowwvia PE
QAAEC OLOKEVEC.

AVOALTIKA T XOPOAKTNPLOTLKA TOUL :

» 250kbps 2.4GHz IEEE 802.15.4 Chipcon Wireless Transceiver.
e 20vbdeon pe GAAec IEEE 802.15.4 ovokevéc.

« 8MHz Texas Instruments MSP430 microcontroller (10k RAM, 48k
Flash)

« Evowpoatwpévo ADC, DAC, Supply Voltage Supervisor, and DMA
Controller

 Evowpatwpévn onboard kepaia pe 50m euBéAeila o€
E0WTEPLKOVC owpoug / 125m
EMBEAELO O eEWTEPLKODC.

« EvowpoTtwpéva sensors ywa hEtTpnon vypacioc, 6epuokpaciog
Kal QwTOG.

o EEalpeTikd YapunAR KaTavdAwaon pEOUATOC.

« [priyopo E0mvnua and 0mnvo (<6KsS).

« Hardware link-layer kpuntoypd@naon Kat rotonoinan.

* [POYPAUPATIONOC Kal GLAAOYH dedouEvwy péow USB kaAwbdiov.

« 16-pin untodoyxn enéktaong kat duvatdtTnTa emAoync SMA
obvdeoncg kepalac.

« TinyOS vnootriplEn: mesh networking and communication
implementation.

¢ 2UPMHOPQWVETAL e TO FCC Part 15 Kat TouG KavovlGuoUG
Bliopnyaviag tov Kavadd.

12



Ewkéva 2.3.1

Onwc gaiveTal Kot amd Ta XAPAKTNPLOTIKA TO AELTOUPYLKO clOTNUA EVOC
Tmote sky ei{vat to TinyOS. To TinyOS eival éva €Ae0BepPO AELTOLPYLKO GUOTNUA
avolytol Kwdka Kat Bao(letal o€ cuOTATIKA - components oL YpPNotponoLelTal
EVPEWC Ot aolppoata OlkTua aLEBNTAPWY. EvowHaTWveETaLl Ot KAETOlo G&AAO
AELTOLPYLIKO oloTnua Kot  elvat  ypaupévo o€ nesC  oav  €éva  cOvoAo
ouvvepyalduevwy  dlepyaowwv. zZekivnoe ocav  ovvepyaolo  peETOED  TOUL
novenmotnuiov Berkeley kat tng Intel Research.

Tt elvat n nesc?

H nesc e{vat akpwvOplo tov network embedded systems C.
Baoi(letal o€ components Kal 0t €va HOVTEAO MPOYPOUUATIONOD
KaBodnyoLuevo amo yeyovdta (event driven). Xpnolpomnote(tal yLa To
xT{oo papuoywv mdvw o TinyOS nAatedpueg. OvolaoTikd elvatl
Ml eméktaon TN C YyAWOOOG TPOYPOUUMOTLONOD TOL XPNOLUOTIOLEL
components ovvepyaldueva PETAED TOUC Yl v TPEEOLY oL
epapuoyéc oto TinyOS.

13



2.4 NOYLOULKO

2.4.1 ANeLtouvpylkd

To AelToupylkd OLOTNUO TOL Ba XPNOLUOTOLOOVHE OTNV epyacia HOG
LTOKELTOL OLOLAOTIKE OE MEPLOPLOPODG amd TO LALKO pac. To Soekris net5501 sivat
oxedlaopEvo va TpEXeLl HOvo Unix-0eldn Asttouvpylkd, dnAadry FreeBSD, NetBSD,
OpenBSD, Debian GNU/Linux kat Gentoo Linux. OAa ta napamndvw elvat mpopavwg
“eEAa@PLA” AELTOLPYLKA CLOTAMOTA, XWPELC MOAAEC ATIOLTACELG KoL EMELDN EMUMAEOV
dev €xovpe ypa@kd mepPLBEAAOV mMETLYXA(VOLHPE E€EOLKOVOUNON MVAMNG Yld TLG
EQPAPHOYEG HOG.

Oa eykataotioovue tnv Oitavopr Debian 5.0.2 (ue TNV KWOLKA ovopaoia
Lenny), dwa naolyvwotn dtavour mouv xapaktnei(fetat yla tnv aglomotia, TNV
otafepdTNTA KAl TNV MANBWPA E£QPOPUOYWY KOl TAKETWY TOL avamntdcovTal yu'
avtAv. Exel yapaktnplotel ws Universal Operating System, otoyxebovtag o€ €va
NMAABOC cvoTnUdTwy, amnd servers kal desktops péExpL embedded pikpoovoTAuaTa,
vnootnPllovTtag €va TEPAOTIO GOVOAO QPXLTEKTOVIKWY. MOAAEC MaC(yvVWOTEG KL
Mn Olavouéc €xouvv wg PBdon to Debian (Ubuntu, Mepis, Sidux k.a.) To
MAEOVEKTNHA ALTAG TNG dlavounig elval 6Tt €xeL ota anobetriptd tng To TinyOS
WG “MaKETO” €Tolo yla eykatdotoon. Etol yAlTWvoude KOTO Kol XPOvo,
ano@edyovtag Pla “manual” eykatdotaon touv TinyOS (ue rpms) mouv pmopel va
HoC¢ odnyrjoel oe dldpopa mpoPAfuaTa eykatdoTtoong (€§'AAAOL cuvioTATAL KOL
and Toug xpnotegc Tmote Sky oe Linux meptBdAAovta, yia anopuyr mpoBANUdTWY
OKOMO KOL ETIELTO OTIO [LO QOALVOUEVLKA ETLTLUYN EYKQTAOTOON).

2.4.2 Bdon 6edopévwy

Bdon 6ebopévwy Ba XPELAOTOVUE yia TNV AMOBAKELON TWV TIHWY KOl AAAWY
MANPOPOPLWY TIOU TPOEPYOVTOAL amd TIC METPAOELC Twv awodntipwv. Oa
XPNOOoMoLoovE TNy maclyvwotn MySQL (My Structured Query Language), n
omola elvatl éva gbotTnua OSlaxeiplong oxeolakwv Bdocwv dedouévwy. H MySQL
TPEXEL WG EELUTINPETNTAC oL T PEXEL TTPOoPacn os BAoelg dedouEvwy amd
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TOAAODG XpnoTtec Ttavtdyxpova. E{vat Aoyloulkd avolytol Kwdka vmd tnv adela
GNU General Public License, kot xpnowgonote{tat €gvpéwG Adyw LYNAAC
evyxpnotiag, aglomiotiag Kat anddoong, 6vtac n dNUOPLAECTEPN OTOV KOGUO.

2.4.3 TIpOYyPOUMATIOTIKA EpYaAEia

Ma Tov TPOYPOUUMUATIONS TwWv aodnTApwv Ba BaoloTOOPE OTNV £TOLUN
nmAateépua tou TinyOS mouv Ba eykataotrAoovue Poll PE TO AsLTOUPYLKO. Oa
XPELAOTOOPE OUWEG KOl KWOLKA yla TOV MPOYPAUUATIONd Tou modem KaBwg Kat
YEVIKA TNG €@apuoyric n onoila Ba Tpéxel anpdokomnTa o€ KAMoLov atépuova Bpdxo
Kal Oa xpnotuomnolel - ouvToviZel Ta LTIOAOLTIA TIPOYPUUMATIOTIKA KAl N KOMUATLA
TOUL OLOTAPATOC. M avTdY TOoV OKOoTO Ba XPNOLUOTIOLOOVE TNV YAWaoa python, n
omolar paG mopEXEL OAQ Ta TOPATdVW, €0KOAX Kot ME amodoTikd tpodmo. Emiong,
eneldry] to TinyOS ocuvepydleTal PE java E€QAPUOYEC YL TNV EMKOWWYVIN Twv
agbnTAPWY He Tov vmoAoylotH, Ba Kdvovue xprion java Kot Ba TPOTOMOLACOVUE
“EAAQPWC” KATIOLO KOUMAETL €TOLUOL KWOLKA YL Vo TIETOXOVLE TOV 0TOXO HaG.

MNati Python?

H python (epunvevopévn etupoAoylkd and Toug Monty Pythons)
glval Pl yevikol oKomol YAWOOQ TPOYPOPUATIONOD vynAoD
emmédov. H oxedlaotikl TNG @LAocopia dlvel €upacn otnv €0KOAN
avdyvwan, opydvwan, amoo@aAnudTwon Kol diathpnon Tou KWOLKa.
XapaktnpiCetal eniong and TI¢ mavioyuvpeg duvatdTNTEG TNG OF
ormowdNmote medlo  e@appoyriC Kol  PAALOTO  ME  ONMAVTLIKA
€€olkovouNoN YPOUUWY KWOLKA. EVOELIKTIKO MapddeLypa n vloBEéTnon
Kat xpnotpomnoinan tng amnd tnv NASA.
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3.
ApYLTEKTOVIKA Kal Siaypappata

3.1 APXLTEKTOVLIKN

Mo YEVIKA OPXLTEKTOVIKH TOU OLUOTHAMUATOC MOGC PO{VETOL MOPAKATW :

soekris net5501

sensor

‘Exouvue évav vrmoAoyLotr (soekris), To modem kot Tov atodnthpa o€ eninedo
LDALKOD, KOl TO AELTOLPYLIKO cOOTNUA PE TNV BAon 6edopévwy Kal TNV £Qapuoyn
07O napandvw emninedo Aoyloutko0.
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OL peTpnoelg mouv nailpvel 0 aloONTAPAC Kol Hag evdlagEpouy elvat :

Bepuokpaoia

vypaoia

oLVOALKH NAlaKr akTwoBoAia (TSR)
evepyr PWTOOoLVOETIKA akTvoBoAla (PAR)

Mo OLYKEKPLPEVA Kol Alyo TLO AVOALTLKY :

save
load
PYTHON
A
send /
receive
cooperation
v 0
modem sensor (basestation)
radio
communication
sensor
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AnAadn €vac aloBnTrpPaC OTEAVEL TIC HETPAOELG 0TOV OTABUS BAong. AvTdg
HEOW €pyaAeiwv Tov Tapéxel to TinyOS @épvel Ta dedopéva O0TOV LTIOAOYLOTN
(soekris), avta amobnkevovtal otnv Bdon 6edopévwy Kol amd ekel Kol MEPA n
epapuoyr (python) avoAauBdvel 6Aa Ta vmndAouna, OnMwWG mapoAAafr Twv
METPNOEWVY, BLAPopeC eme€epyaoniec Kal emKolvwvia pe To modem.

H 6opn tTng Bdong dedouévwy, N aAALWG To oxAua (schema) pag eivat To

akOAovbo :

nodeid result_time temp | TSR

PAR

humidity

counter

orov :

* nodeid T0 avayvwploTikd Tov alobnTrhipa
* result_time n xpovkn otiyur], Tnv onoila yivetal N anobrikevon Twv
METPAOEWY TNG CLUYKEKPLUEVNG EYYPAPNAG.

« temp n pétpnon tTng Bepuokpaciog

TSR n pétpnaon T™NG oLVOALKAC NALAKAC aKTIWOROAlaC
 PAR n pg€tpnon tTngG eveEPYNG QWTOOLVOETIKAC aKTVOROAlOG

« humidity n uétpnon tng vypaciog
e counter o PeTPNTAC TOL UNVOUATOC

Qc nmpwTeLdWVYV KAeldl €xovpe opiloel to result_time. OAeg oL WBLOTNTEG TWVY

nediwv Tov oxrjuaTtoc lvat :

FIELD TYPE NULL
nodeid int no
result_time timestamp  no
temp float yes
TSR double yes
PAR double yes
humidity float yes
counter int yes

KEY

PRI

DEFAULT
0

0

null

null

null

null

null
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3.2 Awypduuota Kol gevapLa

To o0OTNUA Po¢ akoAovBel KAMoOLo OevApPLlOo EKTEAEONG, KATE TNV emBuuia
TOU XPAOTN KOl Yla KATIOLQ OULYKEKPLUEVN AELTOLPYLIKOTNTA TIOL TIPETEL VA
mopEXETaL. Ta oevapla ektéAeong eival tpila, Ba Ta MEPLYPAYOLE CUVOTITIKA Kal
Ba mopabéoovue yla TO KaBéva €va (pevdd) dldypaupa dpaoctTneEldTNTUC OTA
npétuna Twv UML activity diagrams. To gevdplo kaBopiletal Katd TNV €KKivnon
™NG €QapuoyrC aAAd pmopel va aAAGEEL SuvOULKA amAd PE TNV AMOOTOAN €vOC
SMS MOV TEPLEXEL TNV KATAAANAN EVTOAR.

2ENAPIO A

To nMpwTo oevapLlo ldotmolel Tov XPrioTn HE SMS €QOCOV KATOLA TR €vOG
XOPOKTNPELOTIKOL Eemepdosel o T Katw@Aiov. AnAadry TO 0OLOTNUQ
apylkomotei{tat pe pwa Alota omov vmdpyovv Tevydpla XAPAKTNPLOTIKWY Kal
avTioTOLXWY TWHWY KaTWEA{ov (n Twh 0 kabopilet To va pn AdBouvue vmdywv
KATIOLO OLYKEKPLUEVO XaPAKTNPELOTIKO). Omndéte Tto cloTnUa amAd dtaBdalel TG
TIMEG and TNV Bdon 6edopévwy Kal OOV MapPATNPHOEL KATOLX avWHaAlX, EEKLVA
0 MUNXOVIOUOG evnuépwong Ttou xprotn. EmmAéov, eA€éyxetoal n TLuXOV ARyn
Kamowov sms-00nylag, kat emne€epydletal KATAAANAQ yla TuxOv OAAQyr TOU
oevaplov (gk. 3.1).

2ENAPIO B

2e autd TO Oevdplo oL PETPAOELC amoBnkebovTal Kavovikd otnv PBdon
dedopévwy (katL TO omoio yivetar oe OAa TA Ogvdpla Kol PAALOTA
(pevdo)napdAAnAa). To kKLPlwWG MPAYPAUMA OUWCG aTAG TIEPLHEVEL var AABEL KATIOLO
sms, To onoi{o MBavwe Ba aAAGEEL KoL To gevapLo Asttovpylag (elk. 3.2).
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ZENAPIO I

210 0gvdpLo avTd To cLOTNUA adpavormole{Tal yla KATOLo XPOovikd dldoTnua
KOl EVNUEPWVEL TOV XPriOTN OTEAVOVTAG TOL SMS PETA TO MEPAG TOL BLACTAUATOC.
O xpbvoc avtdc vmoAoyiletatl dlvovtac pla HEAAOVTLKA nuUEPOoNnvia émov BEAOLUE
va evnUEPWOOlUE. ZTO TEAOC TOL oevaplov avTtol TO CUOTNUA EMAVEPYETAL OTO
gevaplo B (ek. 3.3).

ZENAPIO A

ESW €yovue va KAvoupe he pLla apaAAayr tov oevapiov I'. O xpRotng opilel
ML HEAAOVTLKA XPOVLKHA OTLyun €ldomolnong Kal pio otafepd emavdAnyng, WoTe
va eldomote{tal mepLodikd dnwc embuuel (o€ emavaAapuBavOueva oTABEPA XPOVIKA
dlaotApaTa)(elk. 3.4).
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Fetch database
data

critical
data

normal data

Send sms

Check /
Sleep receive sms
no incoming sms sms Wlt_h
Instruction
Analyze
no operational instructions

change or a
mistake

operational change

Another scenario

€lK. 3.1
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Check /
receive sms

no incoming sms
sms with
instructions
Sleep

L Analyze
instructions

no operational
change or a
mistake

operational change

Another scenario

K. 3.2
22



®

Scenario B

€K. 3.3
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Sleep for the
remaining time

S |
f Send sms
es
Check / no incoming sms Y
receive sms \‘

no Check if we

| exceeded

sms with loop time

instructions
Analyze ’/‘
instructions

no operational
change or a
mistake

operational change

Another scenario

€K. 3.4
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4.

EyKataotaon AELTOLPYLKOD
ZUOTAMATOC

4.1 Ewooywylka

H eykatdotoaon TOu AELTOUVPYLKOD OLOTAMATOC Ba yivel péow OlkTOOUL, R
OAAWG MEOW €véc PXE (Preboot Execution Environment) server. AnAadri 6a
OTNOOLUE Eva pnxdvnua-server mov Ba avaAdBeL va KAVEL TNV £yKOTACOTOON HECW
ditktoov (LAN) oe €va unxdvnuoa-client, to Soekris net5501. AkoAov6olv
Aentouepeic 0dnylec yia 1o nwg Ba yivel n dieknepaiwon AW TwY MoPATAVW.

4.2 NemToOUEPNC avAAvaon

ES6W napaBétovpe Ta BpaTa TNG eykatdotaons. O PXE server pag “tpéxel”
AELTOLPYLKO cboTtnua Ubuntu 9.04. Ta makéta mov Ba xpelaoTolue elval Ta €EAC :
inetutils-inetd, tftp-hpa kat dhcp3-server.

Avolyovpue pla kovodAa (terminal) Kot ywoOUoOoTE LEPYPNOTEG, KABWC amd €dwW
Kal mMéEpa OAEG Ol €VTOAEG Ba yivovtal amd Tov root Aoyoaplaoud Hoag. Av dev
E€Xoupe dnulovpyrioet éva root login, ypdeouue :

sudo passwd root

Kat B&Covpe tov KWdLKS Tou root. Enelta cuvdedpaoTte WG root :
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su

KAvouue €yKATAOTAON TWYV amapaltnTwyv MOKETWY Yyl TO OTriolwo €vog PXE
server e TNV €VTOAN

apt—-get install inetutils—-inetd tftpd-hpa dhcp3-server

Enelta Ba Tpomonotrjoovue to apyeio tftpd-hpa wote va apyioel Tov daemon Tov
(K&TL To omolo dev yiveTal by default)

gedit etc/default/tftp-hpa

ekel Ba dolpE oTL TO apxelo MEPLEXEL TLG AKOAOLOEG YPAUMEG :

#Defaults for tftpd-hpa
RUN_DAEMON="no"
OPTIONS="-I -s /var/lib/tftpboot"

oAA&Covpue TO “no” YE “yes” Kal KAVOLUE save. MeTd KAvouue emavvekivnon To

script avTté yla va onKWOOLPE TOV daemon PE TNV EVTOAN :

/etc/default/tftpd-hpa restart

Twpa 6a pvBuicovpe To DHCP. Av 6gv €xovue puBuioel To network interface pag
(m.x.To eth0) Ba to Kavovue Twpa. Avolyovpue To apxeio /etc/network/interfaces

gedit /etc/network/interfaces

Kall IPOOOETOVE TIG TIOAPUKATW YPOUMMUEG KWOLKA :

auto ethO

iface ethO inet static

address 192.168.0.0

netmask 255.255.255.0 26



K&voupue save kol avolyovpe to etc/default/dhcp3-server

gedit /etc/default/dhcp3-server

KOl OLYOLPELOUAOTE OTL AéEL :

INTERFACES="eth0"

énelta avoiyovpue to etc/dhcp3/dhcpd.conf

gedit /etc/dhcp3/dhcpd.conf

Kall TOU TPOCTOETOLUE (0TO TEAOG) :

subnet 192.168.2.0 netmask 255.255.255.0 {
option domain-name-servers 208.67.222.222;
option routers 192.168.2.1;
range 192.168.2.50 192.168.2.200;
filename "pxelinux.0";

}

Metd emavvektvoOue Tov DHCP server pag Je tnv €VTOAN

/etc/init.d/dhcp3-server restart

o DHCP server sivat étowuocg! Twpa oto apyeio /etc/inetd.conf Ba mpémel va
LUTIAPXEL N MOPOKATW YPAUUA :

tftp dgram udp wait root /usr/sbin/in.tftpd

/usr/sbin/in.tftpd -s /var/lib/tftpboot

oL oNMA{VEL OTL E{HOOTE EVTAEEL KAl UMOPOUVE VA KAVOUUE EYKATAOTOON KATOLOC
dlavounc amnd kamowo amnobetrplo oto internet avtiypdeovtagc to netboot apyeio
TNn¢ dlavoung ato /var/lib/tftpboot.
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EykaBiotoOpe To Mpdypapuo minicom:

apt—-get install minicom

Kabw¢ Ba ocuvvdbéoovpe TO soekris pe €va KaAwdlo USB-to-serial-converter oto
HNxé&vnua pe tov PXE server, kat Ba BAénovue tTnv €€066 TOL 0TO Minicom. Aol
pvBuioovhe TO mMinicom va “akolel” oTnv BO0pa TOU TO AELTOLPYLKO MOGC
avayvwploe to soekris (m.x. /dev/ttyUSBO, mouv eivat kat n default 80pa Tou
minicom), pvBuiCovue emniong to baud rate ota 19200 8N1, to omoio eivat To
default Tov soekris. Twpa Ba xpeltaoTel va TPOTIOMOLAOOVUE KATIOLEG MAPAUETPOUS
TOUL netboot, WOTE va BOLALYEL ue TNV OELplakr KovadAa (minicom). Avolyovue to
apxelo /var/lib/tftpboot/debian-installer/i386/boot-screens/txt.cfg Ko
OULUMANPWVOULUE OTL XPeLlaoTel WOTE va €XOVUE TEALKA:

default install
label install

menu label “Install

menu default

kernel debian-installer/i386/1linux

append vga=normal initrd=debian-installer/i386/initrd.gz --
console=ttyUSB0O, 19200 earlyprint=serial, ttyUSB0O, 19200

oémouv avTtikablotovue to ttyUSBO pe ttyUSBx avdaAoya mwg €xEL avayvwploTel To
soekris péow tou KaAwdlov USB-to-serial-converter.

Eniong oTo /var/lib/tftpboot/debian-installer/i386/boot-screens/syslinux.cfg
@POovTICOVUE VA €YXOLUE:

# D-I1 config version 1.0

CONSOLE 0

SERIAL 0 192000

include debian-installer/i386/boot-screens/menu.cfg
default debian-installer/i386/boot-screens/vesamenu.c32
prompt O

timeout 0

Kat e{paote €toluol!!

Zuvdéovue to soekris (tnv B0pa LANO) oto d{ktud pag e KATOLO KAAWSLO
ftp. To ouvdéovue pe TNV TPOoPodooia Katl BAEmovue TNV €€060 Pag oTto minicom.
Onw¢g pag mpotpénel n (6o n KovodAa, nataue Ctrl + P kat dlvoupe boot fO0,
MPOTPEMOVTAC TO soekris va boot-dpel and to d{(KTLO. ZTN CUVEXELX, KAVOULUE HLa
@LOLOAOYLKA eykatdotaon Ttouv Debian, tnv omola ylwa Adyoug ywpou dev Oa
TMPOLOLACOLE EO0W.
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4.3 TMpooBAKNn anapaltnTwy EPYAAElWV

Twpa nmAéov émote avolyovue To soekris Ba Eekwvdaue oe Debian meplBdAAov
KovooAac (avtd mov Ba BAEMOLUE OTO Minicom). Oa TPEMEL VA EYKATOOTHOOVUE
Kamola emunmAéov epyaAeia, 6nwg TinyOS, Mysql, Java K.a., kaBw¢ To amnattel n
gpapuoyn poG. Na onuelwoovue 6Tl “pmai{voupe” POog TO MaPdvY GTO COOTNUA WG
root xpNoteg. AvaAvTikOTEPQ:

4.3.1 TinyOS

‘Exouvpe to MAEOVEKTNUA va LTIAPYXEL £€TOLO TOo TinyOS ota amnmobstApLa Tov
Debian. Ondte npoocOéTovue oto /etc/apt/sources.list agpol to avoi§ovue:

nano /etc/apt/sources.list

T MAPOKATW “amobeTrhpLa”:

deb http://ftp.se.debian.org/debian Ilenny main contrib non-free
deb http://tinyos.stanford.edu/tinyos/dists/ubuntu feisty main

EMELTA:

apt—get update
apt-get install tinyos-2.0.2

TO onoi{o eyKaBLoTATA MAPAKEATW MOKETA:

avr-binutils-tinyos, avr-gcc-tinyos, avr-libc-tinyos, avr-optional-tinyos,
avr-tinyos, avr-tinyos-base, avrdude-tinyos, deputy-tinyos, graphviz, gsfonts-x11,
java-common, libgraphviz4, libnss-mdns, msp430-binutils-tinyos,
msp430-gcc-tinyos, msp430-libc-tinyos, msp430-optional-tinyos, msp430-tinyos,
msp430-tinyos-base, nesc, odbcinstldebianl, python-serial, sun-java5-bin,
sun-java5-demo, sun-java5-jdk, sun-javab-jre, tinyos-2.0.2, tinyos-base,
tinyos-required-all, tinyos-required-avr, tinyos-required-msp430, tinyos-tools,

ttf-liberation, unixodbc
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Kalt To TinyOS mnAéov BplokeTal EYKOATECTNUEVO OTO OOOTNUA MOG. Agv pEVEL TP
va npooBEoovue pLa ypaupi ota apyeia .bashrc kat /etc/profile:

nano /etc/profile

nano /home/user/.bashrc

0To TéAoC and Ta mapandvw apxeia MPOoOETOVUE:
source /opt/tinyos-2.0.2/tinyos.sh

TO omolo ovolaoTikd eival éva bash script mov kdvel export K&moleg HeETABANTEC
nepBAAAovTOC oL elval amapaitnTteg ywa TNV 0pOrQ Asttovpyia Touv TinyOS.
B&Clovtdc to ota napandvw apyela k&Be shell mov Eekvdel Ba “BAENEL” AUTEC TIC
METABANTEG KaL Bev Ba pag amaoxoAnosl pe “not found” pnvopata.

Oa enavéABouvue oto TinyOS oto ke@aAalo 4.3.4, KaBWG KAvaue anmAd Tnv
eykatdotaor Tou Kal dev To pvbuicape Wote va Asttovpyel anpdokomnTa.

4.3.2 Java

Edv pl€ovpe pa patid ota MakéETa mov eykataotddOnkav pall ue to TinyOS,
Ba 6o0pe 6Tl ouuneplAapBaveTal Kat n 5n €kdoon TG java. Oa nepipeve Kaveig
0Tl e{paoTe evtdEel, aAAd TMPOC KaAKA POG TOXN OTNV mopsia dLAMOTWVYOLHE OTL
EYOUVUE va avTlheTwrioovue €va bug. AnAadr, o6tav (6nmwc Oa OSoOpe oTNV
OLVEXELN) PULUBU{OOLPE TO OOOTNUO MOGC YW va AELTOLPYACEL QAMPOCKOMTA, N
ovvepyaoia java - TinyOS amAd ©Oev eivatr duvath. H Avon Bploketat otnv

EYKOTAOTOON TNG 6NC €KdoOoNG TNG java, mov amnodelytnke Acttovpylkr. Omndte
dlvoupe:

apt—-get install sun-java6-jdk

Kal oD TEAELWWOEL N EYKATACTAON

update—-alternatives —-config java
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Kal ue Baon TIc odnyiec mov Ba doOpe oTNV KOVOOAX KaBLOTOUUE Evepyr TNV 6N
€kdoaon NG java évavttl TNG 5nC. AvdAoya PATTOLHE Kal yla Tov compiler (javac):

update—-alternatives —-config javac

TEAOCG, eykaBLoTtoOue Kal To nmakéto libmysql-java, wote va cuvepyaotel n Bdon
dedouévwY Hag PE TNV java.

apt—-get install libmysqgl-java

4.3.3 MySQL
Oa eyKATAOTACOLUE To MaKETO mysql-server:

apt—-get install mysgl-server

Katd tnv OuWdpkela tTnG eykatdotaonc Oa pog ¢ntnbel va OWOOLUE Eva
ouvBNUATLKS Yyl Tov root user TNG mysql. AQol €YXOVUE EYKATAOTACEL TOV mysql-
server, Ba mpénel va dnuLovPyACOLUE pla Bdon 6ebopévwy Kol KATOLoV XpAoTN UE
dlkalwpuata npéoBacng os avtr. Mnaivouue wg root atnv mysql:

mysgl —-u root

Kal ool BAAoOLUE TOV root KwWdLkS dlvoupe:
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CREATE DATABASE my_db;
USE my_db;

GRANT USAGE ON * . * TO user@localhost IDENTIFIED BY
'12345°";

GRANT ALL PRIVILEGES ON my_db.* TO soekris@localhost;

ME TLC MAPATAVW EVTOAEC QTIAEQME pla Bdon dedopevwy pe dvopa my db kat
évav YpNoTn user upe TAAPN OkKowwpoata mdvw o€  auth. Emetta  Ba
“Hop@ototjoovpe” TNV Bdon pag Kat 6a TNG L0AYOLPE Ta KATAAANAQ nedla émov
Ba anoBnkedovTaL Ol LETPAOELG MAG :

CREATE TABLE sensor (
result_time TIMESTAMP NOT NULL PRIMARY KEY,
temp DOUBLE,
tsr DOUBLE,
par DOUBLE,
humidity DOUBLE,
nodeid INTEGER,
counter INTEGER
) ENGINE = MYISAM ;

Kal n Baon dedouévwy pag MAEov lval €TolUn va eKETEAEDEL TA KABKOVTA TNC!

4.3.4 Aldgpopa

Oa XPELOOTOOUE VO EYKATOOTHOOVUE TO MAKETO Make, KaBWG xpeldleTal yLa
va Kdvovue compile o€ TinyOS €@oplOYEG:
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apt—-get install make

Eniong, 6a xpelraotolue to nMakéTo-gpyaAeio sudo, yla va pnopel o xpriotng (mov
Tov oploaue otnv eykatdotacon tov Debian) va ekteAel WG root KAMOLEG EVTOAEG:

apt—-get install sudo

Oa npEnel va opioovue o oldv xpnotn Oa dwoovpe dikalwuata sudo:

nano /etc/sudoers

KOl IPOCOOETOVE:
our_user ALL=(ALL) ALL

Omov our_user To VoA TOL XPHROTN oL OEAOULE.

4.4 TeAKEC pubuioelc

Oa MPOooBECOLUE TIC TEAELTAEC “TLVEALEC” WOTE va QEPOVUE TO clOTNUA
otnv embouuntr Katdotaon.

Avolyoupe to apyxelo tinyos.sh:

nano /opt/tinyos-2.0.2/tinyos.sh
Kal PpooB€Tovue (aLTA oL PaivovTal PUE KOKKLVO):
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echo "Setting up for TinyOS 2.0.2"
export TOSROOT=

export TOSDIR=

export MAKERULES=

TOSROOT="/opt/tinyos-2.0.2"

TOSDIR="$TOSROOT/tos"
CLASSPATH=$CLASSPATH:$TOSROOT/support/sdk/java
CLASSPATH=$CLASSPATH:/usr/share/java/mysql-5.1.6.jar
CLASSPATH=$CLASSPATH:/opt/tinyos-2.0.2/apps/Sensing/
MAKERULES="$TOSROOT/support/make/Makerules"

export TOSROOT
export TOSDIR
export CLASSPATH
export MAKERULES

Etol, 6nwcg eldape kKot mponyouvuévwG oOTto KepdAawo 4.3.1, kdBe shell mov
avolyovue Ba EEpeEL aKPLBWC TOL LTIAPXOLY KATIOLEC OLYKEKPLUEVEG TAPAUETPOL-
METABANTEC TOL ovoTAMATOC. Enelta:

cd /opt/tinyos—-2.0.2/support/sdk/java

make

Kol META:

tos—install-jni

Kat TEAOG!! TAEov €xoupe €va TMAAPEC AELTOLPYLKO soekris, pe OAa Ta epyaAsia
oL XPELOCOUOOTE EYKATECOTNUEVA KOL PUOPLOMEVO WOTE Vva TPEEOLY TIC
EQPAPHOYEG HOG.
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5.
NMPOrPAMMATIZMOZz AIZOHTHPQN

5.1 Eloaywyn

OL aloBnTtApeg elval cLOKELEC OV cuvdéovTal HEow USB pe Tov umtoAoyLoTH.
Ta mpoypdupaTta mov TEEXoLuv o auTd elvat TinyOS €QaPUOYEC YPOUUEVEG OEF
YAwooa NesC. YNAPYOouUv QPKETEC TETOLEC EQAPMOYEC-TIPOYPAUUATH ETOLUA TIPOG
xpnon otnv nAat@edéppa tov TinyOS. Epelc @TIGEQuE pLa TETOLA EQAPUOYH TIOL VO
TaLPLAleLl OTA XOPAKTNPLOTIKA TNG £pyaciag, dnAadi va petpdel Bepuokpaocia,
vypaoia, ouvvoAlkp nAwakr akTwoBoAla (TSR) Kal €vepyl @GWTOCLVOETLKA
okTwoBoAla (PAR). To “UALKG” €xeL TIC MPOBLAYPAPEG VA UETPAEL TIC TLMEG TWV
mopPandvw  XAPAKTNELWOTIKWY. Autd mou  amopével  €lval 0  OwoTog
MPOYPAUMATLONOC 0 NesC TwWv OLOTATIKWY-components WOTE va emTevyOel n
AELTOLPYLKOTNTA TTOL BEAOLLIE.

H apyttektoviky tou TinyOS elvat ocuvvontikd n €ENG: OL €@apUOYEC
METayAwTi{Covtal Kot mapdyovv €va povadlkd binary image mouv €xeL Tov TMAAPN
EAEYXO TOL LALKOU (hardware) Tov awcOntApa. Etol évag atocOntApag TpéXEL €va
Kal povadlkd Tétolo image kdABe @opd. Mwa e@appoyn ypaupévn oe NesC
anoteAeltal and €va f neploagdtepa components. Avtd kaBopilouv 600 TG, TNV
nmpodlaypaer Toug n omola MEPLEXEL Ta oOvOPATA TwY interfaces kat Tnv vAonoinon
TouG. Eva component 6nAadn npodlaypdeel (mapéxel) kat xpnotpomnolel interfaces.
Ta interfaces mouv moapéxovTtal QVATAPLOTOOY TNV AELTOLPYLKOTNTA TOL TO
component MapEéYEL 0TOV XPAOTN ME BAon TIC mpodlaypa®eéc. Me AAAa Adyla Ta
xpnolgomnoloveva interfaces avamaplotodv TNV AELTOLPYLKOTNTA TIOU TO
component xpeldleTal yla va MPAYMATOMOLACEL TOV oKomd Tou HEoa amd TN
vAormoinaon Tov.

Ta interfaces €xouv dunA onuacia. Mpodlaypdeouvv €va cOVOAO EVTOAWVY Kal
éva. o0VOAO yeyovOoTwvy Ta omoia eivalt ouvapTACEL TMPOG LAomoinon. MNa va
KaAéoel éva component TIC €VTOAEC €voC interface, mpémel va LAOTMOLACEL TIC
OLUVAPTACELG XELPLOPOD TwY YEYovdTwWY Tou interface.
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Yndpyxovv ©6vo TOMot components otnv NesC: Ta modules kat Ta
configurations. Ta modules mapéyxovv TNV vLAomolnon €vOC 1 MEPLOCOTEPWY
interfaces. Ta configurations xpnotuomnolodvTal yla va evwoouvvy dAAa components
noli, evwvovtag interfaces mov xpnotlyomnolobvtal andé components pe interfaces
mov napExovtal and dAAovG. K&be epapuoynri NesC neprypdoetal and éva top-level
configuration mou “6ével” (wires) Ta e0WTEPLKE components.

5.2 H epapuoyr Basestation

H €papuoyri Basestation €pxetat €towun pall ge TNV €YKOATAOTOON TOUL
TinyOS. Asttovpyel oav yépupa HETAEL TNG OELplakiG Bupac USB kat touv padlo-
dilktOov. To padlo-6ikTuo (radio network) eivat ovolaoTikd 0 TPOMOC MKOWVWVIAG
TWY aodBNTAPWY, KATL TO omolo €lval eyyevéG XapaKTNPELOTIKO Toug. H epapuoyn
Basestation avaAauBdvel va mpowBel i va déxetal makéta age/and avtd To dikTLO
oc ouvvepyaoia HE TNV oEplakn B0pa. MpakTikd avutd onuaivel OTL €vag
LDTMOAOYLOTAC ME ouvdedepévo aoBnThpa (o kamowa BOpa USB) mov Tpéxel avtn
TV e€gapuoy €xeL mApn mnpdéoBacn o Kot oAANAenidpaon He OlkTLA
agbnTApwWV.

XpnolwgomowoVue TNV €@apuoyry Basestation ywa va AopBdvovue TG
METPAOELC and alocONTAPEC TOL TPEXOLY TNV €@appoyrn Sensing, 6nMwc Ba dolue
MTUPAKATW.

5.3 H gpappoyn Sensing

H epapuoyn Sensing eival pua epapuoyni TinyOS/NesC nov avaAapBAavel tnv
TMAPAKOAOVONON KoL KOTOypa®r TWV YOPAKTNPELOTIKWY TOU MHOGC €VvOLAPEPOULV.
XPNOLHOTOLWVTAC TOUG E0WTEPLKOUC ULKpOoalaONTAPEC Tov alagdnthpa Tmote Sky,
QMOTUTIWVEL TNV TpEYovaa Beppokpacia, vypaoia K.T.A., KoL OTEAVEL TIG HETPHOELG
0To padlo-6(kTvo WoTe va nopaAnedovv and tov otabud Bdong (tov KOPPBO TOL
“Tpéxel” TNV €@apuoyn Basestation) yia emne€epyacia. A¢ do0UE CLVOTTIKA TNV
AOYLKH KOl KATOL) KOUMATLA KWALKA TNG £QAPUOYNG:

H epappoyn anoteAel{tal and téooepa apyela:
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» SensingC.nc

» SensingAppC.nc
» Sensing.h

> Makefile

To Sensing.h glvat n “BBAL0OAKN" TNG €@apuoynG. ANAWVEL TIC OTaBepEC
Kall TOuG TUmovg dedouEévWY TNG:

#ifndef SENSING_H
#define SENSING_H

enum {

AM_SENSINGMSG = 6,
TIMER_PERIOD_MILLI = 2500
I

typedef nx_struct SensingMsg {
nx_uintl6_t nodeid;
nx_uintl6_t par;

nx_uintl6_t tsr;

nx_uintl6_t temp;

nx_uintl6_t hum;

nx_uintl6_t counter;

} SensingMsg;

#endif

ZLVOTTIKA BAEMOLVUE O TOMOC ToL TMakETOUV AM elval 6 (AM_SENSINGMSG) kat
0 XpOvoG mov PECOANBE( HETAED TWY AMOCTOAWY MAKETWY £lvat 2500 milliseconds
(TIMER _PERIOD_MILLI). Eniong n doun tou nakétou givat €EL otolxela tomov intl6
IOV TO KaBEva e{val Kol KATIOLO XAPAKTNPLOTIKO TIOU MG EVOLAQEPEL.

To SensingC.nc mapéxel TNV Aoylkl vAomoinong Touv MPOYPAUMATOC (T
modules kat tnv vAomnoinaor tToug):

uses interface Timer<TMilli> as TimerO;
uses interface Packet;

uses interface AMPacket;

uses interface AMSend,;

uses interface Read<uintl6 _t> as ReadPAR;
uses interface Read<uintl6_t> as ReadTSR;

dnAadn opifovue ma interfaces Ba YpPNOLWOMOLACOLUE (Yl XELPLOPO
MOKETWY, YLO XPOVOTIPOYPAUMATLONG, Yo LETPNON XOPAKTNPLOTIKWY K.a.). Enelta
aKoAouvBel n vAomoinon:
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implementation {

OOV TIPOYPAUMATLOTIKE TAE0V LAOTIOLOOME OLVAPTAOELC TIOL TLPODOTOLY
vyeyovota 1 mupodotolvtal amd auvTd, KOl HOC TOEEXOLY TNV ATOLTOOPEVN
AettovpykéTnTa (BA. KepdAaio 11).

To SensingAppC.nc mapéxel to amnopaitnTo “6€é0uo” (wiring) PMETAED TWV
components TNG epapuUoyYAC Kol Twv interfaces (elval dnAadr to configuration Tng
EQAPHOYNG):

#include <Timer.h>
#include "Sensing.h"

configuration SensingAppC {

}

implementation {
components MainC;
components LedsC;
components SensingC as App;
components new TimerMilliC() as TimerO;
components ActiveMessageC;
components new HamamatsuS1087ParC() as PAR;
components new HamamatsuS10871TsrC() as TSR;
components new SensirionSht11C() as SensorSht;
components new AMSenderC(AM_SENSINGMSG);
components new AMReceiverC(AM_SENSINGMSG);

App.Boot -> MainC;

App.Leds -> LedsC;

App.Timer0 -> Timer0;

App.ReadPAR -> PAR;

App.ReadTSR -> TSR;
App.ReadTemperature -> SensorSht.Temperature;
App.ReadHumidity -> SensorSht.Humidity;
App.Packet -> AMSenderC;

App.AMPacket -> AMSenderC;
App.AMSend -> AMSenderC;
App.AMControl -> ActiveMessageC,;
App.Receive -> AMReceiverC;

Yndpyovv ©O6nAadp ol ONAWOCEL Twv components mou YpPnotdomolel n
epapuoyr Kat Ta omola mapéyouvv Ta interfaces mov emA&xbnkav ato SensingC.nc.
Eniong yivetat To wiring Twv interfaces ota components mov ta mMapExouv.
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TéAoc To Makefile elvat éva apyxelo yia va peTayAwTiotel owoTtd n
epapuoyr HE To epyaAelo make.

5.4 EykatdoTtoon

H eykatdotaon Twv epapuoywv Basestation kat Sensing pmopel va yivel oe
OTIOLOVOATOTE LMOAOYLOTH TIOUV €XEL CWOTA eyKATEOTNUEVO TO TEPLRBAAAOV TinyOS.

Aol tomoBetrioovue Tovg aabnTAPEC Tmote Sky oe k&moleg USB B0UpeC Kal
BPOUME TIOL AVTLOTOLXOUY OQLTEC Ol OLUOKELEC Oe eminedo Acttovpylkol (di{vovtag
v €vtoAn 'motelist' 4 TNV KaBapd unix-oedry 'dmesg | tail'), pnaivoupue
dladoxlkd oTtoug PakEAOLC oL BploKovTal oL EQAPUOYEG, TIC HETAYAWTICOLME KoL
TIC €YKOOLOTOOUE OTOUG aLoBNTHPEG. MNa mapddetypa:

Ba&Cloupe 1o mpwto Tmote Sky o€ pla B0pa. Alvovue o€ Eva TEPUATLKO:

motelist
BAénovpue w¢ €€odo:

Reference CommPort Description

UCC89MXV ~ /dev/ttyUSB1 Telos (Rev B 2004-09-27)

Apa Eépovpe 6Tl TO Tmote Sky poc  €xel  avayvwploTtel  wg
/dev/ttyUSB1.EvS0KkveLTaL va aAAGEOLIE T permissions TNG CLOKEVAG:

sudo chmod 666 /dev/ttyUSB1
Mnyaivoupe oTov PAKEAO TNG EQAPUOYHG TIOL HOG EVOLAPEPEL:
cd /opt/tinyos-2.0.2/apps/BaseStation

Kat 6{vOouuE:

make telosb reinstall, 1 bsl,/dev/ttyUSB1

H mopamdvw €vtoAn petayAwTilel TNV €Qappoyry Basestation kat tnv
eykaBLotd otnv ovokevrn /dev/ttyUSB1l mpoodibovtdc TnC Kal TNV ovopaoia
“kOuBoc 1” (reinstall 1), éva avayvwploTikd kKoOpBouv dnAadr ywa Adyoug
dlakplong.
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Tnv Gla akplBw¢ dladlkaoia akoOAOLVBOVUE yla VO EYKATAOTACOUUE TNV
epapuoyr Sensing oe kdmnoto dAAo Tmote Sky.

Mpémnel va Tovioovpe To YEYOVOG OTL avTh n dadlakaoia apkel va ylvel pa
@opd&, KABWC UETAE TO EMTLXEC MEPAC TNG 0 KABE aloBNTrAPAC £XEL EYKATAOTNUEVN
TNV avdAoyn pappoyn “yia ndvta”, n onola tiBetal oe Acttovpyla KABE Popd oL
TMAPEXOLPE pedPa oTov alodntripa, €lte péow USB B0pac el(te HEOW PMATAPLWV.
MmopoOUeE @QUOLKE va  KAVOLPE €YKOTAOTOON OTMOLACdATMOTE E€QAPMOYNAG
“oBrivovtac” TNV MaAld.
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6.
NMPOrPAMMATIZMOz MODEM

6.1 MNevik&

To modem pa¢ ouvvdéetat péow USB pe To Soekris net5501. O
TMPOYPAUMATIOMOC TOU €vamMOKELTAL OTNY OWOTH XPNOLWoTnoinon Twy KATAAANAWY
AT evtoAwv, Tov €ival oL KaT' €EoxAv apUOOLEC Yo va “MARoEL” KavelG oe oxedOV
6Aoug Toug Ttumoug modem. Ou AT evTOAEC, N AAALWG TO OOVOAO €VTOAWVY TOU
Hayes, €lvat pia aAAnAovyia and UKPEG KWOLKEG AEEELG oL omoleG ouvepydlovTal
ME TO modem WOTE va OAOKANPWOOLV AelTtovpyleC OnMwG KAAGCN, avauovh N
oAAQyN TIOPAUETPWY TNG oOvdeoNC.

2TnV MePMTWOoR MOC EMKOWWVOUUE PE TO modem HECW TNG YAWOOOG
python, kot ovykekpluéva pe tnv PBoribsia tov module python-serial, To omnoio
EVOLAOKWVEL TNV TPdoBacn o€ OelplakEC BOpeC. H opydvwaon Tou GuvdOAoL TOU
Kwdlka python €xet yivel oe modules, 6émov kK&Be €va amd avtd vAomolel Kot
Kamowa dlapopeTiky AettovpylkétnTa. [Mépa amd TtTnv Olevbétnon NG
AMUYNG/aMOOTOAAC SMS  €XOUPE €UMAOLTIOEL TNV  EQAPUOYR HME  EMUTAEOV
XOPOKTNPLOTIKE. TMoapaBEtovue avaAvTikd Ta modules Tng python mov
XPNOoLJomoLlobvTal yla TNV dladpaoTikOTNTA UE TO modem.

6.2 Sms python modules

AG d00uE SUWG avaALTIKA Ta modules TNG EQapuoYAG.
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gsmmodem.py

To ouykekpluEvo module ovolaoTikd elvat n vAomoinon G KAAong, n
omola mepLypdeel To modem pag. Xpnowdonolel to module serial, yu' avtd Kot n

mPWTN YPAUMA elvatl:

import serial

Apxikomoltel To modem To omolo n linux dtavoun Hag To BAEMEL WG
/dev/ttyUSBx (6nw¢ mnopatnpolue amd TOv KWOKA ovTtd MEPVIETAL WG
TMAPAPETPOG, N omola “avakaAvmtetal” e Kamolo installation script To onoio Ba
nopaBéoovue Kal Ba avaADCOLUE apyoTEPA) Kol Tov BETel baud rate (symbols or
pulses per second) 115200 kat timeout 1 6evtepdAenTto (dnAadry 1 devtepdAenTo
avauovr ywa avayvwon/ypayiuo). Eniong ekteAel pa npdén flush oe eicodo kat
€£000 Wote ot KGBe mepintwon va kKabBaploovv ta avtiotolya buffers and tvyxdév
dedbopéva:

def _init_ (self, dev):
self.ser = serial.Serial("%s" % dev, 115200, timeout=1)
self.ser.flushinput()
self.ser.flushOutput()

Mopéxel CLVOPTACELG YL ATIOOTOAN EVTOAWY 0TO modem, mapaAaBr amAwvy,
MOVWVY I BMAWY AMOTEAECOUETWY (OLOLAOTIKE TNV avTandkplon Tov modem Ka&Oe
AT €VTOANR):

receiveChar(), receiveSingleResult(), receiveDualResult(),
receivelLine(), sendCommand()

sendsms.py

BaoiCetal oto gsmmodem.py €€' ov Kot TO:

from gsmmodem import modem

YAomotel tTnv ovvdptnon sendSms omnoia oTéAvel 0To modem AT €VTOAEG
néow tng sendCommand() :

gsm = modem(dev)

command = 'ATZ'
gsm.sendCommand(command)
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AvaAUTIKA ot AT €VTOAEC TOL TIPETEL VO OTOAOVUY 0To modem yla va oTelAeL €va
sms :

ATZ : apyikomnoinon ue Baon nposmAeypéveg pvbuioeic(default settings)
AT+CMGF=1 : emAoyA poperc HUVANATOC (KE(EVO)

AT+CMGS="' + chr(34) + phone no + chr(34) : oteiAe To pdévnua oToOV
OLYKEKPLPEVO aplBud tnAepwvou (ta chr(34) elval o xapakthpag “ oe ascii oper)

chr(26) : el6lké¢ YapakTipaC TEPUATIONOD, substitude og ascii, kowwg Ctrl + z
KOl TEAOG OTAUATAUE TNV CELPLOKA HOC EMKOWVWVIA :

gsm.close()

recvsms.py

BaoiCetat oto gsmmodem.py aAAd swodyel Kot i BLBALoOnikn yla Tov
XELPLOUO strings :

from gsmmodem import modem
import string

OTEAVEL TIGC €ENC AT €VTOAEG yia TNV TapaAaBr SAwWY TWv PHLVNUATWY amd
TNV PVARN sim (péow t™n¢ sendCommand()) :

AT : apyikomnoinon Tov modem
AT+CMGF=1 : emAoyA popenc puvAuaToc (Keluevo)
AT+CMGL=\"ALL\" : pé€pe 6Aa Ta puvAuaTaA

Kol EMOTPEPEL pLa AloTa he duo aTolxela, TO MPWTO €K TWV onolwv eival To
TeAevTaio povnua mov NoPaARPOnKe Kal To 6€0TEPO TO id TOV HLVAPATOC OTNY
MVAMN sim. Z€ ep{nTtwon mov dev LTAPYEL SMS ETLOTPEPEL HLa KEVA AloTa.

delsms.py

43



Auvtd T0 module Baoi{Cetal 0To gsmmodem.py Kol OLOLAOTIKA dlaypdeel
and TNV PvAMN Sim To pAVLUA JE KATIOLO GLUYKEKPLUEVO id, TO omolo mMeEPVIETAL Tav
MoUPAUETPOC.

Ynie0Buvn AT €vToAr yla To oBACLUO sms €lval Nn:
AT+CMGD=x : 6mouv x To id ToL HLVANATOC.

O Adyoc yla tov omolo OBAVOUME TO PAVLHA amd TNV MVAMN YiveToLl Yl
A6youc owoTAG dlaxeiplong. Amd TO va VAOTIOLAOOVUE €vav EAEYKTIKO PHNXOQVIOUO
TOL VA KOLTAEL TNV MANPAOTNTA TNG UVAMNG SiM Kol va gBAVEL pnvouaTa HETA amd
KATOLO XPOVLKO dldoTnua, OBAVOLUE TO UAVLMA OKPLBWC META TNV TapaAafr Kot
ene€epyaoia Tov. ETOL YALTWVYOLUE KWOLKA, Xpdvo Kal Adon.

sms_format.py

Auvtd To module ovolaoTikd dnulovpyel To sms To omnoio Ba QTACEL OTOV
xpriotn. Aéxetal dvo mapapéTpous: TNV attributes kat tnv dictionary. H attributes
elval pla Alota mou TEPLEXEL TNV Ovopooia TOL YOPOKTNPELOTLKOU TOL HOG
evdLapEpel (m.y. Bepuokpaoia, epdoov £xeL mepdoel Kamolo 6pLo N T TNG) Kal N
dictionary eilvat éva Ae€lkd (built-in python type) to omoio meplEéxel OAa Ta
Cevydpla  XOAPOKTNPLOTIKWY-TIHWY. Metd amd KaTAAANAn enegepyoaoia,
dnulovpyelTal eva €VOVEAYVWOTO HOVNUA TIOL TIEPLEYEL TIOLEG TLMEG €xOuv TLXOV
Eemepdoel T 600EvTa dpla, KOBWC KoL TIC TPEXOLOEC TLUEGC OAWY TWv
XOPOKTNPLOTLKWV. OAa avTd ylvovtatl HEOW ne ouvdpTNONG
sms_report(attributes,dictionary).

ESW vAomoie(tal eniong n cuvdptnon sms_error() n omnoia emMOTPEPEL AMAL
€va urjvupa AdBoug oTtov XpNoTn o€ meP(MTwon mMov To cVoTNUa €Aafe amd Tov
¥xPriotn Ka&mowo prjvupa (EvtoArn) n omola ATOV CUVTOKTIKA AGBOC, MPOTPEMOVTAC
Tov va EavaoTelAel TNV €VTOAN 0AAE CWOTAE aLTAY TNV POPA.

"Received unknown instruction! Please refer to the manual and sent an sms
again".
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7.
KQAIKAZ EPAPMOTIHZz

6.1 Opydvwaon

O KWOLKAG TNG KOPLAC EQaPUOYAG TOL “TpEXEl” TO oLOTNUA pog elval KaTd
TO HEYOADTEPO TMOCOCTO YPAPUEVOC o€ python. Yndpyxouv kKd&mola bash scripts mov
EKTEAODVTAL KOTA TNV apylkomoinon TOL OULOTAPOTOC, KOBWC Kal pLa
Tponomnolnuévn €kdoon €vdC java MPOYPAUUOTOC TOL LTIEPXEL BN WG epyaA&io
Tou TinyOS.

2TNV MPAYHATIKOTNTA, N PON TNG EKTEAEONG TOL KWOLKA elval n €ENG: MeTd
TNV €YKATAOTOON TOUL AELTOUPYLKOD KoL OAWY TWVY OTOLTOUHEVWY €PYAAE(WY,
Tpéxovue TO apyxelo start.py. Avtd TO apxelo kKavel KATOLEC KATAAANAEC
O PXLKOTIOLNOELG 0TO 00OTNUA, OAANAETOPWYTAC KOL JE TOV XPHOTN. ZTNV TMopela
KaAwvtol Kdmnowa bash scripts ywa va mdpouvpe Kat va €MEEEPYACTOOPE TNV
“€{0060” amd TOV XPAOTN. XTO TEAOC Kal €pdoov OAa elval €TOlHa yla va
“tp€Eouv”, To start.py 6ivelL TNV OKLVTAAN o€ duo GAAQ TpoypAupaTa, Ta onola
TpéYoLY TauTtdxpova, To Myreader.java kKat To main.py. To Myreader.java dlaBAleL
T 6edopéva amnd Tov otabud Bdong, Ta Tpomomnolel avaAdywe Kal Ta amobnKevEeL
otnv Bdon dedopévwy. To main.py kKdvel 6Aa ta vmndéAoina. Elval ovolaoTtikd to
Kuplwg MPAYPAPUA TTIOL TPEXEL OE ATEPUOVA BPOYXO KOL EAEYXEL TNV CLUTIEPLPOPA
TOU OLOTAMATOC.
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Python modules

MyReader.java
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OMoc o0 kwdlkag Pploketar péoa  otov  @AKEAO  /opt/tinyos-
2.0.2/apps/Sensing. Xtov @d&keAo python Bplokovtar 6Aa ta modules TNng
EPAPMOYNG, OPYAVWHEVD O PAKEAOLG, KOABWC Kal Ta start.py, main.py. AnAadn:

/opt/tinyos-2.0.2/apps/Sensing/python

start.py
main.py

/db

sql.py
backup.py

/misc
parser.py
scenario.py
scheduler.py

/scripts
get phone.sh
get report_time.sh
get threshold.sh
get_loop_time.sh
params.txt

/sms
delsms.py
gsmmodem.py
recvsms.py
sendsms.py
sms_format.py

Enlong otov @dkeho /opt/tinyos-2.0.2/support/sdk/java/net/tinyos/ tools
BplokeTal To apxeio MyReader.java, mou eival pla apaAiayrn tov MsgReader.java.

Oa €ENYAOOLUE CUVOTITIKA OTN CLVEYELX TL KAVEL K&Be apyelo-pdypapua
amd Ta nopandvw (EKTOC and To /sms Tov To £(0aUE OTO MPONYOUUEVO KEQAAQLO).
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6.2 MepLypaon

start.py

To start.py 6nwc¢ npoavagépape elvat n agetnpla tTng epappoynsg. H xpnon
python kat bash scripting pag yAttwvel and kKémo Kat xpévo, AUTOUATOMOLWVTAC
TNV oadikaoia nmpoepyaciog yia To TPEELWO TNG epapuoynG. Exel Eva mpwTtdyovo
YPa@KS interface mov BaoiCetatl atnv BLRAL0ONAKN curses tng python. K&vet import
T €€NC:

import os

from subprocess import Popen, PIPE
import curses.wrapper

from misc.parser import extract_date

Ta os kat subprocess modules eivat anapaitnTa yla tTnv cvvepyoaoia Tou
KWolka python pe €VTOAEC TOL AELTOLPYLKOU CUCTAMATOC (UMOPOLPE dnAadn va
TpEEovuE eVTOAEC shell péoa and Kwdlka python, kot va €xovpe anmdAvto EAeyyxo
NG KaTAoTtoong TOL aUTEC emeépouv). To curses.wrapper elval éva wrapper
module ywa TO curses, To omolo €(val LMEDOBUYVO Yyl TO OTOLXELWOEC YPAQPLKO
nePLBAAAOY, Kal elvol OXeEDOLAOUEVO WOTE VA AMOKPOTITEL TIC TUXOV QOULVETELEG /
AdBn mov npokOTMTOoLY amd TNV OxL KoL Téoo KaArn (documented) xprion Touv curses
module. Elodyovpe eniong kat pla ouvdptnon extract date andé €va module mov
YPAWAUE KoL Ba TTAPOVCLACOLE TTAPAKATW.

To start.py avaAauBdavel Ta €ENC:

> AANGCEL Ta permissions o€ QAKEAOLG Kal apyelo TOL CLUOTAMATOC, KABWC
auTé elval anapaitnTo yla TNV owaoth Asttovpyia tov TinyOS kat 6xL pévo.

> lMpotpémnel Tov XprRoTn va TomoBeTrioel 0TOo COOTNUA TO Modem Kal Tov
algbnTApa-otadud Bdong, Bplokel MOL AVTLOTOLXOUV Ol OLUOKEVEC QUTEC O€
eMnedo AELTOLPYLKOD CULOTAMATOC KoL OAAAZEL TQ permissions WOTE va
E€XOLUE TANPN EAEYXO.

> KaBopiCel to o0gvdplo eKTEAEONC TOL OLOTAMATOG, Héoa amd éva amAd
YPOQLKO TIEPLBAAAOY, HE AR PN KaBOOAYNOnN.

> Zekwd Tao MyReaderjava Kol main.py HE T OWOTEC TMOPAPETPOLC,
BETWVTOC TO o0DOTNUA O AsLTovpyla.

Mwa patid otov mnyaio Kwdlka Touv KegaAaiov 11 kKol ota OYOALQ TOU
LTMIAPXOLY EKE( UMOPOLVY va AMOKAADYOLY TTEPLOTOHTEPQ.
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main.py

To main.py ouvolaoTikd €lval to KuplwG MPOypapUa. TPEXEL O ATEPHOVA
Bpoyxo Kol eKTEAEl TO TPEXWY OEVAPLO AELTovpylag, EAEYXWVTOC TTAPAAANAQ TNV
AMuyn Kamowov PnvopaTtog¢ Kat aAAdlovtac To Oevdplo £9pOgov MAnpolLvTal Ol
npodlaypa@ec. Kavel import ta €ENG:

import sys

import time

from db.sql import *

from misc.scenario import *

from sms import *

from misc.scheduler import *

from misc.parser import remove_white

To sys module xpetdletal yia T AfYn MOPAUETPWY KATE TNV KAjon Tou
npoypdupatoc. To time  module  xpewdletat  ywa  TOV  €0WTEPLKD
“XPOVOTIPOYPAUUATIONS”, i} av KATL TETOLO aKOVYETOL BAPLOANAVTO, YA va Propel
1o TMpdypauua va adpavoroleital (sleep) epdoov To oEVApPLO MPODTOBETEL KATL
TéToLlo. Ta umtéAoita modules Ba Ta avaAloovpue apydTepPQ.

To main.py &ekwdel eneEepyaldUevo TIC TMOPOAPETPOULG ME TIC OTOLEC
EKANON. Apywkomnote{ tnv PBdon Odedouévwy, KoL €@OCOV Ol TOPAEUETPOL
npodlaypdeouvy €va ocwotd oevdplo Asttovpylag, ekteAel To avtioTolyo gevdapLo
(BA. KepdAawo 3). Ekel ekteAel 6ooug vmoAoyLopolg xpeldlovTal, EVNUEPWVEL TOV
XPNOTN CTEAVOVTAC KATAAANAO sms OTav avuTtd mMpEMeL va YIveL, EAEYYEL av EXEL
€pOEL KATOLO KALVOUPYLO HOvNUa Kot aAAGCeL dBuvaulkd To oevdplo Asttovpyiag.

sql.py

AuvTtd To Mmodule MopPEXEL OCUVOPTACELC Yl EKTEAEON TPAEewv atnv mysql
Bdon Oedbopévwyv pog. H Baowkl ovvdptnon n omoia ypnoludomoloVhe eival n
fetch_last(), n onowa Kat emoTPEPEL TNV TEAELTAlX HETPNON.

backup.py

ESW mapéxetal n ocuvdptnon mnov €lvatl anapaitnTn yla TNV anobnkevon tTou
OXAMOTOC TNG Bdong dedouévwy pag oe kamowo usb flash (backup). Me tnv xprion
TwWv 0S Kal subprocess modules, 6nw¢ oto start.py, eneuBaivovue oTo
AeLTOLPYLKO cloTnUa Kal evtomiCouvpe moTe KATOLo usb flash drive cuvdéetal oto
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oboTNUA pac. Emelta eKTEAODUE OAEC TIC Aeltouvpylec mou xpeldlovTal yua va
ylvel To backup. (k. 7.1)

USB FLASH
DETECTION

MOUNT USB
FLASH

EXECUTE SQL
BACKUP COMMAND

SAVE TO USB
FLASH

UMOUNT USB
FLASH

TRUNCATE
DATABASE

ek, 7.1

parser.py

AuvTtd To module mapéxel Huo cLVAPTACTELC oL omoieC elval anapalTnTeEC yLa
TNV ene€epyacioa TOU KEPEVOL TOL MNVOPOTOC TOU OTEAVEL O XPAOTNG OTO
o0oTNUa, TNV remove white kat tnv extract date. H npwtn agapel and Tnv
OLUBOAOCELPA-UAVLHA TO TIEPLTTA KEVA, dNA0dr €MOTPEPEL TNV CUUBOAOCELPA UE
éva kevd (whitespace) avdpeoa oTic AéEelc. AvTd yiveTal yla va TMOPEYXOVHUE L
avoxn o€ AdOn mou pmopel va ylvouv KaTtd TO YPAWLHO €vOC HUVAMATOC , KaBWG 2
KEVA PETAED Twv AéEswv elval kKat ouxvd Kat duodldkplto. H devTtepn ouvdptnon
K&vel xprion regular expressions ylwa va ano@avOel av pla nuepopnvia eival oe
owoti Moper (format). AnAadry ©6o00elong MG nuepopnviag oe  poOPON
ouuBoAoCELPAC xX/yYy/zz aa:bb amogaivetat av elval oe €ykupn HOPOR YlX
METEMELTO  Ypnowdomoinon amé AAAEC OULVAPTACELG, KOl EMOTPEPEL TNV
NUeEpopnvia. YndpxeLl Kat €8W pLa avoxry g€ AdBn ywa mpo@avelc AOyouG amopuyrg
avotnpdTnTag. Na nmoapddeltyua pia nuepounvia tng popenc 1/12/9 1:2 cwotd
yivetal amodekt Kot avtiotolxel otnv 0pBOTEPN OLVTOKTIKA nuUEpounvia
01/12/09 01:02.
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scenario.py

‘Eva moA0 onuavtikd module eivat to scenario.py. Mapéxel otnv €papuoyn
Kplowueg ouvvapTAoelg ol onoieg ene€epydlovtal tnv €{ocodo TNG €papuoyAc, A
OAALC TG mapauéTpoug mov divovtal oto MPOYpPAPUA. ALUTEGC OL OGLUVOPTACELG
elvat n modem_device, n set_phone, n scenario_mapping kat n dict_scenario.

H modem_device kat n set_phone ydxvouv 0TI MAPAUETPOUG AEEELG KAELOLA
(“-comm” kat “-phone”) Kal EMOTPEPOLY TIC aAVTIOTOLXEC TIMEC TOL TA
ouvvodebouv, dnNAadr To Tov avTioTolxel og eninedo Asttovpylkod To modem pag
Kal 1oLo €{vat To TNAEPWVO Tov Ba xpnatponolndel yla amooToAN TWY JNVUUATWY
and TNV JEPLE TOL CLOTHUATOC.

H scenario_mapping “capwvel” TIC MAPAUETPOVG KAl EMOTPEPEL Ula AloTa
HME TO OLYKEKPLUEVO gevdAplo Asttovpyiag. AuthA n Alota xpnolpotmotle{tatl and To
Kuplwg mpdypaupa main.py yia va kaboplotel N AsttovpyltkdtnTa. Ol mapdpueTpol
oL eA€yyovTal €lval ol TOBAVEC TIMEC KATWPALOL OV dEV TIPETEL va EEMEPATTOOV
(Kal TPO@AVWC OE TILO XOPOKTNPELOTLKO avTLoOTOLXoUV), N WPa TOL TPEMEL VA
eldoronBel 0 YpPAOTNG OTO PEAAOV, KAl TMPOPAVWG, TO Oevdplo avtd Kab'avTo.
Flvovtal 6AoL oL amnapaitntol EAcyyol Wote n Alota ogevapiov mov Ba emoTpasl
va e{val o€ owoTh Hoperl Kal va LAOTOLEl aKPLBWC TNV AELTOLPYLKOTNTA TOUL
EMOVUOVLIE.

TEANOG, n ouvdptnon dict_scenario emoTtpEPel TNV Alota oevaplov WG AEELKS
(built-in python type), o€ Ce0yoG YO PAKTNPLOTIKWY Kol TLHWY. AUTO yiveETaL yLa TILO
€0KOAN MPOYPAUUATIOTIKA dlayeiplion and GAAEC ocuvaPTAOELG.

scheduler.py

AuTé To module mapéxel TNV ovvdptnon calcRemainingTime() n omola KAVEL
xpnon t™ng BiBAoBNkng datetime kat vmoAoyi(Cet Tov vmoAolméuevo XpOvo o€
devtepoAenta and pla dobeioa nuepounvia kot wpa TNG Moperc "21/11/06
16:30". ETOL UMOPOUME Vva LAOTMOLACOLHUE TNV AELTOLPYLKOTNTA TOL Oevapiov
eldomnolnong oe KAmola LEAAOVTIKY OTLYMN, LY. va €ldomoinbolue o€ 20 Aemtd yLa
TIC OLVONKEG TOL POGC evOLaPEPOLY. MPOPAVWC N CLVAPTNON EMLOTPEPEL KWOLKO
AdBouc mpog avaAdoyn eneEepyacia epdaov n nuepopnvia avrikel 0To MapeABHVv.

scripts

Ta bash scripts mov vndpyxouvv otov edkeAO /scripts elval vtoTuWdN Kat
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amAd AapBdvouv €{codo amd TOv YXPrOTN, TPAYMATOMOLWVTAC Kal KATOLo amAd
E€Aeyxo. Amobnkebouvv TNV £{00do oto apyxelo params.txt, and émov to start.py Ta
naipvel yua ene€epyaoia. Ta scripts elvat tpia : get phone.sh, get report time.sh,
get threshold.sh, get report loop.sh. To mpwTO mMpPoOTPEMEL TOV XPAOTN VA
vnodel€el To vOOPEPO TOL TNAEPWVOL OmMouv Ba AMOoTEAAOVTAL TA SMS and TO
oboTNUA, TO O€0TEPO TNV MEAAOVTIKN nuEpounvia mouv B€AeL va eldomowndel o
XPoTNG (epdoov yLa ogevaplo ekKkivnong emAeyel KATL TETOLO), TO TPITO TIC TIMEG
KATWEAOL yla TA XAPAKTNPLOTIKA TIOU HaC evdla@Epouy (Mdvta Pe TNV EKKivnon
Tou avtioTolyov oevapiov) Kat To TeEAevTaio TOv Xpdvo TEPLOBLKAG €ldomoinong
(oevdplo A).

MyReader.java

To npdypaupa MyReader.java €lvat pla mapaAiayry Tov MsgReader.java, Tto

omolo eival éva €tolwno epyaAeio mouv €pxetal poall pe to TinyOS. OuolaoTiKA
MWAGue yia évav packet sniffer, o omolo¢ mnyaivel makéto HE TNV €QappoyN
BaseStation, kKal okomd €xeL TNV mMapovoiacn OTov XPAOTN TWYV TAKETWY TOU
AapBdavovtal and tov otabud Bdong. M.x.

1152232617609: Message
[nodeid=0x2]
[counter=0x1049]

ESW yla mapddetypa €xovue éva privopa émou vrmodnAwvetatl o kéuBog (to id
TOL aloONTAPA) KoL 0 METPNTAG TOU PNVOMOTOC. XTA PMNVOMOTA TNG EQAPMOYIAC
MOC €XOLME Kal TIG METABANTEC par, tsr, temp kat hum, mov petpdve avtioTolya
TNV €vEPYN PWTOOLVOETIKY aKTWORBOA{Q, TNV GLUVOALKH NALaKA akKToBoAla, TNV
Bepuokpacia kKoL TNV vypaoia. Emeldry WG avTéC ol TIHEG elval o dekaeEadikn
Kal PN Kavovikomolnuévn poper, to epyaAseio MyReader.java avaAapuBdvelr tnv
KaTAAANAN ene€epyaoia toug. Emiong elvat vmedBuvo ylwa TNV anmobBAKELON TWv
TPOTIOMOLNUEVWY TIHWY oTNV BAon dedopévwy, yla TNV HETEMELTA AYn TOug armd
TNV Kuplwg gpappoyn. Avtd yivetal pe tnv xpron tou jdbc API, to omolo sivat
neDBLVO yla TNV EKTEAEON TIPAEEWY o€ Lo Bdon dedopévwv.

OMAo¢ o mnyaio¢ kKwdlkag Ttov MyReaderjava pe ektevry oxOAla elval
dlaBEolpoc oto KepdAawo 11,
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8.
OAHIrOz XPHZHZ

8.1 EyxeLpldLo evTtoAWv

2 aUTO TO KeQAAaLo MapaBETOLPE €vav 0dnNyd xpAong o omolog KAAOTTEL
OAa 6oa mpémel va E€pel KATOLOC Yl va Xelplotel To oboTnUA pag. Mo Tnv
akp(Bela, €6W AVAADOLHE TNV HOPPH TWY EVTOAWVY TOL pnopel va oTe(AEL KATIOLOG
and To KwnNTd Tov. OL EVTOAEC EEKLVODY TIAVTA WE:

-rep
A
-repat
N
-reploop

A¢ €E€TAOOLUE TNV MPWTN: UE TNV EVTOAN -rep eKTEAODUE MAVTA TO OEVAPLO
A. H -rep akoAouvBeital mavta amd pio 1} MEPLOCOTEPEC EVTOAEC TOL TUMOU
(XWPLOUEVEC PE KEVA):

-temp x
-hum x
-psr x
-tsr x

Omov X Kamowa apOunTikhy T, mX. 30. Ot nopandvw €€VTOAEG amAd

KaBop({Couv TIC TWHEC KATWEAIOL TWV OVTIOTOLXWY XAPAKTNPELOTIKWY. [a
nopa&detyua, av ote(AOVUE :

-rep -temp 32
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Aépe 0TO OVOTNUA va POG €BOmotAoELl HE smS OTav Kol av N THA TNG
Bepuokpaciog vnepPBel Tovg 32 BaBuoLG KeAaiov. Enlong av otelAovue:

-rep -hum 21 -par 12 -tsr 45

AéPE 0TO OUOTNUA VO HOC €LBOMOLACEL YE sms OTav Kal av n vypooia
onepPel TNV TWA 21 A N evepyr] PWTOOLVOETIKA akTvoBoAla vepBel TNV TLuA 12
A N OLVOALKH NAlakh akTwoBoAia vnepPBel Tnv T 45.

Me tnv €vTOAN -repat nmnyaivouvue ota oevapla B kat I'. Av otelAovpue Povo
-repat, mupodoTolE TO oevdplo B, Omov Kol Hev €L6OTIOLOOPAOTE PE SMS HEXPL VA
EavaoTelAovue sms e KATOLa AAAN EVTOAR.

Tnv €vToAN -repat unopel va tTnv akoAoUBAOEL N EVTOAN

-time day/month/year hour:minute

omov Pe day/month/year hour:minute kaBopiCovue TNV akpLBri LEAAOVTIKA
NUEpounvia mov B€EAovpue va etdomotnbolue (oevaplo IN). MNa nopddetypua:

-repat -time 22/01/10 13:00

onuaivel Mwe To cOOTNUA Ba Pag £LO0TOLATEL YIa TLC TIHMEC OV EMIKPATOOV
oTLC 22/01/10 13:00, katL peTd Oa eKTEAECEL TO OEVApPLO B.

Av avt( Touv -time day/month/year hour:minute d5WCO0OULUE TNV €VTOAN -now,
geldonolobpaote queoca. AnAadn:

-repat -now

onuaivel MWC To o0OTNUA POGC OTEVEL AUECA SMS UE TIC METPNOELC, KAL OTN
OULVEXELA EKTEAEL TO ogvdplo B

Me tnv €vTOAN -reploop ekteAoOUE TO gevdplo A. Metd tnv €vToAn -reploop
aKOAOLBOODV oL (BleC EVTOAEC TNC EVTOANC -repat, dnAadn:

-time day/month/year hour:minute
n
-now

aKoAoLBOUUEVEC TTAVTA ATd TNV EVTOAN:
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-loop minutes

omov opiCovpe TOV YPOvVO emavaAapBavdouevng eldomolnong oe AemTtd.
NopadelypaTa:

-reploop -time 22/01/10 13:00 -loop 3

onuaivel mMw¢ To cloTNUA Ba pag ewdomoloel ot 22/01/10 13:00 yla TG
OLVOAKEG TIOL EMKPATOUY KoL €MeLTa KEABe 3 AemTd Oa pag eldonolel mapouoiwg.

-reploop -now -loop 60

onuaivel 6tL To cOoTNUA pag sldomolel dueoa Kal EMeLTa Pog eldomoLlel KABE
60 AsmTa.

Nopamndvw and éva KEVA HETAED TWY MaPATIEVW AEEEWY KAELOLWY KaBWC Kal
KN “opBnR” avanapdotaon TNG nuEpounviag (m.x. av avti yla 01:03 ypdyovue 1:3)
OLYXWPEOUVTAL ZUVTOKTIKA AAON Kol MOPEABOVTIKEC NueEpoPnviec amAd dev Oa
aAAa&ouvv To gEvApPLo, Kal Ba AdBovue éva sms To omnolo Ba mepLEXEL:

"Received unknown instruction! Please refer to the manual and sent an sms
again".

OnoTe Oa mpéinel va EAVACTEIAOVHE €éva SMS-EVTOANR XWPILG KAMOLo
amnod Ta mMaAPATaAvwW AAOn.

8.1 Aettovpyia backup

Mia TOAD ONUAvTLKA Kot XpAolun Asttovpyia mov Mapéxel To oOOTNUE HOG
elvat n anobrikevon/owotuo (backup) tng B&ong 6€80UEVWY HOC, UE OAEC TLG TLUEG
TWV LHETPAOCEWVY TIOL €XEL PEXPL EKElVN TNV OTLYHN. AvTO pmopel va elvatl Bguttd yla
AGyoug €E€olkovounong XWPou oTov O(OKO TOL CLOTAMOTOC N yla TLo OLEEO0DLKNA
av&Avon 6AWY TwWY dedoUEVWY PEXPL OTLYUAC (TI.YX. XPrion OTATIOTIKAG 0TO GOVOAO
TWV dedOPEVWVY).

MNa va yivel avtéd apkel va éxovue éva 6loko usb flash, kat va To cuvdéoovue
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ME TNV B0pa usb tou cvotApaTtog. OAa Ta vméAola Ta AVAAAUBAVEL O KWOLKAC
(MmopolpE va dovpe TL yiveTal Kot OTE TEAELWVEL N dladikaoia and TNV KovodAa
mov BAEMOLE TNV €£060 TOL CLOTHUATOG).

Q¢ amnotéAeopa Ba €xovue éva apyeio .sql anobnkevuévo oto usb flash (to

omolo UMoPOUPE va TO KAvouue import omovdnmote aAAol apkel va “vndpyel”
mysql) kot pla adela Baon dedopévwy (truncated) oto ocOoTNUA paC.
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9.
MEAAONTIKEZ NPOEKTAZEIZ

9.1 MNepl EMEKTACIUOTNTOAC TOV CLOTHMATOC

To ogboTNUA pag emiteAel MapaKoAoDONON O CUYKEKPLUEVA TIEPLBAAAOVTLKE
XOPOKTNPLOTIKE Kal £XEL pNxoviopd eldomnolinong pe sms, KaBWG Kat AQyn odnyLwv
and auvtd. Ouwg, AOdyw VEWY TEXVOAOYLWY KaBWG Kat pn aglomoinong KAMoLwv
AELTOUPYLWV-LTINPECLWY TOL LMApPYoLy HdN, Ba umopolOOPE va TPOCOETOLUE
MOAA& aképa otowxelo mov Ba eumAolTIlav TNV AELTOLPYLKOTNTA OE MEYAAO
BaBuoé. Kamowa amnd avtd eival:

> 20vOe0N TOL CLOTAPATOC PE TOV MAYKOOULO LOTO (yla mapddetya ue mobile
internet) Kat avdntugn pag epapuoynig (web interface) ylwa mAfpn AMOPOKPLOPEVN
nMpocBaon o€ MPAYUATIKO XPOVO Kol EAEYX0 KABe mepalTtépw AeLtTovpyiag.

> Meplocdtepo €Aeyxo o€ otolxela Asttovpyiag, OMWG MPWTOKOAAQ aAAQYAG
OLUTMEPLYPOPAC TOL SIKTOOL aLoBNTAPWY, TEPLooOTEPO “BABoc” ot mpd&elc otTnVv
Bdon debouévwy, MEPLOTOTEPEC EMAOYEC A EAEYXOGC aLTWVY. OL duvaTdTNTEC £lvat
MAAAOV QTELPEC Kal a@rivovTal €v HEPEL OTNV Qavtacia.AnAsnidpaonG PE TOV
XPNoTn K.q.

> MpooBnkn oToleElwy OQULTOMATIOMOD KoL Yyl QAAEC Asltouvpyleg ToOU
EMAQLOVTAL TWYV (YEWPYIKWY Kal Oyt Hévo) €QapuUoywWv, Kal TMAAPNG EAEYXOC
avTWY. OL duvatdédtnteg elvat PAAAOV Amelpec Kal a@rAvovTal €v HEPEL OTNV
eavtoola.
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9.2 ZuumnepaouaTa

H epyaoia auth neplypdeel éva cOoTnUa Tov Pnopel va xpnotpomnolndel oe
YEWPYLKEC €QOPUOYEC. T TMOPAdELyHa OTOV EAEYXO0 TWYV TLHWY  KATIOLWVY
XOPOKTNPLOTIKWY o€ €va Bepuokrimo, MKPAGC 1 MEYEAANC KA(MOKOC KOl O€f
EEWTEPKOOGC  Ywpovg. Mpogavwg, kot oOxt  pévo. H  mapakoAovObnon
MEPLBAAAOVTIKWV AAAQYWY Kol N duvatdtnTta TnAs-€1domoinong umopolv, mépa
Tl YEWPYLKEG EQAPUOYEC, VO EQAPUOCTOOV O€

° MKPOOG HETEWPOAOYLKOUG OTABOUO0G

[ MeptBaAlovTik €pevva

Kat yYevikOtepa oc KEBe €ldoug egapuoyn, amd mopaywyr mpoldvtwy OLKWY
POdLAYPAPWY PEXPL LBLWTIKA XPrion, apKel va LMAPYEL YEVIKOTEPA N AvAYKN Kal N

ana{tnon METPNONG MEYEBWVY KOl XAPAKTNPELOTIKWY ONMwG oauvTtd ylo Ta omola
KATAOKELAOTNKE va TIAPAKOAOLOE( To cboTNUA.
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11.
MHrAIOZ KQAIKAZ

2€ oLTO TO KEQPAAOLO TIOPAOETOVHE TOV TNYaAl0 KWOLKA TNG EQAPUOYNAG.

from os import system

import 0s

from subprocess import Popen, PIPE
import curses.wrapper

from misc.parser import extract_date
import time

def execute_cmd(cmd_string):
system("clear")
a = system(cmd_string)

"nn

print
ifa==0:

print "Command executed correctly”
else:

print "Command terminated with error"
print ""

def execute_cmd_enter(cmd_string, show = False):
system("clear")
a = system(cmd_string)
print ""
if a == 0 and show:
print "Command %s executed correctly” %cmd_string

if al=0:

print "Command terminated with error"
raw_input("Press enter")
print ""

def get_param(prompt_string):

input = s.getstr(10, 10, 60)
return input
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def mapping(cur_line):
a=1

while cur_line > 4:
a+=1
cur_line -=2
return a

def main(screen):

height = 24
width = 80
start x =0
start_y =0

x=0
line = 4

parameters = None # parameters to call the main.py , initiated to None

curses.endwin()
# The commands below are pure dark art
# find the current user of the system and redirect to stdout
(stdout, stderr) = Popen(["who"], stdout=PIPE).communicate()
curses.endwin()
# trick to filter the word
first_gap = stdout.find(" ")
# which is the string before the first gap
USER = stdout[:first_gap]

# GREET THE USER THAT DARED TO DIVE INTO GRAPHICLESS ENVIRONMENT IN YEAR 2010

execute_cmd_enter("echo \"%s WELCOME TO OUR SYSTEM SETUP PROCESS. PLEASE INSPECT CAREFULLY
THE MESSAGES THAT POP OUT IN THIS STEP BY STEP INSTALLATION SCRIPT\""%USER)

curses.endwin()

# First of all change owner of /opt folder and its subfolders

execute_cmd_enter("echo \"STEP 1) CHANGING PERMISSIONS ON /opt FOLDER AND ITS SUBFOLDERS, AS
WELL AS MAKING EXECUTABLES SOME ESSENTIAL BASH SCRIPTS ---- YOU WILL BE PROMPTED FOR
ROOT PASSWORD\"")

curses.endwin()

execute_cmd_enter("sudo chown -R %s /opt" % USER, True)

curses.endwin()

execute_cmd_enter("sudo chmod 777 -R /opt/tinyos-2.0.2/apps/Sensing/python/scripts/", True)

curses.endwin()

(stdout, stderr) = Popen(["ls /dev | grep ttyUSB"], stdout=PIPE,shell=True).communicate()

curses.endwin()

present_usb_devs = stdout.split("\n") # find the system currents usb devices

execute_cmd_enter("echo \"STEP 4) PLEASE INSERT THE MODEM IN A USB PORT.\"")
curses.endwin()
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# The commands below are pure dark art
ok = True
while True:
(stdout, stderr) = Popen(["ls /dev | grep ttyUSB"], stdout=PIPE,shell=True).communicate()
curses.endwin()
try:
MODEM = "/dev/%s" % [val for val in stdout.split("\n") if val not in present_usb_devs][0] # magic python
ok = True
except IndexError:
execute_cmd_enter("echo \"STEP 4) PLEASE INSERT THE MODEM IN A USB PORT\"")
curses.endwin()
ok = False
time.sleep(2)
if ok == True:
break

present_usb_devs = stdout.split("\n") # find the system currents usb devices

execute_cmd_enter("echo \"%s AS YOUR MODEM. THIS WILL NOW BE CHMOD-ED AND DECLARED LATER
AS ENVIROMENTAL VARIABLE MODEM\""%MODEM)

curses.endwin()

execute_cmd_enter("sudo chmod 777 %s"%MODEM, True)

curses.endwin()

curses.endwin()

# Now mount the sensor with BaseStation into a usb port, only if not present

execute_cmd_enter("echo \"STEP 2) PLEASE INSERT THE SENSOR THAT RUNS THE BASESTATION
APPLICATION IN A USB PORT\"")

curses.endwin()

ok = True
while True:
(stdout, stderr) = Popen(["ls /dev | grep ttyUSB"], stdout=PIPE,shell=True).communicate()
curses.endwin()

try:
BASE_SENSOR = "/dev/%s" % [val for val in stdout.split("\n") if val not in present_usb_devs][0] # magic
python
ok = True
except:

execute_cmd_enter("echo \"STEP 2) PLEASE INSERT THE SENSOR THAT RUNS THE BASESTATION
APPLICATION IN A USB PORT.\"")
curses.endwin()
ok = False
time.sleep(0.5)
if ok == True:
break

present_usb_devs = stdout.split("\n") # find the system currents usb devices

execute_cmd_enter("echo \"%s AS YOUR BASE_SENSOR. THIS WILL NOW BE CHMOD-ED AND DECLARED
LATER AS ENVIROMENTAL VARIABLE BASE_SENSOR\""%BASE_SENSOR)

curses.endwin()

execute_cmd_enter("sudo chmod 777 %s"%BASE_SENSOR, True)

curses.endwin()
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while x !=ord("q"):

s = curses.newwin(height,width,start_x,start_y)
s.keypad(1)

xx=2 # initialize the position in x axis

s.border(0)

s.addstr(xx, 1, "ADMINISTRATION PANEL (q or ESC for quit)")
xx+=1

s.addstr(xx, 1, " ")
xXx+=1

s.addstr(xx, 6, "1- SYSTEM CONFIGURATION")
xx+=1

s.addstr(xx, 1, " ")
xXx+=1

s.addstr(xx, 6, "2- RUN")

xx+=1

s.addstr(xx, 1, " ")
xx+=1

s.addstr(line,2,"-->")

s.refresh()

x = s.getch()

#moveology

if X == curses. KEY_DOWN:
if line < xx-2:
line +=2

if x == curses.KEY_UP:
if line > 4:
line -=2

if x == 10: #actually the ENTER key
k = mapping(line)

kk = str(k)
x = ord(kk)
if x ==27:
x =ord("q")
if x ==ord("1"):
x=0
line = 4

while x != ord("b"):
s = curses.newwin(height,width,start_x,start_y)
s.keypad(1)

xx=2 # initialize the position in x axis
s.border(0)



s.addstr(xx, 1, "SYSTEM CONFIGURATION , (b or ESC for back)")

xXx+=1

s.addstr(xx, 1, " ")

xx+=1

s.addstr(xx, 6, "1- SCENARIO A: SEND SMS WHEN A VALUE EXCEEDS A THRESHOLD")

xx+=1

s.addstr(xx, 1, " ")

xx+=1

s.addstr(xx, 6, "2- SCENARIO B: AWAIT INSTRUCTIONS FROM SMS")

xx+=1

s.addstr(xx, 1, " ")

xx+=1

s.addstr(xx, 6, "3- SCENARIO C: SEND SMS AT GIVEN TIME")

xx+=1

s.addstr(xx, 1, " ")
xXx+=1

s.addstr(xx, 6, "4- SCENARIO D: SEND SMS AT GIVEN TIME AND THEN REPORT EVERY x TIME")

xx+=1

s.addstr(xx, 1, " ")

xx+=1

s.addstr(line,2,"-->")

s.refresh()
x = s.getch()

if x == curses. KEY_DOWN:
if line < xx-2:
line +=2

if x == curses.KEY_UP:
if line > 4:
line -=2

if x == 10: #actually the ENTER key
k = mapping(line)

kk = str(k)

x = ord(kk)
if x ==27:

line =4

x =ord("b")
if x == ord("1"):

while True: # until we meet the requirements
curses.endwin()
execute_cmd_enter("/opt/tinyos-2.0.2/apps/Sensing/python/scripts/get_threshold.sh")
curses.endwin()
(stdout, stderr) = Popen(["cat","/opt/tinyos-2.0.2/apps/Sensing/python/scripts/params.txt"],

stdout=PIPE).communicate()

curses.endwin()

# parsing the redirected output from file
split_values = stdout.split() # split at whitespace
max_temp = split_values[0]
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max_hum = split_values[1]
max_psr = split_values[2]
max_tsr = split_values[3]
if (max_temp.isdigit() and max_hum.isdigit() and max_psr.isdigit() and max_tsr.isdigit()):
curses.endwin()
execute_cmd_enter("echo YOU CAN NOW PROCEED AND RUN THE APPLICATION, OR DEFINE
ANOTHER SCENARIO")
break # if all the above are numbers, continue
else:
curses.endwin()
execute_cmd_enter("echo some values you entered are not numeric, please retry")

# gather all the above and form the parameters
parameters = "-rep -temp %s -hum %s -psr %s -tsr %s" % (max_temp,max_hum,max_psr,max_tsr)

if x == ord("2"):
parameters = "-repat”
curses.endwin()
execute_cmd_enter("echo YOU CAN NOW PROCEED AND RUN THE APPLICATION, OR DEFINE
ANOTHER SCENARIO")

if x == ord("3"):

while True: # until we meet the requirements
curses.endwin()
execute_cmd_enter("/opt/tinyos-2.0.2/apps/Sensing/python/scripts/get_report_time.sh")
curses.endwin()
(stdout, stderr) = Popen(["cat","/opt/tinyos-2.0.2/apps/Sensing/python/scripts/params.txt"],
stdout=PIPE).communicate()

curses.endwin()
# parsing the redirected output from file

print stdout

if stdout[0] =="0":

date = "-now"
else:
date = extract_date(str(stdout)) # check if the date given is in valid format

if (date != "FORMAT ERROR"):
curses.endwin()
execute_cmd_enter("echo YOU CAN NOW PROCEED AND RUN THE APPLICATION, OR DEFINE
ANOTHER SCENARIO")
break # if all the above are numbers, continue
else:
curses.endwin()
execute_cmd_enter("echo the time provided is not in a valid format, please retry")

# gather all the above and form the parameters

if date == "-now":
parameters = "-repat %s" % date
else:

parameters = "-repat -time %s" % date
if x == ord("4"):

while True: # until we meet the requirements

65



curses.endwin()

execute_cmd_enter("/opt/tinyos-2.0.2/apps/Sensing/python/scripts/get_report_time.sh")
curses.endwin()
(stdout, stderr) = Popen(["cat","/opt/tinyos-2.0.2/apps/Sensing/python/scripts/params.txt"],
stdout=PIPE).communicate()

curses.endwin()
# parsing the redirected output from file

print stdout

if stdout[0] == "0":

date = "-now"
else:
date = extract_date(str(stdout)) # check if the date given is in valid format

if (date != "FORMAT ERROR"):
curses.endwin()
execute_cmd_enter("echo PROCEED TO THE NEXT STEP")
break # if all the above are numbers, continue
else:
curses.endwin()
execute_cmd_enter("echo the time provided is not in a valid format, please retry")

while True: # until we meet the requirements

curses.endwin()

execute_cmd_enter("/opt/tinyos-2.0.2/apps/Sensing/python/scripts/get_loop_time.sh")

curses.endwin()

(stdout, stderr) = Popen(["cat","/opt/tinyos-2.0.2/apps/Sensing/python/scripts/params.txt"],
stdout=PIPE).communicate()

curses.endwin()

# parsing the redirected output from file

if (int(stdout[0]) > 0):
curses.endwin()
execute_cmd_enter("echo YOU CAN NOW PROCEED AND RUN THE APPLICATION, OR DEFINE
ANOTHER SCENARIO")
break # if all the above are numbers, continue
else:
curses.endwin()
execute_cmd_enter("echo you must enter a value greater than zero, please retry")

# gather all the above and form the parameters

if date == "-now":
parameters = "-reploop %s -loop %s" % (date, stdout[0])
else:

parameters = "-reploop -time %s -loop %s" % (date, stdout[0])
curses.endwin()
if x == ord("2"):
if parameters == None:

curses.endwin()
execute_cmd_enter("echo \"PLEASE CONFIGURE THE SYSTEM FIRST\"")
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else:
curses.endwin()
execute_cmd_enter("/opt/tinyos-2.0.2/apps/Sensing/python/scripts/get_phone.sh") # take the phone number
curses.endwin()
(stdout, stderr) = Popen(["cat","/opt/tinyos-2.0.2/apps/Sensing/python/scripts/params.txt"],
stdout=PIPE).communicate()
curses.endwin()
phone_num = stdout
# copy the SensingMsg.class into python folder due to "have tried a thousand ways to do it otherwise" but
# the java command below crashed.
execute_cmd("cp /opt/tinyos-2.0.2/apps/Sensing/SensingMsg.class /opt/tinyos-2.0.2/apps/Sensing/python")
#invoke the java packet reader
curses.endwin()
execute_cmd("java net.tinyos.tools.MyReader -comm serial @ %s:telos SensingMsg &" %
BASE_SENSOR)
execute_cmd("python main.py %s -comm %s -phone %s" % (parameters, MODEM,phone_num))
break

curses.endwin()

curses.wrapper(main)

import sys

import time

from datetime import datetime

from db.sql import *

from db.backup import *

from misc.scenario import *

from sms import *

from misc.scheduler import *

from misc.parser import remove_white

class Main:

def __init_ (self):
# initialize by taking arguments
self.scenario = scenario_mapping(sys.argv[1:]) # now scenario contains all the arguments passed and defines the ....
execution scenarios
self.modem_comm = modem_device(sys.argv[1:]) # the physical modem device, passed once
self.phone_num = set_phone(sys.argv[1:]) # the phone number, passed once
print "phone" , self.phone_num

def run(self): # main loop
while True:

action = backup_on_mount() # check if a usb stick is attached on our system so to backup our database
if action == "truncate": # if backup successfull, truncate the sensor table
while True: # try to truncate the db
self.database = db() # initialize connection to database
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status = self.database.truncator() # truncate it
self.database.close() # close the connection
if status == "truncated":

break
time.sleep(2)

print "scenario : ", self.scenario
print

time.sleep(1)
HEHHEH A
HHHHHHAHE A

if self.scenario[0] == "BREAK": # case where the program exits due to insufficient arguments
# actually its a pretty way to handle situations where at REPORT_AT mode the instructions are not in an acceptable
format
# so the scenario_mapping function fails to parse the received sms and says "BREAK"
print
print " THE PROGRAM EXITS DUE TO INSUFFICIENT OR WRONG PARAMETERS "
print

break
A
HHHHHHHHHHEHHE A

if self.scenario[0] == "REPORT_ONLY": # case where we only report when a value is higher than the threshold
given as argument

while True: # the while here goes for stability, if no measurements is present due to truncate, the program
crashes
self.database = db() # initialize connection to database
measurement = self.database.fetch_last() #measurement has nodeid, par etc....
self.database.close() # close the connection
if measurement != None:
break
time.sleep(2)

cur_measurement = dict_scenario(measurement) # dictionary containing the latest measurement
at_what = [(v, k) for v,k in cur_measurement.items()] # create list from dictionary

print

print "this measurement contains : ", cur_measurement
print

time.sleep(1)

SENDSMS = False # flag to know whether or not to send sms in "REPORT_ONLY" scenario
where = [] # dont know at what attributes

for i in range(1,5): # 1-5 contains the threshold values passed as parameters, as well as the corresponded in

measurement
# now check if a value from measurement is higher than the corresponded threshold given by scenario
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send sms

if float(self.scenario[i]) < measurement[i] and self.scenario[i] !=0: # if we pass the threshold (a non zero one),

SENDSMS = True # raise the send sms flag cause we are into the wolfs lair

for j in range(len(at_what)): # this finds the attribute that corresponds to value/threshold
if float(at_what[j][1]) == round(measurement[i],2):
where.append(at_what[j][0]) # name your attribute

print "Sending SMS because %s of %s is greater than %s " % (where[-1],

round(measurement[i],2),self.scenario[i])

time

FORMAT

print "lista : " ,where

if SENDSMS: # the long awaited time , send sms

sms_to_send = sms_format.sms_report(where,cur_measurement) # formulate the sms to be sent
print "sms to send =" , sms_to_send
print "sms length =" , len(sms_to_send)
sendsms.sendSms(self.modem_comm,'%s'% self.phone_num, '%s' % sms_to_send) # send it
time.sleep(4)
self.scenario = [] # init scenario
self.scenario.append("REPORT_AT") # if we have sent an sms, we are ok, so switch to REPORT AT scenario

# NOW CHECK IF AN SMS ARRIVES AND SPECIFIES AN INSTRUCTION
print "AWAITING...."
a = recvsms.recvSms(self.modem_comm) # its the last sms, and its a string

cur_scenario = self.scenario # keep the current scenario in case the next is a "BREAK" ... we won't break at this

if a !=[]: # if there is an sms in memory

print "message : ", a[0]
print "with id : " , a[1]

a[0] = remove_white(a[0]) # remove the more than one whitespaces in the message

nn

new_arg = a[0][0:].split(" ") # so pass the new argument into scenario below but as a list

print new_arg
self.scenario = scenario_mapping(new_arg) # and change the scenario

delsms.delSms(self.modem_comm,a[1])# delete the sms you just received

if self.scenario[0] == "BREAK": # if the sms was not in acceptable format after "parsed" by scenario_mapping

# INFORM THE USER BY SENDING SMS THAT THE SMS HE SENT WAS NOT IN ACCEPTABLE

sms_to_send = sms_format.sms_error() # send an error warning sms
sendsms.sendSms(self.modem_comm,'%s'% self.phone_num, '%s' % sms_to_send) # send it
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self.scenario = cur_scenario # old good days, aka bring back the old scenario, and continue...

# foriin a[l]: # delete all sms

# delsms.delSms(self.modem_comm,i)

HEHHHEH A
HEHHHHEHH A

if self.scenario[0] == "REPORT_AT" and len(self.scenario)==1 : # case where we await for an sms to come and
change the scenario

print "AWAITING...."
a = recvsms.recvSms(self.modem_comm) # its the last sms, and its a string

cur_scenario = self.scenario # keep the current scenario in case the next is a "BREAK" ... we won't break at this
time

if a !=[]: # if there is an sms in memory

print "message : ", a[0]
print "withid : ", a[1]
new_arg = a[0][0:].split(" "
print new_arg

) # so pass the new argument into scenario below but as a list

a[0] = remove_white(a[0]) # remove the more than one whitespaces in the message

self.scenario = scenario_mapping(new_arg) # and change the scenario

delsms.delSms(self.modem_comm,a[1])# delete the sms you just received

if self.scenario[0] == "BREAK": # if the sms was not in acceptable format after "parsed" by scenario_mapping

# INFORM THE USER BY SENDING SMS THAT THE SMS HE SENT WAS NOT IN ACCEPTABLE
FORMAT

sms_to_send = sms_format.sms_error() # send an error warning sms

sendsms.sendSms(self.modem_comm,'%s'% self.phone_num, '%s' % sms_to_send) # send it

self.scenario = cur_scenario # old good days, aka bring back the old scenario, and continue...

# for iin a[1]: # delete all sms
# delsms.delSms(self.modem_comm,i)

time.sleep(4)

HHHHHHH AR AR
HHEHHHHE AR

if self.scenario[0] == "REPORT_AT" and len(self.scenario)>1 : # case where we have to report in a well specified
future time

print "GONNA SLEEP"
time.sleep(2)
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if self.scenario[2] == "0": # report now
time_to_sleep = 0 # just a nap
else:
time_to_sleep = calcRemainingTime(self.scenario[2]) # calculate time to sleep in seconds

print "sleeping for : " ,time_to_sleep
if time_to_sleep == "error": # some error occured in calculation

# INFORM THE USER BY SENDING SMS THAT SOMETHING WENT WRONG
sms_to_send = sms_format.sms_error() # send an error warning sms
sendsms.sendSms(self.modem_comm,'%s'% self.phone_num, '%s' % sms_to_send) # send it
self.scenario = [] # init scenario
self.scenario.append("REPORT_AT") # don't forget to keep consistency and flow by setting the scenario to
REPORT_AT
else: # who doens't love some sleep

time.sleep(time_to_sleep) # being jealous of the possibilities :-)

while True: # the while here goes for stability, if no measurements is present due to truncate, the
program crashes
self.database = db() # initialize connection to database
measurement = self.database.fetch_last() #measurement has nodeid, par etc....
self.database.close() # close the connection
if measurement != None:
break
time.sleep(2)

cur_measurement = dict_scenario(measurement) # dictionary containing the latest measurement
print "Sending SMS.."

sms_to_send = sms_format.sms_report(0,cur_measurement) # formulate the sms to be sent, with O flag

print "sms to send =" , sms_to_send

print "sms length =", len(sms_to_send)

sendsms.sendSms(self.modem_comm,'%s'% self.phone_num, '%s' % sms_to_send) # send it

time.sleep(2)

self.scenario = [] # init scenario

self.scenario.append("REPORT_AT") # don't forget to keep consistency and flow by setting the scenario to
REPORT_AT

HHHHHHHEHHH R R RS A R R
HHHHHEHE R R
if self.scenario[0] == "REPORT_LOOP": # case where we have to report at given time intervals

print "REPORT AT GIVEN INTERNAL TIMES"
time.sleep(2)

if self.scenario[2] == "0": # report now
time_to_sleep = 0 # just a nap
else:

time_to_sleep = calcRemainingTime(self.scenario[2]) # calculate time to sleep in seconds
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print "sleeping for : " ,time_to_sleep
if time_to_sleep == "error": # some error occured in calculation

# INFORM THE USER BY SENDING SMS THAT SOMETHING WENT WRONG
sms_to_send = sms_format.sms_error() # send an error warning sms
sendsms.sendSms(self.modem_comm,'%s'% self.phone_num, '%s' % sms_to_send) # send it
self.scenario = [] # init scenario
self.scenario.append("REPORT_AT") # don't forget to keep consistency and flow by setting the scenario to
REPORT_AT
else: # entering disturbed sleep at time intervals

time.sleep(time_to_sleep) # being jealous of the possibilities :-)

interval = int(self.scenario[4])*60 # fetch the loop interval at seconds
print "interval is %s and type %s" % (interval,type(interval))

cur_scenario = self.scenario # keep the current scenario in case the next is a "BREAK" ... we won't
break at this time

while self.scenario == cur_scenario: # outer while loop, that runs every internal times

sec_counter = 0 # a seconds' counter
print "OUTER WHILE LOOP"

while True: # the while here goes for stability, if no measurements is present due to truncate, the
program crashes
self.database = db() # initialize connection to database
measurement = self.database.fetch_last() #measurement has nodeid, par etc....
self.database.close() # close the connection
if measurement != None:
break
time.sleep(2)

cur_measurement = dict_scenario(measurement) # dictionary containing the latest measurement
print "Sending SMS.."

sms_to_send = sms_format.sms_report(0,cur_measurement) # formulate the sms to be sent, with 0 flag
print "sms to send =" , sms_to_send
print "sms length =" , len(sms_to_send)

sendsms.sendSms(self.modem_comm,'%s'% self.phone_num, '%s' % sms_to_send) # send it

while sec_counter < interval: # while we haven't reached the interval time
print "INNER WHILE LOOP"
print
print "sec_counter is %s" %sec_counter

now = datetime.now() # start the timer

sec_counter += 5 # increase it by 5 because we gonna sleep for 5 secs later plus the time for the
calculations below
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a = recvsms.recvSms(self.modem_comm) # its the last sms, and its a string
if a !=[]: # if there is an sms in memory

print "message : ", a[0]
print "with id : ", a[1]
new_arg = a[0][0:].split(" "
print new_arg

) # so pass the new argument into scenario below but as a list

a[0] = remove_white(a[0]) # remove the more than one whitespaces in the message
self.scenario = scenario_mapping(new_arg) # and change the scenario
delsms.delSms(self.modem_comm,a[1])# delete the sms you just received

if self.scenario[0] == "BREAK": # if the sms was not in acceptable format after "parsed" by
scenario_mapping

# INFORM THE USER BY SENDING SMS THAT THE SMS HE SENT WAS NOT IN

ACCEPTABLE FORMAT

sms_to_send = sms_format.sms_error() # send an error warning sms

sendsms.sendSms(self.modem_comm,'%s'% self.phone_num, '%s' % sms_to_send) #
send it

self.scenario = cur_scenario # old good days, aka bring back the old scenario, and
continue...

if self.scenario != cur_scenario: # if a new scenario arrived, exit this while loop
break

then = datetime.now() # stop the timer

duration = "%.2f" % ((then - now).seconds + (then - now).microseconds*0.000001) # make a
string of the difference in seconds

time.sleep(5 + float(duration)) # sleep for a while so to increase performance, with a pretty
good accuracy
if self.scenario != cur_scenario: # if a new scenario arrived, exit AND this while loop

break

mainprog = Main()
mainprog.run()

import MySQLdb
class db:
def __init__ (self):
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self.conn = MySQLdb.connect(host = "localhost",user = "user",passwd = "12345",db = "my_db") #initialize the
connection
self.cursor = self.conn.cursor ()

def insert(self, nodeid, par, tsr, temp, humidity, counter): # inserts measurements into db

self.cursor.execute("""INSERT INTO “sensor” (nodeid, par, tsr, temp, humidity, counter)
VALUES (%s, %s, %s, %s, %S, %s)
,(nodeid, par, tsr, temp, humidity, counter))

nn

def fetch_last(self): # fetches the latest measurement

self.cursor.execute ("SELECT nodeid, par, tsr, temp, humidity, counter FROM sensor ORDER BY result_time DESC
LIMIT 1") # our query

row = self.cursor.fetchone ()

return row

def close(self): # close the database connection

self.cursor.close ()
self.conn.close ()

from os import system
from subprocess import Popen, PIPE
import time

def backup_on_mount():
(stdout, stderr) = Popen(["Is /dev | grep sd"], stdout=PIPE, shell=True).communicate()

usb_stick = [i for i in stdout.split("\n") if len(i)==4] # this should suffice

if usb_stick != []: # if there is one, mount it
print " detected usb stick !!!"
system("clear")

while True:
mkdir = system("sudo mkdir /media/usb_stick") # create a temporary directory
if mkdir == 0: # if command executed succesfully
print "created directory /media/usb_stick"
break
else: # retry later
time.sleep(2)

system("clear")
while True:
mount = system("sudo mount -t vfat /dev/%s /media/usb_stick" % usb_stick[0]) # mount the usb stick to /media/
usb_stick folder
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if mount == 0: # if command executed succesfully
print "usb stick succesfully mounted on /media/usb_stick folder"
break
else: # retry later
time.sleep(3)

while True:
(stdout, stderr) = Popen(["/opt/tinyos-2.0.2/apps/Sensing/python/scripts/backup.sh /media/usb_stick"],
stdout=PIPE,shell=True).communicate()

if stderr == None: # everything is ok
system("clear")

while True:
b = system("sudo umount /media/usb_stick") # un-mount the usb stick$
if b == 0: # if command executed succesfully
print "Unplug your usb stick, backup completed succesfully!!"
break
else: # retry later
time.sleep(4)

system("clear")

while True:
rm = system("sudo rm /dev/%s" % usb_stick[0]) # destroy usb node
if rm == 0: # if command executed succesfully
break
else:# retry later
time.sleep(2)

system("clear")

while True:
rmdir = system("sudo rmdir /media/usb_stick") # delete the temporary /media/usb_stick folder
if rmdir == 0: # if command executed succesfully
break
else:# retry later
time.sleep(2)

break # we are ok

else:
time.sleep(5)

return "truncate" # and then main.py knows the deed
else:

print "no usb sticks detected"
return "proceed” # and then main.py knows the deed
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import re
import string

def remove_white(a): # function to remove possible double or triple or... whitespaces from a string

a=re.sub(r'(\s{1}\s+)'," ",a) # replace in a all the double or triple or n-ipple :-) whitespaces with one whitespace
return a

def extract_date(a): # function to match via regular expression a valid datetime format
# and return a string in this format : 23/12/09 12:23
date =a
i DAY SRR R e
valid_day = re.compile(r'(\d+)/") # regular expression, every digit one or more times followed by /
m = valid_day.match(date) # is it in the date?

if not m: # if not , report error
return ' FORMAT ERROR'

day = string.atoi(m.group().rstrip('/")) # else , make the match an integer after removing the trailing /

if ((day>31) | (day<1)): # as to apply date logic and check for errors (day is in range 1-31)
return ' FORMAT ERROR'

else:
day = m.group() # so day is the match above , for example 21/
date = date.replace(m.group(),",1) # spit out the remaining date....

#it#H MONTH ##HHHH AR AR
valid_month = re.compile(r'(\d+)/") # and the process goes on, on the same spirit
m = valid_month.match(date)

if not m:
return ' FORMAT ERROR'

month = string.atoi(m.group().rstrip('/'))

if ((month>12) | (month<1)):
return ' FORMAT ERROR'
else:
month = m.group()
date = date.replace(m.group(),",1)
#H###HH  YEAR #HHHHHEH A A
valid_year = re.compile(r'(\d+)\W")
m = valid_year.match(date)

if not m:
return ' FORMAT ERROR'

year = string.atoi(m.group().rstrip(' "))
if year==0:

return 'FORMAT ERROR'
else:
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year = m.group()
date = date.replace(m.group(),",1)
#HEHE  HOUR #fsaa i R e
valid_hour = re.compile(r'(\d+):")
m = valid_hour.match(date)

if not m:
return ' FORMAT ERROR'

hour = string.atoi(m.group().rstrip(’:"))

if hour>23:
return ' FORMAT ERROR'
else:
hour = m.group()
date = date.replace(m.group(),",1)
#i##H#  MINUTE A A
valid_min = re.compile(r'(\d+)")
m = valid_min.match(date)

if not m:
return ' FORMAT ERROR'

min = string.atoi(m.group().rstrip(:"))
if min>59:

return ' FORMAT ERROR'
else:

min = m.group()

date = date.replace(m.group(),",1)

return day + month + year + hour + min

import parser
def modem_device(args): # returns the physical modem device
if "-comm" in args:
index = args.index("-comm"
return args[index+1]
def set_phone(args): # returns the physical modem device
if "-phone" in args:
index = args.index("-phone")
return args[index+1]

def scenario_mapping(args):

scenario = []; # the returned scenario is in the format [scenario,par,tsr,temp,hum]
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if "-rep" in args: # normal scenario : gathers messages and reports at threshold values
#e.g["A",0,1,0,2] means that we report at TSR greater than 1 or at humidity greater than 2
scenario.append("REPORT_ONLY")

if "-par" in args: #set par threshold in the scenario
index = args.index("-par") # find par in arguments
scenario.append(args[index+1]) # par threshold is the next argument
else:
scenario.append(0)

if "-tsr" in args: #set tsr threshold in the scenario
index = args.index("-tsr")
scenario.append(args[index+1])

else:
scenario.append(0)

if "-temp" in args: #set temp threshold in the scenario
index = args.index("-temp")
scenario.append(args[index+1])

else:
scenario.append(0)

if "-hum" in args: #set hum threshold in the scenario
index = args.index("-hum")
scenario.append(args[index+1])

else:
scenario.append(0)

elif "-repat” in args: # report on receipt of sms (actually awaiting instructions from sms)
scenario.append("REPORT_AT")

if "-time" in args:
index = args.index("-time") # find time in arguments
#HERE GOES THE PARSER
print " to pass : " ,args[index+1] + " " + args[index+2]
date = parser.extract_date(args[index+1]+ " " + args[index+2]) # check if the date given is in valid format
print " date is " , date
if date=="FORMAT ERROR": # if not, say "BREAK"
scenario = []
scenario.append("BREAK")
else:
scenario.append("TIME")
scenario.append(date) # else append the date

non

if "-now" in args:
scenario.append("TIME")
scenario.append("0") # trigger the report right now option

elif "-reploop" in args: # report at given time and then loop-report at given time intervals

scenario.append("REPORT_LOOP")



if "-time" in args:
index = args.index("-time") # find time in arguments
#HERE GOES THE PARSER
print " to pass : " ,args[index+1] +
date = parser.extract_date(args[index+1]+
print " date is ", date
if date=="FORMAT ERROR": # if not, say "BREAK"
scenario = []
scenario.append("BREAK")
else:
scenario.append("TIME")
scenario.append(date) # else append the date

+ args[index+2]
" " + args[index+2]) # check if the date given is in valid format

if "-now" in args:
scenario.append("TIME")
scenario.append("0") # trigger the report right now option

if "-loop" in args:
index = args.index("-loop") # find loop in arguments
loop = args[index+1] # the loop time
if loop == None: # if no loop there
scenario = []
scenario.append("BREAK") # say "BREAK"
else:
scenario.append("LOOP")
scenario.append(loop) # append the loop time

if len(scenario) < 2: # reploop only means nothing
scenario = []
scenario.append("BREAK") # say "BREAK"

else: # wrong arguments

scenario.append("BREAK")
return scenario

def dict_scenario(scenario): #returns the scenario values as a dictionary for visionary pleasure and programmatic ease
dictscenario = dict(nodeid = scenario[0], par=scenario[1], tsr = scenario[2], temp = '%.2f" % float(scenario[3]), hum =

"% .21 % float(scenario[4]))
return dictscenario

from datetime import datetime

def calcRemainingTime(future_time): # in such a format: "21/11/06 16:30"



try:
now = datetime.now() # take the time now
future = datetime.strptime(future_time, "%d/%m/%y %H:%M") # bring the future time to format similar to datetime

if future < now:
return 'error’ # sorry, past can't be reached

else:
diff = future-now # datetime difference
return diff.days*86400 + diff.seconds # returns the total seconds

except ValueError: #our error case
return 'error’

import serial
class modem(object):

def __init__(self, dev): #initialize the device
self.ser = serial.Serial("%s" % dev, 115200, timeout=1)
self.ser.flushInput()
self.ser.flushOutput()

def close(self): #close the serial connection
self.ser.close()

def receiveChar(self, chars = 1): # fetch a received character from output
return self.ser.read(chars)

def receiveDualResult(self): # fetch two responses from output
blank = self.receiveLine()
ir = self.receiveLine()
blank = self.receivelLine()
frc = self.receiveLine()

return ir, frc

def receiveLine(self): # fetch a whole line from output
return self.ser.readline().replace("\r", "").replace("\n", "")

def receiveSingleResult(self): # fetch a single response from output
blank = self.receiveLine()
frc = self.receiveLine()
return frc

def sendCommand(self, command, newline = True): # send a command to device
self.ser.write(command)

if newline:
self.ser.write("\r")
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from gsmmodem import modem
def sendSms(dev,phone_no,message): # a function to send sms
gsm = modem(dev) # initialize the device

command = 'ATZ' # first AT command (initialization)
gsm.sendCommand(command)
print gsm.receiveSingleResult()

command = 'AT+CMGF=1" # text mode
gsm.sendCommand('AT+CMGF=1")
print gsm.receiveSingleResult()

command = 'AT+CMGS=' + chr(34) + phone_no + chr(34) # define the phone number to send
gsm.sendCommand(command)
print gsm.receiveSingleResult()

command = message # the message itself
gsm.sendCommand(command)
print gsm.receiveSingleResult()

command = chr(26) # ascii control character, actually the Ctrl + z, needed for termination
gsm.sendCommand(command,False)

print gsm.receiveSingleResult()

gsm.close()

from gsmmodem import modem
import string

def recvSms(dev): # returns the last message received and its id
gsm = modem(dev) # initialize the device

command = 'AT' # AT initialization
gsm.sendCommand(command)
print gsm.receiveSingleResult()

command = 'AT+CMGF=1" # text mode
gsm.sendCommand(command)
print gsm.receiveSingleResult()

command = 'AT+CMGL=\"ALL\"" # fetch the sms
gsm.sendCommand(command)
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gsm.receiveLine()

messages = []
last_ids =[]
criterion = []

while True:
output = gsm.receiveLine()

if output == "OK":
break

else:
if output.startswith("+CMGL: "): # calculations and parsing of what we take
header = output.replace("\"", "").split(": ")[1].split(",")
message = gsm.receiveLine()

if header[1].startswith("REC "): # in the main message sector

new_message = message

this_criterion = string.atoi(header[4].replace('/,")+header[5].replace(":',").replace('+',")) # create integer
from date and time

criterion.append(this_criterion)

criterion.sort() # sort datetime

pos = criterion.index(this_criterion)

messages.insert(pos,new_message) # insert message with a sorted datetime way

last_ids.insert(pos,header[0]) # insert id of message, sorted

gsm.close()

if messages == []: # if no messages return []
return []

else:
return [messages|[-1], last_ids[-1]] # return the last message and its id

from gsmmodem import modem
def delSms(dev,id): # deletes the sms with this id

gsm = modem(dev)

command = 'AT" #initialize
gsm.sendCommand(command)
print gsm.receiveSingleResult()

command = 'AT+CMGF=1" # text mode
gsm.sendCommand(command)
print gsm.receiveSingleResult()

command = 'AT+CMGD=%s' % id # delete
gsm.sendCommand(command)
print gsm.receiveSingleResult()
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from datetime import datetime
def sms_report(attributes,dictionary): #actually this is the sms that will be sent

message = "" # init to nothing

now = datetime.now() # take this.time :-)

date = str(now.year) + "-" + str(now.month) +
express it with this format

keyz = [k for k, v in dictionary.items()] # fetch keys of dictionary

values = [v for k, v in dictionary.items()] # fetch values of dictionary

non non n.on

+ str(now.day) + " " + str(now.hour) + ":" + str(now.minute) + " " #

for i in range(len(values)): # and formulate a nice string of those pairs
message += str(keyz[i]) + "=" + str(values[i]) + " "
# now bring nodeid=something to the front of the string, so
nodeid_start_index = message.find("nodeid=") # find index of nodeid in message
nodeid_stop_index = message.find(" ",nodeid_start_index) # find the index where nodeid=xx stops, eg when you face a "
" after the start index
nodeid_substring = message[nodeid_start_index:nodeid_stop_index] # extract the substring
message = message[:nodeid_start_index] + message[nodeid_stop_index+1:] # replace it with '
message = nodeid_substring + " " + message # and place it in front of the message

, actually erase it

if attributes != 0: # attach a header that reports which attributes exceed the threshold
anomalous_attributes = "Attributes that exceeded threshold are "
for i in range(len(attributes)): # attach the attributes that exceeded thresholds

anomalous_attributes += attributes[i] + ",
return date + anomalous_attributes + "Measurements: " + message # a human readable sms

else: # simply report the measurements
return date + "Measurements: " + message # a human readable sms

def sms_error(): # when an error occurs

message = "Received unknown instruction! Please refer to the manual and sent an sms again"
return message

# Bash script that prompts for a phone number, then saves them in params.txt
echo "PLEASE DEFINE THE PHONE NUMBER IN WHICH SMS ARE GOING TO BE SENT. Example +30694xxxxx"

# delete contents of params.txt
cat /dev/null > /opt/tinyos-2.0.2/apps/BlinkToRadio/python/scripts/params.txt

while [ "$phone" =="" ]

do

echo -n "Enter phone and press [ENTER]: "
read phone

done
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# write to params.txt
echo "$phone" >> /opt/tinyos-2.0.2/apps/BlinkToRadio/python/scripts/params.txt

# Bash script that prompts for a date, then saves them in params.txt

echo "PLEASE DEFINE THE TIME THAT YOU WANT TO BE NOTIFIED BY SMS. TIME MUST FOLLOW THE
FORMAT day/month/year hour:minute. Example 12/9/09 16:34"

# delete contents of params.txt
cat /dev/null > /opt/tinyos-2.0.2/apps/BlinkToRadio/python/scripts/params.txt

while [ "$report_time" == ""]

do

echo -n "Enter time and press [ENTER]: "
read report_time

done

# write to params.txt
echo "$report_time" >> /opt/tinyos-2.0.2/apps/BlinkToRadio/python/scripts/params.txt

# Bash script that prompts for some values, then saves them in params.txt

echo "PLEASE SET THE VALUES THAT WHEN EXCEEDED, THE SYSTEM SHALL INFORM VIA SMS. IF YOU
SET A VALUE FOR 0, IT WILL NOT BE INSPECTED AND TAKEN UNDER CONSIDERATION FOR THE REST OF
THE PROCESS"

# delete contents of params.txt
cat /dev/null > /opt/tinyos-2.0.2/apps/BlinkToRadio/python/scripts/params.txt

while [ "$max_temp" =="" ]

do

echo -n "Enter the temperature threshold value (0 otherwise) and press [ENTER]: "
read max_temp

done

while [ "$max_hum" =="" ]

do

echo -n "Enter the humidity threshold value (0 otherwise) and press [ENTER]: "
read max_hum

done

while [ "$max_psr" ==""]

do

echo -n "Enter the psr threshold value (0 otherwise) and press [ENTER]: "
read max_psr

done
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while [ "$max_tsr" ==""]

do

echo -n "Enter the tsr threshold value (0 otherwise) and press [ENTER]: "
read max_tsr

done

# write to params.txt
echo "$max_temp $max_hum $max_psr $max_tsr" >> /opt/tinyos-2.0.2/apps/BlinkToRadio/python/scripts/params.txt

_

/* tab:4
* "Copyright (c) 2000-2005 The Regents of the University of California.
* All rights reserved.
*
* Permission to use, copy, modify, and distribute this software and
* its documentation for any purpose, without fee, and without written
* agreement is hereby granted, provided that the above copyright
* notice, the following two paragraphs and the author appear in all
* copies of this software.
*
*IN NO EVENT SHALL THE UNIVERSITY OF CALIFORNIA BE LIABLE TO ANY
* PARTY FOR DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL
* DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE AND ITS
* DOCUMENTATION, EVEN IF THE UNIVERSITY OF CALIFORNIA HAS BEEN
* ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
*k
* THE UNIVERSITY OF CALIFORNIA SPECIFICALLY DISCLAIMS ANY WARRANTIES,
* INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
* AND FITNESS FOR A PARTICULAR PURPOSE. THE SOFTWARE PROVIDED HEREUNDER IS
* ON AN "AS IS" BASIS, AND THE UNIVERSITY OF CALIFORNIA HAS NO OBLIGATION TO
* PROVIDE MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS."
*k
* Copyright (c) 2002-2005 Intel Corporation
* All rights reserved.
%k
* This file is distributed under the terms in the attached INTEL-LICENSE
* file. If you do not find these files, copies can be found by writing to
* Intel Research Berkeley, 2150 Shattuck Avenue, Suite 1300, Berkeley, CA,
*04704. Attention: Intel License Inquiry.

*/
/* Authors: Phil Levis <pal @cs.berkeley.edu>
* Date: December 1 2005
* Desc: Generic Message reader
*
*/
/**

* @author Phil Levis <pal @cs.berkeley.edu>
*/

85



package net.tinyos.tools;

import java.util.*;

import java.text.*;

import net.tinyos.message.*;
import net.tinyos.packet.*;
import net.tinyos.util.*;

import java.sql.*;
public class MyReader implements net.tinyos.message.MessageListener {
private MotelF motelF;

public MyReader(String source) throws Exception {
if (source != null) {
motelF = new MotelF(BuildSource.makePhoenix(source, PrintStreamMessenger.err));
}
else {
motelF = new MotelF(BuildSource.makePhoenix(PrintStreamMessenger.err));
}
}

public void start() {
}

public void messageReceived(int to, Message message) {

long t = System.currentTimeMillis();

// Date d = new Date(t);

System.out.print("" +t+": ");
s
// mine code (parsing the message received serially....and doing some database insertions)
i o

String a = message.toString(); // convert it to string

int nodeid_start_index = a.indexOf("nodeid"); // index of nodeid
int par_start_index = a.indexOf("par"); // index of par

int tsr_start_index = a.indexOf("tsr"); // index of tsr

int temp_start_index = a.indexOf("temp"); // index of temp

int hum_start_index = a.indexOf("hum"); // index of hum

int counter_start_index = a.indexOf("counter"); // index of counter

int nodeid_stop_index = par_start_index - 5; // empirical rule

int par_stop_index = tsr_start_index - 5; // empirical rule

int tsr_stop_index = temp_start_index - 5; // empirical rule

int temp_stop_index = hum_start_index - 5; // empirical rule

int hum_stop_index = counter_start_index - 5; //empirical rule

int counter_stop_index = a.indexOf("]",counter_start_index); //empirical rule

String hex_string_nodeid = a.substring(nodeid_start_index + 9,nodeid_stop_index); //see below

String hex_string_par = a.substring(par_start_index + 6,par_stop_index); // the +6 here means that it will remove the
par=0x and shall leave the hexademical string only

String hex_string_tsr = a.substring(tsr_start_index + 6,tsr_stop_index); // the same for hum

String hex_string_temp = a.substring(temp_start_index + 7,temp_stop_index); // the same for hum

String hex_string_hum = a.substring(hum_start_index + 6,hum_stop_index); // the same for hum



String hex_string_counter = a.substring(counter_start_index + 10, counter_stop_index); // the same for counter

int nodeid = Integer.valueOf(hex_string_nodeid, 16).intValue(); //integer value of PAR

int par = Integer.valueOf(hex_string_par, 16).intValue(); //integer value of PAR

int tsr = Integer.valueOf(hex_string_tsr, 16).intValue(); //integer value of TSR

int temp = Integer.valueOf(hex_string_temp, 16).intValue(); //integer value of temperature !!NOT IN CELSIOUS!!
int hum = Integer.valueOf(hex_string_hum, 16).intValue(); //integer value of humidity

int cnt = Integer.valueOf(hex_string_counter, 16).intValue(); //integer value of counter

double celsius_temp = 0.01*temp - 39.60 ; // in CELSIOUS format

double humidity = -4 + 0.0405*hum + (-2.8*Math.pow(10,-6))*Math.pow(hum,2); // humidity, not temperature
compensated

double humidity_norm = (celsius_temp - 25) * (0.01 + 0.00008*hum) + humidity; // calculate humidity compensated by
temperature

DecimalFormat df = new DecimalFormat("#.###"); // more than two decimal points are rather useless

float humidity_normalized = Float.parseFloat(df.format(humidity_norm)); // now they are well represented e.g. 30.32
float temp_normalized = Float.parseFloat(df.format(celsius_temp));

System.out.println("node id is : " + nodeid);
System.out.println("PAR is : " + par);
System.out.println("TSR is : " + tsr);
System.out.println("temperature is : " + temp_normalized);
System.out.println("humidity is : " + humidity_normalized);
System.out.println("counter is : " + cnt);
System.out.println();

// DATABASE
Connection conn = null;

try{
//some initialization stuff

String url = "jdbc:mysql://localhost/my_db?user=user&password=12345";
Class.forName ("com.mysql.jdbc.Driver").newlInstance ();

conn = DriverManager.getConnection (url);

System.out.println ("Database connection established");

// insert the message parsed values into db

PreparedStatement s;

Pl iy iy iyl

s = conn.prepareStatement("INSERT INTO sensor (nodeid, par, tsr, temp, humidity, counter) VALUES(?,2,2,2,2,7)");

s.setlnt(1, nodeid);

s.setDouble(2, par);

s.setDouble(3, tsr);

s.setFloat(4, temp_normalized);
s.setFloat(5, humidity_normalized);
s.setInt(6, cnt);

s.executeUpdate();

}

catch (Exception e)
{
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System.err.println ("Cannot connect to database server");

}

finally
{
if (conn != null)
{
try
{

conn.close ();
System.out.println ("Database connection terminated");

}
catch (Exception e) { /* ignore close errors */ }
1
}
}

private static void usage() {

System.err.println("usage: MsgReader [-comm <source>] message-class [message-class ...

}

private void addMsgType(Message msg) {
motelF.registerListener(msg, this);

}

public static void main(String[] args) throws Exception {
String source = null;

Vector v = new Vector();
if (args.length > 0) {
for (inti = 0; i < args.length; i++) {
if (args[i].equals("-comm")) {
source = args[++i];
}
else {
String className = args][i];
try {
Class ¢ = Class.forName(className);
Object packet = c.newlnstance();
Message msg = (Message)packet;
v.addElement(msg);
}
catch (Exception e) {
System.err.println(e);
}
}
}
}
else if (args.length !=0) {
usage();
System.exit(1);

}

MyReader mr = new MyReader(source);
Enumeration msgs = v.elements();
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while (msgs.hasMoreElements()) {
Message m = (Message)msgs.nextElement();
mr.addMsgType(m);

1

mr.start();

}
}

#ifndef SENSING_H
#define SENSING_H

enum {
AM_SENSINGMSG = 6, // AM type of AMSenderC
TIMER_PERIOD_MILLI = 2500 // timeout for sending the message to radio

}’

typedef nx_struct SensingMsg { // our message struct which carries the messages
nx_uint16_t nodeid;

nx_uint16_t par;

nx_uint16_t tsr;

nx_uint16_t temp;

nx_uint16_t hum;

nx_uint16_t counter;

} SensingMsg;

#endif

#include <Timer.h>
#include "Sensing.h"

configuration SensingAppC {
}
implementation { // here we define the components of our application
components MainC;
components LedsC;
components SensingC as App;
components new TimerMilliC() as TimerO;
components ActiveMessageC;

components new HamamatsuS1087ParC() as PAR; // for example this component can offer psr measurement

components new HamamatsuS10871TsrC() as TSR;
components new SensirionSht11C() as SensorSht;
components new AMSenderC(AM_SENSINGMSG);
components new AMReceiverC(AM_SENSINGMSG);

/I here goes the wiring
App.Boot -> MainC;
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App.Leds -> LedsC;

App.Timer( -> Timer0;

App.ReadPAR -> PAR;

App.ReadTSR -> TSR;
App.ReadTemperature -> SensorSht.Temperature;
App.ReadHumidity -> SensorSht.Humidity;
App.Packet -> AMSenderC;
App.AMPacket -> AMSenderC;
App.AMSend -> AMSenderC;
App.AMControl -> ActiveMessageC;
App.Receive -> AMReceiverC;

#include <Timer.h>
#include "Sensing.h"

module SensingC { // the interfaces that we shall use
uses interface Boot;
uses interface Leds;
uses interface Timer<TMilli> as TimerO;
uses interface Packet;
uses interface AMPacket;
uses interface AMSend,;
uses interface Read<uint16_t> as ReadPAR;
uses interface Read<uint16_t> as ReadTSR;
uses interface Read<uint16_t> as ReadTemperature;
uses interface Read<uint16_t> as ReadHumidity;
uses interface SplitControl as AMControl;
uses interface Receive;

}

implementation { // the implementation logic
/Isome variables declarations

bool busy = FALSE;

message_t pkt;

uint16_t counter = 0;
uint16_t par_measurement;
uint16_t tsr_measurement;
uintl6_t temperature;
uint16_t humidity;

event void Boot.booted() { // start the radio when the system has booted
call AMControl.start();

}

event void AMControl.startDone(error_t err) { // handler to indicate that we are ready to fire the timer
if (err == SUCCESS) {
call TimerO.startPeriodic(TIMER_PERIOD_MILLI); //start the timer if the radio started succesfully
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}

else {
call AMControl.start(); // else start again the radio
}
}

event void AMControl.stopDone(error_t err) { //nothing here

}

event void TimerO.fired() { // when the timer fires
counter++; // increase the message counter
call ReadPAR.read(); / try to read the things we want to read
call ReadTSR.read();
call ReadTemperature.read();
call ReadHumidity.read();
call Leds.set(counter);
if ('busy) { // if a message transmision is not in progress
SensingMsg* btrpkt = (SensingMsg*)(call Packet.getPayload(&pkt, NULL)); // form the message packet
btrpkt->nodeid = TOS_NODE_ID;
btrpkt->par = par_measurement;
btrpkt->tsr = tsr_measurement;
btrpkt->temp = temperature;
btrpkt->hum = humidity;
btrpkt->counter = counter;
if (call AMSend.send(AM_BROADCAST_ADDR, &pkt, sizeof(SensingMsg)) == SUCCESS) { // transmission accepted
busy = TRUE;
}
}

event void ReadPAR.readDone(error_t result, uint16_t data) // handler to indicate the par was read successfully
{
if (result == SUCCESS){
par_measurement = data;
}
}

event void ReadTSR.readDone(error_t result, uint16_t data) // handler to indicate that tsr was read successfully
{
if (result == SUCCESS){
tsr_measurement = data;

}
}

event void ReadTemperature.readDone(error_t result, uint16_t data) // handler to indicate that temperature was read
successfully
{
if (result == SUCCESS){
temperature = data;
1
!

event void ReadHumidity.readDone(error_t result, uint16_t data) // handler to indicate that humidity was read successfully
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{
if (result == SUCCESS){

humidity = data;
}
1

event void AMSend.sendDone(message_t* msg, error_t error) { // handler to indicate that the message buffer can be reused
after we sent a message
if (&pkt == msg) {
busy = FALSE;
}
1

event message_t* Receive.receive(message_t* msg, void* payload, uint8_t len) { // handler to indicate a receipt of a
message
if (len == sizeof(SensingMsg)) {
SensingMsg* btrpkt = (SensingMsg*)payload;
call Leds.set(btrpkt->counter);

}

return msg;

}
}

COMPONENT=SensingAppC
include $(MAKERULES)

92






