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ABSTRACT

The present thesis that was developed within the framework of the Interdisciplinary Pro-
gram of Postgraduate Studies titled: "Informatics and Computational Biomedicine” (Biomed-
ical Direction) discusses the usage of the electrocardiogram as a biometric feature for the
authentication of users. Electrocardiography is an important diagnostic tool for the med-
ical industry bearing large amount of information about heart function. In recent years,
however, there has been increased interest in exploiting this information in order to iden-
tify users. Thus many researches have emerged about its processing and integration into
biometric technology.

The search for the optimal and most reliable use of the electrocardiogram as a bio-
metric data revealed the difficulty of comparing and assessing the proposed methods in
the literature. Addressing this purpose, a draft comparison of the most prevalent method-
ologies was developed in this thesis. The main steps, as shown in most biometric systems,
are the collection of biometric data, the extraction of the characteristics and the compari-
son of the set of characteristics of an individual over a previously registered model, mainly
using classification techniques.

In particular, fifty electrocardiograms obtained from the Physikalisch-Technische
Bundesanstalt (PTB) diagnostic ECG Database were preprocessed and used for feature
extraction. The Fourier transform, Wavelet transform and Discrete Cosine transform were
applied and for each of them, the twenty most significant coefficients were used as input
in the classification process.

In terms of classification, the user’s identification from his electrocardiogram was
defined as a two-class problem where the two possible classes for a sample are whether
or not they belong to the user already identified in a previous step. Four classification
techniques were used employing the Weka machine library: K-Nearest Neighbor Method
(KNN), Multilayer Perceptron, RBFN, Random Forest. The results provide comparable
information for combinations of techniques and their performance in the aforementioned
authentication problem

SUBJECT AREA: ECG Biometrics
KEYWORDS: biometrics, electrocardiogram, feature selection, classification, authentica-
tion
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NEPIAHWH

2Tnv Tapouca gpyaacia, TTou EKTTovrBNKe oTta TTAaioia Tou AlaTunuatikou Mpoypduuartog
MeTaTrTuxiokwy ZTToudwv WE TiTAO: «TMAnpo@opikA Kal YTToAoyIoTIKr) BioiaTpikA» (KaTEU-
Buvon BioiatpikAg) YEAETABNKE N XPAON TOU NAEKTPOKAPSIOYPOPHHUATOS WG BIOPETPIKO
XOPAKTNPIOTIKO VIO TNV QUBEVTIKOTTOINON XPNOTWV. TOo nAEKTPOKOPdIOYPAPNUa ATTOTEAEI
onNMavTikd dIayvwaoTIKG EPYAAEIo yia TOV 1ATPIKO KAGDO PEPOVTAS TTANBWPA TTANPOYOPILV
yla mn Aeiroupyia NG kapdidg. Ta TeAeutaia xpovia, OUwWG, €xEl auéndei To evdla@épov
yia TNV EKPMETAAAEUON AUTWYV TWV TTANPOPOPIWYV HE OKOTTO TNV avayvwpion XPnoTwy Kai
€XOUV TTPOKUWEI TTOAAEG EPEUVEG OXETIKA PE TNV ETTEEEPYATIA KAI TV EVOWPATWOT) TOU OTN
BIOUETPIKN TEXVOAOYiQ.

H avalitnon tng BEATIOTNG Kai TTI0 a&IGTTIOTNG XPHONG TOU NAEKTPOKAPSIoYpaPrua-
TOG WG PIOUETPIKG BEDOPEVO ATTOKAAUWE TN BUOKOAIO OUYKPIONG KAl EKTINNONG TWV TTPOTEI-
vouevwy peBddwv otn BiBAIoypagia. Na autd To OKOTTO aTNV TTapoUCa EPYACia KATACTPW-
Onke Eva ox€D10 OUYKPIONG TWV ETTIKPATECTEPWYV PEBodOAOYIWY. Ta KUpIa BAuATa, OTTWG
eM@avidovtal oTa TTEPICCOTEPA PBIOUETPIKA CUOTAMATA €ival N cUAAOyA Twv BIOPETPIKWV
0edOPEVWYV, N EEAYWYI TWV XAPAKTNEIOTIKWY Kal N OUYKPIOT TOU CUVOAOU XOPAKTNPIOTIKWY
EVOG aTOPOU £vavTl VOGS TTPONYOUNEVWG KATAXWPNMEVOU TTPOTUTIOU, KUPIWG PE XPRoN
TEXVIKWV TAgIvOuNong.

2 UYKEKPIMEVA XPNOIUOTTOINBNKAV Ta NAEKTPOKAPSIOYPAPUATA TTEVIVTA ATOUWY aTTO
TN diayvwoTikr Bdon dedopévwy Physikalisch-Technische Bundesanstalt (PTB) kai petd
at1To KATAAANAN ETTECEPYQTIA yIA TNV ELAYWYH TWV XAPAKTNPIOTIKWY EQapudoTnKav oI MeTa-
oxnuatiopoi Fourier, Wavelet kai AlakpitoUu 2uvnuitévou. lNa kadBe Evav atmmd Toug TPEIG
METOOXNMATIONOUG ETTIAEXBNKAV Ol £IKOTI TTIO GNPAVTIKEG GUVIOTWOEG Ol OTTOIEC ATTOTEAET AV
TOUG OUVTEAEDTEG €100d0U TG dladikaciag Tagivounong.

Ooov apopd oTNV TagIVOUNOT, N avayvwpior TOU XPrRoTn atro To NAEKTpokapdioypd-
PNUA Tou OPIOTNKE WG £va TTPORANUA dUO KAGoEWY, OTTOU 01 dUO TTIBAVESG KAACEIS YIa £va
Ociyua gival To av avAkel 1] 6x1 0To XPHOTN TTou £XEl ON AVAYVWPIOTEI O€ Eva TTPONYOUUEVO
BApa. Me xprion NG BIBAIOBAKNG ekpaBnong pnxavwy Weka spapuootnkav TECOEPIG
TEXVIKEG TAgIVOUNONG: MéBodog K-KovTivoTepwv IMeitovwy (KNN), TTOAUGTpWHATIKO dIKTUO
(Multilayer perceptron), dikTuo akTIVIKwWV ocuvapTiocwy Baons (RBFN), Tuxaio ddoog (Ran-
dom Forest) kai Ta atmmoTeEAECUATA TTAPEXOUV CUYKPICIPES TTANPOYOPIES VIO TOUG GUVOUQ-
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OMOUG TWV TEXVIKWYV KAl TNV aTTOO00T TOUG ATO TTAPATTAVW TTPORANUA QUBEVTIKOTTOINONG.

OEMATIKH MNMEPIOXH: Biopetpia nAekTpokapdioypa®AuaTog
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Using ECG biometric in human authentication

1. INTRODUCTION

1.1 Introduction

The extensive use of computers and electronic communication devices along with the sig-
nificant variety of network applications, such as e-government, e-banking, and e-commerce,
require strict methodologies to identify authorized users in order to prevent malicious be-
havior, economic loss or fraud attempts. As traditional password-based authentication
has long been proven inadequate, the use of biometrics has provided multiple solutions
in the past years. Biometric features, providing unique and strictly associated data for
each person. They are increasingly used for authentication and identification purposes
in a broad variety of institutional and commercial systems, as the use of such data has
been proven appropriate in order to achieve a higher level of security than that provided by
traditional password protected systems. One of the most recent approaches to biometric
authentication is using Electrocardiograms (ECG), as they are closely related to various
unique characteristics of the heart of each person.

1.2 Biometrics

The term biometrics is defined as “automated recognition of individuals based on their be-
havioral and biological characteristics“ (Technical committee ISO/IEC JTC1 SC37). Bio-
metric data consist of information extracted during a biometric procedure and provide dis-
tinctive and measurable features used to describe and label individuals in a unique way.
Generally they are irrevocable, as most of biometric data cannot be changed during the
human life and in most cases they are hard to forge. Biometric features are mainly cate-
gorized as physiological versus behavioral characteristics.

1.2.1 Physiological biometrics

Physiological characteristics are related to biological functions or the shape of the body
and bear information that can be rooted to the uniqueness of DNA. Below the main types
of physiological biometrics are listed :

* DNA Matching: The identification of a human using the analysis of DNA. Although

19 A. Katsika
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Using ECG biometric in human authentication

99,9 of human DNA sequences are the same in every person, it is possible to dis-
tinguish one individual from another, using repetitive sequences that are highly vari-
able, in particular short tandem repeats (STRs), also known as microsatellites, and
minisatellites.

* Eyes - Iris or Retina Recognition: The use of the features found in the iris to
identify an individual. Retinal scanning is an ocular-based biometric technology that
uses the unique patterns on a person’s retina blood vessels and is often confused
with iris recognition. Iris recognition uses video camera technology with subtle near
infrared illumination to acquire images of the detail-rich, intricate structures of the iris
which are visible externally.

» Face Recognition: The analysis of facial features or patterns for the authentication
or recognition of an individuals identity by extracting landmarks, or features, from an
image of the subject’s face. Most face recognition systems either use eigenfaces or
local feature analysis.

* Fingerprint Recognition: The use of the ridges and valleys (minutiae) found on
the surface tips of a human finger to identify an individual. The three basic patterns
of fingerprint ridges are the "arch” which enter from one side of the finger, rise in
the center forming an arc, and then exit the other side of the finger, "loop” ridges
that enter from one side of a finger, form a curve, and then exit on that same side
and "whorl” ridges that form circularly around a central point on the finger. Those
features are processed and classified using pattern algorithms.

* Finger/Hand Geometry Recognition: The use of 3D geometry of the finger to de-
termine identity/usage of the geometric features of the hand such as the lengths of
fingers and the width of the hand to identify an individual.

« Ear Recognition: The identification of an individual using the shape of the ear. Itis
based on the distinctive shape of each person’s ears and the structure of the largely
cartilaginous, projecting portion of the outer ear. Although ear biometrics appears to
be promising, no commercial systems are available today.

+ ECG Recognition: ECG is a biological signal created by the electrical currents that
are generated by the activity of the heart. Therefore, shapes of the ECG waveforms
depend on human heart and body anatomic features that can be used for human
identification.

A. Katsika 20
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Using ECG biometric in human authentication

1.2.2 Behavioral biometrics
Behavioural characteristics are related to the pattern of an individual’s behavior, including:

+ Keystroke dynamics: The use of detailed timing information which describes ex-
actly when each key was pressed or/and released as a person is typing at a computer
keyboard, in order to approve access in a system.

» Gait analysis: The use of an individuals walking style or gait to determine identity.
The parameters are grouped to spatial-temporal (step length, step width, walking
speed, cycle time) and kinematic (joint rotation of the hip, knee and ankle, mean
joint angles of the hip/knee/ankle, and thigh/trunk/foot angles) classes. Researchers
have proven that there is a high correlation between step length and height of a
person.

» Voice/speaker recognition: There is a difference between speaker recognition
(recognizing who is speaking) and speech recognition (recognizing what is being
said). These two terms are frequently confused, but regarding biometrics there are
two major applications of speaker recognition, Voice - Speaker Verification which
refers to the use of the voice as a method of determining the identity of a speaker
for access control and Voice - Speaker Identification that determines an unknown
speaker’s identity.

+ Signature analysis: The authentication of an individual by the analysis of handwrit-
ing style, particularly the signature. There are two key types of digital handwritten
signature authentication, Static and Dynamic. Static is most often a visual compari-
son between one scanned signature and another scanned signature, or a scanned
signature against an ink signature. Dynamic is becoming more popular as cere-
mony data is captured along with the X,Y,T and P Coordinates of the signor from the
signing device.

21 A. Katsika
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Using ECG biometric in human authentication

1.3 Biometric System procedures

Biometric recognition refers to the automatic identification of a person based on one or
more of the aforementioned characteristics. This method of identification offers several
advantages over traditional methods, such as ID cards or passwords, as the person to be
identified is required to be physically present and biometric techniques obviate the need
to remember a password. In some applications, more than one biometric trait is used
to attain higher security and to handle failure to enroll situations for some users. Such
systems are called multimodal biometric systems.

A biometric system is essentially a pattern recognition system which recognizes a
user by determining the authenticity of a specific anatomical or behavioral trait. Several im-
portant issues must be considered in designing a practical biometric system. Commonly,
at first a user must be enrolled in the system so that his biometric template can be captured
and stored in a central database. The template is used for comparing and matching when
an individual needs to be identified in a later phase after initial enroliment. Depending on
the context, a biometric system can operate either in a verification (authentication) or an
identification mode.

Figure 1.1: A generic biometric system.

1.3.1 Identity verification

In the context of identity verification, an identity is first announced by the subject, the
signal is compared to stored signals (one-to-one comparison) and the decision consists in
accepting or rejecting the claimed identity. This comparison lead to two possible scenarios.

A. Katsika 22
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Using ECG biometric in human authentication

The genuine case scenario, where two signals issued from the same subject are be-
ing compared or intra-subject case (the impostor case) scenario where two signals issued
from two different subjects are being compared. The decision step relies on the use of a
matching algorithm that decides if the subject is a genuine or an impostor, by comparing
its score to a decision threshold. To evaluate a verification system, scores are computed
between all the records of a database, leading to two types distribution, one for hypothesis
HO and one for hypothesis H1. The best case for the verification process is the scenario
in which the distributions of HO and H1 are well separated. In practice, false matching rate
(FMR) and false non-matching rate (FNMR) may be computed for various threshold val-
ues, allowing to plot a Detection Error Tradeoff curve. Sometimes performances are given
as a function of the Equal Error Rate (EER), where FMR and FNMR are equal. Figure 1.2
depicts the case where the distributions of the two hypothesis overlap [1].

Figure 1.2: Probability distributions for hypothesis HO, H1

1.3.2 Human Ildentification

In the context of identification, the signal is compared to a biometric database (one-to
many comparison). The decision step relies on the use of a ranking algorithm, providing

23 A. Katsika
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the identity of the subject. To evaluate an identification system, for each record of the
database, a score is computed between it and all the others. Performance may be evalu-
ated by analyzing the nearest neighbors, and giving the rank necessary to find the same
subject, or only considering the first rank (or first rank identity) which provides an identity
of the subject (correct or not).

The overall performance of a biometric system is assessed in terms of its accuracy,
speed, and storage combined with several other factors, like cost and ease-of-use. Bio-
metric systems will sometimes mistakenly accept an impostor as a valid individual (a false
match) or reject a valid individual (a false non-match). The probability of committing these
two types of errors are termed false reject rate (FRR) and false accept rate (FAR). Figure
shows the trade-off between a system’s FRR and FAR at different operating points; The
false reject rate (FRR): is the number of times the system does not recognize a sample as
coming from the same individual who produced the reference.The false accept rate (FAR):
is the number of times the system incorrectly matches a sample from one person to a ref-
erence from another. The definition of a recognition threshold establishes the boundary
between acceptance and rejection of a request. Increasing the FAR due to lower thresh-
olds makes the biometric system more tolerant to input variations and noise. However,
raising the threshold, in order to make the system more secure, decreases the FAR.

Figure 1.3: FAR and FRR carves define the recognition threshold

A. Katsika 24

Institutional Repository - Library & Information Centre - University of Thessaly
07/05/2024 19:55:28 EEST - 3.143.250.204



Using ECG biometric in human authentication

Figure 1.4: The enrollment and classification phases

1.3.3 Cancelable biometrics

Cancelable biometrics is aimed at enhancing the security and privacy of biometric authen-
tication through the generation of intentionally distorted biometric data. Instead of using
the originally obtained object (finger, face), the extracted feature is distorted in a repeat-
able manner, and this new altered feature is used, in the transformed domain. Designing
a cancelable biometric scheme abides to the following main objectives:

 Diversity: No same cancelable features can be used across various applications,
therefore a large number of protected templates from same biometric feature is re-
quired.

* Reusability/Revocability: Straightforward revocation and reissue in the event of
compromise.

* Non-invertibility: Non-invertibility of template computation to prevent recovery of
original biometric data.
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1.4 ECG in biometrics
1.4.1 ECG Fundamentals

The electrocardiogram (ECG) is a biological signal widely used in healthcare that de-
scribes the electrical activity of the heart over time. Practically it corresponds to the
sequential depolarization and repolarization of the different muscles that form the my-
ocardium. It is recorded at the surface of the body, with electrodes attached in vari-
ous configurations. The first recording device was developed by the physiologist Williem
Einthoven, granting him the Nobel Prize in Medicine in 1924.

Figure 1.5: The primary components of an ECG signal: the P wave, the QRS complex
and the T wave.

Anatomically, the heart consists of four chambers (left and right atrium, left and
right ventricle), blood vessels, as well as four valves, which prevent backward flow within
the heart. Another integral part of the heart is its electrical conduction system. The latter
generates and conducts the electric stimulus for the muscle contraction. The whole ECG
signal recording consists of several consecutive cardiac cycles. In the clinical practice
ECG diagnosis is succeeded by its measurement in the time domain and interpreting the
values between the beat intervals and amplitudes.

The track of the each heartbeat consists of three basic parameters: P, Rand T
waves. The P wave describes the depolarization of the right and left atria. The QRS
complex reflects the depolarization of the right and left ventricles. The T wave corresponds
to the ventricular repolarization and the QT interval is dependent on the heart rate. The
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amplitude of P wave is relatively small, because the atrial muscle mass is limited. The
absence of a P wave typically indicates ventricular ectopic focus. This wave usually has
a positive polarity, with a duration of approximately 120 ms, while its spectral content is
limited to 10-15 Hz.

Figure 1.6: Analytical depiction of the sub-waves that forms a typical ECG signal .

The QRS complex corresponds to the largest wave, since it represents the depolar-
ization of the right and left ventricles, being the heart chambers with substantial mass. The
duration of this complex is approximately 70-110 ms in a normal heartbeat. The spectrum
of a QRS wave is higher compared to that of other ECG waves, and is mostly concentrated
in the interval of 10-40 Hz. Finally, the T wave depicts the ventricular repolarization. It has
a smaller amplitude, compared to the QRS complex, and is usually observed 300 ms after
this larger complex. However, its precise position depends on the heart rate appearing
closer to the QRS waves at rapid heart rates.

Classical recording of the electrical heart activity is based on the recording of a
12-lead: ECG and contains 12 channels, denoted by: three bipolar leads: |, Il, lll, three
augmented unipolar leads: avR, avlL, avF, and six precordial electrodes: V1 to V6. The
bipolar leads are the electrical potentials between the right and left arm (lead 1), the right
arm and left foot (lead IlI) and between the left arm and left foot (lead IlI).The monopolar
leads represent four different artificial that are the average of the signals seen at two or
more electrodes. Using these reference points the potentials appearing on the left arm
(aVL), the right arm (aVR), the left foot (aVF) and on the six chest electrodes (V1 V6) are
measured. The right foot is normally used for grounding purposes only. The orientation
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Figure 1.7: 12-leed points orientation and placement

for the placement of the 12-leed points is depicted in Figure 1.7.

Figure 1.8: Inheritance Model of ECG biometric from DNA biometric

The ECG is a promising biometric trait that satisfies the requirements for biometric
characteristics such as universality (it can be detected in all living humans), measurability
(it can be easily acquired using suitable devices), uniqueness (no identity on two individu-
als with the characteristics) and permanence (no change in the characteristic over time).
Furthermore, ECG signals provide intrinsic aliveness detection and are continuously avail-
able, which are also highly desirable properties in biometrics. State-of-the-art work has
shown the potential of ECG as a biometric trait, both for identification and authentication.
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1.5 Research Problem

State of the art literature is quite extensive regarding the use of ECG biometrics either for
authentication or identification problems. The ECG signal although is fully apprehended
for biomedical purpose remains vague as a biometric trait. This is due to the plethora of
proposed approaches that acquire, process and implement the ECG in copious ways.

The most commonly used preprocessing tools of the ECG signal are bandpass filter
that have been proven suitable for biometric purpose as well as medical. With regard to
feature extraction transformation such as Fourier Transform, Discrete Cosine Transform
and Wavelet Transform are usually performed achieving promising results. In the matter of
classification simple but robust approaches such as kNN classifier, MLP classifier, RBFN
classifier and Random Forest Classifier are frequently encountered in literature.

The diversity of ECG sources, in addition to the complexity of the biometric process,
make the comparison of the accomplished results even harder to assess. Most of the
researchers use medical databases or capture the signal using different devices.

The purpose of this thesis is to highlight the diversity of current ECG biometric pro-
cedures and propose a basic testbed for evaluating their results. In the following chapters
the current methods are analyzed and categorized (Chapter 2), a common testbed for
testing each approach is built (Chapter 3), the obtained results of the comparison are dis-
cussed (Chapter 4) and finally the basis for future research work on the field is set (Chapter
5).
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2. BACKGROUND AND RELATED WORK

2.1 Basic steps

ECG biometric recognition systems consist of a set basic steps that includes data acqui-
sition, preprocessing, feature extraction, feature reduction and classification. Firstly the
signal is being acquired by sensors located in multiple areas of the human body and is
stored in database, where it can be further used for matching purposes.

Figure 2.1: Basic stages of ECG biometric system

21.1 ECG acquisition

Acquiring the ECG signal is the first step to ECG biometrics applications and a challenging
procedure regarding the elimination of extra noise that could corrupt its unique character-
istics and make it unsuitable for authentication purpose.

It has been proven that ECG signal can provide trustworthy initial data for biomet-
ric procedures but the majority of proposed schemes are tested on biosignals obtained
from biomedical databases, that have been recorded using the standard 12 lead system.
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Nevertheless, using ECG for user authentication requires the dynamic recording of the
signal in a convenient, prompt and affordable way using as less sensory equipment as
possible. As in recent years, wearable technology has make an impact in modern life, it
is commonly accepted and even fashionable to bear a recording device in public.

Nymi Band is a commercial example of ECG authenticator, as it verifies its wearer
and communicates the confirmed identity to any device with Bluetooth and NFC capabil-
ities. Its simple design focuses in recording the user’s ECG via two electrodes. The top
electrode, which is where the user places her finger, is located in the upper surface of the
wristband and the bottom sits against the wrist to complete the circuit.

2.1.2 Preprocessing

ECG signal is a noisy signal and due to presence of noise the feature extraction and
classification become less accurate. Thus it is essential to be preprocessed in order to
remove baseline wander, DC shift, power-line noise, high frequency interference. Most of
these noises are removed using low pass filters, band pass filters and high pass filters.
The main sources of noise can be the powerline interference due to abnormalities of the
sensors, physiological interference that comes from muscle noise or motion artifact. In
addition normalization can be used to prevent parasitic influence of variation of the input
signal, which can lead to misclassification.

2.1.3 Feature Extraction

After collecting the database and pre-processing the most important process is the feature
extraction and feature reduction process, as it generates the input of the classification
algorithm.

ECG biometrics can be categorized in two main approaches considering the feature
extraction. The fiducial approach requires the detection of fiducial points from heartbeat
that represent the temporal and amplitude distances between fiducial points along with
angle features. Therefore, fiducial based approaches rely on local features of the heart
beats.

On the other hand, non-fiducial approaches usually operate in the frequency do-
main, treating the ECG signal holistically, and extract features based on the overall mor-
phology of the waveform. Holistic approaches have the advantage of reducing the de-
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tection process as they focus only on the R peak, which is the sharpest and easiest to
detect point. On the other hand they carry a large amount of information that needs to be
reduced; whilst fiducial methods risk to miss the bigger picture hidden behind the overall
morphology of the signal. The efficiency of the fiducial approach significantly relies on the
accuracy of the fiducial detection process, which is a big challenge by itself. Such methods
are susceptible to error and there is no universally acknowledged rule for defining exactly
where the wave boundaries lie.

The goal of the feature extraction phase is to find the smallest set of features that
enables acceptable classification rates to be achieved. The performance of a set of fea-
tures cannot be estimated without training and testing the classification system. Therefore,
a feature selection is an iterative process that involves training different feature sets until
acceptable classification performance is achieved. Some commonly used methods are
listed below:

1. Fourier Transformation (FT) : The Fourier transform is called the frequency do-
main representation of the original signal. The original signal is transformed in the
frequency domain where the most dominant frequencies are selected as features.

2. Wavelet Transformation (WT) :The wavelet transform is similar to the Fourier trans-
form but uses functions that are localized in both the real and Fourier space. Both
discrete wavelet transformation and continuous wavelet transformation can be used
for feature extraction.

3. Principal Component Analysis (PCA): A technique used to transform a high-dimensional
dataset into smaller-dimensional subspace before inserting it in a machine learning
algorithm. PCA is a classical statistical method based on eigenvalues and eigen-
vectors. The eigenvector with the largest eigenvalue will have the direction of the
largest variance of the data, and therefor the most information will be found in that
direction.

4. Linear Discriminant Analysis (LDA): A method used in pattern recognition and ma-
chine learning to find a linear combination of features that characterizes or separates
two or more classes of objects. The resulting combination may be used as a linear
classifier or more commonly, for dimensionality reduction before later classification.
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2.1.4 Classification Techniques

The features, which represent the classification information contained in the signals, are
used as inputs to a classifier model during classification phase. The goal of classification
is to identify a subject or to verify an identity claim, by using the sensors’ observations. The
extracted features are compared against the stored templates to generate match scores.
In a heart-based biometric system, the number of matching data between the input and
the template feature sets is determined and a match score is reported.

There are various classification algorithms designed for this reason, namely Radial
Basis Function (RBF), K Nearest Neighbor (kNN), Bayes Network (BN), Multilayer Per-
ceptron (MLP), Vector Quantization, Gaussian Mixture Mode (GMM) [2], Support Vector
Machine (SVM), Artificial Neural Network (ANN), Radial Bias Function Neural Network
(RBFNN), Euclidean Distance (ED) and Hidden Markov Models(HMM).[3] [4]

1. K-nearest neighbors classifiers include the nearest (k=1) neighbor classifier (NNC)
as a special case, is the most frequently used classifier type in the ECG recognition
literature. It involves comparing a feature vector to a collection of feature vectors,
and selecting the top vectors that produce the best match.

2. Nearest Center Classifiers: A nearest center classifier can be seen as a special
kind of nearest neighbor classifier, where a representative training feature vector is
created during training, as opposed to using the entire training feature vector set.

3. LDA Classifiers: Classification based on linear discriminant analysis, a special case
of generative model classifiers (GMCs), has been used by several studies in the ECG
biometrics literature.

4. Neural Network Classifiers: Neural network classifiers have been used extensively
for classification, because of their ability to learn complex relationships between the
feature vectors in the training set. The most commonly used neural network for
ECG biometric recognition is the multilayer feedforward (perceptron) neural network.
Other neural networks that have been used in the literature include decision-based
neural network (DBNN) and radial basis function neural network (RBFNN).

5. Generative Model Classifiers: Generative model classifiers depend on modeling
the distribution of the feature vectors. The estimated models are later used for clas-
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sification. These classifiers include the log-likelihood ratio (LLR), Bayes’ classifier,
SIMCA.

6. SVM Classifiers: Support vector machines have also been used in a few studies
to find the linear boundaries between classes, after projecting the feature vectors
in the training set to a high (possibly infinite) dimensional space. Ye et al. used an
SVM based on a Gaussian radial basis kernel. Also, Li and Narayanan used SVMs
based on a linear kernel for classification.

7. Match Score Classifiers: This category of algorithms include those that cannot be
strictly put into any of the six groups above. Most of the algorithms in this category
depend on the computation of match scores based on the similarity (cross correla-
tion, spatial correlation) or the dissimilarity (MNPD ) between a feature vector and a
stored template/model.
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2.2 In literature

Although ECG biometrics is a rather new subject, it has aroused the interest of many
researchers and there is an extensive literature on the subject. The proposed ECG based
authentication schemes diverge a lot regarding the extracted data, the processing tools
and the classification techniques, thus it is rather difficult to compare and assess their
results.

In the following paragraphs, the research work that has been examined for the
purpose of this thesis, will be briefly presented in an attempt to reveal the diversity of the
proposed approaches.

Biel et al. [5] in "ECG analysis a new approach in human identification” defines
features using the fiducial points from a standard 12-lead ECG and implements (SIMCA-
Soft Independent Modeling of Class Analogy) method for classification achieving high
accuracy for identifying a person in a predetermined group. The SIMCA classifier is trained
using a subset of measurements for each subject and creates a statistical model for each
one of the subjects which will be compared against the input in the enrollment stage. The
output of the classifier is the person providing the best match. The test set consists of 50
samples whereas the number of samples per person vary depending on the number of
measurements. The system achieved 100% identification rate tested on a database of 20
persons bearing on the other hand a major drawback due to the employment of specific
equipment for feature extraction (Siemens Megacart).

Israel et al.[6] in "A Sequential Procedure for Individual Identity Verification Us-
ing ECG” uses linear discriminant analysis (LDA) for classification. By using a method
based on a sequential procedure for statistical hypothesis testing, the number of heart-
beats needed for the system to make a decision is minimized. The data was segmented
into two non-overlapping groups that respectively served as the training data to generate
statistics for each enrolled individual and the test data, which contain heartbeats from the
sensor. The output is either a confirmation of the individual’s identity or a rejection that
indicates an impostor. The extracted features are the distances between fiducial points,
normalized by the length of the heartbeat in an attempt to insure that the verification pro-
cedure is tolerant to changes due to variations of physical, mental and emotional state. In
later work Israel et al. [7] proposed a more extensive set of descriptors using 15 fiducial
features, which are time duration between detected fiducial points from each heartbeat.
Wilks’ Lambda method is applied for feature selection and linear discriminant analysis
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LDA for classification. This system was tested on a database of 29 subjects achieving
100% human identification rate and around 81% heartbeat recognition rate.

Wang et al. [8] in "Analysis of Human Electrocardiogram for Biometric Recognition”
follows a similar approach and extends the analysis based on a discrete cosine transform
(DCT) of the auto-correlation function. The fiducial framework incorporates appearance
attributes requiring the detection of only one fiducial point. The proposed approach sug-
gests the estimation and comparison of the most significant coefficients that are extracted
upon applying the discrete cosine transformb(DCT) on the autocorrelated heartbeat sig-
nals. Authors used ECG data from two public databases, PTB and MIT-BIH.

Gahi et al. in [9] "Biometric Identification System Based on Electrocardiogram Data”
present an identification system based on the extraction of 24 temporal and amplitude
features from an ECG. Experimental results indicate that the system can achieve a 100%
identification rate when the set of features is reduced to nine most relevant features. Ma-
halanobis distance-based classifier is used to identify the individuals in a typical identifica-
tion procedure. For each heartbeat, the Mahalanobis distance between it and the stored
templates is computed. The template resulting in the smallest distance is considered to
be a match. This scheme was tested by using ECG collected from 16 participants.

Saechia [10] in "Human Identification System Based ECG Signal’ uses Fourier
coefficients to examine the effectiveness of segmenting ECG heartbeat using three sub-
sequences, each respectively representing P, QRS, and T waves. In order to compare
the performance of classification, the significant Fourier coefficients obtained from whole
sequence and subsequences cases are separately trained by neural network. The results
prove that the performance of the subsequences are superior to those of whole signal.

Plataniotis [11] in "JECG biometric recognition without fiducial detection” first intro-
duced an ECG biometric recognition method that does not require any waveform detec-
tion. It analyzes the auto-correlation of ECGs and applies DCT to achieve dimensionality
reduction offering significant computational advantages and performance compared to
previously existing methods. An advantage of this approach that contributes to the ap-
pealing computational simplicity is that neither the heartbeat synchronization is necessary
nor the exact heart rate detection. Agrafioti [12] as well,in "JECG based recognition using
second order statistics” performed a template matching introducing an auto-correlation
template using DCT and LDA.

Fatemian [13] in "A new ECG feature extractor for biometric recognition” uses less
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templates per subject, to speed up computation and reduce memory requirements and
designed a personalized heartbeat template using Discrete Wavelet Transform Coeffi-
cients. The proposed method achieved substantial reduction of storage requirements as
personalized heartbeat template consists of only one heartbeart per subject. Experimen-
tal results for identification over PTB and MIT ECG databases presented identification rate
of 99.61% using only 2 heartbeats in average for each individual.

Shen et al. [14] in "One-lead ECG for identity verification” applied two techniques,
template matching and a decision-based neural network (DBNN). DBNN is a supervised
learning method that uses both reinforced and anti-reinforced learning rules. This means
that the system adjusts the weight vector either in the direction of the gradient of the dis-
criminant function (i.e., reinforced learning) or opposite to that direction (i.e., anti-reinforced
learning). On a predetermined group of 20 subjects, the experimental results showed that
the rate of correct identity verification was 95% for template matching and 80% for the
DBNN, whereas the combination of the two methods achieved a 100% correct rate.

Wubbeler et al. [15] in ”Verification of humans using the electrocardiogram” em-
ployed template matching approaches to classify QRS complex related characteristics. A
test set of 234 ECG recordings from 74 subjects was compiled by using short measure-
ments, of ten seconds, to emulate a realistic approach to the practical implementation of
ECG biometrics.

Singh et al.[16] in "ECG to Individual Identification” proposed a single lead identifi-
cation system where techniques for P and T wave delineation are based on time derivative
and adaptive thresholding. From each heartbeat, 19 stable features related to interval,
amplitude and angle are computed. The proposed identification system achieved an ac-
curacy of up to 99% when tested with recordings of 25 individuals from the Physionet ECG
database.

Chan et al. [17] in "Wavelet Distance Measure for Person Identification Using Elec-
trocardiograms” presented a method of biometric authentication, based on electrocardio-
gram (ECG) waveforms by using a distance measure calculated after wavelet transform
has been applied. The one-lead ECG signals were collected from 50 subjects, and the
wavelet distance measure presented a classification accuracy of 89%.

Irvine et al. [18] in "Heart rate variability: A new biometric for human identifica-
tion” introduced a system to exploit heart rate variability as a biometric and used principal
component analysis (PCA) to extract features.

A. Katsika 38

Institutional Repository - Library & Information Centre - University of Thessaly
07/05/2024 19:55:28 EEST - 3.143.250.204



Using ECG biometric in human authentication

Tawfik et al. [19] defines non-fiducial features, using DCT on the QRS complex,
and uses neural networks for classification. The system is tested using a test set of 550
lead | ECG traces recorded from 22 healthy people at different times.

In recent studies neural networks and learning techniques have provided useful and
efficient tools in biometric and researchers have incorporated those methods for improving
the classification performance.

Shen [20] proposed a four stage algorithm to select the dominant features by using
the Quartile Discriminant Measurement (QDM) and a correlation matrix. The correlation
matrix of the selected features is used to separate the features into groups, so each group
contains highly correlated features. A score is assigned to each feature by the QDM
measure and the low ranked features are removed from groups containing more than one
feature.

In Shen’s [21] work the Piecewise Linear Representation (PLR) is deployed to de-
crease the template dimension and the Dynamic Time Warping (DTW) method is used
as a similarity measure between two signals, while the performance evaluation was car-
ried out on three ECG databases, MIT-BIH Database, PTB Database and a self-Collected
Database.

Fang and Chan [22] present a different approach as they use the whole ECG sig-
nal quantified in a multi-dimensional phase space. In this way the reconstructed portrait
is directly used as a discreet feature and implements the topological characteristics of
the ECG. The dataset was derived from 100 subjects, while only R-peak detection was
performed for feature extraction.

Tantawi et al. [23] proposes a discrete wavelet feature extraction method for an
electrocardiogram (ECG)-based biometric system. In this method, the RR intervals are
extracted and decomposed, using discrete bi-orthogonal wavelet, in wavelet coefficient
structures. The DCT coefficients are derived from the AC of ECG segments and then
processed into the RBF network for classification.

Sidek et al.[24] addresses the problem of ECG recognition in different physiolog-
ical conditions. They use Cross correlation to measure the similarity between different
activities and apply a Multilayer Perceptron classifier to evaluate the distinctiveness of
subjects achieving a classification accuracy of 96.1%, when using the proposed normal-
ized method.
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Tang and Shu [25] use rough sets and quantum neural networks (QNN) and claim
superior results in comparison to BP and RBF networks, successfully reducing the dimen-
sion of feature space.

Gutta and Cheng [26] combine feature selection and classifier design into a single
learning problem, by using probabilistic nonlinear kernel classifiers for binary classification.

2.3 Comparison

Searching up to date literature reveals that the majority of the techniques achieve high
accuracy using either small databases or arbitrary subjects, ECG segments from different
lead recordings and various ECG segmenting approaches, making the generalization of
the obtained results implausible.

The number of subjects range from 10 to 100, usually derived from most commonly
databases such as PTB Database or MIT/BIH database. In many cases the dataset com-
pilation is self-collected with controvertible means as it cannot be easily repeated or thor-
oughly controlled as a procedure. Feature extraction utilize various techniques such as
Fourier Transform, Discrete Cosine Transform (DCT) and Wavelet Transform (WT) and
in the classification stage various techniques have been applied making it even harder to
establish a general reliable scheme. It is apparent

The main characteristics of the aforementioned research work are depicted in the
following tables in an attempt to present the diversity of the existing research. The datasets
used range from 9 to 100 individuals raising question for the highly successful results.
Additionally many of the proposed schemes fail to describe the training and testing settings
for the classification stage which can affect gravely the achieved accuracy.
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| Paper | No of subjects | Samples / segmentation |

Data Acquisition

[5]
[14]
[27]
[28]

[6]
[10]
[11]
[29]

[8]
[17]
[16]

[9]
[30]
[22]
[13]
[31]
[32]
[33]
[34]
[35]
[23]
[36]
[37]
[38]

20
20
10
90
29
35
14
10
13,13
50
25
16
29,75
100
14,13
9
50
13,14,15
30
13,25,50,75, 90
13
40
63

30 recordings
20 heartbeat
200 beat
310 recordings

10 sec windowing
200 R-R segments
2, 1 recordings
90 sec sequence
125 recordings

1 heartbeat template

85945 heartbeats

2 recordings

SIEMENS ECG apparatus
MIT/BIH
MIT/BIH
ECG-ID

PTB

PTB , MIT-BIH
self recorded
Physionet

Nicolet EEG machine
PTB , MIT-BIH
industry-standard ECG hardware

PTB , MIT-BIH, self recorded
Revitus ECG module
PTB
PTB , MIT-BIH
MIT-BIH

Table 2.1: Synoptic table of studied papers regarding the number of subjects and data

acquisition
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| paper | approach |

feature selection

feature extraction/processing \

[5] fiducial
[14] fiducial
[27] | non-fiducial
[28] fiducial

[6] non-fiducial
[10] | non-fiducial
[11] fiducial
[29] fiducial

[8] non-fiducial
[17] fiducial
[16] fiducial

[9] non-fiducial
[30] | non-fiducial
[22] | non-fiducial
[13] | non-fiducial
[31] | non-fiducial
[33] fiducial
[34] | non-fiducial
[35] | non-fiducial
[23] fiducial
[36] | non-fiducial
[37] | non-fiducial
[38] | non-fiducial

7 features - QRST points

6 features = QRS + RR + Form Factor

(N=250) QRS wave, P wave, T wave
15 (distances) - kept 12
normalized 1 period heart beat
autocorrelation
R-R segment
15 & heartbeat recognition
PQRST complexes
19 features from each beat
24 feature - thresholding
9 features

QRS - delineation of T& P wave
HMM — SGM based segmentation
morphological feature & R-R interval
13 features
QRS complex (Normalized)
fiducial approach- intervals
AR parameters
Rough sets
RR heartbeats

(PCA) & (WT)
FT
AC, DCT

Correlation Coefficients

R-R interval

PCA:LDA
(PCA)
(WT) & (ICA)

(PLR)
normalized QRS
reduced WT &(AC / DCT)
QRS detection
WT - reduction

Table 2.2: Synoptic table of studied papers regarding the feature selection and extraction
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| paper | classification technique training / testing | accuracy
[5] SIMCA 85 training / 50 test 98%
[14] correlation &DBNN 20 training / 1 test 80% - 100%
[27] MLP-BP & SFA 1000 beats 96,17 % - 93,61 %
[28] NM Classifier, LDA, MVC 195 training / 115 test 96 %
[6] LDA - 78% - 98%
[10] MLP, BP - FR=0%
[11] Euclidean & Gaussian Distance - -
[29] ED, Nearest Neighbor 1 rec./ subject, 1 rec. 100%
[8] - - -
[17] PRD, CCORR, WDIST - 70%, 80%, 89%
[16] Template Matching - 99%
[9] Mahalanobis distance-based - 100%
[30] - - -
[22] | Spatial correlation- nearest point distance - 99%
[13] AC - 99,6%
[31] RBFNN, LDA - 94%
[33] SVM- using LIBSVM - 99,25%
[34] DTW - 100%
[35] MLP - Normalized QRS=96.1%
[23] RBFN - RR=100% QT=100%
[36] KNN - 98.89%
[37] RS QNN - average - 91.7%
[38] KNN- Euclidean distance - 95.2%

Table 2.3: The classification techniques and achieved accuracy of the studied papers
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3. PROPOSED FRAMEWORK

The proposed testbed for comparing the techniques used in ECG biometrics, requires the
clear definition of the followed steps. Firstly, the signal is preprocessed for noise elimi-
nation and segmented. Then, feature extraction algorithms produce the information that
will serve as input in the classification stage. For each subject Fourier, Discrete Cosine
and Wavelet Transform are applied and the twenty most important coefficients, that cor-
respond to each transform, are selected.

The authentication procedure is addressed as a classification problem with two
classes, i.e. the enrolled ECG can either belong to the identity, already declared in previ-
ous stage, or not.

The training and testing phases of the classifier are described in 3.1. 60% of the
feature set of the subject is used for training the classifier along with the same amount of
features from the rest subjects, whereas 40% of the features are inserted for testing.

Figure 3.1: A schematic presentation of the proposed scheme
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3.1 Filtering/Preprocessing

The importance of pre-process filtering has been thoroughly discussed as it is essential
to obtain accurate features from the ECG signal. High frequency noise, powerline inter-
ference and baseline wandering are usual among ECG data. They are mainly caused
by subject movements, abnormalities in contacts between subjects skin and electrodes,
electromyographic (EMG) noise and equipment interference. All these factors create un-
wanted distortion that haws to be eliminated, in order for the comparison of different signals
to be feasible.

Figure 3.2: The removal of baseline wonder from raw ECG signal

Every signal is filtered using an 8th order Butterworth filter between 0.5Hz and
40 Hz. This is a commonly used preprocessing step (among other approaches), which
provides stable and usable signals to commit the rest of the procedure on.

3.1.1 Butterworth filter

The Butterworth filter is a type of signal processing filter designed to have a frequency
response as flat as possible in the passband. It is also referred to as a maximally flat
magnitude filter. The higher the Butterworth filter order, the closer the filter becomes to
the ideal “brick wall” response as depicted in Figure 3.3.

The generalised equation representing a “nth” Order Butterworth filter is given as:
1

1+ﬁ2n

jqu

Hj) =
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Figure 3.3: Frequency Response for a Butterworth Filter

3.2 Feature Extraction

Feature extraction is one of the most important steps in the data analysis process as it
affects the success of any subsequent statistics or machine learning procedure. The raw
ECG signal bears many information and feature extraction is a vital step for reducing data
and minimizing computational requirements.

3.2.1 Fourier Transform

Discrete Fourier Transform is a common and basic feature extraction method in non fidu-
cial ECG authentication. It transforms a signal from the time domain to frequency domain.
The values of the resulting coefficients represent the amount in which a specific frequency
is present in the original signal.

The following equation describes the Fourier transform commonly used in signal
processing, where f(t) is the incoming signal, and S(f) is the signal in frequency domain.

S(f) = /_OO s(t)e 2t dt

[e.9]

Discrete Fourier Transform can also be applied to a sequence of N complex num-
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Figure 3.4: The ECG signal after using a Butterworth Filter

bers as defined in the following equation. S, is the value of the signal at a discrete time
offset n and S;, is the complex number that represents the amplitude and phase of a sinu-
soidal component in S,, at a frequency %

3.2.2 Discrete Cosine Transform

Discrete Cosine Transform bears similarity to FT. It expresses a finite sequence of data
points in terms of a sum of cosine functions oscillating at different frequencies. It is mainly
used for compression. It uses only real numbers to depict the information from the time
domain to the frequency domain. The DCT boundary conditions are responsible for the
"energy compression” resulting from the properties of DCT and make the transform suit-
able for image and sound compression applications.

DCT-lI
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N—

>_A

x(n) cos(=—— 2n+ 1)k)yia k=0,1,...,N-1
n=0

where:

3.2.3 Discrete Wavelet Transform

Wavelet transform (WT) is an ideal tool to analyze signals containing different structures.
It decomposes signals into different scale components and provides a method for space-
frequency localization. When it comes to focusing on very high frequency signals, such as
a QRS complex, WT is more efficient than the short Fourier transform or the local cosine
basis. It must also be considered that the wavelet coefficients produced in a wavelet anal-
ysis provide explicit information on the location and type of signal singularities. Particularly
the QRS complex can be considered as a singularity of the ECG, since it corresponds to
sharp changes in the signal, and can be detected using wavelet functions.

The wavelet transform is similar to the Fourier transform with different merit func-
tion. While Fourier transform decomposes the signal into sines and cosines, the wavelet
transform uses functions that are localized in both the real and Fourier space.

The Wavelet transform is an infinite set of various transforms, depending on the
merit function used for its computation. This is the main reason it is applied in various
applications and can be categorized in various types respectfully. Based on the wavelet
orthogonality the transform is categorized in discrete wavelet transform and continuous
wavelet transform. The discrete wavelet transform for discrete signals:

Sm,n = / Emms(t)dt

t—nbg

Uma(t) = g™ V()

a = ag" and b = nb

where m,n are integers .
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3.3 Classification

A classification problem belongs to the category of pattern recognition problems and is
the problem of sorting a new input to a category. Supervised learning is used, as the
classification algorithm i.e classifier, is trained with a set of data that already is catego-
rized. Every new input will be identified to one of the categories. According to proposed
methodologies, four classification techniques were selected and applied:

3.3.1  KNN classifier

The KNN algorithm is a rather simple Instance-based learning classifier that is used in
a variety of applications such as economic forecasting, data compression and genetics
and even as a benchmark for more complex classifiers such as Artificial Neural Networks
(ANN) and Support Vector Machines (SVM).

The K-nearest neighbor classifier algorithm predicts the target’s class by finding the
dominant class through the nearest neighbors. The similarity metric used is a distance
measure such as the Euclidean distance. The neighbors are taken from a set of objects
for which the class is known. This can be thought of as the training set for the algorithm,
though no explicit training step is required. Specifically it searches through the entire
training set for the K most similar samples (the neighbors) and decides the result of the
classification by the most common class value, between these K neighbors.

Figure 3.5: An example of knn algorithm with two classes

The most frequently used distance forms are given below:
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Euclidean Distance :

Manhattan Distance:

d=3"(lr; - ui)

i=1

In some cases, examples of a more frequent class tend to dominate the prediction
of the new example, because they tend to be common among the k nearest neighbors
due to their large number. To overcome this problem is to weight the classification, taking
into account the distance from the test point to each of its k nearest neighbors. The class
(or value, in regression problems) of each of the k nearest points is multiplied by a weight
proportional to the inverse of the distance from that point to the test point.

3.3.2 MLP classifier

Multilayer perceptron is the classical neural network model. The classifier used has a
twenty nodes input layer, one hidden layer and a two nodes output layer to predict the
two classes. Back-propagation has been used for training the model. The algorithm ad-
justs the weights of each connection in order to reduce the value of the error function by
some small amount. After a sufficiently large number of training cycles, the network will
usually converge to some state where the error of the calculations is small leading to the
conclusion that the network has learned a certain target function.

MLP is a typical feed-forward neural network so the information moves from the
input nodes, through the hidden nodes and to the output nodes without any cycles or
loops. Neural networks have been proven very successful in multiple applications, thus
MLP is a good option for setting a baseline performance for a classification problem.

3.3.3 RBFN classifier

A Radial basis function network resembles to a neural network and has many uses, namely
function approximation, time series prediction, classification, and system control. It consist
of two layers: a hidden radial basis layer and an output linear layer. In the hidden layer,
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Figure 3.6: Typical diagram of MLP Classifier

the input vector is transformed by a radial basis activation function (Gaussian function).
Each node measures the inputs similarity to samples from the training set. Each input is
classified according to the class of the training samples it mostly resembles to.

The hidden units are known as radial centers and represented by the vectors c1,
c2, - - -, ch as they provide a set of functions that constitute an arbitrary basis for the input
patterns.

The radial basis functions in the hidden layer produces a significant non-zero re-
sponse only when the input falls within a small localized region of the input space. It has
a single hidden layer It has multiple hidden layers. RBFN as oppose to MLP has only one
hidden layer and has a linear output even though the hidden layer is nonlinear.

3.3.4 Random Forest classifier

Random forest classification method constructs multiple random trees. Each tree depends
on the values of a random vector, sampled independently and with the same distribution
for all trees in the forest. The classification result produced from the random forest is the
most common result between the classifications made by the random trees. In practice
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Figure 3.7: Architecture of RBFN Classifier

the errors that may be induced to the classification result by a specific tree are canceled
out from the results produced by the rest of the trees.

Random Forest classifier is known to performing efficiently on large data bases as it
can handle thousands of input variables without variable deletion. Additionally it generates
an internal unbiased estimate of the generalization error as the forest building progresses.
It provide an effective method for estimating missing data and maintains accuracy when
a large proportion of the data are missing. Finally it can be used in clustering, locating
outliers, or (by scaling) give interesting views of the data.
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Figure 3.8: Architecture of Random Forest Classifier
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4. EXPERIMENTS AND RESULTS

4.1 Data-set

A typical form of the ECG signals in the database is shown in Figure 4.1.The subjects
were selected from the Physikalisch-Technische Bundesanstalt (PTB) Diagnostic ECG
Database as it contains 549 records from 290 subjects regardless gender or age varia-
tions. Five records are given for each subject that include fifteen simultaneously measured
signals: the twelve conventional ones along with the three Frank lead ECGs. Each signal
is digitized at 1000 samples per second.

The signal used in the following steps is the one recorded through lead V1, one of
the chest electrodes, positioned in the right side of sternum.

Figure 4.1: typical form of the ECG
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Specifically, the ECGs in this database were obtained using a non-commercial,
PTB prototype recorder with the following specifications:

16 input channels, (14 for ECGs, 1 for respiration, 1 for line voltage)

Input voltage: £16 mV, compensated offset voltage up to £ 300 mV

Input resistance: 100 Q (DC)

Resolution: 16 bit with 0.5 pV/LSB (2000 A/D units per mV)

Bandwidth: 0 - 1 kHz (synchronous sampling of all channels)

Noise voltage: max. 10 yV (pp), respectively 3 uyV (RMS) with input short circuit

* Online recording of skin resistance

Noise level recording during signal collection

In the first step, every ECG record was segmented into non-overlapping windows
of duration of 5 seconds, a time window that contains multiple heart beats and diminish
the risk from abnormal heartbeats. Additionally this time segmentation provides more
samples as the duration of the window is much smaller than the duration of each signal in
the database which is around 90 seconds.

A main objective of this segmentation is to incorporate a larger number of subjects
with multiple recordings and to this scope, the database was under-sampled and a sub-
set of 50 subjects (the ones with 4 recordings each) was selected ending up using 3600
samples in total, owned evenly by 50 subjects.

4.2 Metrics

In order to evaluate the performance of the classification stage the usage of Receiver oper-
ating characteristics (ROC) graphs is the dominant visualizing tool. According to T.Fawcett
in [39], considering a classification problem that utilizes only two classes the ROC graph
has proven a richer measure of classification performance than scalar measures such as
accuracy, error rate or error cost.

The basis of most common metrics regarding a given classifier and an instance, is
the confusion matrix (or contingency table) that depicts the four possible outcomes, 4.4 If
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the hypothesis for the instance is positive and it is classified as positive, it is reckoned as a
true positive; if it is classified as negative, it is counted as a false negative.Respectively, if
the hypothesis is negative and it is classified as negative, it is counted as a true negative;
if it is classified as positive, it is counted as a false positive.

Figure 4.2: The confusion matrix and common performance metrics

4.3 Results

Aiming at designing a plain and robust procedure that could provide a reliable comparison
of the proposed methods the three transformations have been conducted by using Matlab
(2016a, The MathWorks), while the four classifiers have been tested by using the Weka
machine learning library.

In the present work, the authentication procedure was strictly defined as a clas-
sification problem with two classes. The subject, who has already declare her identity
in previous enrollment stage, provides her ECG that can be either accepted or declined.
So in order to evaluate each approach, for each one the selected subjects, after prepro-
cessing, the aforementioned classifiers were trained and applied for every set of feature
respectively.

The ECG signal was segmented into 5” pieces S, ; in order to enlarge the dataset
while maintaining large enough duration to include multiple heartbeats.

The segmented ECG signals were transformed using Discrete Fourier, Discrete
Cosine and Wavelet Transform:

57 A. Katsika

Institutional Repository - Library & Information Centre - University of Thessaly
07/05/2024 19:55:28 EEST - 3.143.250.204



Using ECG biometric in human authentication

Classification | Correct % | TP rate | FP rate | Precision | Recall | F-Measure | ROC Area
KNN 81.616 0.832 0.199 0.801 0.832 0.814 0.817
MLP 81.409 0.86 0.233 0.787 0.864 0.817 0.871

RBFN 80.233 0.912 0.301 0.747 0.912 0.628 0.855
RandForest 83.993 0.881 0.199 0.813 0.881 0.843 0.903

Table 4.1: Results of different classifiers for Cosine transformation

Classification | Correct % | TP rate | FP rate | Precision | Recall | F-Measure | ROC Area
KNN 82.53 0.867 0.214 0.796 0.867 0.828 0.827
MLP 82.601 0.87 0.215 0.8 0.87 0.826 0.886

RBFN 81.076 0.911 0.284 0.758 0.911 0.824 0.871
RandForest 85.204 0.89 0.183 0.825 0.89 0.854 0.914

Table 4.2: Results of different classifiers for Fourier transformation

Y1,i = -F{Fi,j}
Y2,i = C{Fi,j}
Ysi = W{Fz‘,j}

For each transformation, the twenty most significant coefficients were selected,
excluding the DC component.

coefr; = sort{yi[1 : 20]}
coe fo; = sort{ys[1 : 20]}
coe fz; = sort{ysjeves[1 : 20}

The feature sets for each subject were separated into two sets in order to be used
for training train; and testing test; of the classifiers. 60% of the features are used for train-
ing and 40% for testing. Both training and testing sets include equal amount of features
from the rest of the subjects.

The average results of the fifty subjects are depicted in Tables 4.1,4.2 and 4.3
obtained by using the traditional approaches, proposed in literature.

In a classification task, the precision for a class is the number of true positives (in
this case the ECG sample is correctly assigned to a subject) divided by the total number
of elements labeled as belonging to the positive class. Recall in this context is defined as
the number of true positives divided by the total number of elements that actually belong
to the positive class.
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Classification | Correct % | TP rate | FP rate | Precision | Recall | F-Measure | ROC Area
KNN 86.974 0.908 0.166 0.841 0.908 0.871 0.871
MLP 85.753 0.887 0.17 0.837 0.887 0.857 0.918

RBFN 85.873 0.919 0.198 0.82 0.919 0.864 0.909
RandForest 88.447 0.917 0.146 0.859 0.917 0.885 0.952

Table 4.3: Results of different classifiers for Wavelet transformation

Figure 4.3: The average Correct% for each classification algorithm and transformation

It is apparent that the most efficient feature extraction technique is Wavelet Trans-
form. Specifically the accuracy obtained by using Wavelet is on average 5 percentage
units higher than that obtained by using Cosine, irrespectively of the the classifier choice.
In comparison to the accuracy obtained by using the Fourier transformations, Wavelet
approach produces on average 3 percentage units higher accuracy ratios.

Examining the performance of the classifiers Random forest outperforms the other
three. The accuracy succeeded by Random forest is on average 2.5 percentage units
higher than that of KNN and MLP and 3.5 percentage units higher than that of RBFN.

Conclusively, the combination of the Wavelet transformation and the Random For-
est classifier grants the best results achieving an 88.45% accuracy ratio and a 0.95 ROC

area.
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Figure 4.4: The average ROC Area for each classification algorithm and transformation
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5. CONCLUSIONS

This thesis describes a framework for comparing human biometric authentication proce-
dures based on ECG signals. ECG signal has been proven to provide a viable trait for
multi-biometric or standalone biometrics as it can be easily and real-time acquired ensur-
ing the liveliness of the user.

Initially, the state of the art literature was presented in order to delineate the pro-
posed ECG biometrics systems, regarding the feature selection tools and classification
approaches, and to underline their diversity.

The primary goal was to provide a generic scheme for evaluating the numerous
methodologies proposed in literature. For this purpose, the raw ECG signal of fifty sub-
jects have been taken into account and the necessary preprocessing that ensures noise
and baseline wander elimination has been applied. Then the signals were processed
for feature extraction using Fourier Transform, Discrete Cosine Transform and Wavelet
Transform. For each subject the twenty most significant coefficients of each transform
were forwarded to the classification stage. Four classification algorithms were applied
using the Weka machine library, namely K-Nearest Neighbor Method (KNN), Multilayer
Perceptron, RBFN, Random Forest.

The authentication problem was defined as a two-classes problem, as each in-
coming ECG can either belong to the proclaimed user or not. The results represent the
average performance for fifty subjects, taken from the Physikalisch-Technische Bunde-
sanstalt (PTB) Diagnostic ECG Database. The higher accuracy is achieved by combining
the Wavelet transformation and the Random Forest classifier presenting 88.45% accuracy
ratio and 0.95 ROC area.

Future work will focus on extending the proposed framework and experimenting
with alternative feature analysis and classification methods, such as deep learning neural
networks that have been proven to outperform traditional classification schemes in many
use cases. Deep learning is capable of processing numerous input features, a grave
advantage against traditional machine learning for solving complex problems. Additionally
other signal processing approaches, such as PCA analysis or fiducial features extraction
are going to be evaluated.

Finally the proposed methods are going to be re-designed according to the can-
celable biometrics scheme [40]. Biometric templates are very sensitive private data and
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relative privacy violations should not be allowed. Cancelable biometrics demands that the
templates stored for each subject should be distorted with one way procedures in such a
way that they can be used for comparison but they can also be canceled if they are leaked.
ECG based biometrics work-flow described herein is going to be adapted according to this
approach.
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ABBREVIATIONS - ACRONYMS

ECG
FAR
FRR
FT
WT
PCA
LDA
kNN
RBF
BN
MLP
vaQ
GMM
SVM
ANN
RBFNN
HMM
SVM
DCT
AC
SIMCA

Electrocardiogram

False Acceptance Rate

False Rejection Rate

Fourier Transform

Wavelet Transform

Principal Component Analysis
Linear Discriminant Analysis
K Nearest Neighbor

Radial Basis Function

Bayes Network

Multilayer Perceptron

Vector Quantization

Gaussian Mixture Mode
Support Vector Machine
Artificial Neural Network
Radial Bias Function Neural Network
Hidden Marchov Models
Support Vector Machine
Discrete Cosine Transform
Autocorrelation

Soft Independent Modeling of Class Analogy
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