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Xii Abstract

Diploma Thesis

SUPPORTING DECENTRALIZED FEDERATED LEARNING VIA
POS BLOCKCHAINS

Alexandros Balla

Abstract

In the case of Federated Learning (FL) there’s a problem.Most existing systems require
a central coordinator or permissioned ledgers, restricting the transparency of the data and
leaving the prevention of Sybil attacks in a grey area.

We have addressed these issues by using a permissionless Proof-of-Stake (PoS) blockchain
to coordinate FL, and making it difficult for Sybil attacks to be carried out by putting model
lists and updates directly onto the blockchain. Large amounts of data are instead stored oft-
chain, using InterPlanetary File System (IPFS) which takes care of the problem of storage
space.

Our system has a training process that is split into rounds, with clients updating a shared
model locally, sending out IPFS content identifiers to the network and a designated ’lister’
pooling the updates and publishing the new global model. The idea is that the blockchain
would be based on Proof of Stake with longest chain, highest stake finality, but our prototype

mimics this with a tiny light-weight proof-of-stake mechanism.

Keywords: Decentralized Federated Learning, Proof-of-Stake, Permissionless Blockchain,

IPFS, Sybil Resistance, Incentive Mechanisms, Web3

Institutional Repository - Library & Information Centre - University of Thessaly
03/09/2026 05:13:27 EEST - 216.73.216.156



Lepiinyn xiil

Authopoatikny Epyacio

YIIOXTHPIEH AITOKENTPQMENHXYX OMOXIIONAHX MAOHXHX
MEXQ POS BLOCKCHAINS

AAé€avopoc Mraira

Iepiinyn

Xy mepintoon g Opoonovolakng Madnong (Federated Learning — FL) vrdpyet éva
npoPAnua. To TeploGdTEPA VILAPYOVIO GUOGTHUATO ATOLTOVV EVOV KEVIPIKO GUVIOVIOTNH 1)
adglodotnuéva KaBoAkd, mepropilovtag Tn SpAaveln ToV OEG0UEVOV Kl APNVOVTOG TNV
amotpony| Towv emBécewv Sybil og pa ykpila meployn.

"Exovpue avtyetonicet avtd to nmpoto ypnoyorotdvog éve permissionless blockchain
Proof-of-Stake (PoS) yia tov cuvtoviopd g FL, kafiotavtag dvokoin v ektédeon emi-
0écewv Sybil, tomoBetdvTag Aloteg LoviEAmV Kot evnuepmoelg anevbeiog oto blockchain.
Meydheg mocotnTEG dedoUéVOV amodnKevovTal EKTOG 0AVGIdAS, XPNOLOTOIOVTOS TO Inter-
Planetary File System (IPFS), to omoio emivet 1o TpoPAnLa ToL YHPoLv amobnkevong.

To cvomud pog £xet pa dtadkacio ekmaidevong mwov ywpiletal og YOpovS, Le TOVS me-
AATEG VL EVIILEPDVOVV £VOL KOVO LOVTELO TOTIKEL, VO, GTEAVOLV OVAYVOPLOTIK TEPLEYOLEVOV
IPFS o710 diktvo kot évav kabopiopévo ‘lister’ vo GLYKEVIPAOVEL TIG EVIILEPDOELS KoL VoL ON-
poctevet to véo kaBoikod poviéro. H 1déa eivan 6Tt 1o blockchain 0a Baciletor og Proof-of-
Stake e Tov pokpitepo KAASO Kol TEAMKT cuvaiveon vynAdtepov stake, aAAG TO TPOTOTLTLO
LLOG TO TPOGOLOUDVEL QVTO LE oL Lkpn ehappd Agttovpyio proof-of-stake mov amAdg -

peiton To o TOPAY®YNG UTAOK.

A&Eerc-KAe1014.: Anoxevipopévo Federated Learning, Proof-of-Stake, Permissionless Blockchain,
IPFS, Sybil Resistance, Kivntpa, Web3
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Chapter 1

Introduction

1.1 Motivation and Importance

Looking at the rapidly growing world of data from edge devices, such as smartphones,
wearables, self-driving cars, and medical equipment, traditional Al models just don’t cut it
anymore. With this explosion of IoT gadgets, we are facing serious issues with the need for
efficient and decentralized learning systems.

Regulations in healthcare and finance prevent sensitive information from being sent out-
side its home territory and with the proliferation of IoT devices, there’s an enormous demand
for Al that can learn in a way that does not require sending all of that data to a central point.

Enter Federated Learning, which allows devices to train local models on their own data,
and then send the updates to a "hub’ for the overall model to be integrated. This approach
spares privacy and lets training run across different types of equipment. However, it basically
relies on a single server to manage the show, and if that server gets compromised, the whole
thing falls apart. Plus, it doesn’t have any transparency and does not motivate people to play
fair.

Blockchain technology has now become a popular way to get around these problems. Its
secure logbooks, clear audit trails, and resistance to being hacked [, 2] make it the perfect
partner for federated learning. Replacing the need for a single central server, blockchain gives
us a distributed, verifiable and trustworthy way to send, validate, and record model updates,
and lets us sort out incentives for participants with things like tokens and staking, which are
part of the financial side of the blockchain [3, 4, 5].

The combination of federated learning and blockchain is basically a vision referred to as

1
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2 Chapter 1. Introduction

Web3 [6, [7], a web that is completely open, decentralized, and transparent. This will allow to
effectively use non-private Al that also does not require any of the traditional intermediary
organizations. Anyone can kick in with ideas to train the model, and the blockchain ensures

fairness and reliability.

1.2 Problem Statement

In a scenario where anyone can join, we run into new problems that neither technology
can fully solve on its own, when combining federated learning and blockchain. Traditionally,
federated learning is made for closed systems where the participants and the one collecting
the data are known, which is not ideal for open networks. On the other hand, permissionless
blockchains, designed to work for open networks where anyone can participate at any point
in time, are under threat from Sybil attacks [8], where malicious users can create a lot of fake
identities to manipulate the outcome of the consensus.

From two different angles, Proof-of-Authority [9] and centralized coordination don’t fit
with the very open nature of decentralized federated learning.

Problems that arise from this combination of technologies, which this thesis looks at,
include getting rid of the middleman in federated learning, fending off Sybil attacks in a
completely open system, making sure that model updates are transparent, tamper-proof, and
reliable, and incentivizing people to be honest and stick around.

To tame these problems, we need to join up consensus protocols, Sybil-resistant measures

and the flow of data and information in the federated learning process into a cohesive whole.

1.3 Methodology Overview

The approach followed in this work, is to break down the problem into a series of stages,
starting with a thorough examination of the related literature in machine learning, federated
learning, blockchain and consensus protocols, which is heavily weighted towards permis-
sionless systems, partially synchronous models [10] and Sybil-resistance methods including
Proof-of-Work and Proof-of-Stake. The proposed approach has been implemented in the form
of a complete system prototype.

For its use in partially synchronous models, and Sybil-resistance, the prototype/blueprint
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1.4 Objectives 3

combines federated learning and a blockchain-based management layer. Here, we introduce
a lister node, as a task owner, send training jobs as ’listings’ on the blockchain, and clients re-
spond by running local training and sending their updated models as transactions. The whole
thing is secured by a consensus system that is been fortified with a Sybil-resistance mecha-
nism. One of the key things to scale the system is storing large model parameters off-chain,
for instance, in IPFS [[11], [12, 13|, [14], but still recording pointers and verification metadata on
the blockchain. From a theoretical perspective, Proof-of-Stake is considered the best Sybil-
resistance mechanism for this system because it is so much more energy efficient and scal-
able [|15]. However, in practical terms, the system prototype uses a simplified Proof of stake,
because it is a lot simpler to set up in a small-scale academic setting. Also, the implemented
blockchain has customized transaction types for federated learning and is working in har-

mony for training jobs.

1.4 Objectives

Web3-enabled federated learning the thesis has three main goals, when developing a sys-
tem for decentralized. The first is to lay out a permissionless federated learning framework
that leverages the consensus mechanisms of blockchain, to ensure transparency and fairness.
Secondly, Proof-of-Stake will be used to keep Sybil attacks at bay, which in turn also encour-
age fair participation. The third major goal of the thesis is to remove the role of the central
server by storing and finalizing global updates on-chain via CIDs and model bytes stored
off-chain. In addition, we have also added a monetary incentive/ticket system, powered by
the blockchain’s native economics, to fairly reward honest participants and shame and punish
the ones who don’t play by the rules.

The research provides a prototype implementation design and a simulation based analysis
that looks at the trade-offs between security, scalability and performance, and demonstrates
that decentralized, Web3-enabled federated learning is not only possible, but a preferred fu-

ture direction.
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1.5 Thesis Structure

In the case of building a robust and secure framework for machine learning, the theoret-
ical foundation is as important as the technical components. Chapter 2 [, therefore, provides
an overview of machine learning, federated learning, blockchain technology, and consensus
protocols, laying down the theoretical background of the proposed framework. The concep-
tual design in Chapter 3 B introduces a modular and secure approach in its architectural and
functional component system. The implementation and blueprint development takes center
stage in Chapter 4 § with description of the blockchain layers, data storage systems, and inte-
gration with machine learning frameworks. Experimental results in Chapter 5 [§. Chapter 6 {

gives discussion, conclusion and guidelines for further research.
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Chapter 2

Theoretical Background

To develop a blockchain-based federated learning (BC-FL) system, it is vital for us to ex-
amine/analyze the theory of FL and blockchain technologies. As such, the beginning of this
chapter starts with the theory of federated learning, the architecture, then the challenges that
it has, the chapter then focuses on blockchain technology, describing the principles of decen-
tralization, finality(i.e., immutability, write-once, cannot be altered), and trustless coordina-
tion(no need to trust a single coordinator), then permissioned and the permissionless setting,
are introduced, and the differences between them, as this choice fundamentally dictates the
openness of the system. After sybil resistance mechanisms and consensus protocols are thor-
oughly analyzed, due to their effectiveness on the speed and security of the system with
no single owner(decentralized systems). In addition, existing work will be examined, where
blockchain technologies meet FL, identifying what does not yet work and then presenting
the contribution of this thesis. The chapter was arranged in this way so that we can give the
reader a precise understanding of the unique components that make up the system, and also
make the order easy to follow from theory to practice, assembling the fundamental concepts,

and the problem we are working to solve.

2.1 Federated Learning

Federated Learning (FL) [[16] is a new way to train machine learning models [|17]. Instead
of gathering every data in one place, FL allows many devices to ’help’ train the global model
and, at the same time, keep their data private. This section explains how FL works, what

problems it faces, and how blockchains can assist in solving them.

5
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6 Chapter 2. Theoretical Background

2.1.1 How Federated Learning Works

In a classic ML setup, raw data is collected and transmitted to a central server. The server
then trains the preferred model using all the data, but with FL, things work differently. The
two main parts of the system, are c1ients and the aggregator. Clients are devices such
as phones or sensors that have private data. The aggregator is usually a central server that
manages the training process. It starts by the aggregator nodes where they send the model
version(that they want to be trained) to a group of clients. Each client model will be trained
by its own data, and clients then send only their model updates back to the aggregator. The
raw data never leave the client. The aggregator then combines all the local models to create
a new global model, averaging all the updates into one [|18, 16]. This process repeats in or
epochs, each round begins with the aggregator sending the latest model to the clients, clients
then train and send updates again, and this will continue until the aggregated model is good
enough [19].

The process discussed here has great benefits and valuable guarantees. One of them being
that it shields data privacy and saves bandwidth, because instead of sending the whole raw
data to the central server, only parameters are sent, which in comparison to the data are quite
small. However, it still has challenges, especially in a real-world scenario, and this is what

will be delved into next.

2.1.2 Problems in Federated Learning

Even though FL has many benefits, as we simply saw, here we take a closer look at the
main big problems, these issues make it hard to use FL at large scale or in open networks. One
big problem is that each client may have many kinds/types of data. As an example, one phone
might have mostly photos of food, and another might have pictures of cars, basically not
identical. This is called non-IID data, where IID stands for independent and identically
distributed data. In the classical ML world, the assumption that the model will have data
be IID is usually convenient, but in FL where generally inside each client, the data might
be dependent(or correlated), for example, a client typing pattern might be related over the
day, and different across clients, a client might have data in Greek, and another in Spanish,
not identically distributed. When data is different like this, the training becomes harder. The
global model might fail to learn accurately [20, 21, 22, 23].

Another problem is that devices are not all the same. Some are fast, others are slow. Some

Institutional Repository - Library & Information Centre - University of Thessaly
03/09/2026 05:13:27 EEST - 216.73.216.156



2.1.3  Summary 7

have a good internet connection, others do not. This problemis called system heterogeneity
(i.e the lack of uniformity). When some devices take too long, they slow down the whole pro-
cess. These slow devices are called stragglers []18]. FL also has a communication
problem, when millions of devices take part, it takes a lot of latency to send and receive
models. This in return uses up bandwidth. Some researchers have tried ways to make this
better, like sending smaller update packages or by reducing the number of clients [24, 25].
Although FL does not transmit client private data, it can still have privacy risks.
Hackers might be able to figure out private data from the model updates [26]. To stop this,
methods like differential privacyand secure computation areused [27, 28,
29]. However, these methods can reduce the accuracy of the model(i.e, not correct predic-
tions) or slow the model training, since you would have to add more security mechanisms. All
these problems, data, system, communication, and privacy, make it hard to trust one central

aggregator. That’s why we now examine/analyze how blockchain technologies could help.

2.1.3 Summary

In summary, FL is a smart way to teach a model to make good guesses (i.e., accurate
model training) while keeping data private [30, 31]. It lets people and machines work to-
gether in harmony, and provides nice security guarantees by keeping data private(i.e., with-
out the need to send the data that you trained the model). But FL still depends on a central
aggregator(usually), and this in turn creates a trust problem [32, 33]. To mitigate this prob-
lem, we need to help devices train models fairly and securely, and for this we will introduce
blockchain technologies, the fundamentals, the core concept, the limitations, and see if it has

any guarantees that it can deliver.

2.2 Blockchain Fundamentals

This section will explain what blockchains are, how they separate in comparison to other
systems, and why they are helpful for building trust without the need for a central authority.
We also discuss the critical trade-offs that blockchains face, while always keeping in mind

how to bridge them by looking at FL similarities with blockchain.
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8 Chapter 2. Theoretical Background

2.2.1 Core Concepts

A blockchain can be defined as a special kind of append-only data structure that works
like a growing list of records [|1]. These records are called blocks, and a list of these blocks
connected together is called a ’blockchain’. Each block contains a group of transactions, the
previous block’s pointer/hash, a record(i.e, a timestamp that pinpoints when a tx had hap-
pened), and a proof that it was added correctly. A transaction can be defined as an instruction
that, if valid, changes the ledger state, and what makes it valid? Proper signature, enough
balance/fees etc. A timestamp is utilized to say when this block was produced. The hash that
references the previous block is used to prove integrity, meaning everything can be linked
back to the original block using its hash(genesis block). This means that if someone tries to
change one block, all later blocks will break. This design makes the blockchain secure and
difficult to manipulate [34]. Formally, we can describe the i-th block in the chain, B;, as
containing the of the previous block (h;_1), the set of transactions (77), the time it was added
(t;), the proof (p;), and its own hash (%;). The very first block, called the genesis block (B),
is fixed in the system from the start.

This setup makes the blockchain more than just a data storage tool. In the next part, we

explain how blockchains differ from traditional systems.

2.2.2 Properties of Blockchain Systems

Blockchains stand out from regular databases in four major ways: decentralization, im-
mutability, transparency, and pseudonymity, each of which we will analyze. First,decentralization
means that no single group controls the system, rules, and updates come from the protocol
and economic incentives, not from one company or server. Second, immutalbility means
the data cannot be easily changed, because each block includes the hash of the previous one,
and changing history is almost impossible. Third, t ransparency means that anyone can
check the data, transactions, and state changes can be verified by the public (since the record
is available to everyone in the chain). Lastly, pseudonymity means users are known by
their public keys, not their real names, these features help people trust the system without
knowing each other. They are supported by rewards and penalties that encourage users to act
honestly. But these benefits come with trade-offs; the biggest one is the issue of scalability,

which we explain next.

Institutional Repository - Library & Information Centre - University of Thessaly
03/09/2026 05:13:27 EEST - 216.73.216.156
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2.2.3 Scalability and the Blockchain Trilemma

Blockchain systems often struggle to scale well(i.e., transactions per second, latency,
record/ledger growth etc), this means that they can be slow or costly when many users join,
and heretheblockchain trilemma,aconceptintroduced by Buterin (founder of Ethereum [35])
in 2017 [36], says that blockchains can only achieve two out of three things at once: decen-
tralization, security, and scalability, so either decentralization and security, but this would
mean that the system cannot be scalable, decentralization, and scalable, without security, and
finally security and scalability, without decentralization.

Public (or permission-less) blockchains focus on being decentralized and secure. But this
usually makes them slower. Each participant must process data(receive, validate etc), and
blocks take time to spread across the network. Private (or permissioned) blockchains can
be faster. They limit who can participate, which reduces the time needed for agreement(i.e,
consensus). But this reduces openness and may increase trust in a central group. But given
public and private blockchains, the question still remains, can you scale them without losing
something? There are ways to help blockchains scale better. One way is using layer two
systems, like the Lightning Network [37], which handle many actions off-chain. While
another method is sharding [38], which splits the blockchain into smaller pieces that can
work in parallel. A third option is using Proof-of-Stake (PoS) instead of energy-
heavy Proof-of-Work [39], since PoS is faster and uses less power, due to the fact that you
do not have to solve cryptographic puzzles in order to be selected the winner of the leader
election. But each of these ideas changes the way the system works, some work better for
public chains, others for private ones. Understanding who takes part in consensus is key, and

this leads to the next topic: the difference between permissionless and permissioned systems.

2.3 Permissionless vs. Permissioned Blockchains

This section first introduces more formally the two major types of blockchain system(e.g
permissionless and permissioned), and then we talk about their differences. The difference
in a nutshell lies in who is allowed to join and take part. This choice affects security, trust,
and how the system can be used, and since this thesis proposes a permissionless Federated
Learning system that uses Proof-of-Stake (PoS), it is important to clearly explain both models

and why we chose permissionless.
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10 Chapter 2. Theoretical Background

2.3.1 Permissionless Blockchains

A permissionless blockchain [40] is open to everyone (i.e., downloading bitcoin and run-
ning it requires no permission). Anyone can join the network, submit transactions, and even
become a validator or miner. Bitcoin and Ethereum are examples of this model [34, 35].
These networks value openness and allow anyone with enough skill or stake to help run the
system, by contributing to consensus, validation, etc. Because anyone can join, the network
must be ready for attacks, and permissionless systems have an attack also known as sybil
attack [8], where a person creates many fake identities to gain control. To prevent this, per-
missionless systems use Sybil resistance techniques such as Proof-of-Work (PoW)
or Proof-of-Stake (PoS) that add randomness to the leader election and that if you want to
become a leader, you have to either work or risk something [#1], which we discuss more in
Section R.3.

The best part of permissionless systems is that no one can censor or control them. They of-
fer strong decentralization and freedom. To show the contrast, we now explain permissioned

systems, where access is limited.

2.3.2 Permissioned Blockchains

In a permissioned blockchain, only selected members can participate in the network.
These members are often trusted organizations. Examples include Hyperledger Fabric[42],
R3 Corda [43], and other systems used in supply chains [44], healthcare [45], and fi-
nance [46].

To join a permissioned blockchain, you usually require to know something prior to the
system’s initialization(i.e, identity, role, etc.). Members are often tied to real identities, adding
legal and business trust, this makes the system much more efficient, it can use short, proven
consensus protocols like Practical Byzantine Fault Tolerance (PBFT) [47],
HotStuff [48], or other Byzantine Fault Tolerant (BFT) systems [49]. These
systems give instant finality and can process thousands of transactions per second.

Because the validators are known, permissioned chains can follow rules and fit laws more
easily, but they lose some key benefits of blockchains, they are no longer fully open or de-
centralized. Instead, they act more like shared databases run by a few groups. This works
well when members already trust each other, like in traditional banking(where more systems

are permissioned). But it may not work for open systems like Federated Learning, which is
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discussed next.

2.3.3 Relevance to Decentralized Federated Learning

Federated learning systems based on blockchains often assume that a fixed group of in-
stitutions will run things, but what if who drives the FL rounds is chosen by staking and ran-
domness? Even though combining Blockchain technologies with Federated learning sounds
natural, combining these two also raises a whole lot of new problems, like Sybil attacks as
discussed earlier. If only a few validators are trusted, a bad actor could fake identities and
take control, here a permissionless blockchain for with FL mechanisms is a better fit
overall. It lets anyone, whether a person, a phone, or a sensor, help train the model. This
vision aligns with the broader Web 3 concept of ML [50]. But it comes with a need for Sybil
resistance. Proof-of-Work offers a strong defense, but it uses too much energy. Instead, this
thesis chooses Proof-of-Stake, where influence is related to economic investment. In
this way, it is hard for attackers to create fake accounts on a scale. Another benefit is that all
actions are public, you can check who contributed what, which helps reward good behavior
and detect cheating. Before explaining how consensus works, the next chapter introduces
the network timing model, which supports safety and 1iveness properties [51] in the

system that will be suggested.

2.4 The Partially Synchronous Model

The assumption of a partially synchronous model was introduced by Dwork [[10] to offer a
more realistic view of how distributed systems behave in the network setting. Blends two as-
sumptions of the network model: the synchronous model [52], where message delivery times
are known, and the asynchronous model, where delays can be unbounded. In a synchronous
system, all participants agree on message delays and use a shared clock [52]. This setup makes
it easy to reach an agreement since everyone knows when the messages will arrive, and it is
also advantageous on detecting crashes on systems. In contrast, asynchronous model does
not offer such guarantees [53]. Messages may be delayed indefinitely(i.e., no’real’ crash de-
tection), and nodes do not share a clock. Due to this, reaching consensus becomes impossible
in the worst case, as proven by the FLP Impossibility result [54].

But neither of these systems really reflects reality that well. In real networks, everything
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is possible; there are delays, disconnections, and then periods of stability. The partially syn-
chronous model captures this behavior, by allowing for unknown delays in the beginning
(the asynchronous phase), but makes promises that at some unknown future point, called
the Global Stabilization Time (GST),communication becomes stable and pre-
dictable. After GST, the system enters the synchronous phase, and the message delays are
now bounded by a known constant, usually called A. This upper bound means that any mes-
sage sent at time ¢ will be received by time ¢ + A(the synchronous phase). Even messages
sent before GST will be delivered no later than GST + A. The model supposes that each
node can access a clock with some small drift and that after GST, all network delays are
within the bound A. These assumptions let system designers build protocols that behave suf-
ficiently in practice, even when early communication is unreliable. Thus, this assumption of
the network model is useful because it gives clear delivery guarantees once GST is reached,
and sustains efficient coordination in distributed systems, even when there are occasional
failures or temporary network problems. For instance, package loss or delays induced by
malicious nodes, would be seen as short-term problems. The system is expected to return
to normal soon afterward(synchronous phase). Unlike fully asynchronous systems, the par-
tially synchronous model makes it doable to build robust Byzantine Fault Tolerant
(BEFT) consensus; these protocols can still reach an agreement even when failure of nodes
occurs or act maliciously; for this reason, many modern blockchain and other P2P systems(in
other words, distributed systems) depend on this assumption, for example, Tendermint and
HotStuff [55, 48] both work under the partially synchronous assumption. With the partially
synchronous model set, the next logical step is to examine the design choices in consensus

and Sybil resistance mechanisms that function reliably with this network setting.

2.5 Consensus Protocols and Sybil Resistance

The consensus ensures that nodes converge on a single, consistent ledger state even when
the presence of failures occurs(malicious or not) or when adversaries exist. In open net-
works, two threats dominate: Byzantine behavior and Sybil attacks. Reaching a consensus
in a blockchain system(or in general distributed systems) is basically the backbone of what
these systems do, it ensures that all nodes have the same record of transactions, and will

not let anyone double-spend or create conflicting states. The issues that blockchain systems
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face in achieving consensus in open and hostile environments are Byzantine faults and Sybil
attacks, which are essentially ways in which adversaries can manipulate the network.

This section separates consensus protocols, the rules for how agreement is reached, from
Sybil resistance mechanisms, the systems that allocate fair influence in the consensus process,
and we will be analyzing both, as they are basically the foundation of blockchain security and
directly affect the design of decentralized federated learning systems. The following subsec-
tions review of protocols that deliver agreement (BFT and longest-chain) and then the Sybil
resistance mechanisms that allocate influence and offer robust leader election in permission-

less settings (PoW and PoS).

Byzantine Fault Tolerant Protocols

Classical BFT protocols, such as Practical Byzantine Fault Tolerance (PBFT) [47], and
their successors, such as HotStuff [48], work by tolerating up to f < n/3 Byzantine nodes
out of a total of n validators in a partially synchronous system. Validators are required to
pass around signed votes and are waiting for an agreement, after they’ve found a consensus,
the result is considered a certainty, or deterministic, and cannot be changed, when using a
BFT consensus protocol. These protocols deliver near-instant validation and unwaveringly
secure results, making them perfect for permissioned blockchains where the list of validators
is fixed. Looking at BFT-style protocols, you will see that their communication complexity
is O(n?) per round [56], making them nearly impossible to scale. In the world of thousands
of validators, these kinds of protocols are practically useless.

In the industry, BFT protocols still manage to be influential and are used as ’finality
gadgets’ in contemporary PoS blockchains to add a deterministic seal of approval on top
of the probabilistic consensus system. Although BFT offers strong safety and fast finality in
small, curated validator sets, scalability constraints motivate probabilistic approaches in open

settings.

Longest-Chain Consensus

The longest-chain consensus protocol [34], presents an entirely different picture. Here,
nodes fight to add new blocks to the chain, and the winning chain is the one with the most
energy and commitment. The economics of extending alternative chains, rather than commu-

nication between nodes, leads to agreement.
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The longest chain consensus gives probabilistic finality, basically the farther back a trans-
action is buried under newer blocks, the less chance it is reversed. It sacrifices instant cer-
tainty for the sake of making networks more scalable. Has proven itself to be surprisingly
resilient to attacks [57], thanks to over ten years of operation in the case of Bitcoin, but it
does add in some delay. You usually have to wait for a few confirmations to feel very sure
that a transaction will not be changed [58].

When it comes to decentralized federated learning, longest-chain consensus ensures that
model updates that are deep enough under the surface are essentially unchangeable [59], but
because the finality is not guaranteed, the training cycle is slowed down, showing the trade-
off between dependability and speed. For decentralized FL, such probabilistic finality implies

choosing training-round cadences that tolerate reorg risk while preserving throughput.

2.5.1 Sybil Resistance Mechanisms
Proof-of-Work (PoW)

Proof-of-Work (PoW) [60] a system first used in Bitcoin [34], when defending against
Sybil attacks, it has been shown to be a viable option [61]], linking block production with a
huge amount of computational energy [|15]. Miners have to crack very difficult hash-based
functions [62], and their chances of success are based on the proportion of the total computing
power they contribute. As a reference point, this thesis presents PoW, and does not, however,
consider it for practical use, mainly because the energy it consumes does not go towards

training. These drawbacks motivate another protocol as a lower-energy alternative.

Proof-of-Stake (PoS)

Proof-of-Stake (PoS) [39] was presented as a more eco-friendly option by replacing the
requirement for energy with the stake of cryptocurrency [[15]. The system stipulates that val-
idators lock in a portion of their stake(economical term), and, based on the size of that stake,
they have a higher probability of getting to propose or validate the next block.

PoS gives very low energy consumption and allows transactions to be settled much more
quickly, thanks to the integration of BFT-style protocols (such as Tendermint [55] or Casper
FFG [63]), and kills off any would be misbehavior with something called ’slashing’ [64],

where anyone who says something they shouldn’t or tries to fork the blockchain loses a part
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2.5.2 Comparative Analysis and Relevance 15

of their stake.

In the world of Federated Learning, PoS [4] turns out to be a natural fit, with its ability to
scale, streamline and give financial incentives to contributors. It enables the rapid finalization
of model updates, something that cannot be said for PoW, and helps to create a token-based
system that awards users for sending in useful training updates. As a result, the Sybil re-

sistance mechanism for the proposed framework is PoS. We summarize these trade-offs in

Table P.1.

2.5.2 Comparative Analysis and Relevance

The table 2.1 sums the key trade-offs among the consensus protocols and Sybil resistance

mechanisms.
Approach Sybil Resistance | Energy Use Finality Scalability
BFT No Low Immediate Limited
Longest-Chain No Depends on | Eventual Good
Mechanism
Proof-of-Work Yes Very High Probabilistic Moderate
Proof-of-Stake Yes Low Probabilistic High

Table 2.1: Comparison of consensus protocols and Sybil resistance mechanisms, summariz-

ing their assumptions, energy efficiency, scalability, and finality guarantees.

In terms of building a robust and efficient blockchain-based federated learning system
(BC-FL), PoS-based Sybil resistance in combination with the longest chain or hybrid con-
sensus is the best design. This idea, this combination, brings together the benefits of openness
and decentralization, without the energy waste of PoW and the communication overload of
pure BFT. PoS and BFT hybrids, such as Algorand [65], use a clever system where they select
committees based on PoS and then run a BFT process among them to obtain deterministic
finality.

Implications for Federated Learning follow from the consensus and Sybil resistance meth-
ods we have discussed. Guaranteed finality lets us have a steady stream of updated models
in real time, something that is basically necessary for synchronous training, and kicks out the

possibility of malicious nodes flooding the system with junk data that could ruin the model.
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16 Chapter 2. Theoretical Background

PoS also helps to put a price on honest contributions, making sure that those who con-
tribute are rewarded for their efforts, and penalizing those who don’t. Based on all this, this
thesis builds its framework on PoS combined with longest-chain or BFT hybrids, creating a
system that is completely open and free, where Federated Learning can be both practical and
secure. In order for a BC-FL system to scale, the need for an off-chain storage is required [66],
given today’s machine learning models [67], since saving models on-chain would be ineffi-

cient. To address this, IPFS is introduced to avoid placing large model artifacts on-chain.

2.6 InterPlanetary File System (IPFS)

When building decentralized learning frameworks, there is a need for a robust storage
system that can ensure the integrity, availability, and versioning of the data, but does not
bloat the blockchain. The InterPlanetary File System (IPFS) is basically a peer-to-peer (P2P)
storage and distribution network that satisfies these requirements by detaching data from its
location and using a cryptographic hash to address it, as first proposed by Benet in 14 [[11].
When adding data to IPFS, the data are broken down into smaller chunks, then hashed, and
then attached to a Merkle-directed acyclic graph (DAG) [68]. Every chunk gets a Content
Identifier (CID), which is derived from its hash, and the root CID is used to sum up the
whole thing. Any tiny change in the data would mean a brand new CID, which makes it
impossible to tamper with the data, and also gives us the power to automatically eliminate
duplicated data and sort through versions of the same thing. IPFS has a clever way to spread
the word about the existence of these CIDs, through a Kademlia-based [69] distributed hash
table (DHT) based on the XOR metric, so that the content can be found quickly, without any
centralized indexes. Public HTTP gateways can also bridge IPFS content to regular clients,
but IPFS itself is fully peer-to-peer, while CIDs are immutable, the InterPlanetary Naming
System (IPNS) lets content have mutable names, where names are the hash of the public key
[70]. When publishing a new model, leverage the IPFS to make a moving pointer to the latest
state and then keep a verifiable record of the previous versions.

IPFS is essentially a best-effort network [|13], and is dependent on nodes to pin its con-
tent, in other words, to prevent it from being deleted. By pinning the content across clusters,
durability can increase, such as with IPFS Cluster [|14] or employing storage markets like

Filecoin [[12], which includes a monetary system (a storage and retrieval marketplace) that
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guarantees that the content will be around for the time needed. The security of the content is
basically guaranteed by the IPFS system’s inherent integrity [71], thanks to the fact that any
mismatched block will not have the correct hash, but the privacy of the content must be han-
dled at the application layer, since ipfs does not encrypt the data by default. But that leaves
the encryption to the application layer, and the encryption keys have to be distributed through
access control logic of the protocol. With the use of CIDs that cannot be changed once they
are created, on-chain commitments, binding the training rounds to specific CIDs also gives
the necessary tools for provenance and auditability. As such in BC-FL, a popular technique is
to upload the full model updates to IPFS and only commit the CID, along with the number of
rounds, the set of clients, and the incentives to the blockchain, which slashes down the load on
the chain, yet still gives us a way to verify and re-run the model [72]. Practical things to keep
an eye out for include optimizing chunk sizes, laying out DAGs for massive models, policies
to cut down latency when a brand-new model is being uploaded, and optional Filecoin deals
for economic insurance that the referenced materials will be available and verifiable as long

as we need them. Next, situate these building blocks within prior art that combines BC-FL.

2.7 Related Work

In recent years, there has been a growing interest in combining blockchain technology
and Federated Learning [3]. Both fields tackle the problems of distributed computation, data

privacy, and trust coming from two different directions.

2.7.1 Blockchain-Assisted Federated Learning

Most existing research on the subject of BC-FL [5, 72, 59] has shown that blockchain can
greatly enhance FL by providing decentralized coordination, incentives, and a way to verify
the accuracy of the results. However, the problems of scalability, openness, and resistance to
malicious attacks have driven the need for something completely new, like the permissionless
Proof-of-Stake system we are going to talk about in this thesis.

Early attempts to merge blockchain and FL basically replaced the need for a centralized
mediator and instead used a decentralized ledger that records and verifies the contributions
made by clients. These studies, like those by Kim [4], often assume a network that is restricted

to a small number of organizations, such as a consortium, and can be hacked by a single entity
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18 Chapter 2. Theoretical Background

that can create multiple fake identities. The work by Xu et al. in 21 [73], that combined
blockchain and FL to build a distributed aggregator, did show the ability to bring out the
transparency and reliability of blockchains and the private nature of FL, but falls apart when
relying on a fixed network, where a single individual can bribe the validators to go against
the rules, known as Sybil attacks.

Some researchers have looked at using incentives to get people to contribute to the pro-
cess, for example, Lu [j] created a system in which participants are paid tokens for sending
in their updated models and, therefore, have a financial reason to behave well. But these sys-
tems still rely on a central administrator who you cannot get rid of and does not really think

about things that could go wrong, like someone feeding bad information to the model.

2.7.2 Security and Privacy Enhancements

Blockchain has been studied as a way to add extra security and protection to the sys-
tem, down the track as a possible solution to provide unalterable logs of changes made to
the models, when using Federated Learning. This is crucial for domains such as healthcare
and finance, where transparency, auditable training rounds, and accountability are manda-
tory [3, 74]. By linking each contribution to a verifiable on-chain record, blockchains aid the
detection of poisoning and reduce opportunities for misreporting. Another area of research
has looked at how blockchain can help with techniques like secure aggregation [75] and dif-
ferential privacy, but it still relies on the assumption that the people involved are semi-honest
and do not scale well to large, diverse networks. In addition running all the necessary encryp-
tion codes within the blockchain’s consensus mechanism, is a massive overload, particularly
in systems that do not have much processing power. However, security benefits must be bal-

anced against scalability and performance constraints.

2.7.3 Scalability and Performance Challenges

The problem is that blockchains can be either permissioned or permissionless, and each
has its own limitations. Permissioned blockchains can zip through transactions faster using
BFT protocols, but they do not allow everyone to join in. On the other hand, permission-
less blockchains get clogged up when every single model update gets logged on the chain.
Solutions such as storing only metadata on-chain and sending the model updates to decen-

tralized storage systems (like IPFS) [[76, [72] raise new problems, such as data availability and
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consistency.

For the choice of consensus protocol, if you want strong Sybil resistance, Proof-of-Work
systems are the way to go, but they’re energy-inefficient and slow. Proof-of-Stake systems
offer a more efficient and scalable option, but more research is needed to see how they can
be integrated with Federated Learning. Most existing works either do not care about the con-

sensus algorithm or are fixated on permissioned BFT, which is not the same thing.

2.7.4 Limitations of Current Approaches

In the current state of blockchain-assisted federated learning (FL) systems, several is-
sues are apparent. Most of these systems, being conceptual frameworks, often fail to provide
concrete implementations, stop at presenting architectures and incentive mechanisms, and do
not go into much detail with prototype or real-world test results, leaving lots of unanswered
questions about the practicality and performance trade-offs of these systems.

With a whole lot of proposals, many of these FL systems have chosen permissioned or
consortium blockchains as the basis for their framework, which, although it cuts down the
amount of governance work, also paves the way for centralization and does not give a full
account of the dangers that come with open systems, specifically Sybil attacks. The resistance
to Sybil attacks in many of these systems is taken for granted, meaning they’d be easy prey
to a malicious actor in a completely open network.

Most of the time, the consensus layer in FL systems is glossed over, too. Studies tend to
treat the blockchain as a black box, focusing on reward and privacy schemes, but this the-
sis puts consensus protocols under the microscope. Specifically, Proof-of-Stake and longest-
chain rules, showing exactly how they affect the security and speed of decentralized learning,
and therefore limit the generalizability of these systems and stop them from being truly open,
global-scale systems that adhere to the principles of Web3. When merging blockchain tech-
nology and Federated Learning, this work wanted to sidestep the problems that have plagued
previous methods, which were hampered by the threat of Sybil attacks, the neglect of ex-
plicit consensus protocols and the use of permission-based consortiums. Past these issues,
this project takes the state of the art towards a fully decentralized, scalable, and secure learn-
ing environment.

The proposed system has three main ways: it explicitly uses PoS+longestchain consensus,

while sipping less energy compared to the traditional Proof-of-Work method; it presents a
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detailed blueprint of its workings, where model updates are saved off-chain, with the aid
of simulations to show that this is practical; and it puts Federated Learning into the bigger
picture of Web3, highlighting how blockchain-based incentives and complete transparency
can make global, trustless collaboration in machine learning a reality.

As the literature has shown the potential of BC-FL, it is still held back by centralization,
issues with scaling and incetive robustness among other things. This thesis lays out a per-
missionless, PoS-based system that is intellectually sound and back up by real-world design
and analysis, and so gets the ball rolling towards decentralized, incentive-based Federated

Learning systems for the Web3 generation.

Chapter Summary

When examining the principles of Federated Learning (FL) blockchain technologies, the
major drawback of traditional F1 was that they are centralized. The permissionless blockchain
has been shown to be the solution to this problem, and Proof of Stake (PoS) mechanism, as a
means of preventing Sybil attacks and Leader election. This theoretical framework lays the

groundwork for the system Conceptual Model that we will introduce in the next chapter.
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Chapter 3

Conceptual Design

3.1 High-Level Architecture

Figure 3.1: Conceptual design, roles, on-chain state, and off-chain artifacts

21
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22 Chapter 3. Conceptual Design

The high-level architecture(see Figure B.1]) of this system has three key roles, namely the
Lister node (task owner/round aggregator), the Validator nodes (maintain the canonical chain
using PoS and Longest-Chain, Section and Section B.3)), and the Clients (train locally
and submit updates). The Lister node takes the lead in initiating a training campaign, set-
ting the plan for the machine learning model, posting the starting parameters, and laying out
the motivation system. The validators are there to look after the ledger, verify transactions
validity, and participate in the consensus/leader-election procedure using the Proof-of-Stake
(PoS) method. Clients are individual participants who train the model locally and send back
their improvements to the network. The interaction between these three types of entity is
completely self-contained.

A lister sends a ‘listing transaction’ that lays out the metadata of a brand new model
and sends a pointer to the initial parameters stored off-chain. Clients interested in the model
download those parameters, run training on their own private data, and send an ‘update trans-
action’ that includes a reference to the new insights they’ve made. It is effectively finalizing
the combined model and making its new parameters available to anyone in the network, when
the lister or any node that is empowered to compile the data sends out a global update.

IPFS (Section 2.6) gives us content-addressable storage and decentralized file distribu-
tion, so that large model parameters do not slow down the blockchain. Instead, only the CIDs
are stored on the blockchain, connecting each transaction to its corresponding model files, and
this system ensures both the scalability and the Web3 principle of separating data availability
from consensus.

State and artifacts. On the chain we keep only tiny canonical items: Modellndex, RoundIn-
dex, Tickets (reservation records), receipts. The off chain, large tensors sit in IPFS as CID
blobs. No raw data ever leaves Clients.

Interaction loop

1. Listing. A Lister may upload initial weights to IPFS and send a Li st 1 ngTx that binds
amodelIDtoa initCID. (see Section 3.2.1], Fig. #.3))

2. Reservation. A Client first locks a deposit by sending to the validators an UpdateIntentTx

to receive a t icket ID for (model, round). (see Section B.2.2, Fig. #4.14)

3. Local train and publish. The client then trains locally, puts its update on IPFS, and then
reveals the updateCID through an UpdatePublishTx. (see Section B.2.2)

Institutional Repository - Library & Information Centre - University of Thessaly
03/09/2026 05:13:27 EEST - 216.73.216.156



3.2 Transaction Model 23

4. Aggregation. Lister aggregates (i.e, weighted FedAvg) the revealed updates, which he
has fetched from IPFS, and posts the global checkpoint, getting a globalCID. (see

Section B.2.3).)

5. Finalization. Lister submitsa GlobalUpdateTx carryingglobalCID, included][],
scores[] (one-to-one with included[]), and refunds []. Validators advance

the round and compute entitlements deterministically from scores[] and model

rules. (see Chapter f, Alg. [, B8, B4.)

6. Claim. After finalization, participants withdraw refundable deposits and round rewards

by submitting a C1aimTx. (see Chapter §, Alg. [17 and P2.)

3.2 Transaction Model

When structuring the federated learning workflow, we have opted to keep it very lean on-
chain, and the summary in Table shows what is needed for the basics. In Chapter H, you
will find the executable pseudocode that corresponds to the process. The following subsec-

tions include listing transactions, update transactions, and global update transaction models.

3.2.1 Listing Transactions

It starts with a listing transaction, which is performed by the lister node. When uploading
their model, a Lister sends the initial weights to IPFS, generates the initCID, and submits
the L.i st ingTx, which contains mode1ID, initCID, and rules, all listed in the Table
(transaction schemas), to the validators. Validators are going to only let the transaction go
through if the model doesn’t exist, and the initCID is valid, as per Ch E], Algorithm .
The Lister can also publish an IPNS alias to make it easier to find the model, but the real

authority is the chain that links the mode1ID toits initCID.

3.2.2 Update Transactions(Two Phase scheme)

When a client wants to upload the results of a training session, they send an UpdateIntentTx
to the gateway interface with the current mode 1 ID and round number, locking a deposit and

getting a ticketID, so spammers cannot send anything to the network. This is basically
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a preauthorization/defense check, as described in Ch [ Section §.3. After training the lo-
cal model on its own private data, serialize the new weights, upload them to IPFS to get
an updateCID, and then send a ticketed UpdatePublishTx containing the ticket ID,
updateCID, and some metrics. Validators verify that the client is the rightful owner of the
ticket, check if it has expired, ensure that they are not rate-limited, and confirm that CID is

in the correct format.

3.2.3 Global Update Transactions

The Lister aggregates the revealed updates(e.g. with weighted FedAvg for admitted tick-
ets/updates), then uploads the global checkpoint to IPFS to get globalCID, and sends a
GlobalUpdateTx withthe ordered included|[] ticketIDs, a parallel vector of scores|[],
and refunds [ ] (tickets whose updates were retrievable during aggregation) to the blockchain
network with the ordered list of ticket IDs.

Validators accept the transaction(if valid), they increment RoundIndex for the given
model, and compute per-account entitlements from scores [] (per rules) and refundable
deposit according to the lister supplied refunds [] list, then release those funds via subse-

quent C1laimTx calls. Clients later withdraw via C1aimTx, all these details can be seen in

Chapter §, Algorithms [, B4, [, [17.

3.2.4 Implications of the Transaction Model

When we view federated learning as a series of transactions, breaking down the logic into
on-chain objects (Listings, Tickets, Publications, and Global Updates), we give ourselves a
straightforward way to check in on how the system is working, hold people responsible for
what they put out, and seal the record of progress forever. Returning to a traditional federated
learning setup, where the aggregator is basically the only one we can trust, is no longer an
option. Now, every single phase of the procedure can be verified by the community of nodes.
Concepts such as token-based rewards, slashing penalties for bad contributions, and stakes

for those who list, can be constructed on the back of this idea.
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Object Fields / Invariants

ListingTx {modellD, initCID, rules, fee}. Invariants: modellD unused,
initCID is CIDv1; rules fix deposit, deadlines, per-account caps.

FundingTx {modellD, amount}. Invariants: signer is the model lister (or del-
egated funder per rules); amount>0; increases R,,, for the
present round.

UpdateIntentTx {modellD, round,deposit} = on-chain
Ticket(ticketID,owner, expiry, revealed =
false,deposit = d). Invariants: round open; deposit
available; rate-limits respected.

UpdatePublishTx {ticketID,updateCID, metrics} sets revealed=true. Invari-
ants: caller owns ticketID; updateCID valid; within expiry.

GlobalUpdateTx {modellD,round, globalCID,included(], refunds[], scores[]}.
Invariants: round matches RoundIndex; all included and all
refunds are revealed tickets for (m,r); refunds/] is a subset of
revealed tickets; scores/] is a nonnegative real vector aligned
with included[] (same length); globalCID valid.

ClaimTx {acct, modelID, amount}. Invariants:
Entitlement [acct,modelID] > amount > 0; debits
entitlement and credits balance atomically; idempotent via tx

nonce.

Table 3.1: Canonical transaction objects and their checks, including refunds and claiming.

3.3 Consensus and Sybil Resistance

Looking at the heart of any blockchain system, you will find the issue of consensus. Get-
ting multiple, potentially competing nodes to agree on the state of a shared ledger. In the realm
of decentralized federated learning, this is an area of high importance, as the correctness of
the blockchain history is paramount to the training process. If one node can manipulate the
chain, the global model would be irreparably damaged. When it comes to ordering transac-
tions in our system, we use the longest chain consensus protocols, and to make our system

permissionless and safe from permissionless attacks, we choose the PoS Sybil-Resistance
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mechanism for leader election and Sybil attack defense. We have already discussed in Chap-
ter P, specifically in Sections 2.5 and P.5.1. Here we will explain how these two concepts are
used in our system to lock in the order of transactions(ListingTx, UpdateIntentTx,
UpdatePublishTxand GlobalUpdateTx)and power the rounds of federated learning.

For the concept of time, the validator set and stake are also an integral part of our system.
The time is divided into epochs, each composed of a fixed number of time slots, with an active
validator set()), during each epoch. Each validator in V has a non-zero stake s; > 0, and the
sum of these stakes is .S. Becoming a validator is not easy; you have to lock your stake in
the blockchain, and there is a grace period [77] before you can remove it. It is this bonding
mechanism and their prospective slashing that gives us Sybil resistance; people cannot just
create loads of fake identities to manipulate the system, they need to put up real stakes.

The system also uses a unique block proposer election process that all consensus protocols
need. Each time slot ¢ in an epoch, a new block proposer is randomly chosen, but not entirely
at random. The probability of a particular validator being chosen is proportional to its stake.
What we do is run a verifiable random function (VRF) [[78] on the epoch randomness R and
the secret key of each validator to obtain a result p; ; that determines whether the validator i is
eligible to propose in that time slot ¢ iff p;; < 7 - &, for a system threshold 7 € (0, 1]. When
multiple blocks are eligible to be chosen as the next block, the block with the lowest p; ; or
smallest VRF proof is designated the canonical one, virtually guaranteeing that tiebreakers
are extremely rare. This aligns with the proposed algorithm in chapter §, where the selected
block’s proposer, who has fed their block into the system, signs off on it, and fellow nodes
have confirmed the signature, allowing the block to be included in their fork-choice rule.

The contents for any given block are governed by ordered lists of accepted transactions
and verifications, and structural validity is limited off the critical path. Signature verifica-
tion, rate limitations, fee/deposit checks, and CID format checks, following Chapter H(Sec-
tion #.4). Unconstrained ordering is allowed, with one exception. The consensus-level causal-
ity requires that Li st ingTxs precede any UpdateIntentTx or UpdatePublishTxs
for the same mode1ID, an UpdatePublishTx must reference a live, unrevealed ticket
created by a client with UpdateIntentTx in the same round, and GlobalUpdateTx
must reference the current round index and only include tickets already revealed in this or
earlier blocks of the rounds. This would be in accordance with our validator state machine

and its applyTx procedure.
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3.3.1 Longest-Chain Consensus

When on the blockchain, validators have to choose between multiple competing tree
branches, they use the longest-chain rule. From the beginning, the branch that has the largest
number of valid blocks(since the beginning) is given the top spot. Deadlocks can be avoided
by applying a fixed rule to break the tie, like sorting heads of the branches by the highest stake
chain of their block hashes. Under partial synchrony and the majority of honest stakeholder
assumptions, this rule essentially guarantees that eventually the network will settle on one
branch. Since the number of honest proposers is so high, they will all build from the same
top block, and smaller branches that fall behind will be abandoned.

Finality is not guaranteed on the blockchain(probabilistic), but relies on the use of some-
thing called confirmation depth, £, to approximate finality. This parameter £ is given to upper
layers like Lister and Clients and is used exactly the same as in Chapter §, where write paths
SEND AND WAIT will not return until & confirmations have been made, and the read APIs
will show the state as it was k& blocks ago, so that applications know exactly what to expect,
increasing this parameter k reduces the small probability of a reorganization of the chain that

would displace a transaction.

3.3.2 Sybil Resistance through Proof-of-Stake

The stake of the validator is its weight; the greater the stake, the more chances to propose a

block. Let the total stake be S = > ; 8- The validator ¢ holds s;. Its stake fraction is
Si
o = —.
S
Per-slot probability. Every time slot runs a VRF-based lottery. The lottery uses a threshold
that grows with the stake. A common form is

Oa) = 1-(1-7)%,

where 0 < 7 < 1 is the active slot coefficient. Controls how often a slot has a leader [79, 41].

The validator ¢ wins the slot ¢ with probability
Pr[i proposes att] = O(o;) = 1 — (1 — 7).
When 7 is small (the usual case), (1 — 7)* ~ 1 — 7 ;. Then

Pr[i proposes att] ~ T - % (3.1)
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Tiny numeric check. Take S = 1,000 and s; = 50 (so «; = 0.05). Let 7 = 0.10. Then
by (B.1)), Pr[propose] ~ 0.10 x 0.05 = 0.005 (about 0.5% per slot). The exact value is
1 —(1-0.10)"% =~ 0.00512, very close.

Why splitting stake does not help (Sybil resistance). Suppose that an adversary splits the
stake o between m identities with shares vy, . .., «,, and > ; @j = o The probability that at
the very least one identity wins is

(1-06() =1-JJa-7% = 1-(1-7)% = O(a).

J=1 J=1

1—

It depends only on the total stake, not on the number of keys/IDs, by that making many

identities (a Sybil) gives no extra edge.

Simple example. Let 7 = 0.05 and the total stake S = 1000. Example 1: one key with
s = 100 (o = 0.1). Win chance: 1 — (1 — 0.05)%! ~ 0.00488. Example 2: divided into five
keys with 20 each (a; = 0.02). Each key has a chance 1 — (1 — 0.05)%%2 ~ 0.000976. The

chance that at least one wins is 1 — (1 — 0.000976)° ~ 0.00488, the same as in example 1.

Control by stake, not identity count. Block production follows stake, not how many iden-
tities an adversary can create [41), 39, 65]. In many slots 7, the count of wins for the validator

i was concentrated around 7' O («a;) ~ T T «v;. More stake means more blocks in expectation.

Slashable faults and “nothing-at-stake.” We define two slashable faults. Double proposal
(two blocks in the same slot). Double voting (conflicting votes at the same height). Both
create on-chain proof (signatures). A violator loses a fraction o of its locked stake and is
removed from the active set for an epoch. With a large enough o, the classic “nothing-at-

stake” behavior is deterred.

Liveness under partial synchrony. Assume network delay is bounded by A (partial syn-
chrony) [[10]. Then the honest majority of stake keeps extending the longest chain in expec-
tation. Choose a modest block interval and a small confirmation depth k. Listers and Clients

then see a stable view during an FL round: forks resolve, and the chain keeps moving.
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3.3.3 Consensus invoking Federated Learning Interface

When it comes to the consensus component in the framework, it is essentially a single,
append-only timeline for FL that has a specific interface and is governed by four main in-
variants, as dictated by the changes in the state of the validators.

The existence of the model as the lister with Li st ingTx initializes Mode 1l Index [modelID]
with the initial CID and sets the round number to zero, and no transactions referencing this
model ID were valid before this point. The ticket-creating block discipline in UpdateIntentTx
for the pair of modelID and round number locks up a deposit and generates a ticket that is
owned, has a specific expiration time, and initially has its revealed flag turned off. The lim-
its on rates and deposits make it very expensive for spammers to send intents, which is in
addition to the Sybil resistance built into the validator layer.

Update binding takes place in UpdatePublishTx, where the revealed flag of the ticket
is flipped to true, and the ticket is bound to a CID on IPFS along with some metrics; the
blockchain never verifies the actual data. All it does is validate the structure of the CID and
whether the ticket is in the correct state. In this way, the binding is transparent and does not
overload the network.

Round progression stage in GlobalUpdateTx for a particular pair of modelID and
round number, which takes a globalCID and a list of tickets that must already be out
in the open, and after applying the transaction, automatically increases the round number
rr + 1, gives rewards from scores[] per rules, and credits refundable deposits for
refunds[], and establishes the 1atestGlobalCID of the next training step.

All these invariants guarantee that the off-chain FL pipeline(downloading the global
model, training it locally, uploading the updates off-chain to IPFS, and aggregating)is re-

producible and that every on-chain step has a unique causal predecessor.

3.3.4 Parameters and Security Envelope

When exposing the main consensus parameters to the application, we consider the block
interval(slot duration), the number of confirmations required(confirmation depth k), the length
of each epoch (number of slots per epoch) and the slashing penalties. With the duration of
each block can make the learning process happen faster but leads to a higher number of or-
phaned transactions. We have found a sweet spot for the block length that is acceptable for

the network’s propagation limits.
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The confirmation depth, or k, is calculated to ensure that the probability of a hacker re-
organizing the blockchain and displacing a G1obalUpdateTx during a round is basically
zero, given our assumption of a majority honesty stake. The slashing penalties are tuned to
make sure that the financial incentive for a hacker to try to equivocate is eliminated.

We are using two layers to combat Sybil attacks. At the consensus layer, the use of PoS
gives us a direct link to the amount of stake that is bonded by a given entity. And, at the
application layer, the UpdateIntentTx deposit system and per-account limits prevent
malicious clients from sending an overwhelming number of low-cost tickets to try and flood
the network, with content addressing(IPFS CIDs) and auditability working in conjunction to

make this system simple, clear and defensible.

3.4 System Assumptions and Incentives/Tickets

When our system is operational, there are a few things that we are counting on to be true;
these are the minimal operating assumptions. The way we get participation out of our clients,
listers, and validators is through a system of incentives and tickets, and in this section, we lay
out these rules. We will not repeat the background information that we have already covered
in Chapter P and in Section B.3, but we are going to pin down the guarantees to specific rules

that these parties must follow.

3.4.1 Operating Assumptions

Network model. We consider the partial synchrony assumption as laid out in Section 2.4,
under this assumption the longest-chain PoS protocol (see Section B.3) guarantees eventual

convergence for an honest majority of bonded stake.

Stake distribution and honesty. When considering the set of validators in the system V
, more than half of the stake in the bond is in the hands of parties who follow the protocol.
However, adversaries are completely free to do as they wish. Except they’re unable to fake

Ed25519 [B(] signatures, second-preimage multihashes or VRF proofs.

Storage availability. The CIDs referenced on the chain resolve with high probability through
IPFS (see Section 2.6 and Chapter f). The inaccessibility of a referenced update during ag-
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gregation is handled by omission, preserving the liveness of the round.

3.4.2 Economic Objects and State

When using the protocol on-chain, each model m and per round r have its own reward
pool R,, ., supplied by the Lister, and a personal deposit balance that helps update reservation.
The protocol also generates tickets that are created by Update IntentTx transactions, these
tickets contain a unique ticketID, owner, model ID=m, round=r,expiry, alongside
that, Refunds and rewards accruetoanEntitlement [acct, modelID] mapping, which
clients later withdraw via C1aimTx. These objects correspond to the state transitions imple-

mented by Validators in Chapter H(Section §.4).

3.4.3 Ticketing and Deposits: Anti-Spam and Skin-in-the-Game

When a client wants to contribute in round  of model m,they must first reserve a publica-
tion slot by submitting UpdateIntentTx that locks a deposit d > 0 that will be returned
if they re-expand(see Algorithms [13], [14). Admission creates a ticket with revealed =
false and a deterministic expiry derived from the round deadline. The ticket becomes
eligible for aggregation only after the client publishes a valid UpdatePublishTx that
binds the ticket to a updateCID and flips revealed = true (Alg. [16).

Deposits do three purposes: they slow down spammers, make empty tickets expensive,
and cover the financial penalties for publishing malformed submissions. When a client wants
their deposits back, they can claim it deterministically(see Algorithm [17) but only if they

meet the following requirements/conditions.
Deposit refund policy. Let 7, , be the set of all tickets for round r of model m. Each ticket
t € T,,,» places a deposit d;. The rule is simple and has three cases:

1. If't expires unrevealed, the deposit is forfeited.

2. If t is revealed with valid CID and Lister can fetch the bytes during the aggregation
window (Algorithm ), the deposit is refiunded even if the update is not included in the

global model.

3. If ¢t is revealed but the bound CID stays unretrievable throughout the window, the
deposit is forfeited.
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This policy covers availability, it does not ask Validators to judge off-chain data. Valida-
tors read only on-chain fields and apply fixed rules.
How refunds move on-chain. At the end of the round, the Lister lists all refundable ticket IDs
in refunds [] inside GlobalUpdateTx. Each Validator then, deterministically, credits
those deposits to Entitlement [owner, modelID]. At the same time, the validators

compute the splits of the rewards from scores [ ] independently of the refunds. Thus:
* Good availability = deposit refund.
* Good quality (high score) = reward share.

A ticket can earn a refund without a reward, a refund without a reward, both, or none, de-
pending on availability and score.

What ’retrievable’ means. ’Retrievable’ means the Lister can pull the bytes that the CID
names within the window, using the retry logic in Algorithm [§. A syntactically valid CID
alone is not enough; the bytes must be reachable.

Example. Suppose that there are three tickets: ¢4, t, t3.

* t, isrevealed; its bytes are retrievable; its update scores well and gets included. Result:

refund d;, and a reward share.

* t, is revealed; its bytes are retrievable; its update has a low score and is not included.

Result: refund d;,, no reward.
* t3 expires unrevealed (or is revealed but never retrievable). Result: forfeit d;,.

This separation keeps incentives the rule is simple, keep your data online to get your
deposit back, and submit useful updates to earn rewards. Next, we detail Scoring, Inclusion,

and payouts.

3.4.4 Scoring, Inclusion, and Payouts

When a lister runs in round r it gathers all newly revealed updates 4, , (e.g. Alg i and
B), performs deterministic inspections to validation/shape, and computes a score s; > 0 for
each client update j € U,,,. These scores are carried on-chain with scores[] with the
GlobalUpdateTx payload (via the ordered included[] list and optional per-update

metrics), making the round reproducible.
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Score definition. To establish a simple, auditable score that integrates the declared local
size alongside the observed quality on a public validation subset, as evaluated by the Lister.
When validating the results, we score our local samples using a clear-cut plan that regards
the declared sample size and the quality of our results on a public validation set, as measured

by the Lister. Formally,
S; = max((), 6]) * Wy, 6j = ACC(Wj,Dval) — ACC(Wbase,Dval),

where Wi, 18 the previous global checkpoint, 1} is the candidate weights, Acc(-) is a fixed
deterministic metric, and w; is a capped proxy for the size of the data (e.g. w; = min{n;, n}
with declared examples n; and cap n to limit manipulation). Any candidate not improving
d; < 0 does not contribute a score, but can still be included if Lister’s robust aggregation
requires coverage. The metric, cap, and the chosen validation split are fixed by the model’s
rules in the original ListingTx. For on-chain determinism, the Lister also includes the

per-ticket s; values as scores [] inside GlobalUpdateTx.

Inclusion rule. In order to for the ’global update’ to be made, the Lister, uses a robust
deterministic aggregator, that is essentially the weighted FedAvg with outlier skipping as
outlined in Alg. [ over the subset Zpnr € Uy, that passed shape checks and was retrievable.

The ordered list of ticketIDsin included[] commits to Z,, .

Payout function. Let RR,, , be the reward pool available for round r of model m after fees.
Rewards are allocated only to included tickets with a positive score. Writing S = > €T, Siv
we define each payout as

s)

J
Rm,r : ~
— > ket S
pay,; = i

0 otherwise,

if s; >0and S > 0,

with a curvature parameter v € [1, 2] fixed in rules. The larger v sharpens the incentives to-
ward higher grade while preserving any approach transparent and replayable. Payouts are car-
ried out by the validators that deterministically are computed from scores[] and rules

and create entitlements that Clients claim via ClaimTx after the GlobalUpdateTx is

confirmed (Alg. [17).
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3.4.5 Penalties and Misbehaviour

Client-side misbehaviour. The publication of syntactically invalid CIDs is detected at ad-
mission and rejected (see Chapter #.4). Publishing well-formed but unavailable CIDs results
in deposit forfeiture as above. Repeated unavailability or systematic metric misreporting can
trigger protocol-level rate limit tightening for the account in subsequent rounds (encoded as

per-account caps in rules and enforced at admission).

Lister responsibilities. The Lister must pre-fund R, , before round close, and must pub-
lish the exact ordered included[] tickets utilized for the aggregation, together with the
globalCID. Because Validators re-execute only the state transition and not the ML eval-
uation, openness, and determinism (see Alg. [§)) ensure anyone can audit the outcome from

on-chain references.

Validator penalties. The consensus level equivocation (double proposal or conflicting votes
for the same height/slot) is slashable under the PoS rules in Section B.3. Application-level

disputes never require validators to convey or interpret model bytes.

3.4.6 Putting It Together: Round-Level Evolution

A full round-level elaboration can be seen in Figures 3.2 B.12. The Figures follow the
algorithms laid in chapter H. At the start of round r, the chain shows the last globalCID
and the active rules. Clients lock a deposit to reserve a ticket, train on their own data, reveal
by posting a CID (a content identifier) that points to their update on IPFS. The Lister brings
the updates it can only retrieve, with a fixed rule, it aggregates them, scores them on D,,,
uploads the global model that is newly produced on IPFS, and submits GlobalUpdateTx
with the new globalCID. Validators apply this transaction needing only one step, which
moves the round to r+1, records who gets paid, and refunds or forfeits deposits under the
refund policy. After finality, clients call ClaimTx to withdraw rewards and any refunds.
Because any action ties to on-chain state and to content-addressed files, anyone can rerun the

round and audit the result.
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Figure 3.2: Lister uploads initmodelbytes to IPFS

Figure 3.3: Lister performs ListingTx to the validator network
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Figure 3.4: Lister does FundingTx to fund the model, and clients poll for the new FundingTx

from validator network

Figure 3.5: Clients yield initmodelCID from IPFS with the global CID that they received from

the validator network
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Figure 3.6: Clients publish Updatelntent to the validator network to reserve a ticket with
expiry date also the ticket currently has revealed = false parameter, then start training the

model locally

Figure 3.7: Clients put the localUpdateModel to IPFS, and receive the updateCID
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Figure 3.8: Clients perform updatePublishTx, and now the revealed parameter is turned into

true, and the lister node can start yielding the updates(after k-finality)

Figure 3.9: At the end of the round, the lister gets all the ticketIDs with updateCID, etc, and

starts retrieving bytes from IPFS
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Figure 3.10: Lister fetches all the tickets, if retriavable put them in refunds, if valid shape,
put them in the included list, then starts performing deterministic aggregation for all the in-

cluded][] tickets

Figure 3.11: Lister uploads the aggregated GlobalUpdate model to IPFS off-chain storage,
and pins the globalUpdate if needed per policy, and finally receives globalCID

Institutional Repository - Library & Information Centre - University of Thessaly
03/09/2026 05:13:27 EEST - 216.73.216.156



40 Chapter 3. Conceptual Design

GlobalUpdateTx{meodellD, round=r, included[], refunds[],
scores[])

v

Lister &

Blockchain Network

{

C#1 C#2 C#3

v

F 3

Figure 3.12: Lister performers GlobalUpdateTX with the modellD, globalCID, all the in-
cluded lists, the validator network then checks the integrity of included and refunds(optional)
if roundIndex higher, advance round and round continues, Clients can now ClaimTx and if

they want continue with the rounds

3.4.7 Parameters of the protocol and Tuning

The application exposes four consensus-facing parameters to userspace: slot duration,
confirmation depth k, epoch length, and slash fractions (see Section B.3)). The incentive layer
adds: deposit size d, per-account intent caps, validation cap n, curvature v, and the round
reward R, .. Smaller slots and £ lower end-to-end latency but raise reorg risk; deposits and
caps dampen Sybil pressure from clients, complementing PoS-based Sybil resistance in the
validator layer(blockchain layer). All parameters are fixed in rules at listing time and are
visible through the validator read API, so clients can decide economically whether to partic-

ipate before allocating compute.

3.5 Security Analysis

This section formalizes the attacker/threat model and security goals of the proposed, per-
missionless, PoS & longest-chain setup, illustrating the composition of its consensus and ap-
plication layer (tickets, deposits, aggregation, scoring). To unite these arguments with canon-
ical notions of chain growth, chain quality, and common prefix that are underpinning current

analyses of longest-chain protocols [81, 41].
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3.5.1 Assets, Interfaces, and Goals

The protocol exposes a minimal on—chain interface (Table B.1]) and treats IPFS CIDs as
unclear content addresses(with signatures each cid will be followed by on-chain binding).
Primary assets include: (i) the canonical ledger state Modellndex, RoundIndex, Tickets, en-
titlements(i.e, "'who, what, which round’); (ii) round reward pools R,, ,(i.e, the pot for model
m in round 7); (iii) client deposits(i.e, locked at ticket time; refunded or forfeited by policy);
and (iv) off—chain artifacts referenced by CIDs (initCID, updateCID, globalCID),
where initCID is the beginning model identifier, updateCID is a client update model identi-
fier(trained locally), globalCID the aggregated/global model identifier, moving on, the goals
are organized by layers:

Consensus-layer safety. Honest validators must probabilistically maintain a common pre-
fix on the decided chain; conflicting histories should not be adopted after £ confirmations.

Consensus-layer liveness. Under partial synchrony, new transactions from honest partic-
ipants must be included within a bounded delay (modulo the fork-choice’s k-deep view).

Application-layer safety. Transactions for each model m and round » must adhere to
causality. Specifically: ListingTx initializes m; UpdatePublishTx can only bind a
live ticket issued by UpdateIntentTx; GlobalUpdateTx must reference the current
round, list only already-revealed tickets, and automatically increase r — r+1 .

Economic soundness. Rational participants should expect non-negative utility when fol-
lowing the rules. Detectable misbehavior will strictly decrease expected payoff via slashing
(validators) or deposit forfeiture/rate caps (clients).

Privacy & integrity of learning. Raw data remains client-side; updates are content-addressed,

and robust aggregation limits the influence of Byzantine updates on the global model.

3.5.2 Adversary Model

Network and stake model. We assume a partially synchronous network [10]. After some
unknown but finite time, message delays are bounded. The set of validators V' can change
over epochs. Within an epoch it is fixed and known at the start. Each validator ¢ bonds the
stake s;; the total is S = .., s;. At all times, we require an honest stake majority: the
adversary controls strictly less than S/2 in any epoch.

Adversary powers. The adversary is adaptive and coordinated. It can:
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* Delay, drop, or reorder messages in partial synchrony(e.g., it can hold back a client
update, so it misses the current round, by dropping the publishment, or deliver blocks

in a wrong order to create a short fork)

» Corrupt validators across epochs and, after corruption, use their keys and steer their
behavior(e.g., but it still cannot forge signatures of validators it has not corrupted, and

it cannot break standard cryptography).

* Create an unbounded number of client pseudonyms, basically flooding the system with
many updates, tickets or requests; also try to sway the aggregator with volume rather
than quality, but fake clients do not give it extra stake or extra validator power. In order

to be a validator that wants to contribute in consensus, you still need to stake.

Cryptographic assumptions. Ed25519 signatures are unforgeable [80](widely deployed,
very fast to verify). VRF outputs are unique and unpredictable [78]. Multihashes resist colli-
sions (that is,, self-describing hash: algorithm + digest). We rely on these properties.

ML-layer threats. At the learning layer, the adversary may:

* Submit Byzantine updates (that is, garbage or malicious on purpose: arbitrary tensors,

metrics, or CIDs).

* Launch targeted or untargeted poisoning(i.e, pushing the model toward the attacker’s

goal).
» Attempt reconstruction or membership inference from gradients [82].

Off-chain storage threats. At the storage layer (for example, IPFS), the adversary can deny
availability for referenced CIDs(i.e, unpin, throttle, or refuse to server). It may do so selec-
tively and at strategic times. The prototype design treats availability as an incentive problem,
not a consensus one: validators do not judge off-chain bytes on the main path. The refund

policy handles it.

3.5.3 Consensus-Layer Properties

The election of the leader in each slot ¢ uses a VRF [83] on epoch randomness R: The
validator 7 is eligible iff p;; < 7-s;/S where p; , is its VRF output and 7 € (0, 1] controls

the expected leaders per slot.
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Under honest majority and partial synchrony, the resulting longest—chain protocol satis-
fies the standard properties [81), 41]]:

Chain growth. There exists g € (0, 1) such that given any window with 7 slots (e.g. t; <
to with T' = ty — 1), every honest chain C' grows by at least g7" blocks, except with negligible
probability. Thus ensuring progress for Listings, Intents, Publications, and GlobalUpdates.

Formally, an honest chain C' satisfies.
[C(t2)] = [C(t1)] = g(ta — 1)

Chain quality. There exists u € (0, 1) such that given any window with ¢ consecutive
blocks on an honest chain contains at most (1 — ) fadversarial blocks, with overwhelming
probability; hence censorship power is limited/capped unless majority stake.

Common prefix. For confirmation depth k, [84] the k-deep prefixes, given any two honest
chains C; and C, are identical except with probability at most e~ that decays exponentially

in k, given a constant a > 0; consequently, when a tx is k-deep, the risk of reorganization is

0

gives the probability of reorganization < €. The upper layers therefore gate SEND AND WAIT
on k (Ch. §, Alg. B, ).

negligible. Formally, choosing &

Slashing and equivocation. Double proposals or conflicting votes at the same height/slot
produce publicly verifiable evidence, basically the adverserial validator backs two competing
histories at the same step, proposing two different blocks for slot s or voting for two differ-
ent blocks at height h; the offender loses a slashing fraction o € (0, 1) of its bonded stake
and is removed from the active set for an epoch, ensuring that 'nothing-at-stake’ is strictly
dominated economically [63].

Intuition. If you sign both sides of a fork at the same time, anyone can prove it with your two
signatures; you lose o of your stake , and sit out the next epoch, so for rational validators

"build on everything; is a bad deal.

3.5.4 Application-Layer Safety and Availability

Validators enforce causality via admission checks and deterministic state transitions (Ch. i,

Alg. 19, B8, R3). The following invariants hold for any honest chain:
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Model existence. Any reference to a mode1ID must follow a confirmed ListingTx
that fixed the initial initCID and rules; otherwise the tx is invalid.

Ticket discipline. Every UpdatePublishTx must bind a live, unrevealed ticket for
(m,r) owned by the caller; publication flips revealed=true and is irrevocable at the
state machine level.

Round progression. A valid GlobalUpdateTx must match RoundIndex [m] and
list only already-revealed tickets. Applying it records globalCID, advances the round r —
r—+1, updates entitlements, and releases or forfeits deposits according to the policy in Sec-
tion B.4.

Availability. Because validators never adjudicate off-chain bytes, availability is enforced
by incentives: deposits are refunded only if the Lister can retrieve the bound updateCID
during the aggregation window (Ch. f, Alg. §). Validator-side CID probes (Section §.5) add

observability but do not affect consensus.

3.5.5 Privacy and Integrity

Raw/Private data does not leave clients, updates(or checkpoints) are content-addressed
chunks. To limit the effect of ’Byzantine’ or poisoned updates, the Lister runs a determin-
istic robust aggregator [85] (e.g., trimmed-mean or coordinate-wise median) and a public
validation score s; (see Section B.4) before constructing the global model. Such robust rules
are known to tolerate a bounded fraction of Byzantine workers while keeping the estima-
tor’s error under control [86, 87]. Backdoor and targeted poisoning remain in scope, but the
combination of shape checks, admission causality, and validation-based scoring shrinks their
payoff surface. Membership inference [82] and gradient leakage [30] are mitigated at design
time (no parameter server, no plaintext sharing between peers/nodes), and it can be further
reduced with secure aggregation [29] or DP(i.e., by adding noise) if required [28, 27]; these

are not consensus-critical and compose orthogonally with our transaction flow.

3.5.6 Economic Security and Incentives

The validator security comes from slashing, basically if found guilty of equivocating and
there is public evidence(i.e., your block is not proposed and found later in the voting state
of consensus): Any deviation that produces equivocation evidence yields loss > os;, while

honest participation yields the expected per-slot reward 7y - s;/.S. Setting o and 7, such
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that os; > any plausible short-term gain from censorship or fork extension makes deviation
strictly dominated by risk-neutral actors [63|, 41], basically choose these two ’variables’ to
deter any cheating(i.e., not worth it short-term to cheat).

At the client layer, deposits and per-account intent caps price publication slots and blunt
Sybil pressure. The payout rule is pay; 3} with v € [1,2] (see Section B.4) makes low-
effort spam updates a losing strategy in expectation(i.e., tilts clients toward higher value con-
tributions): unretrievable or invalid updates forfeit deposits; low-quality but retrievable up-
dates are either excluded or earn negligible reward; high-quality updates maximize return.
Because validators never retrieve or interpret tensors, all economic adjudication (refunds, re-
wards) depend only on the canonical state and the Lister reproducible aggregation, preserving

consensus modularity(i.e, keeping consensus small and modular).

3.5.7 Denial-of-Service Vectors and Resource Depletion

Consensus-layer DoS (mempool flooding, block stuffing) is priced by fees and bounded
by admission checks (signature, balance, stake). The application layer DoS through oversized
model artifacts is prevented by (i) on-chain admission of CIDs only; (ii) IPFS gateway puts
rate limitation along with size caps (token-bucket throttling) and preauthorization keyed to
live tickets (see ipfs-implementation Section }#.9); and (iii) Lister-side hedged fetches and
time-bounded aggregation (see Alg [§). Because GlobalUpdateTx can advance rounds
while skipping unretrievable updates, an attacker cannot stall global progress by withholding

blobs once tickets have been revealed; they only burn their own deposits.

3.5.8 Composability and Reorganization Handling

We treat pre-confirmation blocks as tentative. Every write waits for k& confirmations. Ev-
ery read returns a state that is given that the depth is & blocks (see Ch. f). So applications do
not treat a provisional state as final. Reorganizations can still occur. The chance decreases
rapidly as k increases [81]. If a pending transaction is displaced, we retry. The client or the
Lister makes the same call, while the call is idempotent. Causality checks stop replications, so
no disagreeing state appears. The chain commits only to CIDs and ticket identifiers. A reorg
cannot corrupt off-chain artifacts. It can only shift timing. At worst, the aggregation window
moves by the reorg depth. For example, a two-block reorg may delay a publication by two

blocks. It does not change the content. The best k£ depends on the latency tolerance. Some
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deployments accept k=2. Others prefer, such as Bitcoin accepting k=6 blocks, meaning once

they reach that depth, the chain becomes final [34].

3.5.9 Summary of Guarantees

Assume an honest majority of the bonded stake and partial synchrony. Under these con-
ditions, the consensus layer provides safety and liveness. The probability is high [81, 41].
The application layer adds causality and availability, uses tickets, deposits, and deterministic
state transitions. As far as learning, the use of aggregation rules and validation-based scoring
is involved. These limit the influence of Byzantine updates on the global model [86, 87].
These defenses do not rule out attacks. They make them less influential plus less profitable.
Incentives point in the same direction. Slashing and forfeits penalize misconduct. Fees, de-
posits, and caps price participation. The rational deviations then look unattractive. Privacy
follows from the data path. Raw data never enters the chain. The on-chain entries are content
addresses, not payloads. When stronger guarantees are required, add standard tools, such as
differential privacy, and light cryptographic checks fit the transaction model [28, 27]. The
performance and quality of the model still depend on context and parameters. Some exam-
ples include network partitions, stake turnover/reallocation, and skewed client sets. In such

cases, detailed tuning and further study may be required.
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Chapter 4

Implementation

4.1 Introduction

We gave a bird’s eye view of the system, its essential conceptual architecture, and why
we made the decisions we did, when we designed the conceptual framework in Chapter J.
The Implementation of the prototype is broken down into separable parts, algorithms, and
pseudocode that show the flow of our system. We have opted for this abstraction to give
readers the ability to see the logic of the software, without getting bogged down in the syntax
of a particular programming language.

The prototype system is made up of four layers. Figure shows the workflow of our
system. At its base is the blockchain that oversees the chain, verifies transactions, and imple-
ments the consensus process. On top of that, the transaction management layer lays out the
regulations and operations, like listing, updating, and global update transactions, the storage
layer interfaces with the IPFS to store variables and updates outside the blockchain, and fi-
nally client layer orders training of local models, submits updates, and gets involved in the
FL cycle.

The following sections go into detail about each of these separable parts with help from

pseudo-code that shows the main steps of each process.

47
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48 Chapter 4. Implementation

IUpdatelintent Tx/UploadPublish T

Figure 4.1: END-TO-END implementation view: nodes, state, and off-chain storage

4.2 Lister

Lister role. The Lister is the task owner and the round aggregator. It is a long-running
contribution with many procedures, it creates listings and funds reward pools, collects client
updates, runs secure aggregation, finalizes rounds, talks only to canonical chain state via
validator gateways (read/write APIs), stores large files in IPFS as content-addressed artifacts
(CIDv1 with SHA-256, raw codec), never will it bypass consensus on its own. Figures f.2-
K.9 show each operation. Algorithms [[] and § give exact steps. Ed25519 [80]is assumed for
signatures, SHA-256 digests [88], CIDv1 with raw, and a validator read-API that discloses

state after k confirmations.

Execution model. Each public call is synchronous from the Lister’s point of view. Inside,
it may fire asynchronous calls to IPFS or to validator gateways. A call returns only after

the matching transaction is seen with k& confirmations. Retries use ’EB’ with jitter. Network
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4.2.1 hasBalance(acct, amt) 49

errors surface as typed exceptions. Reorgs are handled by idempotent resubmits. The goal is
simple: caller logic and strong end-to-end guarantees.

Example flow. Create a listing and fund the pool. Collect revealed updates by updateCID.
Aggregate with a fixed rule. Upload the new model off-chain to IPFS and get g1obalCID.

Submit G1obalUpdateTx. Wait for & confirmations. Start round r+1.

4.2.1 hasBalance(acct, amt)

Figure #.2 shows the simplest guard. Before any transaction, the Lister asks the validator
read API for the account’s balance. The given API yields the k-confirmed canonical value.
The UML shows a one-way request and a one-way reply. No state changes on this path. If
the balance is missing or below the set threshold, the call stops. No tx is built. No fees are
spent. Algorithm [lf encodes this check. It makes sure that all value-moving steps begin with
enough stake. Use it before funding pools, creating listings, or paying out.
Example. The Lister wants to fund R,, , with 100 currency coins/tokens. It calls GetBalance (accour
The reply is 87 tokens at k-deep. This is below 100. The process yields an error message and
halts. The Lister does not submit a funding tx. Later, after a top-up, the same call returns 140.
The guard passes. The funding tx is built and sent.

hasBalance(acct, amt) -—check funds/stake

Validators (read
Lister API) Blockehain

""""" queryBalance (acct) -~ -~~~

uuuuuu

--- assert balance >= amt{OK/FAIL)

Figure 4.2: hasBalance(acct, amt) — checking funds against canonical state.
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Algorithm 1 Lister.hasBalance(acct, amt)

1: function hasBalance(acct, amt)

2: req < {path: “/state/balances/”||acct }
3: bal <~ READ STATE(req)

4: if bal = | then

S: return false

6: return (bal > amt)

4.2.2 createListing( modelID, initBytes, fee)

Figure #.J shows a two-phase flow. First, the Lister uploads the initial model param-
eters on IPFS, the gateway returns an initCID, a client confirms the CID locally, such as
CID_CHECK, the node pins the listing bytes so that they stay available. Second, the Lister
sends a signed ListingTx, the tx binds modellID to initCID, it also carries the owner account, a
signature, and the initial rules (e.g., deposit, deadlines, rate caps). Validators run fast checks
only, verify the signature and nonce, confirm the sender may create this modellD (not al-
ready taken), check the balance covers fees (and any minimum stake if required), validate
the CID format (CIDv1, base32, raw codec, SHA-256 multihash), run schema checks and
replay guards (idempotent: no second listing for the same modellD ). No IPFS fetch is done
on the consensus path. Then finally, if everything was correct, the tx is enqueued and later
included in a block. On success, the chain initializes Modellndex[modelID] (owner, initCID,
rules ) and RoundIndex[modelID] (start round). The algorithm 2 encodes these steps.

Example. Alice uploads the seed model. She gets ini tCID = bafy..,shesends ListingTxmodel
initCID=bafy.., rules, account=Alice, sig. Validatorscheckthatsentiment
is free, the signature is correct, the balance covers fees, and the CID parses as CIDv1. The
tx lands in a block. After k, confirmations, the chain shows ModelIndex[sentiment]

and RoundIndex [sentiment]=0. Alice can now fund the pool and start round 1.
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Figure 4.3: createListing(modellD, initCID, fee) broadcast a new model task.

Algorithm 2 Lister.createListing(modellD, initBytes, fee)
1: function createListing(modell D, init Bytes, fee)

2: assert validateModelSchema(initBytes)

3: initCID < IPFS_PUT (init Bytes)

4 assert CID_CHECK(initCID, init Bytes)

5: require hasBalance(self, fee)

6: exists < READ_STATE({path: “/state/model/”||modelID})
7: if exists # 1 then

8: raise ModelAlreadyExists

9: tx « {type: ListingTx, modell D, initCID, fee : fee}
10: rept <+ SEND_AND WAIT(tx, k)
11: if rept.status # Accepted then

12: raise TxRejected

13: return rcpt

4.2.3 fundRewardPool(modellD, tokens)

Incentives are locked in a pool that is scoped to one model. The Lister funds this pool
by sending a signed FundingTx. Validators run fast assessments, verify the signature and
nonce, assure the sender is the Lister’s account, and load the current balances at the k-deep
state. If the funds are sufficient, they debit the Lister and credit the model’s pool. No IPFS
bytes are read. Algorithm 3 adds two guards. First, it calls hasBalance before building the
tx (preflight). Second, after confirmation, it re-reads the chain state and asserts that the post-
state matches the expected amounts (allowing for fees). If the advanced round or balances
do not match, the method aborts and reports an error. The effect is atomic: either the pool is

funded, or nothing changes.
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Example. The Lister wants to fund R,, , with 100 currency coins/tokens. Preflight hasBalance
returns 140 tokens at k-deep, so it proceeds, Lister sends FundingTxto=pool (m) , amount=100.
Validators verify and include it, after k£ confirmations, the Lister re-reads balances: the pool
rose by 100; the Lister’s balance dropped by 100+fee. The post-state check passes. If preflight
had shown only 90 tokens, the call would have halted and no tx would be sent.

fundRewardPool(modellD, tokens) --lock incentives

Lister Validators Blockchain

- - -FundingTx{modellD, amount=tokens) -

include t
debit Lister
credit RewardPool[modeliD]

ornnmnnmen s Teceipl----------------

Figure 4.4: fundRewardPool(modellD, tokens) — locking incentives.

Algorithm 3 Lister.fundRewardPool(modellD, tokens)
1: function fundRewardPool(modell D, tokens)

2: require hasBalance(self, tokens)

3: be fore <~ READ STATE(/state/pool /modell D)

4: rept <+— SEND_AND WAIT({ FundingTx, modell D, tokens}, k)
5: after < READ _STATE(/state/pool /modell D)

6: assert (after > before + tokens)

7: return rcpt

4.2.4 collectTickets(modellD, round)

Before aggregation, the Lister must discover all revealed update tickets. Figure 4.5 shows
how the Lister queries the validator read API, which scans the current blockchain state for
ticketID,CID,andmetrics. Algorithm [ formalises this: only tickets with revealed=true

are returned, and ordering by ticketID ensures reproducibility.
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collectTickets(modellD, round)---get accepted update metadata

Validators (read
Lister API) Blockchain
T
|

- - listTickets{modeliD, round, revealed)- =

1
-------------- scan Tickels -~ -- === 3
|

!
<T--mmeee- {ticketID, CID, )} ===~~~ -

tickets]]

Figure 4.5: collectTickets(modellD, round) — retrieving revealed update metadata.

Algorithm 4 Lister.collectTickets(modellD, round)

1: function collectTickets(modell D, round)

2: tickets <~ READ_STATE(/state/tickets, {modell D, round, revealed : true})

3: return sortBy(tickets, key=ticketID)

4.2.5 aggregateUpdates(tickets)

Figure §.6 shows the off-chain aggregation loop. For each instance of a ticket, the Lister
fetches update bytes from IPFS, validates their structure, and feeds them into an accumulator
(e.g., weighted FedAvg). Algorithm [§ makes this deterministic: retries are bounded, invalid

shapes are skipped, while numerical soundness is implemented via fixed dtypes [89].

aggregateUpdates(tickets)---download & aggregate off-chain

Lister IPFS
i :
] ]
: |
I} ''''' far each ticket in tickets[]* == = = = i
] i
] ]
basoonmens get(ticket.updateCID) ----- - -
] )
i ;
R updateBytes - ----------- 4

Figure 4.6: aggregateUpdates(tickets) — download and aggregate client updates.
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Algorithm 5 Lister.aggregateUpdates(tickets)

1: function aggregateUpdates(tickets)
2: acc < initAccumulator(£fp32); w < 0; included < []; refunds < []; scores < []

3: for t € tickets do

4: bytes < retryIPFS(¢t.CID, B)

5: if bytes = | then

6: continue > not retrievable = not refund-eligible
7 append(refunds, t.ticketID) > retrievable = refund-eligible
8: u < DESERIALIZE_PARAMS (bytes)

9: if not conformsToListing(u) then
10: continue

11: s < WEIGHT (t.metrics, t.size) >e.g. w; = min{n;, n} from metrics
12: accumulate(acc, u,8); w < w+ S
13: append(included, t.ticketID)
14: q < QUALITY DELTA(t.metrics) > e.g. 0; from public validation
15: append(scores, max(0, q) - s)

16: if w = 0 then
17 raise NoEligibleUpdates
18: W* « finalize(acc, w)

19: return (SERTALIZE(W™), included, refunds, scores)

4.2.6 uploadGlobal(modelBytes)

After aggregation, Figure #.7 shows the simple course of actions, Lister uploads the global
model bytes off-chain to IPFS, obtains a CID, and pins it locally. The algorithm shows the

procedure [d ensures integrity by recalculating the given hash.

uploadGlobal(modelBytes) ---> globalCID---store aggregated model

Lister IPFS
H |
(At es put{globalModelBytes) - -- - - - 2>
1 |
1 |
H |
W globalCIDr----=-=-----~ 1
H |
H |

Figure 4.7: uploadGlobal(modelBytes) — storing the aggregated model.
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Algorithm 6 Lister.uploadGlobal(modelBytes)
1: function uploadGlobal(model Bytes)

2: cid < IPFS_PUT(model Bytes)
3: assert CID_CHECK(cid, model Bytes)
4: IPFS_PIN(cid)

5: return cid

4.2.7 finalizeRound(modellD, round, globalCID, included/])

Figure }.§ shows the finalization. The Lister sends a GlobalUpdateTx, the tx con-
tains the name of the model m, the round r, the new globalCID, and the list of included
ticketIDs (with scores/weights). It is signed by the Lister account, then the validators
run fast, deterministic checks. They verify the signature, check that the round in the tx has
the recent/current RoundIndex on-chain, check each ticket is for (m,r), is revealed, is un-
expired, and is not already utilized, review that the ’list’ has no replications and follows the
rule (ordering and weights), check the globalCID is well formed (CIDv1, valid multi-
codec/multihash). They recompute entitlements the same way and confirm the reward pool
can pay. Given that if any statement fails, reject. Given that everything succeeds, apply the
state change atomically (all-or-nothing). They record entitlements, mark tickets as included,
resolve deposits by procedure/rules, revise the model’s globalCID, advance r! —!r+1.
Algorithm [7 encodes this. If the round has already advanced by the time the tx arrives, the
Lister aborts and re-runs for the new round to avoid a race.

Example. The Lister prepares a GlobalUpdateTx for r=7. While it waits for a block,
another valid finalize for r=7 lands first. The chain now shows r=8. Validators reject the
stale tx. The Lister sees the 'round advanced’ error, aborts, and aggregates for r=8 instead.

No double finalization occurs. State stays clean.
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finalizeRound{modellD, round, globalCID, included[])

Validators Blockchain

[ GlobalUpdate Tx{modellD, r, globalCID, included]]} - - 3!
2 verify sig/role/round/CID

latestGlobalCID = globalCID
included tickets consumed
settle deposits

open next round (r+1)

Figure 4.8: finalizeRound(modellD, round, globalCID, included]]) — binding and advancing

a round.

Algorithm 7 Lister.finalizeRound(modellID, round, globalCID, included, refunds, scores)

1: function finalizeRound(modell D, round, globalCI D, included, re funds, scores)

2: r* <~ READ_STATE(/state/round/modellID)

3: if 7* = round then

4: raise RoundMismatch

5: assert |included| = |scores|

6: tx < {GlobalUpdateTxz, modell D, round, global CID,included, re funds, scores}
7: rept <+ SEND_AND WAIT(tx, k)

8: if rept.status # Accepted then

9: raise TxRejected

10: return rcpt

4.2.8 withdrawRewards(acct, modellD, amount)

Finally, Figure #.9 shows how the Lister or beneficiary reclaims funds. A WithdrawTx
is admitted only if entitlement exists, transferring tokens deterministically. Algorithm [§ en-

forces entitlement and verifies post-state.

withdrawRewards(acct)---reclaim unusued pooliclaim payout

Lister/Beneficiary Blockehain
T H

| |
| |
F - - - WithdrawTx(acct, modellD, amt?}. - - "2
| |
1 +- verify entitlement/balance

include tx PR
transfer from pool -» acet

|
|
i< -------------- 1eceipl s n iR TAnEaAs ) -
|

| H
S R AR AR Withdrawal confirmed-- -~ - - == === =------o---e o

Figure 4.9: reclaiming funds via ClaimTx
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Algorithm 8 Lister.withdrawRewards(acct, modellD, amount)

1: function withdrawRewards(acct, modell D, amount)

2: elig <+ READ STATE(/state/entitlement, {acct, modelID})

3: if elig < amount then

4: raise InsufficientEntitlement

5: be fore <~ READ STATE(/state/balances/acct)

6: rept <+ SEND_AND WAIT({ClaimTz, acct, modelI D, amount}, k)
7: after + READ STATE(/state/balances/acct)

8: assert (after > be fore + amount)

9: return rcpt

Determinism and auditability. Every operation references canonical chain state, and Al-
gorithms -5 guarantee reproducible aggregation. Anyone can re-run the pipeline by fetching

the same tickets and IPFS CIDs.

Failure semantics. Figures #.6 and 4.8 highlight error points: IPFS unavailability is bounded

by retries, while race conditions are caught by re-checking the round index.

Security posture. As seen in Figures f.3 and #.4, the Lister relies only on validator-confirmed
state. Strict validation prevents malformed models, and deposit locks ensure ’skin-in-the-
game’ for clients. Combined, this makes the Lister a transparent and accountable round ag-

gregator.

4.3 Client

In the suggested setup, the Client node is the distributed worker that turns private data
into verifiable, on-chain contributions. A Client talks to three subsystems: the validator gate-
way (read API for canonical state and write API for transactions), the IPFS storage network
(to provide storage for extensive model artifacts), a local training setup (for stochastic opti-
mization on personal data). Below subsections follow the life cycle of a contribution and, for
each given stage, a corresponding UML sequence diagram and then followed by a concrete,
implementation-oriented algorithm. The algorithms are written to be deterministic, auditable,

and compatible with the validator and lister procedures defined elsewhere in this chapter.
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4.3.1 queryRoundState(modellD)

queryRoundState(modellD, round)-—track progress/inclusion

Validators (read
Client API) Blockchain
T
|
1
1

--------- ~getRoundState(M,r) - - - == - 7

""""" read Roundindex[M, r------- 331
|

|
< status, open/close, includedTickets[], CID -+
i
|

Figure 4.10: Querying the canonical round state before participating.

Figure shows the first mandatory interaction. Before a Client allocates compute, it
must anchor itself to the canonical chain by asking the validator through read-API currents
round metadata of a model. The reply has among many things, round number, deadlines,
deposit requirements, and rate boundaries. Given that any of these changes while the client is
preparing an update, the Client aborts and re-queries to avoid producing work for the wrong
round. AlgorithmqueryRoundState [ enforces this guard and returns a compact view of

the round state used throughout the remaining procedures.

Algorithm 9 Client.queryRoundState(modelID)
1: function queryRoundState(modell D)

2: req < {path: “/state/round/”’||modelI D}

3: round <— READ_STATE(req)

4: if round = L then

5: raise ModelNotFound

6: rules <~ READ STATE({path: “/state/rules/”||modelID})

7: return (round, rules)

Round snapshot and re-check. The pair (round, rules) from Algorithm [ shows that this
is the source of validity for this contribution. Treat it like a snapshot that has procedures such
as, guides tickets, reveals, and claims, but know the chain can move, blocks may even advance
r! —Ir4+1. A brief reorg can also turn the tide. So any client must re-check right before any
tx that depends on r or on rules. If r has been altered, update the plan. If rules changed,
adjust deposit and deadlines/expiry variable. Guaranteeing and prevents stale submits.
Example. You query and see r=7. You prepare an UpdatePublishTx for r=7. Before

send, query again. If the chain now shows r=8, do not send the old tx. Reserve a fresh ticket
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for r=8 and reveal there.

4.3.2 fetchGlobal(modellD) and readGlobal(cid)

read 1ID) D
Validators (read
Client API) Blockchain
|
-------- -getLatestGlobal GID(M)- - - - - - 3 |
---------- read Modelindex{M]---- -~ - 731

1D, round

Figure 4.11: Two-step model retrieval: resolve latest CID from validators, then fetch bytes

from IPFS.

Training begins by downloading the latest global checkpoint. As illustrated in Figure .11,
this is intentionally divided into two phases. First any client must first resolve the latest CID
for the model from the validator read-API; that step is captured in Algorithm [L0. Then it
recovers the corresponding model off-chain from IPFS and verifies that the bytes re-hash to
the same CID; that step is captured in Algorithm [L1]. This distinguishment makes the process
auditable: the chain only ever commits to a content identifier, even though the bulk payload
remains off-chain.

Algorithm 10 Client.fetchGlobal(modelID)
1: function fetchGlobal(modell D)

2: cid < READ_STATE({path: “/state/latestGlobal”||modelI D})

3: if cid = 1 then
4: raise NoGlobalModel

5: return cid

Algorithm 11 Client.readGlobal(cid)
1: function readGlobal(cid)

2: bytes <— IPFS_GET(cid)
3: if bytes = | then

4: raise CIDUnavailable

5: assert CID CHECK(cid, bytes) > re-hash to the same CID
6: model < DESERIALIZE (bytes) > strict schema and dtype checks
7: return model
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If either step falls or produces stale data, the Client does not proceed to training the
model. Thus, with assurance, this avoids wasted compute and controls unexpected publi-

cation against an outdated checkpoint.

4.3.3 trainLocal(dataset)

trainLocal(data)--->updateBytes (local only)

Client

--- load modelBytes
--- SGLD/E epochs on local data
--- serialize -» updateBytes

Figure 4.12: Local training on secret data; guaranteeing that the newly produced

global model is never exposed externally.

Figure depicts the purely local phase in which the Client initialises the model to
the global checkpoint and executes £ epochs of training on private/secret data. With this in
mind, this procedure must be reproducible across platforms: we enforce fixed random seeds,
explicit dtypes and deterministic serialisation. The routine also computes validation metrics
that will later accompany the update and may be used by the lister’s aggregation policy (see
Alg.B).

Algorithm 12 Client.trainLocal(modellD, dataset)
1: function trainLocal(modell D, dataset)

2: cid «+ fetchGlobal(modell D)
3: model < readGlobal(cid)

4 for epoch < 1to E do

5: for all batch € split(dataset) do

6: model < UPDATE(model, batch) > SGD/Adam; fixed Ir schedule
7: metrics < EVAL(model, dataset.validation)

8: return (model, metrics)

The procedure result of Algorithm [12 shows the training inside each client, obtaining new

Institutional Repository - Library & Information Centre - University of Thessaly
03/09/2026 05:13:27 EEST - 216.73.216.156



4.3.4 preparelntent and sendUpdatelntent 61

weights(i.e., the slope and the biases) of the model, and validation metrics summarizing their

effect. The Client does not publish either until it has secured an on-chain reservation.

4.3.4 preparelntent and sendUpdatelntent

preparelntent(sizeHint, digest) (local pre-flight)

Client

--- compute sizeHint = byteLengthiupdateBytes)
--- compute digest = hash{updateBytes)

Figure 4.13: Preparing an intent and deposit to reserve a publication slot at present round.

sendUpdatelnteni{modellD, round, sizeHint, digest, fee, deposit)

Client Validators Blockchain

--- UpdatelntentTx{M, r, size, digest. fee, deposit-—>
--- verify sig/fee/depositround
-— per-account caps / rate-limits

include tx

create Ticket{ticketID, owner,
M, r, size, digest, expiry,
revealed = Falss}

receipl

icketiD, xpiry

Figure 4.14: Broadcasting the intent; validators create a ticket if limits and deposits are sat-

isfied.

Figures and capture the anti-spam mechanism. A Client must first reserve a
slot for the round by submitting an intent transaction that locks a deposit and is subject to
per-account rate limitations. Reservation is represented on-chain as a ticket with an owner,
expiry and a revealed=false flag. Algorithms |13 and |[4 implement both actions. Know
that the client does not upload any bytes to IPFS before the receipt confirms inclusion with

k confirmations.
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Algorithm 13 Client.preparelntent(modellD, round)

1: function preparelntent(modell D, round)

2: (r,rules) < queryRoundState(modelID)

3: if » # round or now > rules.deadline then
4: raise RoundClosed
5: deposit < rules.deposit

6: tx < {type: UpdatelntentTx, modelID, round, deposit}

7 return tx

Algorithm 14 Client.sendUpdatelntent(zx)
1: function sendUpdatelntent(tx)

2 h+ SEND TX(tz)
3: rept <— WAIT_RECEIPT (b, k)

4: if rept.status # Accepted then

5: raise TxRejected

6: return rcpt > contains ticketID and expiry

4.3.5 uploadUpdate(localModel)

uploadUpdate(uploadBytes)-->updateCID

Client IPFS
:r ----------- put{updateBytes) --------- :—“.:-1:

Figure 4.15: Uploading the local update to IPFS and pinning it for availability.

With a confirmed ticket, every client must serialize his trained model in a canonical byte
format and upload it off-chain on IPFS as shown in Figure #.15. The resulting updateCID
uniquely identifies the payload. The client pins the object locally to improve availability, but

the protocol only requires that the CID is valid and retrievable.
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Algorithm 15 Client.uploadUpdate(localModel)

1: function uploadUpdate(local M odel)

2:
3:
4:

bytes < SERTALIZE (local M odel)
cid < IPFS_PUT (bytes)

assert CID CHECK(cid, bytes)
IPFS_PIN(cid)

return cid

> deterministic order and dtype

> recompute multihash locally

4.3.6 publishUpdate(modellD, round, cid, metrics)

Figure 4.16: Publishing the update: bind t icketID to updateCID and expose metrics.

Client reveal. Figure shows the reveal step. The client calls the write API and then

transmits an UpdatePublishTx. The tx binds its ticket ID to the updateCID. It also

includes the account, a signature, and simple validation metrics. Validators run fast checks

only. They verify the signature, then check ticket ownership, next check the ticket is live

(confirmed, unused, unexpired), clients then check the model and round match, then check

the CID format (CIDv1, base32, valid multicodec and multihash length), although they do

not fetch bytes. Finally, If everything matches out, they mark the ticket revealed=true

and admit the tx to the mempool. It will be included in a block. Algorithm [1§ shows the client

path. Send the tx. Wait for £ confirmations. Only then treat the update as visible to the Lister’s

collector (Algorithm H)). If finality is not reached, retry the same tx idempotently.

Example. Alice has a live ticket for (m=sentiment,r=T7). She uploads her update and

getsan updateCID. Shesends UpdatePublishTxticketID, updateCID, metrics,

account,

sig. The validator sees the ticket belongs to Alice, confirms that it is live, and

matches the same model and round. The CID parses as CIDv1. The tx enters the mempool

and lands in a block. After £ confirmations, Alice understands that the Lister will see her

update now.
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Algorithm 16 Client.publishUpdate(modellD, round, ticketID, cid, metrics)
1: function publishUpdate(modell D, round, ticketI D, cid, metrics)

2: tx < {type: UpdatePublishTx, modell D, round, ticketID, cid, metrics}
3: h+« SEND TX(tz)

4 rept « WAIT RECEIPT(h, k)

5: if rept.status # Accepted then

6: raise TxRejected

7: return rcpt

4.3.7 claimDeposit(acct, modellD)

claimDeposit(ticketlD)---refund after finalization

Client Validators Blockchain

"""" ClaimDepositTx{ticketiD) - - - - - =
— verify ticket included/finalized

B 11x U i e e e et

move deposit-->client

ip!

Figure 4.17: Claiming deposits or rewards after the round is finalised.

After the lister finalises the round and the corresponding GlobalUpdateTx is ac-
cepted, deposits are released and rewards are credited according to policy. As depicted in
Figure §.17, the Client first queries its entitlement from the read API; if non-zero, it submits

a claim transaction and waits for a receipt. Algorithm |17 describes the complete flow.

Algorithm 17 Client.claimDeposit(acct, modellD)

1: function claimDeposit(acct, modell D)

2: elig < READ STATE({path: “/state/entitlement”, query : {acct, modell D}})
3: if eleg = O then

4: raise NoEntitlement

5: tx < {type: ClaimTx, acct, modell D, amount : elig}

6: h < SEND TX(tx)

7. rept < WAIT_RECEIPT(h, k)

8: if rept.status # Accepted then

9: raise TxRejected

10: return rcpt
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Determinism and accountability. Every step above is tied to canonical state. A Client
trains only against the latest global CID (Algorithms [[0HL1); it reserves a slot and proves
skin-in-the-game via an intent and deposit (Algorithms [13-14); it publishes a content-addressed
update that anyone can retrieve and verify (Algorithm [15); and it binds that update on-chain
with metrics for transparent aggregation (Algorithm [1§). The outcome refunds or rewards is

then deterministically claimable (Algorithm [17).

Failure semantics. The Client treats validator state as the single origin of truth and per-
forms bounded tries that have logarithmic wait-times (i.e., exponential back-off) for IPFS
reads and writes. If an updateCID cannot be resolved by validators within the lister’s ag-
gregation window, the ticket may be skipped without deposit refund. Chain reorgs are han-
dled by waiting k£ confirmations for all write paths and by re-querying round state prior to

any transaction that depends on it.

Security posture. Deposits and per-account caps reduce spam and Sybil pressure. Deter-
ministic serialization prevents equivocation across platforms. Metrics are validated for shape
and range before inclusion, and no raw data ever leaves the Client. The Client never trusts
off-chain announcements and only advances through states that validators expose as canoni-
cal, which aligns its behaviour with the lister and validator algorithms defined earlier in this

chapter.

4.4 Validator (Blockchain Layer)

When it comes to the blockchain, validators are the ones responsible for checking the
rules, basically acting as fair judges that make sure all transactions are in order, and using
the PoS + LC consensus protocol, they create and verify blocks, unlike listers and clients,
validators do not own the models or train them. They just manage the master ledger that keeps
a record of all the listings, updates, and bonuses. This section of the document goes over the
whole validation process in a step-by-step manner, drawing on UML diagrams, and gives you

concrete pseudocode for each stage, and explains how consensus guarantees are applied.
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4.4.1 VRF-Based Leader Election and Block Proposal

We turn to a verifiable random function (VRF) that is driven by epoch-based randomness,
denoted R., when electing a leader. Each of our validators, ¢, with its bonded stake s; generates
a unique, per-slot output p; , and a corresponding proof 7; ; from a domain-seperated message
that zeroes in on the epoch e, the slot ¢ and the chain tip (i.e (epoch e, slot ¢, chain tip)).

Eligibility formally is defined as a stake-proportional threshold test as follows,

2
i ta]u.;’
Pit S

where S = > ., s; and 7 € (0,1] is the target expeced leaders per slot A validator is

JEV
considered eligible to be a leader if their VRF output p; ; falls below a stake-proportional
threshold, 7 times the ratio of its stake, s; to the sum of the stakes of all the validators, S.
Should multiple blocks show up that meet this eligibility criteria, we go by the block with the
lowest normalized VRF score, to be the canonical block for that particular slot.

The proposed blocks will have a specific structure that allows for easy verification and
fork-choice: it contains the parent block’s hash, slot number, epoch number, VRF output,
VREF proof, the number of the proposing validator, a state root and a signature, which makes
it possible for peers to check a block’s ownership and fork-choice with utmost certainty. For-
mally, a proposed block header carries (parentHash, slot =t, epoch = e, vrfOutput =
p, vrfProof = m, proposer =1, stateRoot, sig}

The epoch-based randomness is updated at the end of each epochR.,;. And what we
do is hash the last epoch’s accepted blocks into the previous random seed. The randomness
produced R this way will effectively remain unbiased under the condition that the validators

hold a majority.

Algorithm 18 proposerEligible(i, t, R., s;, S, 7)

1: function proposerEligible(i, ¢, R., s;, S, T)

2: m < domainSep || epoch(e) || slot(¢) || parentHash

3: (y, ) + VRF.Prove(sk;, m) >y is VRF output bytes; 7 is proof
4. p+ Normalize(H (y)) >map H(y) to [0,1) by 27250 scaling
5 ifp<7--%then

6: return (true, p, 7)

7: else

8: return (false, p, 7)
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The algorithms proposerEligible (1§ makes the leadership test, while the other functions
and procedures have been moved to Appendix A for clarity such as, updateEpochRandomness
(see Alg. B4) for epoch randomness update, Function veri fyIncomingBlock(see Alg. B2),
procedure onS1otTick(see Alg. B1]), Function forkChoice(see Alg. B3))for proposal,validation,and
tie-break. With these we have added the most important VRF leader election algorithms with
concise descriptions, and we are ready to move on to how the validators interact with other

layers.

4.4.2 Admitting Listings

admitListing(tx)—-accept new model listing

Validators
Lister (admission) Blockchain

""" ListingTx{modelID, initCID, fee}- - -

- verifySig/nonce/fee/balance
- validate CID format (initCID)
--- enqueug-->mempool

~--~included in block-----------------2x

Modellindex[modellD] = initCID
Roundindex[modellD] = 1

A oo ITTIATIINIIINII NI TECRIPYEVENLS = === = === s s mao o

Figure 4.18: Admission of a new model listing transaction.

Figure shows how a validator admits a Li st ingTx. The tx comes from the Lister’s
account. It names a modelID and an initCID. It also carries a signature and fee fields.
The validator runs fast checks only. It verifies the signature (right key; right bytes). It checks
the nonce and fee budget. It confirms the account balance covers the fee at the k-deep view.
It validates the CID syntax (CIDv1, base32, raw codec, SHA-256 multihash length). It may
run simple schema checks (required fields present; sizes within limits). It does not fetch IPFS
bytes. If everything succeeds, the tx is put inside the mempool for later inclusion. Given that
if any statement fails, it is rejected with a clear reason. Final uniqueness and state updates
happen at block execution, not at mempool admission.

Example. Alicesends ListingTxmodelID=sentiment, initCID=bafy.., rules,
account=Alice, sig. The validator verifies the signature, sees the nonce is next, and
that Alice’s balance covers the fee. The initCID parses as CIDvl and fits size limits.
The tx is accepted into the mempool. Later, when a block includes it, the chain initializes

ModelIndex[sentiment] and starts round 0.
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Algorithm 19 Validator.admitListing(zx)

1: function admitListing(tx)

2: if not VERIFY SIG(tz.lister, tx.sig) then

3: reject > invalid signature
4. if not CHECK BALANCE(tx.lister, tz. fee) then

5: reject > insufficient funds
6: if not VALIDATE_CID(tz.initCID) then

7 reject > malformed or unverifiable CID

8: ENQUEUE TX(mempool, tx)

The algorithm |19 formalizes the admission checks and the helper function admit Funding ( tx)
can be found in Appendix(see Alg. B3). At this stage the transaction is not yet canonical; only
once included in a confirmed block does the listing become a piece inside the ledger. Valida-

tors thereby filter out malformed or malicious attempts before consensus.

4.4.3 Admitting Update Intents

admitUpdatelntentTx(tx)—reserve a ticket (preserves IPFS spam)

Validators
Client (admission) Blockchain

UpdatelntentTx{M,r, size S, X
digest, fee, deposif)

- verifySig/fee/nonce/round-open
- check deposit, rate-limits
--- enqueug-->mempool

included in block

Ticket{ticketiD, owner, M, r, size,
digest, expiry, revealed=F}

receipt

O Ron SR SRR SR R R AR R BoketlDVexplrys: = 505 5403 SAn SAnE RAs SAsE RAn

Figure 4.19: Admission of an update intent transaction from a client.

Figure shows how a client reserves a slot, each client must send an UpdateIntentTx,
to ask for a ticket for (m, ), tx carries the account, a signature, a deposit, and a nonce. The
validator runs fast checks, verifies the signature, checks the fee and the nonce, checks that
round (denoted as ) is open for model (denoted as m), checks the account balance can lock
the deposit and pay the fee, enforces per-account rate limitations and size caps, denies du-
plicates and obvious spam. No IPFS fetch happens on this path, if everything fits/pass, the
tx enters the mempool. When included in a block, the deposit is locked and a ticketID is

created, ticket is now live (confirmed, unused, unexpired). This puts real money at stake. It
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makes flooding costly and slows Sybil attacks. A client can reveal later by binding this ticket
to an updateCID.
Example. Alice wants a ticket for (sentiment, 7). She sends UpdateIntentTxdeposit=10,
account=Alice, sig.The validatorseesround 7isopen. Alice’s balance covers the de-
posit and fee. She has not hit her per-round cap. The tx is admitted. It lands in a block. The
chain locks 10 tickets and then yields ticket ID=42. Alice can now upload her update and
reveal with ticketID=42. If she had no funds or had too many tickets already, the intent

would be rejected.

Algorithm 20 Validator.admitUpdatelntent(x)
1: function admitUpdatelntent(tx)

2: if not VERIFY SIG(tz.client, tx.sig) then
3: reject
4 if not CHECK _ROUND(tx.modell D, tx.round) then

5: reject > round closed or mismatched

6: if not CHECK DEPOSIT(tx.client, tx.deposit) then

7: reject > insufficient deposit

8: if not ENFORCE RATELIMITS(tx.client) then

9: reject > too many intents

10: ENQUEUE_TX(mempool, tx)

The algorithm R enforces both economic and temporal constraints, confirming that only

suitable clients can publish updates.

4.4.4 Admitting Update Publications

Figure 4.20: Admission of an update publication transaction.
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Reveal stage. Figure shows the reveal stage. The client holds a live ticket for (m, r). It
now publishes an UpdatePublishTx. The tx binds that t icket IDtoan updateCID. It
also carries the client account and a signature. The validator runs fast checks only. It verifies
the signature (the account signed this tx). Scans that the given ticket belongs to that member.
It scans if the given ticket is live (i.e., confirmed, unused, unexpired). It checks the model
and round match. It enforces one ticket — one CID (no double bind). It checks the CID is
well formed (CIDv1, base32, valid multicodec and multihash length). The validator does not
fetch IPFS bytes. If everything is well put, the tx is enqueued in the mempool. Given that if
any statement fails, then the tx is rejected. These checks keep the path simple and safe. They
also make later aggregation clean and repeatable.

Example. Alicehas t icket ID=42 for (m=sentiment, r=T7). She uploads her update to
IPFS and gets updateCID. She sends UpdatePublishTxticketID, updateCID,
account=Alice, sig. The validator sees that ticketID=42 belongs to Alice, con-
firm it is still live, and matches (sentiment, 7). The CID parses as CIDv1. All good. The tx
enters the mempool, later, if the Lister cannot fetch the bytes, that ticket is cut for this round

by policy, but the chain does not stall.

Algorithm 21 Validator.admitUpdatePublish(zx)
1: function admitUpdatePublish(tx)

2: if not VERIFY SIG(tx.client, tx.sig) then

3: reject

4 if not CHECK TICKET(tx.ticketI D, tz.client) then
5: reject

6: if not WITHIN EXPIRY (tx.ticketlI D) then

7 reject

8: if not VALIDATE CID(tx.updateCID) then

9: reject

10: ENQUEUE_TX(mempool, tx)
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Algorithm 22 Validator.admitClaim(zx)

1: function admitClaim(tx)

2: if not VERIFY SIG(tz.acct, tz.sig) then

3: reject
4: if tx.amount < 0 then
5: reject

6: ent <— LOOKUP_ENTITLEMENT (tz.acct, tx.modell D)
7: if ent < tz.amount then
8: reject

9: ENQUEUE_TX(mempool, tx)

Algorithm 1| ensures that no update can enter aggregation without a valid ticket and

verifiable CID, protecting listers against unavailable or forged content.

4.4.5 Admitting Global Updates

admitGlobalUpdateTx(tx)-—finalize round and advance

Validator
Lister (admission) Blockchain

____GiobalUpdateTx[M, r, glnba\CID,”;}_’
includedlticketiD]}

--- verifySig/role(M owner)/round=r
- validate CID format (globalCID)
- check included tickets existirev
--- enqueue-->mempool

include in block

latestGLobalCID[M]=globalCID
settle deposits/rewards

mark included fickets consumed
open next round r+1

Figure 4.21: Admission of a global update transaction from a lister.

As shown in Figure }#.21], listers submit GlobalUpdateTx to finalize a round. Any
given validator must correspond to lister signatures, verifies that the round matches the canon-
ical index, and guarantees that all the contained tickets were properly revealed. The g1obalCID
is validated and queued. The algorithmadmitGlobalUpdate ( tx) (see appendix Alg. 38)
protects against premature or inconsistent finalization. Only once this tx is included in a final

chain block are rewards and round increments applied.
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4.4.6 Block Production and Validation

selectBlock() / proposeBlock() - block production (PoS)

This Validator
{proposer) Peer Validators Blockehain

-- select txs (mempoal)- - - === === === =73
-- bulld block {state roof)

~ - select txs (mempool)--------------_

Figure 4.22: Block selection and proposal under Proof-of-Stake.

validateBlock{block) - fork-choice and state transition (Longest Chain)
This Validator
Peer Validator (validation) Blockchain

--- header chjecks, sigs, tx roots
--- execute applyTx(tx) for each
- compute state root

--- fork choice (Longest Chain)

ommit block

Figure 4.23: Block validation and fork-choice rule.

Figures and illustrate the consensus-critical steps. A validator is selected via
PoS lottery to propose a block, which contains an ordered set of admitted transactions. Peers
validate the proposed block by re-executing all transactions using applyTx, recomputing
the state seed, and inspecting proposer signatures. If correct, proposed block is appended.

Forks are resolved by the longest-chain rule.

Institutional Repository - Library & Information Centre - University of Thessaly
03/09/2026 05:13:27 EEST - 216.73.216.156



4.4.7 Gossip and CID Probing 73

Algorithm 23 Validator.applyTx(zx)
1: function applyTx(tx)

2: if tx.type = ListingTx then

3: MODEL INDEX ADD(tx.modellID, tx.initCID)

4. else if tz.t ype = FundingTx then

5: POOL ADD(txr.modelID, tx.amount)

6: else if tr.type = UpdateIntentTx then

7: TICKET CREATE(tx.modelID,tx.client, tx.round, tr.deposit)

8: else if tx.type = UpdatePublishTx then

9: TICKET REVEAL(tx.ticketID, tx.updateCID)

10: else if tx.type = GlobalUpdateTx then

11: ADVANCE ROUND(tz.modellID, tz.round, tx.globalCID, tz.included, tx.scores, tr.re1

12: else if tx.type = ClaimTx then

13: ENTITLEMENT TRANSFER(tx.acct, tx.modelID, tx.amount)
14: else
15: raise UnknownTxType

Algorithm P3 represents the consensus-critical execution path. All validators must achieve
the same reasoning deterministically to ensure that state roots match, any difference would
cause block rejection. In Appendix you can find algorithms of advanceRound Band

helper function entitlementTransfer B7.

4.4.7 Gossip and CID Probing

gossipTx(tx) / gossipBlock(block) --- P2P propagation

This Validator
Peer Validators {gossip) Blockgchain

------------- toblock inv---------- -3

request missing data:

e R R

- basic checks (sig, headers)
- add to mempool / validate
- repropagate to peers

Figure 4.24: Transaction and block gossip across the peer-to-peer network.

Institutional Repository - Library & Information Centre - University of Thessaly
03/09/2026 05:13:27 EEST - 216.73.216.156



74 Chapter 4. Implementation

asyncCIDProbe(cid) / pinCID{cid) --- availability (off hot path)

Validator
{async worker) IEEs
: ]
| |
| |
I‘ """" decode tx type----------------{';‘-l
] ]
] ]
E<LEErn success/fail + bytes--------------- +
] ]
] ]
] ]
mm---- optional pin(CID) ---------------3*

* = * » yanord availability® = *rc v e e e e e

Figure 4.25: Asynchronous CID probing and optional validator pinning.

Supporting services. Figures and show two helper services. One is gossip. One
is the CID probe. Gossip procedure spreads transactions and proposed blocks fast between
peers (peer-to-peer relay). This keeps mempools in sync and cuts time to inclusion. The CID
probe runs on a timer and is asynchronous (off the consensus path), it tries to fetch each
referenced CID to see reachability. Given a failure outcome it tests again, and waits even
longer (i.e., exponential backoff, waits longer after each miss). It records success, failure,
and latency in logs and dashboards. Thus, these results can trigger optional selective pinning.
Probe outcomes never affect admission or consensus, blocks are made even if a fetch fails.
The goal is visibility and availability, not gating consensus.

Example. Alice posts an UpdatePublishTx. Gossip relays it to validators in under a
second. The probe tries the CID, fails once, waits, and tries again. The chain still includes

the tx and keeps producing blocks. Ops can pin the CID if it stays slow or missing.

4.4.8 Read APIs

read APIs - serve canonical state to lister/clients

. " Validator
Lister/Client (read API) Blockgchain

-------- getlatestGlobalCID(M) - ----- -}‘

- -~-read Modelindex{M] -------------- 3>

CID, round

*********** scan Tickets[M, rf-------- 2>
ticketlD, CID, metri

tickets{]

Figure 4.26: Read APIs serving canonical state to listers and clients.
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As shown in Figure #.26, validators expose read-only APIs to clients and listers. These
include queries for balances, latest global CIDs, ticket status, and entitlements. APIs are ver-

sioned to avoid ambiguity during chain reorgs.

Consensus anchoring. Transaction admission (Algorithms [[9-B8) occurs before consen-
sus and only becomes canonical once the enclosing block is finalized under PoS. Block pro-
duction and validation (Figures #.22-4.23, Algorithm R3)) are the consensus-critical stages
where validators agree on the chain state. Forks are resolved by the longest-chain rule, guar-

anteeing convergence.

Security posture. In relation to the security of a system, validators serve as its firewall.
They are responsible for the verification of signatures, balance checks, deposits, CID vali-
dation, and meeting the deadline for rounds. By isolating admission, execution, gossip, and
read APIs, the validator is able to keep the core of the system as streamlined and auditable
as possible. The combination of PoS finality and CID availability checks delivers a strong

definition of robustness and soundness to economic and network-level attacks.

4.5 IPFS

IPFS role and access. The IPFS holds large model files off-chain. This keeps the ledger
small and fast. All parties read and write through an authenticated gateway that sits in front
of IPFS. The gateway enforces light pre-authorization and per-account rate limits, while in-
tegrity comes from content addressing (CIDv1 with a SHA-256 multihash, basically cidvl is
self-describing label for some bytes it tells you how to analyze stored bytes and proves what
the bytes are) Validators never decide consensus on off-chain bytes(i.e., storage, ledger stores
only hash pointers to the updates). They only admit transactions that reference CIDs. Avail-
ability is checked off the critical path by probes that try to fetch bytes. This section explains
the eight IPFS interactions we rely on (Figures #.27-4.34) and the robust routines used by

the Lister, Clients and Validators.

The eight interactions in short.

* Put init model (initCID): add and pin initial model bytes; return CID.
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* Put client update (updateCID): add and pin a client’s update; return CID.

* Put global model (g1obalCID): add and pin aggregated model; return CID.
* Get update by CID: yield an update’s bytes for scoring or audit.

* Get global by CID: yield the present (or past) global model for training.

* CID probe: retrying availability check used by off-path monitors(no yields on the con-

sensus path).

* Read current global and then yield: read globalCID from chain state, then fetch
from IPFS.

* Rate/size enforcement: gateway rejects oversized or over-quota uploads(i.e, size caps

rule and per-client rate limit).

Common helpers. We use the following primitives consistently: SHA256 (bytes) to
compute a digest, they turn byte arrays into hash pointers; MakeCID (digest) to build
a CIDv1 with raw codec, wraps the hash pointer into a CIDv1 with the raw codex, that ba-
sically gives you the content ID you can share(self-describing, bas32); CID CHECK (cid,
bytes) to recompute and match, then verifies theintegrity, it recalculates hash from the
given bytes and inspects if it is equal/match to the cid; GatewayPut (bytes, meta)(i.e.,
upload to the write-side IPFS gateway; runs, limits, then adds+pins, and returns the cid, ad-
mission before storage) and GatewayGet (cid, timeout) to talktothelocal IPFS gate-
way, where (i.e., gatewayget it fetches bytes by CID from the gateway, and stops if it takes
too long) ; Pin (cid) to persist, tell the node to keep the data, and pinned blocks do not get
garbage-collected(stay fetchable and stay seedable); TokenBucket . tryConsume (key,
n) to enforce rate/size budgets, if the bucket for key has tokens, consume n and allow, else
deny or delay, PreAuthAllowed (op, ctx) to ask the validator read API whether the
uploader is entitled (e.g., holds an active UpdateIntent ticket or is the owner of a model).
To keep availability high, Mult iGet concurrently accesses multiple gateways with hedged

requests and then returns the first verified stream.
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4.5.1 Lister uploads initial model: put (initModelBytes) — initCID

put{initModelBytes) ---= initCID --- Lister uploads initial model

Lister IPFS
| i
i i
: |
i ey put{initModelBytes) - - - -~ =
i i
:{- ............. iMtCID==========s==== 4

! [then Lister submits ListingTx i
i to Validators using initCID) i

Figure 4.27: The Lister uploads the initial checkpoint, receives 1nitCID, then references it

in ListingTx.

Figure shows a two-step pattern. First, the Lister computes the CID locally and up-
loads the bytes to IPFS. Second, it utilizes the yielded initCID inside ListingTx (han-
dled in Section §.2). The gateway applies per-account budgets and a basic pre authorization:
only addresses that can subsequently submit a valid ListingTx for mode1ID are allowed

to upload the initial model.

Algorithm 24 IPFS.PutlnitModel(modellD, initBytes, uploader)
1: function PutlnitModel(modell D, init Bytes, uploader)

2: digest < SHA256(initBytes); cid «+ MakeCID(digest)

3: require PreAuthAllowed(InitModel, {modell D, uploader})

4: require TokenBucket.tryConsume({uploader, init), |init Bytes|)

5: ack < GatewayPut(init Bytes, {cidHint : cid, role : Lister})

6: assert CID_CHECK(ack.cid, init Bytes) > defends gateway bugs
7: Pin(ack.cid)

8: return ack.cid
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4.5.2 Client uploads update: put (updateBytes) — updateCID

put{updateBytes) ---> updateCID --- Client uploads update (after ticket)

Client IPFS

:L ----------- put{updateBytes) --------- >~i
i h
i i
i..(. ........... updateCID----========~ 4'
i i

! (then Client submits UpdatePublishTx |
with updateCID to validators)

Figure 4.28: A Client uploads its locally trained update after reserving a ticket; the returned

updateCID is later bound on-chain.

Gateway admission. As shown in Figure §.28, the gateway(i.e., a write-side IPFS, that
does admission checks, basically a controlled point) accepts an update only if the uploader
shows a live reservation for (m, r). The proof'is a confirmed UpdateIntentTx that yields
a ticketID for that pair. The uploader(i.e., client or whoever else) presents ticketID,
account, signature. The gateway checks that the ticket is live (such as, confirmed, unused,
unexpired), matches the same model and round, and meets the size cap, given that if any
statement fails, then the upload is rejected. This light pre-authorization cuts IPFS spam:
Each upload now carries a locked deposit and faces a rate cap, so flooding is costly. Also
it aligns itself with the flow on-chain: Only reserved tickets can later link an updateCID,

and deposits are resolved under the refund policy.

Algorithm 25 IPFS.PutClientUpdate(modellD, round, ticketID, updateBytes, uploader)
1: function PutClientUpdate(modell D, round, ticketI D, update Bytes, uploader)

2: digest < SHA256(update Bytes); cid < MakeCID(digest)

3: require PreAuthAllowed(UpdateUpload, {modell D, round, ticketl D, uploader})

4: require TokenBucket.tryConsume({uploader, update), |update Bytes|)

5: ack <+ GatewayPut(update Bytes, {cidHint : cid, ticketID : ticketID})

6: assert CID_CHECK(ack.cid, update Bytes)

7: Pin(ack.cid) > short-term pin; long-term persistence is optional

8: return ack.cid
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4.5.3

Lister uploads aggregated model: put (globalModelBytes)
— globalCID

put{globalModelBytes) ---> globalCID --- Lister uploads aggregated model

Lister IPFS

i i
1 |
FRASEREE put(globalModelBytes) - - -- - - - >
| ]

i i
i(. ........... globalGIDy = === ========= 1

| |
i (then Lister submits GlobalUpdateTx i
! with globalCID to Validators) |

Figure 4.29: After aggregation off-chain, the Lister uploads the round’s global model and

obtains globalCID.

Figure reflects the initial upload but this is tied to a specific round. The Lister must

be the task owner (or a commissioned aggregator) for the corresponding mode1ID.

Algorithm 26 IPFS.PutGlobalModel(modelID, round, globalBytes, uploader)

1: function PutGlobalModel(modell D, round, global Bytes, uploader)

2:
3:
4:

digest < SHA256(global Bytes); cid <— MakeCID(digest)

require PreAuthAllowed(GlobalUpload, {modell D, round, uploader})
require TokenBucket.tryConsume({uploader, global), |global Bytes|)
ack < GatewayPut(global Bytes, {cidHint : cid})

assert CID CHECK(ack.cid, global Bytes)

Pin(ack.cid)

return ack.cid
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4.5.4 Clients fetch global models: get (globalCID) — model bytes

get(globalCID) ---> modelBytes -—- Clients fetch global model

Client IPFS
E- ------------ getiglobalCIDy ---------- _‘)‘i

i (globalCID obtained
\ from Validators read API)

Figure 4.30: Clients resolve the latest g1 obalCID from validators (i.e., read API) and bring
bytes from IPFS.

In Figure §#.30, CIDs come from the canonical chain; IPFS only supplies content for al-
ready decided references. Our client wrapper streams the file, verifies the multihash on the

fly, and returns a byte array buffer only if the computed digest matches the CID.

Algorithm 27 IPFS.MultiGetVerified(cid, gateways, timeout)
1: function MultiGetVerified(cid, gateways, timeout)

2: launch up to k parallel GatewayGet(cid, timeout /k) calls with jitter

3: as soon as a stream arrives, tee it to SHA256 and a byte sink

4: upon stream end, if CID CHECK holds then cancel slower calls/messages and return bytes
5: otherwise, mark that gateway faulty and continue waiting for the next fastest

6: return None if all the shots taken fail within timeout

4.5.5 Lister fetches accepted updates: get (updateCID) — update

bytes

get(updateCID) — Lister pulls accepted updates to aggregate

Lister IPFS
i- ------------ get{updateCID)---------- :}'i
i.{. .......... updateE!-ytes ............ 4

E-—- (repeat for all included tickets) i
Figure 4.31: The Lister downloads each update referenced by accepted tickets before aggre-

gating.
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The same MultiGetVerified routine (Algorithm 27) is used by the Lister to mate-
rialize each updateCID listed in the ticket set. Tickets are chain objects; the Lister never

fetches arbitrary CIDs.

4.5.6 Optional persistence policy: pin (CID)

pin{CID) — persistence policy

Validator/Lister IFFS
;L -------------- pinfCIDy------------- }-J;
:.Qi. .............. A== sm s mmnmmnn .:

Figure 4.32: Pinning increases retention probability; it is not consensus-critical.

As illustrated in Figure #.32, both the Lister and (optionally) Validators can pin hot CIDs
to improve availability during a round and for audit. Pins are reference-counted and subject

to local retention quotas.

Algorithm 28 IPFS.PinManaged(cid, class)
1: function PinManaged(cid, class)

2: if class=hot then ttl < 14 days else ttl < 72 hours
3: if HasCapacity(ttl) then Pin(cid); Remember(cid, ttl, class)
4: else EvictLRU(until capacity); Pin(cid)

4.5.7 Validator availability probing: CIDProbe (CID)

CIDProbe({CID) (availability check) --- Validator async probe (off hot path)

Validator

(async worker) IS

------ get{GID)- - == =m - mm o mm o e

{- ----success/fail (+bytes optional)-----

Figure 4.33: A background worker probes newly referenced CIDs and records availability; it

runs off the admission hot path.
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Figure depicts a validator worker as activated whenever mempool receives/admits an
UpdatePublishTxoraGlobalUpdateTx,inother words when anew UpdatePublishTx
enters the mempool(i.e., the waiting room for transactions), a validator worker tries to fetch
the CID to see if the file is obtainable, know that this action does not block the chain, we still
accept the transaction and keep making blocks even if fetch falls, then the probe just records
stats(like success/fail and speed) for our dashboards and, if needed, trigger selective pinning

to keep important files available.

Algorithm 29 Validator. CIDProbeWorker(queue)
1: function CIDProbeWorker(queue)

2: while true do

3: cid < queue.popWait

4 bytes < MultiGetVerified(cid, G, T) > G: gateway set, T: SLA timeout
5: if bytes # None then MarkAvailable(cid); MaybePin(cid)

6: else MarkUnavailable(cid); ScheduleRetry(cid)

4.5.8 Edge controls: rate limit and size caps

rateLimit / sizeCap (edge/gateway policy to resist spam)

Client/Lister IPFS
i i
! !
R S put{bytes, size=S)---------, !
i i
e mmnm 429/413 if over rate/size-------- i

i (local policy; complements on-chain i
i pre-authorization via Updatelntent) |

Figure 4.34: Gateway-level throttling complements on-chain pre-authorization to resist stor-

age abuse.

Gateway throttling (Figure §#.34) ensures a single misbehaving node cannot overwhelm
the storage cluster. Our policy is a token-bucket per account and operation class (init/update/global)

with burst and daily refill; a hard size ceiling prevents pathological uploads.
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Algorithm 30 TokenBucket.tryConsume(key, size)

1: function tryConsume(key, size)

2: (tokens, last) < Load(key); now <« Clock

3: tokens < min(cap, tokens + (now — last) - rate)

4. if size > maxObjectSize then return false

5: if tokens < size then Store(key, (tokens, last)); return false
6: Store(key, (tokens — size, now)); return true

End-to-end guarantees. Placing these parts together, the storage path provides (1) integrity:
every fetch re-hashes the payload and matches the CID; (ii) auditability: the chain only ref-
erences CIDs that were admitted by validators, and anyone can reconstruct a round by re-
fetching those CIDs; (iii) abuse resistance: uploads are gated by on-chain pre-authorization
and throttled by the gateway; and (iv) /iveness under failures: all fetches employ hedged

requests and retries without blocking consensus.

Where validators fit. Validators do not judge update bytes (no parsing or scoring). They
check only the syntax of each CID during mempool checks (form, length, multibase/multicodec),
and they commit transactions that reference those CIDs. The chain does not fetch IPFS data
on the consensus path (no network pulls in block validation). Availability is checked off the
critical path by Algorithm 29 (a separate, retrying fetch test). If an updateCID cannot be
conveyed when the Lister aggregates, Algorithm [J (see Section }.2)) skips that ticket at cur-
rent round. This keeps the round moving (progress over completeness) and does not weaken
safety, because the choice rule is deterministic and uses only revealed, retrievable updates.
The deposit outcome follows the refund policy for that round’s window (refund if revealed

and retrievable; forfeit if unrevealed or unretrievable).

4.6 Evaluation Metrics and Security Outlook

To demonstrate engineering completeness, we outline how the prototype could be evalu-

ated(tested) and where its main security defenses lie.

Benchmark plan. A systematic evaluation plan(how we measure performance) would fo-

cus on three axes:
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* Throughput: transactions per second and updates per round that validators can admit
and finalize(i.e., how much work per unit of time?). For example, our chain admits 40

tz/s and a lister can include 120 updates per round.

* Latency: measures how long a round takes. It breaks down into interval, finality depth
k,and aggregation delay(i.e., how long a round takes, broken into smaller components).
Given a block interval rate is 2 seconds, finality depth £ = 6, thus, this implies it will
take 12 seconds to treat a tx as final, plus aggregation delay(IPFS fetch + scoring) 8

seconds. Total round span would equal 20 seconds!

» Storage overhead: bytes committed on-chain (tickets, indices, receipts) versus off-
chain (IPFS artifacts). For example, on-chain we store 100 KB per round, Off-chain
(IPFS) stores big files(updates, global model)5S0-200MB per round.

With the proposed evaluation metrics, the prototype will allow the existence of bottlenecks to
be identified at the blockchain layer (consensus finality) versus the storage layer (IPFS fetch
and pinning). Meaning that if throughput(¢x/s) is high, but rounds still take long, the delay
is likely off-chain(slow IPFS fetches, big models, or slow scoring). If IPFS is fast but few tx

make it into blocks or finality takes long, the limit is consensus/finality.

Outlook. The system as implemented, is auditable and reproducible: every artifact is content-
addressed and every transition references a canonical chain state. Thus, this sets a baseline

against which experimental results in Chapter 5 can be compared.
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Chapter 5

Experiments and Results

This chapter validates the end-to-end design specified in Chapters B . We exercise the
full pipeline—from ListingTx and ticketed publications to deterministic aggregation and
GlobalUpdateTx—and measure the consensus-facing metrics uncovered by our validator
read-API: per-block throughput (txs/block), forks observed, updates applied, fees charged,
and a conservation check via the fees—distribution ratio. We organize results along the same
control knobs that the implementation exposes (Ch. §)): number of clients/validators, fee-sink
policy, intent cap, IPFS availability, VRF knobs (7, randomness period), and round-level

ML improvement.

5.1 Experimental Setup

Environment. Experiments were conducted on a single workstation and a small LAN clus-
ter of validator/client processes. Table lists the host used for the figures and CSV sum-

maries and the github repository of this implementation included below Section [5.7.

Table 5.1: Hardware & software environment.

Component Specification

Operating System  Ubuntu 24.04.3 LTS, Kernel 6.14.0-29-generic

Processor AMD-Ryzen-7-5800X (8 cores / 16 threads), max boost 5.36 GHz
Memory 32 GiB DDR4 RAM
GPU NVIDIA-GeForce-GTX-1660-Ti (6 GiB VRAM)
Python 3.12.3
85
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86 Chapter 5. Experiments and Results

Method. Each scenario runs the complete loop specified in Chapter f: the Lister publishes
a model (ListingTx), clients reserve tickets via UpdateIntentTx, train locally and
upload updates to IPFS, reveal via UpdatePublishTx, and the Lister finalizes the round
with GlobalUpdateTx carrying included[], scores|[], and refunds[]. Valida-
tors apply state transitions deterministically (Alg. 3) and expose round statistics through the
read API. CSV summaries (one per sweep) capture the per-scenario means returned by that

APIL

5.2 Baselines and Sanity Checks

Table 5.2 records the baseline means (no stressors). Throughput is 1.571 txs/block. Forks
are 14. Applied updates are 26. Fees charged are 25. The fees—distribution ratio is 1.0 (money
is conserved). All other tables should be read in comparison to the just stated row metrics,

since we will introduce ’ablations’(i.e., the removal of a component in a ML setup).

Table 5.2: Baseline summary (means over runs).

avg txs per block | forks observed txs applied mean | fees charged fees_distribution
_mean _mean _mean _ratio
1.571 14.000 ‘ 26.000 25.000 1.000

Two immediate consistency checks hold across all sweeps: (i) the fees—distribution ratio
stays at 1.0 (value conservation in Section B.4), and (ii) the ticket/aggregation discipline of
Section 3.4 ensures liveness even when some IPFS fetches fail; unretrievable updates are

simply omitted (Alg. ) and deposits forfeited.

5.3 Results by Control Knob

The Table supplies the reader with necessary guidance on how to interpret the results
that will be followed throughout this chapter.
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5.3.1 Plain FL vs. Our System (BC - FL), Simple Summary

Setup. The setup runs the same task in both modes, meaning FL vs BC-FL assumed the
use of 5 clients, for BC-FL 3 validators set assumed equal stake across validators, 7 = 0.8
VRF-leader election, each slot is 0.4 s, finality £ = 0 for the headline result. IPFS is emulated
(e.g., 30 ms put/get, jitter Sms, -10Mb/s), payloads are tiny, so compute/storage are minor vs.
the consensus timing. The run lasts 20 s, seed is 1, model is a small logistic regressor with

D=32 and a validation set of 512 points.

Result. Plain FL needs 1.6 s per round (median). BC-FL needs ~2.034 s (assuming k = 0)
per round (median), i.e., gap is +27.12%. If £ = 3 confirmations, raises median to 4.3 s, i.e.,

gap is + ~ 170% The extra time comes from placing intent, publish, and finalize into blocks.

Side-Note. BC-FL in the lab setting, which consists of a single host, in-process networking
and 0.4 second time slots, the results found that it takes roughly one more time slot for BC-
FL to reach consensus compared to a plain coordinator. Coming from a baseline that wraps
up in about four time slots, this adds a 27.12% increase in median latency. The bulk of this
delay is due to the consensus process, not compute power or storage. For deployments in
distributed/WAN settings and larger-scale models, it is to be expected to see a higher degree
of delay caused by communication and contention, which we will be looking at this more

closely in the future.

Table 5.3: Round latency (median) and overhead.

Mode Latency (s) Overhead vs. Plain
Plain FL (in-memory) 1.600 0.0%
BC-FL (ours) 2.034 +27.12%

Block-production probability and latency model. For clarity, with equal stake assump-
tion across n validators and VRF target 7 € (0, 1], we get that the per-slot probability that at

least one proposer is eligible is

pln,7) = 1— (1 _ g)" - (5.1)
n—oo
Given this, the expected slots per block should be
1
E[slots/block] = (5.2)
p(n,7)
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If a round needs S blocks (Intent/publish/finalize, so our s=3 and thus we require k confir-

mation blocks for finality, and a simple latency model is

Lpcr =~ (S +k) A, (5.3)

p(n,7)
where A is the slot duration. For the assumed 7 = 0.8 the expected probability isp(n, 7) —
1 —e7%8 ~ 0.551, so improvements from increasing n flatten quickly beyond small n, in the
experiments as you can see in Table 5.4 after n = 10 for validators the chance gets lower, as

expected.

Table 5.4: BC—FL latency vs. Plain (no extra finality, k=0). 7=0.8, A=0.4s, Plain= 1.6s.

Validators n  LpcrL-ExPECTED ()  LBc-FL-AcTUAL (8) Overhead (%)

1 1.500 1.710 +6.8%

3 1.981 2.034 +27.12%

5 2.063 2.131 +33.18%
10 2.122 2.232 +39.5%
15 2.141 2.299 +43.68%
20 2.151 2.355 +47.18%
25 2.156 2.456 +53.5%
30 2.160 2.495 +55.94%
35 2.163 2.631 +64.43%
40 2.165 2.688 +68%
45 2.166 2.750 +71.86%
50 2.168 2.831 +76.94%

BC - FL breakdown. With 0.4 s slots, the median stage times are:Intent: 0.4 s, Publish:

0.4 s, Finalize: 0.8 s, Scheduling slack (between stages): 0.4 s.

Takeaway. BC-FL adds a small, clear cost from consensus timing. In return, it gives on-
chain finality, public traces of each round, and fair access control. The compute cost is small

in this setup.
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5.3.2 Scaling the number of clients

Table 5.5: Client scaling (means).

clients | avg txs per block mean | forks observed mean | txs applied mean

4 3.118 16.000 53.000
8 3.694 20.000 66.000
12 4.071 24.000 72.000

More clients give more txs per block and more applied updates. Forks rise only a bit. This
is the expected shape. Look for the “knee”: the point where gains slow. If the forks line stays
flat, the system is still safe.

Throughput and applied updates increase near-linearly with the number of clients, about
Throughput, defined as tx/block when the number of transactions increases and the val-
idators remain the same, we should expect that the throughput should increase, and the san-

ity/confirmation can be seen in Table 5.3. For fork_growth,

fork rate ~ Pr[K >2] x gb( i ) .
Tslot

Where Pr[K > 2] (multiple eligible proposers),and ¢ is the effective block spread time, while
the overlap factor ¢(-) grows as blocks and gossip get slower under higher client load, even
if the validator numbers remain the same, increasing the number of clients in the network, in-
creases the block size, which in turn makes it harder to verify/pick/relay the block, consistent

with longest-chain dynamics under higher load (Section B.3).

Figure 5.1: Batch 1 (segment ’A’): scaling clients.

avg_txs_per_block_mean vs clients

.\\

avg_txs_per_block_mean

& = N oW B oW oo
\\

0 5 10 15 20 Pl 0 s 40
dlients

(o) txs/block vs. clients (B") Forks vs. clients (y") Applied updates vs. clients
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5.3.3 Fee sink policy (remainder destinations)

Table 5.6: Fee policy vs. remainder sink (means).

fee policy | remainder sink | fees charged mean | forks observed mean | txs applied mean
proposer burn 38.000 20.000 28.000
proposer model pool 60.000 20.000 44.000
proposer treasury 38.000 20.000 28.000
split burn 38.000 20.000 28.000
split model pool 60.000 20.000 44.000
split treasury 38.000 20.000 28.000
treasury burn 38.000 20.000 28.000
treasury model pool 60.000 20.000 44.000
treasury treasury 38.000 20.000 28.000

Executing remainder payments/fees to a model pool increases both fees charged and updates
applied, with no effect on forks (Table 5.6). Assuring alignment with our rules-based incen-
tives (previously discussed in Section B.4): more immediate value routed to the task stimulates
contribution without disturbing consensus, Main take-away with a better output, same safety

guarantees.
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Figure 5.2: Batch 1 (segment 'B’): fee policy x sink destination.

(o) Fees (proposer) (B’) Fees (split) (v Fees (treasury)
(8") Forks (proposer) (&) Forks (split) (o7) Forks (treasury)
(€) Applied (proposer) (m") Applied (split) (0") Applied (treasury)
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5.3.4 Intent-cap sensitivity

Table 5.7: intent cap sweep (means).

intent cap | avg_txs per block mean | fees charged mean | txs applied mean
1 3.118 68.000 53.000
2 3.118 68.000 53.000
3 3.118 68.000 53.000
5 3.118 68.000 53.000

Within the tested range, per-account intent cap had negligible to no effect (Table 5.7),
suggesting our ticket deposit alongside rate boundaries holds, (see Section B.4) and that they
are already sufficient to deter spam even at the current workload, in other words all the tested
caps gave the same means, this translates to that the current load is well with the safe bounds

of the setup, No further tuning is required for this knob at this scale.

Figure 5.3: Batch 2 (segment ’A’): intent cap sweep.

(o) txs/block (B’) Fees charged (Y") Applied updates

5.3.5 [IPFS availability stress

By increasing the ipfs fail rate, we should expect that all forks aren’t increased since
consensus doesn’t depend on IPFS to continue, we should also expect that some transac-
tions will be lost due to IPFS failure, so txs_applied mean would slightly decrease, but for
avg txs per block to not drop by much since, intents, publish, refunds, listing still fill the

blocks so throughput should remain the same in a small experiment.

Institutional Repository - Library & Information Centre - University of Thessaly
03/09/2026 05:13:27 EEST - 216.73.216.156



5.3.6 Round-level ML improvement 93

Table 5.8: IPFS failure rate sweep (means).

ipfs_fail rate | avg_txs per block mean | forks observed mean | txs applied mean
0.00 3.118 16.000 53.000
0.10 3.000 16.000 51.000
0.20 3.118 16.000 53.000
0.40 3.000 16.000 51.000

Even with 40% update fetch failures, the forks remain flat and only a small drop in applied
updates is observed (Table B.§). This is exactly the availability behaviour designed in Chap-
ter {: validators never fetch model bytes on-path; the Lister excludes unretrievable CIDs and

advances the round.

Figure 5.4: Batch 2 (segment *B’): IPFS sensitivity.

(o) txs/block (B’) Forks (") Applied

5.3.6 Round-level ML improvement

Table 5.9: Cumulative ML improvement (two-round runs).

‘ ml_rounds_mean ‘ ml_impr sum_mean_clean ‘ ml_impr_sum_mean_fail ‘

‘ 2.000 ‘ 0.031 ‘ 0.086 ‘

Both “m1 clean” and “ml fail” configurations produce positive cumulative improve-
ment over two rounds (Table B.9), defending the assertion that the deterministic aggregator
plus validation-based scoring (see Section B.4) can advance the model even under some ad-

verse conditions.
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Figure 5.5: Batch 2 (segment *C’): cumulative ML improvement across two rounds.

()yml clean (BHml fail

5.3.7 Randomness period in VRF leader election

By increasing the rand_period, you have more time with the given VRF origin/seed for
more time slots. Thus this makes any proposer node, have his eligibility stay for more and be
more predictable, but sticky eligibility translates to more forks, and since the round is longer,
forks last longer even if the system makes the same number of blocks. The table that follows

proves our hypothesis.

Table 5.10: Randomness period sweep (means).

rand_period | avg_txs per block mean | forks observed mean | txs applied mean
4 1.400 19.000 28.000
8 1.211 18.000 23.000
16 0.933 29.000 28.000
32 1.000 27.000 28.000

Longer periods (slower entropy refresh) increase forks with a tiny margin in throughput (Ta-

ble 5.10)), which is consistent with the stake-proportional VRF analysis in Section §.4.1.
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Figure 5.6: Batch 3 (segment ’A’): effect of randomness period.

(o) txs/block (B’) Forks () Applied

5.3.8 Eligibility threshold 7

In this setup, we increase the 7 parameter(i.e., the expected number of eligible proposers
per slot goes up), the lower 7 the less proposers you have(i.e., not a lot of forks). So we should
expect in these evaluated experiment that if we start increasing this parameter the number of

forks will rise alongside it.

Table 5.11: 7 sweep (means; fees—distribution remains 1).

tau avg txs per | fees fees distri- | forks  ob- | txs _applied
_block _charged bution ratio | served _mean
_mean _mean _mean

0.20 2.600 18.000 1.000 4.000 13.000

0.40 3.083 38.000 1.000 8.000 28.000

0.60 1.533 33.000 1.000 14.000 23.000

0.80 1.200 33.000 1.000 18.000 23.000

1.00 0.667 23.000 1.000 26.000 18.000

Moderate T increases proposer eligibility (hence throughput and applied updates) while very
high 7 raises contention and forks (Table 5.11]). Notably, glimpse that fees—distribution pro-
portion holds at 1 across all settings, confirming correctness-guarantee of validator account-

ing (see Section §.4).
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Figure 5.7: Batch 3 (segment ’B’): 7 sensitivity.

(o) txs/block) (B') Fees charged (v)) Fees—distribution ratio

(8") Forks (¢) Applied

5.3.9 Scaling the validator set

Table 5.12: Validator scaling (means).

validators | avg_txs per block mean | forks observed mean | txs_applied mean | unique eligibilities_mean
1 2.211 0.000 53.000 24.000
3 1.706 30.000 53.000 31.000
5 1.765 29.000 53.000 30.000
7 1.471 29.000 44.000 30.000
9 1.324 33.000 45.000 34.000

As the validator set grows, proposer uniqueness increases (healthier leader dispersion) at
the cost of more forks and slightly lower throughput—canonical behaviour for longest-chain

systems under higher concurrency.
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Figure 5.8: Batch 3 (segment *C’) and Batch 4: validator scaling.

(o) txs/block (B) Forks (v") Applied (8") Unique eligibilities

5.4 What the CSVs Say (Side-by-Side)

For completeness, we collate all sweep summaries here. Each table comes directly from

the validator read API over confirmed blocks; means are across runs.

Table 5.13: All summaries at a glance part a(per-sweep tables).

(a) Baseline

avg txs per block | forks observed txs_applied mean | fees charged fees_distribution
_mean _mean _mean _ratio
1.571 14.000 26.000 25.000 1.000

(b) Clients

clients | avg txs per block mean | forks observed mean | txs applied mean

4 3.118 16.000 53.000
8 3.694 20.000 66.000
12 4.071 24.000 72.000
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Table 5.14: All summaries at a glance part b(per-sweep tables).

(c) Fee policy x sink

fee policy | remainder sink | fees charged mean | forks observed mean | txs applied mean
proposer burn 38.000 20.000 28.000
proposer model pool 60.000 20.000 44.000
proposer treasury 38.000 20.000 28.000
split burn 38.000 20.000 28.000
split model pool 60.000 20.000 44.000
split treasury 38.000 20.000 28.000
treasury burn 38.000 20.000 28.000
treasury model pool 60.000 20.000 44.000
treasury treasury 38.000 20.000 28.000
(d) Intent cap
intent_cap | avg txs per block mean | fees charged mean | txs applied mean
1 3.118 68.000 53.000
2 3.118 68.000 53.000
3 3.118 68.000 53.000
5 3.118 68.000 53.000
(e) IPFS fail rate
ipfs_fail rate | avg txs _per block mean | forks observed mean | txs applied mean
0.00 3.118 16.000 53.000
0.10 3.000 16.000 51.000
0.20 3.118 16.000 53.000
0.40 3.000 16.000 51.000
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Table 5.15: All summaries at a glance part c(per-sweep tables).

(f) Randomness period

rand period | avg txs per block mean | forks observed mean | txs applied mean

4 1.400 19.000 28.000

8 1.211 18.000 23.000

16 0.933 29.000 28.000

32 1.000 27.000 28.000

(g) 7 threshold
avg_txs per forks ob-
fees_charged | fees _distribution txs_applied
tau | block served
_mean _ratio _mean
_mean _mean

0.20| 2.600 18.000 1.000 4.000 13.000

0.40| 3.083 38.000 1.000 8.000 28.000

0.60| 1.533 33.000 1.000 14.000 23.000

0.80| 1.200 33.000 1.000 18.000 23.000

1.00| 0.667 23.000 1.000 26.000 18.000

(h) Validators

validators | avg txs per block mean | forks observed mean | txs_applied mean | unique eligibilities mean
1 2.211 0.000 53.000 24.000
3 1.706 30.000 53.000 31.000
5 1.765 29.000 53.000 30.000
7 1.471 29.000 44.000 30.000
9 1.324 33.000 45.000 34.000

(1) ML improvement (two rounds)

‘ ml_rounds_mean ‘ ml_impr _sum_mean_clean ‘ ml_impr sum_mean_fail ‘

‘ 2.000

‘ 0.031

‘ 0.086
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5.5 Batch Mapping and Figure Organization

For traceability to the raw images and tables provided, we group visuals by submission

batch: Batch 1 contains client-scaling and fee—sink ablations (Figs. b.1-5.2); Batch 2 includes

intent cap, IPFS sensitivity, and the ML-improvement curves (Figs. 5.3-5.9); Batch 3

covers randomness period, 7 sensitivity, and validator scaling (Figs. 5.6-5.§); Batch 4 con-

tributes the additional validator metrics included in Fig. 5.8. All figure file names are used

verbatim as sent.

Table 5.16: Metrics quick reference (short, plain meanings).

Name Unit What it means / how we get it

avg_txs per block mean txs/block Average transactions per block. Mean over blocks, then over
runs.

forks observed mean events/run Fork events per run. We count when we see 2+ heads at one
height. Lower is better.

txs applied mean txs/run Transactions that change state (e.g, UpdateTx,
GlobalUpdateTx). Mean per run.

unique eligibilities mean count/run Distinct validator—slot wins in a run. Higher means wider spread.

ml rounds mean rounds/run Finished FL rounds per run (list — tickets — aggregate —
global).

ml impr sum mean clean score Sum of model gains in clean runs. Same public test each round.

ml impr sum mean fail score Same as above, but with IPFS faults. Shows robustness.

Fees—distribution ratio unitless Fees charged + fees paid out. Should be 1.0 (money is con-
served).

Proposer count (per validator) blocks Blocks proposed by each validator in the run.

Proposer dispersion (Gini/var) unitless Spread of proposer counts. Lower Gini means fairer.

Time between proposals slots For each validator, slots between its proposals. Shorter is better.

Refunds
Forfeits

txs or currency

tXs or currency

Tickets we refund. CID could be fetched in the window.
Tickets we burn. Unrevealed, or CID could not be fetched in the

window.

5.6 End-to-End Guarantees (Observed)

Causality and replayability. Every experiment replays deterministically from on-chain

references (included[], scores[], refunds[],CIDs), matching the consensus/application

Institutional Repository - Library & Information Centre - University of Thessaly

03/09/2026 05:13:27 EEST - 216.73.216.156



invariants in Section .4 and validator execution (Alg. R3).

Availability without consensus coupling. Under induced IPFS failures (see Section5.3.9),
rounds progress and deposits are forfeited or refunded strictly by policy (see Section B.4);
consensus never stalls, confirming the setup partition of storage and chain (see Section [.5).

Value conservation. The fees—distribution ratio stays at 1.0 across sweeps (Table 5.11]),
evidencing correct accounting and fee splitting in the validator state machine.

PoS dynamics. Varying 7, randomness period, and validator set size produces the ex-
pected chain-growth/quality trade-offs (see Section B.3, Section f.4.1)): moderate 7 boosts
throughput; higher 7 and slower entropy increase forks; a larger validator set improves pro-
poser dispersion at some cost to throughput.

Incentives. Routing remainder fees to a model pool (Section [5.3.3) measurably increases
applied updates without harming equilibrium, exemplifying that the on-chain economic ob-

jects (See background at Section B.4) meaningfully drive client behaviour.

5.7 Discussion

Overall, the empirical picture matches the formal story in Chapters 8 and §. The ticketed
publication flow with deposits and refunds maintains liveness under adverse storage condi-
tions; the validator-only causality checks and PoS fork choice maintain safety; and the lister’s
deterministic aggregation with public scoring produces reproducible model progress. Impor-
tantly, all of these properties are visible and auditable through a minimal on-chain interface,

with large artifacts referenced by CIDs, as designed.

Reproducibility note. The full implementation code can be found at GITHUB LINK with in-
structions on how to run and reproduce, the CSV summaries utilized by the Tables 5.2-5.13
correspond to: baseline summary.csv, fees vs sink summary.csv,
intent cap summary.csv,

ipfs fail summary.csv,ml clean summary.csv,ml fail summary.csv,
rand period summary.csv,

scale clients summary.csv,

scale validators summary.csv,and

101

Institutional Repository - Library & Information Centre - University of Thessaly
03/09/2026 05:13:27 EEST - 216.73.216.156


https://github.com/katastrofh/Thesis_DEFENCE_BALLA_ALEXANDROS.git

102 Chapter 6. Conclusion

tau summary.csv.

Chapter 6

Conclusion

This chapter concludes the thesis by reflecting on what was built, the empirical evidence,
and the potential future of the design. The previous chapters detailed a setup that utilized
listings, ticketed intents, publications anchored to IPFS CIDs, and deterministic GlobalUp-
dateTxs to close out the process. Chapter fshowed the conceptual design and assumptions of
the system, Chapter }4 showed a reproducible and verifiable prototype, and Chapter [ exam-

ined the functionality of the system in different operational states and failures.

6.1 Summary of Contributions

The work contributes a complete end-to-end architecture that includes consensus, incen-
tives, and off-chain storage without entangling the blockchain with large tensors or model
logic. Privacy and tolerance to attacks. Tickets and deposit prices influence participation and
help resist Sybil pressure. IPFS provides content addressing and availability without bur-
dening the ledger; validators only commit to CIDs and causal state, which keeps consensus
minimal. The lister’s aggregation is deterministic and transparent, so anyone can audit a round
from on-chain references alone.

The prototype embodies these ideas with precise interfaces and executable pseudocode
for listers, clients, and validators, together with a VRF-based leader-election(PoS) and the
help of a longest-chain(LC)fork choice. The evaluation demonstrated that the proposed sys-
tem remained sound across common operating points, that it degrades gracefully under stor-
age faults, and that its consensus parameters give a clear performance—safety trade-off sur-

face.
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6.2 Empirical Takeaways

Across the fee-distribution sinks, we found that the setups/pipeline’s health was pre-
served, and the throughput and additive metrics remained stable, following the set distribution
ratio. From the opposite direction, we found that a variable intent cap did not have much of
an impact on the core workings of the chain, showing that tickets are successfully throttling
spam without suppressing legitimate throughput. Also injecting oft-chain IPFS failures did
not affect the consensus safety of the network and only moderately reduced the number of
updates that were applied. This is basically as we wanted it and shows that we have made
the right choice in putting the burden of keeping the listing on the lister layer rather than
the whole network. The randomness period and the VRF threshold 7 showed the expected
trade-offs. When making these settings longer and higher, we get more dense eligibility, and
therefore a higher chance of short-lived contention, which our data confirmed with higher
fork observations and a slight reduction in the size of the average block. Increasing the num-
ber of validators resulted in more significant variety of proposers and an increased number of
unique/individual, eligible nodes, with a minor consequence being a reduction in per-block
payload. Lastly, the FL pipeline showed that it could improve the quality of its work, per
round and that in both our clean and failure tests, the chain continued to work, even in the
instance that some updates were missing. Deposit/refunds were calculated precisely as per

the deterministic policy that was fixed on the chain.

6.3 Limitations

The prototype intentionally fixes several degrees of freedom. The robust aggregator is
deterministic but simple; stronger Byzantine resilience (e.g., coordinate-wise median) would
increase tolerance but introduce heavier computation and tuning. The PoS layer is backbone-
style and does not include a finality gadget; while confirmation depth £ sufficed for our
threat model, applications with stricter latency/rollback constraints may need clear finality
guarantee. Storage availability remains an economic contract between the lister and clients; if
huge models or malicious or not attacks are expected, wider pinning or erasure coding would

be prudent.
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6.4 Future Work

Three directions are immediate. First, integrate a configurable family of robust aggrega-
tors and public validation tasks with verifiable metrics, so that scores [ ] can be verified by
third parties beyond replay. Second, add an optional finality layer on top of the longest-chain
backbone to reduce time-to-confidence for G1obalUpdateTx. Third, extend the incentive
market: dynamic deposits and per-account caps that react to observed behavior, as well as
auctioned publication slots to clear demand at peak load. Orthogonally, secure aggregation

and DP can be offered as model-specific rules without touching th consensus.

6.5 Closing Remarks

This thesis argues and demonstrates in a working prototype that decentralized coordina-
tion of FL can be driven more functional without collapsing the BC-Network into a compute
or storage substrate. By dividing problems, and including the consensus on causality and
value, on the chain, bytes and models off-chain, and economics to encourage participation,
the design keeps each layer simple, verifiable, and robust. The executed evaluation showed
that the resulting system is not only conceptually sound but operationally stable across a
realistic parameter envelope. The path forward is incremental: stronger robustness, faster
confirmations, and richer markets, all while maintaining the essence invariants that make the

system effortless to assert and to trust.
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Appendix A’

Algorithms

A’.1 Validator Leader Election and Block proposal

Algorithm 31 proposeAndValidateBlock on slot tick (run by every validator)
1: procedure onSlotTick(?)

2: (ok, p, m) < proposerEligible(i, ¢, R., s;, S, T)
3: if ok then

4 txs <— SELECT _TXS(mempool) > local policy; all txs must pass admission
5: hdr + (parentHash,t, e, p, 7, 1)

6: st' <~ REPLAY (txs, st); hdr.stateRoot « ROOT(st')

7: hdr.sig < SIGN(sk;, HASH(hdr))

8: GOSSIP_BLOCK((hdr, tzs))

A’.2 Validator Helper Algorithms
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Algorithm 32 verifylncomingBlock function

function verifyIncomingBlock(B = (hdr,txs))
m < domainSep || epoch(e) || slot(hdr.t) || parentHash
if not VRF.Verify(pkhar proposer, M, hdr.vrfProof) then

return reject

p < Normalize(H (VRF.Out(hdr.vr£Proof)))

Shdr.proposer

ifp>r1- then

return reject
if not VERIFY_SIG(pkhdr. proposer, HASH(hdr), hdr.sig) then
return reject
st' < REPLAY (txs, stparent); require ROOT(st') = hdr.stateRoot

return accept_candidate(B, p)

Algorithm 33 forkChoice function

function forkChoice(C') > C' = set of competing tips at same or greater height

return argmaxpcc { chainHeight(B), then min p per-slot }

Algorithm 34 updateEpochRandomness(R., B.) — R.11

1: function updateEpochRandomness(R., 5.)
2: II < []; for each accepted block B € B, do append(Il, B.hdr.vrfProof)
3: IT" + sortLex(IT) > deterministic ordering

4: return H (R, || II')

Algorithm 35 Validator.admitFunding(zx)

1: function admitFunding(t¢x)

2: if not VERIFY SIG(tx.lister, tx.sig) then

3: reject
4: if tx.amount < 0 then
5: reject

6: if not [S LISTER OR DELEGATE(tx.lister, tx.modell D) then
7 reject

8: if not CHECK BALANCE(tx.lister, tx.amount) then

9: reject

10: ENQUEUE_TX(mempool, tx)
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Algorithm 36 Validator.advanceRound(modellD, round, globalCID, included, scores, re-
funds) — robust

1: function ADVANCE ROUND(modell D, round, globalC1D, included, scores, re funds)

2:
3:
4:

10:
11:

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

24:

25:

26:

27:

28:

29:
30:

require ROUND_INDEX(modelID) = round
require |included| = |scores|
require IS _CID_ VALID(globalCID)
require IS STRICTLY_ UNIQUE(included) and IS STRICTLY_ UNIQUE(refunds)
for all t € included do
require IS TICKET OF(¢, (modell D, round))
require IS REVEALED(?)

for all t € refunds do
require IS TICKET OF(¢, (modell D, round))
require IS REVEALED(?)

SET _GLOBAL CID(modell D, globalCID)

(,d) < RULES(modellD) > curvature and deposit size
R + POOL_CURRENT ROUND AMOUNT(modelID)

S+ Z‘jiiclludedl max(0, scores[j])” > ignore negative inputs defensively
paid < 0

for j < 1...|included| do

acct < TICKET_OWNER (included[j])

s < max(0, scores[j])

if S > 0 and s > 0 then

pay < ROUNDING_SAFE(R - %)

paid < paid + pay

ENTITLEMENT ADD(acct, modell D, pay)
MARK_TICKET FINALIZED(included]j))

for all t € refunds do > deposit refunds are separate from rewards
acct < TICKET _OWNER(t)
ENTITLEMENT ADD(acct, modell D, DEPOSIT_AMOUNT (%))
MARK TICKET SETTLED(?)

POOL_CONSUME(modelI D, paid) > consume only what was actually paid
ROUND_INDEX INCR(modell D)
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Algorithm 37 Validator.entitlementTransfer(acct, modellD, amount)
1: function ENTITLEMENT TRANSFER (acct, modell D, amount)

2: e < ENTITLEMENT GET (acct, modelID)

3: require e > amount > 0

4: ENTITLEMENT SET(acct, modell D, e — amount)
5: BALANCE CREDIT(acct, amount)
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Algorithm 38 Validator.admitGlobalUpdate(zx)
1: function admitGlobalUpdate(tx)

2: if not VERIFY SIG(tx.lister, tx.sig) then

3: reject

4: if not CHECK _ROUND(tz.modell D, tx.round) then
5: reject

6: if not VALIDATE_CID(tx.globalCID) then

7: reject
8: if |tx.scores| # |tz.included| then
9: reject

10: if not IS STRICTLY UNIQUE(tx.included) or mot IS STRICTLY UNIQUE(tx.refunds)
then

11: reject

12: for all ¢ € tx.included do

13: if not ENSURE REVEALED(t) or not IS TICKET OF(¢, (tx.modellD,tx.round))
then

14: reject

15: for all ¢ € tx.refunds do

16: if not ENSURE REVEALED(¢) or not IS TICKET OF(¢, (tx.modell D, tx.round))
then

17: reject

18: if not VALIDATE CID(tx.globalCI D) then

19: reject

20: if |[tx.scores| # |tx.included| then

21: reject

22: for all v € tx.scores do
23: if v < 0 then

24: reject

25: ENQUEUE_TX(mempool, tx)
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