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YIHEYOYNH AHAQXH ITEPI AKAAHMAIKHE AEONTOAOTTAX KAI
IINEYMATIKQN AIKAIQOMATQN
Me mnpn eniyvoon TOV GUVETEIDOV TOV VOLOL TTEPT TVELVHOTIKOV JIKOIOUAT®V, dNAOVEO
pNTé OTL N TAPOVCH SIMAMUOTIKY £pYacia, KaOMG Kol Ta NAEKTPOVIKE apyeio Kot Tyaiot
KOOIKESG IOV avamTOYONKAY 1 TPOTOTOONKOV GTO TAAIGLO VTG TNG EPYOACING, OTOTEAOVY
QTOKAELOTIKA TTPOIOV TPOGMTIKNG OV £PYACING, OV TPOGPLAALOVY OTOLGONTOTE LOPPNG
OIKOMULOTO, SLOVONTIKNG 1010KTNGI0G, TPOCOTIKOTITOG KO TPOSMOTIKMY dEGOUEVOV TPIT®V,
dev  mepiEyovv  Epyo/elcpopéc  Tpltov Yoo To.  omoio.  omotteital  AdEWL TV
OMNUIOVPYDOV/IKAOVY®V Kot OgV €lval TPOTOV HEPIKNG 1) OAMKNG OVTLYPAPNG, OL TNYES OE TOV
ypnooromdnkav mepropilovror otig PPAOYPAPIKES avapOopES Kol LOVOV Kol TANPOLV
TOVG KaVOVES NG emoTNUOVIKNG TtapdBeons. Ta onueio 6mov €x® xpnNoOTOMGEL 1OEEG,
kelpevo, apyeia /Kot Tnyég GAA®V GUYYPUOEDY OVOPEPOVTAL EVIIAKPLTO GTO KEIUEVO e
TNV KOTEAANAN TOPOTOUTN KOU 1 OXETIKN ava@opd mePAaUPAveTal 6To TUNUO TOV
BpAoypoaek®dV avapopdv pe TANpN Teptypaen. ANA®vVe emniong 0Tl To ATOTEAEGLLATO TNG
gpyooiag ogv Egovv ypnoiponombel yro v amodKtnomn dArlov mruyiov. Avarappdve TAnpog,
ATOMIKO KOl TPOCOMIKA, OAEG TIG VOUIKES KOl OOIKNTIKEG GUVEMELES TOL OLVOTOL VO
TPOKVYOLV GTNV TEPINTTOON Katd TV omoia amoderydet, draypovikd, 6tL N gpyacio vt 1

TUNO TNG OEV LOV avKEL S1OTL Efvat TPOTOV AOYOKAOTNC.

O Aniav

Xpnotog Névng
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Iepidnyn

H mopovoa petamtuylokn epyacio acyodeitor pe tnv HEAETN, oXeO0GUO KOl DAOTTOINGON
unyovicpov  vrofondnong mTAONYNONG OVTOKIVOOUEVOV YPNOTMOV  YPNCLLOTOIOVTAG TNYEG
TANPOPOPING TPAUYUOTIKOD ¥pOVoL Kot £pyalouevol atnv akpn (edge) evdg cuyypovov d1KTLOV
ouvdedepévav avtokivitev (V2X). Ta chyypova diKTuo THAETIKOWVOVIOV 0QPOGLOVOVTOL LUE TV
dtopkn €EEMEN Kol emavaKaBoPIGHO VEOV OLVATOTHTOV KOl YPNGLLOTOLOVUEVMV TEYVOAOYLDY TOV
Tpodyouv TV PEATIGTOTOINGN TG JaXEIPIONG TOPOV OTMOC 1) EVEPYELD KOl DITOAOYLOTIKOL TOPOL
TOV OOLTOOVTOL Yl TNV EKTEAEOT KOUPIK®V Olepyacidv. Avtd yivetal Hécm xpnomg dapopmv
OVTOLOTIGUAOV Kol XpNong eEeMyUEvoV LobNUoTIK@OV epyaieinv OTtmg 1 Mnyaviky Mdadnon yu
va emitevydei n dStacPdiion TV eyyuncemy og BEpata amddoons Kot ¥pOvov andkpiong SIkToov
Tave 6TIG 0noieg avanTiccovTal TANOMPA EQPUPUOYDOV OTMG Kol AVTES TOV GLGYETICOVTAL LE TA
OlKTLO GLVOEOEUEVODV OLTOKIVIITMV. ApYIKA, TOPOVGLALETOL o EMGKONTNON TV e&gliéewv ot
KNt diktva omd v TAELPE TOV VIOBETOVUEVOV TEYVOLOYIDV KOl YEVIKOTEPO TOV TPOCPATMV
KatevBivoewv dpactnplonoinong omd Tovg TEXVOAOYIKOVS TapdYoVS, OMMG €mMIONG Kol TMV
KPIGWOTEP®OV TPOPANUATOV OV TPOKVTTOLV AMO TNV YPNON TOVG TEPIAAUPAVOVTOS TO TTAGC
avtpetonilovior oty PipAoypapio. Zvykekpiuéva, diepevvditol Tdc 1 Yroroytotiky NEQovg
oV AKpn 1oV AIKTOOV EMTPEMEL TI ONUIOVPYIN KALOKOVUEV®OVY KOl AITOJ0TIKOV VITOSOUDY Yo
dikTua oyNUATOV, OTMG ETIONG Kot OVOAVETAL O POAOG TNG UNYAVIKNG LdOnong ot PerTiotomoinon
TOV KWNTOV SIKTO®V. H Tantdypovn vmootipién ¥pnotadv He SIpOPETIKES OTALTHOELS TOV® 0Td
£va TANP®G OLVOUIKO OIKTLO EVD VIAPYEL AVOLXTO TO EVOEXOUEVO (VYNANG) KIVITIKOTNTOG TOVG,
odnyel oe mepartépw BEpata OTMG EMAVACLVOECEIS o€ Kepaieg, ovaykaloviog To OiKTvo va
TAc10Oel amd SLAPOPES AVTOUOTOTOWGELS KOl TPOANTTIKOVG UNYAVIGLOVG OTOPAGEMY Y10, TNV
SCPAAOT TNG TPOTLTOTOMUEVNG ATTOO0GNG TOV Yl KGO ypnotn ywpis va Bécel og kivouvo v
akepadOTTd Tov. H ouykekpipuévn dovAeld mpoteivel emiong po ovyypovn Adon oto Oupa
TPOPAEYNC TOV OOKVUAVOE®V TNG TOWOTNTOG EUTMEPIOG €VOG OVTOKIVOVUEVOL YPNoTh,
wpoPAETovTaC TOVG deikTeg moldTnTag LVINPESiag (QoS) atov ¥pdvo HEG® ypriomg TeXVIKOV Babiig
Mdabnong (Deep Learning) ®ote vo €vtomiotoOV TPOANTTIKA €£0G0EVOEL ONUATOC KOl V.
EMNPEOCTEL O YPOVOTPOYPOUUUOTIGUOS TOV YPNOTOV SVVOUKE ormd TOV punyavicpd mpdPAeyng.
TéNoG, N EVOOUATOOT TV TPONYUEVOV OVTMV TEXVOAOYIDV OVOAVETOL MG TPOG TO AVTIKTVITO TOV
€XEL G TPOG TOVG TOPOLG TOV HIKTHOL KOl MG Ol OVAYKES AVTEG KALOKAOVOVTAL e TV adENoN
XPNOTOV.

A&Egr1c-Khe10na:
Apoporoynon Ta&rorov, Yroroyiotiki Né@ovg, Akpn Tov Atktoov, Xpovikn popreyn, Badwd
MaOnon, Ilowotyra Epnepiog
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Abstract

The present master thesis involves the study, design and implementation of a travel
assistance mechanism for vehicles by leveraging real-time information sources at the Cloud Edge
and on considering a modern Vehicle-To-Everything (V2X) scenario. It stands that the
telecommunication sector is deeply involved in the continual developing and redefining of
capabilities and utilized new technologies that target optimization of resource management like
energy and computational resources for performing crucial network procedures. This is achieved
through the use of various automations and advanced mathematical tools like Machine Learning
models for meeting guarantees on matters of performance and network response time over which
a multitude of applications like critical road safety build upon. First, an overview on the recent
developments in mobile networks from the scope of utilized technologies and relevant research
directions by the technology vendors is presented alongside critical challenges that surface from
their standard use and how these challenges are addressed in peer works. Specifically, the impact
of Cloud Computing at the Network Edge on forming scalable and efficient infrastructure for
vehicular networks is investigated, while the role of Machine Learning systems in optimizing
modern mobile networks is taken into consideration. Concurrently supporting multiple users under
different requirements over a fully dynamical network environment while there is open opportunity
for their (high) mobility, results in additional challenges such as handovers. This creates the need
for accompanying the network with various automations and proactive decision-making
mechanisms that can guarantee standardized performance without jeopardizing the safety of end
users. This work also proposes a modern solution to the problem of predicting vehicle user Quality
of Experience (QoE) by forecasting relevant signal quality indicators (QoS) with Deep Learning
methods, so that signal quality degradation can be early detected and dynamically affect the
scheduling of the users by the network. Last, the integration of these advanced technologies is
analyzed in terms of the resulted impact on computational resources and how these requirements
scale along with an increase in the number of end users.

Keywords:
Journey Routing, Cloud Computing, Network Edge, Time Forecasting, Deep Learning, Quality of

Experience
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Chapter 1 — Introduction on Modern Mobile Networks

1.1 Overview of Developments in Modern Mobile Networks
A new generation (G) in the mobile network development continuum usually reflects the

emergence of specific market needs for new features and technologies that can meet system
performance requirements for trending applications and upcoming technology vendors.
Specifications for these technologies may require features like ultra time-sensitive interactions
between end users and the network or massive-scale of deployment, while the battery life and
computational capabilities of the end user devices form specific needs in managing and servicing
user transmissions effectively.

The 2™ generation GSM architecture that was introduced in the early 1990s utilized
technologies able to reach bandwidths in the scale of a few Kbit/s, while utilizing mainly analog
systems that were able to provide SMS texting and digitally encrypted communications with a
channel bandwidth that ranged up to 2 GHz. Next, the 3™ generation architecture introduced
General Packet Radio Service (GPRS) technologies in order to complement circuit-switched
technology with packet-switching. This technology standard brought upon QoS parameters for
reconfigurable point to (multi-)point communications mainly for outdoor urban and rural sites
possibly assisted by satellite.

Later mobile network generations like LTE focused on one business ecosystem such as
mobile broadband, all while having a monolithic system design. The network architecture and
specifically the base station is later disaggregated into Central Units (NAS, RRC and PDCP
protocols) and Distributed Units (RLC and downward layers of the protocol stack). Functional
splits are used to attain technology-agnostic, multi-tenancy support. These technologies may
belong to either 3GPP (e.g. LTE/4G), non-3GPP (e.g. WiFi, Bluetooth) technologies. These
technologies require scheduling of end-to-end transmissions into achieving swiftly adapted and
efficiently utilized radio resources, while transmission times are upper-bounded by restrictive
values as in the case of LTE (~1ms). Transmission Time Interval (TTI) is defined as the length of
time required to transmit a transmit block. At each TTI, a Base Station Scheduler typically
proceeds with considering the Physical Radio Environment of each user, which in turn report their
perceived QoS to the Scheduler that is tasked with deciding on the Modulation and Coding Scheme

that is utilized for both upstream and downstream tasks.
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Newer generations aim by design to effectively support multiple service endpoints for users
who may also be able to be offered content for multiple applications under different needs and
tightly integrated radio technologies (like 5G/6G interfaces, Wi-Fi, Bluetooth, etc.) belonging to

ranging service needs, deployment vicinity sizes and frequency bands.

1.2 Main Modern Mobile Application Types

Enhanced Mobile Broadband (eMBB) applications are related to human-centric use cases that
involve access to multimedia content, services and data with leveraged performance and seamless
user experience. Applications belonging to this class can provide the basis for systems that come
with different capabilities in terms of load, supported mobility and network traffic capacity.

Ultra-Reliable and Low-Latency Communications (URLLC) place strict requirements on end-
to-end latency, reliability and availability with possible use cases including remote medical
surgery, distribution automation in a smart grid, transportation safety, V2X [1].

Massive Machine-Type Communications (MMTC) are characterized by large deployments of
cheaper devices with long battery life that transmit low volumes of non-delay-sensitive data,

usually related to agricultural applications, smart-metering and logistics.

Figure 1. Overview of a V2X Network [2]
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1.3 On Vehicular Networks

The Telecommunications and Wireless Networking sectors are regarded as committed to
their continuous evolution by iteratively providing new generations of standards and
implementations that aim to reinvent and redefine the modern network technological landscape,
while providing increased support for use cases such as connected vehicles by accommodating
vehicle mobility and fluctuating vehicular radio environment dynamics. Connected vehicles are
increasingly equipped with various advanced on-board sensors such as GPS modules, LIDAR
sensors and MIMO antennas (Figure 2). Techniques like proactive resource management target
efficient support of use cases such as semi- or fully automated driving, all while generating
increasing volumes of measurements. Auxiliary data measurements on road characteristics in
terms of structure (e.g. road segmentation) and conditions (e.g. hazards, congestion) may be
communicated from the network to the end user (vehicle-to-infrastructure/V2I link) or between

vehicles (vehicle-to-vehicle/V2V links) (Figure 1).

Sensors Analysis Actions

GPS

Antennas

— Data Fusion
Camera | Vehicle

Management

LIDAR —

Map
Visualization

Figure 2. On-board vehicle sensor system example

In order to attain new levels of transport safety and to integrate useful Infotainment Services,
Intelligent Transportation Systems (ITS) aim to provide fertile ground for applications that build
on road safety and infotainment. Under such systems, vehicles are required to transmit periodic

synchronization broadcast signals such as identification, location or additional hardware readings
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to neighbouring vehicles and/or infrastructure at intervals that may range from a few minutes to a
few milliseconds. Radio Access Technologies may generally be heterogeneous (e.g. 802.11
channels, LTE/4G, 5G/B5G). Connected vehicles may leverage established connections to
services, on-board hardware and sliced cloud resources into performing assigned tasks. Further
optimizations to this concept may include the formation of autonomous fog networks between
vehicles for sharing free-floating resources. Key concepts in the successful integration of cloud-
native technologies to vehicular networks include:

e Network System Resilience: Recovering from failures that owe to vital component malfunction

and general connectivity or service access disruptions is considered of paramount importance
to post-4G network deployments that promise all-connectivity irrelevant to location and
mobility.

e Ultra-Low End-to-End Latency: The incorporation of cloud and edge computing techniques

facilitates localized data processing within single-hop distances, resulting in considerable
reduction in round-trip times that can meet restrictive requirements for e.g. road safety
applications.

e Modularity of Software: In order to provide a fertile ground for vehicle management and road

safety applications that may build on top, operations related to on-demand scaling and dynamic
service adaptation should be able to be applied without degrading overall system performance.

e Data Analytics and Artificial Intelligence: Advanced data processing techniques and artificial

intelligence (Al) may be leveraged by the network in uncovering data-driven semantics and
associations to aid orchestrating automated decision-making network operations for vehicle
management, road/traffic congestion mitigation and travel itinerary generation.

e CI/CD Best Practices: Continuous integration/Continuous delivery methods can back the agile

development, prototyping and deployment of in-network software and services when working
with cloud-native computing infrastructure. Networks can frequently update their capabilities

and perform crucial updates while remaining adaptable and operationally efficient.

1.4 Mobile Network Environment and User Mobility (Handovers)
As mobile data keeps being accumulated to complement modern big-data workflows, new
methodologies are brought in to satisfy specified performance guarantees (e.g. QoS requirements)

for crucial in-network services. Mobility patterns by connected user devices can fundamentally
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impact radio network environment dynamics by naturally roaming in-between, out and around the
vicinities of base stations under non-uniform radio access technologies and transmission
configurations. Despite this fact, highly mobile users in the network need to be able to efficiently
perform context information transfer including accumulated radio/application session states to
another cell which is capable of continuing to provide service for the user after the quality of
experience for the latter starts to degrade significantly.

Traditional control algorithms are mainly driven by heuristic methods that are largely
dependent on expert-tuned solutions deemed to be slow and expensive. These procedures are UE-
assisted and network-controlled [3] in that the user equipment is responsible for distributing QoS
measurements to the network infrastructure, which in turn can perform the handover decisions.
First, handovers can be classified by use case such as quality-based handovers that are triggered
by UE-reported QoS measurements that prove non-SLA satisfying. Such procedures may be
triggered by requesting a seamless switch to a suitable cell for smoothly continuing current user
network session. Coverage-based handovers form another class, triggered by specific user
mobility patterns that may include moving away from a given cell vicinity (inter-RAT type of
switch).

According to another taxonomy that does not require a reference signal by the users, an
interference-aware handover decision can enable switching to a smaller cell in a multi-technology
network, within which multi-layer interference can account for cell site conditions together with
Received Signal Quality (RSQ) measurements at the user side. Speed-based handover decision
algorithms may compare a given user’s speed against a specific threshold to mitigate problems
with handover execution, especially for high-speed users that require rapid handover execution.
Further, by incorporating relevant information on network load and current traffic levels, relevant
methods can manage decrease in overall handover signaling costs. Lastly, a load-based handover

decision algorithm would consider the service access latency that comes with the user experience.
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Chapter 2 - Cloud Computing as Enabler to Mobile

Networks
Cloud-based mobile applications have skyrocketed in demand through recent years.

Applications such as real-time image recognition and video streaming impose restricting
requirements for the end-user equipment i.e. requiring high data processing capabilities. While
market-distributed smartphones experience continuous improvements in specified capabilities,
their limitations concerning battery life and processing power render them as a last resort for
executing tasks of high complexity. Cloud Computing techniques have thus been proven to be
useful for users, while being responsible for carrying out what is needed by network users of a

demanding application.
2.1 Cloud-Native, Scalable Software Development

Cloud-native computing is a modern approach to software development which leverages
cloud infrastructure capabilities in order to design, deploy and manage scalable applications within
dynamic environments and variable runtimes. Building and running applications that instrument
distributed computing capabilities that are offered by the cloud delivery model can greatly impact
the cloud capabilities in scaling, failover, elasticity, etc. This modus operandi utilizes advanced
technologies such as container processes managed by serverless or server-based architectures and
services to enable different types of modern cloud deployments in public/private or hybrid cloud
environments. Virtualization techniques may specifically be used towards full automation and
standardization of algorithms and network functions within diverse environments.

Cloud-native architectures are known to primarily tackle operational complexity in order
to efficient manage applications that can scale with minimal computational overhead. This design
may further grant abilities in fine-grained monitoring, analyzing end-to-end performance,
advanced capabilities in diagnosing and troubleshooting problems that pertain to per-component
or system performance. Applications that are developed under this paradigm can be found to
predominately follow an architecture that involves one or multiple application containers.
Managing these containers at scale can further employ orchestration platforms such as Kubernetes
in order to automate deployment and auto-scaling while enabling efficient resource management.

Alternative open-source implementations can also be found to support cloud-native development.
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By bringing cloud-native principles into the system, organizations may reach significant
improvements in operational efficiency and agility, a vital feature in meeting evolving cloud

environment demands for various use cases and business verticals.
2.2 Edge Computing and Processing Units Placement

Cloud structure typically follows a centralized structure, imposing a large geographical gap
between the users and provided services, contributing to an unwantedly high end-to-end
communication latency (multiple in-between hops). This observation creates the need for installing
infrastructure (high-processing-powered units) at the edge of the Network in proximity to the end
users. Edge computing thus optimizes quality of experience by performing data processing closer
to the user, thereby reducing end-to-end latency and meeting real-time deadlines. This
methodology mitigates problems that are met when relying solely on a centralized cloud
infrastructure for offloading computational tasks under stringent time requirements. Installed
processing units are called Multiple-Access Edge Computing units, merely mobile edge clouds
that render end-to-end performance as fast and manage to decrease traffic congestion that arises in
the backhaul links. A cloud infrastructure that is complemented by roadside edge nodes (RSUs —
Road Side Units) can thus play a crucial role in assisting communication among users and the
network infrastructure by:

e Providing access to service content and resources under high availability and zero
downtime through selection of access technologies.

e Deciding on future service failures and mitigating them in real-time.

e Dynamically deciding on transmission schemes that enhance user device battery life
and promote energy efficiency.

As a perfect key enabler to various real-time and context-awareness-enhancing technologies,
Edge Computing is expected to leverage interconnectivity and intercommunication in a highly-
collaborative and highly-responsive intelligent cloud network. Mobile subscribers, enterprises and
vertical segments that participate in an Edge-enabled network are provided more freedom to
authorize third-party vendors with implementing custom service ecosystems. Applications that
leverage edge-enabled computation may have to do with use cases that loosely relate to

computational offload, local connectivity and caching, content optimization [4].
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2.3 Cloud-Enabled, Edge Computing-assisted Vehicular Networks

Coupling Cloud infrastructures with edge computing capabilities is expected to play a
catalyst role in modern mobile networks especially for emergent vehicular networks. This allows
computational tasks to be efficiently distributed between centralized cloud infrastructure and
localized edge nodes. A cloud infrastructure may specifically be tasked with providing needed
basis for auto-scaling resources for large-scale computations, while the edge computing units at
the side of the road may swiftly handle latency-sensitive tasks by performing tasks like data
processing closer to the vehicle. Modern vehicular network applications form increasingly
demanding profiles in real-time decision-making capabilities and various network operations that
need to be dealt with efficiently without sacrificing performance.

2.3.1 Cloud-Based, Edge-assisted Applications in Vehicular Networks

Connected vehicles to a cloud network infrastructure may accumulate data measurements
into massive quantities subsequently fused with measurements that belong to other vehicles, as
needed by various time-sensitive processing tasks and analytics. Cloud/Edge computing is thus
understood to be integral in this endeavor by enabling real-time data processing and analytics via
acquisition and analysis of vehicle measurements at cloud servers and roadside infrastructure. This
information is utilized to provision for various control operations and to produce accurate
inferences for matters such as network capacity, network traffic, identifying road blockage,
detecting environmental changes, etc. Transportation system infrastructure systematically offloads
such tasks to the cloud and edge processing nodes to optimize and fine-tune system performance
and maintain network operational efficiency.

Besides time-sensitive analytics, a cloud infrastructure may form histories of past
measurements that may be later submitted to processes that perform data exploration, analysis and
pattern recognition in order to orchestrate crucial in-network operations. Insights from these
procedures may be leveraged by various routines that target predictive management and
operational cost optimization. By further supporting advanced vehicle features such as access to
infotainment and multimedia services, cloud computing may also leverage vehicle capabilities in
multimedia and entertainment for passengers as in high-definition video streaming applications

which specifically require ample user bandwidth and a moderate use of computational resources.
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Figure 3 showcases a fully-fledged, multi-technology network architecture variant complemented

by Edge Computing units that can manage and provide support for various service types:
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Figure 3. Overview of a multi-technology V2X Cloud Network with Edge Computing Units
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2.3.2 Benefits of Cloud-Enabled Vehicular Networks

Advanced features such as dynamically allocating/adjusting cloud resources and on-
demand scaling can be considered as critical advantages of employing a Cloud Computing
architecture, which is able to limit performance degradations in e.g. service quality while providing
efficient scaling capabilities that boosts research areas such as smart analytics and network
congestion mitigation parallel to the constant growth in data measurements and number of
connected vehicles. For road safety, the cloud infrastructure plays a key role in instrumenting the
coordination of vehicle movements, improving system load balance and in efficient transportation
system management. It follows that supporting advanced applications like road safety for network-
assisted vehicles means that real-time decision-making and data processing are imperative to user
safety and system component performance. Cost efficiency can further be considered an advantage
of deploying cloud environments. As mentioned before, this can be achieved by offloading
computations to cloud infrastructure when faced with demanding tasks, leading to cutting back on
end device energy consumption while loosening the need for expensive high-process-powered

vehicle on-board hardware.
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Chapter 3 — Overcoming Challenges in Cloud-Native Support
for Vehicles

Recent developments in the telecommunications sector have led to design paradigms that
may separate Control and User planes (CUPS), bring high-process-powered roadside nodes near
the user (MEC), orchestrate virtualized network functions (NFV) or define multiple layers of
networks purely by software (SDNs). Moreover, matters such as slicing network resources for
users during challenging wireless network conditions and intricate network traffic patterns need to
be addressed. Allocated resources may refer to a multitude of established connections, storage
capabilities and computation primitives all while aiming for greater spectrum efficiency, failover
ability and on-demand scaling abilities. In adopting aforementioned technologies, especially NFV,
network users can be offered finely-sliced resources and access to virtualized network operations
under a modular service design and advanced capabilities in dynamic service adaptation according

to shifting network conditions and end user device heterogeneity.

3.1 Radio Environment Non-Determinism

Vehicle mobility-induced patterns render collecting location information as paramount in
facilitating the communication and coordination of involved devices amongst end users and the
infrastructure. Frequent location measurements are thus deemed as essential to a variety of
applications, including critical time-sensitive use cases such as road safety applications. The ability
for a vehicle to receive network/vehicle-initiated messages on road hazard and traffic information
in order to perform well-timed decisions that are informed for and may also consider current and/or
future network state as predicted by advanced mechanisms are considered key to future in-network
intelligence.

A vehicle may follow non-deterministic trajectories under varying speeds, causing rapid
fluctuations in the signal quality. High mobility is known to disrupt signal quality measurements,
often at the point of attachment to a new cell. Furthermore, environmental factors such as presence
of obstacles, tall buildings or natural terrain and effects can profoundly damage user experience.
Difficulties in predicting such patterns can create connectivity issues that result in unreliable
transmissions and exacerbated latency. Further, implementation of real-time applications which

build on all-connectivity as in the case of navigation and safety systems is hindered from full
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fruition, if error-handling mechanisms and the edge computing principle are not adopted. On the
other hand, assuming that mentioned methodologies are followed, the network system can exhibit
increased resilience to failures, enhanced performance and decreased difficulty in meeting
specifications for system performance.

Methods like reconfigurable radios and dynamic spectrum management under software-
defined networking (SDN) middleware are expected to provide further assistance in meeting
performance requirements. SDN decouples control from the hardware components, allowing for
granular control over network resource management and easier real-time adaptation to variable
network conditions. Dynamic spectrum management involves readjusting settings (e.g. utilized
frequency bands) and deciding on optimal interference levels for a subsequent transmission. In
this context, cognitive radios can automatically detect optimal subsets of available spectrum,
within which adjusted transmission schemes may mitigate high interference levels. Outlined
techniques can thus efficiently adapt to environmental changes, reducing the impact of non-
deterministic behaviour. By further employing real-time monitoring of network conditions,
mentioned systems can attain to ultra-reliable transmissions, optimize end-to-end system
performance e.g. in latency and finally maintain quality of experience that does not violate service-
level agreements.

By stimulating the collaboration of devices on the edge to offload computational and
communicational tasks, the link connectivity and Quality of Service indications in Cloud/Edge-
enabled vehicular networks can be leveraged. Vehicles may serve as edge nodes, contributing to
real-time management of traffic by helping in minimizing the average response time of the reported
events such as traffic jams, road hazards/accidents, etc. Vehicles may record images, videos or
generally informative messages that can be uploaded using the technologies available and
depending on the policy imposed for technology selection. V2X communications can be further
enriched with value-added services, such as car parking space tracking and Infotainment (e.g.
Video Distribution). Based on the GS MEC 012 — specified Radio Network Information Service
(RNIS) which shall provide actual RAN information related to end user equipment [5], extensions
aim at providing V2X applications with predictions on the QoS performance of the V2I (Vehicle
to Infrastructure) link [6].
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3.2 Vehicle Management

Providing support for vehicle management under an increasing number of connected
vehicles within a cloud-enabled vehicular network should typically mean that a diverse range of
vehicle types each shipped with specific sets of capabilities and communication requirements for
its supported features must be able to transparently function within the network. Additionally,
various user preferences may add another level of abstraction on top of these specifications, posing
challenges in network-wide support due to differences in utilized hardware components, firmware
and software versioning, supported communication protocols, etc. Assuming a uniform support
for all connected vehicles despite differences in hardware components and manufacturer
specifications, dynamic resource allocation can efficiently manage fluctuating vehicle network
demands by real-time adjusting computing, storage, and networking resources based on live and/or

historic network traffic reports.

3.3 Data Integration

System and service capabilities diversity within a cloud-native mobile network can prove
challenging in efficient management, possibly requiring the presence of a unified platform that can
process multi-source measurements and reduce task complexity for processing nodes in the
Cloud/Edge ecosystem. By alternatively using transparent web-based APIs, vehicles and
infrastructure may transparently pass messages under a technology-agnostic style that permits
system reconfiguration abilities without resorting in coordination with specific vendors or systems

in case of troubleshooting.

3.4 Security and Privacy Implications

Protecting sensitive information like vehicle location data and other hardware readings is
crucial for cloud-enabled vehicular networks. Vulnerabilities such as the possibility of a data
breach or eavesdropping points to employing encryption (i.e. data scrambling against unauthorized
access) and obfuscation (i.e. creating additional levels of interpretation) techniques to mitigate
these critical security failures. Access control can be considered as another important enabler for
secure data handling. This technique defines a group of legitimate users and services that are

allowed to view, handle or edit sensitive in-network content, thereby mitigating information abuse.
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Frequently auditing access patterns in the system can lead to a timely detection of intruding entities
that can prevent information loss and compromised system components. Other available methods
that can increase the level of data security is local handling (e.g. in-vehicle) and processing of
sensitive measurements, avoiding transmissions to other sites in the infrastructure where
vulnerabilities may arise. Further, stripping off uniquely identifying fields of transmitted messages
(i.e. data anonymization) can further leverage in-network data privacy. Aforementioned privacy-

preserving techniques are expected to leverage in-premise multi-party security and confidentiality.

3.5 Network Intelligence

Cloud-enabled networks can contain vehicles bearing a multitude of sensors that can
generate vast amounts of data points according to their followed trajectories and accessed services.
Network intelligence thus refers to leveraging data-driven insights in order to enhance end-to-end
performance and further assist decision-making in the network system. Advanced analytics and
machine learning algorithms are possible directions to draw from in order to identify patterns and
predict network/user behaviour towards intelligently reconfiguring end-to-end transmissions,
optimizing resource allocation, orchestrating service access. Maintaining a seamless integration
with central cloud services while offloading tasks such as data processing and advanced analytics
to the edge cloud can result to full fruition from the combination of network intelligence and

cloud/edge-enabled network systems.
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Chapter 4 - Machine Learning-Enabled, Cloud-Native
Mobile Network Applications

Recent advances in Machine Learning (ML) and Artificial Intelligence (Al) promise to
leverage vast amount of data points accumulated over time at end devices and modern cloud
servers in order to provide the ability of forming advanced decision-making processes under a
data-driven workflow. These intricate algorithms are formed by iterative, learning-based
procedures over state-of-the-art mathematical models to create systems capable of performing
complex tasks such as natural language processing (NLP), image recognition, time series
forecasting, etc. ML is mainly focused in uncovering associations between elements of the feature
space. These associations can either be filtered or upscaled utilizing an architecture that can
iteratively yield a prediction output based off currently observed data. The telecommunications
sector has already been associated with specific state-of-the-art technologies that may involve a
combination of cloud-native computing technologies and ML systems mainly for use cases such
as urban and rural smart grids and semi-autonomous driving safety applications.

The fusion of mentioned technologies attempts to optimize network performance and
automate key in-network operations. For example, tasks such as forecasting future network load
or managing network traffic can be automated, thereby improving cloud resource management
significantly. The ability to dynamically reconfigure resource allocation as in user/system
bandwidth can save energy (e.g. in wattage), which is considered an increasingly relevant and
important consideration to take into when maintaining sustainable balance between technological
prowess and efficiency without jeopardizing the environment.

Most importantly, ML-aware settings can improve the quality of the user experience in
terms of e.g. end-to-end latency or bandwidth by automating maintenance operations such as
service failure detection and recovery. Use cases such as Narrowband Internet of Things (NB-1oT)
can greatly benefit from the use of ML to achieve seamless connectivity for a wide range of power-
constrained devices and be operationally efficient under ample connectivity. This work
investigates the combination of technologies that can provide needed transition to advancements
including the Internet of Things (IoT) and time-critical 5G/B5G into servicing increasing demands

from infrastructure as in smart city or autonomous system deployments. Some of the major
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applications that consider a modern cloud/edge infrastructure together with ML/Al-enabled

components to profoundly impact the telecommunications industry will be showcased next.

4.1 Data-driven Network Functions

The vast accumulation of data points from various sensor hardware located in on-board
vehicle sensors, roadside infrastructure or centralized cloud servers surfaces the need for intelligent
data analytics and processing by Al-powered mechanisms that can predict future network
conditions, optimize spectral efficiency and leverage road safety for highly mobile users. In the
latter case, advanced algorithms can organize informing connected neighbouring vehicles of road
blockage or malfunctioning vehicles and predicting the possibility of a road hazard to occurs in
the next time window. Vast amounts of data necessitate a highly efficient data acquisition
mechanism that does not jeopardize system stability by overcommitting resources. Various
hardware readings that may include on-board sensors, GPS, LIDAR and camera feeds may enter
the cloud in large quantities, while sensible management of which consists of tight integration with
Al-enabled system control loops. Al models in cloud-native vehicular networks may allow for
real-time service adaptation or transmission reconfiguration to sensibly anticipate shifting network
and network traffic conditions. These mechanisms may extract useful dynamics from recorded
behaviour patterns in terms of vehicular kinetic profiles and quality report measurements to
perform intelligently informed decisions in resource management and route planning.

Ensuring low-latency decision-making is a major challenge in implementing data-driven
network functions for these networks. Kinetic profiles are usually characterized by high mobility
and radio environments by fluctuating dynamics, requiring data processing cloud capabilities that
are swift enough to react to these changes. Filtering data from a potentially huge and diverse pool
of sources subject to hardware errors is considered an integral component of these systems.
Therefore, it is essential to apply techniques for sanitizing datasets before submitted as input to
Al-driven workflows and pipelines in order to ensure the integrity and accuracy of the information
at hand.

In the area of capacity forecasting for the PCF (Policy Control Function) module of the
5G/B5G Core Network, the authors of [7] design and implement a time forecasting system that
can explore mobile network traffic space and time correlations using a CNN (Convolutional Neural

Network) model. The implemented system utilizes centralized collection of network data for
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subsequent publishing to other network management and orchestration modules. The future
aggregate load is then forecast across different infrastructure locations, intelligently assisting VNF
placement decisions. If forecast load reaches certain levels, then VNF demands an upscaling
operation by dynamically allocating more resources. The frequency of these actions is reported to
range from a few minutes to a few hours depending on the specific algorithm variation. RAN
resource reconfiguration frequency may be limited by the NFV technology, so the operator must
decide in advance the resources that will stay assigned to a slice until the next reallocation takes
place. The authors’ solution is compared in cost to traditional ARIMA-based methods without

using a hyperparameter section or performing statistical forecast error measurement.

4.2 Network Traffic Optimization in Vehicular Networks

Network traffic optimization is used in vehicular networks to maintain efficient vehicle-to-
everything (V2X) communications. AI/ML models deployed in cloud-native environments can
monitor and predict vehicular traffic patterns, allowing for effective and spectrally efficient data
transmissions. For example, if a sudden increase in vehicle density is detected in a particular area,
then the system can dynamically reroute in-between hops in order to prevent network traffic
congestion and ensure low-latency communication. However, one of the primary challenges in
such systems is the potential delay in data transmission between the edge (vehicles) and the cloud,
which may hinder real-time traffic optimization from full-fruition, especially for highly mobile
users. Al-based resource management in B5G networks can assist in swiftly adaptable
transmission configurations, improving the resilience and efficiency of resource management,
resulting in timely decisions and optimal network performance [8]. Except optimizing data routing,
cloud-native Al-powered vehicular network can perform frequent monitoring jobs that trigger
resource reconfiguration to avoid performance bottlenecks and to maintain a high quality of

experience in the face of rapidly changing network conditions.

4.3 Predictive Maintenance and Fault Management

The use of Al components in cloud-native networks is important in ensuring the smooth
operation of both on-board vehicle hardware components and system infrastructure such as

roadside units (RSUs) and cloud servers. Specifically, detecting problems such as component
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failures and disconnections may allow for recovery and maintenance tasks that take place in a
timely manner and do not jeopardize overall system performance. Employing a proactive approach
helps avoid critical connection disruptions and leverages system reliability. Considering the high
degree of vehicle dispersion and rapidly changing trajectories, it is critical that these systems detect
and resolve issues swiftly. Combining measurements and results drawn from different vehicles and
roadside units is essential to fault detection and mitigation, since the predictive mechanism can
anticipate issues and timely address them. Examples such as hard-QoS for self-driving cars, where
user awareness on the quality of experience under each accessed heterogeneous service is required,
the authors of [9] suggesting forecasting future QoS values to determine whether a service is about
to fail. Such functionality can be contained in a middleware to choose the optimal service at design
time and conduct a dynamic service adaptation if the QoS begins to degrade, thus avoiding SLA
violations. The authors report that traditional time series models require frequent retraining, while
their work does not provide a hyperparameter section for utilized LSTM and GRU models.
Another study by the authors of [10] predicts uplink throughput to follow 3GPP Release
16, which allows a cellular 5G communication system to notify a V2X application of an expected
(or estimated) change in QoS before it occurs, such as safely stopping a service or adapting the
mode of operation for an application. Avoiding sudden session interruptions due to QoS
degradation is especially important for critical V2X services (e.g., safety, automated driving). QoS
sustainability analytics can therefore be provided for a specific geographic area and time interval.
Training 1s done offline, while auxiliary features including the number of vehicles is the result of

ARIMA-based simulations at inference time for the specified forecast horizon.

4.4 Energy Efficiency Optimization

The use of machine learning (ML) mechanisms is expected to significantly improve energy
efficiency in communication between vehicles, roadside units (RSUs) and cloud server machines.
The network system needs to optimize energy consumption for the roadside units and other system
components by using algorithms that analyze network load and predict future demand, especially
during periods of low network activity. This capability is especially important for smart grid
systems due to power restraints and long plan of use under minimal energy consumption. In
dynamic vehicular environments, it is challenging to achieve energy efficiency while maintaining

reliable connectivity and high quality of experience, an intricate tradeoff that has not yet resolved.
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4.5 Network Security and Threat Detection
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In the wake of big-data and rapid communications, network security comes into focus especially

for V2X systems, specifically their sensitive vehicle-to-vehicle (V2V) and vehicle-to-

infrastructure (V2I) links. Cloud-native, ML-enabled system components can be helpful in
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analyzing vast amounts of accumulated network traffic measurements in order to detect future
compromise of security as in data breaches or unauthorized access, thereby ensuring
communications security. Other common vulnerabilities include spoofing credentials, tampering
with data and denial-of-service (DoS) attacks on vehicles or roadside infrastructure. There exist
considerable challenges in real-time detecting and mitigating security threats, especially in fast-
moving environments like vehicular networks. Effectively detecting and neutralizing security
vulnerabilities requires delay-sensitive data processing abilities by the cloud/edge infrastructure,
so as large datasets may be quickly analyzed offline, without sacrificing the ability to perform real-

time decision-making based on current data.

4.6 Quality of Experience (QoE) Optimization

The Quality of Experience (QoE) for users can be optimized through the use of intelligent
systems that dynamically adjust network parameters in real time, based on data collected both from
vehicles and network infrastructure. ML models can prioritize critical communications to ensure
that vital system resources like bandwidth and service access latency can meet design-time
specifications. Maintaining consistent QoE under highly dynamic conditions such as changing
vehicle speeds, varying network performance and fluctuating road conditions continues to be a
significant challenge for both edge and cloud devices. A timely acquisition of measurements in
terms of location, traffic congestion and fuel consumption can provide needed basis for estimating
user experience with minimal deviances. The estimator module can generate predictions on future
user experience based off accumulated data from various onboard and roadside sensors, real-time
traffic data and historic behaviours, if applicable. This procedure may utilize limited resources that

are allocated for the sole purpose of online training.

4.7 Learning-Enabled Channel Estimation

Accurate estimation of radio network channel properties in real-time consists of an
advanced feature in modern wireless communication systems. As wireless networks become more
intricate and densified, implications in hardware complexity need to be taken into consideration
(e.g. MIMO antenna design complexity), which may hinder the ability to efficiently allocate vital

resources at the transmitter to combat interference and to optimize end-to-end performance.
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Vehicular radio environments can also be characterized by highly volatile Doppler shifts, short
channel coherence periods, which can significantly impact transmissions and damage system
reliability and end-to-end performance. For example, the authors of [11] present their design of an
online training module for downlink scheduling in the 5G New Radio (NR) system to mitigate the
negative impact of outdated channel quality information on communication, particularly in high-
speed mobility scenarios. It is reported that for CQI prediction, a well-trained module is difficult
to apply, demanding training of a new model when prediction error begins to peak. The findings
of the authors emphasize the importance of speed with numerous plots depicting its impact on e.g.

achievable throughput (in Mbps).

4.8 Vehicle Trajectory Prediction

Machine learning (ML) systems can utilize vehicle trajectories derived from geolocation
data, vehicular kinetic profiles and environmental effects as input, in order to provide crucial
predictions for autonomous driving and collision avoidance systems. These models can predict the
time instance when vehicles change lanes or perform specific maneuvers (e.g. sharp turns),
allowing nearby vehicles and infrastructure to appropriately respond thereby increasing road
safety. However, the authors of [12] point out that achieving high accuracy in predicting vehicle
trajectories is especially difficult in urban vehicular environments that contain multiple latent
factors such as road hazards, traffic signals, and pedestrian movement that cannot be explicitly
accounted for, making accurate trajectory prediction difficult to attain. Additionally, network
latency is subject to noticeable increases, especially when processing large amounts of trajectory
data in-cloud, hindering real-time applications such as road safety systems to fully utilize an ML
prediction mechanism. Existing collision detection and warning systems typically use methods
that either estimate the minimum distance to collision or perform assesment of risk. The former
method estimates the time to accident based on vehicle kinematics and signal strength, while the
latter method employs methods like probability modeling and analysis to quantify the likelihood

of specific network actions that can prevent or mitigate collisions.
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Lane-changing vehicle

Figure 6. Illustration of a Basic Example for collision detection and avoidance [13]
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Chapter 5 - Mode Of Work

5.1 Considered Model Definitions

Supervised Learning (SL) — based solutions are employed to problems of multi-step time
forecasting of interrelated metrics (e.g. Channel Quality Indicators in the case of RSSI) that may
belong to 3GPP (LTE) and non-3GPP Radio Access Technologies (RATs).

Early attempts involved the use of linear models (AR/ARIMA). Linear Models are
estimated with unbiased (deterministic) estimators that solve for one/multiple target variables via
Ordinary Least Squares (OLS). Different hyperparameter configurations for these models give rise
to different properties. It is beneficial to investigate multiple configurations since e.g. two models
of the same candidate model set, with one having far less parameters than the other, may possess
similar test errors, us giving preference to the former in being selected as the final model used for
the actual forecasts. A hyperparameter configuration may include the lag length, moving average
length, transformations (e.g. first differencing), etc. With the strategy described, a set of models of
different configurations are fitted to the training data and evaluated on a test set. This leverages
Model Selection techniques that are associated with an indicative cost in model parameters.
Experimentation showed that frequent retraining is needed for multi-step forecasting with these
models, which is in agreement with various peer works that were analyzed previously.

Consequently, the sole adoption of non-linear recurrent feed-forward models (LSTM/GRU
DNNs) was deemed to be necessary. Non-linear models are estimated with reduction—based
iterative methods like Stochastic Gradient Descent (SGD) and variants e.g. mini-batch SGD. These
models are described by a single, but far more extensive hyperparameter configuration that is
proven to perform over a given number of different random initializations, enabling model forecast
error analysis under statistical uncertainty. These errors are derived with the MSE loss function
off a validation set of seen examples and evaluated on an unseen test set to provide a measure of
out-of-sample forecast error performance.

Neural Network-based models (NNs) alter the information content at input with well-
defined mathematical functions (activation functions) and operations: y = g(W * x + b), where y
is the model output, x the input, g the activation function (e.g. sigmoid or tanh), W the model
weights and b the bias. This operation describes the work of a single unit (neuron) in the model,

during the forward pass. Units scale vertically to form a layer, while scaling horizontally forms a
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multi-layer architecture (a DNN), where each unit in a layer has a connection with each unit in the
next layer. Model training is an iterative process that is segmented into training rounds (epochs).
The course of an epoch contains a forward and a backward pass. The former was described before
and the latter involves evaluating the error in the model’s prediction that corresponds to time index
t+h by comparing against the ground truth (actual value) which initially belongs in the validation
set. The model weight updates may thus depend on the training examples, when the validation
examples serve as indicatory of the model’s error generalization but are iteratively used and so are
prone to biased solutions. Next, the utilization of a 3-way dataset split of contiguous sets of training
(seen), validation (seen) and test (out-of-sample) examples can alleviate these problems but creates
the need of having collected the future ground truths beforehand to perform a simulation or
coordinating their real-time collection so as the loss can be evaluated after each forecast point.
Indulgence to the opposite direction of the error surface (a quadratic bowl for an MSE loss
function) is controlled by the learning rate (1) that is one of the most important hyperparameters
to tune. In fact, SGD requires only a sufficiently small learning rate to operate and thus reach a
possible solution. More rounds of training are not guaranteed to reach better results, since training
losses are minimized to the point of a noise ball, this effect having been coined the term of
vanishing gradient. It follows that providing a means to stop training before a maximum number
of epochs is desirable and this is usually covered by early stopping practices. This procedure
monitors the consistency of the validation errors, stopping training when the validation errors
stagnate for a fixed number of consecutive training rounds. Gradient descent variants generally

k1 wk —nVJ(x, wk), where wkare the model

impose a framework for the weight updates as: w
weights at iteration k, x the input, 1 is the learning rate and V] the gradient of the loss function J
(e.g. L2 error/MSE). If the gradient is based on a single training example, this is referred to as
online Stochastic Gradient Descent, else if it is based on a batch of multiple training examples,

that is referred to as mini-batch SGD.

5.2 Considered System Definition

This work is mainly interested in stateful network services that reside at the edge of the
road and pertain to vehicular applications such as road safety and infotainment. These services are
offered by high computing power nodes that reside at the edge of the network to assist in task

offloading and are designed to be able to be migrated under strictly zero downtime when it is
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deemed necessary (e.g. by following the trajectory of a vehicle). User state refers to established
connections, control and user information, etc. The migration procedure is known to take up to
several minutes, creating the need for an early detection mechanism that can attain true zero
downtime of media accessed.

User quality measurements are able to reflect the view of the user under all-connectivity
that is irrelevant to position, something that is supported by network deployments from 4G onward.
In this context, signal handovers can be inferred by significant signal quality level drops owing to
ping-pong reattachment among threshold-based controllers which belong to different neighboring
cells. It can be deduced that user experience can be based on non-cell-specific measurements,
considering the user experience as a continual measurement along taken trajectory. Handover
prediction can thus consist a valid candidate for minimizing service access latency that is critical
for V2X applications.

Historic signal quality measurements can be explored and forecast with a two-fold
objective. Firstly, the implementation of forecasting software covers what is needed for providing
information on the future conditions of the V2I link. Secondly, it implicitly covers the needs for
an anomaly detection mechanism by detecting future handovers and general degradation in the
quality of experience to provide an early detection mechanism for handovers and increase the
resilience of the system for managing a connected vehicle from the scope of the edge infrastructure.
A user may be assigned to an ensemble of DNN models that will accurately forecast future
experience for all considered measures of interest across multiple steps forward in time. If the
signal quality is predicted to peak, then the ability to further increase speed emerges, this choice
being bounded by the road limits (e.g. 60 km/h for urban roads, 120 km/h for highways). If the
signal starts to drop (imminent handover) then not increasing speed during the drop period is
applied that is not further exacerbating the current experience and granting a stable transition to
the new cell during handover. RSRQ is usually not available immediately after a handover, so

historic NaN entries are replaced with minimum in-sample RSRQ values.

5.3 Providing Live Journey Directions

Choosing a route usually involves consulting attainable speed according to road limits,
travel distance between waypoints and road traffic congestion. Under this workflow, congestion

data is gathered live and no history is created, meaning that seasonality analysis is discarded by
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this work. One may alternatively collect road traffic congestion at e.g. a daily frequency together
with a moving average scheme, to provide a statistical description of the first and second moments
of a road segment congestion. In general, a lower mean speed implies more traffic or extraneous
conditions, while zero mean speed at a road segment implies road blockage, disaster, extreme
traffic, etc. If a route is characterized by high (e.g. > 100%) congestion levels, then alternative
routes are preferred over that route.

Additional considerations must be accounted for if a vehicle opts for fastest travel time to
destination, which translates into choosing shorter, congestion-free road segments. On the other
hand, if a vehicle opts for minimal energy consumption (in liters for fuel engines or watts for
electric vehicles), either minimum travel distance or conservative speeds under minimally-
congested routes are preferred.

The workflow that was followed firstly consists of road safety middleware that provides
the basis for associating the starting journey with live road data. Besides collecting needed
information on the journey waypoints, necessary calculations for mean speed and congestion are
carried out, while data fusion techniques are applied in the end of the journey in order to present a
full personalized overview of the travel itinerary that was followed during the operation of the
routing mechanism.

Experiments were carried out on small-scale datasets that contain location and signal
quality for a vehicle in urban conditions which may or may not include highways, these locations
resampled with a fixed striding pattern that reflects the desired period of invocation for the journey
routing and live congestion estimation mechanism. Each location that ends up being included is
considered a journey waypoint. Between two waypoints, the travel distance along an available
route 1s segmented into steps that bear travel instructions for the vehicle under guidance by the
Google Directions JSON API. Each step provides the basis for road traffic analysis that can be

performed both for each step and per pair of waypoints.

5.4 Presentation Layer Semantics

At the presentation layer, various information for the vehicle journey may be consulted and
this includes available segmented routes, suggested route under suggested speed index given a user
plan (fastest time or best consumption), distance and congestion levels. All available routes and

relevant information is shown both on per-waypoint and per-step bases along each available path.
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Additionally, driving instructions per congested road segment are shown on a per-step basis to
complement the driving/passenger experience.

Current mode of work avoids performing a static travel itinerary planning at the time of
departure, since journey routing choices are renewed close to the time of arrival at each journey
waypoint, given a fixed strided pattern off the original locations. By doing so, the user gains fine-
grained control over taken trajectory by being provided the latest road conditions, leading to an
intuitive and repeatable plug-and-play behaviour. For simplicity, it is assumed that the number of
routes lies between 1 and 3 inclusive, which forms an RGB-colored route map that is easy to follow
and can be used to quickly troubleshoot the travel itinerary mechanism that is implemented.
Journey waypoints and per-route road segments bear curated information from the requests to the
Google Directions servers and may contain distance, live traffic conditions, route, waypoint and
segment indexes. Information on locations that are passed more than once during the course of the
same journey must be properly consolidated as in the case of steps belonging to the same route

index, overlapping at the presentation layer.
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Figure 7. Road Information Presentation based on the Google Maps and Directions API
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Figure 8. Time Series
Visualization for Signal
Prediction Dataset
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Figure 8 visualizes a small urban drive dataset that was collected in the premises of the city of
Volos. The QoS metrics considered are:
e RSRP (Reference Signal Received Power) measured in the range of [-140.0, -44.0] dBm
e RSRQ (Reference Signal Received Quality) in the range of [-19.5, -3.0] dB
e RSSI (Received Signal Strength Indicator) with a range of [-120.0, 0.0] dBm
From the autocorrelation plot of Figure 9, it can be deduced that all three metrics contain a medium
level of autocorrelation that stretches between lags 20 and 40, hinting on their moderate
predictability as multiple time series.
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Figure 10. Training and Validation Diagnostics Plots for MSE, MAE, RMSE metrics.
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Diagnostic Plots for the training and validation phases (Figure 10) are usually consulted
after online training with the chosen models, where of main interest is progressively minimizing
the losses after each iteration within a well-defined training budget. A budget of 150 epochs was
used for each prediction task. Further, evaluation of model out-of-sample performance was
performed by partitioning the user dataset in contiguous train, validation and test sets. The last 50
points belong to the unseen test set, when the previous 50 make up the validation set that is used
to evaluate the model weights at each epoch during training. The error in jointly forecasting the
QoS measures of for a forecasting task of h steps ahead is quantified by means of Relative Error
(RE) and Mean Average Percentage Error (MAPE), where i denotes the i-th variable at time ¢ +
h and y represents the actual value at specified index. RE can capture differences in scale and

MAPE expresses forecast accuracy as a percentage, while for both metrics lower means better:

K I j o
RE = \/Zi=1 Zh,=1 (yih - yih)
\/Zi=1 > h—1 (Win)

K H -
Z':] Z.F —1 |Yih — 'Ha‘h|
MAPE = L T : o
Zi=] Zh=1 |Ha‘h|

The inference phase spans across an arbitrarily large forecast horizon H. A forecasting task of

100%

H = 50 with a 6s measurement granularity is defined, allowing for a 5-minute window
approximation into user’s future performance. The error performances were checked at the t + 1,
t+ 10 and t + 50 points, while also being accompanied by a plot overview (Figure 11).

The experiment results (Table 1) reveal that per-variable ARIMA model selections are able
to provide robust errors across the forecast horizon. Further, a low-order VAR(p) model can be
seen to provide errors that grow in a well-behaved manner, while over-parameterized VAR models
that originate from the same model set can produce predictions that saturate from early on, our
own about the h = 10 point. Fitting the training data with the model once to cover for all desired
points in the forecast horizon, favors neither ARIMA-based nor VAR-based models. Both types
are severely affected by the repeated bootstrapping that is needed for lengthy forecast horizons

and their integration in a windowed retraining scheme is needed if needed. The GRU-based
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ensemble model manages to produce state-of-the-art results (Figure 12), essentially generating
real-life representative QoS forecasts that can be purposefully used to optimize the user

experience.
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Figure 11. Out-of-sample Forecasting MAPE (%) and RE performance

The models were randomly initialized with a scheme that chooses the max between the fan-out
and the fan-in at each model layer. The fan-out refers to the number of outgoing connections and
the fan-in refers to the input connections. Additional to the hyperparameters shown in Table 2, the
RMSProp optimizer was uniformly used for all target variables. This optimizer controls the
oscillations in the variance of the squared gradients by dampening them more lightly as the
parameter’s value reaches 1, permitting higher LRs. Default 7ho values were maintained. The
neuron architecture follows a stably descending fashion and is uniform for all models in the
ensemble [64,32,16,8] sealed off with a singular dense unit. This particular implementation [14]
involves independently training each ensemble model but collaboratively performing the inference
phase within the ensemble since forecast points after the first (t+1) are dependent on the
intermediate results of the whole ensemble.
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(DLOR2E, +-0.0045)

h=1 h=10 h=50
Forecast Model
RE MAPE RE MAPE RE MAPE
ARIMA [LEEI 1 6SR2 00508 49978 0. 1080 96418
VAR(3) 0.0577 61140 0.0732 7.3930 01143 106183
HO-VAR(3T) 00709 7.5957 0.1204 11607 01187 110005
Stacked GRU ensemble (L0337, +-0.0080) (32281, +-0.9438) (00465, +-0.0078) (39116, +-0.5235)

(6.T572, +-0.3930)

Table 1. Out-of-sample Forecasting MAPE (%) and RE performance
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Figure 12. Out-of-sample forecasting realization against ground truths.
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Stacked GRU ensemble
# of Max Traming Epochs {150, 150, 150)
Stopping Patience (55, 60, 55)
Leaming Rate (9.05¢-3, 8.5¢-3, Be-3)
l_t!_"__']]l_;_' [l\,—plh i3 3 3
Batch Siee (L 1, 1)
Parameters (todal trainable) R0O88

Table 2. Training Hyperparameters for chosen GRU ensemble model

The specifications of the implementation that was carried out involves the development of
Python 3.8 middleware over an Ubuntu 24.04 LTS Host on the side of the road (edge node) that is
equipped with a 20-core Intel i7 CPU. The GRU model and relevant components were
implemented using Tensorflow 2.4. Providing parallelization abilities to the Python application
involved utilizing the multiprocessing Python library that contains implementations for cross-
platform process-activating primitives. It is specifically evaluated how each available
implementation behaves on scaling the number of users. The traditional fork implementation is
denoted with a blue line, while the spawn primitive with a dotted red line. The forkserver process

model is finally drawn with a green line.
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Figure 14. User Time vs Number of Trained Models
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Figure 16. RAM Usage vs Number of Trained Models

The above plots represent multi-user online training and inference of models when the

number of users is scaled, thereby for each new user, 3 additional modules are trained to provide

them with needed forecasts for each target variable. The amount of memory required to scale such

applications in GBs, Real execution time, pure-user level time and Linux system time are

investigated. It can be observed that the fork implementation is by far the most economical in terms

of memory used (Figure 16), scaling gracefully while being constantly below the other two

options. In terms of system (Figure 15) and user (Figure 14) times, the forkserver dominates the

other two options, behaving in a detached manner given the increasing number of users. For the

actual time of the execution (Figure 13), it can be deduced that the fork option is a clear standout,

while spawn and forkserver implementations behave and degrade similarly.
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Chapter 6 - Conclusion

This thesis provided an overview of the advancements in modern cloud-enabled wireless
networks with a special focus on road safety and V2X. After providing an outline of current
research directions and relevant works in literature, this work implemented middleware for
supporting road safety applications under live feed of road information that is required to support
such applications. Further, by leveraging the GRU model and Deep Learning methods empirically
validated with experimentation, this work proved the predictability of multi-metric signal quality
time series belonging to network users characterized by mobility with respect to the viability of
the underlying model’s forecast errors and the number of parameters involved. This workflow is
recommended to be followed by applications that require predictions on the V2I link as described
in a previous chapter. Chosen methods were evaluated and compared to other available approaches
as in peer works but for demanding forecasting horizons concerning smaller datasets to cover for
scenarios that would be needed to achieve real-life representative performances under stringent
timing. The procedure of selection for DNN models is not trivial and requires implementing
precise software with minimized programming errors and inconsistencies to achieve reproducible
results under a well-defined budget in e.g. iterations, CPU, memory, etc. There is plenty of room
for innovation and automation regarding the integration of intelligent prediction mechanisms in a
cloud network environment, with problem areas including efficient scaling, training, validation
and inference cost optimization or even more advanced learning schemes such as federated

learning, transfer learning, etc.

Future Work
This work presented results that encourage the process of implementing intelligent

modeling and forecasting systems for Edge-enabled vehicular networks in terms of signal
prediction, resource provisioning and failure detection, them being key to various optimizations
towards a higher level of self-organization and in-network automation. The author is interested in
studying the effects of dynamically adjusting the training hyperparameters in order to fortify the
learning process against problems of model sensitivity to random initialization and the vanishing

gradient problem.

Institutional Repository - Library & Information Centre - University of Thessaly
09/09/2026 16:43:34 EEST - 216.73.216.250



Page |42

References

1.

P. Marsch, O. Bulakci, O. Queseth, M. Boldi, “5G System Design”, 2018, Wiley

2. H. Hartenstein and L. Laberteaux, “A tutorial survey on vehicular ad hoc networks”, IEEE

10.

11.

12.

13.

14.

Communications Magazine, vol. 46, no. 6, pp.164—171, Jun. 2008.

K. Alexandris, N. Nikaein, R. Knopp, C. Bonnet, “Analyzing X2 Handover in LTE/LTE-
A”, May 2016

C. Y. Chang, K. Alexandris, N. Nikaein, K. Katsalis, T. Spyropoulos (2016), MEC
architectural implications for LTE/LTE-A networks. In Proceedings of the Workshop on
Mobility in the Evolving Internet Architecture (MobiArch '16). Association for Computing
Machinery, New York, NY, USA, 13—18. https://doi.org/10.1145/2980137.2980139

. ETSI Group Specification

etsi.org/deliver/etsi_gs/MEC/001_099/012/02.01.01_60/gs MECO012v020101p.pdf

F. Giust, V. Sciancalepore, D. Sabella, M. C. Filippou, S. Mangiante, W. Featherstone, D.
Munaretto, "Multi-Access Edge Computing: The Driver Behind the Wheel of 5G-Connected
Cars," in IEEE Communications Standards Magazine, vol. 2, no. 3, pp. 66-73, SEPTEMBER
2018, doi: 10.1109/MCOMSTD.2018.1800013

D. Bega, M. Gramaglia, R. Perez, M. Fiore, A. Banchs and X. Costa-Pérez, "Al-Based
Autonomous Control, Management, and Orchestration in 5G: From Standards to
Algorithms," in IEEE Network, vol. 34, no. 6, pp. 14-20, November/December 2020,
doi: 10.1109/MNET.001.2000047

A. Boudi, M. Bagaa, P. P6yhonen, T. Taleb and H. Flinck, "Al-Based Resource Management
in Beyond 5G Cloud Native Environment," in /[EEE Network, vol. 35, no. 2, pp. 128-135,
March/April 2021

G. White, A. Palade and S. Clarke, "Forecasting QoS Attributes Using LSTM Networks,"
2018 International Joint Conference on Neural Networks (IJCNN), Rio de Janeiro, Brazil,
2018, pp. 1-8, doi: 10.1109/IJCNN.2018.8489052

A. Kousaridas, R. P. Manjunath, J. Perdomo, C. Zhou, E. Zielinski, S. Schmitz, A. Pfadler,
"QoS Prediction for 5G Connected and Automated Driving," in [EEE Communications
Magazine, vol. 59, no. 9, pp. 58-64, September 2021, doi: 10.1109/MCOM.110.2100042

H. Yin, X. Guo, P. Liu, X. Hei, Y. Gao, "Predicting Channel Quality Indicators for 5G
Downlink Scheduling in a Deep Learning Approach", https://arxiv.org/abs/2008.01000

F. Tang, Y. Kawamoto, N. Kato and J. Liu, "Future Intelligent and Secure Vehicular Network
Toward 6G: Machine-Learning Approaches," in Proceedings of the IEEE, vol. 108, no. 2, pp.
292-307, Feb. 2020, doi: 10.1109/JPROC.2019.2954595

H. Woo, M. Sugimoto, J. Wu, Y. Tamura, A. Yamashita, H. Asama, (2018). Trajectory
Prediction of Surrounding Vehicles Using LSTM Network
https://github.com/christosnanis/master-thesis

Institutional Repository - Library & Information Centre - University of Thessaly
09/09/2026 16:43:34 EEST - 216.73.216.250


https://arxiv.org/abs/2008.01000
https://arxiv.org/abs/2008.01000
https://arxiv.org/abs/2008.01000
https://arxiv.org/abs/2008.01000
https://arxiv.org/abs/2008.01000
https://arxiv.org/abs/2008.01000
https://arxiv.org/abs/2008.01000
https://arxiv.org/abs/2008.01000
https://github.com/christosnanis/master-thesis

Page |43

Abbreviations

Term Meaning

V2X Vehicle-to-Everything
QoS Quality of Service

5G 5th Generation
B5G Beyond 5t Generation
4G 4th Generation

LTE Long-Term Evolution

MSE Mean Squared Error

MAE Mean Average Error

RMSE Root Mean Squared Error
MAPE Mean Average Percentage Error

RE Relative Error
GRU Gated Recurrent Unit
GSM Global System for Mobile communications

Kbit Kilobit

SMS Short Message Service

GHz Gigahertz

NAS Non-Access Stratum

RRC Radio Resource Control

PDCP  Packet Data Convergence Protocol
RLC Radio Link Control

3GPP  3rd Generation Partnership Project
WiFi Wireless Fidelity

eMBB Enhanced Mobile Broadband
uRLLC Ultra Low Latency Communications
mmTC Massive Machine-Type Communications
GPS Global Position Satellite

LIDAR Light Detection and Ranging

MIMO  Multiple Input Multiple Output

V21 Vehicle-to-Infrastructure

V2v Vehicle-to-Vehicle

ITS Intelligent Transportation Systems
UE User Equipment

SLA Service-Level Agreement

RAT Radio Access Technology

RSU Road Side Unit

MEC Multi-access Edge Computing
NFV Network Function Virtualization
SDN Software Defined Network
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RAN Radio Access Network
ML Machine Learning

Al Artificial Intelligence
[oT Internet of Things
NB Narrowband

PCF Policy Control Function

CNN Convolutional Neural Network

LSTM  Long Short-Term Memory

ARIMA Autoregressive Integrated Moving Average
VNF Virtual Network Function

NR New Radio

CQl Channel Quality Indication

dB decibels

VAR Vector Autoregressive

NaN Not a Number
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