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Diploma Thesis

Design and Implementation of Device Continuous Behavioral
Authentication Mechanisms for Improved Risk Management and

Preventing Fraud in Communication Systems

Lantzos Stergios

Abstract

In today’s era of globalization and digitalization, the prevalence of electronic formats leads
to an increase in fraud incidents. Current authentication methods primarily rely on user-held
elements such as PINs, biometrics and two-factor authentication. While these methods are
typically reliable, they remain vulnerable to compromise by fraudsters due to data breaches,
phishing attacks, or other physical threats, such as the theft of a device. Once compromised,
these credentials can be misused to gain unauthorized access to sensitive information, finan-
cial accounts, and personal data, leading to significant losses and privacy violations. Further-
more, attackers can exploit vulnerabilities in these authentication methods, bypassing security
measures that users believe to be secure.

To address this issue, we propose the concept of Continuous Authentication. The primary
goal is to continuously authenticate users based on their device’s behavioral patterns. By
collecting logs generated by the Android OS and applying machine learning techniques to
analyze them, we can identify typical behavior patterns of the device. This approach enables
the detection of anomalous activities that deviate from the device’s usual operational patterns,
allowing for early intervention in cases of theft or misuse. Continuous Authentication not
only enhances security by providing ongoing verification but also reduces reliance on static
credentials, which are prone to compromise. This method provides a higher level of protection
against attacks and unauthorized access, as it continuously monitors the device’s behavior

rather than relying solely on credentials that can be compromised.

Keywords:
Fraud incidents, Android System Logs, Machine Learning, Anomalous Behaviors, Device

Theft, Continuous Authentication, Authentication Mechanisms
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Lepiinyn xiil

Authopoatikny Epyacio

Yyed1aopnoc Kot Yromoinon Mnyoviop®v Xoveyovg AvOevtikomoinong
Yvokevov facn g Zopmeprpopdc Asttovpyiag Tovg Yo BeATiopévn

Awyeipron Piokov kot ATro@uyn Anatng o€ Xvotiuoato Emkowvoviaov
Advtlog XTépyrog
Iepiinyn

2TV €MOYN TG TAYKOCUIOTOINGCNG KOl TOV YNPLOUKOD LETACYNUATIGLOV, 1] ETKPATNON NAE-
KTPOVIK®OV HLOPP®V 00NYel 0Aoéva o€ alENoN TV TepmTOcewV andtng. Ot tpéyovoes puého-
dot awbevtikomoinong Pacifovrol kupimg e oTolXEIN TOL KPOTOVV 01 YPNOTES, ONMS O1 TPO-
comnikol apiBuoi tavtoroinong (PINs), ta Propetpikd dedopéva Kot 0 ELEYXOC TOVTOTNTOG
dvo mapayovtwv. Av kat avtég ot péBodot eival cuvnBwe a&lOmIoTES, TAPAUEVOLY EVAAMTEG
o€ TaPUPLIcELS Ao amaTEMVEG AOY® EMOECEDV NAEKTPOVIKOD YAPEUATOC 1] AAA®Y QLGIKOV
ATELDV, OTMG 1 KAOTN L0G GLOKEVTG. MOMS Tapaflactovv, avtd ta atoryeio pmwopohv va.
ypPNopomonBodv yio TNV ardKTnon Un £€ovctodotnuévng tpocPaong oe evaicOnrteg mAn-
POPOPIES, XPMUOTOOTKOVOUIKOVG AOYOPLAC OGS KOl TPOSMTIKEA OEG0UEVA, 0ONYDVTOG GE O1-
HOovVTIKEG andlreles dedopévav. EmmAéov, ot emtiBépevol pmopovv va EKUETOAAEVTOVV TIG
evnabeieg oe aLTEG TIG HeBOSOVG aBEVTIKOTOINOTG, TAPUKAUTTOVTOS TO LETPO OLGQAAELOG
OV TIGTEVOVV O1 YPNOTES OTL EIVOL OGPOAT).

[No va avtypetonicovpe avtd 1o TN, Tpoteivovpe v Evvotla g 2oveyods Avbevti-
komoinong. O KOPLOG 6TOYOG £lvar N GLVEYNS AOEVTIKOTOINGN TOV XPNOTOV PACEL TNG CLLL-
TEPUPOPAS TNG GLOKELNG TOVG. LVAAEYOVTOG Ta. apyeiol KaTaypapng Tov Tapdyovtol omd To
Aertovpyiko cvotnuo Android kot epappuolovtog TEXVIKEG UNYovIKng ndbnong yio v avd-
AVo1| TOVG, UTOPOVLE VO TPOGOIOPICOVUE TOL TVTKG TPOTVLTO. GLUTEPLPOPES TNG GLGKELTG.
AV 1 TPOGEYYIoN EMITPETEL TNV AVIXVELGN AVAOUOA®Y SPACTNPLOTATOV TOL OTOKAIVOLV
amd To LV O AELITOVPYIKA TPOTVTA TNG GLGKELNG, EMTPEMOVTOG TPDUN TOPEUPOCT OE TTE-
PUTTOGEIS KAOTNG 1 Kakng xpnons. H Zvveyncg Avbeviikomoinon Aowmdv, Oyt Ldvo evicyvet
TNV ACQAAELD TOPEYOVTOG GUVEYN EMOANOELON, OALG HELDVEL ETioNg TNV ££APTNGT OO GTA-
TIKG otoryeia, Ta omoia givan emppenn og mapaPiboets. [lapéyet vynAdTepo eninedo Tpoota-
olog Kotd TV ToAOTAOK®OV eTBEcEWV, KOOMG TOPAKOAOVOEL CLVEYMS TI CLUTEPLPOPA TNG

ovokeLng avti va Paciletot amoKAEIGTIKA 6 GToLyEin TOV UTOPOVV VO, TOPABLacTOOV.
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Chapter 1

Introduction

Authentication is a critical security process designed to verify the identity of a user, de-
vice, or system. It ensures that only authorized individuals or entities can access sensitive
information or perform certain actions. The primary goal of authentication is to establish
trust by confirming that the entity requesting access is indeed who or what it claims to be.

Although state-of-the-art authentication methods are generally effective, they are not
without vulnerabilities. Because these methods rely on user-held elements, they are inherently
susceptible to security threats and theft. When such credentials are compromised, unautho-
rized access to sensitive information can occur, leading to substantial financial losses and
privacy breaches. Furthermore, if a device is stolen, the thief may obtain the authentication
credentials, reducing the effectiveness of these methods, as the stolen device combined with
compromised credentials can facilitate unauthorized access. This scenario highlights a sig-
nificant limitation: once a device is stolen, traditional authentication methods may fall short,
underscoring the urgent need for more comprehensive and adaptive security solutions capable

of detecting abnormalities in real-time and addressing these challenges effectively.

1.1 Thesis Goals

To address the challenges outlined, this thesis introduces a solution based on Contin-
uous Authentication. This mechanism involves the deployment of an Android application
specifically designed for rooted devices. Upon user login, the application filters and cap-
tures Android System logs, focusing on relevant interfaces such as Networking, Battery, and

Bluetooth. These logs are then transmitted remotely to a server. The server utilizes advanced

1
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2 Chapter 1. Introduction

Machine Learning technologies to process and analyze these sequences of logs, enabling it to
learn and understand the device’s typical behavioral patterns. Once the model is adequately
trained, it can continuously monitor and detect deviations from the normal behavior. This
approach enhances security by identifying unusual activities and reduces the risks associated
with stolen or compromised credentials. It provides a more dynamic solution to the limita-
tions of traditional authentication methods, as it continuously monitors user device behavior

rather than relying solely on simple credentials.

1.1.1 Contributions

This thesis provides the following contributions:

1. Development of an Android Application exclusive for rooted devices that efficiently

collects, filters, and transmits Android System logs to a Server.

2. Development of a Server responsible for conducting in-depth analysis and preprocess-

ing of Android System logs to extract valuable patterns from device behavior.

3. Demonstration of how Machine Learning technologies can be employed to enable Con-

tinuous Authentication, ensuring safety and protection for users.

4. Evaluation of the proposed System Architecture for continuous user authentication

based on device behavioral patterns.

1.2 Outline

The thesis is structured as follows: In Section [, the state-of-the-art Authentication Mech-
anisms are explained in depth, along with a detailed discussion of the significance of Contin-
uous Authentication mechanisms in modern Security Systems. In Section P, a comprehensive
introduction to Android System logs is provided for better understanding, including the types
of logs, their structure, and the importance of rooting an Android device to retrieve these
logs and obtain the necessary permissions. In Section §, the System Architecture is analyzed,
covering both the Android Application and the Server. This section includes details about the
user interface (UI), the main functionalities of the Application, and the key endpoints of the

Server. In Section §, the preprocessing of Android System logs is discussed, along with data
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1.2 Outline 3

preparation to serve as inputs for the Machine Learning model. In Section f, an introduc-
tion to Machine Learning technology is provided. The architecture of the Machine Learning
model is presented, detailing the two main phases—pre-training and fine-tuning—and their
respective pipelines. Finally, the evaluation results of the model are included. Last, in Section

[, the thesis concludes with a discussion of potential future work and improvements.
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Chapter 2

Authentication Mechanisms

2.1 Challenges and Limitations of Current Authentication

Mechanisms

In today’s digital world, protecting user data is more essential than ever. The most com-
mon Authentication Mechanisms [|1] today, as mentioned before, include PINs, biometrics
and two-factor authentication. While these mechanisms generally work well and provide
safety for user data, they face serious issues because these credentials are in the user’s pos-
session and can be accessed in certain scenarios. For instance, if the user is under threat from
thieves or if the device is stolen, the user may be coerced into providing these credentials.

Beyond physical threats, these mechanisms also suffer from other vulnerabilities:

* PINs: Users often choose simple or easily guessable PINs, making them susceptible
to attacks. Additionally, PINs can be observed by others through a method known as
shoulder surfing, where an attacker watches the user enter their PIN. Without additional
security measures, PINs are also vulnerable to brute force attacks, where an attacker

tries multiple combinations until the correct one is found.

* Biometrics: Biometric authentication methods, such as facial recognition, voice recog-
nition, and fingerprint scanning, offer a convenient and often more secure alternative
to PINs. However, they are not without their own set of issues. Biometric data can
be spoofed using high-quality replicas, such as silicone fingerprints or detailed photos
for facial recognition. Furthermore, once biometric data is compromised, it cannot be

changed, unlike passwords. This permanent nature of biometric data poses a significant

5
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6 Chapter 2. Authentication Mechanisms

risk.

* Two-Factor Authentication (2FA): 2FA adds an extra layer of security by requiring
a second form of verification, typically something the user possesses (like a device)
in addition to something they know (like a password). Despite its enhanced security,
2FA is not foolproof. SIM swapping attacks, where an attacker hijacks the victim’s
phone number, can enable the attacker to receive 2FA codes. This vulnerability can

undermine the additional security that 2FA is supposed to provide.

2.2 Continuous Authentication: Its Meaning and Importance
in Modern Security

Continuous Authentication (CA) [2],[3] is a security mechanism that continuously ver-
ifies a user’s identity throughout their session, rather than only at the initial login. This ap-
proach utilizes various behavioral and contextual data to authenticate the users in real-time. In
this Thesis, the proposed method involves monitoring Android System logs to analyze and
capture the device’s behavioral patterns during normal usage, reflecting the specific user’s
interaction with the device. By continuously analyzing these logs, Continuous Authentica-
tion ensures that the individual using the device remains the authorized user. This method
enhances security by significantly reducing the risk of unauthorized access, even if the initial
authentication credentials are compromised. For instance, if these credentials are compro-
mised or the device is stolen, recovery is often impossible. However, if unusual activity is
detected in the device’s behavior, the system can lock the device or prompt for the device’s

PIN, thereby preventing potential leakage of sensitive data.
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Chapter 3

Android System Logs

3.1 Overview of Android System Logs

Android System Logs are crucial records created by the Android OS to track various ac-
tivities and events occurring on a device. These logs are instrumental for monitoring system
performance, troubleshooting issues, debugging applications, and ensuring the security and
stability of the device. They provide a real-time snapshot of system behavior, helping devel-
opers and system administrators to diagnose problems and understand device usage patterns.
Analyzing these logs can reveal insights into device’s behavior, enabling the development of

efficient applications and enhancing overall user experience.

3.1.1 Types of Logs

Android generates several types of logs [4], each serving a specific purpose:

» Application Logs: These logs capture information specific to the application’s opera-
tion, including runtime messages, errors, and debugging details. They help developers
track the application’s behavior, identify issues, and understand user interactions within

the app.

* System Logs: These logs record low-level system messages, including kernel events
and system-wide errors. They are crucial for diagnosing and debugging issues related

to the operating system, drivers, and system components.

* Event Logs: These logs document significant system events such as user actions, sys-

tem alerts, and state changes. They provide insight into the sequence of events and

7
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8 Chapter 3. Android System Logs

system behavior, which is useful for tracking system usage patterns and diagnosing

issues.

» Radio Logs: These logs contain information related to radio communications, includ-
ing cellular network activity and phone-related events. They are essential for trou-

bleshooting issues related to mobile network connectivity and phone operations.

3.1.2 Structure of Logs

Android log entries [4] follow a specific structure that helps in systematically recording

and retrieving log information. Each log entry typically contains the following components:

* Timestamp: The timestamp records the exact date and time of the log entry creation.
It follows the format MM-DD HH:MM:SS.sss, where:
— MM: Month (two-digit format)
— DD: Day of the month (two-digit format)
— HH: Hour of the day in 24-hour format (00-23)
— MM Minutes (00-59)
— §8S: Seconds (00-59)
— sss: Milliseconds (000-999)

* Process ID (PID): Identifies the process that generated the log entry. It is a unique

identifier assigned by the Android OS to each running process.

* Thread ID (TID): Identifies the specific thread within the process that generated the

log entry, useful for debugging multi-threaded applications.

* Log Level: Represents the severity or priority of the log message. Common log levels,

along with their importance, are as follows:

— V (Verbose): Detailed information typically of interest only when diagnosing

problems. Importance: Low. Used for in-depth troubleshooting.

— D (Debug): Debugging information, helpful for tracking code execution and sys-
tem behavior during development. Importance: Low to Medium. Mainly used by

developers.
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3.2 Android Logging System 9

— I (Info): General informational messages about normal system operations. /m-

portance: Medium. Useful for understanding overall system health.

— W (Warning): Indicates potential issues or non-critical problems that could lead
to more serious errors. Importance: High. Requires attention but not immediate

action.

— E (Error): Signifies critical errors that affect system functionality and need im-
mediate resolution. Importance: Very High. Urgent problems requiring immedi-

ate attention.

» Tag: A string that indicates the source of the log message. It typically represents the

class or module within the application or system that generated the log entry.

* Log Message: The log message contains the actual information or event being logged.
It provides context and details about what is happening at the moment the log entry is

created.

Table B.1] shows a typical Android Log. The first row presents the log in its raw format, while
the following row breaks it down into the respective fields discussed above. As observed, the

Log Message field provides details about the device’s currently connected network.

Table 3.1: Android Log Structure

07-08 15:27:40.090 818 928 D WifiNetworkSelector: Current connected network: ”nitlab” , ID: 1
Timestamp Process ID (PID) | Thread ID (TID) | Log Level Tag Log Message
07-08 15:27:40.090 818 928 D WifiNetworkSelector | Current connected network: nitlab” , ID: 1

3.2 Android Logging System

The Android Logging System [#4] is an essential component designed to capture, store,
and manage the logs detailed in Section B.1. By leveraging this system, users can effectively
monitor device performance, diagnose issues, and track system behavior. Its primary com-

ponents include:

* Kernel Driver and Kernel Buffers: The Kernel Driver responsible for logging in An-
droid is known as the ’logger’. This driver manages the interaction between the oper-

ating system and hardware for logging purposes. It facilitates the temporary storage of
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10 Chapter 3. Android System Logs

log messages in Kernel Buffers, which are specialized memory areas within the kernel.
These buffers hold log messages temporarily before they are accessed or processed, en-

suring efficient handling and retrieval of system logs.

* Logging Classes: Logging Classes in Android are implemented in both low-level and
high-level languages. C and C++ Classes offer low-level logging capabilities and fa-
cilitate interaction with system components, allowing for detailed control over log-
ging processes. In contrast, Java Classes provide high-level APIs designed for creat-
ing, managing, and retrieving log entries within Android applications. These high-level
APIs simplify the logging process for developers by offering user-friendly methods and

functions to handle log data effectively.

* Logcat: A command-line tool used for viewing and analyzing log messages. Displays
log messages in real-time as they are generated. Also, allows developers to filter log

messages based on various criteria such as tag, priority, and process ID.

* DDMS (Dalvik Debug Monitor Server): a tool used for interacting with Android de-
vices from a development environment. It provides a graphical interface that allows
developers to view and filter log messages collected by Logcat. Additionally, DDMS
aids in debugging by offering access to device logs and various other debugging tools,

making it an essential utility for developers working on Android applications.

3.3 Logging Options for Android

The Android framework has it own set of logging options. There is a special Log [5] class
which provides the needed functionality for printing a log message. There are also several

different types of log messages, which can be used in different situations:

* Log.c: Utilized for logging messages of type ERROR. This method is typically em-

ployed within catch statements to indicate that an error has occurred.

* Log.w: Used for logging messages of type WARN (warning). This method is appro-

priate when an unusual condition arises that does not necessarily indicate an error.

* Log.i: Employed for logging messages of type INFO. This method is ideal for log-

ging useful information, such as establishing a connection to a server or successfully

Institutional Repository - Library & Information Centre - University of Thessaly
07/09/2026 14:04:21 EEST - 216.73.216.250



3.4 Log Access and Restrictions 11

completing a process.

* Log.d: Represents DEBUG messages. This method is suitable for logging debug-level

information during development.

* Log.v: Stands for VERBOSE. This method is used for general logging and is appropri-

ate for outputting detailed information about events that occur within the application.

3.4 Log Access and Restrictions

3.4.1 Log Access

To access these logs, several tools and steps can be utilized. Specifically, the following

methods are recommended:

* Android Debug Bridge (ADB) Command-Line Interface [6]: Developers and ad-

ministrators can access the logs using the ADB tool. By executing the command:
adb logcat (3.1)

,the developers can view real-time logs from a connected device, as illustrated in Figure
. Additionally, the adb logcat command offers various options to filter and format

the log output. For example:
adb logcat -s <TAG> 3.2)

filters logs by the specified tag as depicted in Figure B.2.

* Logcat [[7] in Android Studio: Android Studio provides an integrated Logcat viewer,
also mentioned in Section B.2, that displays log messages from connected devices.
Developers can use this tool to monitor and debug application behavior. The Logcat
window in Android Studio allows filtering by log level (e.g., VERBOSE, DEBUG,
INFO, WARN, ERROR, ASSERT) and searching through logs using keywords.

* Direct Access on the Device: On some devices, users and administrators can access log
data directly through the settings or developer options. This access is usually limited

to less detailed logs compared to what can be obtained via ADB.
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12 Chapter 3. Android System Logs

* Third-Party Applications: Various third-party applications are available on the Google
Play Store that can capture, view, and analyze logs on Android devices. These apps of-

ten provide additional features such as log export and advanced filtering.

Figure 3.1: Executing Logcat Command

Figure 3.2: Executing Logcat Command with Log Filtering
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3.4.2 Rooting Android Devices and Restrictions

However, there are several restrictions that must be addressed. The Android OS only
allows the retrieval of system logs when the device is connected to a PC via USB. In other
words, if someone attempts to access these logs through an application, the Android OS will
only allow access to the logs generated by that specific application. To access system logs
remotely from a device—an objective pursued in this thesis—the device must be rooted.

Rooting an Android device [8] is a challenging and complex process that involves by-
passing the device’s built-in security measures. This process requires technical expertise and
careful execution, as it can void warranties, expose the device to security vulnerabilities,
and potentially render the device inoperable if not performed correctly. During the rooting
process for the Android 10.0 device (LENOVO TB-8505F), multiple instances of software
damage were encountered before ultimately achieving success. The steps to root an Android

device are as follows:

1. Connect the device with a USB cable to the PC. Navigate in the device’s settings:

 Find Developer Options — USB Debugging — ON
* Find Developer Options — OEM unlocking — ON

2. Download the Magisk Manager application Android Package Kit (APK) file from the

web onto the PC, and install it on the device by executing the command:
adb install Magisk-v26.4.apk (3.3)
This application allows users and developers to root Android devices.

3. At this stage, the stock ROM of the device must be located online and installed. The
folder size is approximately several gigabytes and contains .img files corresponding
to the partitions of the specific device, which are used for flashing during the fastboot

process. Among these files, boot.img and vbmeta.img are of particular interest.

4. With the boot.img file, corresponding to the stock ROM, stored on the device, the file
is launched via the Magisk Manager application. The option to Patch a file is selected,

allowing the boot.img file to be chosen. This process generates another .img file named
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14 Chapter 3. Android System Logs

magisk_patched.img, which can be transferred back to the PC by executing the com-
mand:

adb pull /filepath/to/magisk patched.img (3.4)

Subsequently, this file is moved into the folder containing the previously downloaded

stock ROM for the device.

5. At this stage, the rooting process is nearly complete. On the PC, execute the following

commands:

» Wait for the device to enter fastboot mode to unlock the bootloader:

adb reboot fastboot (3.5)

* In order to unclock the bootloader now, execute:
fastboot flashing unlock (3.6)

The device will prompt for confirmation of this action.

* After confirmation, execute the following command:

fastboot flash vbmeta-disable-verification ./vbmeta.img
3.7
This command prevents the device from entering a boot loop, which is an infinite

loop. This step is crucial.

* Finally:
fastboot flash boot ./magisk patched.img (3.8)

This command overwrites the boot partition by flashing the custom patched boot
image generated in the Magisk Manager application. Once this process success-

fully completes, execute:
fastboot reboot 3.9)

and wait until the device reboots.

6. The device should now be rooted.
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Chapter 4

System Architecture

The System Architecture consists of an Android Application and a Server. The main pur-
pose is for the user to log in to the application by providing credentials (username, password).
As long as the user remains logged in, the application transmits the system logs to the Server
for further processing. This allows continuous monitoring of the device’s behavior to detect

any deviations or abnormalities that may occur. The main functionality pipeline is depicted

in Figure @.1].

Figure 4.1: System Architecture
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16 Chapter 4. System Architecture

4.1 Authenticator: A Continuous Authentication App For

Android Devices

The application was developed in Android Studio using Java, targeting devices running
Android 10.0 and higher. Approximately twenty different classes were implemented, com-

municating with each other and resulting in multiple activities within the application.

4.1.1 Ul

The Android Application Logo is illustrated in Figure #.2.

Figure 4.2: Authenticator Application Logo

When the user opens the application for the first time, they are prompted to grant supe-
ruser (root) access. This permission is necessary to enable the application to retrieve Android

system logs effectively. The corresponding dialog is displayed as follows:

Figure 4.3: Superuser Access Request for the Authenticator

If the user denies this request by selecting DENY, a new message will appear, informing

the user that the application requires superuser rights to function. The user will be guided
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to install a third-party application that facilitates granting superuser rights to the Authenti-
cator. If the user is unsure about which app to use, they are prompted to install the Magisk

application, as shown in Figure §4.4:

Figure 4.4: Instructions for Granting Superuser Rights

In the scenario where the user selects GRANT, the setup process is completed, allowing
them to interact with the Authenticator app without further interruptions. The superuser ac-
cess prompt will not appear again unless the user manually revokes superuser rights through
a third-party app like Magisk or modifies the device’s settings. The application consists of
three main user interfaces. First is the Login Page, where users enter their credentials to ac-
cess their accounts. Second is the Register Page, allowing new users to create an account by
entering a username and password. Finally, the Logged-In Page is displayed after successful
authentication, initiating the Android log capture and transmission process to the server. The

primary interface that users interact with is the Login Page, as shown in Figure [4.5.
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Figure 4.5: User Login Interface

Users can enter their credentials in the designated fields and tap the sign-in button to log
in. If a user is new and wishes to register, they can select the Don t have an account? Sign Up

option. This action will navigate them to the registration page, as the Figure §.4 illustrates.
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Figure 4.6: User Register Interface

Upon successful registration, the application redirects the user back to the Login Page.
After logging in, the main interface, referred to as the Logged-In Page, is displayed. This page
confirms the user’s successful login and displays relevant details about the user’s account.
To better illustrate this process, consider a scenario where a user registers and logs into the

application. First, the user must create an account by entering their chosen credentials:
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20 Chapter 4. System Architecture

Figure 4.7: User Register Interface Example

The passwords must match for the checkmark to turn green; otherwise, it will turn red,
and the user will be prevented from signing up. Additionally, the password must be at least
6 characters long, with the application notifying the user if the entered password is shorter.
Upon successful registration, the application notifies the user of the successful registration
and redirects them back to the login page to log in with the newly created credentials. When
logging in, the user has the option to view or hide their password during the process, as the

Figure §.§ depicts.
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Figure 4.8: User Login Interface Example

Upon successful login, the user will see their username displayed, along with a notifica-
tion indicating that their Android system logs are being captured and transmitted to the server

associated with their account, as illustrated in the Figure k9.
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Figure 4.9: User Logged In Interface Example

From this point forward, the user can close the application and continue interacting with
their device as usual. The foreground service will continue running in the background, ensur-
ing that Android system logs are captured and transmitted to the server without interruption.
At this point, it is crucial to prepare for potential scenarios. For example, what happens if
the user disables Wi-Fi while the Android Log Capture is running? In this scenario, the An-
droid Log Capture continues to record and save the logs in a file stored in the app’s internal
storage, which was created during user registration, associated with the user. The application
then notifies the user that an internet connection is required for transmitting the logs and for
proper functionality. This notification appears at the top of the screen, and if tapped, directs

the user to a page providing details about the connectivity issue, as shown in the Figure §.10.
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Figure 4.10: Wi-Fi Disabled by User During Log Capture Process

The page shown in the figure above, along with the same notification, will also appear if
the user disables the Wi-Fi while on any other page of the application. This ensures the user
is always informed about the need for internet connectivity to properly transmit the logs.
Lastly, it is possible that during log capture and transmission, the user’s login session may
expire due to the JSON Web Token (JWT) token timeout. This token is generated by the
server during the login session(as detailed in subsection §.2.1]), with an expiration date and
time to keep users logged in and the foreground service active, thereby eliminating the need
for re-authentication. If log capture is active and the JWT expires, the Authenticator notifies
the user with an appropriate message, and the foreground service is terminated. Tapping the
notification redirects the user to the login page for re-authentication, as depicted in Figure

4.11].
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Figure 4.11: User Login Session Expired Notification

4.1.2 Functionalities

The primary function of the application is to authenticate users based on their device be-
havior by transmitting the logs from the device to the Server endpoint for analysis. Given the
substantial number of logs generated daily by the Android OS—ranging from approximately
5,000 to 10,000 logs per day depending on the user’s interaction with the device—our fo-
cus is solely on logs pertaining to three key interfaces: Network, Bluetooth, Battery. After
conducting a thorough analysis to identify all relevant logs associated with these interfaces, it
was found that the Android OS does not provide any logs related to location. The Foreground
Service, as shown in Figure §.9, is responsible for filtering logs from the General System logs
based on these interfaces due to the enormous volume of logs and then transmitting them to

the Server. These logs, along with their use cases are illustrated in Table
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Functionalities

Table 4.1: Filtered Android Logs

ANDROID LOGS

TAG INTERFACE GENERATED BY USE CASE
WifiDisplayController NETWORK ANDROID OS DEVICE BEHAVIOR
NetworkinfoNotification NETWORK ANDROID OS DEVICE BEHAVIOR
WifiService NETWORK ANDROID OS DEVICE BEHAVIOR
WifiConfigManager NETWORK ANDROID OS DEVICE BEHAVIOR
netd NETWORK ANDROID OS DEVICE BEHAVIOR
WifiScanningService NETWORK ANDROID OS DEVICE BEHAVIOR
WifiConnectivityManager NETWORK ANDROID OS DEVICE BEHAVIOR
ConnectivityPacketTracker.wlan0 NETWORK ANDROID OS DEVICE BEHAVIOR
WifiNetworkSelector NETWORK ANDROID OS DEVICE BEHAVIOR
DhepClient NETWORK ANDROID OS DEVICE BEHAVIOR
MtkConnectivityService NETWORK ANDROID OS DEVICE BEHAVIOR
WifiClientModeImpl NETWORK ANDROID OS DEVICE BEHAVIOR
SettingsState NETWORK - BLUETOOTH ANDROID OS DEVICE BEHAVIOR
AdapterState BLUETOOTH ANDROID OS DEVICE BEHAVIOR
CachedBluetoothDevice BLUETOOTH ANDROID OS DEVICE BEHAVIOR
BluetoothDatabase BLUETOOTH ANDROID OS DEVICE BEHAVIOR
BluetoothAdapterService BLUETOOTH ANDROID OS DEVICE BEHAVIOR
StatusBar BATTERY ANDROID OS DEVICE BEHAVIOR
LPPeService BATTERY ANDROID OS DEVICE BEHAVIOR

The service executes the ADB command outlined in Table .2, The su [9] option is used
to run the command with superuser privileges. If this option is omitted, the command will
only capture logs generated within the Authenticator application. Accessing Android OS logs
requires superuser rights; without these privileges, the command can only capture logs gen-

erated within the application itself, excluding lower-level system logs.

Table 4.2: ADB Command for Filtering and Capturing Logs

COMMAND

su -c logcat -s WifiDisplayController NetworkInfoNotification
WifiService WifiConfigManager netd
WifiScanningService WifiConnectivityManager
ConnectivityPacketTracker.wlanO SettingsState
WifiNetworkSelector DhcpClient MtkConnectivityService
WifiClientModeImpl AdapterState LPPeService
CachedBluetoothDevice BluetoothDatabase

BluetoothAdapterService StatusBar
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4.2 Server

The server is implemented using Node.js with the Express framework, designed to man-
age user authentication and data processing efficiently. Operating over HTTP due to the
absence of a public IP, it can be easily configured for HTTPS if a public IP is provided.
The server handles concurrent requests with asynchronous processing and mutexes, ensur-
ing smooth and conflict-free operation. It integrates key libraries such as jsonwebtoken for
secure token-based authentication and bcrypt for password hashing. User data is managed
using file-based storage, while Python scripts are employed for feature extraction and data
preprocessing. The server’s core functionalities include user registration, login, and logout,
as well as the storage and processing of Android system logs. This capability allows for the
analysis of patterns and the detection of suspicious or abnormal behavior on users’ devices,

thereby enhancing overall security and performance.

4.2.1 Endpoints

The server provides a set of endpoints designed to facilitate various functionalities, in-
cluding user authentication, data retrieval, and system management. Each endpoint is tailored
to handle specific requests, ensuring efficient communication between the client and server
while maintaining security and performance. The most crucial of them are the followings,

categorized due to their specific operationals for the better understanding:
* REGISTER: The endpoints related to the register operation, are two:

— /users/register/request: When the user initiates a POST HTTP request to the
registration endpoint, they provide their username and password. The server re-
sponds by generating a random registration challenge to prevent replay attacks
and ensure the response is from the intended party. This challenge ensures the
request or response is current and not a replay of an old one. The server sends the
challenge, username, and additional relying party information back to the client,
and temporarily stores the registration request with the hashed password, utilizing
the berypt library. The client must then provide a signed challenge using their pri-
vate key, the corresponding public key for signature verification, and the relying

party information to complete the registration.
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— /users/register/request/upload/credential: Once the client (Authenticator App)
generates a public-private key pair, the private key signs the registration chal-
lenge and remains on the client device. The client then initiates a POST HTTP
request to upload the username, public key, signed registration challenge, a URI
to the log file stored solely on the client device, and the relying party information
received earlier. The URI use case is to temporarily store logs when the device is
without internet access or connection. The server verifies the relying party infor-
mation and uses the public key to validate the signature. If the signature is valid,
registration succeeds; otherwise, it fails. Upon successful registration, the server
stores the user’s credentials in the database, creates a folder for the Android logs,

and deletes the temporary registration request from the first phase.

The Registration Pipeline is depicted in the Figure #.12.

Figure 4.12: Registration Pipeline Workflow

* LOGIN: The endpoints related to the login operation, are also two:

— /users/login/request: When a user attempts to log in, they make a POST HTTP
request to this endpoint, providing their username and password. The server searches
the database for the username; if it does not exist, the request is rejected. If the
username is found, the server compares the stored hashed password with the pro-

vided password. If they match, the server generates a random login challenge,
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similar to the registration process, and sends it back along with the relying party

information and the username for verification.

— /users/login/request/upload/signature: Upon receiving the login challenge from
the server, the client retrieves the private key stored securely on the device and
uses it to sign the challenge. This signed challenge is then sent back to the server
for verification. The server first verifies the relying party information, then re-
trieves the corresponding public key associated with the user from the database.
Using the public key, the server decodes the signed challenge. When the decoded
challenge matches the original login challenge, it confirms that the user has been
successfully authenticated. At this point, a JWT is generated to maintain the user’s
session. This token is then sent back to the client application, which stores it in-
ternally. The token is associated with the authenticated user and can be used in
future requests to the server, ensuring the user remains logged in without needing

to re-enter credentials.

The Authentication Pipeline is depicted in the Figure #.13.

Figure 4.13: Authentication Pipeline Workflow

« ANDROID LOG TRANSMISSION: The endpoint related to the log capture and

transmission operation, is:

— /users/android/log/capture: When an HTTP POST request is made to this end-

point with a Username, a log entry and a JWT, the request is queued for sequential
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processing to handle one request at a time. Each request is processed individu-
ally, verifying the presence of log data and managing it accordingly. If the JWT
is still active, the log data is stored in a user-specific directory, which is created
if it does not already exist. The logs are appended to a file, and the processing
task related to anomaly detection is executed. After processing, a status code is
sent back to the client. If any errors occur, an appropriate error message is pro-
vided. If the JWT is expired, the server responds with an appropriate message.

The notification created in this scenario is depicted in Figure §.11].

The Log Transmission Pipeline is depicted in the Figure §.14.

Figure 4.14: Log Transmission Pipeline Workflow

* LOGOUT: The endpoint related to the logout session, is:

— /users/logout: Handles the user logout process. When a POST request is made
with a Username and JWT at this endpoint, the server verifies the JWT. Once
verified, the token is removed from the in-memory storage, effectively revoking
the user’s session. The server then responds to the client, confirming the user has

been logged out successfully.

The Logout Pipeline is depicted in the Figure #.13.
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Figure 4.15: Logout Pipeline Workflow
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Chapter 5

Data Pre Processing

Data pre-processing is a fundamental step in machine learning that significantly influ-
ences the success of model training. It involves transforming raw data into a clean and struc-
tured format, making it easier for the machine learning model to interpret and extract mean-
ingful patterns. This process includes tasks like removing noise, handling missing or incon-
sistent data, normalizing or scaling features, and encoding categorical variables. Effective
pre-processing ensures that the model can focus on learning relevant relationships within the
data, rather than being distracted by irrelevant or misleading information. Without proper
pre-processing, even sophisticated models can struggle to achieve accurate and reliable pre-
dictions, as unprocessed or poorly structured data can lead to overfitting, biased results, or
poor generalization to new data. Hence, data pre-processing plays a critical role in ensuring

that the machine learning algorithm can learn efficiently and perform optimally.

S.1 Parsing Android Logs

To detect abnormalities in Android System Logs, it is essential to process the logs, as they
are initially in a raw text format. The first step in this process involves using a parser to trans-
form the raw logs into structured Log Templates, which serve as a simplified representation
of the system events. Once these Log Templates are generated, they are mapped to unique
event IDs. The parser employed in this thesis to transform Android logs into log templates,
and subsequently convert those templates into event IDs, is based on the implementation
found in [[10]. This parser has been modified to suit the specific structure of Android logs

by applying a set of regular expressions to remove the dynamic variable portions from the

31
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log messages. The final step is to organize these events into meaningful sequences, which
is achieved through the Sliding Window Mechanism. This method allows the system to cap-
ture temporal patterns by analyzing overlapping segments of the log data, ultimately enabling

more effective detection of anomalies in the system behavior.

5.1.1 Unstructured Android Logs into a Structured Format

The first step in log pre-processing involves parsing the logs to transform them from an
unstructured format into a structured format. To achieve this, each log must be divided into

its corresponding fields, as shown in Table 5.1].

Table 5.1: Android Log Fields

Log Format

Date ‘ Time ‘ PID ‘ TID ‘ Log Level ‘ Tag ‘ Log Message

By specitying the log format fields and providing the corresponding regular expression
as a parameter to the parser, the log message can be divided into separate fields. This process

results in a structured Android log message, as illustrated in Figure 5.1].

Figure 5.1: Unstructured Android Log into Structured

5.1.2 Structured Android Logs into Log Templates

The next step involves extracting the dynamic parts from the structured logs. Specifically,

the log message field of each structured Android log must be processed to identify and remove
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these dynamic variables - elements. Following extensive research and analysis of the logs to
be examined, a set of regular expressions is developed to effectively isolate the dynamic
portions of each log message. These dynamic segments are then replaced with placeholders,

denoted as ”<*>", as illustrated in the Figure 5.2

Figure 5.2: Structured Android Log into Log Template

5.1.3 Log Templates to Event IDs

The process of transforming Log Templates into Event IDs involves generating a unique
ID for each template using a hash function. Specifically, the hashlib function is applied to
the encoded string representation of the Log Template, which produces a fixed-length hash

value, converted into a hexadecimal string, as the Figure 5.3 depicts.

Figure 5.3: Log Template into Event ID

In our scenario, we have a total of 264 distinct hexadecimal event IDs, as illustrated in

the Figure 5.4.
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Figure 5.4: Total Distinct Hexadecimal Event IDs: 264

For clarity, the entire process of transforming unstructured Android Logs into Event IDs

is illustrated in Figure B.3.
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Figure 5.5: Overview of the Data Pre-Processing Pipeline for Android Logs

5.2 Sequences Formation

The final step of data pre-processing involves the formation of sequences, a crucial as-
pect for the effective operation of ML models. Since the thesis model is designed for Next

Event Prediction, it is necessary to create sequences that enable the prediction of the up-
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coming event based on these sequences. In ML applications, especially in anomaly detection
and predictive modeling, the ability to analyze sequential data allows for the identification
of patterns and trends over time. By structuring the data into sequences of Event IDs, where
each ID corresponds to a specific Android log, the model can learn contextual relationships
and detect deviations that might indicate abnormalities. This sequence-based approach not
only enhances the model’s understanding of temporal dependencies but also enables it to
generalize better across varying scenarios. Given the dynamic nature of system logs, cre-
ating well-defined sequences facilitates the extraction of meaningful insights and enhances
the overall performance of the machine learning framework, which is analyzed in depth in

Chapter d.

5.2.1 Sliding Window Technique

The mechanism used to form these sequences of events is the Sliding Window technique.
The Sliding Window Technique is a powerful method used in data processing and analysis,
particularly in time-series data or sequential data contexts. This technique involves maintain-
ing a fixed-size window that moves over a dataset to extract subsets of data for analysis. In
the context of machine learning, particularly for anomaly detection or pattern recognition, the
sliding window allows models to examine overlapping segments of data sequentially. This
approach enables the capture of temporal dependencies and relationships within the data,
which are crucial for understanding trends and detecting anomalies. By analyzing these seg-
ments, the model can identify patterns, transitions, and deviations over time, leading to more
accurate predictions and insights. The sliding window technique is particularly advantageous
in environments where data is continuously generated, allowing for real-time analysis and can
be categorized into several types based on its implementation and application. Here are the

main categories:

* Fixed-Size Sliding Window [[11]: This is the most common type, where the window
moves over the dataset by a defined step size (e.g., one data point at a time) while
maintaining a constant size. Each window contains the same number of data points,

enabling consistent analysis.

* Variable-Size Sliding Window [|11],[]12]: In this approach, the window size can change

based on certain conditions or data characteristics. This flexibility allows the analysis
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to adapt to varying data distributions or patterns, capturing more significant features

when needed.

Non-Overlapping Sliding Window [|13]: This category involves moving the window
without any overlap between consecutive windows. Each window is analyzed indepen-
dently, which may simplify computations but can miss nuances captured in overlapping

segments.

Overlapping Sliding Window [[13]: Here, the window overlaps with previous win-
dows, which allows for capturing transitions and gradual changes in the data. This is

particularly useful in time-series analysis where continuity is essential.

Dynamic Sliding Window [[14]: This approach adjusts the window size and position
based on the analysis results or the detection of specific events. It is useful in scenarios

where the data exhibits sudden changes or irregular patterns.

The approach we follow is the Fixed-Size Sliding Window. By setting a constant window

size, the event IDs are grouped into sequences of a fixed length. In our case, the window size

is set to 20, meaning that each sequence consists of 20 event IDs, which correspond to 20

Android Logs. The algorithm for the Fixed-Length Sliding Window is detailed in Algorithm

.

Algorithm 1 Sliding Window Algorithm

1: Input: Dataset— > D, WindowSize— > W

2: Output: List of sequences

3: Initialize empty list sequences

4: for i <— 0 to length(D) — W do

5: Initialize empty sequence W
6: for )<~ 0toW — 1do

7: Add D[i + jlto W;

8: end for

9: Add W; to sequences

10: end for

To provide better clarity, a simple example illustrating the application of the Sliding Win-

dow Algorithm to a dataset is shown in Table [5.2.
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Table 5.2: Sliding Window Example

Dataset = [25,3,1,6,10,11]
Window Size = 3

Set of All Possible Events =[1,...,29]

ID Sliding Windows

1 [25,3,1,6,10,11]1=[253 1]
2 [25,3,1,6,10,11]1=[31 6]
3 [25,3,1,6,10,11]1=[1 6 10]
4 [25,3,1,6,10,11] =6 10 11]

Notice how the sliding window mechanism efficiently captures all elements while over-
lapping by one element at each step. This ensures that each log is thoroughly processed and
no data is overlooked. By using this overlapping approach, we maximize the coverage of
logs and create sequences that maintain continuity, which is critical for detecting patterns
and abnormalities in sequential data. This method ensures that every event is incorporated
into multiple windows, enhancing the model’s ability to learn subtle relationships within the

data.
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Chapter 6

Machine Learning Model

6.1 Machine Learning

Machine Learning (ML) [[15],[[L6] is a transformative field of artificial intelligence that
focuses on enabling computers to learn from data and make decisions without explicit pro-
gramming. At its core, ML involves developing algorithms that can identify patterns, make
predictions, and improve their performance over time as they are exposed to more data. This
capability is increasingly crucial in today’s world, where vast amounts of data are generated
daily across various domains, from healthcare and finance to entertainment and transporta-
tion. The ability to analyze and derive insights from this data drives innovations, optimizes
processes, and enhances decision-making.

The importance of ML is underscored by its applications in diverse areas, such as person-
alized recommendations, predictive analytics, and autonomous systems. Key to ML models
are their foundational layers, which include various types of neural networks and algorithms.

Among the most common layers [[17], [18] are:

* Dense (Fully Connected) Layers: These layers connect every neuron in one layer to
every neuron in the next layer, enabling complex pattern recognition and feature ex-

traction.

* Convolutional Layers: Often used in image processing, these layers apply convolu-
tional operations to extract spatial hierarchies and features from data, making them

essential for tasks like object detection and image classification.

» Recurrent Layers (RNN, LSTM, GRU): These layers are designed for sequence data,

39
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allowing the model to maintain and utilize information over time. LSTM (Long Short-
Term Memory) and GRU (Gated Recurrent Units) are specialized recurrent layers that
handle long-term dependencies effectively, crucial for tasks like language modeling

and time-series prediction.

* Regularization Layers (Dropout, L2 Regularization): Regularization layers help pre-
vent overfitting by adding noise or constraints during training. Dropout randomly de-
activates neurons, while L2 regularization penalizes large weights, encouraging the

model to generalize better and avoid learning spurious patterns.

» Attention Layers: Attention layers enable the model to focus on specific parts of the
input sequence, dynamically weighting the importance of each element. This mech-
anism is highly effective in tasks such as translation, text generation, and sequence-
to-sequence models, as it allows the model to capture long-range dependencies and

prioritize key information.

* Pooling Layers: These layers reduce the dimensionality of feature maps while retaining

important information, aiding in computational efficiency and model robustness.

* Normalization Layers: These layers stabilize and accelerate the training process by

normalizing the inputs of each layer.

By leveraging these layers, machine learning models can tackle a wide range of problems

and deliver valuable insights and solutions in various fields.

6.2 Transformers

Transformers [[19],[20],[21] are a foundational architecture in modern deep learning, de-
veloped by researchers at Google. They are designed to handle sequential data by utilizing
a mechanism called self-attention, which allows the model to weigh the importance of each
word (or token) in a sequence relative to every other word, regardless of its position. Un-
like traditional recurrent networks, which process data sequentially, transformers can pro-
cess entire sequences in parallel, leading to faster and more efficient computations. This ar-

chitecture is widely used in natural language processing (NLP) tasks, powering models like
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BERT(Bidirectional Encoder Representations from Transformers) and GPT(Generative Pre-
trained Transformer). Transformers consist of two main components: the encoder and the

decoder.

Figure 6.1: Transformers Architecture

As depicted in the Figure .1, it is observed that:

* Encoder: The encoder processes the input sequence and is responsible for extracting
relevant features and understanding the context. It is composed of multiple layers, each

containing two main sub-layers:

— Self-Attention Mechanism: This layer allows each position in the input sequence

to attend to all other positions, capturing dependencies and relationships between
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tokens.

— Feed-Forward Neural Network (FFNN): After the self-attention layer, the en-

coder has a feed-forward network applied to each position independently.

* Decoder: The decoder is responsible for generating the output sequence, often used
for tasks like translation or text generation. It also consists of multiple layers, and each

layer has:

— Self-Attention Mechanism: Similar to the encoder, but with an additional masking

mechanism to prevent future positions from being attended to during training.

— Encoder-Decoder Attention Mechanism: This layer allows the decoder to focus

on relevant parts of the encoded input sequence (output from the encoder).

— Feed-Forward Neural Network (FFNN): Like in the encoder, this applies a feed-

forward network to the attended outputs.

Real-world applications of Transformer models are exemplified by GPT and BERT. GPT
[22],[23], developed by OpenAl, is a state-of-the-art language model designed for natural
language generation, producing human-like text based on a given prompt. This highlights
the strength of Transformers in text generation tasks, as GPT relies solely on the decoder

component of the architecture to generate understandable sequences.

On the other hand, BERT [24],[25],[26] developed by Google, utilizes bidirectional at-
tention mechanisms within the encoder component to understand the full context of words
in a sentence by looking at both preceding and following words. This bidirectional approach
significantly enhances performance on various natural language understanding tasks, such as

question answering, sentiment analysis, and text classification.

In practical terms, stacking 12 encoder layers forms the BERT Base model (or 24 layers
for BERT Large), while stacking only decoders results in models like GPT, which excel in

tasks requiring sequence generation, as Figure shows.
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Figure 6.2: BERT uses encoders, GPT uses decoders

6.3 Overview of the BERT Model

The BERT model revolutionized natural language processing by pre-training a deep bidi-
rectional representation, which allows it to understand the context of a word based on both
its preceding and following words. The BERT base model consists of 12 layers (Transformer
encoder blocks), with 12 self-attention heads and a hidden size of 768 dimensions. It has ap-
proximately 110 million parameters. In comparison, the BERT large model is much deeper,
with 24 layers, 16 self-attention heads, a hidden size of 1024 dimensions, and around 340

million parameters.
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Figure 6.3: BERT Base and Large Models Parameters

Figure 6.4: BERT Base and Large Models Architecture

Unlike traditional language models that read text in a unidirectional manner (left to right
or right to left), BERT reads the entire sequence of words bidirectionally during its pre-
training phase. This bidirectionality enables BERT to better capture the context of words
in a sentence, improving its performance on various NLP tasks, such as question answering,

text classification, and named entity recognition.

6.3.1 BERT Model Architecture

As mentioned before, BERT uses a stack of Transformer encoder layers, each of which
performs a series of operations to process the input. Here’s a breakdown of key components

within a BERT encoder layer:
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e Multi-Head Self-Attention

— Self-Attention: This mechanism allows the model to weigh the importance of
each word in relation to every other word in the sequence. It captures relationships

between words at different positions in the input sequence.

— Multi-Head Attention: Instead of computing a single self-attention score, BERT
uses multiple attention heads (12 in BERT base, 16 in BERT large). Each head
learns different aspects of the relationship between words. These attention heads

run in parallel, and their outputs are combined to capture richer relationships.

* Feed-Forward Neural Network (FFNN)

After the attention layer, each token’s representation is passed through a fully
connected feed-forward neural network. This consists of two linear transforma-

tions with a Gaussian Error Linear Unit(GELU) activation in between.

The FFNN is applied to each position (token) in the sequence independently.

This layer enables non-linear transformations and captures higher-level features.

For BERT base, the hidden size of the feed-forward network is 3072.

* Layer Normalization and Residual Connections

— Residual Connections: To help with gradient flow and improve training stability,
each encoder layer employs residual (skip) connections. This means that the in-
put to a sub-layer (attention or FFNN) is added to the output of that sub-layer,

allowing the model to learn both from the raw input and the transformation.

— Layer Normalization: After both the self-attention and feed-forward layers, layer
normalization is applied. This helps stabilize and speed up the training process

by ensuring that the activations are standardized.
* Position-wise Encoding

— BERT is not inherently aware of word positions because Transformers, unlike
RNNs or CNNs(Convolutional Neural Network), do not have a built-in sense of
order. To solve this, BERT adds positional encodings to the word embeddings at
the input level, which provide information about the position of each token in the

sequence.
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* Token Embeddings

— The inputs to BERT consist of three embeddings: token embeddings (word-piece
tokens), segment embeddings (which sentence the token belongs to), and posi-

tional embeddings (the position of each token).

— These embeddings are summed and passed through the encoder layers.

6.4 Machine Learning Model Architecture

Our model leverages the various utilities and advantages offered by BERTE.3. Given
our objective of developing a model that can learn all the patterns present in the dataset, the
BERT model is the most suitable choice for this purpose. For better understanding, we will
proceed step by step, and the entire model architecture will be analyzed in subsection .4.3.
The model’s approach and architecture are inspired by the work in [27]; however, instead of
building a Transformers model from scratch, we leveraged BERT’s capabilities, as done in
[28] and [29]. The primary objective is to pre-train and fine-tune the BERT model for the

task of next event prediction.

6.4.1 Pre-Training

The initial phase focuses on learning the patterns present in the sequences by capturing the
embedding representations of the events in the dataset. To achieve this, we utilize the Bert-
ForMaskedLM from the BERT-Base Model, which retains the architecture of BERT Base
while adding an additional output layer. This output layer generates prediction probabilities
for the masked tokens, with the * [MASK]’ token assigned the ID 103. In this phase, 15%
of the events in each sequence are randomly masked during every epoch. According to re-
searchers, this masking ratio significantly aids BERT in effectively capturing patterns within
the data. As previously mentioned in the Figure 5.4, there are a total of 264 distinct events,
represented in hexadecimal format. To prepare these events for input into the BERT model,
they must be properly encoded. This process is critical, as BERT is designed with specific ID

encodings for its special tokens, which include:
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* ’[PAD]’: 0
Used to pad sequences to ensure uniform input lengths in batch processing. Padding

allows models to handle variable-length sequences efficiently.

« *[UNK]’: 100
Represents unknown tokens that are not present in the model’s vocabulary. It is used

to handle out-of-vocabulary words or tokens during tokenization.

« ’[CLS]’: 101
The classification token added to the beginning of sequences for tasks such as clas-
sification or regression. It aggregates information from the entire sequence for final

predictions.

* ’[SEP]’: 102
Serves as a separator token between different segments in a sequence, particularly in
tasks involving multiple sentences or text pairs, such as question answering and sen-

tence similarity.

* ’[IMASK]’: 103
Used during training for masked language modeling tasks. It replaces tokens in the

input, allowing the model to predict the masked tokens based on their context.

Since these IDs are already assigned to special tokens and cannot be modified, a Custom En-
coder was developed to prevent conflicts. For instance, if an event ID is assigned the encoded
ID 103, the BERT model will recognize this ID as the mask token and make predictions for it
during each epoch. Therefore, these five special IDs remain unchanged, while the remaining

hexadecimal events are mapped to distinct ID numbers, as illustrated in Figure [.5.
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Figure 6.5: Custom Encoder

The BERT vocabulary size is then modified to recognize only these values, ranging from
0 to 268, resulting in a total vocabulary size of 269. The model is pre-trained to accurately
predict the masked events. Once the model successfully makes predictions, it generates pre-
cise embedding representations for each event in the sequence. The loss function utilized is
Cross Entropy Loss combined with Softmax Activation, since its ideal for this multi-class
classification task, where the model predicts which event should replace the mask tokens.

The entire pre-training phase process is illustrated in Figure .6,

Figure 6.6: Pre-training Phase Pipeline

The pre-training loss is illustrated in Figure [6.7.
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Figure 6.7: Pre-training Loss

As observed, the minimum loss achieved after 200 epochs is approximately 0.01 for a
custom 50MB Android 10.0 dataset, which included nearly 400,000 logs. The window size
was set to 20, resulting in sequences with a length of 20 events. The batch size was set to
64, and the learning rate was configured to 2e-5. This low error loss indicates that the BERT
model effectively pre-trained on the sequences, successfully capturing event embeddings and

patterns.

6.4.2 Fine-Tuning

The next phase focuses on fine-tuning the pre-trained BERT model, as described in sub-
section [6.4.1]. Specifically, as mentioned earlier, the architecture is adapted for next-event
prediction. The output layer originally used for masked token prediction is removed, and all
parameters of the model’s Transformer encoders are frozen, as these layers have already cap-
tured the embeddings of the events in the sequences. Then, a fully connected LSTM layer is
attached to the modified model to predict the probabilities of the next event in the sequence.
The expectation is that, given the pre-trained model’s successful pattern capture and its abil-
ity to produce embeddings, the LSTM will generate accurate predictions for the last event in

each sequence. Thus, this new architecture takes input sequences of length window size - 1
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and uses the last event of each sequence as the target. Additionally, the LSTM takes times-
tamps of the logs as an extra input. These timestamps are converted into a cyclical format
(using sine and cosine transformations) to allow the model to capture the recurring nature
of time-based patterns. This conversion ensures that the model recognizes the periodicity of
time, such as hours in a day or days in a week, rather than interpreting timestamps as simple
linear values. By using cyclical timestamps, the model better understands relationships be-
tween logs that occur at similar times, improving its ability to predict events influenced also
by time. Since the sequences are formed using the sliding window technique described in Al-
gorithm [l every log in the dataset is utilized for prediction. This means that all logs present

in the dataset are thoroughly examined. The entire fine-tuning phase process is illustrated in

Figure b.§.

Figure 6.8: Fine-Tuning Phase Pipeline

The fine-tuning loss is illustrated in Figure 6.9.
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Figure 6.9: Fine-Tuning Loss

As observed, the minimum loss achieved after 700 epochs is approximately 0.1 for the
same dataset used in the pre-training phase, which included nearly 400,000 logs. The window
size was set to 20, creating sequences of 20 events. With a batch size of 64 and a learning rate
of 2e-5, this low error loss indicates that the fine-tuned BERT model makes nearly successful

predictions of the last event for each sequence of length window size - 1 in the dataset.

6.4.3 Comprehensive Model Architecture

The final stage of the model involves introducing two additional custom layers:

* SlicingLayer: This layer processes each sequence by separating it from its final event.
Specifically, for every event intended for evaluation, this layer takes a sequence of
events with a length equal to the window size and extracts the first window size - 1
events, isolating the last event. The core idea is to assess whether the event to be exam-

ined (which is the last event) could have occurred, based on the patterns and behaviors
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learned by the model during the pre-training and fine-tuning phases, given the previous

window size - 1 events.

* SequenceAbnormalityClassifierLayer: This layer serves as a classifier that processes
the outputs from the Slicing Layer (input sequence excluding the last event and the
last event) along with the probabilities generated by the fine-tuned model. It evaluates
whether the last event is included among the top-g classes with the highest predicted
probabilities. If the last event is present in the top-g predicted classes, the layer outputs
"NORMAL?”; if not, it outputs ’ABNORMAL”. The value of g represents a threshold
that determines the model’s strictness. Currently, g is set to 10. If the last event appears
among the top-10 predictions made by the model, the log is classified as normal based

on the preceding window size - 1 events; otherwise, it is classified as abnormal.

The final model architecture and pipeline are illustrated in Figure [6.10. For clarity, the
fields highlighted in light orange represent the comprehensive architecture of the model,

while the overall diagram depicts the primary flow of the pipeline’s architecture.

Figure 6.10: Comprehensive Model Architecture - Pipeline

Institutional Repository - Library & Information Centre - University of Thessaly
07/09/2026 14:04:21 EEST - 216.73.216.250



6.5 Evaluation 53

6.5 Evaluation

The architecture of the model, as depicted in Figure .10, was specifically designed to be
trained on data consisting solely of normal behavioral patterns. In other words, the dataset
will exclusively capture the default behaviors of user devices under typical conditions. The
goal is that, after training, the model will effectively learn the sequence patterns inherent
in the normal dataset. As a result, it should be capable of detecting deviations from these
learned patterns, allowing it to identify anomalous behavior that diverges from the baseline
dataset. We first evaluated the model on the normal dataset, followed by evaluations where the
dataset was randomly shuffled according to varying shuffle ratios. This approach was used to
assess the model’s accuracy in detecting deviations from normal patterns, since labeled data
is unavailable and is necessary to create custom scenarios to evaluate the model’s accuracy.
As mentioned in subsection 6.4.3, given that the model is designed to predict the next event
in a sequence, we defined abnormality based on the top-g likelihood events, where ¢ is set to
10. It is worth noting that the pre-training, fine-tuning, and evaluation phases are conducted

on a PC tower, the hardware components of which are detailed in Table [6.1].

Table 6.1: Hardware Components of the PC Tower

Component Specifications

Processor 13th Gen Intel Core 19-13900KF x &

Memory 128.0 GB DDRS5
Graphics NVIDIA GeForce RTX 4070
Disk Capacity 50TB

6.5.1 Evaluation on Normal Training Dataset

The first evaluation involves testing the model on the dataset it was trained on. The goal
here is for the model to classify all logs as normals, meaning it should make accurate pre-
dictions for the upcoming events based on the learned patterns in the sequences. While this
may seem unusual, after experimenting with various model architectures and implementa-
tions, this particular approach was the only one that successfully flagged the entire training
dataset as normal. This indicates that the model effectively captured all the behavioral pat-

terns present in the dataset, as illustrated in Figure [6.11].
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Figure 6.11: Evaluation on Normal Training Dataset

As observed, all the logs are marked as normals, as the model has effectively learned to

predict the next event based on the identified patterns.
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6.5.2 Evaluation with 5% of Dataset Randomly Shuffled

The second evaluation involves randomly shuffling 5% of the logs in the training dataset.
As a result, we expect an average abnormality rate of approximately 5%, since shuffling this

portion of the logs alters 5% of the sequences as well.

Figure 6.12: Evaluation with 5% of Dataset Randomly Shuffled

Upon examining the Figure [6.12, one might notice that the two lines representing normal
logs and abnormal logs appear similar. However, the Figure clearly indicates that the
quantity of normal logs is significantly greater than that of abnormal logs. The similarity in
the lines is due to the large volume of logs, which can obscure the differences between the

two categories.
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Figure 6.13: Evaluation with 5% of Dataset Randomly Shuffled

As observed, the model flagged 4.40% of the logs as abnormal, while the expected abnor-
mality was equivalent to the proportion of logs shuffled in the dataset. The actual abnormality

percentage can be determined using the following method:

Abnormal Logs
Actual Abnormality Percentage = El * 100 = 4.40% (6.1)
Total Logs

This resulted in an accuracy of:

Actual Abnormality Percentage
Accuracy = -y %€ 4100 = 88.04%  (6.2)
Expected Abnormality Percentage

6.5.3 Evaluation with 10% of Dataset Randomly Shuffled

The third evaluation involves randomly shuffling 10% of the logs in the training dataset.
Consequently, we expect an average abnormality rate of approximately 10%, as shuffling this

portion of the logs alters 10% of the sequences as well.
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Figure 6.14: Evaluation with 10% of Dataset Randomly Shuftled

As illustrated in Figure [p.14, the actual abnormality percentage is calculated as before:

Abnormal Logs
Actual Abnormality Percentage = El x* 100 =9.27% (6.3)
Total Logs

This yields an accuracy nearly equivalent to the second evaluation test:

Actual Abnormality Percentage
Accuracy = =Y 9€ 4100 = 92.70%  (6.4)
Expected Abnormality Percentage

6.5.4 Evaluation with 20% of Dataset Randomly Shuffled

The final evaluation involves shuffling 20% of the logs in the training dataset. Conse-
quently, we expect the average abnormality rate to be approximately 20%, as this shuffling

alters 20% of the sequences.
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Figure 6.15: Evaluation with 20% of Dataset Randomly Shuftled

The actual abnormality percentage is now:

Abnormal Logs
Actual Abnormality Percentage = J x*100 = 18.34% (6.5)
Total Logs

, resulting in an accuracy comparable to the previous evaluation tests:

Actual Abnormality Percentage
Accuracy = =Y %€ 4100 =91.72% (6.6
Expected Abnormality Percentage

6.5.5 Average Model’s Accuracy

Given the variability in the evaluation test results, which yield relatively similar accura-
cies, the average accuracy of the model can be calculated by summing all accuracy values

and dividing by the number of tests, as illustrated in the formula below:

88.04 92.70 91.72
Average Accuracy = s 3 s % = 90.82% (6.7)

Institutional Repository - Library & Information Centre - University of Thessaly
07/09/2026 14:04:21 EEST - 216.73.216.250



Chapter 7

Conclusions

7.1 Conclusion and Results

In today’s digital world, the demand for security measures has never been more critical
due to the exposure of data to various threats. While the traditional authentication mechanisms
discussed in Section . 1| remain effective for initial user verification, they fail to authenticate
users continuously. On the other hand, integrating these mechanisms with Continuous Au-
thentication systems that leverage ML technologies, can significantly enhance security and
accuracy in protecting user data. By monitoring user devices in real time, Continuous Authen-
tication enables ongoing validation of user identity without requiring additional passwords
or credentials. In scenarios where devices are stolen or credentials are compromised, they
can detect deviations from normal user behavior over time, allowing the system to prompt
for additional credentials or lock the device if suspicious activity is detected.

In conclusion, the combination of traditional and Continuous Authentication mecha-
nisms presents a comprehensive solution for protecting sensitive data continuously, ensuring

that users remain protected all the time, even in the face of evolving threats.

7.2 Future Work

The final step involves enhancing the System Architecture presented and analyzed in this
thesis to ensure greater security. By utilizing the HTTPS protocol instead of HTTP, secure
data transmission can be guaranteed through Secure Sockets Layer (SSL) and Transport Layer

Security (TLS) protocols.
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Currently, user credentials are stored in local file-system storage, allowing for efficient
management of sensitive data. To further enhance security, an integration of MongoDB as the
database solution is in progress. This integration will not only boost the safety of user data
but also provide greater flexibility in data handling. By utilizing MongoDB, a more secure
infrastructure for managing user credentials can be established.

In terms of model accuracy, the BERT Large model is proposed, as discussed in Section
b6.3. The BERT Large model features double the encoding layers and triple the trainable pa-
rameters compared to the Base Base model employed in this thesis. This increased capacity
is expected to yield better representations and more effective embeddings. Consequently, the
BERT Large model is expected to capture patterns within the dataset more accurately, leading
to improved embedding generation.

Last, rather than solely relying on Long Short-Term Memory (LSTM) networks, the ar-
chitecture can be enhanced by stacking multiple layers on top of the pre-trained model. A
combination of multiple LSTMs with Convolutional Layers is currently recognized as an

effective approach for such tasks nowadays.
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