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YNEYOYNH AHAQZH NEPI AKAAHMAIKHEZ AEONTOAOTIAZ KAl INEYMATIKQN
AIKAIQMATQN
Me TAfpn €Miyvwon TwV CUVETELWVY TOU VOUOU TEPL TIVEULATIKWY SKalwUATwyY, SnAwvw
pPNTA OTL N TapoVUoa SUTAWUATIKY Epyacia, KaBwC Kol To NAEKTPOVLKA apXEla Kal rtnyaiot
KwSIKEG TOU avamtuxBnkav 1 TpomomolBnkav ota TAaicl autng TG Epyoaoiag,
OIOTEAOUV QTOKAELOTIKA TIPOIOV TPOOWTIKNG HoU epyaciag, &ev mpooBaliouv
omotacodnmote popdrg Skawpota SavonTikng L8LoKTNOLAG, TPOCWTIKOTNTAG KO
npoowriikwy Sedopévwy Tpitwy, Sev mepléxouv £pya/slodopeg Tpitwv yla ta omoia
amatteital adsla twv dnuioupywv/Sikatovxwv kot dgv gival mPoiov UEPLKAG 1 OALKAG
avtlypadng, oL mnyég 8 mou xpnolpomnowBnkav meplopilovtal ot PBLRAoypadLkeg
avadopéC Kol HOVOV Kal TTANPOUV TOUG KAVOVEC TNG EMLOTNUOVIKAC TapdBeonc. Ta
onueia 0mou €xw xpnotuomnolnoet LOEeg, Kelpevo, apxeia n/kat mNyEg AAwV cuyypadEwv
avadEpovtal eUSLAKPLTA OTO KEWWEVO HE TNV KATAAANAN TOPOIOUT) KOl N OXETLKN
avadopd mnepllapBavetal oto TUApa Twv PBlBAloypadikwv avadopwv HE TARPN
neplypadn. Anlwvw emiong OtL T amoteAéopata  tTnG epyaciag Sev  €xouv
xpnotornownBel yla tnv amoktnon &AAou mruyxiou. Avalapfdavw TANPWE, ATOMLKA Ko
TIPOOWTILKA, OAEC TLG VOULKEG Kall SLOLKNTLKEG CUVETELEG TTOU Suvartal va pokUouv otnv
TEPLTWON KATA TV omola amodelybel, Staxpovikd, OTL n epyacia auth r TUAUa tne dev

HOU aviKeL SLOTL lval mpoidv AoyokAomng.

O AnAwv

MmeklapLav Xprnotog
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Diploma Thesis

Evaluating methods that use deep learning

to optimize caching in edge networks

Bekiarian Christos

Abstract

The rapid increase in internet traffic creates challenges in the current network
infrastructure. An emerging solution to the traffic congestion problem is edge caching, by
storing popular content near the edge of the network it reduces the traffic in the core
network. A good caching strategy is crucial for increasing system performance. Deep
learning emerges as a suitable solution, with its ability to learn user preferences and predict
what content will be frequently requested. This work presents an extensive literature
review focused on the exploration of various deep learning architectures for caching
optimization in edge networks. Initially, an overview of edge computing and edge caching
is provided, highlighting their benefits and various design possibilities, along with their
respective impact on caching performance. Then, a collection of machine learning
algorithms is presented including supervised, unsupervised, reinforcement and federated
learning. Moreover, this paper conducts an analysis of recent research publications, with a
focus on factors such as deep learning architectures and the objectives guiding their use.
Closing with, exploring implementation challenges and future research paths of utilizing

deep learning in edge caching,
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Authopatikn Epyacia

A&rohoynon pedodwv mov ypnopnomorovy fada padnon
Two TV BedtioTomoinon Tov caching og edge networks

Mmrexkiopidy Xpnotog

Iepiinyn

H toyela avénon g kivinong oto 0100ikTuo dNovpyel TPOKANGCELS OTNV TPEYOLGO
vrodoun dwktvov. Mio vTooyOuevn AV G6To TPOPANLUA TNG KUKAOPOPLOKNG GUUPOPNONG
elvar n Tpocmpvn amofNKEVOT TEPILEXOUEVOD BTNV AKPT TOV SIKTVOV, LE TNV amobnkevon
OMUOPIAOVG TTEPLEYOUEVOL KOVTE GTNV GKPT) TOV SIKTOOL, LEUDVETOL 1) KIVIOT) GTO KEVIPIKO
diktvo. M koA otpatnyikn arobnkevong ivat (oTikng onuaciog yo v Peitioon g
am6doong tov dwktvov. H Pabid pdbnorn mpoxdntel g omoTEAEGUATIKY AVGN, HE TNV
KovOTNTA TG v paBaivel TIg TPOTYNGELS TV YPNOTMV KOl VO TPOPAETEL TO TEPLEYOUEVO
mov Ba {nmbel ocvyvd. Avty m epyocio mopovowalel pwo ektevny  PipAloypagikn
OVOGKOTNOT 7OV EMIKEVIPAOVETOL otV &€epehivnon Sopop®mv apyItekToviK®V Padidg
pdonong vy tn Peitictomoinon mpoowpivig oamobrkevonsg oe diktva Akpnc. Apykd,
TOPEYETAL LI EMCKOMNOT TOV SIKTVOV AKPNG KOl THG TPOCOPIVNG amobKELONG OE AVTA,
EMONUOIVOVTOG TO TAEOVEKTNUATAE TOVS KO TIG S1ApOpeS duvaTdtTeg oyediaons, pall pe
TIC EMATMOOELG TOVS GTNV ATOJ0CT TNG TPOCMPIVIG ATOOKELGOTG. T GUVEXELN, TOPEYETOL
pioe GVAAOYN oAyopiBuv pnyoavikng padnong, cvpmeptiapfoavopévng g emPAETOpEVNS
Kot pn emPAemdpevng pabnong, g nabnong pe evioyvomn Kol TG OLOGTOVOLNKNG
uébnonc. EmmAéov, n mopovoa epyacio oedyel por avdAvon npdceATOV EPELVNTIKAOV
ONUOGCIEVGEMVY, LUE EUPAOT] GE TAPAYOVTEG OTMG Ol aPYITEKTOVIKEG Padidg pdbnong kot ot
o1dY0l Tov KaBodnyovv ™ ypnon tovc. Kieivovtag, pe ) depedhivnon tov eunddimv g
TPOKTIKNG EQAPUOYNG, KOL TOV HEAAOVTIKMY EPEVVNTIKAOV LOVOTOTIOV Ot Ypnor Pabidg

uaBNoNG o Ty TPOocmPIv) amoONKeELON TEPLEYOUEVOD GTNV AKPN.
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AEEg1G-KAEOWA: AlkTVa Gkpng, punyavikn pdnon, padid padnon, arodnkevon

TEPIEXOUEVOD, ONUOTIKOTNTO TEPLEYOUEVOL, EKPOPTMCT KLUKAOPOPIOG
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Chapter 1 Introduction

The rapid growth in data traffic and the surge in the number of users accessing online
services pose significant challenges to traditional computing paradigms. According to the
latest data analysis from DemandSage [1] on average 900 thousand new users, connected
to the internet for the first time every day from 2018 until today. Additionally, Data
Reportal [2] in their October 2023 report, estimated the number of current internet users
being 5.3 billion which equates to about 65.4 percent of the world’s population and is
expected to reach 6.54 billion by 2025, while the projected number of networked devices is
expected to reach 27.1 billion by the conclusion of 2023. These results are in line with
Cisco’s prediction for 2023 [3], that also predicts an increase in loT devices with the
number of Machine-to-Machine connections (M2M) rising to 14.7 billion and an estimate
of 82.5 percent for all web traffic to be video. According to a report by Sandvine [4] in
2022, video traffic jumped by 24 percent and comprised 65 percent of all internet traffic.
While Statista’s report for 2022 [5] found the total mobile video traffic at 60,889 Petabytes
per month, about 15 gigabytes per smartphone user and forecasts a four time increase by

2028 [6].

It is evident that the rapid rise in online traffic, fueled by the expansion of Internet of
Things (IoT) devices and the increasing popularity of Video on Demand (VoD) services,
creates unprecedented challenges for digital infrastructure. loT devices, with their diverse
applications ranging from smart homes to industrial sensors, generate vast amounts of
time-sensitive data, placing demands on networks for real-time processing. Concurrently,
the surge in VoD services contributes to heavy and unpredictable traffic, leading to
bandwidth issues and latency concerns, especially during peak demand periods. As the
digital landscape continues to evolve, there is a pressing need for innovative solutions to
handle this surge in online activity. Robust and scalable approaches, such as edge
computing, smart caching strategies, and optimized network configurations, are becoming
essential to ensure the efficient processing and delivery of time-sensitive data, meeting the
requirements of IoT devices and VoD services while providing users with seamless and

high-quality experiences.
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Web caching in edge networks is a crucial strategy to enhance the efficiency and
responsiveness of content delivery. Unlike traditional caching methods that rely on
centralized servers, edge caching brings the caching infrastructure closer to the end-users,
reducing latency and optimizing the utilization of network resources. In edge networks,
caches are strategically deployed at the network's edge, in proximity to users. This allows
frequently accessed content to be stored locally, minimizing the need for repeated requests
to the origin server. By utilizing edge caches, web applications can deliver faster response
times, reduce server load, and mitigate the impact of latency, resulting in an overall

improved user experience.

A good caching strategy is essential to improving network performance. Conventional
methods may rely on static rules or predefined algorithms, which might fall short in
accurately predicting the most effective caching decisions for the current spatial and
temporal conditions. This is where deep learning emerges as a powerful solution. Deep
learning algorithms excel in learning intricate patterns from historical data and adapting to
evolving conditions. By harnessing the capabilities of deep learning algorithms at the edge,
these caching methods dynamically analyze patterns in user behavior, content popularity,
and network conditions, to make real-time predictions to intelligently anticipate and store
content locally at the edge. This adaptive approach ensures that frequently requested
content is readily available, minimizing latency and enhancing overall system performance
and enables a more responsive context-aware approach, addressing the limitations of

traditional caching methods and enhancing overall system performance in edge networks.

The aim of this work is to explore different methods for addressing the edge caching issue
using deep learning. By functioning as an index and guide, it helps clarify the implications
and complexities associated with edge caching using deep learning while also examining

the trends in problem selection and solution approaches.

1.1 Scope

While Video on Demand and (VoD) content and IoT data are the areas benefiting most
from edge caching due to the big amount of data and their time sensitive nature. VoD takes

up the majority of all internet traffic and has a lot to gain from an efficient caching
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strategy, based on content popularity prediction, an area where deep learning methods
excel. [oT data benefit from edge caching in a different way, by utilizing the computational
capabilities of the node, sensor data is processed and evaluated closer to the point of
generation, increasing the responsiveness, and decreasing network traffic. Specifically,

Vehicle to any device (V2X) communication has seen a lot of interest in the research field.

Due to the different utilization of edge node resources by VoD an IoT, attempting to
analyze these two areas of research together would be overly ambitious. Therefore, this
work directs its focus away from IoT data and focuses more closely on VoD and general

content-related topics.

The primary objective of this work is to present research concerning the application of
deep learning in edge caching. Given the dynamic nature of this field, verifying the
methodology, assumptions, or conclusions of such research is a formidable challenge.
Hence, it lies beyond the boundary of this work to conclusively verify or challenge the

accuracy of the research findings presented.

1.2 Relevant work

A number of surveys have covered the subject of optimizing caching in edge caching with
deep learning, below together with Table 1.1 the most relevant surveys and their aim is

presented.

In [7] the authors provide a comprehensive overview of mobile edge parameters, primarily
focusing on non-learning-based approaches. In contrast, [8] adopts a social-aware
approach, emphasizing the wuser’s characteristics, while [9] concentrates on the
implementation of reinforcement learning techniques. Additionally, [10] delves into the
use of transfer learning, where [11] focuses on the challenges associated with deep learning
implementation, while [12] explores how deep learning can enhance applications.
Furthermore, [13] extensively examines the implications of federated learning, [14] shifts
the focus to proactive caching strategies, whereas [15] investigates various application and
implementation scenarios for deep learning in edge networks. Finally, [16], [17], and [18]

examine papers using various machine learning models.
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While the subject of deep learning in edge caching has been visited many times, this work

adds value by reviewing different and latter papers than the ones visited before.

Table 1.1 Relevant Surveys

Reference | Main Contributions

[7] Conducts a comprehensive survey of mobile edge caching and informs on the
advantages and challenges of mobile edge caching

[8] Provides a comprehensive review of the existing social-aware caching approaches
in edge computing

[9] Discusses the intricacies of the different networking architectures and targeted
performance metrics on the operation of RL-aided edge caching

[10] Explores the use of artificial intelligence for data caching in wireless networks to
optimize performance

(1] Discuses deep learning applications for 5G, and addresses new applications
standardization efforts, and challenges in mobile edge computing

[12] Explores how advancements in deep learning can improve applications at the edge
of the network, focusing on smart multimedia, transportation, city, and industry

[13] Explores the implementation of federated learning in edge caching as a solution to
privacy concerns

[14] Evaluates machine learning methods for proactive caching

[15] A survey on applications of machine learning for in-network edge caching

[16] Discusses Al's significance in edge devices, presents optimization methods, and
addresses security concerns
Investigates scenarios, implementation methods, technologies, and challenges to

[17] :
foster the use of deep learning on the edge
Explores the potential of edge caching in 5G networks to alleviate core network

[18] . - ) .
congestion and reduce latency. Focusing on deep learning for data caching

1.3 Structure

The rest of this work is organized as follows. Chapter 2 offers a comprehensive overview
of edge computing and caching, covering the potential locations for the cache storage,

caching criteria, various caching schemes, as well as the assumptions and challenges in this
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domain. Chapter 3 presents the typical neural network structures, highlighting their
strengths and weaknesses, including architectures from supervised, unsupervised,
reinforcement and federated learning. Chapter 4 presents a variety of research papers,
providing summaries and descriptions for the proposed schemes and points out trends in
the problem selection and solution approaches. Chapter 5 discusses the challenges while
researching edge caching with deep learning as well as potential future research directions,

while Chapter 6 provides a summary of this work.
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Chapter 2 Edge Caching Overview

2.1 Edge computing introduction

2.1.1 Web caching

Caching is a mechanism employed in computer systems to enhance the efficiency and
speed of data retrieval by storing frequently accessed information in a temporary storage
location, known as the cache. This practice is particularly crucial in scenarios where
accessing data from the primary storage, such as a remote server, incurs significant time
and resource overhead. By storing a copy of frequently requested data closer to the point of
use, subsequent requests can be fulfilled more swiftly. This method significantly reduces
latency, improves response times, and optimizes overall system performance. The main
operation of a cache is shown in Figure 2.1, if the user requested content is stored in the
cache it is downloaded from that local memory, if it is not, then the content is requested
from the server, then it is decided if the content will be cached and if so, what content will
be evicted, depending on the replacement/eviction strategy. Having a good caching policy
can significantly improve system performance by improving response times helping save

bandwidth and minimize the server load.

Figure 2.1 Caching Procedure
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2.1.2 Cloud computing

Cloud computing is on-demand access to computing resources, applications, servers
(physical and virtual), data storage, development tools, networking capabilities, and more
via the internet. It replaces the need for local servers and traditional infrastructure and is
hosted at a remote data center under the management of a Cloud Services Provider (CSP).

This model provides users with on-demand access to a diverse range of computing
services, including storage, processing power, and applications, without the need for
significant upfront investments in hardware and maintenance. Figure 2.2 illustrates the
general architecture of mobile cloud computing which contains 2 tiers, the cloud, and the
mobile network. All the requests from the user devices are processed and served by the

cloud server [19], [20].

Figure 2.2 Architecture of Cloud computing [20]

The rapid rise web traffic data generated by IoT devices and demand for VoD services
poses significant challenges for cloud computing. As the number of IoT devices continues
to surge, the volume of data they produce grows exponentially, straining cloud
infrastructure's capacity to store, process, and manage such vast datasets, leading to
increased network congestion as they communicate with cloud servers for data processing
and storage, affecting the timely processing of critical information. Simultaneously, the

popularity of VoD services places a substantial burden on cloud networks due to the large-
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scale streaming of video content. This can result in bandwidth issues, latency, and
degraded user experiences, particularly during peak demand periods. To combat these
challenges edge computing has emerged as a potential countermeasure, offering a

distributed and decentralized approach to data processing [19], [20].

2.1.3 Edge computing

Edge computing or edge networks refers to a decentralized computing paradigm where
data is processed closer to its source or "edge", such as the end-users or the devices
generating the data. Unlike traditional cloud computing, where data processing occurs in
centralized data centers, edge computing involves processing data near the location where
it is generated, reducing the need to send vast amounts of data to distant data centers for
processing. As shown in Figure 2.3 this typically implies the addition of a backhaul node
with storage and computational capabilities. This approach brings computation and data
storage closer to where it's needed. Edge computing is often used in scenarios where real-
time data processing is crucial, such as in IoT devices, autonomous vehicles, industrial
automation, and various other applications requiring immediate processing or decision-
making. This concept has gained prominence due to the increasing demand for faster data
processing, reduced latency, and the growth of applications that rely on real-time data
analysis and decision-making. In the world of edge computing, various different

implementations proposals exist [7], [20], [21].
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Figure 2.3 Architecture of Edge Caching [20]

These include Cloudlet, Micro Data Centers (MDCs), Fog Computing, and Mobile Edge
Computing (also known as Multi-access Edge Computing). However, the edge computing
community hasn't agreed on the standard’s definitions, architectures, and protocols yet. To
simplify, all these technologies are collectively referred to as "edge computing." In the
section bellow as well as table 2.1 a quick overview of the different concepts and the

characteristics of each proposal are presented.

Table 2.1 Comparison of various computing paradigms, modified from [22]
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2.1.4 Cloudlet and micro data centers

Cloudlet, introduced by Carnegie Mellon University [23], is a network element merging
mobile and cloud computing and its architecture is presented in Figure 2.4. Positioned as
the intermediary layer among mobile devices, and the primary cloud infrastructure these
small clusters are placed near mobile devices in places like buildings or shopping centers,
serving as a micro cloud. These clusters aid in processing, offloading, and caching tasks.
Cloudlet employs virtualization management technologies to better assist mobile
applications. Its primary goal is to bring cloud benefits to mobile users, aiming for faster,

more efficient processing with lower latency [12], [15], [20], [23].

Figure 2.4 Architecture of Cloudlets [20]

Micro Data Centers (MDCs), initiated by Microsoft [24], share a resemblance to the
concept of cloudlet as they're also intended to complement the existing cloud
infrastructure. They function as smaller-scale versions of data centers, aiming to expand
the capabilities of larger cloud data centers. The core concept involves bundling all
necessary computing, storage, and networking equipment into a single enclosure, creating
a self-contained and secure computing environment. This setup caters to applications
demanding lower latency or devices with limited battery life or computing capabilities.
Various MDCs are interlinked via a backbone network, enabling more efficient and

intelligent computation, caching, and management [12], [15], [20], [24], [25].
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Institutional Repository - Library & Information Centre - University of Thessaly
01/09/2026 02:51:17 EEST - 216.73.216.156



2.1.5 Fog computing

Fog computing, initially introduced by Cisco [26], represents a computing framework
aiming to extend cloud computing services to the farthest edges of enterprise networks. A
key aspect of Fog computing is its reliance on a fully distributed multi-tier cloud
architecture that integrates numerous devices and large-scale cloud data centers as
presented in Figure 2.5. Within the Fog computing model, data processing takes place at

Fog nodes, typically positioned at the network gateway [12], [15], [20].

Figure 2.5 Architecture of Fog Computing [20]

While cloud and Fog paradigms offer a similar range of services like computing, storage,
and networking, the distinct deployment strategy of Fog computing targets specific
geographic regions. This structure serves as a high-level platform enabling numerous [oT
devices to interconnect through distributed Fog nodes, facilitating collaborative services.
These Fog nodes are primarily engineered to offer enhanced support for IoT devices,
especially in applications requiring real-time responses with minimal latency, such as
interactive and IoT applications. Unlike Cloudlet and MDCs, Fog computing places a
stronger emphasis on IoT applications, with a specific focus on real-time responses and

less latency [12], [15], [20].
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2.1.6 Mobile edge computing

The concept of Mobile Edge Computing (MEC) was initially standardized by the European
Telecommunications Standards Institute (ETSI) [27]. It centers on positioning computing
capabilities and service environments at the cellular network's edge. It is important to note
that while cloudlets primarily utilize virtual machines for virtualization, MEC and Fog
prioritize the use of containers. The main goal is to offer faster response times, location
awareness, and better data capacity. By setting up edge servers on cellular base stations,
users can swiftly introduce new applications and services as shown in Figure 2.6. This
setup is particularly beneficial for IoT devices as it allows direct service to these devices in
a single hop, streamlining data processing and enhancing convenience [12], [15], [20],

1221, [27].

Figure 2.6 Architecture of Mobile Edge Computing [20]
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2.1.7 Edge caching

Edge caching involves utilizing the storage and computational capabilities inherent in edge
computing to store frequently accessed content in node storage. This strategy aims to
minimize redundant data traffic and enhance overall system performance. Figure 2.7
illustrates a network architecture implementing the previously mentioned proposals, while
Figure 2.8 presents the classification framework for various aspects of edge caching
decisions. This framework encompasses considerations such as caching location, criteria,
schemes, as well as the assumptions and challenges in research are presented. These

aspects will be explored in depth below.

Figure 2.7 Architecture of a mobile edge network [14]
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Figure 2.8 Classification structure of edge caching , modified from [18]

2.2 Caching locations

Even though different standards are proposed the idea of bringing the processing and
storage closer to the user and adding a node of some sort remains the same across all
proposals. While most works explored are using the Mobile Edge Computing standards
and the Fog computing standards the similarity in how these approaches operate and can be
implemented makes addressing edge computing as a whole, rather than every proposed

standard separately, more comprehensible, and efficient [14].

The standard, this work will use going forward is the one depicted in Figure 2.7. Caching
units can be strategically placed across various components of a mobile network, including
the core network, radio area networks, and user devices, to meet the needs of mobile users.
The mobile caching places will be discussed below since the challenges the core network

faces in caching are the same with the mobile edge caching but lesser [14].
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Figure 2.9 Caching locations , modified from [7]

2.2.1 Base stations

In edge networks, Base Stations (BSs) play a pivotal role as caching locations, by bringing
content closer to mobile users working to enhance content delivery and reduce latency. The
deployment of base stations in Heterogeneous Networks (HetNets) encompasses various
types, each contributing uniquely to the caching architecture. Macro Base Stations (MBS),
with their extensive coverage, act as central hubs for caching popular and frequently
accessed content. Small Base Stations (SBS), characterized by their compact footprint and
improved capacity, efficiently cache data in denser urban areas where network demands
are higher. Femto Base Stations (FBS) cater to localized and indoor environments,
ensuring content proximity for better user experiences in residential or enterprise settings.
Pico Base Stations (PBS), being the smallest in scale, address ultra-dense scenarios by
optimizing caching for micro-cells. In HetNets, these diverse base stations collaboratively
form a seamless network fabric, ultimately fostering a dynamic and responsive edge
environment. However, caching at BSs faces challenges such as limited coverage,

uncertainty in wireless connections, and inter-cell interference [7], [28], [29], [30].
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2.2.2 Cloud/Fog radio access networks and baseband units

The Cloud Radio Access Network (C-RAN) or often called Fog Radio Access Network (F-
RAN) represents a transformative advancement in mobile network architecture, integrating
technologies from both the wireless and information technology sectors to enhance spectral
efficiency and energy efficiency. At the core of C-RAN lies the decentralization of
traditional base stations into distributed Remote Radio Heads (RRHs) and a centralized
Baseband Unit (BBU) pool, a general C-RAN architecture/system is presented in Figure
2.10. This separation allows RRHs to focus on radio frequency functions, catering to high
capacity demands in densely populated areas, while the virtualized BBU pool facilitates
large-scale collaborative processing, cooperative radio resource allocation. and intelligent
networking. The communication between RRHs and the BBU pool is facilitated by the

common public radio interface protocol, ensuring constant bit rate [7], [22], [31].

Figure 2.10 A general C-RAN system, [31]

In C-RAN, baseband processing and control functions are moved from individual base
stations to a centralized data center. This centralization enables more efficient resource
allocation, dynamic load balancing, and centralized coordination of multiple base stations.
By pooling resources and virtualizing network functions, C-RAN offers scalability,
flexibility, and cost savings for mobile operators. Additionally, C-RAN facilitates the

deployment of advanced technologies such as network slicing, and Software-Defined
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Networking (SDN), paving the way for future-proof mobile network architectures capable
of supporting diverse services and applications with varying requirements. C-RAN's
centralized approach not only addresses capacity fluctuations but also enhances energy
efficiency in mobile networks by leveraging shared storage and computing resources
through virtualization. However, realizing the full potential of C-RAN requires efficient
fronthaul connections with stringent throughput and latency requirements. Moreover, while
MEC complements C-RANSs by reducing latency and improving local user experience, it
possesses lesser processing power and storage compared to the centralized cloud

infrastructure [7], [22], [31].

By integrating edge caching with C-RANs, neighbor edge devices are now able to provide
the data that User Equipment (UEs) request. Next, a more effective data fetching strategy
should be created to assist in determining where to retrieve the data from and the related
route if the data requested by a UE is not cached in these devices. While edge caching at
UEs and RRHs has several advantages, there are a number of technical difficulties when
implementing it in C-RANs. Firstly, determining the edge cache strategy involves
balancing the frequency of data updates to optimize user experience while minimizing
fronthaul resource consumption. Additionally, designing an effective edge cache strategy
relies on understanding the popularity of data, which can be challenging when dealing with
incomplete information. Secondly, devising a data fetching strategy becomes crucial with
edge caching in C-RANSs. If the requested data isn't cached in nearby devices, a robust
strategy must determine where to fetch the data and the corresponding route efficiently.
Lastly, optimizing RRH association presents a challenge, especially considering that one

UE is often served by multiple RRHs simultaneously in C-RANs [7], [22], [31].

2.2.3 User equipment

Modern smartphones are evolving to possess advanced computing and storage capabilities,
enabling them to function as local caches for storing and sharing content directly with
other UEs through Device-to-Device (D2D) links utilizing licensed-band (e.g., LTE) or
unlicensed-band protocols (e.g., Bluetooth and Wi-Fi) [7], [32], [33].

This caching strategy, known as D2D caching, involves the base station monitoring
caching status in each UE, directing requests to nearby devices with the desired content if
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available, and resorting to downlink transmission from the BS if needed. D2D caching
enhances spectrum utilization, energy efficiency, and throughput while enabling novel
peer-to-peer and location-based applications. Additionally, caching at the UE level fosters
a more resilient network architecture by alleviating the burden on central servers,
particularly during periods of peak demand, thus enhancing the scalability and reliability of
edge networks [7], [32], [33].

However, caching in user equipment within edge networks also presents certain
disadvantages. One primary drawback is the limited storage capacity and processing power
inherent in many consumer-grade devices, which can constrain the amount and types of
data that can be effectively cached. This limitation may result in frequent cache evictions
or reduced cache hit rates, leading to increased latency and decreased performance for
users. Additionally, interference from neighboring D2D pairs, poses a tradeoff between
cache hit probability and interference, influenced by collaboration distances. Social
relationships also influence D2D caching, affecting content delivery routing path selection
and predicting future requests, thereby contributing to a more resilient network architecture
during peak demand periods. Moreover, caching at the UE level may raise privacy and
security concerns, as sensitive or personal data stored locally could be vulnerable to
unauthorized access or exploitation. Additionally, managing and synchronizing cached
content across a multitude of diverse devices within the network can be complex and
resource-intensive, posing challenges in maintaining consistency and coherence in cached

data[7], [32], [33].

2.3 Caching criteria

When evaluating a caching scheme, several criteria can be used to determine performance,
every scheme targets one or more of these metrics depending on the constraints of the
problem they are trying to solve or the target they aim to achieve. The different caching
criteria are presented in Figure 2.11. The most common metric to improve upon in cache

performance is cache hit rate because several of the other metrics are related to it.
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For example, a cache miss means the content will have to be fetched from the server,
thereby negatively impacting every other metric such as energy consumption, response

time and throughput [34].

Figure 2.11 Caching criteria, modified from [7]

2.3.1 Cache hit rate and probability

The cache hit rate reflects the historical efficiency of a cache by measuring the percentage
of times a requested piece of data is found in the cache as opposed to having to fetch it
from a slower, larger memory or storage. It is calculated as the ratio of cache hits to the
total number of memory accesses. A high cache hit rate means the cache is storing

frequently accessed data resulting in better system performance [34].

On the other hand, cache hit probability is a predictive measure that estimates the
likelihood of a cache hit for a specific memory access scenario. It considers various factors
such as cache size, block size, and access patterns to determine the probability that a given

memory access will find the required data in the cache [34].

While cache hit rate provides retrospective insights into past performance, cache hit
probability offers a forward-looking perspective, aiding in the theoretical analysis and
optimization of caching systems [34].
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2.3.2 Response time

Response time also known as end-to-end delay or latency is defined as the total time it
takes from the content request generation by the user to the delivery of that content and is
influenced by many factors like network condition, routing efficiency, network congestion
and many more. The single-hop network delay typically involves three elements: data
transmission delay, queueing delay, and propagation delay. A low response time is critical
for time-sensitive application like online gaming, real time video streaming, smart city
applications and industrial IoT devices, where delivery of the content after the deadline

constraint makes the contents value obsolete [7], [34].

In the reviewed work the authors try to minimize the response time with different methods,
creating a good proactive caching policy is a common approach so that frequently accessed
content can be retrieved from the local cache reducing the average response time. In coded
policies, meaning the content can be broken into pieces and saved across many base
stations, like [35] storing the content pieces close to each other reduces the fetching time.
Content placement is also very important to reducing time delay, caching the content in the
area of the base station they user will be rather than the one request was made from is
pivotal [36]. In reference [37], the authors propose a deadline-aware policy designed to
predict the deadline of content by estimating both soft and hard deadlines, indicating when
the content becomes less useful or obsolete. The policy aims to prioritize meeting as many
deadlines as possible, ensuring timely delivery of content before it loses relevance or

utility.

2.3.3 Energy efficiency

Energy efficiency refers to the optimization of energy consumption. By storing frequently
requested content closer to end-users, edge caching minimizes the need for data
transmission over longer distances, thereby reducing energy consumption associated with
backhaul communication. This optimization is crucial in heterogeneous network
environments, where various factors such as cache size, caching cost (power consumption
per bit stored), and the number of requests influence energy efficiency. By employing
energy-efficient caching strategies at the edge, such as proactive caching policies, and
intelligent cache replacement algorithms, energy consumption can be minimized while
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ensuring high-quality service delivery. Energy-efficient edge caching not only improves
the user experience by decreasing latency and enhancing content accessibility but also
increases cost-effectiveness, by lowering the energy demands associated with data
processing and delivery. This aligns with the strategic objectives of network businesses
aiming to reduce operational expenses while maintaining high-quality service delivery and

customer satisfaction leading to a broader adoption of edge computing [34], [38], [39].

2.3.4 Spectral/spectrum efficiency

Spectral efficiency is a metric in telecommunications, measuring the amount of
information transmitted within a given bandwidth. It signifies a communication system's
capacity to optimize data rate or throughput within a specific frequency spectrum, crucial
for maximizing radio frequency resources in wireless networks. With the escalating
demand for data transmission in modern wireless communication systems, ranging from
voice calls to high-definition video streaming, enhancing spectral efficiency becomes

imperative [34], [39].

Higher spectral efficiency allows for more data transmission within the available
bandwidth, vital for efficient spectrum utilization as network densities increase with more
users and devices. To enhance spectral efficiency, strategies like network densification by
deploying more small cell base stations in a base stations range and implementing caching
techniques have been proposed. Storing frequently accessed content closer to end-users,
reduces the need for data transmission over longer distances, thereby improving network

throughput and reducing congestion [34], [39].

2.3.5 Throughput

Throughput in a wireless network refers to the rate of successful data transmission over a
certain period of time. It represents the efficiency of data transmission and reception
processes, indicating the amount of data successfully transferred over a certain period.
Throughput is influenced by several key factors, including the number of antennas at the
base station, user cache size, transmit power, and the chosen caching strategy (uncoded or

coded). Higher throughput signifies better network performance and faster data transfer
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rates, which are crucial for ensuring seamless communication services to users.
Additionally, factors such as bandwidth availability, signal strength, interference, and
network congestion also impact throughput, ultimately determining the overall quality and

reliability of the wireless network's data transmission capabilities [34].

2.3.6 Quality of experience

Quality of Experience (QoE) refers to the subjective assessment of an individual's overall
satisfaction or perception of a service, product, or system, typically in the context of digital
technology and communication services. Unlike traditional Quality of Service (QoS)
metrics, which focus on objective technical parameters such as latency, throughput, and
error rates, QoE considers the user's perception, preferences, and expectations. It
encompasses various factors including usability, responsiveness, reliability, and emotional
response, all of which contribute to the user's holistic experience. QoE in networks is
dependent on several key elements of network performance metrics which directly
influence the responsiveness, reliability, and smoothness of network communication.
Additionally, the reliability and availability of the network play a critical role, as users
expect uninterrupted service and minimal downtime. Congestion and traffic management
are also significant determinants of QoE, as network congestion can lead to delays and
reduced throughput, especially during peak usage times. Moreover, the efficient delivery of
content, particularly for multimedia streaming services, is crucial for ensuring a positive
user experience, with factors such as buffering, resolution, and playback consistency
directly impacting QoE. Overall, achieving high QoE in networks requires a holistic
approach that considers both technical and user-centric aspects to deliver satisfactory

experiences in networked environments [34], [40].

2.4 Caching scheme

The choice and implementation of caching strategies significantly impact system behavior,
including resource utilization, scalability, and data consistency. Thus, understanding the
intricacies of caching strategies and their implications is essential for designing robust and
high-performing systems in modern computing environments. This introductory paragraph
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sets the stage for exploring the mechanics, significance, and implications of caching

strategies in system design and operation.

Figure 2.12 Caching schemes, modified from [7]

2.4.1 Policy vs learning based.

Policy-based caching policies involve predetermined rules and strategies for deciding what
content to cache and when. These policies are established based on fixed guidelines and
specific criteria such as content popularity, file size, or the available cache space. Policy-
based caching relies on predefined rules and does not adapt dynamically to changing

network conditions or evolving content.

Least Recently Used or LRU, is a popular content replacement algorithm employed in
computer systems for efficient memory management. The fundamental principle behind
LRU is to prioritize retaining the most recently accessed content in memory and evicting
the least recently visited when the cache is full. This algorithm assumes that recently used
content is more likely to be requested again in the near future, improving the utilization of
available memory. Its implementation involves tracking and managing the usage history of

content, ensuring that the system retains the content most relevant to ongoing processes.

Least Frequently Used or LFU is a page replacement algorithm used in computer systems

to manage memory efficiently. LFU removes the least frequently accessed content from
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memory when new content needs to be loaded. The key criterion for eviction is the
frequency of content access, and LFU aims to retain content that is requested less
frequently. If multiple contents have the same access frequency, LFU may consider other
factors for replacement. This algorithm proves valuable in scenarios where understanding
the historical usage pattern of pages is important for optimizing memory utilization. LFU

enhances the overall system performance by intelligently swapping out less relevant data.

Learning-based content caching policies utilize machine learning, or algorithms that adapt
and evolve over time. These approaches analyze historical data, user behavior, and
network conditions to predict and make caching decisions. Learning-based caching
continuously refines its strategies, considering changing content popularity, user
preferences, and network dynamics. By learning from past experiences and adapting to
current trends, learning-based caching policies aim to optimize content placement and

retrieval dynamically.

The studies examined in this work propose learning-based content caching policies and
mostly compare them to policy-based techniques to assess their effectiveness. This is
because, policy-based techniques are the primary methods used in the industry and are
considered the gold standard. However, with the recent surge in machine learning
algorithms, researchers are exploring learning-based techniques as more efficient potential

alternatives.

2.4.2 Proactive vs reactive caching

Proactive caching policies rely on accurate predictions of content popularity to foresee if a
file will gain popularity in the future. This method utilizes historical user preferences and
past content request data to make these predictions. By pre-fetching files and distributing
them to cache-enabled edge nodes, proactive caching aims to alleviate the impact of
network load fluctuations. Based on the anticipation of user requests, proactive caching
policy chooses which contents should be cached before they are requested. To increase
caching performance and ensure QoS requirements, proactive caching typically makes
advantage of the estimations of request patterns (such as user mobility patterns, user
preferences, and social interactions). The advancement of machine learning and big data
analytics makes it beneficial to cache popular information locally before requests come in.
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Proactive caching improves the caching efficiency by pre-downloading popular contents

during off peak times and serving predictable peak-hour demands [9], [28].

Unlike proactive caching policies, which make predictions about future content requests
based on historical data, reactive policies reactively adjust caching decisions in real-time
based on the current system states or user interactions. Since policy-based schemes
inherently react to the system and cannot predict future popularities, all policy-based
strategies are reactive. However, there are policies that integrate machine learning
algorithms to analyze real-time data and user interactions, enabling them to adaptively
adjust caching decisions. By harnessing the power of machine learning, these policies can
dynamically learn and respond to evolving access patterns and system conditions,
optimizing cache hit rates and resource utilization more effectively than traditional reactive
policies. This approach often involves the utilization of sophisticated feedback
mechanisms and heuristics to continuously refine caching decisions based on the most up-

to-date information available [17].

In recent research endeavors, there has been an appearance of schemes that combine both
proactive and reactive caching strategies. These hybrid schemes aim to capitalize on the
strengths of each approach, combining proactive techniques, which anticipate future
content demands based on historical data, with reactive methods that dynamically adjust
caching decisions in real-time. By blending these approaches, these schemes strive to strike
a balance between the benefits of proactive caching, such as improved hit rates through
anticipation of popular content, and the adaptability of reactive caching to handle volatile

access patterns and system conditions [41], [42].

2.4.3 Cooperative vs uncooperative caching

Cooperative or collaborative caching involves multiple cache servers working together to
improve the overall efficiency of the caching system. When a request for data is made, the
cache servers collaborate to determine the most suitable server to fulfill the request based
on factors such as proximity and current load. If the requested data is not available in the
local cache, the servers communicate with each other to locate a copy of the data in

another cache within the network. By sharing cached data among multiple servers,
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cooperative caching minimizes the need to access distant data sources, thereby reducing
network traffic and improving response times for users. This approach is particularly
beneficial in distributed environments where resources are geographically dispersed, and

network latency is a concern [7], [43], [44].

In contrast, uncooperative caching operates independently, with each cache entity making
caching decisions based solely on its local data access patterns and resource availability,
without actively collaborating with other caches in the system. Without shared information
about cached data and eviction policies, uncooperative caching may lead to increased
cache misses and redundant data transfers across the distributed system, ultimately
impacting the overall performance and responsiveness of the system. While uncooperative
caching simplifies cache management by decentralizing decision-making processes, it
often falls short in maximizing cache efficiency and exploiting the collective caching

capabilities available in distributed environments [7], [45].

2.4.4 Coded vs uncoded caching

Coded caching is a sophisticated technique employed in modern communication systems
that exploits the inherent redundancy in content demand patterns. By dividing content into
smaller, coded segments stored across various caching nodes within the network, coded
caching enables simultaneous transmission of multiple content segments to multiple users.
It capitalizes on the benefits of network coding to satistfy diverse user requests with
minimal bandwidth consumption. During the retrieval process, users request specific
content segments, and the caching nodes cleverly combine these requests to transmit coded
information, thereby minimizing the overall data transmission overhead. Leveraging coded
caching allows network operators to significantly reduce bandwidth usage and latency,
especially in scenarios where multiple users access the same content simultaneously [46],

[47].

Uncoded caching, on the other hand, represents a simpler approach to content caching
where the content is stored in its original form at caching nodes within the network. When
users request specific content, the caching nodes retrieve and transmit the requested
content directly to the users without any additional coding or processing. While uncoded
caching lacks the optimization benefits of coded caching in terms of bandwidth efficiency
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and latency reduction, it still offers advantages in scenarios where the computational

complexity associated with coding and decoding operations is a concern [46], [47].

In scenarios where the user cache size is small and the base station cache is sufficiently
large, uncoded caching tends to outperform coded caching, leading to higher throughput.
However, as the user cache size increases or the base station cache becomes relatively
smaller, coded caching becomes more efficient, resulting in improved throughput due to

optimized data delivery mechanisms [34].

2.4.5 Centralized vs decentralized training

In centralized training data from multiple sources is aggregated, collected, and processed in
a single location, typically a centralized server or data center, where machine learning

models are trained using the combined dataset. Centralizing the data simplifies the training

Figure 2.13: a)Centralized training, b) Distributed training [49]

process by consolidating information into a single, accessible location. Centralized caching
relies on a central controller with a comprehensive overview of network status to establish
caching strategies. This controller typically monitors user mobility patterns and channel
state information by analyzing received requests and is shown in Figure 2.13.a.
Consequently, centralized caching aims to achieve optimal caching performance through
effective caching decisions, such as content placement. The central controller must handle

significant traffic volumes, placing a substantial burden on both the controller and the links

27

Institutional Repository - Library & Information Centre - University of Thessaly
01/09/2026 02:51:17 EEST - 216.73.216.156



between it and network entities. This situation can potentially lead to the central controller

becoming a bottleneck in the mobile caching system [7], [15], [48].

Distributed or decentralized training harnesses the computational power of edge nodes in
edge computing networks. By spreading model training across multiple edge devices, the
workload on any single device is minimized, enabling efficient resource usage and
scalability. Additionally, decentralized learning encourages collaboration among edge
devices, allowing them to learn collectively from diverse data sources while safeguarding

individual data privacy [7], [15], [48].

Figure 2.14 Distributed training in terms of data and model parallelism.[15]

There are two primary methods for conducting distributed training: data parallelism and
model parallelism as shown in Figure 2.13.b. Model parallelism involves dividing a large
DL model into multiple segments, then concurrently training these segmented models with
data samples. This approach not only enhances training speed but also addresses scenarios
where the model exceeds device memory capacity. Thus, avoiding the challenges of
training a large DL model that typically demands significant computational resources. On
the other hand, data parallelism involves splitting data into multiple partitions and training
separate model copies in parallel, each with its own assigned data samples. This method

enhances the efficiency of model training [7], [15], [48].

In distributed caching cache nodes make decisions, such as content placement and updates,
solely based on their local information and information from neighboring nodes. This
approach is particularly useful in scenarios where neighboring base stations are jointly
optimized to enhance cache hit probability. By accessing content from multiple nearby

caches, the apparent cache size for users can be expanded. Distributed caching is
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inherently less complex compared to centralized methods. However, algorithms based on
distributed caching may not always achieve globally optimal solutions since they only have

a view of the local networks [7], [15], [48].

2.5 Underlying assumptions and challenges

2.5.1 User mobility awareness

User mobility is a crucial consideration in the design and implementation of edge caching
systems, where user’s movements within the network dynamically impact their proximity

to cache servers and caching decisions [7], [36].

In scenarios where users are assumed to be static, edge caching offers benefits such as
reduced latency, alleviated network congestion, and enhanced content availability and
reliability. However, static user assumptions may lead to inefficiencies in cache utilization
and resource allocation due to shifting user demand patterns. It creates challenges such as
cache invalidation, where content cached based on users’ preferences at one location may
become irrelevant as the users move, necessitating efficient cache management strategies

to seamlessly adapt to user movements [7], [36].

In contrast, schemes that consider user mobility present unique advantages and challenges.
By dynamically adjusting cache placement based on user movements, these schemes can
adapt to changing user demand patterns more effectively, potentially reducing cache
misses and improving content delivery efficiency. These approaches usually involve using
the historical trajectory of the user to predict their future one. However, accommodating
user mobility introduces complexities in cache management and content replication,
requiring constant updates to cache content based on user locations and robust caching
algorithms to maintain session continuity and data consistency during user handovers [7],

[36].
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2.5.2 Content popularity and request distribution

Content request distributions are commonly analyzed to anticipate future request patterns,
providing data for preemptive caching. Many studies presume that the arrivals of requests
adhere to either the Poisson process or Markov process. Nevertheless, these mathematical
models may not always suit actual traffic situations. By examining past requests, machine

learning or big data analysis methods could be employed instead [7], [50], [51].

Content popularity is a crucial aspect of the content placement decisions, as it estimates the
probability of user requesting certain contents. Many studies rely on the Zipf distribution to
describe content popularity. Zipf's law suggests that a small number of items will be highly
popular, while a large number of items will have very low popularity. However, the Zipf
model assumes that content popularity remains constant, and that each user's request is
independent. This approach overlooks the temporal and spatial correlations of content
popularity, where temporal correlation reflects fluctuations in popularity over time and
spatial correlation indicates varying content preferences across geographical regions and
social-cultural contexts. Additionally, while Zipf has been shown to be accurate in
modeling video downloads, it may not be suitable for characterizing other types of data [7],

[50], [51].

Some researchers assume the content popularity dynamic and unknown doing so offers
many different advantages. Firstly, incorporating dynamic content popularity allows for a
more accurate representation of real-world scenarios where content catalogues are
continuously evolving, with new content being introduced regularly. By considering
dynamic popularity, caching systems can better adapt to changing user preferences and
content consumption patterns, leading to improved overall performance. Additionally,
dynamic content popularity enables a more efficient allocation of caching resources, as it
allows systems to prioritize caching resources for content that is currently trending or in
high demand, thereby maximizing cache hit rates and reducing cache miss rates. Moreover,
by embracing dynamic content popularity, caching systems can stay relevant and
competitive in dynamic environments where user interests and content trends evolve

rapidly [7], [50], [51].

For training the deep learning models, datasets from MovieLens [52] Kaggle and IQIYI

were used. These contain user ratings for movies, YouTube videos and celebrity
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information. The most popular dataset to be used was the MovieLens dataset by far, both
when assuming a Zipf content popularity distribution and an unknown and dynamic

popularity [7], [50], [51].

2.5.3 Security and privacy

Privacy and security concerns in wireless networks encompass various threats and
vulnerabilities that can compromise the confidentiality and integrity of data transmissions.
The broadcast nature of wireless networks renders them susceptible to passive
eavesdropping and active jamming, enabling malicious actors to intercept data or disrupt
legitimate transmissions. Cryptographic techniques are commonly employed to mitigate
these threats by securing data against interception. However, privacy concerns extend
beyond transmission security, encompassing issues such as unauthorized access to cached
content and the potential for data modification or injection of malicious code, which can
compromise user information and the integrity of delivered content. In response to
increasing privacy sensitivities among consumers, policymakers have enacted regulations
like the European Commission’s General Data Protection Regulation (GDPR) and
Consumer Privacy Bill of Rights in the US to limit data collection and storage to what is
necessary and consented by consumers. Several privacy concerns have been identified,
including the potential for adversaries to compromise or control edge caches, extract
sensitive information from stored data, and perform inference attacks to identify user
information like trajectory and personal identifiable information. Despite efforts to
anonymize data transmissions, advances in big data technology have empowered attackers
to re-identify individuals by combining anonymized data with non-anonymized public data
users (e.g., shopping and reading preferences, locations, and photos). Privacy concerns are
a big adversary with machine learning methods that require information such as user
mobility patterns, preferences and social and threatens their integration by discouraging

privacy-sensitive consumers from taking part in model training [7], [8], [13], [53].
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2.5.4 Time sensitive data

Time-sensitive data, by definition, pertains to information that holds a limited window of
relevance, necessitating immediate action or analysis to extract its full value. This temporal

characteristic inherently means that its significance diminishes over time [37], [54], [55].

While traditional cached contents predominantly comprise files and videos, it's important
to note that document files typically exhibit a higher tolerance for time, whereas videos are
categorized as time-sensitive data. The surge in video content, fueled notably by
applications like remote education, video conferencing, and on-demand video and impose
specific time constraints, known as deadlines, to uphold QoS and user satisfaction. The
failure to meet these deadlines risks compromising QoS and dissatisty users [37], [54],

[55].

2.5.5 Cache dimensioning

Cache dimensioning involves determining the appropriate amount of storage space to
allocate, addressing both the challenge of how much memory each edge node should have
and how to configure it effectively within the network infrastructure. In edge networks,
this process is crucial for optimizing cache size and configuration at various edge locations
to enhance network performance and reduce costs, making it a more appealing option.
Increasing cache memory can improve the cache hit ratio, thus reducing traffic congestion
in the core network in contrast, smaller cache sizes may lead to more frequent cache misses
and higher latency but offer advantages such as lower hardware costs and simplified
management. Striking the right balance between the benefits of larger cache sizes in
enhancing user experience and the drawbacks of increased infrastructure complexity and
costs is crucial. It’s essential to consider specific use cases, traffic patterns, and content
dynamics when determining the optimal cache size. Leveraging technologies like software-
defined and virtualization can add flexibility to cache dimensioning decisions in edge
environments by dynamically adjusting cache sizes based on the needs of content delivery

network providers [7], [18], [56].
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Chapter 3 Deep Learning Outline

Deep learning, a subset of machine learning, harnesses artificial neural networks to
emulate human learning patterns and decision-making processes. Its foundation lies in
deep neural networks, composed of interconnected nodes or artificial neurons across
multiple layers, enabling data processing and learning. These networks autonomously

unveil data representations through hierarchical learning [10], [14], [15], [18], [57].

The term "deep" signifies the multitude of layers transforming data, facilitating the system
to grasp data representations with increased intricacy and abstraction in each layer. A deep
neural network encompasses the input, hidden, and output layers, where the output of each
layer, is processed by mathematical functions called activation functions, and fed into the
subsequent layer. Typically, a network is regarded as deep if it comprises more than three
layers including the input and output layer. Ultimately, the final output embodies the
model's prediction [10], [14], [15], [18], [57].

For a deep learning model to make useful decisions in needs to undergo training. Deep
learning training involves the iterative process of feeding large amounts of data into a
neural network model to enable it to learn and improve its performance on a specific task.
This training typically starts with data preprocessing to clean, normalize, and prepare the
input data for the model. During training, the model adjusts its internal weights and biases,
usually by trying to reduce the error between the predicted and actual output. This process
is repeated multiple times using optimization algorithms to minimize the loss function and
enhance the model's predictive accuracy. Deep learning training requires significant
computational resources and can take a long time depending on the complexity of the task

and the size of the dataset [10], [14], [15], [18], [57].

In edge caching this lengthy process would be prohibitory for the systems performance so
most approaches follow a two-phase plan when deployed, separating prediction from
training. In the prediction phase the model can quickly decide what content will be popular
and precache them in proactive caching or decide whether to cache the requested content
and what to evict, in reactive caching. While in the training phase, typically executed every

few hours the model can use the information observed about content requests since the
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previous training phase, to update the model and adapt to improve its accuracy [10], [14],

[15], [18], [57].

The classification of deep neural networks encompasses three main training categories:
supervised learning, unsupervised learning, and reinforcement learning and will be

analyzed below.

3.1 Supervised learning outline

In Supervised learning the network learns from labeled training data, using input and
corresponding output labels to discern patterns and relationships. The primary goal is for
the model to extend its understanding from the training data to new, unseen data by
minimizing the gap between predicted and actual outputs. Techniques such as
classification and regression aid in assigning inputs to predefined categories or predicting
continuous outcomes. While this method significantly enhances decision-making, the

requirement for labeled data can be a practical challenge [10], [14], [15], [18], [57].

Obtaining labeled data can be expensive, time-consuming, or even infeasible in some
cases. Additionally, the quality of the labels can significantly impact the performance of
the model. This task is complicated by the constantly changing nature of network traffic
and the diverse behaviors of users, making it difficult to clearly label which content should
be cached at the edge. Additionally, scalability is a significant issue due to the large-scale
distributed nature of edge caching systems and the vast amount of content to manage. This
requires centralized coordination for training models, which goes against the decentralized
principle of edge computing. Furthermore, the dynamic environment of edge caching,
where content popularity and user access patterns constantly change, makes it hard for
supervised learning models trained on past data to adapt effectively. The cold start problem
adds to these challenges, new added content may not have enough historical data for
accurate predictions. The basic structures of supervised learning are shown in 3.1 and are

analyzed below [10], [14], [15], [18], [57].
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3.1.1 Fully connected neural networks

Fully connected Neural Networks (FNNs), often known as dense neural networks, form a
type of artificial neural network design where every neuron in a layer links to each neuron
in the following layer as is presented in Figure 3.1. As every neuron in a FNN is
interconnected, each element of the input vector plays a role in determining the final
output. This means that FNN possesses the capability to capture global patterns. Although
without additional data processing techniques, they might struggle to focus on local
patterns. According to the universal approximation theorem, FNN has the ability to
approximate any closed and bounded function with enough neurons in the hidden layer.
However, the complete interconnection of neurons leads to a large increase in complexity,
moderate performance, and slower convergence rates making them unfit for real-world

tasks [10], [14], [15], [18], [57].

Figure 3.1 Basic structures of typical supervised DNNs, modified from [15]

3.1.2 Convolutional neural networks

Unlike fully connected networks, Convolutional Neural Networks (CNNs) significantly
reduce the number of parameters, making them more efficient for learning hierarchical
representations. CNN introduces a structure with stacked convolutional and pooling layers,
followed by fully connected layers as shown in Figure 3.1. The convolutional layer uses
sliding convolutional filters with weight sharing, ensuring constant filter weights during
processing. Meanwhile, the pooling layer conducts down sampling, reducing the number of
training parameters, though this process risks losing information. However, challenges

such as susceptibility to overfitting, particularly with limited data, and the computational
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complexity in extremely deep networks are prevalent limiting their popularity in edge

caching [10], [14], [15], [18], [57].

3.1.3 Recurrent neural networks

Recurrent Neural Networks (RNNs) are a class of artificial neural networks specialized for
handling sequential data by preserving memory of prior inputs. Differing from the hidden
neurons in a feedforward neural network, the output of a recurrent neuron relies on both
the current output of the preceding layer and its last hidden state as shown in Figure 3.1.
This enables RNNs to make use of sequential data and dynamic temporal patterns, like
those found in user mobility. For instance, an RNN can forecast the movement patterns of
mobile devices and wireless users by analyzing their historical location. While FNNs can
approximate continuous functions, RNNs, can emulate a universal Turing machine, having
the capability to solve all computational problems. RNNs are able to discern and capture
temporal patterns, such as recent shifts in content popularity, the evolving trends of
popularity over time, and the correlation between content popularity and the current

moment [10], [14], [15], [18], [57].

However, RNNs face challenges, such as vanishing or exploding gradients, which hinder
their capacity to retain prolonged dependencies within the data. Vanishing and exploding
gradients refer to issues during training where the gradients become extremely small or
large, respectively, as they propagate through many layers. Vanishing gradients occur
when the gradients become very small as they backpropagate through many time steps in
the network during training. This leads to slow or stalled learning because the weights
receive very small updates, causing the model to have difficulty capturing long-term
dependencies in the data. Exploding gradients, on the other hand, occur when the gradients
become very large during training, causing the weights to be updated by excessively large
amounts. This can lead to numerical instability and make the training process unstable or

divergent [10], [14], [15], [18], [57].

Below and in Figure 3.2 different advanced variants of RNN are introduced like LSTMs
and GRUs specialized to solve the mentioned gradient problem, as well as Seq2Seq,

pointer networks and ESNs specialized in sequence modeling and generation.
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3.1.4 Long short-term memory and gated recurrent unit

The Long Short-Term Memory (LSTM) is a more complicated architecture of RNN
designed to avoid the exploding/vanishing gradient problem. The term "Long Short-Term
Memory" stems from the fact that network stores long and short-term dependencies based
on historical information, akin to a form of memory. Unlike traditional RNNs that use a
single feedback loop that utilizes information from events that happened long ago, and
events that happened recently to make predictions, LSTMs uses two different memory
paths, for short and long-term memory. The long-term memory path is called the cell state,
while the short-term memory path is called the hidden state, also the combination of the
cell state with the hidden state and the current input is called the inner state [14], [15], [18],
[57].

Figure 3.2 Recurrent Neural Network Variants [18]

Internally, LSTM introduces three gates (input gate, forget gate, and output gate) to control
signal propagation and is presented in Figure 3.2. These gates control whether information
is passed into the memory cell, more specifically the forget gate determines how much of
the current long-term memory to remember going forward, the input gate determines how
the long-term memory is influenced by the new input, while the output gate determines
how much the short-term memory is affected by the input. These gates combine the inner

state with their weights to produce the next hidden and cell state. This arrangement helps
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alleviate the problem of gradient vanishing by allowing old memories to influence current

decisions [14], [15], [18], [57].

Through the learning process, computations stored in the memory cells remain intact over
time, resulting in improved performance, especially when dealing with data characterized
by long dependencies. However, the complexity of implementing gate mechanisms in
LSTM poses challenges, leading to slower training and testing processes. Additionally, due
to the temporal causal nature of LSTM and common RNNs, parallel training like CNNs is
not supported increasing the training time [10], [14], [15], [18], [57].

Utilized in [42], and [58], Bidirectional Long Short-Term Memory (Bi-LSTM) is a type of
recurrent neural network architecture designed to capture dependencies in sequential data
both in forward and backward directions. Unlike traditional LSTMs that process sequences
in one direction, Bi-LSTMs employ two separate hidden layers, one processing the input
sequence in the forward direction and the other in the reverse direction. This allows the
model to effectively capture both past and future context for each time step in the

sequence, enabling more comprehensive understanding of temporal data.

A more straightforward alternative involves using a GRU. Unlike LSTM, which relies on
separate input and forget gates, GRU consolidates these functions into a single gate, called
the update gate, to manage the balance between retaining previous memory and integrating
new information. Additionally, GRU eliminates the output gate found in LSTM, as both
the hidden state and inner state of LSTM already encapsulate the information from the
previous state. Instead, it uses a reset gate that is responsible for how much of the past
information should be forgotten or reset when computing the current state of the network

[10], [14], [15], [18], [57].

GRUs feature a simpler architecture due to their reduced number of gates, resulting in
faster training times but have a slightly reduced capacity in capturing complex long-term

dependencies compared to LSTMs [10], [14], [15], [18], [57].

3.1.5 Seq2seq and pointer networks

Sequence-to-Sequence (Seq2Seq) models and Pointer Networks are specialized

architectures using an encoder-decoder model for sequence modeling and generation.
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In Seq2Seq models the encoder component processes historical data, such as past content
requests and user interactions, to generate a fixed-length context vector representing the
relevant features of the input sequence. This context vector is then fed into the decoder
component, which generates predictions of future content requests. These predictions guide
the caching decisions at the edge servers, enabling them to proactively cache content that is
likely to be requested soon. Nonetheless, it encounters difficulties when the size of the
output is determined by the length of the input, as it relies on a fixed output dictionary

[10], [14], [15], [18], [57].

Pointer Networks, a variant of Seq2Seq models, aim to overcome the limitations of
Seq2Seq by allowing the model to dynamically utilize parts of the input sequence as part
of the output dictionary, thus reducing the fixed vocabulary problem. This allows pointer
networks to address the challenge of handling variable-length input sequences, such as user
request patterns or content popularity trends. Pointer networks are employed to
dynamically choose which content items to cache, considering factors like content
popularity, user preferences, and network conditions. Additionally, although Seq2Seq
models traditionally utilize RNN structures, particularly LSTM and ESN, Pointer
Networks deviate in their application modes [10], [14], [15], [18], [57].

3.1.6 Echo state networks

Echo State Networks (ESNs) constitute a distinct variant of RNNs characterized by their
unique architecture and operational efficiency. Their structure comprises a fixed input
layer, a significantly large recurrent hidden layer with randomly initialized connections,
and a trainable output layer. The hidden layer, often termed the "reservoir," maintains
sparse connections among neurons, preserving information from previous instances akin to
an echo. To extract diverse features, a sufficiently large reservoir becomes necessary,
posing a design challenge in ESN implementation. Their advantage primarily stems from
the simplified training process, as only the output layer requires adjustment, while the
recurrent connections in the hidden layer remains fixed. This design choice contributes to
their computational efficiency and reduces the risk of overfitting. The principal strength of
ESNs lies in their exceptional capability to model and forecast temporal and sequential

data, particularly in tasks necessitating the capture of temporal dependencies. In wireless
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networks, ESNs have been applied for various natural applications, such as content
prediction, resource management, and mobility pattern estimation [10], [14], [15], [18],

[57].

They exhibit strength in tasks where the output directly depends on input sequence
elements. However, challenges may arise in scenarios where the output space is vast and
less directly related to the input sequence. Furthermore, the performance of ESNs heavily
relies on the random initialization of the hidden layer, which can be a limitation in certain

cases [10], [14], [15], [18], [57].

3.2 Unsupervised learning outline

Unsupervised learning operates solely on input data, without the need for corresponding
output labels. Its fundamental objective involves understanding data by modeling the
underlying structure or distribution within the information. These architectures operate
independently, exploring inherent patterns or structures in the data. Techniques like
clustering, grouping similar data points based on features, and dimensionality reduction for
simplifying complex data, while retaining important characteristics, are commonly
employed in unsupervised learning. The primary aim is to unveil hidden patterns and
relationships, aiding in exploratory data analysis and enhancing comprehension of the
intrinsic nature of data. Often, unsupervised learning acts to complement or as a precursor
to sophisticated supervised learning tasks, facilitating a comprehensive understanding of

datasets.

3.2.1 Autoencoders

Autoencoder has two parts, an encoder and a decoder as seen in Figure. 3.3, each with its
own learnable parameters. The encoder takes the input and maps it to a lower-dimensional
latent space, and then the decoder reconstructs the input from this representation. Their
main strength is in learning data representations efficiently, helping with tasks like
reducing dimensions and extracting features. Autoencoders are quite handy for predicting

content popularity by learning and pulling out important features from the data. This is
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useful in areas like content recommendation systems, trend forecasting, such as in social

media, streaming platforms, and online content distribution [10], [12], [15], [59].

Figure 3.3 Structure of an auto encoder [59]

However, they face challenges, like overfitting in complicated datasets and struggle to
work well with new, unseen data. This shows their reliance on having diverse and high-
quality training data. To measure how well they work, the reconstruction error is typically

used, which checks how similar the input and output are [10], [12], [15], [59].

Different variations of auto encoders have been developed to cater to different data

characteristics and specific tasks: [59], [60].

1) Denoising autoencoder: In the training phase, denoising autoencoders intentionally
introduce noise or corruption to the input, compelling the network to learn a more
resilient and generalized representation. The objective is for the model to reconstruct a
clean and accurate version of the original input despite the introduced noise. This
process not only aids in mitigating overfitting but also fosters the development of a
latent space that captures essential features of the data. The deliberate introduction of
noise during training enhances the robustness and generalization capabilities of the
model in the face of real-world data imperfections.

2) Sparse autoencoders: This variance introduces a regularization mechanism that
encourages the activation of only a subset of neurons in the network, promoting the
creation of sparse and selective features. This sparsity constraint is often achieved
through penalties in the loss function or by explicitly limiting the number of active
neurons. By encouraging sparsity, these autoencoders offer a way to capture the most
relevant information in the input data, contributing to more effective and concise
feature learning.
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3) Stacked autoencoders: This variance chains multiple autoencoders, making the
output of one autoencoder the input of the next. This hierarchical architecture allows
stacked autoencoders to learn increasingly abstract and complex representations of the
input data through successive encoding and decoding layers. Each layer captures
different levels of abstraction, enabling the model to discern intricate patterns and
features in the data. The depth and complexity of these models contribute to their
capacity to automatically extract meaningful features and patterns from diverse and

high-dimensional datasets.

3.3 Reinforcement learning outline

Reinforcement Learning (RL) constitutes a machine learning framework where an agent
learns to make decisions through interactions with an environment, aiming to accomplish
specific objectives without relying on labeled datasets. The agent undergoes a trial-and-
error process, receiving feedback in the form of rewards or penalties based on its actions.
The primary goal is to derive the best strategy or policy that maximizes cumulative
rewards over time. Through a balance of exploration (trying new actions) and exploitation
(taking actions that have provided high rewards previously), the agent takes actions,
observes the environment's state, receives feedback, and adjusts its strategy to make better

decisions in future interactions [10], [14], [15], [18], [57], [61].

RL can be categorized into 3 main categories, value-based models, policy-based models,
and hybrid models. Value-based models typically estimate the value of each action in a
given state and then select the action with the highest estimated value. Policy-based models
directly parameterize the policy, i.e., the strategy or behavior that the agent follows to

select actions in different states of the environment [10], [14], [15], [18], [57], [61].

Unlike value-based methods that estimate the value of taking actions in states, policy-
based methods learn a policy directly without explicitly computing value functions. When
comparing the two the value-based method tends to be less stable and can face challenges
with convergence. However, it usually requires fewer samples to learn effectively. On the
other hand, the policy-based approach is more susceptible to converge in local optima due

to the larger search space it explores [10], [14], [15], [18], [57], [61].
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Hybrid based models combine elements of both value-based and policy-based approaches.
It usually takes the form of an actor critic network. The actor network learns a policy that
selects actions, while the critic network learns to evaluate the value of those actions. By
using both value and policy information, actor-critic architectures can achieve more stable
and efficient learning compared to using either approach alone. However, this increased
complexity comes at a higher computational cost and training time [10], [14], [15], [18],

[571, [61].

Only value based and hybrid models are used in the examined work, they are expanded

upon bellow.

3.3.1 Deep Q-learning

Deep Q-Learning (DQL) integrates the Q-learning strategy with deep neural networks to
address intricate decision-making challenges within diverse states. Q-learning is a model-
free reinforcement learning algorithm used to learn an optimal policy for decision-making
in an environment. It is a value-based method that learns to estimate the value of taking a
particular action in a given state, commonly referred to as the Q-value. The Q-value
represents the expected cumulative reward obtained by taking a specific action from a

particular state and following the optimal policy thereafter [10], [14], [15], [18], [57], [61].

DQL is employed in edge caching problems due to its ability to effectively handle raw,
high-dimensional inputs, allowing agents to make informed decisions while maximizing
cumulative rewards. Several optimization techniques are employed to enhance DQL

algorithms, ensuring their efficiency and stability [10], [14], [15], [18], [57], [61]:

1. Experience Replay: Experience replay stores past experiences in a replay buffer,
allowing the algorithm to sample and learn from a batch of experiences rather than
learning from one state transition at a time. This technique helps in breaking the
temporal correlation among consecutive samples and improves the learning efficiency
[10], [14], [15], [18], [57], [61].

2. Prioritized Experience Replay: Deep Q-Learning with prioritized experience replay
enhances the experience replay technique by introducing a prioritized approach to

choosing replay transitions. It prioritizes the sampling of experiences stored in the
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replay buffer based on their significance in the learning process. By focusing on
experiences that lead to higher learning progress, it enhances the efficiency of learning
[10], [14], [15], [18], [57], [61].

3. Fixed Target Network: It utilizes a separate target network for calculating the target
Q-values, which changes less frequently compared to the primary Q-network. This
approach stabilizes learning by reducing Q-value estimation fluctuations during
training [10], [14], [15], [18], [57], [61].

4. Double DQL: In traditional DQN, when an action is selected and evaluated, it often
involves using a maximum value that surpasses the actual Q value, leading to an
overly optimistic estimation. To address this issue, double DQN mitigates the
overestimation bias in Q-learning by using two separate estimators to evaluate the
value of an action. It achieves this by decoupling the action selection from the action
evaluation process. One estimator determines the best action, while the other estimates
the value of that action. This straightforward adjustment significantly decreases
overestimation, resulting in a faster and more dependable training process [62].

5. Dueling DQL: The Q-learning estimates both the state-value and action-value
functions. The dueling networks architecture represents the Q-function with two
distinct estimators. One estimator is dedicated to the state value function, while the
other focuses on the state-dependent action advantage function. Therefore, this
architectural design has the potential to improve policy evaluation in scenarios with

multiple actions of similar value [63].

3.3.2 Actor critic networks

In Actor-critic models, there are two main components: the actor network and the critic
network. The actor is responsible for determining the policy, i.e., the actions to take in a
given state, while the critic evaluates the benefit of the actions taken by the actor by
estimating the expected cumulative reward as shown in Figure 3.4. This feedback from the
critic is then used to update the actor's policy, allowing it to learn and improve over time.
By implementing both policy and value estimation, actor-critic networks can achieve better
sample efficiency and stability compared to other reinforcement learning approaches at the

cost of a higher computational cost [18], [35], [61], [64], [65].
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Since the critic uses value-based methods all the enchantments available for value-based
models can be utilized. Several architectural choices appear when designing an actor-critic

network [18], [35], [61], [64], [65].

Figure 3.4 Actor-critic logic [61]

1. Deep Deterministic Policy Gradient (DDPG): A type of actor-critic method, that
stands out from others primarily due to its focus on continuous action spaces,
employing a deterministic policy rather than stochastic ones commonly found in
discrete action spaces. Which means that given a particular state, the policy
network outputs a precise action rather than a probability distribution over possible
actions [66], [67].

2. The Wolpertinger architecture implements the K-Nearest Neighbors (KNN)
between the actor and the critic. In training the actor network picks a best action
based on the current situation. Then, the K-nearest neighbors algorithm finds
similar actions to the one selected. Next, the critic network evaluates at all these
actions and selects the one with the best expected outcome. This architecture helps
the actor network avoid dealing with a huge number of actions by narrowing down
choices while the KNN helps to broaden the range of actions to prevent bad
decisions [68], [69].

3. Multi-Agent Actor-Critic (MAAC): In many real-world scenarios, such as
cooperative caching, multiple agents need to coordinate their actions to achieve a

common goal or interact with each other. MAAC networks can be multi-actor
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multi-critic or multi-actor single-critic. In edge caching multi actor-single critic is
preferred, where actor networks are deployed in the edge nodes for selecting the
best caching action based on the current parameters and caching state, then the
critic network takes as input the caching states of all edge nodes and the action of
each actor and evaluates their value. This design is based on the idea that the
effectiveness of an edge nodes action depends on the combined state of the entire

system and the individual actions taken by each node[65], [68].

3.4 Federated learning outline

Unlike traditional methods where data is centralized on a server for analysis, Federated
Learning (FL) distributes the learning process across multiple devices or nodes, allowing
computations to be performed locally without sharing raw data. These sources perform
training on their respective local data, sending only the model updates back to the central

SCrver.

Figure 3.5 Federated Learning over mobile edge, modified from [49]
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This decentralized approach enables organizations to collaborate on training machine
learning models while ensuring that sensitive information remains secure and private. The
server aggregates these updates from various locations, thus enhancing the global model.
FL has wide-ranging applications, from improving predictive models edge caching from
predicting content popularity and enhancing personalized recommendations in online
services without exposing user data. FL describes the mentioned distributed training model
but does not determine how each of those models are trained. For training those models

supervised, unsupervised and reinforcement learning can be employed [13], [49].

However federated learning is not completely free from the potential inference of sensitive
information, even without direct data exchange. Malicious participants can deduce private
details like gender, occupation, or location from shared models. Solutions like differential
privacy-based mechanisms and collaborative training frameworks aim to mitigate these
threats by adding noise to parameters and limiting information sharing to preserve

participant privacy[70].
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Chapter 4 Deep Learning for Data Caching

In the reviewed of studies employing deep learning methodologies, patterns emerge
concerning the selection of research problems, performance metrics, network architectures,

caching scheme location and choices.

Bellow the summaries of different studies using deep learning for edge caching is
presented, presenting their various architectures and methodologies. They are divided into
four categories depending on the learning method used into supervised, unsupervised,

reinforcement and federated.

4.1 Supervised learning schemes

The prevalent optimization objective, with supervised learning, in the examined research is
content popularity prediction, followed by user mobility prediction. This choice can be
explained due to the availability of labeled data in those fields, necessary for supervised
learning. Labeled data for video content can be obtained through feature extraction
methods, to enable prediction of future popularity of content, while historical data and

patterns of the users’ mobility can be used as labels to predict their future position.

The majority of studies, using supervised learning, choose cache hit rate as their primary
performance metric. This is influenced by the fact that, most researchers using supervised
learning choose the use of uncooperative caching in their schemes, meaning the focus is on
the performance of individual nodes. Therefore, the cache hit rate emerges as a suitable
solution for analyzing a single cache’s strategy performance. A departure from
conventional metrics is presented in the [71], where the focus shifts towards minimizing

the monetary expenses from the perspective of the application vendor.

When it comes to network architecture LSTM are the most popular choice, employed by
more than half of the examined research. Also, LSTM appears to be the most effective
approach as evidence by the fact that when similar neuron topologies (depth and number of
neurons) are compared LSTM outperforms ESN, GRU and CNN [58], [71], [72], [73], the
only time GRU outperforms LSTM is in [74] when used in a cascading topology.
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Table 3.1 Summary of supervised learning research for data caching

Metric D1
Study DI objective Main Conclusions
Target Architecture
Predict and cache fut .
f)e ullca riI:)ntCealft :;) e Model for sequential data

[75] QoE CNN p P outperformed the one for

improve QoE and traffic
general data
load
P both o
ropos.es oma The distributed model
Cache hit centralized and a outperforms the centralized
[48] CNN distributed model for pertort .
rate .. model, without revealing
content prediction . . .
. private user information
popularity
Cache hit Minimize the user access | LSTM models outperform
delay of video content by [ CNN and CRNN with

[71] rate LSTM . .

storing popular video LSTM models on all key
Latency . .
contents at base stations metrics
Cache hit Predicts the user’s ICon?:nt precciii.c‘ii'on ;vithout
[36] LSTM mobility based on their ocation prediction has
rate S . similar hit rate but
historical trajectory consumes more storage
Th 1 i
Cache hit Coche replacement poliey | g ol e,
[76] LSTM by learning the pattern of prep &
rate content popularit preprogrammed model, or
pop y additional information
Propose a combined Can quickly monitor
Cache hit | Bi-directional proa'ctive ar%d areactive differen.t trepds in'

[42] rate LSTM caching policy based on popularity, including
predicted popularity to spatial-temporal popularity,
maximize hit rate and user dynamics

. : Outperforms Bi-GRU and
Proact hing, b
(58] Cache hit | Bi-directional 1 roac. Wi}f a: e, }1/ Bi-RNN, deeper LSTM
rate LSTM caring ) © tempora layers with longer time
patterns 1n user requests steps improve performance
. LSTM outperforms both
M M t
axm.nze VNO cos CNN and CRNN
) reduction by leasing . .
Cache hit . . architectures on all metrics
[72] LSTM optimal cache capacity
rate . ) both for cache demand
and storing popular video .
. prediction and content
contents at base stations . .
popularity prediction
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P tent hi
Cache hit rop(?ses content caching LSTM has better cache hit
ESN algorithm for D2D .
rate . rate than ESN when solving
[73] networks, focusing on the
LSTM the content placement
Lat content placement, and
atency . problem
delivery problems
Cache hit Maximize saved delay Outperforms other
rate while considering the cooperative and non-
[37] ESN . . .
cache capacity and cooperative prediction
Latency deadline constraints based caching schemes
. Caching method to Outperforms other
Pointer C .. . .
System . minimize the overall prediction-based caching
7] cost network with system cost with lower schemes that don’t use dee
LSTM cells Y . . P
service latency learning
Content popularity . .
. . . In testing cascading GRU
Cache hit Cascading prediction and cache .
[74] rate GRU lacement optimization outperformed cascading
P P LSTM and CNN models
in D2D networks
. . Starts as a shallow network
. Cache eviction policy that .
Cache hit . . . with fast convergence and a
[78] Evolving GRU | learns the time-varying )
rate . and evolves into a deeper
content popularity
network as requests come

In Reference [75], the authors propose two proactive caching models aimed at enhancing
QoE and alleviating traffic load. One model is designed for general content, while the other
is tailored for content featuring sequential characteristics, with the objective of predicting
user interests. The general model relies solely on historical requests and is relevant only to
current users. It employs a combination of CNN and self-attention mechanisms to extract
semantic features from the general content. Content popularity dictates storage allocation,
with popular items being stored in high-capacity nodes such as MBS, while less popular
ones are stored in smaller stations like small, femto, or pico base stations. In contrast, the
sequential model employs a CNN with self-attention to predict subsequent content pieces.
This model anticipates the next content item and stores it on edge nodes proximate to the
user device. Both models exhibit a minimal runtime of one training epoch. The sequential
model demonstrates slightly superior performance, which aligns with expectations given

that the MovieLens dataset, used for training has sequential characteristics.
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In their study documented in [48], the authors present two proactive caching
methodologies employing deep learning techniques to anticipate user content preferences.
The first approach adopts a centralized training strategy, where the content server gathers
data from MENs and utilizes a deep learning algorithm to forecast content demand across
the entire network. This prediction is utilized to proactively cache content at MEC
locations. However, this centralized training method raises privacy concerns as MENs
must share their local user data with the CS. In contrast, the second approach employs a
distributed training methodology. Each MEC independently utilizes deep learning to
generate local output matrices. These MECs then transmit their local gradients to a central
CS. The CS consolidates these gradients into a global gradient, updating the global model,
which is subsequently communicated back to the MENs. This information exchange
facilitated by the CS fosters collaborative learning among MENSs, thereby improving
prediction accuracy. Although the specific type of DNN is not explicitly mentioned, the
authors' descriptions suggest characteristics of a feedforward network, resembling a CNN.
Overall, the distributed approach demonstrates superior performance in terms of prediction
accuracy, communication efficiency, and cache optimization compared to the centralized

approach.

In Reference [71], the authors address the challenge of minimizing user access delay for
video content by employing a caching strategy at BS. They separate the content popularity
problem into two steps: first, predicting the future popularity class labels of video contents,
and second, forecasting the future request counts of video contents. Their proposed model
involves a central controller, located at the cloud data center, which is responsible for
training a deep learning model using data collected from the base stations. Subsequently,
the controller sends the list of popular contents to the base stations for caching purposes.
To determine the optimal model configuration, the authors introduce a random search
method that explores various configurations from models such as CNN, LSTM, and CNN
with LSTM cells. The best-performing model is then selected for training. Among the
evaluated models, LSTM consistently outperforms both CNN and CNN with LSTM cells
across key metrics including training accuracy, validation accuracy, and training time. The
results demonstrate that the proposed scheme exhibits superior performance across all key

performance indicators such as cache hit probability, backhaul usage, and average delay.
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In Reference [36], propose a scheme to predict the user’s mobility using their historical
trajectory based on a LSTM network, and predict the users interest using gradient boosting
decision tree. Testing shows the LSTM approach outperforms different prediction
algorithms such as RNN and GRU, in terms of prediction accuracy. By experimenting with
various numbers of cached replicas, which involves storing a copy of the data at the
predicted location and different neighboring positions, the researchers determined that the
most effective combination is caching at the predicted location along with the two nearest
neighboring positions. Their conclusion is based on the observation that the hit rate, or the
rate at which the requested data is successfully retrieved from the cache, does not exhibit a
significant increase beyond this combination. While location prediction does not affect the

hit rate significantly, it reduces the storage space consumed.

In Reference [76], the authors propose a cache replacement strategy that employs a deep
LSTM network to discern content popularity trends across both short and long time frames.
This network is constructed by stacking multiple fully connected LSTM layers. The
effectiveness of their approach is evaluated across three distinct scenarios: dataset
management within a datacenter, at a base station, and under the control of a CDN service
provider. Their approach circumvents the need for data preprocessing, pre-programmed
models, or additional information to inform cache replacement decisions. Instead, the
network autonomously learns to make such decisions by capturing past request sequences
through its internal memory cells. The authors argue that implementing their approach in a
real-world caching system is straightforward, as it does not necessitate changes to the
caching server itself. Merely integrating the prediction and training modules into the
existing cache server is enough. Furthermore, the approach does not demand a powerful

GPU, a standard CPU is deemed sufficient to handle real-world request loads.

The authors of [42], introduce a proactive and reactive caching policy centered on
predicted popularity. This approach is divided into two phases. In the offline phase, user
location prediction and content popularity prediction are performed to optimize caching
efficiency. A Bi-LSTM network, is utilized to learn popularity/location prediction models,
considering the dynamic nature of popularity trends and user mobility patterns. The
popularity series is divided into trend, seasonal, and irregular parts, with preprocessing to
remove irregularities. Different prediction models are assigned to various popularity trend

classes to accurately predict content popularity. The offline phase includes user location
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prediction, popularity prediction, and pre-caching tasks, which can be executed centrally
by the cloud server or distributedly by the F-APs. The F-APs determine potential users,
based on location predictions and cache popular content accordingly, while the UEs adjust
location prediction models and train popularity prediction models iteratively to improve
accuracy. The computational complexity of the offline phase can be managed efficiently
due to the separation of responsibilities between UEs and F-APs and the flexibility in
implementation. During the online phase of the proposed edge caching policy, the F-AP
implements a reactive caching scheme to track content popularity after requests. If the
content feature is not in the content feature database, KNN algorithm is used to determine
the trend class, then the model specific to that trend class is employed to forecast its
popularity and determine if it will be cached by comparing it to the least popular content in
the cache. They support that considering changes in spatial-temporal popularity, evolving
trends, user behavior, and random data, their suggested strategy accurately and quickly

monitors different popularity patterns.

In reference [58], the authors propose an online cache scheme for proactive cache
management, aiming to predict future requests by learning the time-series association of
user requests. The neural network architecture is structured into three main components: a
CNN block for feature extraction and dimension reduction of input data, a Bi-LSTM block
for capturing temporal associations in user requests and generating time-series predictions,
and a FNN block to enhance overall prediction performance. Tests conducted by replacing
the Bi-LSTM block with Bi-GRU and Bi-RNN alternatives revealed that the Bi-LSTM
block consistently outperformed the others in terms of validation loss. Additionally, testing
confirmed that the Bi-LSTM's ability to learn long-term dependencies is further enhanced

by utilizing longer time steps, resulting in improved accuracy in predicting requested files.

In Reference [72], the authors propose a comprehensive strategy aimed at maximizing cost
reduction for mobile virtual network operators by optimizing cache capacity leasing and
strategically storing popular video content at BSs, thus minimizing backhaul usage. The
suggested approach comprises three interconnected steps. Utilizing RL to determine the
most suitable prediction model. Leasing the optimal cache space based on predictions
derived from the selected model. Storing popular video content at BSs based on predictions
generated by the same model. The authors, assume that tasks such as model search and

computational operations will be conducted at the cloud datacenter, so computational
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complexity is not considered. Results obtained through DQL indicate that the LSTM
architecture consistently outperforms CNNs and CRNNSs across all key metrics including
training accuracy, validation accuracy, and training time, for both cache demand prediction

and content popularity prediction.

In [73], the authors introduce an algorithm designed for content caching in D2D networks,
with a focus on addressing content placement and delivery challenges. The algorithm uses
two RNNSs, each tasked with predicting distinct aspects: one predicts user locations, while
the other predicts content popularity. Users expected to visit the same location are grouped
together, and their collective content request distribution is forecasted based on various
user attributes. Once both RNNs are trained, the authors integrate the content request
distribution with mobility patterns, enabling them to organize requested content and make
informed decisions regarding caching locations. Two RNN prediction models, the ESN
and LSTM, are considered and evaluated. Results indicate that LSTM outperforms ESN in
terms of cache hit rate when addressing the content placement problem. For dynamic
content delivery decision-making, the authors employ a DRL algorithm. This approach
effectively reduces overall time delay and transmission consumption associated with

requested content.

In Reference [37], the authors tackle the cache placement problem within mobile edge
networks with the objective of maximizing saved delay. Their approach involves
cooperative caching and takes into account the provision of service, to deadline-sensitive
content, along with the available cache capacity of each BS. Their proposed algorithm
operates within a framework known as the Network Evaluation Function (NEF) , which
computes and allocates contents to individual MEC nodes. The NEF acts as a coordinator,
maintaining indexes of the content cached at individual MECs and monitoring content
requests by users at each MEC. To predict content request distribution, an echo state
network is employed, establishing a relationship between requested content and user
context information. Subsequently, a fuzzy logic algorithm evaluates the content to be
cached in the base station based on the content request prediction results, as well as

considering the benefits and deadlines associated with the content request.

In Reference [77], the authors present a caching method aimed at minimizing the overall
system cost while reducing service latency from the perspective of the app vendor. The

system cost encompasses several factors: data caching cost, which includes the expense of
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storing data and purchasing edge resources from a provider. Latency cost, where content
cached farther away from the edge user incurs higher latency costs. Constraints are set by
the app vendor to ensure smooth operation. Penalty cost, representing the loss of benefit
resulting from the failure to satisfy the user's data request from the edge server. To
optimize edge caching, the authors propose a method based on deep learning. Their
approach utilizes a combination of LSTM cells, and a pointer network. The LSTM cells are
employed to address challenges related to sequential data, preventing issues such as
vanishing gradients. The pointer network is capable of processing input sequences of
varying lengths and producing corresponding variable-length output and it enhances the
model's ability to identify crucial information during decoding. Furthermore, the attention
mechanism, incorporated into the pointer network, improves the extraction of relevant

information.

In Reference [78], the authors introduce a cache eviction policy designed to adaptively
learn the time-varying content popularity. To mitigate the computational overhead
associated with DNN, they propose a network architecture that starts as a shallow network
for quick convergence and progressively deepens as requests accumulate over time. Their
approach employs a multi-layer GRU architecture, where each hidden layer representation
is linked to an output regression, facilitating evolving learning through hedge
backpropagation. This mechanism enables the network to autonomously determine the
optimal depth and adapt its architecture dynamically. For cache replacement, the authors
aim to emulate the MIN algorithm, which prioritizes content with the longest expected
time until the next visit. This is achieved with the content popularity prediction. The
algorithm operates in two phases: an offline phase where it learns to predict popularity
using the network, and an online phase where, if a requested content is not cached, its
features are extracted, and its predicted popularity is assessed to determine caching. To
ensure the prediction of content popularity remains accurate and up to date, the algorithm

periodically retrains with new information, continually refining its predictions.

55

Institutional Repository - Library & Information Centre - University of Thessaly
01/09/2026 02:51:17 EEST - 216.73.216.156



4.2 Unsupervised learning schemes

In the examination of unsupervised learning schemes some familiar patterns emerge with,

a heavy emphasis on predicting content popularity as the objective, and with the cache hit

rate serving as the main performance metric alongside prediction accuracy. Despite the

availability of various unsupervised learning frameworks, the auto-encoder architecture

consistently emerges as the preferred approach.

The quantity of studies utilizing unsupervised techniques in edge caching, serves as an

indicator for their perceived effectiveness by researchers. The limited availability of

literature using unsupervised learning-based methods, in comparison to supervised,

reinforcement, and federated methods suggests a prevailing academic notion that this type

of deep learning may not be particularly effective in addressing the challenges associated

with edge caching.

Table 3.2 Summary of unsupervised learning research for data caching

Metric DI
Study DI objective Main Conclusions
Target Architecture
Auto encoder Predict content ponularit The feature-based setting in
Cache hit Stacked . PoP y the framework helps
[60] rate tacke by using extracted user overcomes the data sparsit
denoising and content features patsity
auto encoder and cold-start problems
11 ti Has high icti
Prediction co ab(.)r.a Ve Predict most popular as high prediction
[79] denoising . accuracy but suffers from
accuracy video content.
autoencoder the cold start problem
Content larit icti i
Cache hit | Stacked auto O?l e%n popu arty The p.red¥ct10n model is
[80] rate encoder prediction in software distributed and
defined networks reconfigurable
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In Reference[60], the authors propose a method to extract features from users and content,
to predict content popularity and decide what to cache at base stations. User features
include personal characteristics such as demographic information, explicit context meaning
information where the details are clearly described such as weather conditions, and latent
context meaning, finding hidden patterns from mobile sensors to understand and represent
the user’s context. An auto-encoder is used to determine the user features and extract them
in low-dimensional representation. Then a stacked denoising autoencoder is utilized to the
extract content features. A content popularity matrix is used, that maps a popularity rating
between user and content, to achieve that a feature based collaborative filtering method is
used that estimates the content popularity matrix. It enables the prediction of unknown
entries in the content popularity matrix by incorporating side information through feature
engineering. Testing indicate that incorporating a feature-based approach in the framework
offers more insights into user-content interaction mitigating the challenge of cold start and

data sparseness.

In Reference [79], the authors propose a caching method by predicting video popularity. A
collaborative denoising auto encoder is first utilized to extract user features, then similar
users are grouped into the same cluster and each cluster fine-tune an autoencoder model
separately. Each model makes a list of the top-K popular videos and eventually all these
lists are combined by an ensemble method to formulate the final top-K popular videos to
cache. To predict the top-K popular videos the model uses the users’ viewing history data
which includes userIDs, item IDs and timestamps. Testing shows the model seems to
suffer from the first appearance problem, meaning some videos may become very popular
right away, but it's difficult to forecast them in advance since it has no information about
the future. So, it performs best when implemented on a platform that don’t frequently
introduce new material such as Netflix but struggles in platforms like YouTube where

there is a lot of new content.

In Reference [80], the authors propose a method to predict content popularity in SDN. The
natural connections between massive compute nodes in the SDN make it a natural fit for
use of deep learning by addressing the problem of the slow model training. To achieve
content prediction multiple switches in the distributed SDN collect the features of the
content being requested, which contains inherent spatial-temporal and social correlation.

Then a stacked auto-encoder network is used to understand these features in a global view
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and find the distribution pattern of content popularity. The network is pre-trained by
bottom-up unsupervised learning and fine-tuned by top-down supervised learning. With
SDN's programmability and the SDN controller's capability to oversee the network
globally, the hidden layers and neurons in each layer can be easily modified. This
programmable network allows for the straightforward deployment, adjustment, and

removal of their method across the network.

4.3 Reinforcement learning schemes

In reinforcement learning schemes, the objective that receives the most attention continues
being predicting popular content, While the previous method mainly focused on the
behavior of a single base station, the proposed reinforcement learning techniques place a
lot of attention on collaborative approaches, where the edge devices communicate to

reduce the caching of duplicate content on nearby nodes.

When it comes to performance metrics cache hit ratio shares the focus with latency.
Latency is often the metric of choice in collaborative approaches where the cache hit rate is
not completely representative of the performance of the system since the content could be
strategically stored in nearby nodes. So, latency serves as a measurement to gauge the
effectiveness of the technique both in the content popularity prediction accuracy but also

the placement on the content on the appropriate node.

Hybrid model approaches seem to be on par in popularity with value-based model
approaches. When considering value-based approaches, DQL dominates as the
implementation choice, indicating their effectiveness on dealing with the high state space.
A combination of optimization techniques such as, experience replay or prioritized
experience replay, fixed target networks, and DQL variants are always utilized to make the

training more efficient and stable, highlighting their performance impactfulness.

In hybrid approaches, the DQL component consistently assumes the role of the critic,
while the critic itself adopts either a DDPG framework or a specific architectural design is
not mentioned. The same optimization is employed for the DQL part of the network, while
architectures such as the Wolpertinger architecture and MAAC network are employed to
boost the overall performance of the network.
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Table 3.3 Summary of reinforcement learning research for data caching
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Collaborative Outperforms similar
Double DQN ! P .
. caching strategy DQN and dueling DQN
[62] Latency | with fixed target | . .. .
aimed to optimize architectures. Has long
network. .. .
latency training period
Actor critic with
fixed target Joint optimization of | Latency is depended on
[67] Latency network and | caching, computing, | the Fog node to UE
experience and radio resources | ratio
replay
DRL with -
. Content prediction to )
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Cache hit . maximize long term .. .
[64] architecture and .. efficient in handling
rate i cache hitin a
experience ) . large-scale data
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replay
Cache hit Multi agent Predicting content Despite its high
(68] rate DRL with for better long-term | computational cost, it
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Latency architecture | decentralized setting. | performance
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Maximize cache hit PP .
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, ) rate while .. .
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Network target network | popularity and }
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C optimization
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In Reference [81], a distributed DQL content caching scheme is proposed for F-RAN,

focusing on user preference prediction and content popularity prediction. For user

preference prediction, an unsupervised learning method called Probabilistic Latent

Semantic Analysis (PLSA) is employed. PLSA utilizes a matrix representing historical

user behaviors to capture relationships between users, files, and topics, resulting in a

matrix reflecting the individual interests of each Fog user edge. This matrix, along with a

network topological relationship matrix, is used to derive a content popularity matrix that
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represents the common content preferences across different Fog access points and base
stations. To determine the optimal caching strategy, a DQL algorithm is utilized,
integrating the content popularity matrix with the properties of CNNs and Q learning,
along with experience replay. To enhance stability a fixed target network is used meaning,
two CNNs with the same structure but different parameters are used. The first network
predicts target Q values during training and updates less frequently, periodically
synchronizing with the second network, which evaluates actions in the current state and
updates more frequently to predict Q values more accurately. Regarding the content update
algorithm for FAPs and BSs, an update timer is utilized, while for Fog user edges, the

status is immediately updated upon requests, eliminating the need for a synchronized timer.

The authors of [82] propose a joint caching mechanism, which considers both the content
caching strategy and an incentive mechanism to enhance the performance of D2D
offloading from the perspective of the CSP. The idea is that D2D caching offers significant
benefits to the CSP by reducing the overall cellular traffic and associated costs. To
encourage user participation in D2D offloading, an incentive mechanism is introduced.
Given the resource-intensive nature of offloading, a reverse auction mechanism is
suggested as part of the incentive scheme. This reverse auction aims to maximize cost
savings for the content service provider, thereby motivating users to engage in D2D
offloading. To optimize the content caching method and select appropriate caching nodes
for each content, a DQN method is proposed. Optimization techniques like fixed target
network with experience replay are employed to enhance the efficiency and effectiveness
of the caching mechanism by leveraging experience replay to improve the training process
and optimize the selection of caching nodes for content distribution in D2D offloading

scenarios.

In [85] , the paper addresses the intricate challenges surrounding joint pushing and caching
within a MEC network characterized by multiuser and multicast data. The authors present
a solution to this optimization problem using hierarchical RL tailored for systems with
large state and action dimensions. The complexity of the problem leads to its division into
two subproblems: one centered on optimizing user-side policies and the other on
optimizing base station-side policies in the context of caching and pushing. By breaking
down the problem, the aim is to reduce its dimensions and manage the optimization task

effectively through a divide-and-conquer strategy. The proposed hierarchical RL-based
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policy approach involves iteratively fixing the policy on one side (user or base station)
while optimizing the other side. This iterative process entails utilizing a Q-learning
algorithm with value approximation for user-side policy optimization and a DQN for base

station-side policy optimization

In Reference [86] a cooperative replacement caching strategy is introduced with the aim of
minimizing end-to-end delay within the system. To achieve this objective and effectively
reduce the average delay experienced by users, the authors propose the utilization of
Double DQL with experience replay. This approach allows the system to dynamically
adapt to changing environments without the need for prior knowledge of content popularity

distribution.

In Reference [62], a collaborative caching strategy is introduced to optimize the user
experience in terms of delay. Upon completion of a user's computing request by the node,
the user compensates the node based on the delay of computing completion. If the
computation falls within the specified time limit, the payment is determined by the actual
delay, otherwise, no payment is made if the edge node exceeds the time limit. The
objective is to maximize the total payment while considering computing and storage
resource constraints. To address this challenge, a double DQN is proposed to make
decisions and maximize long-term gains. To assess the performance of the Double DQN, it
is compared against a dueling DQN and a natural DQN with identical replay memory size,
training steps, and learning rate. Test results indicate that the double DQN outperforms the
other reinforcement learning agents in terms of task success rates, training loss, and overall
system performance. However, it requires a longer training period before making better
decisions, thus necessitating a while to achieve optimal performance. Despite this
requirement for extended training, the double DQN demonstrates superior effectiveness in
optimizing the collaborative caching strategy and enhancing the user experience in

mitigating delay.

In reference [84], the authors aim to increase QoE by proposing a popularity prediction
caching algorithm optimizing storage cost and latency. To achieve that a DQL approach is
proposed utilizing different techniques such as fixed target network (F) experience
replay(E), and adaptive learning(L) calling it the FEL approach. Each technique
contributes to the improvement of the algorithm in a different way, fixed target network

benefits stability by using a separate target network with fixed parameters for a certain
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duration. Experience replay increases temporal relativity by delivering batches of the
batches of the dataset in a random way during training, and adaptive learning rate
increasing efficient learning by optimally adjusting the learning rate based on the age of
the sample, preventing large mistakes in transition probability and average reward from
negatively affecting the training process. A plethora of different approaches were used in
testing to compare the results such as DQL, FE-DQL and Actor-Critic DRL, and results
show that FEL-DQL demonstrated superior performance across various metrics such as
cache hit ratio, latency, and storage cost, making it the most promising for QoE

optimization.

In Reference [63], a content popularity predictions algorithm is presented to maximize
energy efficiency. To optimize the problem a deep RNN is proposed that utilized
prioritized experience learning and a dueling Q function. The recurrent nature of the
network allows it to capture non-stationary patterns and is well suited for adapting to
changing conditions, while priories experience learning, and the dueling architecture
contribute to faster learning. In testing the proposed algorithm demonstrates its superior
learning rate and scalability as well as energy efficiency relevant to the compared DRL
methods. They conclude that their proposed DRL based cache algorithm can be applied in

real systems for which the data retrieval power is sensitive.

In reference [83], the authors introduce a proactive caching strategy at the BS designed to
optimize network throughput and improve user experience by incorporating user behavior-
related information. To achieve this goal, the authors integrate a recommendation
technique with BS caching, resulting in a temporal-spatial recommendation policy. This
policy guides mobile users to request their preferred files at appropriate times and
locations, effectively shaping local file popularity. To optimize both the recommendation
and caching policies, a DQN with experience replay and fixed target network is employed.
Notably, this approach does not rely on a priori knowledge of user preferences, the impact
of recommendations on request probability, or mobility patterns. Through simulation
results, the proposed approach demonstrates a reduction in cache misses compared to
policies without any recommendation or temporal-spatial recommendation. This
underscores its potential to enhance cache efficiency while respecting user preferences,

thereby improving overall network throughput and user experience.
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In [67], the authors introduce an actor-critic network aimed at minimizing end-to-end
latency and reducing backhaul traffic. This study proposes a holistic approach that
addresses the challenges arising from limited radio resources, caching storage, and
computational capabilities by considering both content caching and computation
offloading. The state vector encompasses parameters such as the number of requests,
content sizes, popularity, Signal-to-Interference-plus-Noise Ratios (SINRs), among others.
Meanwhile, the action vector represents decisions regarding Fog node assignment,
subchannel allocation, caching, and computation offloading. To ensure the stability and
effectiveness of the proposed algorithm, techniques such as fixed target networks and
experience learning are employed to prevent divergence, while the Natural gradient
method is utilized to avoid converging to local maxima. Through testing with varying
numbers of UE and Fog nodes, it is revealed that the latency is significantly influenced by
the ratio of Fog nodes to UE, emphasizing the importance of considering this ratio in the

design of the system for minimizing latency and optimizing backhaul traffic.

In [64] , the authors introduce a cache replacement policy that takes into account user
preferences and file popularity patterns. They investigate policies for both centralized and
decentralized scenarios, aiming to optimize cache hit rates. A deep learning network with
the Wolpertinger architecture, is employed due to its adaptability to online data, enabling
the development of a long-term policy. Within this framework, a KNN component is
introduced between the actor and the critic network , that aids in expanding the range of
actions, preventing suboptimal decisions A single actor-critic architecture is utilized, where
the action space involves either maintaining the cache status quo or replacing one selected
content with the requested one. The state space comprises the feature space of the cached
contents, while rewards are determined based on short-term and long-term cache hit rates.
Training is conducted using the DDPG method. Tests reveal that the suggested framework
can achieve competitive cache hit rates while significantly cutting runtime when compared
to DQL based policies. Because of this, the suggested structure is effective at managing

massive amounts of data.

In their subsequent study detailed in reference [68] the authors build upon their previous
research in reference [64] , wherein they refine and adapt their approach for decentralized
cooperative caching. This updated policy is designed to optimize both caches hit rate and

transmission delay. Once again, they employ the Wolpertinger architecture, which has
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been modified to specifically address this objective. Training in this approach is done using
the Temporal Difference error, with a focus on minimizing the least squares temporal
difference. They introduce a multi-actor single critic architecture, where each actor is
assigned to a different base station, resulting in every actor having a different state and
action space. The single critic is responsible for evaluating the corresponding state value
for every possible action set combination. Through testing, the authors demonstrate the
advantages of their approach in terms of adaptability and long-term stability compared to
policy-based strategies. This highlights the effectiveness of their decentralized cooperative

caching policy in achieving the desired optimization goals.

In their study [65], the authors introduce a cooperative algorithm designed to maximize hit
rates utilizing a MAAC network. This algorithm integrates the actor network, which
operates in edge servers to make caching policy decisions, while the critic network is
situated in the central server. To address the variability in IoT data item sizes, the authors
propose a dynamic adjustment of cooperation levels based on content size. To tackle the
challenge of an exponentially growing action space with cache size, the authors introduce a
caching policy selection scheme. This scheme defines caching policies by features,
effectively reducing the action space to a manageable fixed-length vector, ensuring the
validity of all actions. Additionally, the action space is adjusted to the size of the requested
data item and current caching states. The reward system in this algorithm departs from a
standard hit rate, instead redefining it as a weighted sum of local and neighboring server hit
rates. The cooperation levels are dynamically adjusted through weights, emphasizing either
local performance or assistance to neighbors based on the context. Moreover, the algorithm
is designed to support both online work and offline training, facilitating efficient updates
and collaboration among distributed edge servers. This cohesive approach ensures
effective cooperation among actors, addressing challenges related to data item sizes and

action space growth while optimizing hit rates in edge server caching policies.

In [35], the proposed caching strategy aims to minimize the total discounted network cost,
which includes transmission delay, by caching popular content. To achieve this goal, a
two-step learning approach is implemented. Firstly, a neural network is trained using
supervised learning, specifically a clustering LSTM, to predict the number of content
requests based on historical data. This initial training involves predicting content requests

and optimizing caching decisions. Then, a Supervised DDPG approach is proposed to
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determine how much coded fraction of each file should be stored in each cache node based
on the predicted content requests. To accelerate the training process, both the actor and
critic networks are initially trained using supervised learning. During this phase, samples
are generated by solving an approximate problem that minimizes the per-slot cost rather
than the overall network cost. The strategy assumes the utilization of coded caching,
wherein each file can be divided into several segments cached across various nodes in a
distributed manner. Furthermore, the results demonstrate that the proposed SDDPG
approach outperforms the per-slot optimization method, indicating its efficacy in

improving caching efficiency and minimizing network costs.

4.4 Federated learning schemes

In federated learning schemes, cache hit rate and latency remain the primary performance
metrics due to the utilization of collaborative caching strategies. These schemes recognize
that evaluating their effectiveness solely based on cache hit rate is insufficient. Prediction
accuracy is crucial, but the placement of content also holds significance in collaborative
approaches. Therefore, employing cache hit rate alone does not provide a comprehensive
evaluation of the solution's effectiveness. Instead, considering latency helps assess the
relevance of content placement, contributing to a more thorough evaluation of these

algorithms.

As mentioned earlier, federated learning is about training data in a decentralized way, but
there isn't a predetermined way to do it. Different methods can be used, most commonly in
the examined research, federated learning is combined with reinforcement learning,
followed by supervised learning. This is in line with the observations that researchers tend
to prefer reinforcement and supervised learning over unsupervised learning for edge
caching with deep learning. Displaying their perceived effectiveness of unsupervised
learning solving the problems associated with this domain. Federated learning scheme’s
main objective focus is a joint endeavor to predict popular content and strategically place

it.
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Table 3.4: Summary of federated learning research for data caching
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In [87], the authors present the Hierarchical Federated Deep Reinforcement Learning
(HFDRL) method, tailored for collaborative edge caching, utilizing Federated Deep
Reinforcement Learning (FDRL) to optimize cache hit rates and diminish content access
delays. The primary objective is to determine the optimal group size for cooperation by
hierarchically clustering edge devices at multiple levels. This hierarchical architecture
addresses challenges associated with selecting either small or large groups, allowing for
the integration of benefits from both. These clusters not only collaborate in caching but
also contribute to learning a comprehensive model for content replacement strategies.
Moreover, the approach aims to enhance the performance of both local and global
networks. Through testing, the authors demonstrate that this method leads to increased hit
rates for both average and peak requests compared to single-level FDRL. This cohesive
approach emphasizes the importance of hierarchical clustering in improving cache

performance and reducing content access delays in collaborative edge caching scenarios

In [44] the FADE (Federated DRL-based Edge Caching Algorithm) framework introduces
is an approach to optimizing caching strategies in wireless systems using federated deep
reinforcement learning. Utilizing double DQN and experience replay, FADE refines the
caching replacement process. FADE employs a federated learning architecture, wherein
UE:s collaboratively learn a shared predictive model, enabling decentralized model training
while maintaining data localized on individual IoT devices. The workflow involves the
dispersion of initial parameters from the central BS to UEs, iterative updates based on local
computations, and subsequent aggregation of these updates at the central BS. The proposed
convergence analysis ensures the effectiveness of the gradient descent algorithm,
underscoring the robustness of the FADE algorithm. Additionally, the lightweight design
of FADE is emphasized for efficient deployment in IoT devices, highlighting its suitability

for real-world applications.

In [88], the authors introduce an attention-weighted federated approach utilizing
reinforcement learning for D2D assisted collaborative caching, aimed at optimizing node
selection and cache replacement policies. The proposed Adaptive Weighted Federated
Deep Reinforcement Learning (AWFDRL) framework tackles the challenges in
collaborative edge caching through a three-phase approach. The model release phase
involves UEs associating with local BSs, reporting their states, and receiving the global

model from the previous round. In the local DQN model training phase, each local agent
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trains its model based on global parameters and local data. Subsequently, the aggregation
phase utilizes an attention mechanism to calculate aggregation weights, considering
training evaluation indicators like average reward, loss, hit rate, and more. This weighted
federated aggregation accounts for heterogeneity in computing capacity, data quality, and
model performance among UEs, thereby enhancing the robustness of the model.
Furthermore, the convergence analysis ensures stability and effectiveness in local training
and aggregation, providing a theoretical basis for the AWFDRL framework. Notably, the
integration of an attention mechanism to regulate model weights during federated learning
aggregation addresses the imbalance in local model quality, contributing to the overall

cohesion and effectiveness of the proposed approach.

The authors of [70] present, FedAGRU (Federated Aggregated Gated Recurrent Unit), a
FL algorithm tailored for intrusion detection in wireless edge networks. Essentially, this
algorithm enhances the learning process of a central server from multiple edge devices
without compromising sensitive data. FedAGRU employs an attention mechanism to
assign varying weights to updates from different devices, depending on their significance
to intrusion detection. Subsequently, these updates are combined, taking into account the
importance of each device's contribution. Moreover, the algorithm addresses potential
attacks, such as poisoning, which involves malicious attempts to compromise the integrity
and reliability of ML models by injecting manipulated or fraudulent data during training.
This is achieved by assessing the importance of each device's data and safeguarding the

overall model from harmful influences.

In reference [89] the authors propose a framework for D2D-assisted Fog computing
networks, integrating FL, content caching, and D2D communication to enhance
communication efficiency and user experience. The framework introduces a clustered FL
strategy to implement personalized caching based on user preferences. Additionally, the
content caching model is designed to adapt to various scenarios, accommodating the
density and mobility of users. Moreover, the paper presents a D2D cooperation model that
facilitates content fetching from cooperative IDs via D2D communication links, effectively
reducing traffic burden. The establishment of a D2D communication link between two
devices necessitates short physical distance, membership in the same social community,

and ensuring that the required content is cached in the recipient device. Furthermore, an
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optimization problem is formulated to minimize content fetch delay while considering
factors such as physical link quality, social connection strength, and transmission rate
requirements. To address non-IID data and enhance learning efficiency, the paper
introduces a Cluster-based User Preference Estimation (CUPE) algorithm, involving ID
clustering and cluster-based federated learning. Through testing, the study demonstrates
that updating the parameters of the local model via local training and cooperation with

global parameters significantly improves network performance.

The authors of [90] present a scheme that addresses the challenge of training federated
learning algorithms in realistic wireless networks, where bandwidth constraints limit
uplink transmission. The article highlights the significant influence of wireless packet
transmission errors on the FLL. model's parameter update process. The quality of training is
directly impacted by wireless factors such as packet errors and resource availability. To
overcome these challenges, the BS carefully selects users to execute the FL algorithm,
aiming to create an accurate global model while minimizing the FL loss function. This
integrated problem of joint learning, wireless resource allocation, and user selection is
formulated as an optimization problem with the objective of minimizing the FL loss
function. To find a solution, a closed-form expression for the expected convergence rate of
the FL algorithm is derived to quantify the impact of wireless factors. Using this expected
convergence rate, the optimal transmit power for each user is determined under a specified
user selection and uplink Resource Block (RB) allocation scheme. Ultimately, the user

selection and uplink RB allocation are optimized to minimize the FL loss function.
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Chapter 5 Implementation Challenges and Research Directions

This chapter explores the challenges in the implementation of deep learning in edge
computing and discusses the potential research directions. Addressing these challenges is
crucial for enabling the mass adoption of deep learning algorithms for edge caching while
additional research in promising directions may offer efficient ways to deal with those

challenges and improve on the current proposed implementations.

5.1 Implementation challenges

5.1.1 The Cost of deep learning

The utilization of DL enhances performance efficiency in caching policies, yet it also
introduces additional costs. These costs stem from the resources and time required for
training and deploying DL models. Consequently, a trade-off arises between the savings
achieved through DL-assisted caching policies and the resources needed to operate DL
itself, resulting in potential profit, loss, or break-even outcomes. Hence, careful
consideration is essential regarding when and where to implement DL. This is particularly
crucial for various deep learning frameworks employing specialized processing units like
GPUs. Addressing the cost of deep learning in edge caching scenarios necessitates the
development of lightweight model architectures, efficient model compression techniques,

and specialized hardware accelerators tailored for edge environments [18].

5.1.2 Unlabeled data

In edge caching scenarios, one of the significant challenges for supervised deep learning is
the scarcity of labeled data. In edge caching environments, obtaining labeled data can be
challenging due to several factors such as privacy concerns, limited communication
bandwidth, and distributed nature of edge devices. Furthermore ,the data generated within
the network may lack labels or contain mislabeled instances. Without sufficient labeled
data, training deep learning models for caching decisions becomes difficult, as the models

may struggle to generalize effectively to unseen data. Addressing the issue of unlabeled
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data in edge caching scenarios requires innovative solutions such as semi-supervised
learning techniques, transfer learning from related tasks or domains and active learning

strategies to intelligently select informative data for labeling [13].

5.1.3 Dropped participants

D2D caching and federated learning strategies assume that participants' wireless
connections remain constantly available. However, in reality, mobile devices involved,
may intermittently lose connectivity, or drop out of the system due to network issues or
energy limitations. The significant loss of participating devices during training can notably
impair the FL system's performance, affecting metrics like accuracy and convergence rate.
It’s imperative for new FL algorithms to be resilient to such dropouts and to anticipate
scenarios where only a few participants remain connected for a training round. One
potential remedy is for the FL. model owner to offer dedicated or special connections, such
as cellular networks, at no cost to participants, serving as an incentive to prevent dropouts

[13].

Additionally, a large amount of dropped participants in D2D caching impacts the network
in several ways like, the overall cache resources decreasing, redundancy diminishing, the
cache hit rate may fluctuate, network fragmentation may occur and a rebalance of content
may be needed. To mitigate the effects of dropped participants on D2D caching, network
protocols and algorithms can be designed to dynamically adjust caching strategies,
redistribute content among remaining participants, and optimize cache utilization based on

network conditions and participant behavior [91].

5.1.4 Privacy concerns

The integration of deep learning models at the edge raises concerns about data privacy and
security. Deep learning models trained on sensitive user data may inadvertently leak
private information if not properly protected. Moreover, transmitting raw data from edge
devices to centralized servers for model training raises privacy risks, as it exposes
potentially sensitive information to interception or unauthorized access during

transmission. Additionally, the deployment of complex deep learning models on resource-
72

Institutional Repository - Library & Information Centre - University of Thessaly
01/09/2026 02:51:17 EEST - 216.73.216.156



constrained edge devices poses challenges in implementing robust privacy-preserving
techniques, such as encryption and differential privacy, without compromising model

performance and efficiency.

Privacy concerns in FL are addressed by enabling local model training, where only model
parameters are exchanged with the FL server, thus ensuring the privacy of each participant.
However, disclosing model updates during training could still leak sensitive information to
adversaries or third parties. To address this, current strategies suggest security measures
such as differential privacy and collaborative training methods. Nonetheless, these
approaches lead to decreased model accuracy and demand significant computational

resources on mobile devices [13].

5.1.5 Cost and monetization models

The economic aspects of caching in edge computing are often overlooked. Deploying deep
learning models at the edge incurs costs related to hardware, software development, and
maintenance, particularly in resource-constrained environments. Edge devices often have
limited computational resources, necessitating the optimization of deep learning models for
efficient inference and reduced energy consumption. Additionally, caching in user
equipment and D2D communication raises concerns regarding the storage, power
consumption, and data usage of mobile devices. Since not all UEs cache and share content
equally, it creates an unequal communication environment. Hence, incentivizing models
are crucial for UEs that engage in more caching and transmission activities compared to
others. For instance, a basic incentive mechanism could involve offering higher download
data rates and lower delays for UEs with a higher history of sharing/transmission.
However, most D2D caching techniques lack such incentive mechanisms, necessitating the
establishment of standards for practical UE cache deployments. Each processing entity
should be rewarded based on their contributions to the learning process, as all entities

benefit from optimal caching decisions [17].
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5.2 Research Directions

5.2.1 Software defined networking

Software-Defined Networks (SDNs) are a modern approach to network architecture that
separates the control plane from the data plane, allowing network administrators to
centrally manage and orchestrate network resources through software-based controllers.
This decoupling enables the centralization and programmable management of the control
plane, while the data plane remains distributed across network devices. Utilizing the
computational capabilities of nodes and the connections within a software-defined network
(SDN) enables the creation of a decentralized and adaptable deep learning network [7],
[80] .

5.2.2 Transfer Learning

Transfer learning is a machine learning technique where knowledge gained from solving
one problem is applied to a different but related problem. Transfer learning allows pre-
trained models, which have already been trained on a large dataset for a related task, to be
reused or adapted for a new task with potentially less labeled data or in a different domain.
These pre-trained models can serve as a starting point for training edge-specific caching
models, enabling faster convergence and improved generalization performance with
limited labeled data. Transfer learning offers notable resource efficiency, particularly when

there is a strong relationship between the source and target problems [9], [38].

5.2.3 Deep learning for cache dimensioning

It's notable that very few studies utilize DL in making cache dimensioning decisions. This
scarcity is primarily due to the limited availability of training datasets compared to content
popularity prediction. Additionally, the allocation of cache sizes significantly impacts
network performance and financial investments. Recently, network slicing has emerged as
a crucial tool in enabling 5G networks to deliver multiple services with varied

characteristics. These slices are formed on physical infrastructure, including network
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storage, making it an intriguing area of study to determine memory space allocation to

support content caching and other storage services [18].

5.2.4 Standard data set

A conventional dataset capturing user preferences and content popularity at the edge is
necessary for comparative analysis in research and establishing baseline results. The
MovieLens dataset, commonly used for evaluating recommendation systems, lacks edge
network representation as it primarily features data relevant to cloud/CDN-based user
access. Although various learning techniques have been employed with the MovieLens
dataset to predict content popularity, it cannot be directly mapped to edge networks.
Similarly, standard datasets for user mobility hinder baseline research efforts. Additionally,
there is a need to discern and emphasize disparities between edge popularity and cloud
popularity of content, as overlooking these differences can significantly impact cache

population and cache hit rate [17].
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Chapter 6 Conclusion

Utilizing deep learning for edge caching proves to be an efficient solution for managing the
rapidly increasing network traffic. This work conducted a thorough investigation into
various aspects of edge caching using deep learning techniques. It began with an overview
of edge networks and caching, followed by an exploration of different caching strategies
based on various caching positions and performance criteria. Subsequently, it presents an
overview of ML algorithms, including supervised, unsupervised, reinforcement, and
federated learning, along with showcasing representative deep learning models suitable for
edge computing. Furthermore, this paper presents a summary of recent research papers,
focusing on parameters such as, employed deep learning methods and the objectives
behind their application. Finally, the implementation challenges and research directions of
employing deep learning for caching are presented, including considerations such as the
cost of deep learning, cost and monetization models , and integration with software-defined
networks. This study aims to provide a comprehensive understanding of edge caching and

its integration with deep learning methodologies.
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