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xii Abstract

Diploma Thesis

Deployment and management of containerized software services at the

edge
Isidoros Lamprinos

Abstract

The rapid scaling of cloud computing in recent years has triggered a discussion on the way
applications are deployed on the edge of the network. This Thesis investigates the intricate
process of deploying and managing containerized software services at the edge of the net-
work, where resource constraints, latency sensitivity and dynamic environments bring to light
unique challenges. The objectives of this study are to (i) investigate the technical feasibil-
ity of deploying containerized services at the edge using open-source projects like EdgeX
Foundry and OpenHorizon, while optimizing resource utilization, and (ii) to investigate the
practicality of integrating these projects in order to create a unified methodology of deploy-
ing containerized services at the edge. This research, through thorough review of the existing
methodologies and strategies and by experimenting on real-world use cases, demonstrates the
effectiveness of this integration in optimizing the deployment and orchestration of container-
ized services at the edge. The insights demonstrated in this Thesis are useful for practitioners
and academics considering to leverage the potential of EdgeX Foundry and Open Horizon
in delivering and managing containerized software services at the Edge. This study tries to
give inspiration for the next generation of Edge computing solutions, encouraging creativity,
efficiency and agility in a wide spectrum of cases concerning the deployment of applications

on the Edge.

Keywords:
Docker, Containers, Edge Computing, Cloud Edge, OpenHorizon, EdgeX Foundry, IoT



Lepiinym xiil

Authopoatikny Epyacio

Avamtogn Kol O1ayEIPLoN VANPECLOV AOYIGUIKOD 6TO AKPO TOV SLKTVOV

[E TN pHop@1) containers

Ioiowpog Aapmpivog
Ieptinyn

H paydaio kMpdkmon tov cloud computing ta tedevtaio xpovia £xel Tpokaréoel cu{nTnoN
OYETIKA LLE TOV TPOTO TOV EPOAPUOYES OVOTTUGOVTOL TPOG GKPO TOV SIKTVLOVL. AVTH 1) SITA®-
potikn epyacio eetdlel TNV TOAVTAOKT S10d1kacio VITOPBOANG Kot SLoYEIPIONG VINPECUDV
AOYIG KOV GTO GKPO TOV SIKTVOV, OOV TEPLOPIGHOT TOPWV, evaicOncio oV kabvotépnon
KoL QUVOLIKA TEPPAAAOVTO PEPVOLV GTO PMG LOVAITKES TPOKANGELS. O1 GTOYO1 ALTNHG TNG JLE-
Aétng eivan (1) va eEETAGOVY TV TEYVIKY EPIKTOTNTA TNS VIOBOANG VANPESIHV GTO AKPO TOV
SKTHOL YPNCIUOTOIDVTAG AOYIGUIKE avoryTov KmdtKa, Omtmg To OpenHorizon kou to EdgeX
Foundry evo Bedtiotomolovy m ypnon ndépwv, kat (il) va eEETAGOVY TOV TPAKTIKO YOPOUKTI PO
™G £VIaENS AVTAV TOV EPY®V LE GKOTO TN dnovpyia pog eviaiog pebodoroyiog virofoing
VINPECLDY GTO GKPO TOV SIKTLOVL. AVTNH 1 €PEVVO, LEGH AETTOUEPOVSG AVAOEDPNONG TOV
VILOPYOLGMOV HEBOIOLOYIDV KO CTPATNYIKMOV KOl LEGH TEIPUUOTICUDV GE TPOYUOTIKES TTE-
PUTTAOGELS YPNONG, OEIYVEL TNV OTOTELECUOTIKOTNTA OVTNG TNG £vTaéng ot PeAtioTonmoinon
NG VILOPOANG KoL TNG EVOPYNOTPOGCTG TMV VINPESLDY AOYIGUIKOD GTO AKPO TOL dtkTLoL. Ot
dtadkociec Tov TaPoLSIAlovTol GE ALTNV TN EPYOCia Eival YPNOUES Y10 ETOYYEALATIES KoL
Koo aiKkoHS Tov okénTovTon va aglomomaoouvy Tig duvatotnteg Tov Open Horizon kot tov
EdgeX Foundry yia v mapdooon kot ) dtoyeipion vanpesidv AOYIGIIKOL HEG® contain-
ers 6TO AKPO TOL JIKTVOV. AVTH 1 HEAETT TPOGTADEL VO TPOCPEPEL EUTVELGT YOl TNV ENO-
pevn yevid Avcewv otov topéa ™ Edge vmoloyiotikng, Tpodyovtog tn OnpovpykoTnTa,
TNV OMOTEAECUATIKOTNTO KOl TNV €VEAMEIN O Lol EVPEID VKA TEPUTTOCEWDY TOV APOPOVV

TNV VTOBOAY EPAPLOYDV GTO AKPO TOV SIKTHOV.

A€Ee1c-KAEOA: Docker, Containers, Edge Computing, Cloud Edge, OpenHorizon, EdgeX
Foundry, [oT
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Chapter 1

Introduction

In recent years we observe more and more the use of containerized software in differ-
ent fields of computer science, such as DevOps, Cloud, virtual network functions and many
more. One of the platforms that is mainly used to containerize applications and manage them
is Docker. The reason this is happening is that Docker containers make it easy to put new
versions of software, with new business features, into production quickly, and to quickly roll
back to a previous version if the developer needs to. Containers are easy-to-deploy software
packages and containerized applications are easily distributed, making them a natural fit for
edge computing solutions.

Containerization is a technology that addresses many of the challenges of operating soft-
ware systems at the edge. Despite being similar to virtual machines (VMs), containers use the
host’s kernel and do not virtualize the operating system kernel (typically Linux). Although
this method makes containers less portable and less isolated than virtual machines, it does

reduce some of the resource overhead associated with virtualization.

1.1 Motivation

The scope of this Thesis is the experimentation with software services and their deploy-
ment at the edge. The tools that are going to be used are Open Horizon and EdgeX Foundry,
both of which are under the Linux Foundation umbrella. Every day, we utilize edge comput-
ing devices like smart speakers, wearables and phones, which collect and process data locally
while interacting with the real world. If they interact with the Cloud while computing locally,

then they can be considered as Cloud edge devices.

1



2 Chapter 1. Introduction

Edge computing moves data processing and storage closer to the points at which peo-
ple, places and things generate their data. The task of installing the appropriate software and
machine learning tools on the appropriate computing platforms and keeping those programs
active and updated is made simpler by Open Horizon. Additionally, Open Horizon allows for
the autonomous control of up to 10,000 edge devices at once, which is a 20-fold increase over
conventional methods. One of the goals of edge computing is to utilize the disciplines devel-
oped for hybrid cloud computing to support remote operations of edge computing facilities.
Open Horizon is designed with that objective in mind.[[1]]

In order to reduce deployment risks and fully autonomously control the service software
lifecycle on edge nodes, the Open Horizon management hub was specifically created for edge
node management. The components of the Open Horizon management hub are installed and
maintained by a cloud installer. Edge services are created and published by software devel-
opers to the management hub. The deployment policies that determine where edge services

are deployed are set by administrators. Everything else is handled by Open Horizon.

1.2 Contribution

In this Thesis, we will try to test the effectiveness of OpenHorizon in distributing con-

tainerized application, like the EdgeX framework, at the edge of the cloud:

1. First we deployed and executed Open horizon Management and Agent on different
devices and validate proper operation. Open Horizon lacks adequate documentation,
which can lead to many problems with the deployment of its components. We used
the instructions/tutorials available online in the official page and github repository as

a starting point.

2. Next we created a guide on how the tools actually worked, what we changes and what
kinds of problems we faced along the way. This is, as far as we can tell, the only up to
date guide on how to deploy EdgeX using Open Horizon. There had been another one
in 2020 when Open Horizon was first introduced as an open source project [2], but the
EdgeX project had a major version update and very few of these guidelines are still

functioning.

3. After making sure that everything works properly, we experimented on the actual de-
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ployment of containerized applications. EdgeX was the main service deployed. It con-
sists of multiple microservices , it is designed to work on Open Horizon and is part of

the same project umbrella.

4. Finally we evaluated Open Horizon and its deployment capabilities by performing ex-
periments firstly with docker-compose.yml, which is the default deployment method,

and then with Open Horizon, in order to compare them.

1.3 Thesis Organization

The thesis is organized as follows:

1. The Pnd Chapter analyzes the background knowledge needed to understand the third-
party tools we are going to use as an essential part of our process, such as Docker and

Containers.
2. The Brd Chapter focuses on the setup and deployment of Open Horizon and EdgeX.

3. The Hth Chapter is going to be the evaluation of Open Horizon through the experiments

we contacted in comparison with the docker-compose.

4. The fth Chapter concludes the work of this thesis, with potential enhancements and

future extensions.






Chapter 2

Background

Two important concepts, that are going to play significant role in the understanding of

the implementation in this Thesis, are ”container” and ”docker” .

2.1 Container

Containers are standardized, executable components that combine application source code
with the operating system (OS) libraries and dependencies required to run that code in any
environment. Containers make it easier to create and deliver distributed applications. They
are becoming more popular as enterprises migrate to cloud-native development and hybrid

multi-cloud setups.[3]

2.1.1 Why use containers?

Container technology offers all the functionality and benefits of VMs,including applica-

tion isolation, cost-effective scalability and disposability. Some additional advantages are:

1. Lighter weight than VMs; containers do not carry the load of the entire OS and the
hypervisor. They only carry the dependencies and OS processes required to run the

program. Container sizes are measured in megabytes (vs. GigaBytes for some VMs).

2. Developer productivity is increased since containerized apps may be created once and
run anywhere. Moreover, containers are quicker to deploy, provision and restart than
virtual machines. In addition to being a better fit for development teams following Ag-

ile and DevOps approaches, this makes them perfect for use in continuous integration

5



6 Chapter 2. Background

and continuous delivery (CI/CD) pipelines.

3. Increased resource efficiency: Compared to virtual machines (VMs), containers allow
developers to execute many more copies of a program on the same hardware. This may

result in lower cloud costs.

4. Portability: Containers are isolated, self-contained environments that have all the con-
figurations and dependencies required to run an application. Because of this, it is sim-
ple to move a containerized program from one environment to another, such as from a
developer’s laptop to a testing environment or from an on-premises server to a cloud-
based platform. It is simpler to build, test, and deploy programs across many environ-

ments as a result of this portability.

5. Consistency: Regardless of the host system or the underlying infrastructure’s capabil-
ities, containers offer a consistent runtime environment for programs. This lowers the
chance of compatibility problems and other issues that might occur when deploying
programs across different systems because applications can be built and tested in a

consistent environment.

6. Speed: Containers provide quick application deployment and iteration since they are
quick to start and stop. This can shorten the time between development and deployment

and help businesses adapt to shifting customer demands.

Overall, using containers to design and deploy applications offers a versatile, effective, and
portable method. Developers and operations teams may collaborate more effectively, increase
the dependability and consistency of systems and quicken the release of software products to

market by adopting containers.

2.1.2 Important concepts on Containers
In the following, we explain some fundamental concepts related with containers.

1. Image Registries: Containers are typically created from images, which are pre-built
packages that include all the necessary files, libraries, and dependencies needed to
run an application. These images can be stored and shared in image registries, such
as Docker Hub, AWS ECR or Google Container Registry. Image registries allow the

developers to easily distribute and deploy container images across different systems.
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2. Orchestration: Container orchestration tools, such as Kubernetes, Docker Swarm, or
Apache Mesos, can help the developers manage and scale containers across multiple
hosts or clusters. Orchestration tools automate tasks such as deployment, scaling, and

resource allocation, making it easier to manage large-scale container deployments.

3. Networking: Containers can communicate with each other through a network, allow-
ing for inter-container communication and service discovery. The developers can con-
figure container networks to provide isolation, security and load balancing for your

applications.

4. Security: Container security is an important consideration, as containers can potentially
expose vulnerabilities or allow attackers to gain access to your system. Container se-
curity best practices include using trusted images, configuring appropriate permissions

and access controls and implementing network segmentation and isolation.

5. Compatibility: While containers provide a high degree of portability and consistency, it
is important to ensure that your applications are compatible with the container runtime
environment. This includes ensuring that all necessary dependencies are included in the
container image and that the application is configured to work within the constraints

of the container environment.[4]

2.2 Docker

Docker is an open source platform that enables developers to build, deploy, run, update
and manage containers. It is a platform that allows the developers to package and run their
applications in an isolated, self-contained environment. It is possible for developers to create
containers without Docker, by working directly with capabilities built into Linux and other

operating systems. But Docker makes containerization faster, easier and safer.[5]

2.2.1 Why use Docker

Docker allows developers access these native containerization capabilities, using simple
commands, and automate them through a work-saving application programming interface

(API).Docker offers:
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1. Improved and seamless container portability: Docker containers run without modifica-
tion across any desktop, data center and cloud environment. Docker containers can run
on any host that supports Docker, whether it is your local machine, a virtual machine,

a cloud server or a Kubernetes cluster.

2. Automated container creation: Docker can automatically build a container based on

application source code.

3. Container versioning: Docker allows the developers to track different versions of a
container image, go back in time to earlier versions, and find out who created it and
how. Even just the differences between an existing version and a new version might be

uploaded.

4. Reusing containers: Pre-existing containers may be utilized as base images, serving as

sort of templates for new containers.

5. Shared container libraries and Collaboration: Thousands of user-contributed contain-
ers are available in an open-source registry that developers can use. Docker makes it
easy to share and collaborate on development environments and applications. The de-
velopers can share their Docker images with their team or community and run the same

environment on their own machine.

6. Security: Docker provides several security features to ensure that your applications and
containers are secure. These include namespace isolation, resource constraints, image
signing and verification, and network security. However, it is important to be aware of
potential security risks, such as container breakout attacks and image vulnerabilities,

and take appropriate measures to mitigate them.

2.2.2 Docker Components

1. Dockerfile: A Dockerfile is a script that defines the configuration of a Docker image. It
specifies the base image, the commands to install dependencies and build the applica-
tion and any other configurations needed to run the application. By using a Dockerfile,

the developers can automate the process of building and deploying Docker images.

2. Docker Hub: Docker Hub is a public registry where the developers can find and share

Docker images. It is like a repository of Docker images that anyone can use. The de-
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velopers can also create their own private registry to store and distribute their Docker

images within their organization.

3. Docker Compose: Docker Compose is a tool for defining and running multi-container
Docker applications. It allows the developers to define a YAML file that describes the
services and dependencies of their application, and then start and stop all the containers
with a single command. Docker Compose is especially useful for complex applications

that require multiple containers to work together.

2.3 Additional important concepts

2.3.1 Cloud Computing

Cloud computing is the delivery of computer services via the Internet (’the cloud”) in or-
der to bring faster innovation, adaptable resources and scalable economies, including servers,
storage, databases, networking, software, analytics and intelligence. Typically, the develop-
ers only pay for the cloud services they actually use, which lowers operational expenses, im-
proves infrastructure management, and enables them to scale as the company’s needs evolve,

which are subsequently the main reasons for its popularity.[6] [7]

2.3.2 Computing at the Edge of the Cloud

Edge computing is a distributed information technology (IT) architecture in which client
data is processed as close to the original source as possible at the network’s perimeter. Edge
computing is a new computing paradigm that refers to a variety of networks and devices lo-
cated at or near the user. The Edge is about processing data closer to where it is generated,
allowing for faster and larger processing rates and volumes, resulting in more actionable an-
swers in real time. But why is it so important?

Businesses may use Edge to bring the digital world into the real world, bringing web data,
algorithms and analytics into physical businesses to improve customer experiences, develop-
ing technologies that can instruct employees and scenarios in which workers may learn from
machines, creating smart settings that prioritize our safety and comfort. These instances all
have one thing in common: Edge computing, which allows businesses to operate applications

with the most strict dependability, real-time and data requirements immediately on-site. Fi-
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nally, this enables organizations to innovate more swiftly, launch new goods and services

more quickly, and create new income streams. [8]

2.3.3 The Internet of Things

IoT is not a new concept, but everyone is talking about it, because it intersects with
several other key trends in the tech world, from open source and big data to cybersecurity
and software-defined networking. Those who use the Internet of Things may live and work
smarter and have complete control over their lives. In addition to delivering smart home au-
tomation devices, [oT is critical to business. Organizations may use [oT to examine how their
systems work in real time, obtaining insights about anything from equipment performance
to supply chain and logistics activity. The Internet of Things has a number of advantages for
businesses. Certain advantages are unique to certain businesses, while others apply to many

other industries. The following are some typical advantages of IoT for businesses[9]:

1. Monitor their overall business processes.
2. Improve the customer experience.

3. Save time and money.

4. Enhance employee productivity.

5. Integrate and adapt business models.

6. Make better business decisions.



Chapter 3

Deployment of Open Horizon

In this chapter we are going to present a more detailed view on Open Horizon and Edgex
Projects and an easy way to deploy the Open Horizon Management Hub, Agent and CLI. We
used the official Open Horizon instructions [10] as the baseline for the process described in

the following sections.

3.1 The Linux Foundation Edge

LF Edge []11] is a new umbrella organization that aims to establish open, inter-operable
frameworks for Edge computing independent of hardware, silicon, cloud, or operating sys-
tem. Launched in January 2019, LF Edge comprises existing Linux Foundation projects
Akraino Edge Stack [[12] and EdgeX Foundry [13], as well as the new Project EVE from
ZEDEDA [[14] and Home Edge Project from Samsung Electronics [[15]. The tools that were
used in this Thesis were developed or currently “live” under this umbrella. These tools/pro-

jects are:

3.1.1 EdgeX Foundry

It is a very adaptable open-source software framework that supports communication be-
tween various IoT Edge apps and devices while providing a stable foundation for security.
EdgeX translates and transforms sensor data from devices and delivers it to applications over
network-based protocols that meet the needs of the clients. It is capable of sending, as well
as receiving, data along with usage for the control and actuation of Edge nodes. By offer-

ing modular reference services for device-data ingestion, normalization, analysis and sharing

11



12 Chapter 3. Deployment of Open Horizon

in support of new IoT data services, advanced Edge computing applications, including Al
and automation, the open, vendor-neutral platform shortens the time it takes for technol-
ogy providers and developers to market. EdgeX translates and transforms data arriving from
sensors and devices before sending them across network-based protocols to applications in
formats and structures that suit users’ needs. Moreover, it transfers data from applications to
Edge nodes and devices for updates, control, and actuation. The primary services offered by

the EdgeX loosely coupled microservices architecture are discussed in Section [[13].

3.1.2 Open Horizon

LF Edge Open Horizon is an open source project that provides a platform for managing
the life-cycle of distributed Edge applications. It enables organizations to deploy and manage
containerized workloads on Edge devices, such as IoT devices or gateways, and includes
features such as dynamic application deployment, policy-based management, and machine
learning inference at the Edge.

Some key features and components of Open Horizon include:

Node: The Edge devices that are managed by Open Horizon are referred to as nodes.
Nodes can be any device capable of running a Docker container, such as a Raspberry Pi, a
smart camera or an industrial gateway.

Pattern: A pattern is a set of instructions that defines how to deploy and manage a set of
containers on a node. Patterns can be defined using a JSON file and can include information
such as which containers to deploy, how to configure them, and when to start and stop them.

Policies: are rules that govern how containers are deployed to Edge devices. They de-
fine which devices are eligible for deployment, what containers should be deployed to each
device, and when and how the containers should be deployed. Policies are defined using a
policy language that is specific to Open Horizon.

Machine Learning Inference: Open Horizon includes a machine learning inference ca-
pability that enables Edge devices to run machine learning models locally. This can reduce
latency and bandwidth requirements, and enable real-time decision making at the Edge.

Community: Open Horizon is part of the LF Edge organization, which is an umbrella
organization for open source projects focused on Edge computing. The LF Edge community
includes developers, vendors, and users who collaborate on developing and promoting open

standards and best practices for Edge computing.[|1]]
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3.2 How does Open Horizon Work

Open Horizon intends to facilitate autonomous administration of Edge workloads, such
as machine learning models, on a variety of Edge devices, including Raspberry Pi devices,
IoT gateways and other sorts.

This is a high-level overview of how Open Horizon works:

1. Registration of Edge Devices: In order to use Open Horizon, Edge devices must first
be registered with the platform. Each device must have an Open Horizon agent installed
on it so that it can communicate with the Open Horizon management center and accept

workloads.

2. Defining Workloads and Policies: Users can specify workloads and policies for how
those workloads should be allocated across the Edge devices once devices have been
registered. Workloads may consist of executable programs, containers or machine learn-
ing models that can execute on the device. Our primary focus is going to be the deploy-

ment of containers.

3. Execution of Workloads: The Open Horizon agent on each Edge device is in charge
of carrying out the workload when it has been distributed to those devices. The agent
keeps track of the device’s condition and updates the management hub on the work-

load’s development and status.

4. Edge Node Governance: For Edge nodes, Open Horizon offers a governance paradigm.
Users can create policies that limit the execution of workloads on particular devices,

ensuring that workloads are only run on devices that adhere to predetermined standards.
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3.3 How does EdgeX Work

As our primary focus is going to be the deployment of EdgeX, lets see a brief overview

of how it works:

3.3.1 Overview

1. Device Integration: The EdgeX platform includes an SDK (Software Development
Kit) that offers a collection of APIs (Application Programming Interfaces) for integrat-
ing various Edge devices, sensors, and services. With the help of this SDK, developers

may quickly link their products to the EdgeX platform.

2. Data Collection: After devices are linked, the EdgeX platform uses a common data
model to collect data from these devices. The data is translated into a standard format

that may be used by a variety of applications after being normalized.

3. Processing of data: EdgeX offers a flexible rules engine that enables programmers
to create rules for data processing, filtering and aggregation. Based on particular data

patterns or thresholds, this rules engine can be used to start events or trigger actions.

4. Data Export: EdgeX offers a collection of APIs for transferring data to other cloud
services, databases or other software programs. This makes it simple for developers to

integrate their Edge data with other platforms and programs.

3.4 Pre-requisites

In order to run the All-in-One [|10] Horizon Management Hub, Agent and CLI script [[16]
we are going to use Ubuntu Server 20.04 on Virtualbox []17]. As this tutorial is old, we also
need to mention that the script works not only on Ubuntu 18.04, but on 20.04 and 22.04 as

well. The Management Hub device running on VM needs:
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Memory(GB RAM) | Storage (GB) CPU other Pre-requisites
Management Hub 4 20 1 virtual CPU root access
Agent 1 10 1 virtual CPU root access

3.5

Table 3.1: Management and Agent Pre-requisites

Setting up the Management Hub device

Some important changes were made in the deployment of the Management Hub after

carefully reading the tutorial and through trial and error. Although some are mentioned later

in the tutorial and, as our goal is to connect more than one Edge devices, we need to follow

some steps earlier than mentioned on the official documentation. Changes were also made in

order ensure to its effective implementation.

First of all, in order to add more devices, the management hub needs to be listening on
an IP address that is reachable by the Edge devices and by using HTTPS. So we need

to reconfigure it. Before running the deployment script:

./deploy-mgmt-hub.sh

we need to export some values:

export HZN LISTEN IP="ifconfig | egrep 'inet ' | sed 's/addr://' |
awk '{ print $2 }' | egrep -v '~172.|710.[7127." | head -1°

echo ”“export HZN LISTEN IP=${HZN LISTEN IP}” >> ~/.bashrc

3 export HZN ORG ID=issy

echo ”export HZN ORG ID=issy” >> ~/.bashrc

5 export HZN_EXCHANGE URL=https://${HZN_LISTEN_IP}:3090/vl/

echo ”export HZN EXCHANGE URL=https://${HZN LISTEN IP}:3090/v1l/” >>
~/ .bashrc

7 export HZN FSS CSSURL=https://${HZN _LISTEN IP}:9443

10

echo ”export HZN FSS CSSURL=https://${HZN_LISTEN IP}:9443” >> ~/.
bashrc
export HZN TRANSPORT=https

echo "export HZN TRANSPORT=S${HZN_ TRANSPORT}” >> ~/ .bashrc
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What this script implements is exporting the IP address of the device, setting the pa-
rameter HZN_ ORG _ID and using the IP in order to set more useful values, like the url
of the HORIZON EXCHANGE. It also exports these values on /.bashrc so we do not

have to repeat this step every time we login to the device.

Secondly, we need to make some changes in the script. Most of the images are pulled
from Docker Hub with tag: -latest. This is generally a mistake, as this cannot guarantee
that these images are compatible with one another, as was the case at the time we tested
it. The error that was raised was a connectivity issue between mongodb image and the

css image. So the first modification is in line 197:

export MONGO IMAGE TAG=${MONGO IMAGE TAG:-5}
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We also modified the name of the Organization in line 146:

I export EXCHANGE USER ORG=${EXCHANGE USER ORG:-<value of choice>}

This <value of choice> has to be the same value that was exported in the /.bashrc as

HZN ORG ID . In our case this value was set to issy””.

* One more thing to consider is the use of the flags -A -E of the deployment script:
-A —> Do not install the horizon agent package (It will still install the horizon-cli
package). Without this flag, it will install and register the horizon agent (as well as all
of the management hub services).

-E —> Skip loading the horizon example services, policies, and patterns.

3.6 Setting up the Agent device

After setting up the Management Hub we can go ahead and setup the Agent on an Edge

device. On each of the devices we want to install it, we run the script:

export HZN ORG ID=<value of choice> #as mentioned above
export HZN EXCHANGE USER AUTH=admin:<password> # use the pw deploy-mgmt-

hub.sh displayed

s export HZN_EXCHANGE URL=https://<HZN_LISTEN IP>:3090/v1 #<HZN LISTEN IP>

is the IP the Management Hub listen to.

export HZN_FSS_CSSURL=https://<HZN_LISTEN_IP>:9443/

s curl -sSL https://github.com/open-horizon/anax/releases/latest/download/

agent-install.sh | bash -s -- -i anax: -k css: -c css: -p IBM/pattern-
ibm.helloworld -w '*' -T 120

# Install agent and run an example, which we do not need to run.

3.7 Deployment of Services Using Open Horizon

As we have mentioned earlier, Open Horizon uses two different ways, namely Patterns
and Policies, to manage and deploy services on the Edge nodes. Open Horizon Agents man-

age the applications on their nodes, which can be standalone Linux machines(managed by
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Docker) or clusters of machines(managed by Kubernetes). In our experiments we use Docker

on Linux. The main differences between patterns and policies are summarized below:

* Patterns are easy to use and therefore recommended for beginners. Developers directly
specify services to run, but they are less powerful and flexible, and, as such, they are

not suggested for complicated deployments.

 Policies, on the other hand, declare intent with constraint-based resolution and are used
to determine whether a policy will resolve in a deployment. Node policies are resolved

against service and business policies in order to determine the deployment.

3.7.1 Using Patterns

Open Horizon Pattern is a named collection of services. The developer must specify
the services she wants to include and then OH will add their stated dependencies(other ser-
vices) [[18]. After that, the node must be registered by using the name that the pattern was

given and all services will be deployed. Only one pattern can be active on any single node.

An simple example of pattern.json follows:

"name”: "pattern-edgex-amdo64”,

”label”: ”"This text label only for humans”,

"description”: ”“More analytical text for humans to understand the
functionality of this deployment”,

"services”: [

{

"serviceUrl”: "my-service.url”,
"serviceOrgid”: ”my-org”,
"serviceArch”: ”amd64”,

"serviceVersions”: [

{

"version”: ”1.0.1"”

i

"userInput”: |
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The most important fields are the following:[[18]

* name: We can give the pattern any name we like, as is the case for ”label” and “de-
scription” fields, which are only meant to be read by humans, the computer ignores

them.
* public: Defines if people outside our organization can use this pattern.

* services: It is an array of services each having four fields:

serviceOrgid, the name of the organization.

serviceUrl, the name of the service.

serviceArch, the hardware architecture of the service.

service Versions, a list the service versions that the pattern is applicable to.

3.7.2 Using Policies

There are three different kinds of policies [[19] (we do not discuss model policy as it

focuses on the deployment of ML models, which is out of the scope of this Thesis) :

* Deployment policy: In order to use the policy mechanism developers must define a

deployment policy (also called business policy) [20].

 Service policy: The developer can also attach this to the service they are deploying and

it is automatically merged into the deployment policy that references this service.
* Node policy, which is used to register Edge nodes [21].

We also need to mention that node and service policies have the same format. They are basi-
cally the same type of policy but used in different situations. In the code block below we can

see an example of node/service policy.
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"properties”: [
{
"name”: “edgeX”,
"value”: "true”

s

"name”: ”“first batch”,
"value”: "true”

s

"name”: “openhorizon.allowPrivileged”,

"value”: true

1y

"constraints”: [
"edgex = \Htrue\////,
"first batch == \”true\””

We use properties to define the characteristics of each node. The agent will cross-reference
these in the exchange with the service constraints, which are conditional expressions, in order
to define if the particular service can be deployed on that node. Developers can use whatever
value they wish, as they are the ones who define them. There are also some defaults that can

be used, as shown in the example (openhorizon.allowPrivileged)
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”label”: ”"This text label only for humans”,

"description”: ”“More analytical text for humans to understand the
functionality of this deployment”,

"properties”: [

Iy

"constraints”: |

i

"service” : {

"org” :"my-org”,

"name” :”"my-service.url”,

"arch” :”amd64”,

"serviceVersions”: [ {”version”: ”1.0.0” , "properity”: {} } ]

The code-block above provides an example of a deployment policy. Deployment policies
contain properties and constraints, like a pattern, but the difference is that they have a single
service section. It has the same functionality as the pattern services field, but it only contains
one service and not an array of services, like the pattern does. So the work flow of the Policies

mechanism is:

All policies have the attributes ’properties” and constraints”’(we do not need do define

both).

* The deployment policy is merged, optionally with the service policy that might exist

for a specified service.
* Agbots propose to the node Agent that policy.

» Each Agent evaluates this proposal against their node policy, based in their own prop-

erties and constraints.

« If the constraints and properties are resolved, the Agent will accept the proposal and

the deployment of the service will proceed.






Chapter 4

Experimentation and Evaluation

4.1 Experimental platform

We deployed our implementation on VirtualBoxd. We used two different setups, one for
the Management Hub and one for the node (edge device). In accordance with what was de-
scribed previously about the prerequisites of the Open Horizon project, the Management
Hub device is Ubuntu 20.04 LTS with 4 GB of RAM, 20 GB of storage and 1 virtual CPU,
on which the developer has root access. The node device is also Ubuntu 20.04, but equipped
with 1 GB of RAM, 10 GB of storage and 1 virtual CPU, also assuming root access. We run
both the experiments with the deployment using docker-compose and the deployment using
Open Horizon on this setup, in order to have comparable data. Of course, the deployment
using docker-compose only needed the node device, as it is the one in which the containers

are deployed.

4.2 General information

In order to test the deployment of services using Open Horizon we used the EdgeX
Foundry Project. As we mentioned before, EdgeX is a Project under the LF Edge umbrella.
It comprises many different micro-services that need to be deployed on the edge nodes. This
characteristic makes it a very suitable candidate to test the deployment capabilities of Open
Horizon. Apart from everything that was mentioned before about policies and pattern, Open
horizon needs a definition of the service that is going to be deployed [22]. The respective json

files define the docker image that is used as the base for the service, the required services that

25
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need to be already deployed in order for this one to work and any user input it needs. User
input is a set/array of variables that govern how the service implementation in the container
image behaves. Probably the most important field to mention here is ”deployment”, that has
extensive documentation of its own [23]. This field includes the main definition of the ser-
vice, like the container name, the ports that the containers should map to the host and other
characteristics that the containers should have. More than one services can be included in the
deployment string. The service definition is a mandatory file, with both Policies and Patterns

deployment methods.

4.3 EdgeX deployment

The usual way the EdgeX Foundry Project is deployed is by using the docker compose.yml
from the official repository on GitHub [24]]. We used version 2.3 (Levski). In order to deploy
EdgeX with Open Horizon we had to "translate” this docker compose file into a service

definition [24].

4.3.1 Original Idea

Our initial approach, which we expected to be easier and more efficient, was to create
a separate service definition for each of the EdgeX microservices. That way we would have
different "userInput” and “requiredServices” fields for each of the microservices. This would
be an accurate interpretation of the fields ’depends_on” (into “requiredServices’) and “envi-
ronment” (into “userlnout”) of each microservice from the docker compose file into the ser-
vice_definition file. Moreover, we would have the flexibility to deploy EdgeX micorservices
to different node devices for distributed execution. For each service definition there would
also be a respective deployment policy, as we mentioned in the previous chapter. Therefore
we created a service definition for each individual component of the EdgeX project (for ex-
ample consul, edgex-core-command etc.). We populated each of the aforementioned fields in
the json file we the corresponding values found in the compose file. The following listing is an
example of such a service definition (in the particular example for the edgex-core-command

microservice).

{

”

org”: ”$HZN ORG ID”,
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"label”:

"url”:

"version”:

"arch”:

”core-command”,

"core-command.isidoros”,

""amdod”,

"public”: true,

"sharable”:

YA 5%,

”singleton”,

"requiredServices”: [

string”,

4

string”,

type”:

”string”,

4

{
”ur

"Or

1”: ”core-consul.isidoros”,

” .

g

"iSSy",

”versionRange”: ”[0.0.0, INFINITY)"”,

”ar

y

”ur

”Or

ch”: "amde64”

1”: ”"redis.isidoros”,

g”: //iSSyN,

"versionRange”: ”[0.0.0, INFINITY)”,

"arch”:

by

"url”:

"org

7 o

"amde64d”

"core-metadata.isidoros”,

”issy”,

"versionRange”: ”[0.0.0, INFINITY)”,

"arch”: "amd64”
}
1,
"userInput”:
{ “name”: ”“CLIENTS CORE COMMAND HOST”, “label”: ””, "type”: ”

{

"name” :

"defaultvValue”: "edgex-core-command” 1},

”CLIENTS CORE_DATA HOST”, ”label”: ””, "type”: ”string”

"defaultvValue”: "edgex-core-data” },

{

{

{

{

"name” :

"name” :

"CLIENTS CORE METADATA HOST”, "“label”: ””, “type”: ”

"defaultValue”: "edgex-core-metadata” 1},

"CLIENTS SUPPORT NOTIFICATIONS HOST”, "“label”: "7, ”

"string”, "defaultValue”: "edgex-support-notifications”

"name” :

"name” :

”“CLIENTS SUPPORT SCHEDULER HOST”, “label”: ””,

"defaultvValue”: "“edgex-support-scheduler” 1},

“DATABASES PRIMARY HOST”, “label”: ””, "type”:

"defaultValue”: "edgex-redis” 1},

o
"type" :

”string”
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{ "name”: ”"EDGEX SECURITY SECRET STORE”, "“label”: ””, “type”: ”
boolean”, "“defaultValue”: ”“false” },

{ "name”: ”MESSAGEQUEUE_EXTERNAL_URL", "label”: ”", "type”: "
string”, “defaultValue”: ”“tcp://edgex-mgtt-broker:1883” },

{ "name”: "MESSAGEQUEUE HOST”, ”“label”: ””, "type”: "string”, ”
defaultValue”: "edgex-redis” },

{ “"name”: ”"MESSAGEQUEUE INTERNAL HOST”, “label”: ””, "type”: ”
string”, ”“defaultValue”: "edgex-redis” 1},

{ ”"name”: ”"REGISTRY HOST”, “label”: ””, "type”: ”“string”, ”
defaultvValue”: "edgex-core-consul” 1},

{ "name”: ”SERVICE HOST”, “label”: ””, "type”: ”"string”, ”
defaultValue”: "edgex-core-command” }
I
"deployment”: {

"services”: {
"edgex—-core-command” : {
”image”: ”edgexfoundry/core-command:2.3.0",
"specific ports”: [
{
"HostPort”:759882:59882/tcp”,

"HostIP”:7127.0.0.1"

As the reader can observe, this service has three dependencies on the services “core-
consul”, ”redis” and “core-command”. The URLSs of each service are defined by us in the
service definition and used when we want to reference that specific service, which means that
these URLs are also unique in each Open Horizon Exchange. Regarding the attribute "user-
Input”, as we have already mentioned, it defines the environment variables of the container
that this specific service definition is going to initialize [22]. We also specify the image that
will be used for this container and the mappings of ports of the host to ports of the container.
Unfortunately, this approach has a significant limitation: the EdgeX microservices’ contain-

ers have to be in the same docker network; they can not live on different ones.
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4.3.2 Final Implementation

In order to avoid the docker network connectivity issue, we decided to mimic the imple-
mentation of [2] in which all the microservices are defined in one service file. That way, only
one docker network is created and all containers are connected to this one. A new problem
with this approach is that there is only one field for ’userInput”, which by definition cannot
envelope all the environment variables of all the containers that we define in that file. That
is because the environment variables defined in “userInput” are going to be applied to every
container. The way we solved that is by setting only the variables that have the same val-
ues for everyone or are only used by one container, which would not impact the rest of the
containers. The second step, was to find a way to set the remaining environment variables
in the containers. We decided to modify the original images provided by the EdgeX Project
for each of the microservices. So, for each one we created a Dockerfile using the respective
image and setting the environment variables, thus creating a new image to use in its place.

The following listing provides an example of a Dockerfile:

FROM edgexfoundry/core-command:2.3.0

3 fenvironment variables from docker compose

'S

ENV MESSAGEQUEUE EXTERNAL URL=tcp://edgex-mgtt-broker:1883

5 ENV MESSAGEQUEUE HOST=edgex-redis

» ENV MESSAGEQUEUE INTERNAL HOST=edgex-redis

7 ENV SERVICE HOST=edgex-core-command

The ”edgexfoundry/core-command:2.3.0” is original image of the core-command mi-
croservice, version 2.3.0 (Levski) and the four environment variables are the ones defined
in the docker compose file, that had different values for each of the containers and needed to
be to set individually. The images where created locally and then uploaded on Docker Hub
(of course we could have used any other docker repository). The full list of images on our

Docker Hub is the following:

* ilamprinos/edgex_images database:1.0.3

* ilamprinos/edgex images notifications:1.0.3
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* ilamprinos/edgex_images app-service-rules:1.0.3
* ilamprinos/edgex_images_app-service-sample:1.0.3
* ilamprinos/edgex images command:1.0.3

* ilamprinos/edgex images data:1.0.3

* ilamprinos/edgex_images device-rest:1.0.3

* ilamprinos/edgex_images_device-virtual:1.0.3

* ilamprinos/edgex images rulesengine:1.0.3

* ilamprinos/edgex images metadata:1.0.3

* ilamprinos/edgex_images scheduler:1.0.3

* ilamprinos/edgex images system:1.0.3

* ilamprinos/docker-simple-filter-xml:1.0.0

The last image is the application service that was used as proof of concept for the functionality
of the EdgeX deployed using Open Horizon. It is a very simple example taken from the
official examples of the EdgeX Project [25]. We need to mention here that the image for the
concul did not need to be altered as it did not have any environment variables that needed to

be set.

4.4 Experimental results

After validating the correctness of the setup and the deployment, we experimentally com-
pared deploying a Project like EdgeX using the docker compose method and the Open Hori-
zon method. Of course, Open Horizon has a different purpose altogether, but the comparison
of the two can offer a better perspective on the effectiveness of Open Horizon and the latency
associated with deploying a service.

The results are summarized in the following figures and tables:

* Figure 4.1 compares the average time (in seconds) needed for the service to be pub-

lished in the Exchange in two different circumstances, docker images downloaded a
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priori and the same images downloaded on demand. This metric gives a better idea of
the different latency when deploying an application for the first time and redeploying

the application on the same device.

* Figures 4.2 and 4.3 present the average time (in seconds) needed for the individual
stages of the agreement negotiation to be completed, with the only thing changing
being again whether the images are downloaded a piori or on demand. As we can see,
there is no difference in the first two stages as they are contacted between the AgBots.
However, the time needed for the service, in our case Edgex, to start its execution
increases excessively, mainly because the Agent has to download the images on the

device.

* As we have previously mentioned, we also evaluated the time that it takes for the
docker-compose method to deploy EdgeX. Figures 4.4 and 4.5 present the data we

collected from that experiment.

» We also investigated the case when there is an additional microservice deployed along-
side EdgeX, which is something that would happen in a real scenario. Figures 4.6 and
4.7 contain the same information as 4.2 and 4.3 respectively, with only one difference,
the addition of that extra microservice, in order to determine the consequences that it

would have on the deployment, which are apparently minor.

» Table 4.1 presents the time in seconds that it takes for the entire process, from adding a

new policy to the creation of the agreement on the Management Hub, to be complete.
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Latency between Adding Policy and Agreement creation

Average time

9.9

Standard Deviation

1.7919

Table 4.1: Latency between adding policy to the Exchange and creation of the agreement

negotiation
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adding policy to the Exchange:

The creation of the policy using business.json file,

also known as the deployment policy

publishing an OH

service to the Exchange

The creation of an Open Horizon service using

the service.definition.json and its publishing on the Exchange

agreement_creation_time:

The timestamp that the Agbot has reached out to propose an

agreement to the local Agent

agreement_accepted time:

The timestamp that the Agent accepted the agreement.

agreement_finalized time:

The timestamp the Agent finalized the agreement with the Agbot.

agreement_execution_start time:

If the images needed for the service are not downloaded,
the Agent downloads them and then the execution starts.

If there are already available on the device the execution starts.

Table 4.2: Memo of the components of the above Tables and Figures

4.5 Evaluation of the results

To assess the deployment of EdgeX with Open Horizon, a comparative analysis has

been conducted in terms of deployment time against the conventional ”docker-compose.yml”

method, as previously discussed. It is important to note that when employing Open Horizon,

the image retrieval process occurs twice. Initially, the images are downloaded on the Manage-

ment Hub device to facilitate the creation of the Open Horizon service and the corresponding

service key within the Exchange. Subsequently, a second image download operation is trig-

gered on the node device to initiate the deployment process. In order to publish a service

using the service definition file ’service.json” the following command is needed:

$ hzn exchange service publish -P -f service.json

After that, the policy of that deployment needs to be added to the Exchange, on the Manage-

ment Hub device, using the deployment policy file business.json and the command:

$ hzn exchange business addpolicy -f business.json business.json policy




4.5 Evaluation of the results 35

The name of the policy is defined by the developer. The name that was used in this test case
was “business.json_policy”. After that, the policy is uploaded on the Exchange and the agents
on the nodes check, as was discussed previously, if this particular policy is meant for them.
This scan, initiated by the nodes, occurs periodically, in order to determine any changes in the
Exchange, which means that the same procedure is followed when a policy is deleted from
the Exchange and the nodes need to stop and remove the respective containers. Following
the verification process where the nodes check the applicability of the policy to their specific
node policies, the negotiation of the agreement starts. The explanations of the individual
components of the agreement are presented on Table 4.9.

Moving to the comparison between docker compose and Open Horizon methods, the most
insightful metric for the docker compose method is the time that transpires for the containers
to reach “healthy state”. We provide that on Table 4.4 and it is on average 35.03 secs if the
images are not available on the device and 3.68 if they were. On the other hand, the complexity
of Open Horizon means that more than one metric is needed. These are briefly presented on
the figures above. These different phases of the negotiation between the Management Hub
Agbot and the Agent Agbot need to be explained a little more. Initially, the creation of the
agreement takes place on the Exchange on the Management Hub device. Subsequently, the
Agbot located on the node’s side is required to approve this proposal, marking the finalization
of the agreement. Following this pivotal step, the Agent situated on the node assumes the
responsibility for the downloading of the Docker images and the subsequent execution of
the resulting containers. The average time that is needed for the Open Horizon to publish
EdgeX on the node device is, in total, around 53.7 secs if the images are downloaded on both
the Management Hub and on the Agent. If they are not, this goes up to around 174.1 secs.
These numbers make sense as the images need to be downloaded twice. As we can see, the
difference between Open Horizon and docker compose is noticeable. For the purposes of the
Open Horizon this time difference is acceptable and not problematic, as we have discrete
goals when we use these two methods. As it was mentioned previously, the goal from the
comparison of these was to make an estimate of the increase in the deployment time that the

Open Horizon would cause. It was never indented to be a direct comparison






Chapter 5

Conclusion

This Thesis focused on the rapidly evolving landscape of cloud computing and the emerg-
ing importance of deploying applications at the edge of the network. The deployment and
management of containerized software services in these edge environments, characterized
by resource constraints, latency sensitivity, and dynamic conditions, present unique chal-
lenges. This study seeks to address these challenges through a two-fold approach: firstly, by
exploring the technical feasibility of deploying containerized services at the edge using the
open-source projects EdgeX Foundry and OpenHorizon, with a focus on resource optimiza-
tion; and secondly, by investigating the practicality of integrating these projects to establish
a unified methodology for deploying containerized services at the edge.

Our work has proved the practical benefits of merging EdgeX Foundry and OpenHorizon
through a thorough evaluation of existing approaches and tactics, as well as through real-
world experiments. This integration not only optimizes the deployment and orchestration of
containerized services at the edge, but also provides valuable insights and lessons for both
practitioners and academics. We expect these findings to be useful and inspirational to prac-
titioners who want to use these technologies to deploy and manage containerized software

services at the edge.

5.1 Future work and potential extensions

In order to extent the capabilities of EdgeX through Open Horizon deployment, the future
extension of this work could be to find a way to deploy the different components of EdgeX

in different nodes. Also, it seems that the development of costume distributed applications
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designed for deployment at the Edge of the network would further utilize Open Horizon and

prove its efficiency.
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Images downloaded a priori | Images downloaded on demand

26.85 89.65

25.83 74.73

25.14 79.31

25.46 79.03

25.86 74.82

24.86 99.61

25.25 81.70

26.17 80.79

25.86 75.11

25.46 82.44

Average 25.67 81.71
StDev 0.5717 7.728

Table A.1: Time in seconds for publishing an OH service to the exchange multiple tries

Time publishing a service to the exchange(in seconds)
120

100

60
40
HHRHHNRHRER
0

2 3 4 5 66 7 8 9 10

M Images downloaded a priori M Images downloaded on demand

Figure A.1: Bar graph time in seconds for publishing a service to the exchange
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creation to accepted | accepted to finalized | finalized to execution start | total time

7 11 3 20

6 11 2 19

7 10 3 19

4 10 2 16

6 11 1 19

4 10 4 18

7 10 2 19

4 11 1 16

6 11 2 19

4 10 3 17
Average 5.5 10.5 2.3 18.2
StDev 1.35 0.52 0.94 1.39

Table A.2: Stages of the agreement negotiation with docker images downloaded a priori in

seconds

25

-
wv

=
o

wv

Stages of agreement with downloaded images

M creation to accepted M accepted to finalized m finalized to execution

1 2 3 4 5 6 7 8 9 10

Figure A.2: Stack bar graph for stages of agreement negotiation with downloaded images in

seconds
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creation to accepted | accepted to finalized | finalized to start _execution | total time
3 11 64 78
7 11 64 82
4 10 80 94
4 10 78 92
4 10 65 79
6 10 68 84
4 10 60 74
7 10 61 78
4 11 68 83
4 11 66 81
Average 4.7 10.4 67.4 82.5
StDev 1.41 0.51 6.65 6.25

Table A.3: Stages of the agreement negotiation without downloaded docker images

Stages of agreement without downloaded images

100
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M creation to accepted M accepted to finalized H finalized to execution start
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Figure A.3: Stack bar graph for stages of agreement with images downloaded on demand in

seconds
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Images downloaded on demand | Images downloaded a priori

29.68 3.65

33.10 3.70

35.34 3.64

36.64 4.10

32.63 3.56

38.82 3.57

30.53 3.80

50.76 3.59

28.65 3.66

34.15 3.50

Average 35.03 3.68
StDev 6.362 0.165

Table A.4: Time that transpired in seconds for containers to reach healthy state with docker

compose

Time in seconds with docker compose deployment
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Figure A.4: Stack bar graph for time in seconds with docker compose deployment
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Images downloaded on demand | Images downloaded a priori
34.85 3.21
36.79 3.24
3291 3.57
36.64 3.35
3591 3.11
48.46 3.49
36.89 3.16
40.92 3.08
31.68 3.45
38.05 3.42
Average 37.31 33
StDev 4.688 0.1711

Table A.5: Time that transpired in seconds for containers to reach healthy state with docker

compose(sample-filter-xml)

Time in seconds for containers to reach healthy state(docker
compose)simple-filter-xml
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B Images downloaded on demand B Images downloaded a priori

Figure A.5: Bar graph time in seconds for containers to reach healthy state with extra appli-

cation service
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creation to accepted | accepted to finalized | finalized to start execution | total time

3 11 4 16 sec

7 11 3 20 sec

6 12 3 21 sec

3 11 3 17 sec

4 11 4 18 sec

3 11 3 16 sec

7 11 3 21 sec

3 11 2 17 sec

7 11 3 20 sec

7 11 4 21 sec
Average 5 11.1 32 19.3 sec

StDev 1.94 0.31 0.63 2.16

Table A.6: Stages of the agreement negotiation with docker images downloaded a priori and

an extra image for an example applications service(simple-filter-xml)

25
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wv
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Stages of agreement negotiation with already download images
and extra application service

M creation to accepted

20 I I I I I
0 I I I I I
1 2 3 4 5 6 7 8 9 10

M accepted to finalized u finalized to start execution

Figure A.6: Bar graph time in seconds oif stages of agreement negotiation with images down-

loaded a priori and one extra application service
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creation to accepted | accepted to finalized | finalized to execution_start | total time

4 11 60 75
3 11 62 76
4 11 101 116
3 12 62 77
3 11 61 65
4 11 95 110
3 11 62 76
3 11 64 84
7 11 64 82
4 11 65 80

Average 3.8 11.1 69.6 84.1

StDev 1.229 0.316 15.10 16.12

Table A.7: Stages of the agreement negotiation without downloaded docker images and an

extra image for an example applications service(simple-filter-xml)
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Time in(seconds)of agreement negotiation without
downloaded images and extra application service

140
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40
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M creation to accepted M accepted to finalized u finalized to execution start

Figure A.7: Bar graph time in seconds of agreement negotiation with images downloaded on

demand and an extra application service
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Time transpired between Adding Policy and Agreement creation

7
10
8
9
10
11
12
9
13
10

Average time 9.9

Standard Deviation 1.7919

Table A.8: Time transpired between adding policy to the exchange and creation of the agree-

ment negotiation

Images downloaded a priori | Images downloaded on demand

Average 25.67 81.71

StDev 0.5717 7.728

Table A.9: Time in seconds for publishing an OH service to the Exchange

creation to accepted | accepted to finalized | finalized to start execution | total time

Average 5.5 10.5 23 18.2

StDev 1.35 0.52 0.94 1.39

Table A.10: Stages of the agreement negotiation with docker images downloaded a priori (in

seconds)
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creation to accepted | accepted to finalized | finalized to start execution | total time
Average 4.7 10.4 67.4 82.5
StDev 1.41 0.51 6.65 6.25

Table A.11: Stages of the agreement negotiation without downloaded docker images (in sec-

onds)

Images downloaded on demand

Images downloaded a priori

Average

35.03

3.68

StDev

6.362

0.165

Table A.12: Time in seconds for containers to reach healthy state with docker compose

Images downloaded on demand

Images downloaded a priori

Average

37.31

33

StDev

4.688

0.1711

Table A.13: Time in seconds for containers to reach healthy state with docker compose and

extra application service

creation to accepted | accepted to finalized | finalized to start execution | total time
Average 5 11.1 3.2 19.3 sec
StDev 1.94 0.31 0.63 2.16

Table A.14: Stages of the agreement negotiation with docker images downloaded a priori and

an extra image for an example application service
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creation to accepted | accepted to finalized | finalized to execution_start | total time

Average 3.8 11.1 69.6 84.1

StDev 1.229 0.316 15.10 16.12

Table A.15: Stages of the agreement negotiation stages with docker images downloaded on

demand and an extra image for an example applications service
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